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Sammanfattning 

En av de främsta anledningarna till att man väljer att delta i e-handel är att man har tillförlit till dess 

webbsida. Det huvudsakliga målet med den här uppsatsen är att utforska vad som skapar tillförlit 

online, hur det kan påverkas och varför detta är viktigt för e-handel. Uppsatsen behandlar 

forskningsfrågan ”Hur kan man designa e-handel sidor som skapar tillförlit?”. Inledningsvis utfördes 

en litteraturstudie över tidigare forskning inom tillförlit för att kartlägga de underliggande faktorerna 

för tillförlit och kartlägga vilka designelement som påverkar tillförlit. Sedan undersöktes fyra olika 

svenska e-handelssidor med avseende på vilka designmönster som användes och saknades. Med grund 

i litteraturen och erfarenheten från denna utvärdering formulerades 13 riktlinjer för design av 

förtroendeingivande e-handel hemsidor. För att testa användbarheten hos riktlinjerna fick sex experter 

på användarutvärderingar utvärdera samma hemsidor med hjälp av riktlinjerna. Generellt så visade 

studien att webbsidorna saknade bra design för kundtjänst, intyg från tredjepartsorganisationer och 

generell social-cue design. Uppsatsen bidrar till att förbättra webbdesignen för tillförlit genom att 

föreslå generella riktlinjer. Insikten från analysen av webbsidorna är i sig ett bidrag, eftersom den 

bidrar till vår förståelse av hur väl e-handelssidor bidrar till tillit och vilka som är de vanligaste 

designproblemen. 

 

Abstract 

Online trust has been cited as one of the most important reasons as to why someone choose to 

participate in e-commerce. The main research goal in this thesis is to explore the concept of online 

trust in e-commerce, how it is formed and by extension how it can be designed for. This thesis 

considers the research question “How can e-commerce websites be designed to be trust-inducing?”. 

First a literature study on the background of trust research was performed and the underlying factors of 

trust and the design elements that affect the formation of trust mapped out. Then popular Swedish e-

commerce websites were investigated and design patterns were mapped out based on those websites. 

Based on previous research and the experience gained from these websites, 13 guidelines with focus 

on trust-inducing e-commerce design were created. To test the usefulness of the guidelines, analyses 

of websites using the guidelines were performed, as well as expert evaluations of websites by six of 

the authors peers. Overall this study found that the design of the websites that were investigated was 

lacking in customer service, third-party certifications and social-cue design in general. The thesis 

contributes to better website trust design by putting forth guidelines. The knowledge gained from the 

analyses of websites is a contribution in itself since it provides an understanding of how well e-

commerce websites design for trust and which the most common design issues are. 
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1. Introduction 

Trust is one of the most crucial factors for the continued growth of e-commerce (Wang & Emurian, 

2005), since e-commerce is dependent on trust (Corbitt, Thanasankit, & Yi, 2003). When talking about 

Internet commerce there is one party, the trustor, that does not have any control over the actions of the 

other party, the trustee, which means that this field is dealing with a very uncertain environment and 

that the consumers choice whether to trust or not is very important (Sirkka, Tractinsky, & Vitale, 

2000). When shopping online the consumer needs to both put their trust in the company responsible 

for the website in question and the Internet as a medium. This becomes extra problematic for e-

commerce websites since they require the consumer to supply both their personal information and 

their money. For example, most e-commerce websites require users credit card number and/or their 

personal identification number (PIN), and both can create problematic situations for the user if they 

are stolen from the company. Hence, it is very important to investigate how users trust in e-commerce 

stores can be gained. It can also be seen in previous research that trusting a website has been identified 

as one of the factors that influence customer loyalty the most (Fassnacht & Köse, 2007), which means 

that gaining the trust of potential online buyers is crucial to gaining returning customers. 

When creating an e-commerce website, it can problematic to design for trust because trust as a concept 

is a quite murky. For example, in an extensive review of 65 publications on trust and distrust 

McKnight & Chervany (2001) tried to conceptualize trust, they state that trust has been defined as a 

noun, a verb, a personality trait, a belief a social structure and a behavioral intention. This indicates 

that previous research has had some trouble consolidating the different aspects of trust into a unified 

concept. Since trust is a very basic human emotion it is relevant to many different fields and is often 

defined differently depending on which field that is studied, this also means that it is a very widely 

studied subject which means that it can be hard for website designers to find data that is relevant to 

them (Beatty, Reay, Dick, & Miller, 2011). 

Trust can be described as a control mechanism that acts in transaction-relationships that are uncertain 

(Jarvenpaa, Tractinsky, & Vitale, 2000). There are several reasons why a user may feel that a 

transaction with a website is uncertain, and therefore hesitate whether to put their trust in said website 

with personal information. For example, it is not always guaranteed that the website that stores 

personal information is completely secure from hackers which can be directly harmful for users, or 

they might use the personal information to send personalized advertisements which is not as harmful 

but can be annoying and morally questionable (Kim, Ferrin, & Rao, 2008). As consumers are often 

dealing with this level of uncertainty when interacting with websites, it is reasonable to assume that 

companies can gain their trust by having a website that conveys that they are competent enough to not 

be hacked and have enough integrity to not misuse their information. According to previous research 

there are several different aspects that has an effect on Internet trust, such as website engineering 

aspects (Friedman, Khan Jr, & Howe, 2000), psychological traits of individual, like users’ 

predisposition to trust (Rafalak, Abramczuk, & Wierzbicki, 2014), the reputation of the company and 

industry as a whole (Dh McKnight, Choudhury, & Kacmar, 2000), and recommendations from third-

party sources (Shelat & Egger, 2002).  
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1.1. The goal with this thesis 

The goal with this thesis is to explore how trustworthy e-commerce websites can be created, and the 

main contribution will be to encapsulate the knowledge gained into design guidelines.  

The main research question that this thesis tries to answer is: How can e-commerce websites be 

designed to be trust-inducing? As explained in the previous section trust is one of the most important 

factors deciding whether someone will participate in e-commerce or not, when there is no trust for the 

seller it is a lot less likely that a transaction will occur, therefore it is important to make websites more 

trust-inducing. 

This broad overarching question will be answered through several sub-questions; What are the 

underlying factors for online trust? The underlying factors of trust are aspects that facilitate trust of the 

user in the webpage. For a consumer to trust a company they need to be sure that the company is 

trustworthy. Which means that designing for trustworthy websites requires an understanding of what 

causes a consumer to trust, consciously or sub-consciously. 

Which design elements that can be implemented to a website correspond to these underlying factors of 

trust, according both to previous research and current design practice? To gather these elements and 

create a contribution to design that is as effective and useful as possible, guidelines for trust-inducing 

design will be created. To create guidelines that are specific enough to be helpful it is important to 

point to more concrete design elements rather than psychological concepts; it is therefore important for 

this thesis to explore what elements are mentioned in previous research and what elements are 

currently in use by popular websites. 

While answering these questions in the thesis enough knowledge and empirical data will be gathered 

to create guidelines that has insight into how trust is formed online, and how the trust elements based 

theory and the ones based in practice differ from one another or how they are like one another. These 

guidelines will help designers include trust-inducing design into their websites and that will be the 

main contribution of this thesis. 

To answer these questions, guidelines will be created that will be focused on helping designers gain a 

good understanding of how trust can be built online. These guidelines will be created top-down and 

bottom-up: Firstly, they will be based on previous research in trust, online trust and its role in e-

commerce; Secondly, they will be based on observed design patterns that different popular e-

commerce websites follow in order influence trust. An extensive evaluation on several e-commerce 

websites will then be performed using these guidelines to validate them by seeing that they produce 

meaningful observations across different websites. To try to assure that the guidelines will produce 

reliable results I will gather experts from my peers that will perform shorter heuristic evaluations of 

some of the same websites that the more extensive evaluation was also performed on.  
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2. Background 

In the background section of this thesis important concepts from the field of trust in e-commerce are 

introduced, mainly focused on defining what trust and internet trust is, how it can be induced by a 

website, and which specific design elements that influence trust. This knowledge will later be an 

important part of creating the trust guidelines that this thesis aims to do. 

 

2.1. Defining trust and Internet trust 

Trust is relevant to many different aspects of people’s lives and has therefore been studied in several 

different disciplines, especially in social sciences (Cho, Chan, & Adali, 2015), some of them are 

described below to give a good overview and understanding of the concept of trust. In Psychology 

trust has been defined as a social skill that someone learns over several incidents of negative and 

positive effects of trusting and distrusting (Rotter, 1980). In Philosophy it has been defined as a way 

for individuals to maintain moral behavior to one another, when the trust between two individuals has 

been broken this breaks the moral agreement between them (Lahno, 1999). In Sociology it is used by a 

trustor to describe the probability of an agent (trustee) to act in a certain way in a certain situation 

(Gambetta, 2000). In Economics it is often seen as a trustors decision whether to trust a trustee enough 

to cooperate in a risky situation, the decision whether to trust or not is weighed on possibly gain and 

amount of risk (Cho et al., 2015). In Organizational Management trust is based on the trustee’s ability, 

integrity and benevolence (Mayer, Davis, & Schoorman, 1995). The multidisciplinary definition of 

trust can be summarized as: There needs to be a trustor and a trustee, for the trustee to increase the 

chance of being trusted she should display behavior that is perceived as reliable despite being in an 

uncertain environment. This definition is important to understand trust as a concept. 

Ba & Pavlou (2002) defined online trust as “the subjective assessment of one party that another party 

will perform a particular transaction according to his or her confident expectations, in an environment 

characterized by uncertainty” (Ba & Pavlou, 2002, p.245). What this definition states about the 

individual in this scenario is that he or she has a confident expectation of the possible gain of 

performing a transaction even though it is performed in an uncertain environment, it can be reasoned 

that if the uncertain environment is deemed too risky then there will likely be fewer transactions (Ba & 

Pavlou, 2002). Ba and Pavlou (2002) mentioned information asymmetry, i.e. a scenario where one 

party has more information about a transaction than the other party, as a possible cause for mistrust. 

This is important in the context of this study because when there is a transaction between a company 

selling a product over the Internet and an individual, there is often no way for the individual to assure 

the quality of what is being purchased (Ba & Pavlou, 2002). Information asymmetry is also relevant to 

Internet trust because the customer has to trust the company with personal information, which she 

loses control over while the company in this scenario do not have any information at risk (Ba & 

Pavlou, 2002). There is some evidence that trust and distrust are conceptually different, having a high 

trust does not necessarily equal low distrust and vice versa (Ou & Sia, 2010). This has the effect that 

the antecedents of trust and distrust vary. 
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2.2. Antecedents of trust 

In (“Antecedent | Definition of Antecedent by Merriam-Webster,” n.d.), an antecedent is defined as a 

preceding event, condition or cause. In this thesis, antecedents of trust refer to the underlying factors 

that influence trust. Beatty, Reay, Dick, and Miller (2011) performed a meta-study on 28 studies about 

trust in e-commerce, and composed a system view model of antecedents and consequences of factors 

that affect users’ decisions to use a certain online resources. Beatty et al. (2011) found that the 

strongest antecedent in deciding whether or not to participate in e-commerce at all is trust, and that the 

antecedents for trust were Usefulness, Ease of use, Reputation and Risk. With risk being both positive 

and negative antecedent, seeing as there cannot be trust in an environment completely without risk 

(Beatty et al., 2011). In the following section, different kinds of antecedents will be described further. 

 

2.2.1. Social and cultural antecedents 

Jarvenpaa, Knoll, & Leidner (1998) investigated the antecedents of dyadic trust (i.e. trust between two 

parties) in a study with something they named global virtual teams, defined as a temporary team 

assembled for a specific task with members from different countries over the Internet. They found that 

in the beginning of teamwork, the most reliable trust antecedent was perceived integrity of team 

members, rather than e.g. benevolence (Jarvenpaa et al., 1998). That study has more of a social focus 

than what studies about e-commerce do, since it is focused on trust between people and e-commerce is 

done without direct interaction between people. Since the social aspect is important for trust in a 

dyadic relationship in a natural environment for humans it makes sense to try to recreate this aspect to 

gain trust also in an e-commerce environment. Familiarity is another antecedent to trust, familiarity 

can be seen as an understanding between two parties based on previous interactions (Gefen, 2000). 

The social aspect is important to discuss when it comes to designing for trust, since trusting is a social 

behavior in essence (Cho et al., 2015).  

Culture has also been suggested as a possible factor when considering antecedents of trust since it has 

been seen to have an effect on a person’s initial trust of strangers, cultures that are more task-oriented 

are more likely to have a higher trust propensity than relationship-oriented ones (Schoorman, Mayer, 

& Davis, 2007). However according to Yousefi and Nasiripour (2015) the demographic characteristics 

such as age, sex, occupation, education and income did not have any significant effect on website 

trust. This study will therefore not focus on any demographic or cultural effects. 

Per Lee and Turban (2001), the antecedents of trust in Internet shopping are based on four categories. 

Trustworthiness of the Internet as a shopping medium, trustworthiness of the merchant, contextual 

factors and a fourth category called ‘other factors’ which contains factors such as the user’s earlier 

experiences. They suggest a number of policies that can help manage the negative aspects of using the 

Internet as a medium for B2C (business to consumer) sales, for example having credit card loss-

assurance, product warranty and having available human customer service (e.g. via telephone) (Lee & 

Turban, 2001). 

 

2.2.2. Integrity, Competency and Benevolence Antecedents 

In a study by Chong, Yang and Wong (2003) they attempted to investigate the primary antecedents of 

online trust and purchase, they compiled a list of attributes of trustworthiness from other studies, and 
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based on these attributes they created a model of trust and identified three dimensions of 

trustworthiness attributes: Perceived Integrity, Perceived Competency and Perceived Benevolence 

(Chong et al., 2003). They also specify two facets of trust: “Trust in seller” and “trust in 

intermediary”, which can be understood in this context as trust in the company behind the website or 

trust in the Internet as a medium (Chong et al., 2003). Ability, benevolence and integrity can all be 

antecedents to trust in a B2C interaction. The purchaser can know that the group/organization is able 

to deliver (ability) but still not be sure whether or not it will (benevolence), and therefore being able to 

determine the organizations integrity is very important (Schoorman, Mayer, & Davis, 2007). If ability, 

benevolence or integrity is unknown and/or questionable the user’s trust will decrease (Schoorman et 

al., 2007). Integrity in the manner that it is being used in this thesis is defined by Merriam-Webster as 

“the quality of being honest and fair” (“Integrity | Definition of Integrity by Merriam-Webster,” n.d.), 

and it is not hard to imagine why this is an important quality for a B2C business to have, and when 

conducting business over the web only this quality only increases in importance. Competency is 

defined as “an ability or skill” by Merriam-Webster (“Competency | Definition of Competency by 

Merriam-Webster,” n.d.), which in this context can be seen as an e-commerce company being 

competent enough to deliver on their contracts. Benevolence is defined as “disposition to do good” by 

Merriam-Webster (“Benevolence | Definition of Benevolence by Merriam-Webster,” n.d.), this is 

important for trust because the consumer do not want to trust a company if they feel like they run a 

great risk of being deceived (Schoorman et al., 2007). 

Lee & Turban (2001) listed 5 different constructs that affect whether or not an individual will trust a 

website enough to participate in e-commerce, perceived integrity, perceived ability, individual 

propensity for trust, third party recommendations and personal trust in e-commerce (Lee & Turban, 

2001). These constructs are very interesting for this thesis since when creating guidelines for designers 

it is important for them to know what the users feel is important to trust a company. Ability and 

integrity are also important concepts when dealing with trust according to many different sources 

(Chong et al., 2003; Jarvenpaa et al., 1998).  

Results from empirical studies on trust antecedents are important for this thesis’ because they are a 

good way to study how trust is being built. If website elements that capture trust antecedents can be 

identified they will help designers understand how trust can be influenced, concepts such as integrity, 

competency and benevolence are therefore essential to the guidelines that this thesis aims to create. 

 

2.2.3. Reputation and size effect on trust 

The reputation effects that can be seen online can be understood as a combination of two aspects, first 

the referrals and ratings the website has received from users or other organizations and second, it is 

based on a comparison between what the companies services deliver versus what the company 

promises that they are going to deliver (Beldad, De Jong, & Steehouder, 2010). Studies done in the 

field of marketing regarding the reputation of companies and how it impacts trust say that a company 

with good reputation makes the costumers feel safer from being taken advantage of by the company  

(Smith & Barclay, 1997). Shelat & Egger (2002) created a model of trust to identify online as well as 

offline factors that influence and determine user’s perception of an online casino’s trustworthiness 

(Shelat & Egger, 2002). The factors were; Predisposition of trust, reputation of the company, 

recommendations from third-party sources, branding, usability factors, company, products, security 

and privacy, pre-purchase and post-purchase communication and customer service (Shelat & Egger, 
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2002). Especially when dealing with such potentially risky transactions such as online gambling it is 

important for users to know that the company has a good reputation, this can be inferred to also be 

related to e-commerce as it is also dealing with money. Even aspects that have nothing to do with the 

website itself, like the size and reputation of the company responsible for the website, have been seen 

to have an effect on how trust is built online (Jarvenpaa et al., 2000).  

When considering a B2C transaction between the average customer and a company, the company has 

all the power to steal information or credit card data from the customer (Beatty et al., 2011). It can 

therefore be reasoned that the consumer will want to make sure that they will not be taken advantage 

of, and the perceived size of a company is an indication of its trustworthiness seeing as if a company is 

large they perform many successful transactions, thus making it reasonable for the user to assume that 

his own transaction will also be successful.  

 

2.3. Design elements related to internet trust 

In this section, different design elements will be laid out to describe how trust can be induced in a 

more concrete manner. Good usability and having a website that has effective content, graphic, social-

cue and structure design has positive effects on trust building with users (Wang & Emurian, 2005).  

 

2.3.1. Content information 

Content information (or informational content) is defined as the information on a website, which can 

be either textual or graphical (Wang & Emurian, 2005). It can include information about products, 

about the vendor itself, about how to place an order or how that order can be delivered and also ad-

banners (Wang & Emurian, 2005). Content design is the design of these informational components on 

a website (Wang & Emurian, 2005). Good content design can make a website appear more trustworthy 

by emphasizing the main selling points and by conveying a clear message to the visitor about 

important aspects of a potential customer-website interaction, such as security (Wang & Emurian, 

2005). This can be done by displaying the company logo, discounts, seals of approval from a third 

party, only displaying correct product information and by only using relevant domain names (Wang & 

Emurian, 2005). 

Congruency of the content information, meaning that the content information on the website conforms 

to other information on the page, also have an effect on trust (de Vries & van Rompay, 2009). The 

congruency of information improves the fluency of which information can be processed, this has an 

effect on the user’s ability to form an opinion whether to trust or not (de Vries & van Rompay, 2009). 

With congruent information, this process is positive which can lead to trust. 

Friedman, Khan Jr and Howe (2000) lists several engineering conditions that can help increase online 

trust. Some of them are reliability and security, misleading language and images, informed consent, 

anonymity, accountability, insurance and performance history and reputation. 
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2.3.2. Graphic design 

The Graphic design of a website impacts how the content is presented, it will give the consumers a 

first impression of the website (Wang & Emurian, 2005). Use of features like user self-reports about 

the reliability and dependability, symmetric use of low brightness and cool tone and use of well 

chosen, good-shot photographs all seem to have a positive effect on trust (Wang & Emurian, 2005). 

The use of photographs of real people rather than cartoons is recommended by Karvonen and 

Parkkinen (2001). The design of the visuals of the website has an impact on the formation of trust in 

users more than any other feature tested for by Fogg, Kameda, Boyd, & Marshall (2002), visual design 

included layout, typography, use of white space, images et cetera (Fogg et al., 2002). Distrust if more 

affected by poor graphical and structural design of websites, trust of websites on the other hand is 

gained through recommendations or other social reasons (Seckler, Heinz, Forde, Tuch, & Opwis, 

2015). Reputation effects are some of the most mentioned trust building effects in previous studies 

(Beldad et al., 2010; Shelat & Egger, 2002; Smith & Barclay, 1997), and is mentioned as an 

antecedent for trust. This means that it is very important for websites to consider reinforcing their 

reputation in any way that they can, for example the presence of third-party seals (Kim et al., 2008; Dh 

McKnight et al., 2000), or displaying their logo and brand (Lumsden & MacKay, 2006; Seckler et al., 

2015). 

 

2.3.3. Social-cue design 

Social-cue design is focused on bringing the social aspect of interaction into the website. This can be 

achieved by for example adding photographs or video clips of a customer service-representative of the 

website, or by adding a means of communication such as contact information or instant messaging 

(Wang & Emurian, 2005). The practice of trying to bring customer online experience closer to face-to-

face interactions is called virtual re-embedding (Steinbrück, Schaumburg, Duda, & Krüger, 2002). In a 

study by Steinbrück, Schaumburg, Duda, and Krüger (2002) they showed that increasing 

trustworthiness can be as simple as adding a photograph of a person to a website (Steinbrück et al., 

2002). Steinbrück et al. (2002) suggest that the photograph instil the feeling of being in a social 

situation which made the impersonal computer transaction more like a normal sales situation which 

increases the familiarity and trust. This effect can also be achieved with other social cues such as 

video, text or speech as long as they try to create a more personal situation for the user (Steinbrück et 

al., 2002). 

 

2.3.4. Website structure 

Structure design will affect the organization and accessibility of information on a website, how easily 

the users will be able to find what they are looking for (Wang & Emurian, 2005). Easy-to-use 

navigation, accessible information, navigation guides or tutorials and page design will facilitate the 

structure (Wang & Emurian, 2005). Website structure also has an effect on consumer elaboration and 

response, managers should examine how information is being accessed from their website and the 

overall design should be structured to fit (Griffith, 2005). A study by Gefen (2002) suggest that online 

vendors should consider different strategies for how they structure their websites depending on what 

behavior they are looking for in their users. The behaviors “window-shopping” and purchasing can 

both be potentially relevant to an e-commerce company, but they are different in nature and users 
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seem to value different properties of the vendor more depending on which one they are partaking in. 

According to Gefen (2002) window-shopping is more affected by the believed ability of the vendor 

while intention to purchase is more affected by believed integrity and benevolence (Gefen, 2002). 

Internet atmospherics such as structure, navigation characteristics or informativeness can also have an 

effect on user behavior (Richard, 2005). Users have different goals and attitudes when accessing a 

website, they can for example have exploratory- or purchase intentions, and depending on which of 

these intentions they have different atmospherics will reinforce these behaviors (Richard, 2005). In 

website design for e-commerce websites it is common to make use of some sort of recommendation 

systems (Schafer, Konstan, & Riedl, 2001). When making these recommendation systems there is a 

trade-off between making potentially great suggestions with the use a more random system with 

unexpected, serendipitous results and having a safer system that relies more on statistics, such as 

which products sell the most in this specific category, or which products are purchased in unison with 

the one currently being browsed (Schafer et al., 2001). Having a good recommendation system can 

allow a user to learn more about the products being offered by the company which can lead to more 

sales, having a bad recommendation system that suggest things that the user is not interested in at all 

can reasonably have an effect the companies perceived competency. 
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3. Method 

To create a contribution that is as impactful as possible to the field of online trust this thesis primary 

focus will be to create guidelines for online trust. Guidelines are an effective way of relaying 

information directly to designers because they provide concrete suggestions that can be implemented 

into a website. Because design guidelines are used by designers to aid them in their thinking about 

user experience (Sharp, Rogers, & Preece, 2011), they are a good fit for the purpose of this study 

because the main goal is to explore trust online and to present it in a way that contributes to creating 

more trustworthy websites. 

To achieve the best guidelines possible, they were continually revisited throughout the thesis to create 

the best possible results. The guidelines were first made based on background literature from online 

trust research. Then different popular e-commerce websites were evaluated and the knowledge gained 

from that were integrated into the guidelines. Finally, additional experts were consulted and their input 

was considered. 

 

3.1. Website evaluations 

The website evaluations were used both for looking at the websites and evaluating them, and for 

testing the guidelines themselves. The guidelines are improved by identifying elements that are 

missing in previous research but are prevalent on several different popular sites, if an element is not 

mentioned in the research but still used on several popular websites then it is likely to be worth 

including in the guidelines. In this way design patterns can be identified, design patterns can be 

defined as solutions to a problem in a specific context (Sharp et al., 2011), and investigating ways in 

which designers solve design problems on different e-commerce websites. To find these design 

patterns from these websites, quick use-scenario tests were performed on each of them by the author. 

The scenarios were; Trying out the structure and navigation on each site by clicking different 

categories and looking how they performed; Navigating to specific products; Purchasing an item; 

Contacting customer support. Quick checks for different trust-inducing elements were also performed 

by the author, such as; Observing how visible the company logo were when scrolling up and down; 

Observing how visible third-party seals were; Congruency of ad-banners and content information.  

 

3.2. Guidelines 

Wang and Emurian (2005) describe trust-inducing features as the most effective way to enhancing 

online trust for e-commerce websites. Therefore, creating a list of guidelines that focuses on trust-

inducing features should be very beneficial to the creation of trustworthy e-commerce websites.   

Four websites were evaluated in total using these guidelines, two that are generally well liked by both 

their customers and critics, and two websites that are well liked by professionals but not as popular 

among their customers. The websites popularity among customers were evaluated in this thesis based 

on their reviews on popular Swedish third-party sites where customers can evaluate their experiences 

with the sites (www.prisjakt.se, www.pricerunner.se). Their popularity among critics and professionals 

was evaluated since they are all award winning in categories such as “best e-commerce” and “best 

customer service” from third-party sources. 
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4. Guidelines from literature 

In the following two sections the guidelines will be explained and motivated by either previous 

research or from studying popular websites. 

 

4.1. Method 

The design guidelines created in this thesis are based on first performing the research detailed in the 

background section and compiling that knowledge into guidelines, combined with insights gained 

from scrutinizing e-commerce websites that are popular in Sweden (www.dustinhome.se,  

www.webhallen.com, www.zalando.se, www.netonnet.se, www.skincity.se, www.junkyard.se, 

www.caliroots.se). This was done to create these guidelines in a way that are in line with both the 

current design trends and previous research on trust. They are formed from both top-down knowledges 

from previous research and bottom-up knowledge from studying websites. This knowledge was used 

to gain an understanding of what specific trust-inducing elements to look for on a website, and then 

investigate different popular e-commerce websites. 

The guidelines in this section are based on research into the field of online trust, design elements and 

services that are mentioned in research that influence trust have been considered and converted to the 

form of guidelines. The research that was used for making these guidelines was found by searching for 

trust related research on online databases such as ACM. The references were chosen based on their 

relevance to the subject and some studies were excluded because they did not have results that could 

be practically implemented as guidelines. The references used in this section is listed below with a 

short run-down of their results and method: 

De Vries and Rompay (2009) experimental study of congruency for web banners. The study is more 

focused on mobile solutions than this thesis, but the results are still applicable because it is still about 

trust online. 

Friedman, Khan Jr, & Howe (2000) lists engineering conditions for trust online based mostly on 

previous studies performed by the authors and their reasoning.  

Egger (2001) compiles guidelines and design principles for consumer trust online based on previous 

trust research in economics. 

Jarvenpaa, Knoll & Leidner (1998) performed an empirical study to determine the influence of 

integrity, ability and benevolence on trust.  

Belanger, Hiller, & Smith (2002) investigated the effects of different common trust indices and the 

relationship between these and the perceived trustworthiness of marketers. 

Shelat & Egger (2002) performed an empirical study to identify factors that influence the perception 

of an online casino. Focuses on casino rather than e-commerce which might cause problems with the 

validity of including this study as a reference.  

Griffith (2005) explored the differences between tree and tunnel website structures.  

Wang & Emurian (2005) provide an overview of different trust concepts and their dimensions. 

http://www.dustinhome.se/
http://www.webhallen.com/
http://www.zalando.se/
http://www.netonnet.se/
http://www.skincity.se/
http://www.junkyard.se/
http://www.caliroots.se/
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Richard (2005) performed an empirical study to examine atmospherics cues and their effect on user 

behavior. 

Fogg, Kameda, Boyd, & Marshall (2002) performed an online study to investigate different elements 

that affect user’s perception of the website’s credibility. 

Park, MacDonald, & Khoo (2012) performed a study that showed an effect that affective cues on 

websites had on their users’ affective states and their opinion of the website. 

Several of these studies were included into this thesis because they are based on empirical evidence 

which is important if the goal is to create guidelines which are based on reality. Many of them were 

published between 1999 and 2002 which is around the time that the internet got its widespread 

popularity which is connected to when e-commerce started to increase in popularity and therefore it 

got more relevant as a subject to study. The internet has changed a lot since then but the concept of 

trust and how it affects people has not changed which means that these older studies are still relevant 

to modern websites. 

The sources used for these guidelines are well cited but there were a few exceptions, de Vries & van 

Rompay  (2009) and Park, & Macdonald and Khoo (2012) for example, are only cited a few times. 

But when they are making their case for the results of their study they relate them to the results of 

some more well-cited studies, using these previously established results to say something about trust 

that has not been explored before.  

 

4.2. Overview of guidelines from literature 

There should be congruency between banners and pictures and information content 

Congruency of information on a website can be reasoned as being impactful for its perceived integrity 

because if the content information or the rules on the website are unclear then the user can start 

doubting whether the company will adhere to their own information (de Vries & van Rompay, 2009). 

Avoid using misleading language and/or pictures 

Misleading language and pictures are also sources of distrust on websites (Friedman et al., 2000). 

When a website knowingly or unknowingly uses misleading elements, it is reasonable to assume that it 

has negative effects on the perceived integrity of that website. 

Company logo and third-party certification logo or text should be visible 

Displaying a prominent logo is an effective way of promoting brand reputation online, which has been 

seen to have a trust building influence (Egger, 2001). Promoting the brand online will affect the 

perceived size and reputation of the company that the website represents, which will influence trust 

since a large brand with a good reputation is more likely to have more successful transactions and is 

therefore seen as less likely to deceive its customers (Jarvenpaa et al., 1998).  

An anonymity option should be available if possible 

Anonymity has been seen to increase online trust (Friedman et al., 2000). This is likely because 

participating in e-commerce requires trust from the consumer since the company have to receive the 
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consumer’s personal information in order to make a transaction. If the need for entering personal 

information is removed or lowered, then less of a trust burden is placed on the consumer. 

Recommendations from third-party sources should be visible 

Recommendations from trusted relevant third-party sources is another way that trust can be increased, 

having these reassurances from independent sources increases the perceived integrity of the website  

(Belanger, Hiller, & Smith, 2002; Shelat & Egger, 2002).  

Website navigation and structure should be easy to learn and facilitate wanted behavior 

To design a website that is trustworthy it is important to focus on making the website easy to navigate. 

The reason for this can be seen in research, seeing as usability aspects such as being easy-of-use and 

having good learnability, consistency and website structure has been seen to have an effect on trust (de 

Vries & van Rompay, 2009; Griffith, 2005; Wang & Emurian, 2005). The structure and navigation 

elements, such as search functions, navigation bars and categorization of products should be focused 

on simplicity and consistency to have the best possible effect on trust (Shelat & Egger, 2002; Wang & 

Emurian, 2005). The structure of websites have been seen to have an effect on user behavior (Richard, 

2005). It is therefore important that website designers think about what kind of behavior they want to 

reinforce when they design a website, for example tree-structured online stores makes it easier for 

users to browse and will increase their elaboration on products in the store (Griffiths, 2006). If this is a 

wanted behavior for a store’s customers to have then a tree-structure should be considered. 

There should be no long download-times or typographical errors 

In previous research long download times and typographical errors have shown to have a negative 

effect on trust (Shelat & Egger, 2002). The negative effect from typographical errors is likely caused 

by the lowered perceived competency of the company, typographical errors can make the site look 

sloppy and poorly proof-read. This guideline could be seen as quite self-evident, but it is included to 

highlight the importance for an online store to appear professional, every small typographical error 

have a damaging effect on the websites credibility and reputation (Fogg et al., 2002). 

Content information should have a clear and consistent message 

Designing content information that is consistent with the overall theme of the information that the 

website is trying to convey has been seen to have a positive effect on how easily a website can be 

processed which in turn leads to positive attitudes about the website (de Vries & van Rompay, 2009). 

A website having ads that violate this guideline by advertising something that does not correspond 

with the rest of the website can cause the user to become skeptical and question the motive of the 

website. 

Performance history should be available 

Performance history can help increase the security that the user feels when interacting with a website 

(Friedman et al., 2000). Having previous successful transactions of other consumers available will 

help reassure customers that the company will not act unethically which increases the perceived 

integrity.  

Avoid negatively phrased interface messages 

Negatively phrased interface messages has a negative effect on trust (Shelat & Egger, 2002). Previous 

research shows that when an interface is communicating to its users with a friendly and apologetic 
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tone when it displays errors, the users have an overall better experience and perception of the system 

and the interface also appears more aesthetic to them (Park, MacDonald, & Khoo, 2012).  
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5. Empirical investigations of websites 

In the following section the evaluation using the guidelines from the previous section will be 

presented.  

 

5.1. Method 

The webpages were evaluated both to evaluate the website and generate results that are usable, and to 

test out and estimate the value of the guidelines, these evaluations will be presented in a sub-section 

each with each sub-section rounded off with a more high-level analysis of the website in question. 

These specific websites were chosen based on rankings of the best e-commerce websites in Sweden 

(Julia Skott, 2016), awards, differences in products sold (e.g. clothes, electronics, books) and because 

of differences in design approach that makes for a more varied study. Four websites in total were 

chosen for this evaluation. These were: 

- Adlibris: A book e-commerce site. 

- Sportamore: An e-commerce website that sells sport and exercise-related goods. 

- CDON: An e-commerce website that sells a wide variety of goods. 

- Ellos: A clothes e-commerce site. 

 

The websites were evaluated using the guidelines that were developed from literature on online trust. 

When a common design pattern was noticed, which is not previously seen in background research it 

was noted down. When several websites made use of a similar design pattern they were reflected upon 

and considered together with the knowledge of trust that exists in literature, as can be seen in the 

overall observations (section 5.2.5). 

 

5.2. Results 

The results from the empirical investigations will be presented and analyzed one website at a time in 

the following sections.  

 

5.2.1. Adlibris 

Adlibris is an online bookstore so the most important product they are selling is going to be books, as 

can be seen in Figure 4 the website reflects this pretty well, books are the first product the user is 

presented with on the homepage in the form of front covers of best-seller books (figure 4, 16-04-04). 

There is also a search function or a dropdown menu with categories of books to choose from for users 

who are either searching for a specific item or want to browse a genre, the search field also gives 

examples of things that can be searched for on this website. 
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Table 1. Guidelines and assessments for Adlibris 

Guideline Comment 

There should be congruency 

between banners and 

pictures and information 

content 

The advertisement banner on the homepage is quite large and one of 

the first things that is seen, but it has a connection with what the 

website is selling which makes it not disturb the congruency, an 

example of this can be seen in figure 1 marked as ①. 

Avoid using misleading 

language and/or pictures 

There is no misleading language per se in the content information, but 

there is a misleading graphic element, the books that are discounted 

simply have a white % symbol on red background without the actual 

amount discounted when scrolling through the list of items.  

Company logo and third-

party certification logo or 

text should be visible 

The Adlibris logo is visible on the top-left of every screen in a distinct 

red color that protrude sharply on a mostly white website. The same 

red color can be found when indicating a sale or the price of an item. 

An anonymity option should 

be available if possible 

When purchasing an item, there is an alternative to purchase without 

signing in to the website, this option also allows the user to sign in 

without using a personal number which allows the user to share less 

private information. 

Recommendations from 

third-party sources should be 

visible 

There are no indications of recommendations of the actual website on 

the homepage, but there are recommendations and ratings of the books 

when browsing a specific book, right below the description of the 

book.  

Website navigation and 

structure should be easy to 

learn and facilitate wanted 

behavior 

The website uses a tree structure, which allows the user to freely 

browse each category of items. 

There should be no long 

download-times or 

typographical errors 

At no point during this evaluation did the website appear slow to load. 

No typographical errors were found. 

Content information should 

have a clear and consistent 

message 

Adlibris handles content information quite well, the short descriptions 

of books that they sell are likely based on the descriptions found on the 

books themselves, and give a quick insight into the plot as can be seen 

in figure 1, marked as ②. When looking at a product page of a 

specific product it is also easy to find the same book in different 

formats and reviews about the book. 

Performance history should 

be available 

There are no performance history reinforcements used on the page to 

my knowledge. 
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Guideline Comment 

Insurance and instalment 

payments options should be 

available 

There is an option to make payments in instalments. 

 

Customer service should be 

easily available and have a 

friendly and inviting tone 

Customer service can be reached from the top-right corner of every 

page. The customer service page contains a set of frequently asked 

questions or a list of rules as can be seen in figure 1 marked with a ③.   

It should be easy to find a 

real person to talk to 

Their customer service uses two different ways of helping their 

customers, direct contact through web-chat or a telephone call, as can 

be seen in figure 1 marked with a ③. 

Avoid negatively phrased 

interface messages 

There are no technical issues or negatively phrased messages that 

would affect the trust of users. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Montage of Adlibris design decisions. 
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5.2.1.1. Recommendations for Adlibris 

When displaying a discount in a list of products, Adlibris fails to disclose the full discount amount, 

when it could easily have been displayed directly on the list page. Instead suspicion might arise from 

making the user click the book to learn how discounted it is. This could be interpreted as an attempt to 

create interest in the book, as the users need to click an extra time and be exposed to more information 

about the book. This can be seen as a trade-off between earning long-term trust of your customers and 

getting quick sales, since having worse usability (extra clicks) decreases the perceived competency of 

the company by making data less accessible (Shelat & Egger, 2002). While having discounted items 

stand out from the rest invites further elaboration by the user which can increase their interest in the 

product if browsing around for different books is part of their goal on that website (Griffith, 2005; 

Richard, 2005). 

The price tags and information about sales have the same color as Adlibris company logo, this can be 

an effective combination of an aesthetically pleasing design and reinforcing their brand. Especially 

branding is important to maintain for a popular website such as Adlibris when it comes to designing 

for trust.  

 

5.2.2. Sportamore 

The website being analyzed in this section is Sportamore (www.sportamore.se) which is a website that 

sell sport and exercise related equipment and clothes. As can be seen in figure 9 there are plenty of 

choice of where to go on this website. Especially their homepage is different from the other websites 

in this thesis in that it seems to focus more on selling a lifestyle of the user rather than just products, 

with articles, blogs and tips about exercise used to invoke interest in the product. 

http://www.sportamore.se/
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Table 2. Guidelines and assessments for Sportamore. 

Guideline Comment 

There should be congruency 

between banners and 

pictures and information 

content 

The information congruency between banners, pictures and 

information text on this site is good in my opinion. It is obvious from 

the pictures what kind of product or article they are leading to if you 

clicked on it. 

Avoid using misleading 

language and/or pictures 

No misleading text or pictures could be identified on this website.  

Company logo and third-

party certification logo or 

text should be visible 

The company logo is visible always, even when scrolling the page 

down.  

An anonymity option should 

be available if possible 

The user can enter their personal identification number to speed up the 

registration process but it is not necessary to make a purchase which 

allows for more privacy than forcing it. 

Recommendations from 

third-party sources should be 

visible 

Certification from “trygg e-handel” (safe e-commerce) is listed in the 

left sidebar, with a small font, when looking up customer service. 

Website navigation and 

structure should be easy to 

learn and facilitate wanted 

behavior 

The website uses a tree structure with some categories overlapping 

such as the “sportswear” and the men and women categories. 

There should be no long 

download-times or 

typographical errors 

At no point during this evaluation did the website appear slow to load. 

No typographical errors were found. 

Content information should 

have a clear and consistent 

message 

When looking at the content there were no deviations from the overall 

theme of the website, or from the item itself. 

Performance history should 

be available 

At several locations on the website you can see a list of prices won by 

Sportamore.se, webstore of the year, customer service of the year and 

others which work well as branding, recommendations and as a 

performance history reinforcement. 

Insurance and instalment 

payments options should be 

available 

Free delivery and 30 days of right to return purchased items available. 

Payment plans are also available as an option of payment. 
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Guideline Comment 

Customer service should be 

easily available and have a 

friendly and inviting tone 

The customer service is lacking; more could be done to shorten the 

path between clicking the customer service button to getting in contact 

with a customer service representative. In its current state, it is just a 

form to fill out, a phone-number to call and the most basic frequently 

asked questions as can be seen  in figure 2. 

It should be easy to find a 

real person to talk to 

The only way to get in contact with a person directly is to call the 

phone number available on the customer service page. 

Avoid negatively phrased 

interface messages 

The interface messages on an incorrect input are not worded in a way 

that reflects poorly on the user. 

 

 

Figure 2. Sportamore customer service. 
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5.2.2.1. Recommendations for Sportamore 

Overall Sportamore did not violate many of the guidelines and there was therefore not very much to 

analyze when evaluating this website. The most obvious area of improvement for this website is the 

customer service, it is important when designing for trust that websites have the social aspect of trust 

to instill a feeling that there are real people representing it (Cho et al., 2015; Jarvenpaa et al., 1998). A 

good way of doing this has been suggested before in this thesis, adding a photograph of a customer 

service representative (Wang & Emurian, 2005), and opening an easy-to-use communication channel 

with the customer, such as a web chat (Steinbrück et al., 2002). 
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5.2.3. CDON 

CDON (www.cdon.se) is mainly an e-commerce website that sells electronics and computer related 

products but has a wide selection of other products as well. 

 

Table 3. Guidelines and assessments for CDON. 

Guideline Comment 

There should be congruency 

between banners and 

pictures and information 

content 

The ad banner that can be seen in Figure 3, marked as ①, is 

incongruent with the rest of the website, if clicked it sends you to a 

website that sells phones, something that CDON sell themselves. There 

is also an issue with the ads being displayed when displaying specific 

products on this website, they are declared to be ads from Google 

which might be a part of the problem (Google often displays ads based 

on the previous browsing history of the specific user) since they are 

displaying ads leading to competitor websites selling the exact same 

product, as can be seen in figure 3 marked as ②. 

Avoid using misleading 

language and/or pictures 

There are no obvious misleading pictures or language, slow loading 

times or typographical errors. 

Company logo and third-

party certification logo or 

text should be visible 

Logo is visible always when browsing the website. Certification from 

“Trygg e-handel” is seen at the bottom of every page. 

An anonymity option should 

be available if possible 

An anonymity option is not available, the user either must sign up for 

an account with personal information or use the fast-checkout option 

which uses the user’s personal identification number. 

Recommendations from 

third-party sources should be 

visible 

Lists of awards won can be seen to the side when browsing through 

content. 

Website navigation and 

structure should be easy to 

learn and facilitate wanted 

behavior 

The website is structured in a tree-structure which allows the user to 

freely search through categories of products this makes sense for this 

website since it has many different sorts of products. The content 

information itself is short and to the point, including the most 

important information. 

There should be no long 

download-times or 

typographical errors 

There were no long download-times or typographical errors 

encountered during this evaluation. 

 

http://www.cdon.se/
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Guideline Comment 

Content information should 

have a clear and consistent 

message 

CDON definitely has some congruency issues, though the product 

information is quite extensive, reviews and other important information 

is easy to spot, the website seems to be suffer from selling widely 

different items, since the suggestions or recommendations are varying 

more than what is advised by this thesis’ guidelines. As can be seen in 

figure 3, marked as ③, the recommendations seem to only be vaguely 

tied to the product currently in focus, speakers, TV-mounts and 

different variations of the same product (Google Chromecast). 

Performance history should 

be available 

There is no performance history available to customers. 

Insurance and instalment 

payments options should be 

available 

There is an option to pay later, either through instalments or a one-time 

payment. 

Customer service should be 

easily available and have a 

friendly and inviting tone 

When you enter customer service they have a search function where 

the user can enter a query to find their specific problem in addition to a 

list of frequently occurring problems. They are using a friendly phrase 

“What do you need help with?” (translated from Swedish) rather than 

just “search” or “enter your issue here”. 

It should be easy to find a 

real person to talk to 

There is the possibility to chat with a customer service representative at 

any time through the click of a button. 

Avoid negatively phrased 

interface messages 

When an error is performed the error, messages are either neutral or 

positive. 

 

 

 

 

 

 

  

 

 

 
2 3 

Figure 3. Montage of CDON design decisions 
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5.2.3.1. Recommendations for CDON 

CDON makes use of a minimalistic amount of content information. This amount of information is 

enough for the user to get an idea of what kind of product they are purchasing but not enough to know 

everything about it, which is an effective use of information as it invites the user to search for 

additional information. As long as the amount of information is deemed adequate to the user they are 

going to be looking for more in-depth information (Richard, 2005). This means that the page is less 

cluttered and people who are browsing are more likely to read short amounts of text. However, if there 

would be too little information about the product that might cause a lowering of trust partly because it 

can lower the perceived competency of the company since they do not seem to know much about their 

product, and partly because it might appear misleading to not provide all the necessary information 

(Friedman et al., 2000). 

The massive ad banner that is being displayed on the very top of the homepage (as can be seen in 

figure 10) varies every visit when accessing this website. At least some of the time when this website 

was being evaluated it displayed ads of products that is also sold on CDON and sometimes it did not, 

this can create a congruency and processing fluency issue (de Vries & van Rompay, 2009). This is an 

issue that can occur when not enough attention is being paid to which kinds of ads that are displayed 

on a website and whether they blend in with the overall theme of the websites. 
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5.2.4. Ellos 

Ellos is an e-commerce website that sells clothes. 

 

Table 4. Guidelines and assessments for Ellos. 

There should be 

congruency between 

banners and pictures 

and information 

content 

All the ad banners on this site have congruency to what is sold on the site 

itself as can be seen on the homepage. 

Avoid using 

misleading language 

and/or pictures 

There is no obviously misleading language. When browsing a specific 

product, there are pictures of suggested purchases, products that fit the 

product in question which I believe is a good method if the products 

suggested seem like good advice to the user. 

Company logo and 

third-party certification 

logo or text should be 

visible 

Company logo is always visible, and certification logos from “trygg e-

handel”, Djurensrätt Pälsfrihandel and superbrands.com which are third-

party fair trade, e-commerce safety and animal rights organizations can be 

seen at the bottom of the page. 

An anonymity option 

should be available if 

possible 

It is not possible to order an item without filling out a personal identification 

number, either when signing up for an account or when using their quick 

checkout service. 

Recommendations 

from third-party 

sources should be 

visible 

No recommendations from third-party sources were identified during the 

evaluation. 

Website navigation 

and structure should be 

easy to learn and 

facilitate wanted 

behavior 

This website has certain categories that include a great number of products, it 

seems like they have chosen a system with filters because of this. When a 

category is chosen, a filter is added to the complete set of items.  

There should be no 

long download-times 

or typographical errors 

There are no obvious slow download-times, typographical errors or 

negatively phrased messages. 

Content information 

should have a clear and 

consistent message 

The pictures and text on this website provide good content information. 

Performance history 

should be available 

There was no performance history available. 

Insurance and Insurance information is visible on every page when the user scrolls down to 
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instalment payments 

options should be 

available 

the bottom. 

No obvious payment plan options available when finishing an order. 

Customer service 

should be easily 

available and have a 

friendly and inviting 

tone 

Customer service can be reached from every page, but is not clearly marked. 

It is easy enough to find it if you are looking for it. There is no search 

function easily available when browsing the customer service section. The 

tone is welcoming and reassuring, easily browsed categories and sub-

categories. 

It should be easy to 

find a real person to 

talk to 

Phone numbers can be found at the bottom of every page, either for talking 

for someone directly or for self-service. When an error is performed a chat 

window automatically opens, the customer service representative is named in 

the window. 

Avoid negatively 

phrased interface 

messages 

It is possible to sign up for special offers and browse them on a specific 

section of the website directly. 

 

5.2.4.1. Recommendations for Ellos 

The structure facilitates a browsing or window-shopping behavior since it only requires the user to 

have a vague idea of what they are looking for to start searching, the website guides the user with 

pictures and additional suggestions of filters.  

Ellos website makes use of a suggested purchases system, which can create useful recommendations 

for customers but can also lead to bad advice from the website which can lower the perceived 

competency (Richard, 2005).  

 

5.2.5. Overall observations 

All of the websites but one could make use of more virtual re-embedding (Steinbrück et al., 2002)  on 

their customer service section than what they are currently doing. CDON makes use of 

friendly/inviting language but no pictures. Ellos has a picture and some welcoming text but the picture 

does not seem to represent someone from the company that wants to help the user but more like a 

model wearing Ellos clothes (see figure 25), which does not count as creating a more lifelike sales 

situation. Sportamore makes use of no virtual re-embedding at all which makes their customer service 

seem very uninviting (see figure 10). Adlibris has done the most in this aspect of their design 

compared to the other websites evaluated, they have a cartoon version of a sales 

representative/customer service person that seems eager to chat to customers (see figure 8). Seeing as 

the results from the website analysis, website observations and expert evaluations indicate that there 

are some aspects of trust that the different websites already do well and some aspects that is mentioned 

in research but not seen on any websites, and vice versa. The finding that the social aspects, such as 

contacting customer support, appears to be lacking on several websites, combined with how easily 

such aspects can be implemented to a website, makes it reasonable to think that this is something that 
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not many e-commerce companies consider when they design their websites. This can then be a 

meaningful contribution from this thesis. 

Something that all the websites do well was the general structure, they all made use of a tree structure 

which according to Griffiths (2006) is a good fit for e-commerce websites since it reinforces the 

browsing behavior of the users. It should be in the interest of e-commerce sites to create interested 

users that are willing to browse on to other products or elaborate on more detailed information about a 

specific product when visiting a website, and a tree structure facilitates this behavior (Griffiths, 2006).  

Sportamore scored consistently worse than the other websites in the expert evaluation in almost all 

categories. As noted in the website evaluation the Sportamore homepage (figure 9) has a wide variety 

of different content. Having a large amount of content at the homepage means that the user could 

reach a lot of content immediately, if they know what they are looking for, but it can also make the 

website appear messy and chaotic when not enough time is given to learn what each of the different 

sections mean, which was mentioned in one of the comments made by an expert evaluator. Graphic 

design has a big impact on first impressions (Wang & Emurian, 2005), and Sportamore appears to be a 

victim of that effect in this study. 

An element that was lacking in the websites according to both the website evaluations and the expert 

evaluation were reinforcement of third-party branding, on all the pages the visibility of the third-party 

seals or similar were deemed to be low. Since adding third-party logos is a good way that websites can 

reinforce this effect that has been seen to influence trust positively (Shelat & Egger, 2002) this is a 

way that the guidelines can improve current website design. 

Something that was found throughout the study was that barely any of the websites made use of any 

social-cue design for their customer service pages, something that has shown to have a meaningful 

effect on trust (Steinbrück et al., 2002; Wang & Emurian, 2005). This means that either social-cue 

design on customer service pages is not as important as is stated in literature, since popular websites 

do not make use of it, or that these websites could have an even better user experience by making use 

of these effects. Which, by extension, means that these effects are either missing from the websites or 

should not be included in the guidelines. However, it is reasonable to say that social-cue design has a 

place in e-commerce web design because of two reasons; Firstly, because it is simply quite easy to 

implement, e.g. adding a photograph of customer service employees to the customer service page, 

which means that there is little downside to implementing this. Secondly because it is a quite 

established effect in web design, and results from studies on virtual re-embedding has been seen to be 

an effective strategy to increase consumer trust (Riegelsberger, J. and Sasse, 2001; Steinbrück et al., 

2002). 

According to previous research one of the major concerns that consumers have with e-commerce that 

they do not trust that companies will keep their personal information safe (Kim et al., 2008). This 

means that a good way to increase trust is to limit the amount of personal information that is necessary 

to enter when making a purchase. Two out of four of the websites (CDON and Ellos) that I evaluated 

required a personal identification number to be able to purchase from them, which seems to be 

unnecessary, and indeed, other websites do not require it. This is therefore an unnecessary element that 

can potentially decrease trust. 

All websites that were observed had a phone number and an e-mail address to a customer service 

representative. It is important to question whether that is easy access enough, an arguably easier way is 

a direct web-chat which only two websites (netonnet.se, dustinhome.se) made use of. 



 

34 

 

Having special offers well marketed and easily available on the website is another pattern that was 

noticed on several of the websites that were studied as can be seen in figure 5 below, this might create 

a sense that the business wants to help you get the lowest price possible which makes them appear 

more benevolent, which affects trust positively (Chong et al., 2003).  

When observing websites, it was noted that surprisingly many of them made use of very simple forms 

of customer support, such as simple contact forms and/or displaying phone numbers or e-mail 

addresses1. 

 

 

5.3. Overview of guidelines derived from website observations 

The guidelines which are based on empirical observations of different websites are presented in this 

section. The guidelines presented in this section were created because these aspects were either found 

to be missing when observing websites or present at the websites but missing in trust research. 

 

Insurance and instalment payments options should be available 

It has become a common sales strategy to enable the customer to buy a product now and pay for it 

later, or pay for it in instalments over a period of time. An example of this strategy being used can be 

seen in figure 4 from the websites skincity.se and netonnet.se (“betalsätt” translates to payment 

methods). It can be reasoned that this increases the trust that the users feel for the website for two 

reasons; Firstly, because the website appears to place its trust in the user by not making them pay but 

still sending them the product; Secondly, it removes the negative effect of requiring the user to enter 

personal payment information right away. This gives the website an impression of being benevolent 

since they accept being in a disadvantage which shows that they trust their consumers. Trusting the 

costumer also gives an impression of reciprocation which is also a trust builder (Cho et al., 2015).  

 

Figure 4. Montage from websites skincity.se and netonnet.se. 

 

                                                      
1 https://www.dustinhome.se/service/contact, http://www.webhallen.com/se-sv/info/kontakta_oss/kundservice, 

https://caliroots.se/content/view/contact, http://www.junkyard.se/customer-service#section3, 

https://www.zalando.se/faq/ 

https://www.dustinhome.se/service/contact
http://www.webhallen.com/se-sv/info/kontakta_oss/kundservice
https://caliroots.se/content/view/contact
http://www.junkyard.se/customer-service#section3
https://www.zalando.se/faq/
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Figure 5. Montage of sales-sections from the websites netonnet.se and caliroots.se. 

 

Customer service should be easily available and have a friendly and inviting tone 

Seeing as many websites were missing this aspect of customer service and that those sites are some of 

the best e-commerce websites in Sweden (Julia Skott, 2016), it is likely that many Swedish websites 

have this kind of standard for customer service. There are websites that adhere to this guideline, as can 

be seen in figure 6. There is also support for this guideline in previous research, having a friendly tone 

and using images of real people has been shown to make a website appear more benevolent (Chong et 

al., 2003; Jarvenpaa et al., 1998; Steinbrück et al., 2002). 

 

It should be easy to find a real person to talk to 

Since the Internet can be a quite impersonal experience with a one-way information flow it is 

important to make a more personal option available to reassure customers who are more used to 

interacting with a salesperson face-to-face (Beatty et al., 2011). Another interesting way for the 

company to communicate with its costumers that was noticed when observing these websites was 

using social media outlets such as Facebook, Snapchat and Instagram to communicate directly with 

consumers in ways that the consumers themselves are accustomed to. 

 

Figure 6. Customer service section of website skincity.se. 
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6. Expert evaluation 

In this section expert evaluations of some of the websites that were investigated in the previous section 

will be presented and clarified. 

 

6.1. Methodology 

A heuristic evaluation is a way of investigating an interface methodically, using only the expertise of a 

few persons and a set of heuristics (J Nielsen & Molich, 1990). Heuristics are generalized rules of 

thumb for design more than they are strict rules of design (Jakob Nielsen, 1995). The goal of heuristic 

evaluations is to identify elements in the interface that violate the heuristics, it is therefore important 

that the heuristics are well thought out and specialized for the type of interface that is being 

investigated to identify the issues that the study is looking to address (Sharp et al., 2011). It is critical 

to the success of this method that several different evaluators perform the same evaluation to find as 

many of the problems as possible, since previous studies have shown that a single evaluator cannot 

find all the problems (Sharp et al., 2011). It is important to identify the amount of evaluators required 

to get desired results, Nielsen (1994) found that the most cost-efficient amount of evaluators to be 

between three and five since they could find about 75% of heuristic violations, and increasing the 

number past five evaluators did not see any meaningful increase in found violations for the increase in 

resources (J Nielsen, 1994). Other studies have found that the numbers stated by Nielsen can vary 

depending on what kind of issues that are being investigated (Cockton, Woolrych, Lavery, & Sears, 

2008); they also state that the heuristic evaluation can easily find false positive violations and suggest 

adding a cognitive walkthrough of the interface before the evaluation to decrease the amount of false 

positives (Cockton & Woolrych, 2001). 

 

6.1.1. Motivation for including an expert evaluation 

To increase the validity of the guidelines an expert evaluation was performed with eight other usability 

experts of similar but not identical background in interface design. They have backgrounds including 

bachelor degrees in cognitive science, computer science, computer engineering, systems analysis and 

ongoing master’s program in human-computer interaction, several also have experience in different 

kinds of interface design work. They all also had previous knowledge and experience of performing 

heuristic evaluations. Since the websites being evaluated was in Swedish aimed at Swedish customers, 

all the experts I chose are Swedish. They performed a shortened version of a heuristic evaluation in the 

form a web survey with short instructions both in the survey itself through communication with me, 

the instructions indicated that the study aimed to evaluate trust elements in e-commerce websites and 

which pages of the websites were to be evaluated. This study was designed to last for around 30-40 

minutes per participant, and a pilot study was performed with one participant to test that this time 

frame was being held, and to test if there were any inconsistencies, errors or misunderstandings in the 

instructions or questions. The pilot study went smoothly and I therefore decided to include its results 

in the main study.  
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6.2. Adapted guidelines for the expert evaluation 

Since the expert evaluation was a shortened version compared to the one performed by the author of 

this thesis it was more focused on certain parts of the guidelines. The main goal was to gather more 

expert opinions about the aspects of the guidelines that were difficult to measure in an objective way 

and were deemed to be more sensitive to subjective appreciation. For example, customer service 

availability may vary in definition from evaluator to evaluator and from user to user. Whereas slow 

loading time or typographical errors are not as questionable. This evaluation was therefore divided 

into the following three sections with questions; General structure and navigation; Branding and 

certification; Content information. After each section, there was a section where the evaluators could 

add important additional heuristic points that they considered missing in the guidelines., and does not 

add much to the completion time of the survey. To make it easier for the participants they were asked 

to respond to most questions on a 5-point scale, with room to enter additional information in text form 

at the end of every section if there was something not covered by the questions.  

The questions from the form, why they were included and which guideline they were adopted from is 

described in the following section: 

What do you see as the main purpose of the website? 

This question was not directly adapted from any guideline; it was included in the study to gain an 

insight into what the evaluators understood the main purpose of the website to be which was important 

when answering the following questions.  

How well is the overall structure of the website suited for fulfilling that purpose? 

This question was adapted from the guideline: Website navigation and structure should be easy to 

learn and facilitate wanted behavior. The general structure and navigation are important to include in 

this evaluation for two reasons; The first reason is that it gave the evaluator, who may or may not have 

used the website before, a chance to get familiar with it and what the purpose of the website is; The 

second reason is that these are important when designing for trust since if the website has a good and 

easy-to-use structure it will appear more trustworthy (Wang & Emurian, 2005). 

How well is the navigation suited for fulfilling that purpose? 

This question was adapted from this guideline: Website navigation and structure should be easy to 

learn and facilitate wanted behavior. The navigation facilitates users goals on a website is an important 

part of creating a trust-inducing design (Wang & Emurian, 2005), that is why it was included as a 

question in this expert evaluation.  

How consistent do you think that ad-banners are with the main purpose of the website? 

This question was adapted from this guideline: There should be congruency between banners and 

pictures and information content. Congruency has effects on the processing fluency of the website (de 

Vries & van Rompay, 2009). The reasoning for including this in the study is that processing 

information is something that is important when deciding whether to buy from a website or not, since 

if information about a product is easy to read and understand then it is more likely that the product will 

generate more interest. Disruptive ad-banners can have a negative effect on this processing fluency. 
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How visible is the company logo throughout the webpage? 

Adapted from this guideline: Company logo and third-party certification logo or text should be visible. 

Branding and certification are important factors when designing for trust because they improve the 

perceived reputation of the company behind the website (Jarvenpaa et al., 1998). The perceived 

visibility of the company logo and certification or recommendation logos from third-parties is 

something that can be hard to measure in a completely objective manner, and were thus included to 

increase the reliability of this thesis’ results. 

How visible are certifications/recommendations from third-party sources? 

Adapted from this guideline: Recommendations from third-party sources should be visible. As for the 

last question visibility of certain elements on a website is something that can be hard to objectively 

measure, thus, this question was added to increase reliability. 

What do you think about the amount of text being used to describe the product you chose to look 

at? 

Adapted from this guideline: Content information should have a clear and consistent message. The 

question about content information is included in the expert evaluation partly because it can be 

interpreted as subjective, for example some prefer more text details about a product while some might 

be intimidated by a large amount of text describing a product which should mean that adding more 

expert assessments to this aspect of my thesis would serve to improve its reliability. Content 

information can also have an influence on trust (Wang & Emurian, 2005). 

Do you see any misleading information or pictures on the website? 

Adapted from the guideline: Avoid using misleading language and/or pictures. Whether information is 

misleading or not can be hard to investigate in a website analysis performed by a single person.1 

Knowledge can vary from user to user, and what is deemed as misleading will also vary when 

knowledge varies. 

Did you encounter any technical issues when accessing the webpage? 

Important question for the study itself and not adapted from any guideline. Since the study was 

performed over the Internet and not in person it is important to know if any technical issues occurred 

which could influence the results. If the technical issues were to be caused by the website itself then 

that is also a factor that could influence trust, a website being reliable has a significant impact on its 

trustworthiness (Friedman et al., 2000). 

 

6.3. Results 

The websites that were investigated by experts were Adlibris, CDON and Sportamore. The insights 

from these evaluations will be detailed in the following sections.  

All the scaled questions were on a Likert scaling from 1 to 5, 1 being negative and 5 positive. 
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6.3.1. Adlibris 

Complete list of responses is presented in the table below, with rating by amount of rates per 

participant. 

 

Table 5. Responses from expert evaluation of Adlibris. 

Guideline Rating (when relevant) 

1 2 3 4 5 

How well is the overall structure suited for fulfilling the main 

purpose of the website? 

   3 1 

How well is the navigation suited for fulfilling with the main 

purpose of the website? 

  1 3  

How consistent do you think that ad-banners are with the main 

purpose of the website? 

  1 2 1 

How visible is the company logo throughout the webpage?  1  2 1 

How visible are certifications/recommendations from third-party 

sources? 

3 1    

What do you think about the amount of text being used to 

describe the product you chose to look at? 

  3 1  

 

No technical issues were faced by any users when accessing this webpage. 

General structure and navigation 

The main purpose of this website was determined by the participants to be selling books and related 

articles. Adlibris structure was rated to be very well designed for the purpose reported by the 

evaluators with an average rating of 4.25 (SD = 0.5, scaled from very poorly to very well). The 

navigation was rated to be fairly well suited for this purpose with an average rating of 3.75 (SD = 0.5, 

scaled very poorly to very well). The ad-banners on the website was also rated to be consistent with 

the main purpose with an average rating of 4 (SD = 0.8, scaled not consistent to very consistent). 

One evaluator noted that when browsing a category, the website utilized infinite scrolling which 

makes navigation harder since it makes it impossible to reach a footer. 

Branding and certification 

The evaluators rated the company logo to be fairly visible throughout the website with an average 

rating of 3.75 (SD = 1.3, scaled not visible to very visible). Certifications/recommendations from third 

party sites were however rated to be barely visible at all with an average rating of 1.25 (SD = 0.5, 

scaled between not visible to very visible). 

Content information 

Amount of product content information was rated to be a fair amount of information for the product, 

with an average rating of 3.25 (SD = 0.5, too little information to too much information). No 

information on the website was deemed to be misleading. 
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One evaluator commented that some of the product pictures were of low quality which they found to 

be poorly representing the product.  

 

Comparison to empirical investigation 

The impression of this website from the empirical investigation was that it was a good website overall 

with good use of their logo and colors, with the only major remark being that the website is harder to 

get an overview of than it could be. Overall this view was shared by the expert evaluators as well, 

since they rated it to be well designed. The identified issues with overview and navigation were 

confirmed by one of the experts. 
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6.3.2. CDON 

Complete list of responses is presented in the table below, with rating by amount of rates per 

participant. 

Table 6. Responses from expert evaluation of CDON. 

Guideline Rating (when relevant) 

1 2 3 4 5 

How well is the overall structure suited for fulfilling the main 

purpose of the website? 

   2 2 

How well is the navigation suited for fulfilling with the main 

purpose of the website? 

  1 2 1 

How consistent do you think that ad-banners are with the main 

purpose of the website? 

   1 3 

How visible is the company logo throughout the webpage?  1  2 1 

How visible are certifications/recommendations from third-

party sources? 

1 2 1   

What do you think about the amount of text being used to 

describe the product you chose to look at? 

 2 2   

 

One evaluator was faced with a technical issue when accessing CDON, it was related to ad-banners 

not appearing consistently and did not hinder participating in the study. 

General structure and navigation 

This website’s purpose was judged to be very versatile, but mostly focused on electronical and 

entertainment devices and items. It was rated fill this purpose very well with an average rating of 4.5 

(SD = 0.58, scaled very poorly to very well). The navigation was rated to be well suited for the 

purpose with an average rating of 4 (SD = 0.82, scaled very poorly to very well). The ad-banners were 

rated to be very consistent with the purpose of the website, with an average rating of 4.75 (SD = 0.5, 

scaled not consistent to very consistent). 

Branding and certification 

The company logo was judged to be visible throughout the website, with an average rating of 3.75 (SD 

= 1.26, scaled not visible to very visible). The certifications or recommendations from third-party 

sources was rated as not very visible with an average rating of 2 (SD = 0.82, scaled not visible to very 

visible). 

One evaluator commented that the customer support section feels very different and dislocated from 

the rest of the website. 

Content information 

The amount of informational text about products was rated to be quite poor, with an average rating of 

2.5 (SD = 0.58, poor amount of information to good amount of information). No information on this 

website were found to be misleading. 
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One evaluator commented that the product descriptions could be more informative. 

 

Comparison to empirical investigation 

There were several issues that came up during the empirical investigation of this website in regards to 

online trust, vague or too minimal content information, ad banners being too prominent and irrelevant 

ads that either were not in congruency with the rest of the website or conflicted with the website. This 

view is partly in conflict with what the expert evaluators expressed, while they rated the website to be 

well designed overall, they also rated the amount of content information to be lacking. This is likely to 

mean that they like the overall design, such as colors, navigation and usability elements, but not the 

actual content on the website such as information text. The experts did not agree that the ad banners 

seemed out of place. This could be because the website was using Google Ads which vary from visit 

to visit and between different users, this could potentially mean that they were shown ads that were 

appropriate. 
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6.3.3. Sportamore 

Complete list of responses is presented in the table below, with rating by amount of rates per 

participant. 

 

Table 7. Responses from expert evaluation of Sportamore. 

Guideline Rating (when relevant) 

1 2 3 4 5 

How well is the overall structure suited for fulfilling the main 

purpose of the website? 

 1  2 1 

How well is the navigation suited for fulfilling with the main 

purpose of the website? 

 1 1 1 1 

How consistent do you think that ad-banners are with the main 

purpose of the website? 

 2  2  

How visible is the company logo throughout the webpage?  1  1 2 

How visible are certifications/recommendations from third-party 

sources? 

3 1    

What do you think about the amount of text being used to 

describe the product you chose to look at? 

2  1  1 

 

No technical issues were faced by the participants when accessing this website.  

General structure and navigation 

The main purpose of Sportamore was judged to be selling sporting products by all evaluators. It was 

rated to fulfill this purpose well, with an average rating of 3.75 with a standard deviation of (SD = 

1.26, scaled very poorly to very well).  The evaluation of the navigation had very varying results 

between the participants, with an average rating of 3.5 (SD = 1.3, scaled very poorly to very well). The 

ad-banners were rated to be fairly well suited to the main purpose of the website, with an average 

rating of 3.5 (SD = 1.15, scaled not consistent to very consistent). 

Branding and certification 

The company logo was judged to be very visible throughout the website, with an average rating of 4 

(SD = 1.41, scaled not visible to very visible). The certifications or recommendations from third-party 

sources was rated as not visible with an average rating of 1.25 (SD = 0.5, scaled not visible to very 

visible). 

Content information 

The amount of informational text about products was rated very differently among the evaluators, the 

average rating was 2.5 (SD = 1.9, poor amount of information to good amount of information), with 

two rating it as very poor one as fair and one as very good. One evaluator found information on this 

website that they found to be misleading, they found the website to be too busy with too many 

banners, buttons and colors and no focus on where products can be bought. 
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In the following sub-sections, the guideline-driven evaluation of the websites will be presented, each 

sub-section will include an analysis of each website evaluation. 

Comparison to empirical investigation 

There were not many guideline violations noticed during the empirical investigation, though it was 

noted that the customer service needs improvement. The expert evaluators had more problems with 

this website than the author of this study, especially the navigation was deemed to be worse than the 

other websites, though only slightly. As previously mentioned the front page of Sportamore is very 

busy with lots of different content, this might cause the standard deviation of answers by the expert 

evaluators to be higher than for other websites. The large variation in ratings for this website may be 

because some of the evaluators were familiar with it, causing them to be less overwhelmed by the 

large amount of content on the front page. 

 

6.4. Analysis 

For both the expert evaluations and the website investigations some focus were put on analyzing the 

overall structure of the websites, something that has been researched previously and seen to have an 

effect on trust (Gefen, 2000; Richard, 2005; Wang & Emurian, 2005). While this research is 

interesting in the context of this study it seems that all e-commerce websites that were investigated 

already made use of a tree structure which is the best kind of structure for these websites according to 

the research previously cited (Richard, 2005). This guideline might therefore be too easy to fulfill. 

What is deemed to be good content information will vary a lot depending on what the e-commerce 

website is trying to sell. For example, on a website that sells clothes the consumers want to know what 

they look like which is easier to display with a picture rather than describing with words, and a 

website that sells electronics might not want to focus on visuals as much and it becomes more 

important to display specifications. This means that guidelines that are focused on content information 

must be very general, since the definition of good content information will vary from website to 

website.  

Since the navigation aspects of the websites were deemed to be sufficient by both the expert 

evaluations and the website investigations the guideline focused on this aspect of website design is 

hard to evaluate. There might be more nuance to navigation that could be studied in the future. 

The factor of branding in website design seems to be underrepresented on websites, seeing its effect in 

regards to trust (Kim et al., 2008; Dh McKnight et al., 2000). While the websites made some use of 

this strategy in the form by using the colors of their logo throughout the website more use of their logo 

could be used to build trust. The guidelines which are focused on the display of the company’s own 

logo or logos or texts from third-party organizations are therefore needed in current website design in 

these aspects. 

Guidelines focused on congruency of the content information and ad banners were mostly followed by 

the websites, this guideline is usually followed by website since most e-commerce websites only 

advertise products on their own website which creates congruency most of the time. The problems 

with congruency is when the website either advertise something from outside or refers to something 

from the same website that is unrelated to what the user is currently doing. This means that 

congruency guidelines are still relevant to this set of guidelines.  
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7. Discussion 

The main contribution of this thesis are the guidelines for creating online trust on e-commerce 

websites. In this section the full list of guidelines will be presented first and then the merit of the 

guidelines will be evaluated. 

 

7.1. Full list of guidelines 

Based on the previous review of trust as a concept the resulting guidelines have been divided between 

the most important antecedents of trust; Perceived Integrity, Perceived Competency and Perceived 

Benevolence (Chong et al., 2003; Jarvenpaa et al., 1998; Lee & Turban, 2001; Schoorman et al., 

2007). Some guidelines overlap in such a way that they affect two different antecedents; in these 

cases, they were placed in the category with which they correspond the most. 

 

Table 8. List of guidelines 

Perceived Integrity 

1. There should be congruency between banners and pictures and information content 

2. Avoid using misleading language and/or pictures 

3. Company logo and third-party certification logo or text should be visible 

4. An anonymity option should be available if possible 

5. Recommendations from third-party sources should be visible 

Perceived Competency 

6. Website navigation and structure should be easy to learn and facilitate wanted behavior 

7. There should be no long download-times or typographical errors 

8. Content information should have a clear and consistent message 

9. Performance history should be available 

Perceived Benevolence 

10.  Insurance and instalment payments options should be available 

11.  Customer service should be easily available and have a friendly and inviting tone 

12.  It should be easy to find a real person to talk to 

13.  Avoid negatively phrased interface messages 
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7.2. Evaluation of the guidelines 

Creating guidelines that compile the most important parts of online trust models, empirical research 

and lessons learned from current popular websites is a good way to, in a concrete way, influence how 

website design is being done, and how to create more trust-inducing websites and to explore how trust 

is formed. 

Though the field of online trust has seen many attempts to form guidelines and models before (Fogg et 

al., 2002; Lanford & Hübscher, 2004; Lee & Turban, 2001; Dh McKnight et al., 2000; Yousefi & 

Nasiripour, 2015). Studies such as Lee & Turban (2001), Yousefi & Nasiripour (2015) and Lanford & 

Hübscher (2004) are missing some important aspects of online trust by focusing too much on 

modeling previous research in online trust and previous guidelines in usability. Whereas this thesis 

which tries to combine the current trends in e-commerce with these previous guidelines and models 

and on background research into trust and what the relevant aspects of it are. It is the belief of the 

author of this thesis that the best way to create guidelines that are useful in practice is to combine 

previous empirical evidence with what is currently being used. 

An important criterion when evaluating the usefulness of guidelines is whether they are easy to follow 

or not for the practitioner that they are aimed to help. When considering this for the guidelines in this 

thesis it was reasoned that the more concrete and grounded in actual design elements a guideline is, the 

easier it will be to implement for the practitioner. Which is why most of the guidelines aim to be as 

close to corresponding design elements as possible. Since there are already so many different aspects 

to consider when creating a website (usability, design, etc.) there was also an attempt to keep the 

number of trust guidelines to a manageable amount, which should make them easier to grasp and 

implement for the reader. The guidelines were placed into categories to make for a list which is easier 

to overview.  

The goal of this thesis is to gain an understanding of how trust can be created by e-commerce 

websites, and in the background section of this thesis certain elements were pinpointed to influence 

how trust-inducing a website is. Elements of design such as congruency of the content information and 

ad banners (de Vries & van Rompay, 2009), certifications/seals from third-party websites (Kim et al., 

2008; Dh McKnight et al., 2000), misleading information (Friedman et al., 2000), and website 

structure (Gefen, 2000; Griffith, 2005; Richard, 2005). These different elements were investigated in 

the expert evaluation and the website investigations, and for the most parts they produced results that 

are speaking clearly. Based on the how much emphasis is placed on these factors by previous research 

on trust, and how important trust seems to be to create a popular e-commerce website, it can be said 

that the guidelines in this thesis should have a positive effect on any e-commerce website that they are 

applied to. While the expert evaluators did not find that the websites were lacking in all these areas, 

meaning that some thought might already be put into designing for trust, which might cause these 

guidelines to be less impactful, it should be considered that the websites chosen for this thesis were 

chosen because they are popular. This means that the guidelines are likely to reveal more flaws in the 

trust-inducing design of less popular websites.  

8. Conclusions 

The goal of this thesis was to investigate how to design websites to be more trust-inducing, and with 

this knowledge create guidelines which help designers create a more trust-inducing experience for 

their websites. The main research question in this study was therefore: “How can e-commerce 

websites can be designed to be trust-inducing?” Answering this question means first defining what 
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trusting a website is, and seeing as trust and internet trust alike are divided fields that are lacking good 

interdisciplinary definitions (Beatty et al., 2011). A definition of trust that is suitable for this study was 

made by Ba & Pavlou (2002): “the subjective assessment of one party that another party will perform 

a particular transaction per his or her confident expectations, in an environment characterized by 

uncertainty”. What this means in the context of e-commerce is that a customer will only perform a 

transaction when their subjective assessment is that the companies next action will be beneficial to the 

customer. Which means that the company must focus on giving the customer the impression that their 

actions will be beneficial to them, and to know this they must know what online trust is influenced by. 

Two sub questions were stated to explore this: “What are the underlying factors of online trust?” and 

“Which design elements that can be implemented to a website correspond to these underlying factors 

of trust, according both to previous research and current design practice?”. These questions were 

explored from both industry and academic perspectives to get a holistic view of how trust is 

influenced. This created some interesting results which were implemented into guidelines. Some good 

design was found on several websites such as instalment payments, which can be related to trust 

research since it has elements that are closely related to trust such as making the company appear more 

benevolent (Chong et al., 2003). There were elements seen in research such as social cue design that 

were barely at any of the websites despite having a significant influence on trust. These results 

indicate that the approach of this study is sound overall and that the aim of the guidelines, which is to 

help designers identify and correct these missing elements, is valid.  

 

8.1. Social and ethical consequences 

In e-commerce, it is in the interest of website creators to induce trust in their users if there is a risk 

involved in using the service. If the Internet has any weaknesses in its security or there are companies 

that might misuse personal information trust will keep being an important aspect and guidelines such 

as the ones created in this thesis will help the e-commerce industry to keep growing.  

The possible ethical consequences of a website influencing their visitors trust in them should not be 

underestimated. In this thesis, I have mentioned certain tactics that can be utilized to gain a user’s 

trust, such as for example including photographs of people on their customer service section. Some of 

these elements can be included without implementing a corresponding level of ethical behavior, why 

the guidelines presented in this thesis can be abused. If this would happen, it would eventually lead to 

lowering the trust-inducing effect of these elements. Gaining a positive effect now versus a potentially 

lessened or even negative effect later is in my opinion a meaningful discussion that should be kept in 

mind when creating guidelines that can affect or manipulate users’ emotions. 

 

8.2. Strength of the results and limitations 

My initial plan was to perform an expert evaluation of the guidelines with industry experts. I tried to 

contact these website’s creators and firms that specialize in improving the customer experience of 

websites, but unfortunately I failed to get any response. Due to restricted resources, I ended up 

recruiting experts with mostly academic merits. 

The expert evaluations could have benefitted from being held face-to-face, with me being present as 

the experts were conducting them. This could have allowed for techniques such as the think aloud 
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method (Sharp et al., 2011), and would also allow for richer results since the expert evaluation could 

have been more similar to the evaluation performed by myself. Still, they provide important 

supplementary opinions on the guidelines, which complement my own.  

Having different kinds of e-commerce websites in the study makes for results that are more 

comprehensive than if the thesis was focused on only websites that sell a specific kind of product. At 

the same time, it might make comparisons between the websites harder. For example, it is reasonable 

to assume that it is comparatively easier for Adlibris to present product descriptions with a good 

amount of content information as they mostly sell a single kind of product. Books usually come with a 

short summary of the plot or contents. This is more difficult for CDON, who sell a wide selection of 

products, among them electronic items which are often hard to describe in a short paragraph.  

 

 

8.3. Future research 

With the limitations in mind, the field of online trust would benefit from performing more research 

into what specific guidelines mean for different types of websites. For example, what is the right 

amount of content information when writing about a book in comparison to a piece of clothing? Do 

users behave differently on an e-commerce site that sells books in comparison to a site that sells 

clothes, and should the website structure and navigation then be adapted?  

As mentioned in the discussion section, several of the websites studied in this thesis were lacking 

social presence, especially in their customer service sections. This merits further research, as social 

media integration is becoming increasingly common. The use of social media outlets such as 

Facebook or Instagram to come in direct contact with their customers has not been explored in this 

study. 
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