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Abstract

A Component-based Business Continuity and Disaster
Recovery Framework

Premathas Somasekaram

IT solutions must be protected so that the business can continue, even in the case of
fatal failures associated with disasters. Business continuity in the context of disaster
implies that business cannot continue in the current environment but instead must
continue at an alternate site or data center. However, the BC/DR concept today is
too fragmented, as many different frameworks and methodologies exist. Furthermore,
many of the application-specific solutions are provided and promoted by software
vendors, while hardware vendors provide solutions for their hardware environments.
Nevertheless, there are concerns that BC/DR solutions often do not connect to the
technical components that are in the lower layers, which function as the foundation
for any such solutions; hence, it is equally important to connect and map the
requirements accordingly. Moreover, a shift in the hardware environment, such as
cloud computing, as well as changes in operations management, such as outsourcing,
add complexity that must be captured by a BC/DR solution. Furthermore, the
integrated nature of IT-based business solutions also presents new challenges, as it is
no longer one IT solution that must be protected but also other IT solutions that are
integrated to deliver an individual business process. Thus, it will be difficult to employ
a current BC/DR approach. Hence, the purpose of this thesis project is to design,
develop, and present a novel way of addressing the BC/DR gaps, while supporting the
requirements of a dynamic IT environment. The solution reuses most elements from
the existing standards and solutions. However, it also includes new elements to
capture and present the technical solution; hence, the complete solution is designated
as a framework. The new framework can support many IT solutions since it will have
a modular approach, and it is flexible, scalable, and platform and application
independent, while addressing the solution on a component level. The new
framework is applied to two application scenarios at the stakeholder site, and the
results are studied and presented in this thesis.
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1 Background 
 

Business continuity (BC) implies the ability for a business to continue to run even in the case of 

disruptions. The International Organization for Standardization (ISO) publication 22301:2012 

defines business continuity as “capability of the organization to continue delivery of products or 

services at acceptable predefined levels following disruptive incident” [1]. It apparently means a 

complete approach to continue to run the business solution even in the case of a disturbing incident. 

Disaster recovery (DR), on the other hand, is more technically oriented and deals with managing 

the technical aspects of a BC solution to support recovering and continuing to run the business in 

the context of a disaster [2]. Thus, DR adds a new dimension to BC because BC can be applied to 

all kind of disruptive incidents, while a disaster is associated with those that are classed as disasters. 

Therefore, BC, business continuity management (BCM), and other corresponding activities are 

discussed only in the context of DR in this thesis unless stated otherwise. Hence, DR is part of BC 

but, to make a distinction between the specific natures of the solutions, they are combined 

(BC/DR). While BC/DR can be applied to most non-IT-based solutions as well, such as a power 

grid and other critical infrastructure solutions, the focus of this study is in information technology 

(IT) based solutions. Business in this context is any IT-based solution that is employed by any 

organization; hence, business is treated as such from this point forward. 

Both BC and DR are associated with a set of key elements, such as procedures, standards, 

policies, roles and responsibilities, and guidelines, and this is commonly defined as BCM [3]. 

Furthermore, when all these are systemically managed, this is defined as a business continuity 

management system (BCMS) [1, 4]. The objective of BCM, in this case, is to manage the complete 

spectrum of activities for providing BC and DR for an IT solution [4]. Moreover, IT is an area that 

is continuously evolving; thus, while standards that provide guidelines exist, a more comprehensive 

approach is required for BC/DR that connects all parts of an IT solution, while considering the 

dynamic nature of an IT environment, such as outsourcing. Therefore, the objective of this thesis 

is to develop and present a new framework for BC and DR. The framework makes use of elements 

from already existing standards, while introducing a new approach to address the gaps on a 

technical level. 
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2 Research Question and Motivation 

2.1 Motivation 

 

In August 2016, a major airline had to cancel around 1800 flights over a period two days [5]. The 

reason appears to be a power outage that resulted in a system-wide network outage [6]. Thus, the 

problem was classified as a major computer problem [6]. The outcome was massive worldwide 

delays for the flights operated by the airline, and subsequently also a huge financial impact. A 

business analyst estimated that the financial aspect of the incident “could dent the third-quarter 

earnings by as much as 10%” [5]. However, the consequences of this failure was not limited to the 

airline; it also had effects on other areas, such as the passengers, potential productivity loss due to 

the delays, airports, and other airlines, that had to cope with the delays. For the airline, it further 

meant that they risked losing customer confidence as well as gaining a bad reputation. Although 

the company managed to deal with the problems this time, for many businesses, it could mean huge 

financial losses that would eventually lead to shutting down the business completely. 

The example shows how important it is to have a BC and DR solution in place for IT 

solutions so that a business can continue to run even after a failure. Ultimately, business 

requirements dictate how IT solutions and environments are designed. A simple web-based 

booking solution for a local tennis club may not have the same availability requirements as a critical 

healthcare system that manages vital patient data. Therefore, it is important that requirements are 

defined accordingly.  

The business requirements are usually the starting point and will also set the direction for 

how functional and technical areas are mapped and deployed along the way. This approach is valid 

even in the context of BC and DR, as BC implies an approach from a business perspective, while 

DR outlines the subsequent technical part of such solutions. Most organizations have some form 

of BC process in place, and they usually follow international standards, such as ISO 22301 and 

ISO 22313. Furthermore, there are also other industry standards, such as those from the National 

Institute of Standards and Technology (NIST), Information Technology Infrastructure Library 

(ITIL), control objectives for information and related technologies (COBIT), the National Fire 

Protection Association (NFPA) and Health Insurance Portability and Accountability Act (HIPAA). 

Additionally, there are specific solutions that are recommended, provided, promoted, and 

supported by vendors of hardware and software products. While there is a comprehensive set of 
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standards and methods, it appears that there are gaps in the overall BCM process for BC/DR when 

the dynamic nature of IT is considered. This is discussed in the following sections, and 

consequently, the objective of this study is to address those gaps. 

 

2.2 Problem Statement 

2.2.1 Problem definition 

As IT is evolving rapidly, new areas and features, such as cloud computing and outsourcing, are 

being introduced continuously. Furthermore, there are also changes to services that affect IT in 

general, and they are applied to both IT governance and IT management. One such change is the 

outsourcing of various services to one or more suppliers, and in such cases, an IT environment will 

fundamentally be transformed, which will affect the IT governance and management structure as 

well. As part of the governance, an organization may take responsibility for activities such as 

defining and measuring service level agreements (SLAs) [7] based on service level (SL) objectives. 

At the same time, the management part can either completely or partly be outsourced to some 

suppliers. This means that there are changes to IT solutions as well as to the corresponding 

processes, policies, and procedures, while roles and responsibilities are also changed. Naturally, 

the changes must be reflected in the BC/DR solution as well so that it can be adjusted accordingly. 

However, changes along with existing challenges to properly deploy BC/DR solutions can 

complicate the situation further. One of the problems associated with the existing solutions is how 

to connect the technical part of the BC/DR with the rest of the solution. An example of this is 

depicted in Figure 1, which is an extraction from multiple sources [8, 9, 10]. 
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Figure 1: Connection between business continuity plan and disaster recovery plan. 

 

The figure shows the relationship between the business continuity plan (BCP) and the 

disaster recovery plan (DRP) because these plans manage the realization of a BC/DR solution. 

While the figure clearly shows that DRP is an element of BCP, DRP does not seem to be connected 

to the actual technical solution. The technical solution is important because it can show details as 

well as dependencies between the technical parts of a solution, which must be considered for a 

BC/DR solution [11, 12]. Furthermore, there are different components in a technical solution that 

can be managed by multiple suppliers. Moreover, modern IT solutions are complex in nature, 

which means there might be tight integration between various IT solutions, which implies that they 

all need to be considered part of BC/DR [13]. Similarly, one business process may also be 

associated with multiple systems, which means BC/DR for that process must take all the underlying 

IT solutions into the scope as well [13]. It appears that, to deal with the gaps, it is important to get 

into the details of an IT solution so that a high degree of granularity can be achieved. By doing so, 

it would be possible to support filling the gaps that are presented in this chapter, such as 

highlighting dependencies and defining the role of a supplier. 

The granularity can be achieved by separating the components of an IT solution, and this is 

possible because modern applications consist of multiple components, such as an application 

server, database, server, and storage [13, 14]. Once the critical components are identified, it would 



  

 
 14 

then be possible to devise an appropriate approach for each one of them. Furthermore, the 

dependency between the components should be addressed as well so that the related components 

can take part in recovering the complete solution in case of a disaster. An example of such 

components is depicted in Figure 2. 

 

Figure 2: Components of an IT solution. 

 

Figure 2 visualizes a generic approach on components, and this can further be used to 

support the requirements of BC/DR and to provide solutions for the gaps. However, this would 

lead to other questions regarding how to transform an IT solution to a set of relevant components 

and what the definition of such a component is. An example of a critical enterprise IT solution is 

depicted in Figure 3. 
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Figure 3: Fault-tolerant IT solution that is distributed across two data centers. 

 

Clearly, the solution has very high availability requirements, as it is distributed across two 

data centers with redundancy and thus seems to comply with a disaster tolerant setup. The solution 

consists of a set of components, and each component can have a supplier. Hence, the challenge is 

how to transform a technical IT solution into a set of components. 

In summary, the following problem areas are identified with the existing models and 

frameworks in the context of BC/DR. 

• It may be difficult to achieve mapping between technical requirements, particularly toward 

the components that are part of the lower technical layers, and business and functional 

requirements. 

• Roles and responsibilities may not be clear from a component perspective, especially when 

the components are managed by different suppliers (outsourcing partners). 
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• The dependencies between the various components are not illustrated clearly [13]. 

• Different BC/DR solutions are applied to IT applications because of the requirements, 

which mean the BC/DR solutions may be fragmented since many different setups can exist 

within one organization or unit. It means that there may not be a standardized solution 

across an IT environment, which could lead to more work and cost [13]. 

• There are SLAs and other agreements as well as the concept of data-center readiness 

regarding BC/DR that should also be considered. 

• It is not easy to add or remove a new component, such as a database, without redefining 

and redesigning the corresponding BC/DR solution. 

• The highly integrated nature of modern applications, such as between an ERP and a CRM, 

is often not considered. Similarly, it is unclear how to develop a BC/DR solution for a 

process that spans multiple IT solutions. 

• Technical components, which facilitate and support the implementation of a BC/DR 

solution, are not always connected, and often there is a disconnection between the approach 

and the underlying technical components. 

• There are several steps associated with the complete BC/DR solution that could result in a 

situation with too many documents without any connection to each other [13]. Furthermore, 

the documentation for the whole process is often located across several document 

repositories since different teams or suppliers are usually responsible for the various steps. 

• Transparency of a BC/DR solution is hard to achieve for the entire audience, such as 

managers, technicians, and functional consultants. 

• Changes in a technical environment, such as migrating an IT solution to the cloud, may 

require a lot of effort to map and redefine the BC/DR process. 

Furthermore, Warrick et al. [15] described additional problems, such as the following: 

• Each vendor and product area tends to build separate pieces of the solution. 

• The insufficient interlocking of different areas. 

• The BC/DR needs to be considered an integrated product solution. 

• Many valid technologies exist, but how do we choose between them? 

This leads to the research question, which is discussed in the next section. 
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2.3 Research Question 

 

The central research question for this thesis is how to develop and apply a modular, vendor-neutral, 

and platform-independent framework for supporting BC/DR requirements of IT solutions, while 

connecting to the technical parts of such solutions, considering aspects such as SLAs, data-center 

tiers, and disaster readiness. Considering the dynamic nature of IT, a subsequent question is how 

to visualize the framework that can be used by management as well as technical and functional 

people, as it is often difficult for management to understand an overview of a BC/DR process and 

how it is connected to other steps. 

As the BC/DR process is comprehensive, any attempt to address the gaps should also 

capture other related aspects, which means additional queries are raised, which are listed below: 

1. The solution should function even in case an IT solution is outsourced to multiple suppliers. 

2. Clear definition of roles and responsibilities on a component level are needed, even when 

a multi-supplier environment is considered. 

3. The solution should apply to all IT solutions in general and should also be adaptable when 

an environment changes fundamentally, such as when the different ways to deploy an IT 

solution into the cloud are employed. 

4. The underlying technical components should be connected to the BC/DR approach. 

5. The solution should correctly facilitate mapping to technical requirements. Additionally, 

the dependencies between the components should also be clearly described. 

6. Adding and removing technical elements should require less effort, without redefining the 

entire solution. 

7. How can the highly integrated nature of modern applications, such as ERP and CRM, can 

be described and illustrated? Moreover, the solution should also support describing a 

process that spans multiple IT solutions. 

8. Visualization of components should be conducted so that all teams can actively be involved, 

including the management team. 

9. The documentation regarding the complete BC/DR solution should be consolidated. 

A generic approach is preferred to a potential solution so that it can work with any IT 

solution regardless of the size of such solution or organization. 
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1.1 Research Purpose 

 

Most organizations have some form of BC/DR solution in place. However, the approaches may 

differ due to the nature of the solutions, requirements for BC, cost, available technical capabilities, 

and laws. Thus, the purpose of the research is to identify and address the gaps in the current 

frameworks and models regarding BC/DR, as it appears that there has been no extensive research 

done in this area. 

1.2 Research Objectives 

 

The objective of the work is to develop a framework for BC and DR using a component-based 

approach, which will address several gaps and concerns that are discussed in the problem 

description section. Once the framework is developed, it will be applied to two stakeholder-defined 

application scenarios with different sets of requirements and subsequently be measured based on 

industry standard metrics. The application scenarios differ in nature, and their availability 

requirements are also entirely distinct from each other, as detailed below. 

Application Scenario 1: 

Business critical applications with multiple components and business criticality implies that 

a very high availability is required, which indicates the application must be made available in the 

alternate (secondary) site immediately after a disaster. Thus, the cost aspect can be justified for a 

complete redundant setup in the secondary data center as in the primary data center. 

Application Scenario 2: 

In this case, the business application does not have as high an availability requirement as 

application 1. However, the business still requires that the application is fully restored within one 

day (24 hours) in the case of a disaster. It means that building an expensive standby solution in the 

secondary data center cannot be justified from a cost perspective. Thus, another approach will be 

required. Both solutions are managed in a multi-supplier environment, which means three suppliers 

and the stakeholder are responsible for managing the IT solutions. This will be elaborated on further 

in the thesis. The purpose of applying the framework to two IT solutions with different 

requirements is to ensure that the new framework can support IT solutions of various natures, sizes, 

and even distinct sets of requirements. 
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1.3 Delimitation 

 

The ISO standards ISO 22301 and ISO 22313 describe a comprehensive approach for BCM, and 

contain key elements that are part of a BCM solution, such as performance assessment and 

management review. However, these are not covered in this study but only referenced and reflected 

where appropriate. This is also true for other industry standards and IT management frameworks 

such as ITIL and COBIT. The BC relates to all kinds of disruptive incidents. Therefore, a 

distinction is made to focus only on disturbing events that are associated with disasters. The DR 

aspect of the solution implies that at least two data centers are involved, as such recovery within 

the same data center is not discussed, although it may be possible to apply the framework to such 

scenarios as well. The organizational aspect, which plays a significant role in the context of BC 

and DR, is only discussed when relevant. Additionally, IT services such as incident management 

and change management can be extensive with their processes and corresponding infrastructure; 

therefore, details about these are not described, although they can be an important part of the overall 

BCM. 
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3 Literature Review and Theory 

3.1 Business Continuity Management 

 

The term BC/DR implies that the business can continue to run, even in the case of major incidents 

that are classified as disasters, which can be grouped into two general categories [7, 8]: natural 

disasters, such as a flood or tsunami, or those caused by humans, such as terrorism or accidents. 

The disturbances can be minor or major, and based on the type of the incident, appropriate measures 

can be initiated. In most cases, BC alone is sufficient to deal with the events. However, when BC 

is used in the context of DR, the implication is that the business is recovered at a secondary site so 

that business activities can continue there [17]. 

Moreover, BCM is a holistic way of managing BC and the corresponding policies and 

processes in the event of disruptive incidents. The ISO standard 22301:2012 defines BCM as 

“holistic management process that identifies potential impacts that threaten an organization and 

provides a framework for building resilience and the capability for an effective response which 

safeguards the interests of its key stakeholders, reputation, brand and value creating activities” [1]. 

It means a BCM solution should be extensive and detailed and should follow a cycle so that the 

solution can continuously be improved. For this purpose, ISO recommends the plan-do-check-act 

(PDCA) cycle, which is depicted in Figure 4 [2]. 
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Figure 4: PDCA cycle. 

 

Additionally, BCM consists of several phases, each with multiple steps, to realize 

implementing a BCM framework. The mapping between BCM steps and the PDCA cycle steps is 

listed in Table 1. 

Table 1: PDCA phases and business continuity management. 

PDCA Phases BCM Steps 

Plan Create a business strategy, business objectives, and business continuity management 
standards. 

Do Perform business analysis steps, such as business inventory, risk analysis, and 
business impact analysis. Create a business continuity plan. Document the steps. 

Check Perform testing and auditing on the solution. In the case of gaps or missing elements, 
initiate mitigation activities. 

Act Based on test results, auditing results, gap analysis, and assessments, perform steps to 
improve the overall solution. Maintain the business continuity management system. 

 

Based on this as well as the analysis of the other standards, the following sequence of steps 

is derived [1, 4, 7, 18, 19]: 
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Business continuity management (BCM)    

 Business strategy   

 Business objectives   

 Risk analysis   

 Policies procedures and guidelines   

 Business analysis   

  Business impact analysis (BIA)   

   Recovery point objective (RPO) 

   Recovery time objective (RTO) 

 Business continuity strategy   

 Business objectives   

 Business continuity standards   

 Business continuity plan (BCP)   

 Disaster recovery plan (DRP)  

 Risk assessment   

 Recovery procedures   

 Business continuity plan and disaster recovery plan exercise   

  Testing and validation  

  Auditing  

 Crisis and incident management    

 Maintenance    

 Review of BCP   

Some implementations have much more steps, such as conducting awareness training, 

while others detail how different technical solutions can be realized, such as backup and restoration. 

The steps that are consistent across all BCM frameworks, models, and solutions are those that 

contain the following core steps [1, 4, 7]: 

• Risk analysis 

• Business continuity plan (BCP) 

• Disaster recovery plan (DRP) 

• Business impact analysis (BIA) 

• Recovery point objective (RPO) 

• Recovery time objective (RTO) 

• Business continuity plan (BCP) and disaster recovery plan (DRP) exercise 

While all steps are necessary for deploying a BCM framework, the core activities are 

described briefly below. 
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Risk analysis 

The risk analysis is one of the first steps that helps identify potential incidents within an 

organization, along with their effects so that mitigations can be developed and deployed to 

eliminate or reduce risks [16]. 

Business continuity plan (BCP) 

The BCP about is creating a plan with corresponding processes and procedures to recover 

a complete business solution in the case of a disaster. While DR focuses on recovering an IT 

solution from a technical point of view, a BCP takes a more comprehensive approach and outlines 

strategies and procedures for all components, such as incident and crisis management [16]. 

Therefore, a BCP should be considered a superset of a DRP. 

Disaster recovery plan (DRP) 

The availability of a business process or service or scenario depends on technical services, 

such as a server or database. Thus, the primary goal of a DRP is to realize the objectives of a BCP. 

Therefore, DRP deals with strategies and procedures for recovering one or more IT solutions [7]. 

Business impact analysis (BIA) 

Business impact analysis (BIA) is a risk assessment methodology to identify critical 

business processes and scenarios and associate them with the corresponding systems and IT assets 

[16, 20]. Probability and consequence (impact) are then applied to each one from a BC/DC point 

of view so that the appropriate mitigations and recovery strategies can be developed. Additionally, 

it is also used to define appropriate RPO and RTO for each business process or a scenario. The 

outcome of the BIA is a set of values for RPO and RTO, which are important metrics in the context 

of high availability, BC, and DR. 

 

 

Figure 5: Recovery point objective and recovery time objective. 

 

 



  

 
 24 

The RPO and RTO are two important metrics that are widely employed to quantify the 

BC/DR requirements, and Figure 5 shows the connection between the two. 

Recovery point objective (RPO) 

The RPO indicates the amount of data loss that can be accepted [1]. 

Recovery time objective (RTO) 

The RTO is the total time that is required to recover an IT solution after failure [1]. The maximum 

tolerable period of disruption (MTPOD), which is also called the maximum tolerable downtime 

(MTD), is another metric that is used with RPO and RTO. It defines the total downtime that a 

business can accept [21]. The value can be equal to RTO or the RTO plus the time to make the 

solution completely available for business. 

Business continuity plan (BCP) and disaster recovery plan (DRP) exercise 

Once the complete BCM is in place, it must be tested on a regular basis. It is usually an 

endeavor that would require planning, collaboration between the different teams, resources, and 

downtime for the critical assets. The outcome of the tests is validated and evaluated so that the 

plans and corresponding setups can be optimized and fine-tuned accordingly [16]. 

While BCM frameworks have the same objectives, it does not appear that there is a uniform 

and consistent standard regarding the structure of a BCM, as there are several international, national 

and vendor-specific standards that are active today. Nevertheless, the relevant ISO standards seem 

to be consistent, and some of the most important ISO/IEC standards are listed below. 

• ISO/IEC 22301:2012 – Societal security – Business continuity management systems – 

Requirements; 

• ISO 22313:2012 – Societal security – Business continuity management systems – 

Guidance; 

• ISO/IEC 24762:2008 – Information technology – Security techniques – Guidelines for 

information and communications technology disaster recovery services; 

• ISO/IEC 27001:2013 – Requirements for Information Security Management Systems; 

• ISO/IEC 27002:2013 – Information technology – Security techniques – Code of practice 

for information security controls; 

• ISO/IEC 27031:2011 – Information security – Security techniques – Guidelines for 

information and communication technology [ICT] readiness for business continuity. 
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Most standards are associated with security, as BC/DC is an important part of 

security too because, if an IT solution is not available due to a massive attack, a BC/DC 

solution can be employed to recover the solution at an alternate site. The ISO/IEC 

22301:2012 and ISO 22313:2012 standards provide standards for BCM, but they do not 

consider DR management [1, 2]. On the other hand, ISO/IEC 27031:2011 and ISO/IEC 

24762:2008 detail concepts and principles for DR as well, but ISO/IEC 24762:2008 has 

been withdrawn [10]. Thus, ISO/IEC 27031:2011 is the only ISO/IEC standard that deals 

with DR to some extent [4]. Both ISO/IEC 22301:2012 and ISO 22313:2012 guide BCMS, 

which is a systematic way to manage BC [1, 2]. The objective of a BCMS is stated as 

“enables organizations to prepare for, respond to and recover from disruptive incidents 

when they arise” [2] by providing support for “planning, establishing, implementing, 

operating, monitoring, reviewing, maintaining and continually improving a documented 

management system” [2]. It is further elaborated that BCMS can be managed like any other 

management system and that it consists of the following key components [2]: 

a) A policy; 

b) People with defined responsibilities; 

c) Management processes relating to: 

1) Policy, 

2) Planning, 

3) Implementation and operation, 

4) Performance assessment, 

5) Management review, and 

6) Improvement. 

d) A set of documentation providing auditable evidence; and 

e) Any BCM processes relevant to the organization. 

Apart from ISO standards, there are also other standards that can also be considered 

international standards, and these include: 

• From the National Institute for Standards and Technology (NIST 800-34); 

• Information Technology Service Continuity Management (ITSCM); 

• Control Objectives for Information and related Technology (COBIT); 

• From the US National Fire Protection Association (NFPA 1600); and 
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• The US Health Insurance Portability and Accountability Act (HIPAA). 

3.1.1 NIST 800-34 

The NIST 800-34 contingency planning guide for federal information systems is a set of guidelines 

that outlines a seven-step process for managing BCP and DRP, and the steps are [22]: 

1. Develop the contingency planning policy statement. 

2. Conduct the BIA. 

3. Identify preventive controls. 

4. Create contingency strategies. 

5. Develop an information system contingency plan. 

6. Ensure plan testing, training, and exercises. 

7. Ensure plan maintenance. 

The step “Create contingency strategies” lists the different strategies, such as backup and 

recovery and alternate sites, while also considering SLAs with suppliers and vendors [22]. 

3.1.2 ITSCM 

The SLAs play an important role, as they can define and regulate how an environment is set up to 

support the business requirements. Moreover, the corresponding processes can also be set up so 

that the technical solution is connected to the processes. The SLA plays a significant role in another 

international framework called the Information Technology Information Library (ITLM), which is 

categorized as a set of best-practice-based guidelines for IT service management, and it was 

developed by the Office of Government Commerce of the UK [23]. There are 26 processes across 

five lifecycle phases in the latest version of the ITIL from 2011. The five stages are the following: 

1. Service strategy, 

2. Service design, 

3. Service transition, 

4. Service operation, and 

5. Continual service improvement. 

The ITSCM is on the processes in the “service design” phase, and the objective is to support 

BCM; therefore, ITSCM should be part of the overall BCM. The ITSCM process consists of four 

steps, which are [24] the following: 
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1. Initiation, 

2. Requirements and strategy, 

3. Implementation, and 

4. Ongoing operation. 

 

Figure 6: ITSCM steps. 

 

Figure 6 shows the relationship between BCM and ITSCM, and the assumption is that a 

BCM process already exists so that ITSCM can be aligned with it [24]. The individual steps are 

similar to what was discussed previously, such as BIA, BCP, and DRP. While the objective of 

ITSCM appears to be a complement to BCM, there are some clear advantages to it, especially when 

an organization has already employed the ITIL framework for IT management. One such advantage 

is that ITSCM can be connected to other processes and services of ITLM, such as the following: 

• Configuration management, 

• Availability management, 

• Change management, 

• Problem management, 

• Capacity management, 

• Performance management, and 

• Incident management. 
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Thus, when an incident that could be classified as a disaster event occurs, incident 

management can be triggered, which can initiate the process for continuity management. In the 

case in which BCM does not exist, ITSCSM can be set up in such a way that it includes those steps 

of BCM as well. While ITSCM describes DR and recovery procedures and even provides some 

measures as part of the risk responses, it does not seem to connect to the technical components of 

an IT solution. 

3.1.3 Control objectives for information and related technologies (COBIT) 

The COBIT is a framework for IT governance and management that is developed by the 

Information Systems Audit and Control Association (ISACA) as a reference to auditors and other 

practitioners. The COBIT enables organizations to build a framework for managing and governing 

IT; thus, it provides best practices and guidelines that can be adopted by organizations. Version 5 

details five different domains across two areas: governance and management. The five domains are 

[25] the following: 

Governance of enterprise IT 

Evaluate, direct, and monitor (EDM) 

Management of enterprise IT 

Align, plan, and organize (APO) 

Build, acquire, and implement (BAI) 

Deliver, service, and support (DSS) 

Monitor, evaluate, and assess (MEA) 

One of the domains, DSS, has steps regarding BC, which are in Table 2 [26]. 

Table 2: COBIT DSS activities for business continuity. 

Activities Description 

DSS04.01 Define the business continuity policy, objectives, and scope. 

DSS04.02 Maintain a continuity strategy. 

DSS04.03 Develop and implement a business continuity response.  

DSS04.04 Exercise, test, and review the business continuity plan. 

DSS04.05 Review, maintain, and improve the continuity plan. 

DSS04.06 Conduct continuity plan training. 

 

Thus, the COBIT framework addresses BCM from a governance viewpoint as well as 

from a management point of view. The BCP contains steps that are quite similar to what has been 

described previously in this chapter. 
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3.1.4 National Fire Protection Association (NFPA 1600) 

The NFPA 1600 is from the US National Fire Protection Association, and it provides standards for 

disaster/emergency management and BCPs [27]. 

3.1.5 Health Insurance Portability and Accountability Act (HIPAA) 

The US Health Insurance Portability and Accountability Act (HIPAA) requires that a documented 

and verified DRP exists within healthcare organizations [28]. It also states that application 

criticality analysis should be performed and that a DRP should be developed so that business can 

be restored when a disaster event occurs. Furthermore, an emergency mode operation plan should 

also be set up as part of the overall contingency plan. The act also specifies that testing and revision 

procedures should be in place. The HIPAA requirements appear to be in line with those of BCM. 

However, there seems to be one difference, which is that HIPAA addresses specifics and requires 

that there should be a corresponding data backup plan as well. 

Apart from those that are described, there are also other international and national standards 

as well as vendor-specific recommendations and guidelines. At the same time, BC/DR is also a 

major factor in the IT security domain as well; hence, BC/DR is frequently included in the 

discussions. One such example is the Certified Information Systems Security Professional (CISSP), 

which is a professional certification that is delivered and managed by the International Information 

System Security Certification Consortium (ISC)². The exam focuses on IT security and is divided 

into eight domains as major focus areas. Two of the domains deal with BC and DR [29]. The first 

domain, security and risk management and a subset of it describe the requirements for BC and DR. 

It also suggests how to initiate a project to define the requirements, which include setting up and 

organizing, identifying potential threats, and conducting BIA, among other things. Subsequently, 

RPO and RPO values are derived from BIA, along with MTD. The second domain, security 

operations, addresses the DR process and introduces the concept of event management planning, 

which is a plan regarding how to manage communication and response when a disaster strikes. 

When an event such as the failure of a network occurs, it will trigger a process that will invoke a 

communication plan to inform the relevant stakeholders. An appropriate team or teams will then 

prepare and provide a response as per the plan. A response could be a series of activities, such as 

assessment and restoration. Hence, this domain realizes what has been defined in the previous 

domain, and communication seems to be highlighted as the key in the whole process. Other types 



  

 
 30 

of solutions that are frequently deployed are BC/DR solutions that are provided by software and 

hardware vendors, which is described in the next section. 

 

3.2 Vendor-specific Standards and Methodologies 

 

Vendors often provide BC/DR solutions that are specific to their products; an example of this is a 

DR solution for the IBM TotalStorage SAN file system [30] that focuses on how a DR solution can 

be built using IBM tools and technologies to secure SAN file systems. If a commercial product is 

widely deployed, it might generate more interest in the market, which could result in producing 

and publishing guidelines and technical text in the form of books in the open market by experts in 

the field. An example of this is the DR book for Active Directory [32], and this is because Active 

Directory is the most deployed enterprise directory service, which has become a de-facto standard 

[32]. 

In conclusion, most vendors provide some form of solution for high availability, BC/DR 

for their products, and often documentation, manuals, and best practices are very specific and 

detailed. However, it also means that there is much focus on their products, which could be only 

one of the many elements that make up an IT solution, such as storage or backup. Therefore, a 

vendor provided solution alone may not be sufficient to support the DR requirements of a complete 

IT solution, as it consists of multiple components. Nevertheless, vendor provided solutions can 

indeed be part of the overall solution, which effectively means that an IT solution will have multiple 

DR solutions combined to deliver the overall DR solution, such as one for storage and another for 

a database. The complete solution can then be included as part of the BCM for that IT solution. 

Furthermore, while developing a BCM solution, agreements such as SLAs must adhere as well 

since they are based on business requirements. The next section highlights this by describing data-

center tiers and SLAs. 

 

3.3  Data-Center Tiers and SLAs 

 

According to Goiri et al., the availability of a service depends on the availability of the network of 

data centers that host the service [33]. This can be further expanded to include all components of 

an IT solution, which indicates that the availability of an application service or scenario depends 

on all the layers that are used to host the service. Some of the critical layers are technical in nature, 
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such as servers, network, and storage, which are placed in a data center. This implies that if an IT 

solution must have a high level of availability to meet a requirement, other layers should also have 

at least the same degree of availability requirement. Furthermore, a BC/DR solution also requires 

that there is a secondary site or data center that can be used to recover an IT solution in case of a 

failure. However, how the recovery is made varies because of factors such as SLAs, business 

requirements, technical capabilities, and disaster readiness of an IT environment. Disaster readiness 

implies adhering to the common standards, agreements, and technical setup regarding BC/DR, as 

an organization may have one set of arrangements regarding DR for all IT solutions. 

Table 3 lists the different SLAs and how they are connected to the availability requirements 

[7]. Thus, business requirements are mapped to availability and subsequently to SLAs. 

Table 3: Service level agreements and related availability requirements. 

Number of 9’s Availability 
Percentage 

Total Annual Downtime Service Level 
Agreements 

2 99% 3.7 days 5 
3 99.9% 8.8 hours 3 
4 99.99% 52.6 minutes 2 
5 99.999% 5.3 minutes 1 

 

If an IT solution has a very high availability requirement in the context of BC/DR, it will 

require two active data centers and the corresponding configuration to meet the requirements. 

However, having a complete secondary data center may not be possible for many organizations 

because of the cost, while it may be justified for larger companies. The secondary data center can 

be set up in different ways, but in general, they all are associated with cost. Table 4 lists the different 

types of secondary sites and the related failover time and cost [22]. 

Table 4: Data-center configurations for BC/DR. 

Site 
Type 

Description Failover Time Cost 

Hot 
Site 

Mirrored setup between two data centers. Provides complete redundancy.  Immediately Very 
high 

Cold 
Site 

Resources are allocated and preconfigured so that data can be synchronized 
between two sites. The resources on the secondary data center are in standby 
mode. 

Minutes to a 
few hours 

 
High 

Warm 
Site 

Only power and cooling and some other basic setups are in place. Servers and 
other equipment must be allocated before a recovery can be initiated in case of a 
disaster. 

From days to 
weeks 

 
Low 

 

On the other hand, virtualization and the cloud are features that gained momentum recently, 

which means it is possible even for small companies to rely on a secondary data center based on 
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the cloud. Apart from preparing multiple data centers, there are other measures such as setting up 

components as fault tolerant, for example, adding various hardware components to a server to make 

it more resilient and fault tolerant. Turner et al. stated that data centers can be configured with 

different configurations in the context of availability and that those settings are defined as a “data-

center tier” [34]. Each tier is associated with a certain degree of redundancy to increase the 

availability. Table 5 lists the four tiers and their configurations that are defined by the Uptime 

Institute [34]. 

Table 5: Data-center tiers. 

Minimum Availability Requirements Tier I Tier II Tier III Tier IV 

Distribution paths 1 1 1 active and 1 
alternative 

2 active at the 
same time 

Fault tolerance no no no Yes 

Availability 99.671% 99.741% 99.982% 99.995% 

Standalone data-center building no no no yes 

Amount of external electrical power suppliers 1 1 1 2 

UPS system no yes yes yes 

Cooling systems n n n+1 2n 

Fire detection yes yes yes yes 

Fire extinguishing system no yes yes yes 

LAN n n+1 2n 2n 

WAN 1 n+1 n+1 2n 

 

The tier concept could help provide many of the mitigations so that they are not treated as 

disasters but as regular failures. An example of this is a failure of an internal disk drive on a server, 

but because of the redundant array of independent disks (RAID) setup, it will not affect the running 

IT solution. The RAID configuration with multiple disks can be treated as a fault-tolerant setup, 

while the aspect of multiple disks provides redundancy. Both are combined to improve the 

availability. This configuration can either be in one data center or two data centers with a similar 

setup, and when two data centers are involved, the solution becomes a disaster tolerant 

configuration. While the four-tier concept is frequently referred to [21, 33], there is also another 

tier-based approach that was developed by the SHARE user group and IBM in 1992. The approach 

is mostly used with IBM products today [35], and it consists of the following tiers [13]: 

Tier 1: Data backup with no hot site; 

Tier 2: Data backup with a hot site; 

Tier 3: Electronic vaulting; 
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Tier 4: Point-in-time copies; 

Tier 5: Transaction integrity; 

Tier 6: Zero or near-zero data loss; and 

Tier 7: Highly automated, business integrated solution. 

Tier 7 is the highest tier with low values for RPO and RTO, while tier 0 means no plan for 

BC at all. The tiers are facilitated by various technical setups, such as storage mirroring in tier 6. 

When all elements are connected, it will result in the following illustration. 

 

Figure 7: Connection between steps regarding setting up an IT environment. 

 

The figure shows how the different elements are connected, and it starts with business 

requirements, which are usually reflected on SLAs. Both are subsequently used to define RPO and 

RTO, as part of BIA. Moreover, risk analysis and other assessments are also continuously 

performed to identify the risks, which could be the events associated with disasters in case of a 

BC/DR solution. All these will eventually result in setting up the technical environment, while 

adhering to concepts such as data-center tier and disaster readiness. This does not mean that this 

kind of setup exists today because it appears that it is very hard to connect the different elements. 
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3.4 Complete Business Continuity and Disaster Recovery Solution 

There are two modes that are associated with any plan regarding BC/DR, and these two modes are 

[36]: 

1. Implementation mode or project mode and 

2. Operational mode. 

The implementation mode is about performing a series of activities to have a BC/DR 

solution in place, and all phases are captured, and a baseline for the operational mode is established. 

The operational mode deals with BC/DR from an operational point of view, which means it 

manages the actual BC/DR solution. Furthermore, this mode is also responsible for performing 

tests on a regular basis and updating the operational procedures and documentation accordingly. 

 

3.5 Previous Research 

 

It appears that breaking down an IT solution into multiple constituents or components is used to 

some extent regarding BC/DR. However, it seems that there is no consistent definition for it in the 

context of BC/DR, as it is employed in some cases to indicate major focus areas, such as storage, 

while merely to indicate an element in other cases. Schmidt discussed components in the context 

of the single point of failure and when categorizing the different areas, such as user environment 

and application, in the context of failures and adding redundancy. Furthermore, the term component 

is used when referring to infrastructure components, such as I/O, network, central processing unit 

(CPU), and memory [7]. Often the term is used to indicate a constituent of a solution as well as a 

standalone instance. This seems to be the case with most of the papers that were studied as part of 

the literature study [13, 14, 15]. Lawler et al. discussed components of disaster tolerance 

computing. However, the components are stated only as generic elements [37, 38]. Furthermore, 

disaster tolerance is a superset of fault tolerance [37, 38]. This has also been observed previously 

regarding tier configurations in that disaster tolerance involves an alternate site, while fault 

tolerance deals with making an IT solution and its components more tolerant to failure by, for 

example, adding redundancies. Hence, the conclusion is that there is no precise definition for 

components. 
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The academic research appears to be focused on specific areas of BC/DR, and an example 

of this is the paper “A Model-Driven Deployment Method for Disaster Recovery in the Cloud” 

[39], which explores a description language based a new deployment method to support cloud 

standby DR for warm standby in the cloud. 

 

3.6 Conclusion and Discussions 

 

All requirements of ISO 22301:2012 and guidance of ISO 22313:2012 are generic, which means 

organizations are responsible for creating specific instances for BCM using the guidelines. 

Furthermore, both standards do not provide any guidelines for DR, which indicates that a 

connection between BC and DR seems to be missing. The reason could be that DR is very specific 

to organizations, IT environments, and individual constituents. Furthermore, it appears that 

business requirements are mapped to BC/DR using a set of metrics, such as RPO and RTO. While 

RPO and RTO are always considered, there other metrics that are used with some solutions. An 

example of this is an IBM guideline on storage that uses four metrics, RPO, RTO, degraded 

operation objective, and network recovery objective [13]. However, the two most used metrics, 

RPO and RTO, can be applied to all the different components that make up an IT solution; hence, 

all will inherit the values of the business solution. Therefore, the conclusion is that two metrics, 

RPO and RTO, should be sufficient to support all the different areas that include infrastructure 

components, such as network and storage. Therefore, these two metrics will be extensively used in 

the new solution. 
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4 Research Methodology 
 
The research methodology that is closely related to the research questions is the design science 

research methodology. Peffers et al. outlined a six-step process as part of the design science 

research methodology process model, which is depicted in Figure 8 [40]. 

 

Figure 8: Design science research methodology process model [41]. 

 

The six steps are further elaborated, specifically for the solution in question. 

1. Problem identification and motivation, 

2. Define the objectives for a solution, 

3. Design and development, 

4. Demonstration, 

5. Evaluation, and 

6. Communication. 

 

Problem identification and motivation 

The problems that are identified are detailed in Section 2.2. The motivation is to develop a 

new framework for BC/DR so that it can address the gaps that are discussed, while enabling a 

modular approach that can connect to lower layers of an IT solution. Hence, the solution will be 

holistic and will support BC/DR from all angles. Furthermore, the solution will also clearly show 

the roles and responsibilities associated with each component as well. 
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Objectives of the solution 

The objective of the project is to develop a framework for BC/DR using a component-based 

approach, and this means approaching an IT solution at a component level because an IT solution 

can be broken down into multiple components. This approach will also facilitate mapping to 

technical requirements correctly as well. Other objectives are listed below (from Section 2.3). 

 

1. The solution should function even in case an IT solution is outsourced to multiple suppliers. 

2. Clear definition of roles and responsibilities on a component level are needed, even when 

a multi-supplier environment is considered. 

3. The solution should apply to all IT solutions in general and should also be adaptable when 

an environment changes fundamentally, such as when the different ways to deploy an IT solution 

into the cloud are employed. 

4. The underlying technical components should be connected to the BC/DR approach. 

5. The solution should correctly facilitate mapping to technical requirements. Additionally, 

the dependencies between the components should also be clearly described. 

6. Adding and removing technical elements should require less effort, without redefining the 

entire solution. 

7. How can the highly integrated nature of modern applications, such as ERP and CRM, can 

be described and illustrated? Moreover, the solution should also support describing a process that 

spans multiple IT solutions. 

8. Visualization of components should be conducted so that all teams can actively be involved, 

including the management team. 

9. The documentation regarding the complete BC/DR solution should be consolidated. 

Design and development 

The development methodology is to create and apply a new framework for BC/DR from a 

component perspective. 

Demonstration 

The component-based approach will be demonstrated to the stakeholder by applying the 

framework to the stakeholder-defined application scenarios. The differences between the current 

approach and the new approach will also be investigated and discussed. 

Evaluation 
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The framework will be applied to two customer-defined application scenarios at the 

stakeholder site and subsequently be measured based on industry standard metrics. The metrics 

that will be used to measure the efficiency of the framework are listed below. 

1. Gaps in disaster preparation. 

2. Implementation duration. 

3. All the steps that are part of BC and DR are addressed. 

4. The level of connection between BC and DR elements. 

5. How well the solution connects to the technical components in detail. 

6. Support for a multi-supplier IT solution. 

7. How the dependencies between the technical elements are addressed. 

8. The effort required to update a BC/DR solution because of a change in the 

environment. 

9. The SLA can be connected to components that are managed by multiple suppliers. 

10. The RPO/RTO can be applied to each of the suppliers managed components. 

11. Visibility of the solution to the management as well as to the functional and 

technical teams. 

12. The degree the integration between systems is considered. 

The metrics will also be applied to the existing model to create a baseline, which then will 

be compared with the results using the new framework so that the results can be measured, 

compared, and analyzed. 

Communication 

Communication will be done primarily through this paper, which will be made available to 

the public and other interested parties as part of an approved publication [41]. A printed paper 

version can also be made available if there is such request. 
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5 Design and Development 

5.1 Component-based Business Continuity and Disaster Recovery Framework 

 

The component-based BC/DR framework is a new development that approaches BC/DR 

holistically. While it complies with existing standards, it also introduces a new way to address the 

gaps and issues that are presented in this report.  

 

The framework aims to gather all relevant steps in one view and by doing so, clearly shows 

the sequences of the steps, the dependencies between the different steps, and the overall process 

itself in a consolidated way. Additionally, it also connects to the technical part of such a solution 

under the DR step. Furthermore, the technical step is elaborated in the form of technical 

components, which can be detailed extensively in the context of DR, while connecting to the overall 

scope. The complete framework is visualized in Figure 9 as a hierarchical map. 
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Figure 9: Component-based business continuity and disaster recovery (BC/DR) framework. 

 

Figure 9 is a clickable map, which shows that each step points to a corresponding document, 

such as the step in which “Business impact analysis” is clicked; it should present a document that 

details the BIA as well as the outcome of the analysis. Table 6 provides the description of the steps, 

and it has the same format as the view. 

Table 6: Description of component-based business continuity and disaster recovery (BC/DR) framework steps. 

Business Continuity 
Management Steps 

Description 

1. Component-based business 
continuity and disaster 
recovery framework 

Visualization of the complete framework with links to the appropriate 
documents. 
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2. Business strategy Outline the strategy of the business that is supported by the business 
processes and scenarios in question. This is also used to construct 
business requirements. 

3. Business analysis A series of assessments to identify the core business scenarios and 
business processes and resources deployed to support them. 

3.1 Inventories 
 

Inventories over business processes and scenarios and the system 
resources they use. A business process may span multiple system 
resources and must be captured. Furthermore, the critical integration 
between solutions that are required to support business processes must 
also be included. 

3.2 Risk analysis 
 

Risk analysis to identify inventories at risk, impact, and probability to 
propose appropriate mitigations. 

3.3 Business impact analysis 
 

The business impact analysis plays a significant role in the identification 
of the risks associated with the business elements, while it also helps to 
define the business requirements in a quantifiable way in the form of a 
recovery point objective and recovery time objective. 

3.3.1 Recovery point objective Accepted data loss. 

3.3.2 Recovery time objective 
 

Expected recovery time when the IT solution is recovered at an alternate 
site. 

4. Business continuity strategy Objectives of business continuity. 

5. Business continuity standards Standards for this business continuity process and corporate-wide 
standards. 

6. Business continuity plan The complete plan for business continuity. This can be an extensive 
document with roles and responsibilities, a communication list, and 
policies such as when to trigger the business continuity management 
process. 

6.1 Disaster recovery plan The technical part of the business continuity plan. 

6.2 IT inventory 
 

Based on the business inventories, identify IT inventories, such as 
systems, applications, hardware, data connectivity, utilities, and 
infrastructure services. 

6.3 IT risk analysis 
 

Risk analysis on IT inventory from a disaster recovery viewpoint, 
performed to identify critical technical components, such as servers and 
storage and the risks associated with them, and the subsequent impact 
and probability so that mitigations can be developed. 

6.4 Component model 
 

Visualization in the form of a component model, which also goes through 
a set of assessments to identify critical components. Each element in a 
component can point to an appropriate document. 

6.4.1 Critical component 
assessment 
 

Assessment to identify critical components and their requirements. 

6.4.2 Mapping to technical 
components 
 

Mapping of critical components to corresponding attributes, business 
continuity/disaster recovery objectives in the form of recovery point 
objective and recovery time objective, and procedures. 

6.4.3 Recovery procedures Recovery procedures associated with components. 

6.5 Business continuity plan and 
disaster recovery plan exercise 

Regular testing of the business continuity plan and disaster recovery 
plan. 

6.5.1 Test and validation Testing the whole concept. 

6.5.2 Auditing Auditing and reviewing the solution. 
7. Crisis and incident 
management  

Crisis and incident management to react when an event occurs and to 
coordinate efforts. It also contains a communication plan. It can also be 
connected to other IT services, such as incident and change management. 
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The RPO and RTO are the two metrics that will be used, and the reason for this is that these 

two together should be able to meet the business requirements (objectives), while also aligning 

with agreements, such as SLAs. Furthermore, once RPO and RTO are defined for an IT solution, 

they will automatically be applied to all other components that are part of that solution because the 

objectives cannot be met otherwise. The DRP process contains a classification of events so that an 

event can be classified as a disaster, and consequently, the BCP/DRP process can be triggered. This 

is because not all events can be categorized as disasters. 

While the framework reuses many elements from the existing international standards, the 

technical part of the solution is redefined, and a new component-based approach is introduced, 

which is the core of the component-based framework. Furthermore, the framework clearly 

separates business aspects from technical aspects, while still connecting them to a single process. 

5.1.1 Framework objectives 

The main objective of the framework is to present all steps and phases of BC/DR in one view, 

while explicitly associating technical components with business requirements, and connecting all 

to agreements, such as SLAs and data-center readiness. There are, however, some other important 

objectives as well, and they are presented below. 

• Detail how an IT solution can be presented as multiple components. 

• Highlight how multiple suppliers can be associated with one IT solution in an outsourced 

IT environment. 

• Connect BC with DR and subsequently also the DR with the technical setup. 

• Provide a modular approach so that components can be removed and added. 

• Show dependency between components as well as between system resources. 

• Provide more details about a component. 

• Separate enterprise-wide processes and IT solution-specific steps. 

• Visualize the solution so that it is accessible to management and functional and technical 

people. 

• Support integrating SLAs, data-center tiers, and disaster readiness. 
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5.1.2 Framework process 

The framework process follows the same sequence as the visualization of the solution in Figure 9. 

However, the process flow also describes how the different steps are interconnected, such as using 

the outcome of the BIA for developing the component model. Figure 10 shows the process flow. 

 

Figure 10: Component-based BC/DR process. 

 

Additionally, there is also a corresponding process for defining and creating the component 

model, described in Section 5.2.1. 

5.1.3 Documentation and links 

Documentation is paramount for a BC/DR solution, and the component-based BC/DR solution 

offers a consolidated method to access all documents from the main view, which is illustrated in 

Figure 11. 
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Figure 11: Component-based BC/DR documentation. 

 

The documentation of the solution is provided only as a guideline; therefore, it should be 

flexible for organizations so that only the required documents are created. It is possible to 

consolidate some of the documents into one document, and in such cases, the same document will 

be linked from multiple steps. There should be a master document, document number 1, that will 

show the framework steps while providing links to specific documents from the steps. Similarly, 

document number 9, the component model, is also visualized along with links to specific 

documents from each element of a component. The recommended approach is to publish the master 

and component models as web pages, keeping all others in the appropriate document repositories. 
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5.1.4 BC/DR solution modes 

There are two modes associated with a BC/DR solution. Implementation mode is when the solution 

is implemented for the first time, while the operational mode is about managing the solution 

continuously afterward. The component-based BC/DR solution supports both modes, and this is 

depicted in Figure 12. 

 

Figure 12: Two modes of the component-based BC/DR framework. 

 

All steps are followed in the implementation mode, which means realizing the solution as 

well as preparing the corresponding documents. Once the solution is in place, it must be managed 

and the activities to manage it include performing BCP and DRP exercises on a regular basis and 

conducting auditing on the solution. Once the tests are completed, the test results should be used 
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to improve the BCP solution; hence, the operational mode should be treated as an iterative process 

between BCP and crisis and incident management. Crisis and incident management should also be 

part of the testing scheme to improve the overall readiness so that the BC/DR process is not 

affected, even in the case of internal organization change, as crisis and incident management is 

very much integrated with the internal organization of a company. 

5.1.5 Reference to the ISO Standard 22301 

The component-based BC/DR framework complies with many of the international standards, and 

the connection to the most important and recent standard is detailed in Table 7. 

Table 7: Component-based BC/DR and relation to ISO 22301. 

Component-based BC/DR ISO 22301 

1. Component-based business continuity and disaster recovery framework 
 

2. Business strategy 4.1, 4.2.2, 4.2.2 

3. Business analysis 
 

3.1 Inventories 
 

3.2 Risk analysis 8.2.1 

3.3 Business impact analysis 8.2.1, 8.2.2 

3.3.1 Recovery point objective 8.2.2 

3.3.2 Recovery time objective 8.2.2 

4. Business continuity strategy 4.3, 5.3, 6.2, 8.3 

5. Business continuity standards 
 

6. Business continuity plan 6.2, 8.4.1, 9.1.1 

6.1 Disaster recovery plan 
 

6.2 IT inventory 
 

6.3 IT Risk analysis 
 

6.4 Component model 
 

6.4.1 Critical component assessment 
 

6.4.2 Mapping to technical components 
 

6.4.3 Recovery procedures 8.3.3 

6.5 Business continuity plan and disaster recovery plan exercise  

6.5.1 Testing and validation 
 

6.5.2 Auditing 9.2 

7. Crisis and incident management   8.4.2, 8.4.4,8.5, 9.2 

 

Moreover, the ISO PDCA cycle for BC can be applied to the component-based BC/DR 

solution as well, and this is described in the next section. 
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5.1.6 The PDCA cycle 

The PDCA is a recommended cycle for the BCM process by ISO, and the component-based BC/DR 

solution fully supports using the PDCA cycle. The different steps that are associated with the 

PDCA cycle phases are highlighted in Figure 13. 

 

Figure 13: The PDCA cycle of the component-based BC/DR framework. 

 

The PDCA cycle is an iterative process; thus, the output of one step can be used as an input 

to another step. This becomes crucial particularly for the iterative part of the solution between BCP 

and crisis and incident management. Table 8 lists inputs and outputs that are associated with the 

different steps. 
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Table 8: PDCA cycle and the component-based BC/DR. 

Component-

based BC/DR 

Input Output New input 

1. Component-based 
business continuity 
and disaster recovery 
framework 

   

2. Business strategy 
 

Business strategy and 
requirements. 

 

3. Business analysis Business strategy and 
requirements. 

  

3.1 Inventories 
 

Business strategy and 
requirements. 

A list of business scenarios 
and business processes. 

 

3.2 Risk analysis 
 

Inventories. A list of critical business 
scenarios and business 
processes that need to be 
secured. 

 

3.3 Business impact 
analysis 

Inventories, risk analysis, SLA, 
data-center tier. 

A list of critical business 
scenarios and business 
processes that need to be 
secured, and the 
corresponding recovery 
point objective and recovery 
time objective. 

 

3.3.1 RPO Inventories and risk analysis 
(business processes and 
business scenario). 

Recovery point objective for 
each business scenario or 
process. 

 

3.3.2 RTO Inventories and risk analysis 
(business processes and 
business scenario). 

Recovery time objective for 
each business scenario or 
process. 

 

4. Business 
continuity strategy 

Risk analysis and business 
impact analysis. 

Business continuity strategy. 
 

5. Business 
continuity standards 

Risk analysis, business impact 
analysis, and business 
continuity strategy. 

Business continuity 
standards. 

 

6. Business 
continuity plan 

Risk analysis, business impact 
analysis, business continuity 
strategy and business 
continuity standards. 

Business continuity plan. Improve the 
business continuity 
plan. 

6.1 Disaster recovery 
plan 

Business continuity plan. Disaster recovery plan. Improve the 
disaster recovery 
plan. 

6.2 IT inventory Inventories, risk analysis, and 
business impact analysis. 

IT inventory. 
 

6.3 IT risk analysis IT inventory. IT risk analysis. 
 

6.4 Component 
model 

Inventories, IT risk analysis, 
and business impact analysis. 

Component-based business 
continuity/ 
disaster recovery approach. 
Visualization of the model 
with links. 

 

6.4.1 Critical 
component 
assessment 

Technical components. Critical components and 
requirements. 
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6.4.2 Mapping to 
technical 
components 
 

Critical components, recovery 
point objective, and recovery 
time objective for each business 
scenario or process. 

Component-based solution. 
 

6.4.3 Recovery 
procedures 

Component-based solution. Recovery procedures. 
 

6.5 Business 
continuity plan and 
disaster recovery 
plan exercise 

Business continuity plan. BCP and DRP exercise. 
 

6.5.1 Test and 
validation 

Business continuity plan. Testing results. Improve the 
business continuity 
plan. 

6.5.2 Auditing Business continuity plan. Auditing results. Improve the 
business continuity 
plan. 

7. Crisis and incident 
management  

Business continuity plan. Crisis and incident 
management.  

Business continuity 
plan (realization). 

5.2 Component Concept 

 

The component model is part of the DRP, and the purpose of the model is to identify the critical 

components that make up an IT solution and add elements in the context of BC/DR. The whole 

concept is then visualized as a clickable model so that the appropriate document can be accessed 

from each element. The component model also presents the dependencies between the different 

components and between the different systems. Hence, the definition of a component is provided 

below. 

A component is a measurable entity in the context of BC/DR that can be managed 

independently by a team or a supplier. Each component is associated with a set of elements that 

add properties, objectives, protection measures, and recovery procedures. Multiple components 

that make up an IT solution are arranged so that the complete IT solution can be presented, while 

clearly showing the dependencies between the components. 

In addition, a component can be physical or logical and can be classified as a single point 

of failure entity. Moreover, business requirements and SLAs can also be attached to a component 

as objectives in the form of RPO and RTO. An example component is depicted in Figure 14. 
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Roles

RPO
<>min

<component 1> <Failover><HA/DR cluster><supplier 1>

Component Objectives Measures

RTO
<>min

Attributes Recovery procedures

<attribute 1>

<attribute 2>

<solution name>

 

Figure 14: A single and empty component. 

 

Figure 14 shows an empty component and its elements with placeholder values, while 

Figure 15 presents a component that is mapped and populated with values. 

Roles

RPO
 0 min

ERP Application failoverHA/DR clustersupplier 1

Component Objectives Measures

RTO
15 min

Attributes Recovery procedures

version: 6.7

Vendor: ERP

ERP Application

 

Figure 15: A populated component. 

 

The component belongs to an IT solution called an “ERP application” and the component 

that is depicted is the ERP application itself. The individual pieces in a component are designated 

as elements, such as role and attributes. The interpretation is that supplier 1 is responsible for the 

component and the attributes provide information regarding version and vendor of the application. 

Objectives are presented as RPO and RTO, and zero for RPO implies that data loss is not accepted 

while RTO suggests that the component must be made available within 15 minutes after an incident 

related to a disaster. Measures are protection measures that have been put in place to address the 

RPO and RTO. Recovery procedures are the realization of the measures, and they describe the 

steps that need to be performed to meet the requirements of RPO and RTO. The protection measure, 

in this case, is a high availability and DR cluster, while recovery procedures state the action using 

the measure, which is failover. Figure 16 expands the component concept and introduces a 

complete IT solution that consists of multiple components, and all components are required if the 

requirements for BC/DR are to be fulfilled for the IT solution. 
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Roles

RPO
 0 min

ERP Application failoverHA/DR clustersupplier 1

Component Objectives Measures

RTO
15 min

Attributes Recovery procedures

RPO
0 min

application server

failover and 
distributed setup 

for application 
servers

HA/DR cluster 
and redundant 

application server 
setup 

supplier 2
RTO

15 min

RPO
0 min

software load balancer failoverHA/DR clustersupplier 2
RTO

15min

kernel: 7.4

version: 7.5

version: 7.4

version: 6.7

Vendor: ERP

RPO
0 min

database failoverHA/DR clustersupplier 2
RTO

15 min

vendor: oracle

version: 12.1 ent

RPO
0 min

server
failover to the 
standby server

redundant server 
setup with active-

passive setup
supplier 3

RTO
0 min

RPO
0 min

storage

dual storage and  
transparent 

switch to use the 
stroage in the 
secondary site

synchronous 
replication over a 
redundant setup

supplier 3
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0 min

RPO
0 min

network

transparent 
switch to use the 

network in the 
secondary site

redundant 
networksupplier 3

RTO
0 min

bandwidth:10 Gigabit 

model: BL460c Gen9

RPO
0 min

Data center

dual data center. 
The secondary 

data center can be 
used immediately

redundancysupplier 3
RTO

0 min

distance: 20 km

vendor: HPE

os: SuSe Linux 12

vendor: HPE

model: 3PAR 8000

option: compression

cluster: VCS 6.0

ERP Application

 

Figure 16: Complete component model for an IT solution. 

 

In this case, the IT solution is an “ERP application,” and the related components are grouped 

into layers. The components that belong to the same layer, having the same values for elements, 

can be grouped and represented by one layer. The dependency between the components is indicated 

by the dark green arrow, which indicates dependency is applied in the downward direction. This 

means, for example, the component “ERP application” has dependencies on all the components 

below; therefore, if the component “network” is not available, all the components above will also 

not be available. The impact is highlighted by the dark red arrow, and it is applied in the upward 

direction, which means if the component “storage” is not available, it will affect all the components 

above. Thus, dependency and effects are related. 

There are multiple elements associated with a component, and these are described below: 

• Elements: Elements are the individual pieces of a component, such as roles, attributes, 

objectives, measures, recovery procedures, and events. 

• Roles: Roles describe which supplier or team is responsible for a component. 

• Attributes: Attributes provide important details about a certain component, such as the 

version of the component, so that the features that come with that version can be promoted 
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to improve measures and recovery procedures. Moreover, attributes can also help to check 

supportability between the different components. 

• Objectives: Objectives are expressed in the form of RPO and RTO, which implies that the 

solution environment is set up to meet such requirements. The RPO and RTO values are 

derived from the BIA. 

• Measures: Measure are protections concerning BC/DR, and they are defined for each 

component to meet the requirements of the assigned values for RPO and RTO. 

• Recovery procedures: Recovery procedures are activities to follow to realize the measure. 

• Events: Events are optional in the component model and describe the various events or 

threats that could trigger a BC/DR process.  

There is a distinction made as part of the risk assessment between events that are associated 

with disasters and others that do not require initiating a BC/DR process. Furthermore, a response 

also depends on the capabilities of an IT environment, such as high availability, and this implies 

that an event does not necessarily need to trigger a BC/DR process in that case. The capabilities of 

an environment come from business requirements, which are translated into SLAs, RPO, and RTO. 

The classification of events and what capability can be used to support various occurrences are 

listed in Table 9. The assumption is that the environment that is depicted in Table 9 has enabled all 

three scenarios: DR, high availability, and fault tolerance. 

Table 9: Classification of events. 

No Events Event 
Source 

Effect Failure 
Handling 

Business 
Continuity 
Management 
Is Invoked 

High 
Availability 

Fault 
Tolerance 
Is Used 

1 Failure of 1 
business 
process. 

Software 
bug, virus 
attack. 

Business 
process 
users 
cannot 
access it. 

Business 
process 
specific 
problem that 
must be fixed. 

No.  No. Failover 
will not help in 
this case, if 
data loss is not 
accepted. 

No 

2 Memory 
modules of 
a server 
that hosts a 
database 
fails. 

Faulty 
memory 
modules. 

The 
system is 
not 
available. 

Failover the 
service to the 
secondary 
data center. 

No Yes No 

3 A server 
that hosts 
critical 
components 
fails. 

Hardware 
or 
software 
problems. 

The 
system is 
not 
available. 

Failover all 
those critical 
services to 
the standby 
server in the 

No Yes No 
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secondary 
data center. 

4 Disk crash 
of a disk 
that is part 
of the 
storage sub-
system. 

Faulty 
disk. 

None. Replace the 
faulty disk. 

No No Yes. 
Mirroring/ 
RAID5 
protection 
within the 
storage 
system. 

5 Complete 
failure of 
the primary 
data center 
due to a 
disaster.  

A disaster 
such as 
flood, fire, 
sabotage, 
lengthy 

power 

outage. 

All 
systems in 
that data 
center will 
not be 
available. 

Failover 
systems with 
high 
availability 
setup to the 
secondary 
data center. 

Yes. BCM 
process is 
triggered; the 
corresponding 
instructions 
must be 
followed. 

Yes No 

 

The capabilities of this IT environment are high availability, fault tolerance, or a 

combination of both, which means, in most cases, these two capabilities should be able to provide 

mitigations for various events. Only event 5 is considered BC/DC, thus triggering the BC/DR 

process. High availability can be combined with DR, which means the response to most events in 

such cases will be to failover to the secondary data center without triggering the BC/DR process. 

Therefore, events are defined as optional because there could be one response to a disaster, and 

that is to recover the IT solution at an alternate site by invoking BCM. Examples of such events 

could be a flood or fire that affects all components, hence prompting the entire solution to be 

initiated at the secondary site. Table 10 lists some events that are categorized as disasters, and the 

response that each event could trigger is based on the capabilities of the environment and 

requirements of the IT solution. 

Table 10: Events associated with disasters and mitigations. 

Disaster Events Solution a Solution b 

Solution description High availability/disaster recovery cluster 
across 2 data centers (hot data center) 

Restore the application at a warm 
secondary site 

A/C failure Failover Rebuild using backup 

Bomb blast Failover Rebuild using backup 

Burst pipe Failover Rebuild using backup 

Coolant leak Failover Rebuild using backup 

Earthquake Failover Rebuild using backup 

Electrical short Failover Rebuild using backup 

Fire Failover Rebuild using backup 

Flood Failover Rebuild using backup 

Frozen pipes Failover Rebuild using backup 

Hail storm Failover Rebuild using backup 
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Humidity Failover Rebuild using backup 

Hurricane Failover Rebuild using backup 

Network failure Failover Rebuild using backup 

Plane crash Failover Rebuild using backup 

Power failure Failover Rebuild using backup 

Power outage Failover Rebuild using backup 

Sabotage Failover Rebuild using backup 

Smoke damage Failover Rebuild using backup 

Snow storm Failover Rebuild using backup 

Sprinkler discharge Failover Rebuild using backup 

Terrorism Failover Rebuild using backup 

Tornado Failover Rebuild using backup 

Transformer fire Failover Rebuild using backup 

UPS failure Failover Rebuild using backup 

Vandalism Failover Rebuild using backup 

Wind storm Failover Rebuild using backup 

Volcano Failover Rebuild using backup 

 

All events in the table are associated with the primary data center. The assumption for 

solution b is that the IT solution cannot be rebuilt in the same data center because of extensive 

damage. It means a decision-making process is added to the DRP based on the RPO and RTO so 

that a decision can be made regarding whether to rebuild the IT solution at the secondary data 

center or wait until the problems are resolved at the primary data center and then recover the 

solution there. 

Container 

A container is used to group components that are connected logically. Figure 17 shows an 

example of a container that groups all components that are related to a solution into one container, 

while the shared infrastructure components are depicted outside the container. Another purpose of 

a container includes when a BC/DR approach must be created for a business process that spans 

multiple IT systems. 

 



  

 
 55 
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Figure 17: Description of a container. 

 

Layers 

Components are presented in the form of layers, and the purpose of the layers is to show 

the dependencies between the components. The dependency is formed in a way that it is applied in 

the downward direction, and an example of this is that layer 1 depends on layer 2, which in turn 

depends on layer 3. It also means that both layer 1 and layer 2 depend on layer 3, where the 

dependency between layer 1 and layer 2 is indirect. 

5.2.1 Component model process 

The component model is an important part of the overall component-based BC/DR framework and 

has processes to classify, map, and create a component model, which is shown in Figure 18. 
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Figure 18: Complete component model process. 

 

An IT environment is usually built and governed based on SLAs with multiple suppliers 

and vendors. If the component-based BC/DR framework is to be applied to an IT solution, the 

SLAs must be considered and should be connected to the RPO and RTO because, if the IT 

environment does not have disaster readiness, it will not be able to meet the business requirements. 

Therefore, the process for the component model takes all aspects, such as SLAs, disaster readiness, 

and data-center tiers, into consideration as described. Critical component assessment is applied on 

the technical components that are identified. The concept of the single point of failure can also be 

used to determine the key components, which means only those components that are required to 

make the IT solution available again are included. 

5.2.2 Documentation 

Documentation can be attached to the elements in the component-based model as links, and 

which documents can be connected to which elements is described in Figure 19. 
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Figure 19: Documentation that can be connected to a component. 

 

The element “objectives” can point to the document “business analysis” because it contains 

BIA and the outcome of it. 

5.2.3 Scenarios 

This section details some of the specific scenarios in the context of BC/DR and how the component-

based BC/DR can support these. 

5.2.4 Components with identical configuration 

If some components share the same values for the elements and hence belong to the same layer, 

they can be consolidated into one layer, and this can be done as part of the component assessment. 

Figure 20 shows that three components, which are business processes that have identical values for 

the elements, can be consolidated into one component, as depicted in Figure 21. The purpose of 

this consolidation is to simplify the overall view. 
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Figure 20: Components of identical configuration. 
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Figure 21: Identical components are consolidated into one component. 

 

5.2.5 Shared components 

A shared component can support multiple other components or containers, and an example of a 

typically shared component is a network. Figure 22 shows three shared components that support 

two different IT solutions. 
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Figure 22: Two components on a set of shared components. 

 

Larger organizations may opt to have one solution from an infrastructure point of view for 

all IT solutions, which means setting up two or more data centers to support hosting IT solutions. 
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However, if a solution has low availability requirements, it may still use the same infrastructure, 

but the system architecture and the solution for BC/DR will differ. Consequently, RPO and RTO 

will also be different, and such cases, some infrastructure components cannot be shared but will be 

specific to the IT solution instead. The example shows that the component storage, network, and 

data center are shared, and all they have the same requirements and hence the same RPO and RTO. 

5.2.6 Change of a component 

Managing a component in the component model is direct, which means a component can be 

removed, added, and updated rather easily. Furthermore, the links to the corresponding documents 

do not need to be updated either, such as the architecture of an IT solution. However, the related 

documents must be updated. An example of this is provided in Figure 23, where the component 

“software load balancer” is removed, which was between the components “application server” and 

“database,” but without affecting the dependencies between the layers. The corresponding 

document is also removed, and the link to the solution architecture document in the component 

“ERP application” is not affected. However, the architecture document must be updated to reflect 

the change in the solution architecture. The advantage of this approach is that the dependency 

between the components is adjusted automatically. 
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Figure 23: Removal of a component. 

 

5.2.7 Managing integrated systems 

Two or more IT systems can be integrated so that, if one system is not available, it could be 

considered downtime for the business process even though the business process is deployed only 

on one system. In such cases, the integration aspect must be taken into consideration when 

developing a BC/DR process so that all the relevant solutions can be part of the BC/DR. 

Furthermore, such solutions should also have similar RPO and RTO so that the same measures and 

recovery procedures can be applied. Figure 24 shows an integration between a CRM solution and 

an ERP solution, and both are involved in the process of creating and managing sales orders. Orders 

are placed through the CRM system, but the corresponding invoices are created in the ERP system; 

thus, both systems are required to support the business activity. 
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Figure 24: Critical integration between two IT solutions. 

5.2.8 Managing a process across multiple systems 

Modern business processes may span multiple systems, and in such cases, the BC/DR process must 

be defined for the process and should include all systems that are part of the business process. 

Figure 25 shows an example of a business process that spans two IT solutions. 
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Figure 25: Description of a process that spans two IT solutions. 

5.2.9 Improving granularity 

The granularity of a component can be enhanced by adding more attributes. Although there are no 

limits on how many attributes can be added, the recommendation is to add only those attributes 

that are relevant for BC/DR. 
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6 Evaluation 
 
The purpose of the evaluation is to apply the component-based BC/DR framework to two IT 

solutions with different requirements at the stakeholder site. Thus, the objective is to compare the 

existing BC/DR solution with the component-based BC/DR solution to identify which solution 

fulfills the requirements of the stakeholder. The environment of the stakeholder is complex with a 

broad range of IT solutions with different sets of requirements. Furthermore, the solutions are 

managed by multiple suppliers in a highly outsourced setup. Both the evaluation and outcome are 

detailed in this chapter. However, the complete component-based BC/DR steps are not described, 

as the focus is on the component-based approach since the rest is based on standards. Requirements, 

evaluation criteria, and details about the IT solutions in the scope for the evaluation are obtained 

from the stakeholder. 

 

6.1 Environment 

 

The environment of the stakeholder is a geographically separated dual data-center setup. The data 

centers are set up as hot sites with fault tolerance within each of the data centers. The IT governance 

and management is based on the best practices framework of ITIL V3, which means the IT support 

processes, such as incident management and change management, are also set up using this. The 

IT environment is highly outsourced; thus, multiple suppliers (outsourcing partners) are involved, 

which implies that one IT solution could be associated with all suppliers. However, only one 

provider is responsible for the data centers and infrastructure components, such as network, storage, 

and servers, while other providers are responsible for the different components of an IT solution. 

There are also different SLs and agreements with each one of the suppliers, but in general, the 

infrastructure services have higher SLs than the IT solution-specific components. The IT 

infrastructure configuration is detailed in Table 11. 

Table 11: Description of the IT environment of the stakeholder. 

Service 
Level 

SL1 (99.999%) SL2 (99.99%) SL3 (99.9%) SL4 
(99.5%) 

SL5 (99%) SL6 
(98.5%) 

Data-
Center 
Tier 

IV IV III II I I 

RPO 0–15 min 0–30 min 0–4 hours 4–8 hours 4–16 hours 8–24 hours 
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RTO 0–30 min 0–45 min 0–60 min 2–8 hours 12–24 
hours 

24–120 
hours 

Server 
config-
uration 

Minimum 2 
servers 
Dual CPU 
Dual power 
Dual FAN 
Dual OS disk 
and IO 
Dual NIC. 

Minimum 2 
servers 
Dual CPU 
Dual power 
Dual FAN 
Dual OS disk 
and IO 
Dual NIC. 

Hot (pre-
configured) 
standby 
servers in the 
secondary data 
center. 

Cold 
standby 
servers. 

Ship-to-site 
server 
provisioning 
for the 
secondary 
data center. 

Ship-to-site 
server 
provisioning 
for the 
secondary 
data center. 

Infra-
structure 

Geographically 
separated dual 
data centers 
with minimum 
data-center tier 
3.  

Redundant SAN.     

Cluster 
Software. 

Relevant 
agreements. 

Geographically 
separated data 
centers.  

ITSCM plans. 

Testing 
program. 

Geographically 
separated dual 
data centers 
with minimum 
data-center tier 
3. 

Redundant SAN. 

Cluster 
Software. 

Relevant 
agreements. 

Geographically 
separated data 
centers  

ITSCM plans. 

Testing 
program. 

Asynchronous 
data 
replication. 

All data stored 
in second data 
center. 

Remote 
Recovery site. 

ITSCM plans. 

Testing 
program. 

Snapshot 
data 
replication. 

All data 
stored in 
second data 
center. 

Remote 
Recovery 
site. 

ITSCM 
plans. 

Testing 
program. 

Tape 
backups 
were taken 
or kept off-
site. 

Tape 
recovery. 

Alternate 
recovery 
site. 

ITSCM plans. 

Tape 
backups 
were taken 
or kept off-
site. 

Tape 
recovery. 

Alternate 
recovery 
site. 

ITSCM plans. 

 

Even though the data centers and the infrastructure are set up to have hot site configuration 

and tier 1, the setup of IT solution-specific components may differ due to their requirements. This 

is why multiple SLs are defined in the table along with the hardware configuration that can be 

expected in such a case. It also means that IT solutions with different SLs, and thus different 

requirements, will have a different technical setup. If an IT solution has SL2, it will be set up across 

both data centers to support high availability, while providing fault tolerance within each data 

center as well. However, if an IT solution has SL5, it will only set up in one data center without 

fault tolerance, while sharing the same infrastructure and data-center resources as the IT solution 

with SL2. The SL5 will be applied even for infrastructure components, although the technical setup 

supports SL2, the difference is to get support from the suppliers. It implies that the response time 

for getting support from the suppliers is high for the SL5 solution across all components, and it is 

the case even with escalations. Furthermore, this setup is reflected directly across services and other 
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IT management areas because, understandably, there is a significant cost difference between SL5 

and SL2. 

Therefore, the infrastructure can support both IT solutions, but the SLs will be different, 

and the setups directly reflect the requirements in the form of RPO and RTO, as listed in the table. 

In conclusion, the business requirements and SLAs have a significant impact on the way a BC/DR 

solution is developed, implemented, and managed. The reason for having different SLAs, and 

corresponding configurations is, of course, cost. A high SL means application suppliers must 

allocate more resources to support higher availability, while infrastructure providers must make 

sure that there are enough redundancy and technical high availability setup to support the 

requirements. This is valid not only for the initial implementation but also for operations as well, 

and operations must be extended to support the needs too. Consequently, the same principles are 

even valid for a BC/DR solution; hence, different IT solutions have different setups regarding 

BC/DR. Therefore, to evaluate the component-based BC/DR framework, two distinct IT solutions 

with different availability requirements are selected. The first steps in the evaluation are to define 

some highly relevant key performance indicators (KPIs) so that the outcome can be quantified, and 

subsequently, the existing solution can be compared with the component-based BC/DR solution. 

 

6.2 Key Performance Indicators (KPIs) 

 

The KPIs are based on the requirements that are presented in the problem presentation. The first 

and second KPIs are derived from the KPIs of ITSCM [42], while the others are developed based 

on the requirements of the stakeholder. 

Table 12: Description of the KPIs. 

No Key Performance Indicator 
(KPI) 

Description Unit Possible 
Values 

1 Gaps in disaster preparation. Threats or risks without defined recovery 
procedures [42]. 

% 0–100 

2 Implementation duration. How fast an identified risk can be 
mitigated and incorporated into the 
business continuity process [42]. 

days 
 

3 All the steps that are part of 
business continuity and disaster 
recovery are addressed. 

Standards will be used to identify missing 
elements. 

% 0–100 

4 The level of connection between 
business continuity and disaster 
recovery items. 

How well the steps are integrated. 1-3 1 = High, 2 
= Medium, 3 
= Low 
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5 How well the solution connects 
to the technical components in 
detail. 

The integration of technical components 
with BCM. 

1-3 1 = High, 2 
= Medium, 3 
= Low 

6 Support for a multi-supplier IT 
solution. 

Support for a multi-supplier environment 
even when multiple suppliers are 
responsible for one IT solution. 

1-3 1 = High, 2 
= Medium, 3 
= Low 

7 How the dependencies between 
the technical elements are 
addressed. 

An IT solution consists of multiple 
components, and dependency exists 
between them. This information is crucial 
for BCP/DRP. 

1-3 1 = High, 2 
= Medium, 3 
= Low 

8 The effort required to update a 
BC/DR solution because of a 
change in the environment. 

If a component is changed, such as an IT 
solution, it is migrated to a new database. 

1-3 1 = High, 2 
= Medium, 3 
= Low 

9 Service level agreements can be 
connected to components that 
are managed by multiple 
suppliers. 

Different components with different 
suppliers may have varying service level 
agreements. 

1-3 1 = High, 2 
= Medium, 3 
= Low 

10 Recover point and recover time 
objectives can be applied to each 
of the suppliers managed 
components. 

In an outsourced environment with 
multiple providers, it is important to set 
requirements correctly, while considering 
the overall picture. 

1-3 1 = High, 2 
= Medium, 3 
= Low 

11 Visibility of the solution to the 
management as well as to the 
functional and technical teams. 

How can the solution be presented simply 
so that management can understand the 
components and overall picture of a 
BC/DR solution, while the solution also 
enables technical and functional teams to 
access the detail. 

1-3 1 = High, 2 
= Medium, 3 
= Low 

12 The degree the integration 
between systems are considered. 

In such cases, the systems need to be 
recovered at an alternate site together 
because the solution cannot be considered 
complete otherwise. 

1-3 1 = High, 2 
= Medium, 3 
= Low 

 

The IT solutions are presented in the next subchapters along with the current values of the 

KPIs. 

 

6.3 Solution a 

 

The solution has very high availability requirements, which are indicated by SL2, and the values 

for RPO and RTO are defined as zero and 15 minutes. 

Table 13: Business view of solution a. 

Component Responsible Service Level 
Agreement 

Recovery Point 
Objective (min) 

Recovery Time 
Objective (min) 

Financial accounting  Supplier 1 2 0 15 
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Thus, data loss is not acceptable, and the expected recovery time after a disaster event is 15 

minutes. The requirements are reflected in the architecture of the solution as well, which is 

presented below. 

6.3.1 Architecture 

The architecture of solution a is depicted in Figure 26. 

 

Figure 26: Technical architecture of solution a. 

 

To meet the business requirements, the IT solution is setup across two data centers as an 

high availability/DR cluster. The IT solution consists of multiple components, and there are several 

suppliers associated with these. The solution also employs redundancies to improve the availability, 

and an example of this is the distribution of the multiple application servers across two data centers. 

In the event one application server is not available, other application servers will continue to 

support end users. The current solution for BC/DR uses a traditional BCM, which means 

documents are created to govern the BCM, and the technical part of the solution is not very detailed. 

There are also other issues, and some of them are described in the problem definition section. 
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6.4 Solution b 

 

Solution b is not considered a critical solution. Thus, the requirements are defined to reflect that, 

as detailed in Table 14. 

Table 14: Business view of solution b. 

Component Responsible Service Level Recovery Point Objective 
(min) 

Recovery Time Objective 
(min) 

Sales Supplier 1 5 240 1440 

 

The SL is defined as five while RPO is 240 minutes and RTO is 1440 minutes. It means the 

IT solution can accept maximum of 240 minutes of data loss, and the allowed recovery time is 

1440 minutes. 

6.4.1 Architecture 

The design reflects the business requirements, which means the values of RPO and RTO are 

mapped to the technical architecture, and SLAs and other agreements are aligned accordingly as 

well. 
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Figure 27: Technical architecture of solution b. 

 

The solution uses only one data center, and it does not employ high availability or fault 

tolerance as the solution a, and this obviously also reflects the values of RPO and RTO. Although 

solution b uses the same infrastructure as solution a, such as storage and network, the business 

requirements are directly mapped to the SLA, which means, for example, solution b cannot get 

support outside office hours for infrastructure components. 

 

6.5 KPI 

 

The KPIs are measured against the current solution for BC/DR, and the values are updated as in 

Table 15. 

Table 15: KPIs for solutions a and b. 

No KPI ERP CRM Comments 

1 Gaps in disaster preparation (%). 55 42 Threats/risks are identified individually, and 
mitigations are defined accordingly. 
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2 Implementation duration (days). 16 20 Each threat identification must go through the process 
of risk analysis, and appropriate mitigation should be 
derived and implemented. 

3 All the steps that are part of 
business continuity and disaster 
recovery are addressed (%). 

65 56 Most steps are addressed; however, there is a gap in the 
connection between BCP and DRP. Technical details are 
also too fragmented. Thus, procedures are documented 
in several documents. 

4 The level of connection between 
business continuity and disaster 
recovery items. 

1 1 Connections are provided as links to other documents. 
There is no master document per solution. However, a 
DRP solution is populated and managed by the technical 
teams, while the management level only has access to 
strategy documents. 

5 How well the solution connects to 
the technical components in 
detail. 

2 1 There is a reference to documents from within the DRP 
documents, but the documents do not connect to the 
components in detail. 

6 Support for a multi-supplier IT 
solution. 

1 1 There is no defined multi-supplier approach, but 
instead, different suppliers are responsible for the 
corresponding documents.  

7 How the dependencies between 
the technical elements are 
addressed. 

1 1 Certain information is in the documentation, however; it 
is not elaborated. It means the solution has become 
highly dependent on certain individuals who 
understand the dependencies between the components. 

8 The effort required to update a 
BC/DR solution because of a 
change in the environment. 

1 1 Several documents must be updated to reflect the 
changes. 

9 Service level agreements can be 
connected to components that are 
managed by multiple suppliers. 

2 1 Different components have different service levels. 
However, that level and detail of information are 
difficult to manage; hence, the collaboration between 
various teams is hard to achieve, which jeopardizes the 
service level agreement. 

10 Recovery point and recover time 
objectives can be applied to each 
of the suppliers’ managed 
components. 

1 1 A general approach of using the same value for the 
entire solution is used to simplify the setup. 

11 Visibility of the solution to the 
management as well as for the 
functional and technical teams. 

1 1 The current solution consists of many documents that 
are distributed across different repositories. 

12 The degree to which the 
integration between systems is 
considered. 

1 1 The critical integrations are defined in the documents 
regarding disaster recovery, but there are no 
documented procedures for managing them together or 
as one solution. Thus, only individual IT solutions are 
focused, which creates a problem for the integrated 
business processes. 

1 = High, 2 = Medium, 3 = Low 

 

6.6 Evaluation of the Component-based Business Continuity and Disaster 
Recovery Framework 

 

This section details the approach of applying the new component-based BC/DR framework to the 

two IT solutions, and subsequently, the results are observed and discussed. 
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6.6.1 Solution a 

6.6.1.1 Framework documentation 

Several documents are created as listed in Table 16. 

Table 16: Documentation for solution a. 

Documentation for Solution a Document Document 
Numbers 

1. Component-based business continuity and 
disaster recovery framework 

Component-based BC and DR framework-
master.pdf 

1 

2. Business strategy Business continuity management.docx 2 

3. Business analysis Business continuity management.docx 2 

3.1 Inventories Business continuity management.docx 2 

3.2 Risk analysis Business impact analysis and risk analysis.xls 3 

3.3 Business impact analysis Business impact analysis and risk analysis.xls 3 

3.3.1 Recovery point objective Business impact analysis and risk analysis.xls 3 

3.3.2 Recovery time objective Business impact analysis and risk analysis.xls 3 

4. Business continuity strategy Business continuity plan.docx 4 

5. Business continuity standards Business continuity plan.docx 4 

6. Business continuity plan Business continuity plan.docx 4 

6.1 Disaster recovery plan Disaster recovery plan.docx 5 

6.2 IT inventory Disaster recovery plan.docx 5 

6.3 IT risk analysis IT Risk analysis.xlsx 6 

6.4 Component model Component model for ERP application.htm 7 

6.4.1 Critical component assessment Component model.docx 8 

6.4.2 Mapping to technical components Component model.docx 8 

6.4.3 Recovery procedures Recovery procedures.docx 9 

6.5 Business continuity plan and disaster 
recovery plan exercise 

Business continuity plan.docx 4 

6.5.1 Testing and validation Test and validation.xlsx 10 

6.5.2 Auditing BCP DRP Auditing.docx 11 
7. Crisis and incident management  Business continuity management.docx 2 

 

Some of the documents contain multiple steps, such as the document “Business continuity 

management.docx,” which captures the requirements of steps, such as “Business strategy” and 

“Crisis and incident management.” Most of the general steps are described in one document. Figure 

28 shows the actual realization of the documentation for the complete framework implementation 

of solution a. 
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Figure 28: The complete BC/DR documentation for solution a. 

 

The master document “Component-based BC and DR framework-master.pdf” contains 

only the framework steps with links to documents. Similarly, “Component model for ERP 

application.htm” provides visualization of the component model with links. 

6.6.1.2 Business Impact Analysis 

All critical business processes are identified, and subsequently, the BIA is executed on those assets, 

and the outcome is described in Table 17. 

Table 17: Business Impact Analysis for solution a. 

 
 

 

Probability rating 

Table 18: Probability rating. 

Rating Rating in Words Description 
4 Almost certain It is generally expected to occur. 
3 Likely It is probable that it will occur. 

Step 2 Step 4 Step 6

L

M

H

VH

No

1 Enter journal entries accounts payable (A/P), 

accounts receivable (A/R) 

parking or posting

Person_1 15 0 15 2 4 H financial loss, loss 

of business, 

operational impact, 

regulatory, 

legislative non-

compliance, etc.

Failover of the 

complete solution 

to the secondary 

site.

2 Posting invoices 

received from external 

vendors

Person_1 15 0 15 2 3 M Failover of the 

complete solution 

to the secondary 

site.

3 Perform invoice-

receipt with three-way 

matching 

Person_2 15 0 15 2 2 L Failover of the 

complete solution 

to the secondary 

site.

4 Managing incoming 

payments

 other bank information Person_3 15 0 15 1 4 H Failover of the 

complete solution 

to the secondary 

site.

5 Fixed assets creation 

and maintenance

maintenance Person_4 15 0 15 1 2 L Failover of the 

complete solution 

to the secondary 

site.

Consequences of 

disruption

Notes

Links
Documents

Strategy 

Document BCAP

Input

(WLA/OLA/G

F Docs/...)Process

Step 5

Probability Consequence
Risk 

Score

Step 3
Risk Grading

Recovery

Time

Objective

(RTO) 

(minutes)

Grade (1-4) Grade (1-4)

Mitigation

Step 1

Process 

Responsible

Maximum 

Tolerable

Downtime

(MTD) - 

(minutes)

Recovery Point 

Objective (RPO) 

(minutes)SiteSub-process
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2 Unlikely Could occur at some time. 
1 Rare It may happen but only under exceptional circumstances. 

 

Consequence rating (impact) 

Table 19: Consequence (impact) rating. 

Rating Rating in Words Description 

4 Intolerable Very high impact on the business. It is uncertain if the business can continue 
at the site. 

3 Tolerable High impact on the business. Achieving the business objectives would be 
challenging. 

2 Negligible Rather low impact on the business. Business goals can still be achieved, but 
more resources or/and measures may be needed. 

1 Insignificant Low or no impact on the business. 

 

Next, the business processes and scenarios are mapped to a system resource as shown in 

Table 20. 

Table 20: Business process are mapped to system resource. 

Process System Resource 
RPO 

(Minutes) 

Recovery 
Time 

Objective 
(RTO) (Minutes) 

Enter journal entries ERP 0 15 

Posting invoices received from external 
vendors ERP 

0 15 

Perform invoice receipt with three-way 
matching  ERP 

0 15 

Managing incoming payments ERP 0 15 

Fixed assets creation and maintenance ERP 0 15 

 

6.6.1.3 Critical component assessment 

Using the outcome of the risk analysis, BIA, and architecture of the solution, the system resource 

is mapped to key components. This is listed in Table 21. 

Table 21: Critical component assessment. 

System Resource Component RPO 

Recovery 
Time 

Objective 
(RTO) (Minutes) 

ERP 

ERP application 0 15 

Application server 0 15 

Software load balancer 0 15 

Database 0 15 

Server 0 0 

Storage 0 0 

Network 0 0 
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Data center 0 0 

 

The RPO and RTO are transferred from the corresponding definitions of the business 

process or business scenario. Now that the components are identified, a critical component 

assessment is performed to identify all the components that will be part of the BC/DR solution. 

The single point of failure is also used to assess and determine the critical components, and without 

these components, it would not be possible to recover the IT solution. 

Table 22: Critical components and DR measures. 

Component Single 
Point of 
Failure 

Disaster Recovery (DR) Measure 

ERP application Yes DR compliant high availability cluster. 
Application server No Multiple application servers distributed across two sites. 
Software load 
balancer 

Yes DR compliant high availability cluster. 

Database Yes DR compliant high availability cluster. 
Server Yes Redundant configuration with at least two primary servers that are 

distributed across two data centers. Each server will have a redundant 
configuration of components, such as at least two network adapters. 

Storage Yes Redundant setup with two storage sub-systems that are distributed across 
two data centers. 

Network Yes DR compliant, fault-tolerant, and redundant setup. 
Data center Yes DR compliant and fault-tolerant configuration with two data centers. 

 

6.6.1.4 Mapping to technical components 

The next step is to map the technical components to BC/DR elements, and links to appropriate 

documents are also created. Table 23 shows the outcome of the mapping process. 

Table 23: Details about components and elements. 

Component Role Attributes Values RPO RTO Measures Recovery Procedure 

ERP 
application 

Supplier 
1 

Version 6.7 0 15 High availability/ 
disaster recovery 
cluster 

Failover. 

Vendor ERP 

Application 
server 

Supplier 
2 

Version 7.4 0 15 High availability/ 
disaster recovery 
cluster and 
redundant 
application 
server setup  

Failover and 
distributed setup for 
application servers. 

Kernel 7.4 

Software 
load 
balancer 

Supplier 
2 

Version 7.5 0 15 high availability/ 
disaster recovery 
cluster 

Failover. 

Database Supplier 
2 

Vendor Oracle 0 15 high availability/ 
disaster recovery 
cluster 

Failover. 
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Version 12.1 

Ent 

    

 
Option Compression 

   

Server Supplier 
3 

Vendor HPE 0 0 Redundant 
server setup with 
active-passive 
setup 

Failover to the 
standby server. Model BL460c 

Gen9 
OS SuSe 

Linux 
12 

Cluster VCS 6.0 
Storage Supplier 

3 
Vendor HPE 0 0 Synchronous 

replication over a 
redundant setup 

Dual storage and 
transparent switch 
using the storage at 
the secondary site. 

Model 3PAR 
8000 

Network Supplier 
3 

Bandwidth 10 G bit 0 0 Redundant 
network topology 

Transparent switch 
using the network at 
the secondary site. 

Data center Supplier 
3 

Distance 20 km 0 0 Redundancy Dual data center—the 
secondary data center 
can be used 
immediately. 

6.6.1.5 Recovery procedures 

An assessment is conducted to identify an appropriate response in the event of a disaster. The 

various failures are evaluated while considering the capabilities that are already in place, such as 

high availability and fault tolerance, and a classification is done on whether BCM needs to be 

triggered or not. As seen in Table 24, BCM does not need to be triggered in most cases but only 

when it is an event that is categorized as a disaster. 

Table 24: Recovery procedures. 

No Events Event Source Effect Failure 
Handling 

BCM Is 
Invoked 

High 
Availability 

Fault 
Tolerance 
Is Used 

1 Failure of 1 
business 
process. 

Software bug, 
virus attack. 

Users of the 
business 
process cannot 
access it. 

Business 
process 
problem that 
must be fixed. 

No No. Failover 
will not 
help in this 
case. 

No 

2 Application 
server 
failure. 

Software bug, 
configuration, 
overload, 
virus attack, 
distributed 
denial of 
service attack 
(DDoS). 

Services will 
still be 
available. 
However, 
some users 
need to log on, 
as sessions on 
the affected 
application 
servers may be 
lost. 

Redundancy 
with multiple 
application 
server setups. 

No No Yes 
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3 Failure of 
software 
load 
balancer. 

Software bug, 
configuration, 
overload. 

Users will not 
be able to log 
on. 

Failover the 
service to the 
secondary data 
center. 

No Yes No 

4 Database 
failure. 

Software bug, 
configuration, 
overload, 
virus attack, 
DDoS attack. 

The system is 
not available. 

Database 
service is 
moved to the 
secondary data 
center. 

No Yes  No 

5 Memory 
modules of a 
server that 
host a 
database 
fails. 

Faulty 
memory 
modules. 

The system is 
not available. 

Failover the 
service to the 
secondary data 
center. 

No Yes No 

6 A server that 
hosts critical 
components 
fails. 

Hardware or 
software 
problems. 

The system is 
not available. 

Failover all 
critical services 
to the standby 
server in the 
data center. 

No Yes No 

7 Disk crash of 
a drive that 
is part of 
storage sub-
system. 

Faulty disk. None. Replace the 
failed disk. 

No No Yes, 
Mirroring/
RAID5 
protection 
in storage 
system. 

8 Disk crash of 
a drive that 
is part of a 
local disk 
system that 
is directly 
attached to a 
server. 

Faulty disk. None. Replace the 
failed disk. 

No No Yes, 
Mirroring/
RAID5 
protection 
in the local 
disk 
system. 

9 A network 
device 
within the 
primary data 
center fails. 

Hardware or 
software 
problem, too 
high 
workload, 
virus attack, 
DDoS attack. 

None. Redundancy 
with multiple 
network 
devices setup. 

No No Yes 

10 A network in 
the primary 
data center 
fails 
completely. 

Hardware or 
software 
problems, too 
high 
workload, 
virus attack, 
DDoS attack. 

All systems 
that are on the 
network will 
not be 
available. 

Failover 
systems with 
high availability 
set up to the 
secondary data 
center. 

No Yes No 

11 Complete 
failure of the 
primary data 
center due to 
a disaster. 

Disaster such 
as flood, fire, 
sabotage. 

All systems 
that are on the 
data center 
will not be 
available. 

Failover 
systems with 
high availability 
set up to the 
secondary data 
center. 

Yes. BCM 
process 
triggers, the 
correspond
-ing 
instructions 

Yes No 



  

 
 77 

must be 
followed. 

6.6.1.6 Component model  

Finally, all the elements are added to the components, and components are structured in the form 

of layers. Each element could also link to an appropriate document. The complete component 

model is presented in Figure 29. 

Roles

RPO
 0 min

ERP Application failoverHA/DR clustersupplier 1

Component Objectives Measures

RTO
15 min

Attributes Recovery procedures

RPO
0 min

application server

failover and 
distributed setup 

for application 
servers

HA/DR cluster 
and redundant 

application server 
setup 

supplier 2
RTO

15 min

RPO
0 min

software load balancer failoverHA/DR clustersupplier 2
RTO

15min

kernel: 7.4

version: 7.5

version: 7.4

version: 6.7

Vendor: ERP

RPO
0 min

database failoverHA/DR clustersupplier 2
RTO

15 min

vendor: oracle

version: 12.1 ent

RPO
0 min

server
failover to the 
standby server

redundant server 
setup with active-

passive setup
supplier 3

RTO
0 min

RPO
0 min

storage

dual storage and  
transparent 

switch using the 
stroage at the 
secondary site

synchronous 
replication over a 
redundant setup

supplier 3
RTO 

0 min

RPO
0 min

network

transparent 
switch using the 
network at the 
secondary site

redundant 
network topologysupplier 3

RTO
0 min

bandwidth:10 Gigabit 

model: BL460c Gen9

RPO
0 min

Data center

dual data center- 
the secondary 

data center can be 
used immediatly

redundancysupplier 3
RTO

0 min

distance: 20 km

vendor: HPE

os: SuSe Linux 12

vendor: HPE

model: 3PAR 8000

option: compression

cluster: VCS 6.0

ERP Application

 

Figure 29: Component model for solution a. 

6.6.1.7 KPI 

The KPIs are measured for the component-based BC/DR solution and for Solution a. 
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Table 25: KPI values for solution a. 

No KPI ERP 

1 Gaps in disaster preparation. 94 
2 Implementation duration. 2 
3 All the steps that are part of business continuity and disaster recovery are addressed. 90 

4 The level of connection between business continuity and disaster recovery items. 3 

5 How well the solution connects to the technical components in detail. 3 
6 Support for a multi-supplier IT solution. 3 
7 How the dependencies between the technical elements are addressed. 3 
8 The effort required to update a business continuity/disaster recovery solution because of a 

change in the environment. 
3 

9 Service level agreements can be connected to components that are managed by multiple 
suppliers. 

3 

10 Recovery point objective/recovery time objective can be applied to each of the suppliers 
managed components. 

3 

11 Visibility of the solution to management as well as the functional and technical teams. 3 

12 The degree the integration between systems are considered. 3 

6.6.2 Solution b 

6.6.2.1 Framework documentation 

The BC/DR requirements for solution b are different than solution b, but the number of 

corresponding documents is identified to be the same. 

Table 26: Documentation for solution b. 

Documentation for solution b Document Document 

numbers 

1. Component-based business continuity 
and disaster recovery framework 

Component-based BC and DR framework-

master.pdf 

1 

2. Business strategy Business continuity management.docx 2 

3. Business analysis Business continuity management.docx 2 

3.1 Inventories Business continuity management.docx 2 

3.2 Risk analysis Business impact analysis and risk analysis.xls 3 

3.3 Business impact analysis Business impact analysis and risk analysis.xls 3 

3.3.1 Recovery point objective Business impact analysis and risk analysis.xls 3 

3.3.2 Recovery time objective Business impact analysis and risk analysis.xls 3 

4. Business continuity strategy Business continuity plan.docx 4 

5. Business continuity standards Business continuity plan.docx 4 

6. Business continuity plan Business continuity plan.docx 4 

6.1 Disaster recovery plan Disaster recovery plan.docx 5 

6.2 IT inventory Disaster recovery plan.docx 5 

6.3 IT risk analysis IT Risk analysis.xlsx 6 

6.4 Component model Component model for CRM application.htm 7 

6.4.1 Critical component assessment Component model.docx 8 

6.4.2 Mapping to technical components Component model.docx 8 

6.4.3 Recovery procedures Recovery procedures.docx 9 
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6.5 Business continuity plan and disaster 
recovery plan exercise 

Business continuity plan.docx 4 

6.5.1 Testing and validation Test and validation.xlsx 10 

6.5.2 Auditing BCP DRP Auditing.docx 11 

7. Crisis and incident management  Business continuity management.docx 2 

 

The documentation for solution b follows the framework standard, which means the first 

document is always the master document, while the component model, number 7, provides 

visualization of the solution at a detailed level. 

 

Figure 30: The complete BC/DR documentation for solution b. 

 

6.6.2.2 Business Impact Analysis 

Once inventory assessment and risk analysis are completed, BIA is performed, and the outcome is 

shown in Table 27. 

Table 27: BIA for solution b. 

 

Step 2 Step 4 Step 6

L

M

H

VH

No

1 Manage orders

Person_1 1440 240 1440 2 4 H Rebuild the 

application in 

the secondary 

site.

2 Sales planning and forecasting 

Person_1 1440 240 1400 2 3 M Rebuild the 

application in 

the secondary 

site.

3 Opportunity management

Person_2 1440 240 1440 2 2 L Rebuild the 

application in 

the secondary 

site.

4 Quotation and order management 

Person_3 1440 240 1440 1 4 H Rebuild the 

application in 

the secondary 

site.

5 Contract management Person_3 1440 240 1440

6 Sales analytics 

Person_4 1440 240 1440 1 2 L Rebuild the 

application in 

the secondary 

site.

Notes

Links
Documents

Strategy 

Document BCAP

Input

(WLA/OLA/G

F Docs/...)Sub-processProcess

Step 5

Probability Consequence
Risk 

Score

Step 3
Risk Grading

Recovery

Time

Objective

(RTO) 

(minutes)

Grade (1-4) Grade (1-4)

Mitigation

Step 1

Process 

Responsible

Maximum 

Tolerable

Downtime

(MTD) - 

(minutes)

Recovery Point 

Objective (RPO) 

(minutes)Site
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Subsequently, the business processes and scenarios are mapped to a system resource as 

shown in Table 28. 

Table 28: Mapping business processes to system resource for solution b. 

Process System Resource 

Recovery 
Point 

Objective 
(RPO) 

(Minutes) 

Recovery 
Time 

Objective 
(RTO) (Minutes) 

Manage orders CRM 240 1440 

Sales planning and forecasting  CRM 240 1440 

Opportunity management CRM 240 1440 

Quotation and order management  CRM 240 1440 

Contract management CRM 240 1440 

Sales analytics  CRM 240 1440 

6.6.2.3 Critical component assessment 

Using the outcome of the risk analysis, BIA, and architecture of the solution, the system resource 

is mapped to key components, and this is listed in Table 29. 

Table 29: Critical component assessment for solution b. 

System Resource Component 

Recovery 
Point 

Objective 
(RPO) 

(Minutes) 

Recovery 
Time 

Objective 
(RTO) (Minutes) 

CRM 

CRM application 240 1440 

Application server 240 1440 

Database 240 1440 

Server 240 1440 

Storage 0 30 

Network 0 0 

Data center 0 0 

 

The values of RPO and RTO are reflected to the other components as well. However, the 

infrastructure components, such as network and data center, have the same values as solution a due 

to the corporate level SLA for these components. Meanwhile, the shared component storage has a 

slightly different value for RTO, and this is because it indicates the time that is required to allocate 

and prepare storage from the secondary storage sub-system in the secondary data center. Table 30 

provides the result of the critical component analysis. 



  

 
 81 

Table 30: Critical components and DR measures for solution b. 

Component Single Point 
of Failure 

Disaster Recovery Measure 

CRM application Yes Restore and recover from the latest backup. 
Application server Yes Rebuild the application server. 
Database Yes Restore and recover from the latest backup. 
Server Yes Allocate a server and rebuild the environment to support the 

application. 
Storage Yes Redundant setup with two storage sub-systems that are distributed 

across two data centers. However, since there is no replication, storage 
must be allocated and provisioned to the new server from the storage 
in the secondary data center. 

Network Yes Disaster recovery compliant, fault-tolerant, and redundant setup. 
Data center Yes Disaster recovery compliant and fault-tolerant configuration with two 

data centers. 

6.6.2.4 Mapping to technical components 

Once all the details are available as part of the outcome of the assessments, the mapping of technical 

components to BC/DR elements can be initiated, and Table 31 lists the results. 

Table 31: Details about components and elements for solution b. 

Component Role Attributes Values RPO RTO Measures Recovery 
Procedure 

CRM (sales) 
application  

Supplier 
1 

Version 7.3 240 1140 Backup. Recover from 
latest backup. Vendor CRM 

Application 
server 

Supplier 
1 

Version 7.4 240 1140 Backup and 
rebuild. 

Recover from 
latest backup.  

Kernel 7.4 

Database Supplier 
1 

Vendor IBM DB2 240 1140 Backup. Recover from 
latest backup.  

Version 10.5 Ent 

Server Supplier 
3 

Vendor HPE 240 1140 Rebuild the 
servers. 

Provision a 
server and 
create an 
environment. 

Model BL460c 
gen9 

Os SuSe 
Linux 12 

Storage Supplier 
3 

Vendor HPE 0 30 Use storage 
unit at 
secondary 
site. 

Allocate storage 
at secondary 
site. 

Model 3PAR 
8000 

Network Supplier 
3 

Bandwidth 10 G bit 0 0 Redundant 
network 
topology. 

Use redundant 
network setup 
at secondary 
data center. 

Data center Supplier 
3 

Distance 20 km 0 0 Redundancy. Dual data 
center. 
Secondary data 
center can be 
used 
immediately. 
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6.6.2.5 Recovery procedures 

Solution b does not have the same technical setup as solution a, which means new recovery 

solutions are presented, such as rebuilding the solution in the same data center for some of the 

events. However, for an event that is classified as a disaster, the only option available is to rebuild 

the solution at an alternate site. 

Table 32: Recovery procedures for solution b. 
No Events Event Source Effect Failure Handling BCM Is Invoked High 

Avail
-
abilit
y 

Rebuild 
In Same 
Data 
Center 

Fault 
Tolerance Is 
Used 

1 Failure of 1 
business 
process. 

Software 
bug, virus 
attack. 

Users of the 
business 
process cannot 
access it. 
Potential 
downtime, as 
the system 
must be offline 
to fix 
problems. 

A business 
process-related 
issue that must 
be fixed. A 
backup of 
affected 
services may 
need to be 
restored. 

No No.  Yes No 

2 Application 
server 
failure. 

Software 
bug, 
configurati
on, 
overload, 
virus 
attack, 
distributed 
denial of 
service 
(DDoS) 
attack. 

Services will 
not be 
available. 

Redundancy 
with multiple 
application 
server setups. 
(This is a 
mitigation to 
reduce the 
impact). 

No No Yes No 

3 Database 
failure. 

Software 
bug, 
configurati
on, 
overload, 
virus 
attack, 
DDoS 
attack. 

System is not 
available. 

Fix the 
problem. A 
backup of 
affected service 
may need to be 
restored. 

No No Yes  No 

4 Memory 
modules of 
a server 
that host a 
database 
fails. 

Faulty 
memory 
modules. 

System is not 
available. 

Replace faulty 
memory 
modules. 

No No Yes No 
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5 A server 
that hosts 
critical 
components 
fails. 

Hardware 
or 
software 
problems. 

System is not 
available. 

Fix the 
problem. A 
new server 
resource and a 
subsequent 
restore of 
affected 
services may 
be required. 

No No Yes No 

6 Disk crash 
of a drive 
that is part 
of storage 
sub-system. 

Faulty 
disk. 

None. Replace the 
failed disk. 

No No No Yes. 
Mirroring/R
AID5 
protection 
in storage 
system. 

7 Disk crash 
of a drive 
that is part 
of a local 
disk system 
directly 
attached to 
a server. 

Faulty 
disk. 

None. Replace the 
failed disk. 

No No No Yes. 
Mirroring/R
AID5 
protection 
in the local 
disk system. 

8 A network 
device 
within the 
primary 
data center 
fails. 

Hardware 
or 
software 
problem, 
too high 
workload, 
virus 
attack, 
DDoS 
attack. 

None. Redundancy 
with multiple 
network 
devices setup. 

No No No Yes 

9 A network 
in the 
primary 
data center 
fails 
completely. 

Hardware 
or 
software 
problems, 
too high 
workload, 
virus 
attack, 
DDoS 
attack. 

All systems 
that are on the 
network will 
not be 
available. 

Fix the 
problem. If the 
incident is 
major, the 
solution may 
need to be 
rebuilt in the 
secondary data 
center. 

No/Yes, BCM 
process should 
get triggered 
only if the 
incident is 
classified as a 
disaster, and 
BCP/DRP 
instructions 
must be 
followed. 

No No No 

10 Complete 
failure of 
the primary 
data center 
due to a 
disaster. 

Disasters 
such as 
flood, fire, 
sabotage. 

All systems 
that are in the 
data center 
will not be 
available. 

Rebuild the 
system in the 
secondary data 
center. A 
restore from 
backup will be 
required. 

Yes. BCM 
process 
triggers. 
Corresponding 
instructions 
must be 
followed. 

No No No 



  

 
 84 

6.6.2.6 Component model  

As the last step in defining components, a component model is visualized and presented in 

Figure 31. 

Roles

RPO
 240 min

CRM Application (sales)
 recover from 
latest backup

backupsupplier 1

Component Objectives Measures

RTO
1440 min

Attributes Recovery procedures

RPO
240 min

application server
recover from  
latest backup

backup and 
rebuildsupplier 1

RTO
1440 min

kernel: 7.4

version: 7.4

version: 7.3

Vendor: CRM

RPO
240 min

database
recover from 
latest backup

backupsupplier 1
RTO

1440 min

vendor: IBM DB2

version: 10.5 ent

RPO
240 min

server

provison a server 
and create an 
environment

rebuild the 
serverssupplier 3

RTO
1440 min

RPO
0 min

storage
allocate storage at 

secondary site

use stroage unit 
at secondary sitesupplier 3

RTO 
30 min

RPO
0 min

network

use redundant 
network setup at  
secondary data 

center

redundant 
network topologysupplier 3

RTO
0 min

bandwidth:10 Gigabit 

model: BL460c Gen9

RPO
0 min

Data center

dual data center. 
secondary data 
center can be 

used immediatly

redundancysupplier 3
RTO

0 min

distance: 20 km

vendor: HPE

os: SuSe Linux 12

vendor: HPE

model: 3PAR 8000

CRM Application

 

Figure 31: Component model for solution b 

 

6.6.2.7 Key performance indicators (KPIs) 

The KPIs are measured for the component-based BC/DR solution and for solution b, and the 

results are presented in Table 33. 

Table 33: The KPI values for solution b. 

No KPI CRM 
1 Gaps in disaster preparation. 90 
2 Implementation duration. 4 
3 All the steps that are part of business continuity and disaster recovery are addressed. 86 
4 The level of connection between business continuity and disaster recovery items. 3 
5 How well the solution connects to the technical components in detail. 3 
6 Support for a multi-supplier IT solution. 3 
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7 How the dependencies between the technical elements are addressed. 3 
8 The effort required to update a BC/DR solution because of a change in the environment. 3 
9 SLA can be connected to components that are managed by multiple suppliers. 3 
10 Recovery point and recovery time objectives can be applied to each of the suppliers 

managed components. 
3 

11 Visibility of the solution to management as well as the functional and technical teams. 3 
12 The degree the integration between systems is considered. 3 

 

6.7 Evaluation Summary 

 

The baseline values as well as new values as per the component-based BC/DR framework are 

presented in Table 34. 

Table 34: Evaluation summary. 

  Baseline Component-
based BC/DR 

Comments 

No KPI ERP CRM ERP CRM 
 

1 Gaps in disaster 
preparation. 

55 42 94 90 Distinction between events (threats, 
risks) that are associated with disaster 
recovery and others is based on the 
environment of the application, such as 
high availability. 

2 Implementation duration. 16 20 2 4 All threats that are associated with 
disaster recovery are automatically 
included. 

3 All the steps that are part 
of business continuity 
and disaster recovery are 
addressed. 

65 56 90 86 The component-based approach is 
flexible and provides a means to link to 
the relevant documents. 

4 The level of connection 
between business 
continuity and disaster 
recovery items. 

1 1 3 3 Clearly defined relationships between the 
business continuity and disaster recovery 
elements. 

5 How well the solution 
connects to the technical 
components in detail. 

2 1 3 3 The component-based approach provides 
detailed technical configurations, and 
each step within a component can also be 
linked to specific documents to get more 
information. 

6 Support for a multi-
supplier IT solution. 

1 1 3 3 Provides excellent support for multi-
suppliers in a component level. 

7 How the dependencies 
between the technical 
elements are addressed. 

1 1 3 3 The dependencies between the 
components are provided as layers so that 
the top component always depends on the 
lower layers. The dependencies are 
clearly visualized too. 

8 The effort required to 
update a BC/DR solution 
because of a change in 
the environment. 

1 1 3 3 Only a few documents need to be updated. 
The component-based model supports 
updating, removing, or adding 
components easily, which means only the 
linked documents must be updated. 
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9 Service level agreements 
can be connected to 
components that are 
managed by multiple 
suppliers. 

2 1 3 3 Individual components are attached to 
service level agreements (SLAs) because 
mitigation steps can be derived using SLA 
and other agreements. 

10 Recover point and 
recovery time objectives 
can be applied to each of 
the suppliers’ managed 
components. 

1 1 3 3 Recovery point and recover time 
objectives can be applied to components 
effectively. 

11 Visibility of the solution 
to management as well as 
the functional and 
technical teams. 

1 1 3 3 One view is used for the framework, and a 
visualized component model is available 
for all, including management. 

12 The degree the 
integration between 
systems is considered. 

1 1 3 3 Integration can be visualized using the 
component-based approach, while 
corresponding documents can be referred 
to from within the visualization. 

 

The evaluation summary in Table 34 clearly shows that the component-based BC/DR 

framework supports the objectives of the KPIs in a better way than the solution that is already in 

place. There are multiple suppliers (outsourcing partners) responsible for IT solutions at the 

stakeholder site, and the component-based approach provides a means to get into the details of the 

IT solutions and, by doing so, clearly elaborates roles and responsibilities at that level. The 

suppliers have different SLAs for their part of the solutions with the stakeholder, and this is 

reflected with the aid of RPO and RTO, which are attached directly at a component level. 

Furthermore, the current solution consists of a set of documents, and there is also a clear separation 

between BCP and DRP. Moreover, BCP is mostly managed by managers, while DRP is primarily 

associated with technical activities. Thus, it is hard to gain an overview of the complete solution, 

and management has a hard time understanding the overall solution. On the other hand, the 

component-based BC/DR framework consolidates all steps in one view and then connects the steps 

with the corresponding documents. Moreover, the new solution does not separate BCP from DRP, 

but instead, DRP is clearly defined as part of BCP, while both are defined as part of the overall 

BCM solution. The models that are provided by the component-based approach can be used by all 

people across different units and teams. Management can easily check the overview steps and the 

component model, and by doing so, they can understand the various components within an IT 

solution, the dependencies between the components, and how each one is protected. Similarly, 

technical people can use the same material, but they can also get details by accessing the linked 

documents. Another feature that could be very useful for the stakeholder is how to present a BC/DR 
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solution for a process that spans multiple IT solutions. This has been a challenge in the past. 

However, the new approach supports developing BC/DR for a process, while taking all the IT 

solutions into account as well, so that all IT solutions can be part of the same recovery procedure. 

Another problem that has been observed is how to manage changes in the IT technical solution, 

which has required the complete BC/DR to be redefined while also updating many documents. 

However, the new solution makes it possible to refresh the information on a component level so 

that the individual components can be changed, added, or removed. The corresponding documents 

must be updated regardless, but the new solution simplifies it by reducing the number of 

documents. 
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7 Conclusions and Discussion 

7.1 Component-based Business Continuity and Disaster Recovery Framework 

 

The component-based BC/DR framework seems to provide an efficient way of implementing and 

managing a comprehensive BC/DR solution for all IT solutions. It clearly separates the technical 

elements of an IT solution from the business elements while connecting all steps so that they can 

be part of the same process. While incorporating the essential elements from various standards that 

already exist today, it also adds a new development in the form of components. The component 

model comes with its process, steps to apply, guidelines for documentation, and visualization of 

the steps and IT solutions. 

The framework entry page can be seen in Figure 32, which is created to support solution a 

as part of the evaluation. 

 

Figure 32: Framework implementation. 

 

The figure also shows how documents are attached to each step, and in this case, the 

document that is associated with the step “business analysis” is highlighted. Ideally, all steps need 



  

 
 89 

to be completed to have a good BC/DR solution, and that is why a highly standardized set of steps 

are provided. However, documentation is flexible, and it is entirely possible for multiple steps to 

point to the same document. This is often the case because documents, such as “business strategy,” 

can be considered the same for IT solutions with similar requirements; therefore, the same material 

can be shared between multiple BC/DR implementations. Everything regarding components is a 

new addition to the framework, and the component approach gets into detail regarding technical 

components, so that the overall solution can be more granular. Moreover, aspects such as 

outsourcing, SLAs, data-center readiness, and business requirements are also brought into the 

solution, all the way to a component level. The solution is also adaptable; it can support many 

scenarios, such as a single process using multiple IT solutions, integrated IT solutions, and 

solutions that make use of the same shared components, such as storage. One of the core features 

of the solution is how it shows the dependency between the different components. Figure 33 shows 

the component model for solution a, and it is created as part of the evaluation. 

 

 

Figure 33: Realization of a component model. 

 

Each element in a component can be linked to documents and, in this case, element 

“recovery procedures” of the component “ERP application” points to a document that elaborates 

the procedures for recovery. Since there are dependencies between the components, it is possible 

to share the same procedure document for other components as well. The evaluation shows that the 
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solution is highly flexible; therefore, it is likely that it can support all kinds of IT solutions while 

adhering to standards, agreements, and capabilities that already exist within an organization. 

 

7.2 Research Questions and Outcome 

 

In this section, the research questions are revisited to verify how the questions have been answered 

by the component-based BC/DR framework. The central question about creating a modular, 

vendor-neutral, and platform-independent framework that can consider the actual IT service 

agreements and IT environments is fulfilled completely. Furthermore, it is evident that the solution 

can be used by business people as well as technical teams because business people only need to 

check the visual representations, while others can drill down further to view more details. The 

follow-up questions are also discussed below. 

1. The solution should function even when an IT solution is outsourced to multiple suppliers. 

The component-based BC/DR solution supports multiple suppliers by dissecting the 

anatomy of an IT solution into a set of manageable components, and each component can 

be associated with a supplier. 

2. Clear definition of roles and responsibilities on a component level are needed, even when 

a multi-supplier environment is considered. Roles and responsibilities are defined on a 

component level, and the component model can show the suppliers that are responsible 

for each component; thus, it is even possible to see all suppliers that are associated with 

one IT solution or process. 

3. The solution should apply to all IT solutions in general, and be adaptable when an 

environment is changed fundamentally, such as when the different ways to deploy an IT 

solution in the cloud are employed. The solution can be applied to all IT solutions, and it 

supports changes transparently. 

4. The underlying technical components should be connected to the BC/DR approach. 

Technical components are connected, through DRP, to the overall BCM. 

5. The solution should correctly facilitate mapping to technical requirements correctly. 

Additionally, the dependencies between the components can also be clearly described. An 

important feature of the solution is to provide detailed and relevant information to the 
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components in the form of attributes. Furthermore, dependencies between components as 

well as between IT solutions are clearly shown as part of the component model. 

6. Adding and removing technical elements should require less effort, without redefining the 

entire solution. The solution supports adding, removing, and changing components and 

attributes associated with them easily. 

7. How can the highly integrated nature of modern applications, such as ERP and CRM, can 

be described and illustrated? Moreover, the solution should also support describing a 

process that spans multiple IT solutions. The solution supports a broad range of 

deployments efficiently, such as business process across multiple IT solutions, integrated 

solutions, and solutions using shared resources. 

8. Visualization of components should be conducted so that all teams can actively be involved, 

including the management team. Visualization is one of the core features of the solution. 

Thus, both the overall framework as well as the component model are visualized. 

9. The documentation regarding the complete BC/DR solution should be consolidated. 

Documents are linked from the framework model as well as from the component model so 

that all documentation is accessible from one place. 

In conclusion, the component-based BC/DR has positive responses to all the research 

queries. 

 

7.3 Contribution and Future Research 

 

The framework as well as the organizations will benefit from creating software to manage the 

solution. The objective of such a software-based solution is to automate much of the work so that 

only some significant inputs will be required to generate the complete framework. The software-

based solution will support both implementation as well as operations so that even management-

related steps, such as testing, can be entered directly into the software solution. Consequently, the 

solution will have all the testing and auditing results for all IT solutions within an environment, 

and this will help add an interesting feature in the form of analytics. Analytics will enable 

consolidating and analyzing data from multiple sources, which means the BC/DR solutions can be 

improved efficiently. 
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Furthermore, this research can also help incorporate other aspects, such as SLAs and data-

center readiness, into a BC/DR solution. The framework can also be applied to disruptive incidents 

other than DR as well and still in the context of BC. Moreover, the solution can be expanded and 

potentially be used to support critical infrastructure protection (CIP), such as power grid and 

transport networks. 

 

7.4 Conclusion and Discussion 

 

Today, IT has become an integral part of modern society, and organizations of various sizes rely 

on the fact that the IT solutions work without major problems. However, like any other machinery, 

IT solutions and their components are also prone to failures, and failures can be classified into two 

main categories: internal and external. Internal failure is when a component of an IT solution, such 

as a server or other elements within that component, such as the CPU or memory, fails. An external 

failure is when external forces cause the failure, such as torrential rains and flooding. 

In addition, IT solutions must be protected from both internal and external factors, but how 

the protection is enabled depends on business requirements. If the business requirements require 

that an IT solution always be available, then the technical environment must be able to support it, 

which means it must be set up that way. It could mean, for example, providing fault tolerance and 

high availability, and in the case of BC/DR, extraordinary measures must be taken to ensure 

recovering the IT solution at an alternate site. Moreover, corresponding processes, procedures, and 

policies should also be in place to support the recovery and business continuation. Finally, the 

corresponding agreements must be in place to manage such solutions, and this may include 

contracts with vendors of software and hardware as well with operation and service suppliers. The 

operations could be provided by an internal team or an external team, but both should comply with 

the corresponding agreements. In the case in which an IT solution is supported by multiple 

suppliers, one must ensure that the collaboration works between them, while all comply with the 

requirements, which are usually governed by SLAs on service level objectives. 

 Since IT is dynamic in nature and evolving rapidly, a BC/DR solution should consider all 

those aspects. While standards provide guidelines, the implementation can vary which means many 

elements can be missed. One such element is the connection between business steps and technical 

steps. Technical steps are necessary because they form the foundation of such a solution; hence, 
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they must be set up in a certain way to support the requirements of business. Furthermore, there 

are also other aspects of a modern IT environment, such as outsourcing the connection between 

SLA and other agreements, and all this will affect the way a BC/DR solution is set up and managed. 

Furthermore, there are challenges concerning presenting a BC/DR solution to management as well. 

Since a BC/DR solution consists of many steps and components, it is hard to give an up-to-date 

and consolidated view. Furthermore, there are also many documents associated with a BC/DR 

solution, and the documents are distributed across several repositories, as various teams or 

suppliers are responsible for the various steps. 

In conclusion, several gaps between standards and guidelines and the actual implementation 

exist, and it requires an additional measure to bridge the two, which should be as generic as 

possible. The component-based BC/DR delivers just that, and while providing a highly 

standardized framework, it also provides flexibility in the sense that all kinds of IT solutions can 

make use of it and adapt the implementation accordingly. While the solution embraces the 

standards that exist today, it also introduces a new component-based model to connect to technical 

components on a detailed level. Furthermore, the new solution consolidates all steps in one view 

with links to the corresponding documents and delivers a visualization of the component model. 

Consequently, managers as well as technical and functional people can also take part in the 

solution, and it is also possible to get into the details if required. The single method of accessing 

the information will likely improve the usability while improving productivity. The solution also 

clearly identifies events that are associated with disasters, which should also reduce the complexity 

of making a distinction between DR events and other events. Ideally, organizations would like to 

have one BCM solution to support both DR and non-DR events, and this is also possible using the 

new approach so that appropriate responses can be initiated. 

The component-based BC/DR seems to fit well into the requirements of a modern IT 

environment, and it can certainly support additional requirements as part of an ever-evolving IT 

because of the modular nature of the solution. The BC/DR has been considered a complex area 

with multiple steps, and the new solution attempts to simplify it by acting as a bridge between the 

standards and the actual implementation. 
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8 Appendices 

8.1 Legends 

 

A list of symbols used in the component-based BC/DR solution is provided in this section. 

 

Component: 

<componenet 1>

 
 

Role: 

<supplier 1>
 

 

Attributes: 
<attribute 1>

<attribute 2>  
 

Objectives in the form RPO and RTO with values: 

RPO
<>min

RTO
<>min

 
 

Measures that are applied to protect a component from disaster events: 

<HA/DR cluster>

 
 

Recovery procedures for the component-based on RPO and RTO: 

<Failover>

 
 

Events such as threats and risks: 

<event>

 
 

Component enclosure that encloses all the elements that are associated with a component: 
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A container that encloses a logical group of components: 
ERP Application

 
 

 

Critical integration between two systems: 

integration
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