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Abstract
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security during development and management of IT
systems 
Gabriella Elvin & Elin Johansson

The objective of this study is to investigate how banks are working
with information security by performing a comparative study between
banks in Japan and Sweden. Special focus is given to the impact of
organizational culture when developing IT-systems. The material
analyzed is collected through semi-structured interviews with banks in
Japan and Sweden, and additional interviews with professionals within
the field of information security. The findings show that banks in both
Japan and Sweden take information security seriously, both from a
technical and an organizational culture point of view. They have
implemented technological countermeasures and try to impose a safety
culture by educating their employees. Organizational culture aspects
are demonstrated to have a great impact on the development of IT
systems from an information security perspective. The development
process of IT systems are different between the countries, the Swedish
banks have started to use the agile development method, while the
Japanese banks still use the more traditional waterfall method. The
result also implies that in Sweden there is an open climate and a
greater trust between the banks which have lead to collaboration
between the major banks and the development of innovative products. In
Japan it is more difficult for the banks to create trustworthy
relationships and share their information security knowledge to the
same extent. The findings strengthen the notion in related research
that cultural aspects have influence on how information security is
managed.
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Populärvetenskaplig sammanfattning 

I dagens samhälle där allt mer personlig information finns sparad i IT-system är det 

extra viktigt hur denna information används och skyddas. Speciellt viktigt är det att 

system i samhället som behövs för att vi ska kunna bedriva en normal vardag anses vara 

säkra och dessutom alltid fungerar, ett exempel på ett sådant system är banker. Banker 

över hela världen förväntas ha bra säkerhet samt alltid fungera. En viktig komponent för 

att bankerna ska vara säkra är säkra IT-system. Det finns tekniska aspekter i hur man 

skapar bra IT-säkerhet men även organisationskulturen och strukturen för hur man 

implementerar säkra IT-system anses bli allt viktigare. Några av de största riskerna för 

banker när man diskuterar informationssäkerhet är informationsläckage, attacker riktade 

mot kunder och störningar som slår ut systemen. 

I ett land såsom Japan, där det finns tydligare hierarkier i bankerna, blir även 

utvecklingsprocessen mer hierarkisk. I Sverige är det dock vanligare att beslut fattas av 

den anställde givet bestämda riktlinjer. Banker i Sverige har därför haft det lättare att gå 

över till och använda agila metoder vid utveckling av IT. Dessa agila metoder gör att det 

blir enklare att testa produkten under hela utvecklingen och därmed se till att säkerheten 

upprätthålls. Generellt så visar detta resultat tillsammans med flertalet andra slutsatser 

från denna studie att organisationskulturen har en stor påverkan på hur banker hanterar 

informationssäkerhet. Banker måste därför lägga stor vikt på att upprätta en god 

säkerhetskultur inom företaget för att åstadkomma informationssäkerhet.  

En viktig ingrediens för att skapa säkra IT-system är att ha kunskap om vilka tekniker 

och metoder som används vid en IT-attack. Detta kan vara svårt för företag att själva 

hålla koll på och veta hur man ska hantera. Därför är det viktigt att dela med sig av 

information och sprida den inte bara i det egna företaget utan även med andra företag 

för att kunna skapa ett utbyte och ett nätverk som hjälper förhindra och hantera 

säkerhetsincidenter. Enligt denna studie är detta informationsutbyte och samarbete 

något som banker i Japan har svårare att skapa än banker i Sverige. Detta grundar sig i 

skillnaden i kultur mellan de båda länderna. De japanska bankerna har en stark vilja att 

ständigt konkurrera och därmed också en olust att dela med sig av information. På andra 

sidan finns de svenska bankerna som har kunnat skapa ett samarbete kring 

informationssäkerhet så att de tillsammans utvecklar produkter för säkrare inloggningar.  

Det är inte bara viktigt att dela kunskap mellan IT-säkerhetsavdelningar på olika företag 

utan även att sprida kunskap om informationssäkerhet i hela organisationen. Eftersom 

alla anställda på banken använder sig av IT-system, kan alla utgöra en säkerhetsrisk och 

måste därför veta hur de i olika situationer ska agera för att inte skapa risker. Vilken 

metod som banker väljer för att sprida denna kunskap beror på vilka resurser som finns 

och vilka metoder som passar bäst med organisationskulturen. Ett av de främsta 

verktygen är att ha tydliga riktlinjer på banken angående vad som krävs av de anställda 
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för att informationssäkerheten ska kunna skyddas. Dessa riktlinjer skrivs ofta i formen 

av en policy med tillhörande instruktioner. Resultatet från denna studie visar att för att 

riktlinjerna ska vara användbara krävs det att de läggs på en nivå som är väl anpassad 

till bankens organisationskultur. På banker där de anställda tar större personligt ansvar 

kan det räcka med att riktlinjerna förklarar ambitionsnivån, medans riktlinjerna 

tydligare måste förklara vad som förväntas av de anställda på banker där de anställda 

har ett mindre personligt ansvar. Förutom riktlinjer krävs det utbildning inom 

informationssäkerhet för att de anställda ska kunna agera på ett säkert sätt.  

Syftet med den här studie är att jämföra hur banker i Japan och Sverige implementerar 

informationssäkerhet inom utveckling och hantering, för att se om organisationskulturen 

påverkar informationssäkerheten.  Konkreta exempel på vad som tas upp i studien är: 

hur säkerheten påverkas av att organisationen är hierarkisk, vilken typ av metod man 

använder vid utveckling och hur man ser på var ansvaret för säkerheten ska ligga. För 

att undersöka och se om skillnader i kulturen leder till skillnader i hur 

informationssäkerhet uppnås har japanska och svenska bankers informationssäkerhet 

och organisationskultur undersökts. Data till studien har samlats in genom att intervjua 

ansvariga för informationssäkerhet på banker i Japan och Sverige, samt intervjua 

personer som arbetar med informationssäkerhet på myndigheter och organisationer. 
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1. Introduction 

The technological development of today is moving faster than ever before, leading to 

new technologies and opportunities. The technology enables possibilities no one 

thought were possible only a couple of decades ago. For companies the importance to 

stay ahead of competitors by providing the customers with innovative tools and 

applications has become even more apparent. There is however a downside to the fast 

moving technological development: as the society in general can benefit from these new 

technologies so can the criminals. Cybercrime is becoming more common each year and 

according to PwC’s (2016) study Global State of Information Security Survey the 

number of cyber security incidents increased by 38 % across all industries in 2015. 

Unfortunately this seems to be a continuing trend that is not going to stop anytime soon. 

To protect their organizations most companies spend increasingly larger percentage of 

their IT budgets on how to manage this risk and mitigate the intrusions through 

information security protection (Vacca, 2014). Adding to this problem is the fact that 

more companies are moving towards automating several tasks that used to be manual 

and thereby bringing even more operations to an internet-connected infrastructure. 

Vacca (2016, p.1) consequently acknowledges: “Security is not an IT problem, it is 

business problem.”  

One of the industries with an additionally high demand on information security is the 

financial sector. Banks providing financial services have a different risk profile than 

other organizations and represent natural attack targets (ISO a, 2013). Customers expect 

that their personal and financial data are well protected and an efficient information 

security protection is therefore crucial for the banks to not lose their trust. The Swedish 

Financial Supervisor Authorithy (FI) (FI a, 2017) announced in their last supervision 

report that over the last couple of years the cyber security incidents have not only 

increased in frequency, but they have also become even more sophisticated and 

persevering. According to FI (FI a, 2017) many banks still have not adjusted to the 

changed condition in information security due to more sophisticated attacks and a larger 

number of systems interconnected and at a higher degree.  

These changing conditions are not only happening in Sweden. Banks all over the world 

have to face the difficult task to protect their system from more frequent and advanced 

cyber attacks. Due to globalization one could assume that the way to technologically 

protect the banking systems should be fairly similar over the world, but questions arise 

if there might be other reasons why the information security protection could differ. It 

would therefore be interesting to compare how the banks are working with information 

security in different countries. Japan has for a long time had the reputation of being a 

technological superpower where new innovative products are produced at a quick pace 

(Foreign policy, 2016). In comparison with Sweden there is a distinct cultural 

difference, where Japan is associated with an eastern culture and Sweden with a western 

culture. With this in mind it is interesting to investigate how banks in Japan and Sweden 

http://www.pwc.com/gx/en/issues/cyber-security/information-security-survey.html
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are working with information security and if there are possibilities to learn from each 

other in order to strengthen the protection. 

1.1 Objective and Research Questions 

The objective of this research paper is to do a comparative study of how banks are 

working with information security in Japan and Sweden. Several different areas within 

information security will be analyzed from the development of new systems to how they 

ensure that the employees are aware of the threats. The general environment regarding 

information security in Japan and Sweden will also be analyzed in terms of regulation 

and cooperation. The goal is to put emphasizes on both differences and similarities to 

see how the protection of data is implemented in the two countries. The information 

security is analyzed according to the following questions:  

Research questions 

What is the process for development of IT systems? 

What risks are there in the development process? 

What cultural differences are there between the banks? 

- What effect will these have on the information security of the finished product? 

How do regulations affect information security management and policy? 

1.2 Delimitation 

This study is limited to an investigation of the information security in traditional banks 

which offer conventional financial services in both physical offices and through internet 

banking. Banks that only carry internet banking have not been researched. The study 

will only focus on the bank industry of Japan and Sweden and the banks studied 

originate from either of these two countries. 

1.3 Summary 

The material for this study is primarily collected through semi-structured interviews 

with banks in Japan and Sweden. Interviews with experts within the field of information 

security are also performed to get additional information regarding the banking 

industries in general. The findings indicate that banks in Japan and Sweden take 

information security seriously, both from a technical and an organizational culture point 

of view. All banks interviewed have implemented technological countermeasures to 

protect their assets and try to impose a safety culture in their organizations by educating 

the employees. Organizational culture aspects are demonstrated to have a great impact 

on the development of IT systems from an information security perspective. The 

methodologies used to develop IT systems are different between the countries, the 
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Swedish banks have started to use the agile development method, while the Japanese 

banks still use the more traditional waterfall method. The findings further imply that 

Sweden has an open climate and a greater trust between the banks which have resulted 

in collaboration between the major banks and the development of innovative products. 

In Japan it is more difficult for the banks to create trustworthy relationships and share 

their information security knowledge to the same extent. The findings strengthen the 

notion in related research that cultural aspects have influence on how information 

security is managed. 
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2. Background 

This chapter aims to provide background on the subject of information security. The 

chapter is divided into four sections. First definitions of some of the important terms for 

the thesis will be clarified. The second section is about the different laws and 

regulations in Japan and Sweden, and will give an overview of the two countries. The 

third section is about some of the technical tools the banks are using to protect their 

systems and create information security. The aim of the third section is to give an 

understanding of the main characteristics of how to protect an IT system, though 

because of the banking industry being a high risk profile we will not be able to tell the 

exact specifics of what the banks are using. The final section is about related work and 

results that can be of interest to this study. 

2.1 Definition of Terms 

Definitions from the International Organization of Standardization (ISO) regarding 

terms related to information security management systems (ISO b, 2016):  

Availability - property of being accessible and usable upon demand by an authorized 

entity 

Confidentiality - property that information is not made available or disclosed to 

unauthorized  

Information security - preservation of confidentiality, integrity and availability of 

information, individuals, entities, or processes 

Integrity - property of accuracy and completeness 

Risk - effect of uncertainty on objectives 

Vulnerability - weakness of an asset or control that can be exploited by one or more 

threats 

Definitions of bank sizes, so that the banks in Japan and Sweden can be compared: 

Large bank - Banks that offer a wide range of financial services all over the country in 

which they originate from and have more than 10 000 employees. They may also have 

bank offices in other countries.  

Regional bank - Banks that offer traditional banking services in a limited geographical 

area and have less than 10 000 employees.  
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2.2 Institutions and Organizations of Information Security for 
the Financial Sector 

Towards the end of the twentieth century most countries started implementing 

regulations and laws on cyber security to give governmental offices and other critical 

infrastructures the incentive and requirement to secure the sensitive information that 

they are handling. The organizations and institutions overseeing the regulations will be 

given a small introduction in this section, as well as the regulations. This will provide a 

historical background to the different statuses for the regulations of the financial sectors 

in Japan and Sweden. This section will start with a walkthrough of Japan and then 

Sweden.  

2.2.1 Institutions in Japan 

 

Figure 1. An overview of the institutions and organizations in Japan that handle 

information security, where red indicates regulatory and yellow indicates forums for 

sharing information. (Source: FSA b, p.5) 

Figure 1 shows how the different organizations in Japan are connected, how they affect 

each other, and how they can work together to regulate and help develop information 

security of the financial institutions in Japan. 

2.2.1.1 Financial Services Agency 

Financial Services Agency (FSA) is an external organ of the Cabinet Office. The agency 

handles the disposition of failed financial institutions and is responsible for ensuring the 

stability of Japan’s financial system (FSA a, 2017). FSA has many responsibilities, 

some of which is to take part in the planning and policymaking concerning the financial 

system, establishment of rules for trading in markets, and surveillance of compliance of 

rules in the markets (FSA a, 2017). They describe their task as follows:  
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The environment surrounding the financial world, including technological 

innovation and globalization of the financial system, is changing 

continuously. It is the FSA’s major task to strive for qualitative 

improvement of financial regulation and supervision by adjusting the 

measures to these changes (FSA a, 2017, p. 6) 

In The Policy Approaches to Strengthen Cyber Security in the Financial Sector 

(Summary) FSA has developed five policies to strengthen the cyber security and 

overcome challenges for the financial sector (FSA b, 2015). These five policies aim at 

creating a dialogue between financial institutions and FSA, to improve the information 

sharing between financial institutions, to continue implementation of security exercises, 

to develop cyber security with human resources, and to explain the arrangements of 

cyber security initiatives in the FSA (FSA b, 2015).  

2.2.1.2 National Center of Incident Readiness and Strategy for Cybersecurity 

National Information Security Center (NISC) is an institute under the Japanese 

government. In 2013 the Japanese government implemented Japan’s Cybersecurity 

Strategy, which outlines the roles of the various stakeholders across the government and 

private sectors. In December the same year laws regarding state secrets were passed and 

these made the security practices on handling sensitive information much stronger. 

Following this was in 2014  The Basic Law on Cybersecurity which legally obliged the 

critical infrastructure companies (CII), banks are included in this sector, to cooperate 

with national and local government on cybersecurity and cyberdefense (Ministry of 

Justice, 2014). The Basic Law on Cybersecurity sets responsibilities on the CII that they 

should make an effort to deepen their awareness and understanding of the critical value 

of cyber security. It also states that the national government should provide ‘necessary 

measures’ so that the CII’s can practice, set up standards, and create a good 

environment for good information sharing (Ministry of Justice, 2014). None of the laws 

or policies specify any mandatory technologies. 

As of May 2015 the Japanese government is drafting a new cyber security strategy. 

There are three authorities which have the main responsibility for network and 

information security (1) The Cybersecurity Strategy Headquarters, (2) The National 

Information Security Center, and (3) The Information-Technology Promotion Agency 

(BSA The Software Alliance a, 2015). 

2.2.1.3 Japan Computer Emergency Response Team Coordination Center 

Computer Emergency Response Team (CERT) Division is an organization that works to 

help other organizations, governments, and companies to use appropriate management 

techniques and technology to resist attacks on their network. CERT wants to ensure that 

critical services can function continuously and help these to limit damage in the case of 

an successful attack, accidents, or failures (CERT a, 2015). A Computer Security 

Incident Response Team (CSIRT) is on a company or organization level and has the 

main function of providing incident handling. It can provide reactive and proactive 

functions to help protect and increase the IT security at companies and CERT 
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recommend that all organization and companies should have a CSIRT. By CERT a 

CSIRT is described as an fire department: “a CSIRT helps organizations contain and 

recover from computer security breaches and threats”   (CERT b, 2015). 

Japan Computer Emergency Response Team Coordination Center (JPCERT/CC) is one 

component of the larger CERT Division and it supports the whole country of Japan on 

incident handling (CERT b, 2015). JPCERT/CC is the first CSIRT established in Japan 

and was recognized as such in 1996. They describe themselves to be acting as a “CSIRT 

of CSIRTs” (JPCERT/CC a, 2015) in the Japanese community. During 2007 they jointly 

launched Japan CSIRT Council, and started as their secretariat (JPCERT/CC a, 2015). 

2.2.1.4 Nippon CSIRT Association 

JPCERT/CC is also the secretariat of Nippon CSIRT Association (NCA). NCA was 

launched in March 2007 by six teams, one was the JPCERT/CC and is comprised of 

internal CSIRTs as a way of sharing information among CSIRTs in Japan and promote 

and assist in establishing new CSIRTs. JPCERT/CC can be seen as an influential 

organization in the discussion and development of Japan's information- and cyber 

security (JPCERT/CC b, 2015). JPCERT/CC explain the challenges in information 

security by writing: 

The increasingly sophisticated and complex cyberattacks targeting 

organizations have called for a number of CSIRTs to combine their efforts 

for a rapid response, accelerating the move to establish internal CSIRTs 

and join NCA. (JPCERT/CC b, 2015) 

NCA is an “association that promotes and supports information sharing and 

cooperation among CSIRTs in Japan” (NCA a, 2017). They arrange workshops, events 

to support companies to set up new CSIRTs, and offer suggestions on how to improve 

security. The CSIRTs that are members of the NCA are independent and the purpose, 

position, and legal restrictions vary. A CSIRT is responsible for responding to attacks 

on computer security, they work on preventing and analyzing information regarding 

such incidents. NCA describe their main activities as:  

Sharing information among members (incident and security-related 

information, response techniques, etc.) 

Working group activities (aimed at solving mutual challenges for the society 

and for CSIRTs) 

Annual meeting (presentation of required reports, exchange of opinions, 

etc.) (NCA b, 2011).  

Figure 2 gives an overview of how NCA collaborates and works with their members 

and other organizations, it also explains the main objectives of NCA’s organization 
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Figure 2. The organization of NCA and structure surrounding it. (Source: NCA c, 2017) 

2.2.2 Institutions in Sweden 

2.2.2.1 Sweden's Financial Supervisor Authority  

FI is the Swedish authority that is responsible for supervising the financial market in 

Sweden. 

Our role is to promote stability and efficiency in the financial system as well 

as to ensure an effective consumer protection (FI b, 2017).  

Since the middle of 2014 FI has set up instructions for the Swedish banks on 

information security, called Regulations and General Guidelines regarding information 

security, IT operations and deposit systems in short FFFS 2014:5, which work as 

regulations on how the banks should be managing information security (FI c, 2014). 

The regulation from FI states that the Swedish banks should have a person responsible 

for the information security, coordinating and leading the work, that they on a yearly 

base should evaluate the risks, and they should make sure that their IT systems are 

secure enough in relation to what kind of information it contains (FI d, 2014). These are 

just a few of the stated regulations in the FFFS 2014:5. 

2.2.2.2 The Swedish Civil Contingencies Agency 

The Swedish Civil Contingencies Agency (MSB) is the national authority in charge of 

information security and they compel each government agency to establish an 

information security policy. MSB has helped create a good reputation of the Swedish 

cyber security. Although Sweden does not have a national cyber security strategy at the 

moment they have adopted the National Strategy for the Protection of Vital Societal 

Functions in 2014 which works as a strategy or plan for protection of the critical 

infrastructure (BSA The Software Alliance b, 2015). The work of producing a national 

security strategy has to this date been evaluated and the suggestion of the investigation 

has mostly been approved in the consultations responses, these were reviewed by the 

22nd of February 2016 (Regeringskansliet, 2015).  
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2.2.2.3 Sweden Computer Emergency Response Team 

Sweden Computer Emergency Response Team (CERT-SE) was established in Sweden 

during 2003 and they have jurisdiction over all Swedish networks (BSA The Software 

Alliance b, 2015). It is the national CSIRT and the aim is to support the society in the 

work to prevent and handle IT incidents (CERT-SE, 2017). The mission of CERT-SE is 

stated in Ordinance (2008:1002) which also includes instructions for MSB. The main 

missions are: (1) Respond promptly when IT incidents occur by spreading information, 

and where needed work with the coordination of measures, and partake in work to 

remedy or mitigate the incidents consequences. (2) Cooperate with authorities that have 

specific tasks in the field of information security. (3) Act as Sweden's point of contact 

for equivalent services in other countries, and develop cooperation and information 

exchanges with them. CERT-SE is also the Governmental CERT and this means 

additional responsibilities with the Governmental body (CERT-SE, 2017). 

2.2.3 Comparison of Regulation in Japan and Sweden 

Table 1. Organizations in Japan and Sweden 

Main function Japan Sweden 

Financial regulator 

 

FSA FI 

Incident and emergency 

response 

 

NISC MSB 

Information sharing and 

prevention of IT-incidents 

CERT/CC and NCA CERT-SE 

 

 

 

 
Figure 3. Timeline over laws and foundation of CERTs in red-Japan and blue-Sweden 

Table 1 aims to give an overview of which organizations have similar responsibilities 

and functions in Japan and Sweden. The figure 3 shows what years the CERT teams of 

Japan and Sweden were established and which year laws or regulations were 

implemented in Japan and Sweden. Table 1 and figure 3 help in concluding that Japan 

and Sweden have similar organizations and that Japan has established their 

organizations and regulations and laws earlier than Sweden.  
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2.3 Technical Tools for Information Security 

The aim of this section is to give the reader a background to what tools are common for 

protecting and maintaining a secure environment on a network connected to the public 

sphere. According to Kizza (2005) the main concept of IT security is prevention, 

detection, and response. The main tools for prevention and detection will be introduced 

here and the overall functions will be explained. 

2.3.1 Cryptography 

Strebe (2004) describe cryptography as the study of ciphers and encryption. The 

intention with encryption is that intermediate parties cannot read the information, and 

thereby providing confidentiality (Strebe, 2004). There are two usual types of 

algorithms for encryption. The first one is symmetrical or secret-key, which is when the 

same key is used for encrypting the message and to decrypt the message (Perez, 2014). 

The second one is an asymmetrical or public-key algorithm. The asymmetrical 

algorithm uses one key for decryption and another key for encryption and usually the 

key for encryption is public (Kizza, 2005). This makes it possible for anyone to encrypt 

a message but it’s only the one with the private key for decryption that can read and 

make sense of the message (Perez, 2014).  

The symmetrical algorithms has smaller key size than the asymmetrical algorithms 

(Perez, 2014). Two of the main problems with the symmetrical algorithm are how to 

distribute the keys between the users, and to achieve a high security by using one key 

for every two users. This implies the need to have different encryptions between all 

pairs of communicators and still it has the problem of distributing the key securely to 

each user (Kizza, 2005). The purpose when the asymmetric algorithms were created was 

to solve these problems. That being said, it does not mean that the asymmetrical 

approach to encryption does not have its own disadvantages. The biggest disadvantage 

is that due to the larger key size of the asymmetrical key the encryption process 

becomes slower (Kizza, 2005).  

Another way of encrypting plain-text is called hashes, these are mainly used as a one-

way function and cannot be reversed to discover the original data (Strebe, 2004). The 

hashed data can be considered to have integrity and authenticity and is often used for 

user authentication by using the hash function on a user's password (Kizza, 2005). The 

same message always results in the same hash value. 

2.3.2 Firewalls 

Strebe (2004) describes a firewall as a way of implementing border security to the 

network. A firewall works as a gateway, through which a private network connects to 

the public network. A secure firewall contains the three basic functions; packet filtering, 

network address translation, and a proxy service (Strebe, 2004). Packet filtering is the 

capability of dropping packets of data that do not meet security standards that matches 
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the device’s security settings. Network address translation is the process of hiding the 

individual IP addresses in your network behind a public address of the firewall. This 

makes it look like one computer instead of all different ones that actually are in your 

network. It also contains the rewriting of IP addresses of a packet stream as it flows 

through a router for the purpose of multiplexing a single IP address across a network of 

internet components (Strebe, 2004). An application proxy service can reject data that is 

not from an approved application (Kizza, 2005). It is for a specific application-layer 

protocol like HTTP and can detect and block malformed or maliciously modified 

streams. Other services that can be performed on border firewalls are virus scanning, 

searching communication stream for the identifying signature of a virus, and content 

filtering, blocking websites based on keywords found in the content (Strebe, 2004). The 

strong firewalls protect your network on all software layers up to the application layer. 

2.3.3 Authentication 

Authentication is the process of validating the identity of a user, e.g by providing the 

authenticator with a password, which would be something you know. It can also be to 

provide something you have, something you are or somewhere you are (Kizza, 2005). 

An example of something you have could be a card. Something you are is more like a 

fingerprint or voice recognition. Someplace you are could be if it is only a specific 

physical computer that has special access (Kizza, 2005).  

For the different kinds of authentication a server is usually involved as the 

authenticating component, it could also be a VPN, firewall, or an independent 

authentication process. The general forms are basic authentication, challenge-response, 

and centralized authentication (Kizza, 2005). The basic is to examine information 

provided by the user for authentication, the challenge-response is when the authenticator 

provides the user with a challenge and then examines the response, and the centralized 

is when a central server authorizes and audits the users of the network as the process of 

authentication (Kizza, 2005). 

An One-time password (OTP) is an authentication method in which a new password is 

generated for each session (Rayes, 2011). The password can only be used once, and any 

attempt to use the same password again will fail. OTP is randomly generated through 

random number generators, which reduces the risk of them being guessed (Kizza, 

2005). To further strengthen the security they are usually encrypted. The password can 

for example be sent via SMS, email, or to a hardware device that the user possess 

(Garfinkel & Lipford, 2014). By providing the user with a device it gets more difficult 

for intruders to access the user’s account because it is not as easy to duplicate as for 

example a simple password. The object can however get stolen, lost, or otherwise 

compromised which will cause problem for the user (Kizza, 2005). When the password 

is sent via SMS or email there are other disadvantages with OTP, since they risk being 

subjected to impersonation attacks. Another attack this helps prevent is when there is an 

unknown third part either eavesdropping or altering the message, also known as a man-

in-the-middle attack (Tsuji & Shimizu, 2003).  
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2.3.4 Intrusion Detection 

Intrusion detection is, just as it sounds, the act of trying to detect intrusions such as 

malicious activity to a system. Kizza (2005) writes on the subject of intrusion detection 

that “there is always the potential that the security provided for the resources will at 

some point fail” (Kizza, 2005, page 315). The intrusion detection systems (IDS) are 

often lumped together with intrusion prevention system (IPS) and called intrusion 

detection prevention system (IDPS) (Perez, 2014). IDS can either be passive or active, 

according to Strebe (2004) the most common ones are the ones that work as inspectors 

which is a passive function with goal to detect any intrusions and give alerts, e.g. of 

intrusions is malicious use or attempts to break into the system. 

The IDPS are classified on the scope for monitoring and the function they have. 

According to Perez (2014) there are four main types: Network-based, wireless, home-

based, and network behavior analysis. The network-based (also called a N-IDPS) is 

monitoring a network on different segments of a LAN. It can either watch all the 

networks traffic or monitor with itself as the target machine and watch over its own 

traffic (Kizza, 2005). A wireless IDPS (WIDPS) is a specific case of the N-IDPS which 

monitors the data transmitted over a Wi-Fi connection. A home-based IDPS (H-IDPS) 

or host-based is similar to the N-IDPS but instead of monitoring a network it only 

focuses on one computer (Perez, 2014).  

The HIDS are described by Kizza (2005) as more advantageous as they are faster than 

NIDS, they log continuing events, have more accurate information, and work close to 

each host. Additionally they can detect low-level changes that are not permitted actions 

by that host. The drawbacks with the HIDS are firstly, they do not get the bigger picture 

and secondly, as they are close to the user they may be easier to tamper with. There is 

also more specialized IDS with a smaller target, e.g. system integrity verifiers, log file 

monitors, which are less used (Kizza, 2005). 

The different types of detection are anomaly-based, signature-based, and protocol 

(Perez, 2014). Searching for anomalies is a rule-based detection to find what behaviour 

that does not match the normal/accepted behaviour (Kizza, 2005). Anomaly detection 

needs to be kept updated as user behaviour change and can also be classified as a 

learning system. This makes for a system which can alert on new previously unknown 

threats. Problems with the anomaly-based detection are that it is expensive to keep 

updated, it only detects intrusive behaviour that is abnormal, and often it produces false 

positives as a user might be behaving in a new way (Perez, 2014). The signature-based 

detection, also known as misuse detection, is based on the thought that an intrusive 

activity has a unique pattern/signature (Kizza, 2005). Signature detection contains 

descriptions of what is unwanted usage and the signatures that is searched for come 

from known threats, which means that it is very effective against these (Perez, 2014). 

Because it is based on how known attacks look, the signature-based will never detect a 

new kind of attack and has trouble understanding complex communications (Perez, 

2014). Protocol analysis states how protocols should be used, it monitors the status of 
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the transport and application protocols. Protocol analysis uses defined models, like 

standardization norms from e.g. Internet Engineering Task Force (IETF), when these are 

updated the models has to be updated as well. Disadvantages with the protocol analysis 

is overload that might occur because of session status monitoring and having not being 

able to detect attacks that do not violate the characteristics of the protocol (Perez, 2014). 

2.4 Related Research 

This section will seek to give an understanding of what research has been conducted 

within the field of information security. Special focus will be given to studies where 

cultural aspects are seen to have an affect on the effectiveness of information security. 

The section aims to give motivation for the study presented in this report.  

Several research studies have been conducted in order to investigate what factors are of  

importance when trying to obtain a high quality information security protection. 

According to Yeniman et al. (2011) improvements in communications management and 

security policy will result in improvements in other security parameters, such as 

organizational and physical security. Their study examined information security in 

small and medium-sized companies in Turkey by the means of questionnaires. These 

results were then compared with the result of similar studies in other countries. 

Yeniman et al. (2011) emphasizes the importance of conforming to the international 

policy standards and applying them throughout the entire enterprise. Additionally, the 

systems need to get thoroughly tested to see if they achieve an adequate level of quality. 

This should be done by penetration testing, which according to their study is an 

important factor in order to reach sufficient information security. The result from the 

overall study showed that the Turkish companies do not attach as much importance to 

information security as their counterparts (Yeniman et al., 2017). However, the cultural 

differences were not accounted for in this study and the authors emphasize that in 

further studies additional questions related to cultural differences would be beneficial 

for a better understanding.  

Kraemer, Carayon, and Clem (2009) focused their research on organizational factors 

and how these can affect information security. Their results showed that factors such as 

lack of knowledge regarding information security among employees, lack of 

specification when designing a policy, quality of testing team, and poor quality of 

requirement definitions can affect the outcome of general information security in 

companies. The results implies that the roles of organizational factors are complex and 

make information security systems vulnerable in ways that technical remedies cannot 

fix (Kraemer, Carayon, & Clem, 2009). It is therefore important that the management is 

aware of the multifaceted roles of organizational factors and that vulnerabilities in 

information security are not the sole result of a technical problem. The design and 

management of information security systems need an integrative, multi-layered 

approach to improve performance (Kraemer, Carayon, & Clem, 2009).  
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Kayworth and Whitten (2010) have come to similar conclusions in their research about 

how an effective information security strategy manifests itself in practice. According to 

Kayworth and Whitten (2010) there are three primary objectives the security 

management must address: balancing the need to enable the business, ensuring 

compliance, and maintaining cultural fit. The companies studied in their research 

achieved this through a socio-technical strategy that includes three types of activities: 

organizational integration, social alignment, and technical competence (Kayworth & 

Whitten, 2010). The authors emphasize that to accomplish effective information 

security it should be considered a business issue, not a technical one, due to its 

multifaceted nature.  

Kankanhalli et al. (2003) carried out a survey study that investigated the effectiveness of 

information security based on security practices and organizational factors. Their result 

indicated that small and medium-sized companies engage in fewer man-hours expended 

on information security per week. Strong top management support is important to 

achieve effective information security because it leads to a higher level of sophistication 

of security software. The survey also showed that financial organizations undertake 

additional measures towards information security compared to other sectors.  

In an empirical study by Rocha Flores, Antonsen, and Ekstedt (2014) investigated the 

behavioral information security factors that affect the establishment of information 

security knowledge sharing in organizations. The study’s intention was to investigate 

how the sharing security knowledge differs based on national culture, and a comparative 

study between Sweden and USA where performed. The study emphasizes the 

importance of the process to coordinate implemented security knowledge sharing. 

Security knowledge sharing enables employees to gain the understanding that they need 

to minimize the risk of intrusion and make the correct decision from a security point of 

view (Rocha Flores, Antonsen, & Ekstedt, 2014). The results implicated that in Sweden, 

which is seen as a less individualistic and highly feminine country, managers tend to 

focus on implementing controls that are aligned with business activities and employees’ 

need. Organizations in the USA established security knowledge sharing through formal 

arrangements. The authors therefore states that Swedish managers perceive it to be 

important to involve or at least know how their employees cope with the decisions that 

have to be made, while managers in the US feel the need to have more central control 

when it comes to information security (Rocha Flores, Antonsen, & Ekstedt, 2014). The 

national culture has importance when designing effective information security and 

companies could improve their information security by recognizing the impact of 

national culture. Rocha Flores, Antonsen, and Ekstedt (2014) therefore argue the 

significance of taking national culture into consideration in future studies. 

The related research described in this section present information security as a complex 

field where both technical and organizational factors need to be taken into account. It is 

not sufficient to only review the technical aspects in terms of an organization's hardware 

and software, the organizational aspects also affect the efficiency of information 
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security. According to the research conducted within this field the organizational factors 

that have  importance are connected to policy design, ensuring compliance, and degree 

of knowledge of the employees. In addition to the technical and organizational aspects 

many researchers emphasize the significance of being aware of the cultural factors, e.g. 

national culture. The study presented in this report have incorporated all these aspects: 

technical, organizational, and finally national culture through a comparative study 

between Japan and Sweden. 
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3. Theory 

This chapter is divided into five sections. In the first section, titled information security, 

the main areas for handling an organization's information security and secure 

development will be discussed. The second section covers two different methodologies 

used for developing software. Thereafter a section about the organizational culture will 

be presented from the perspective of national differences. The fourth section is about 

how technical artifacts and society co-develops. This chapter will then be concluded 

with a section about how these four somewhat different sections help analyze the 

gathered data about the banks in Japan and Sweden.  

3.1 Information Security 

Information security is the protection of an organization’s assets. Mainly it refers to 

how the information systems are protected. Information systems security is the 

hardware, operating systems, and application software that works to process and store 

data for organizations to create a secure environment (Kim & Solomon, 2016). 

According to Kim and Solomon (2016) the financial assets of an organization is one of 

the highest-profiled asset in any organization. This includes not only direct sources of 

money but also credit card numbers and personal financial information among others. 

The financial assets is mainly what a bank is about, which indicates that banks has a 

high risk profile. Not only are they likely targets of IT attacks but they also face a high 

pressure as loss of financial assets can have long-term effect on the company's 

reputation and brand image (Kim & Solomon, 2016). 

Companies are increasingly spending a larger percentage of their IT budgets on 

understanding and handling of risks and intrusions (Vacca, 2014). Vacca (2014) states 

that a secure organization does not result from securing technical infrastructure alone. 

This is also enhanced from the statement that “the user is the weakest link in security” 

(Kim and Solomon, 2016, p.38), which indicates that means of protecting the 

organization from users becomes one of the most important matters. These users can of 

course be the malicious users but it also includes human errors, untrained users, cavalier 

users, or even careless users (Campell, 2016; Kim & Solomon, 2016). To handle all 

these different users the security of the organization needs to cover a wide area, from 

using rigorous testing of software and web application, a continuity plan, to applying 

policies. As a company it is important to create and use security policies to create 

awareness on how the employees should act to become successful within information 

security (Vacca, 2014; Campbell, 2016; Kim & Solomon, 2016). 

3.1.1 Vulnerabilities 

As mentioned before, the user is the major risk. Because humans are the weakest link, 

most time the employees of the company will be an attacker's main target (Campbell, 

2016). Common attacks according to Vacca (2014) are malicious code, social 
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engineering, industrial espionage, and spam, phishing, and hoaxes. This is a way of 

categorising different attacks, because there are many different methods. An attack can 

occur in mixes of these mentioned methods (Vacca, 2014). Malicious code is the 

category that is the most technical one and combined with one of the other categories it 

can become really dangerous. This is because the malicious code often is designed to 

damage the organization’s computer systems. Social engineering is when you attempt to 

coerce or deceive another human. According to Kim and Solomon (2016) we do this in 

our day-to-day lives. E.g. you may social engineer your partner into do one of your 

chores. There are several ways that hackers may try to con a user. One is impersonation, 

pretending to be someone else, another one is urgency, creating a situation of urgency or 

emergency (Kim & Solomon, 2016). In most cases the attacker never come face to face 

with the victim (Vacca, 2014). Spam is defined as sending unsolicited bulk messages, 

which then can contain hoaxes or links to phishing sites. Phishing is a criminally 

fraudulent process where you try to get sensitive user information (Vacca, 2014). 

According to an CSI/FBI report, from year 2008, 80% of the brands phished was in the 

financial sector (see figure 4). 

 
Figure 4. Unique brands phished by industry sectors year 2008 (Source: Vacca, 2014, 

FIG 1.6 p.8) 

By asking the right questions and behaving in a, for the pretended role, convincing way 

the social engineer will gain access to the wanted information about the company. To 

increase the security in an organization it is important to create an environment where it 

is okay to say no or ask a supervisor instead of risking security breach (Campbell, 

2016). By training the employees it will be possible to make them not only understand 

why their passwords need to be of a certain length but also why it needs to contain 

numbers, special signs and not be the word “password”. With awareness the employees 

of a company can learn exactly how they are vulnerable (Campbell, 2016). 
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3.1.2 Policies 

Applying policies in a company helps to handle risks like unauthorized access to 

company data or software (Vacca, 2014), e.g. to data centers or computer rooms. A 

policy also helps to create guidelines on how to recover from an attack on the systems, 

called a continuity plan, and it helps establish what standards and tools that should be 

used when developing (Kim & Solomon, 2016). This is not necessarily written in the 

policy but could come from the guidelines or standards that are based on the company’s 

policy (Kim & Solomon, 2016). 

 
 

Figure 5. The infrastructure of an IT security policy 

Kim and Solomon (2016) defines IT security as several documents where a policy is the 

main one, see figure 5. The policy is supposed to be a short statement about the course 

of the company written by the upper management. Thereafter comes the standards, 

which is a more detailed written definition of the hardware and software and their 

usage. These should ensure consistent security controls. After the standard comes the 

procedures according to Kim and Solomon (2016). A procedure are instructions for how 

to use the policies and standards. This may include the continuity plan, testing 

procedures, and other plans and reactions. The last part of the documents are the 

guidelines, which works as suggested courses of action. These can be either flexible or 

more specific. These different documents help the employees of the firm to know what 

they should do in some specific cases and also what kind of security level they should 

implement. 

Each company should develop their own policy, to specify use of company data or 

software (Vacca, 2014). By having a tailored policy, with all its parts, the company 

makes sure to give a more serious front to its customers, it increases the ability to 

require the same standards from subcontractors, and also makes it easier to implement 
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one of the most important parts which is compliance (Campbell, 2016), this will be 

explained in the next subsection. 

3.1.3 Compliance and Security Administration 

It does not help to just have a policy, one has to make sure it is being implemented, 

understood, and used by all in the organization. Usually this is done by the security 

administration which are responsible for planning, designing, implementing, and 

monitoring an organization’s security (Kim & Solomon, 2016). They should create a 

policy that is specific for the company as well as working with encouraging a culture of 

security awareness. This can be achieved with training and by using the security policy 

and its underlying guidelines (Kim & Solomon, 2016; Campbell, 2016). 

Compliance means that the company enforces its policies, it complies by them. Three 

primary means to ensure this is by using an event log, compliance liaison, and 

remediation (Kim & Solomon, 2016). By using an event log a company records which 

users access certain data or resources and when. This can later be used to see who has 

done what changes to or accessed the data. By usage of an event log it becomes possible 

to investigate security problems. Compliance liaison is to make sure all personnel are 

aware of the organization’s policies. Remediation is when things that are broken or 

defective need to be fixed, e.g. to fix vulnerabilities in computers (Kim & Solomon, 

2016). 

3.1.4 Security in Software Development 

The development of software needs attention from a security perspective through the 

whole process. The security team needs to ensure that the finished product fulfills the 

security standards and regulations that is stated in the company’s policy documents 

(Campbell, 2016; Kim & Solomon, 2016). Having an information security policy and 

making sure that security is integrated in the whole development helps the developers 

know what tools they are allowed to use, what kind of security measures they must 

implement and at what level. It is fundamental to implement security in the 

development because applications represent the gate for staff, customers, and attackers 

to access the company’s data (Kim & Solomon, 2016). If the security manager makes 

sure that security is represented when the requirements for a new project is being stated 

this will increase the success rate for the project and the possibility to make sure that 

testing and time for this is included in the project's budget (Campbell, 2016). Testing 

should try to exploit the present vulnerabilities in the application or software. These 

tests cannot achieve it “just like a hacker would do it” (Vacca, 2014, p.179), this is 

because the hacker does not have to follow any rules.  

The testing of a new system or network should include penetration testing, code 

analysis, and test reporting (Campbell, 2016). Code analysis should be thought about 

through the whole process and in the end the code should be analysed so that one tries 

to find some of the regular faults. Test reporting means that the results from tests should 
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be written down and handled. When performing penetration tests there are some 

different ways to go about it. It has to be decided from where the tester is trying to 

penetrate the system and how much knowledge the tester should have (Vacca, 2014). 

The penetration can either be done externally or internally. A tester that is performing 

an external test is “attacking” from the internet towards internet-facing hosts. The 

internal testing is being conducted from the organization’s internal network. Often both 

are needed to test a new application that can be reached by customers on public 

internets and by the employees on the internal network (Vacca, 2014). The other 

differences when testing is deciding on how much information the tester should have 

about the system, here there are three ways to do it, either white-, grey- or black-box 

(Vacca, 2014). The white-box is when the tester knows a lot about the system and is 

testing to penetrate it in a specific way. When using the grey-box method the tester gets 

some information and knowledge about the system. With grey-box the tester is trying to 

imitate a normal unprivileged user. The black-box is when the tester gets no information 

at all or very little. As stated previously there is really no way to do it as a hacker 

would, the tester only get close. The optimal goal for testing  should be as Bavisi S. 

states to get the “...network tested better than any hacker ever could... “ (Vacca, 2014, 

p.181). 

3.2 Software Development Methodologies 

Several different methodologies can be used when developing software, all putting 

emphasize on different aspects and difficulties in the process. This section will describe 

two of these methodologies, waterfall and agile.   

3.2.1 Waterfall Development 

The waterfall method was defined in 1970 and is one of the traditional methods for 

developing software (Davis, Bersoff, & Comer, 1988). The core aspect of the waterfall 

method is to put emphasize on planning and to divide the process of development into 

the separated stages: requirement specification, design, testing, and maintenance. It is a 

strictly linear process where each stage is being commenced only when the previous is 

complete, e.g. the software is supposed to be thoroughly specified before the 

development team starts coding (Moran, 2014). During the process of development the 

waterfall method demands that a series of documents are produced which can later be 

used to test and maintain the system (David, Bersoff, & Comer, 1988). According to the 

waterfall method documentation is seen as more reliable than the use of verbal 

communication between team members at different stages of the development process 

(Royce, 1970).  

3.2.2 Agile Development 

The agile development method was defined in 2001 as a way to address the difficulties 

with existing software development processes which were not adapted to handle the 

uncertainties in software development (Moran, 2014). Advocates of the agile method 
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argued that the uncertainties should be embraced and the lack of control should be 

balanced with execution and feedback. In contrast to the waterfall method the agile 

model does not focus on planning and requirement specification, instead the system is 

developed through an iterative and incremental process (Moran, 2014). Each iteration is 

called a sprint and at the end of each sprint the customer or an appointed stakeholder 

gets to see a prototype of the system. This prototype will continuously get more 

functionality and evolve as additional sprints are carried out. According to the agile 

method it is essential to gain input from the customer, or a stakeholder acting on the 

behalf, in order to develop a successful system. It is difficult for the customer to know 

exactly what they want in the beginning of the project, but by allowing them to express 

their thoughts as the system evolves it is easier to make sure that it serves their business 

needs (Fowler & Highsmith, 2001). In contrast to the waterfall method the agile method 

emphasizes the importance to respond to changes rather than to follow a plan and 

working software is considered more important than comprehensive documentation 

(Fowler & Highsmith, 2001).  

3.3 Organizational Culture 

Organizational culture is a broad concept that entails various perspectives. Pfister 

(2009) mentions four general characteristics that can be of use when trying to express 

what culture and organizational culture is. Firstly, it is about shared understandings 

among group members, e.g. the way tasks should be carried out. Secondly, 

organizational culture can be seen in the way the group members interact, specifically 

how they communicate with each other in the organization. Thirdly, organizational 

culture involves intangible meanings, understandings, and beliefs in the organization. 

The last characteristic is the organization’s history and tradition, which refers to 

customs that are passed on from generation to generation and evolves over time (Pfister, 

2009).  

Many different variables can be used to describe a specific organizational culture. 

Hofstede (1984) uses four dimensions to categorize different national organizational 

cultures: 

 Individualism vs Collectivism 

 Large vs Small Power Distance 

 Strong vs Weak Uncertainty Avoidance 

 Masculinity vs Femininity 

These dimensions were the result of a survey study conducted on IBM employees in 50 

different countries (Hofstede, 1984). The survey was based on 32 value statements and 

the differences in the answers between the 50 countries reflected the existence of four 

underlying value dimensions along which the countries could be positioned.  The 

participants of the study had the same occupation within IBM, and Hofstede (1984) 

therefore argues that differences in their answers would be due to a national 



22 
 

organizational culture. Below follows a closer description of the meaning of the four 

dimensions. 

3.3.1 Individualism vs Collectivism 

Hofstede (1984) defines individualism as the preference for a loose knit social 

framework, which means that the individual is only responsible for taking care of 

themselves and their closest family. He or she has no obligation to care for other 

persons in a tightly knit social framework as they would have had in a collectivistic 

society. It should be mentioned that the terminology of individualism and collectivism 

has nothing to do with political systems. In a collectivistic society the members are 

motivated by group interest. An example of this would be the responsibility that a 

person with a job has, to distribute some of their earnings with poor relatives. But this 

also implies that in a collectivistic society there is no shame in being dependent on other 

people. The individualistic/collectivistic dimension also has some implications on the 

organizational culture. For example, the relationship between employee and employer 

can usually be seen as a strict business relationship in an individualistic culture. Both 

the employer and employee can end the relationship if they find a more advantageous 

arrangement somewhere else. In a collectivistic culture the relationship between 

employer and employee has a more moral perspective. The employer has the 

responsibility to protect the employee and the employee must stay loyal to the 

employer. Members of an individualistic society would generally treat all people alike 

when it comes to business deals. It is considered bad to give personal friendships 

precedence over business considerations. On the other hand, in a collectivistic culture 

will a person that has a relationship with the sales person get a better deal than a 

stranger. Trust and relationship are worth more than the possible monetary benefit that 

may come from selling to a stranger. But this also means that a buyer has to invest time 

and effort to gain the sales person’s trust before a deal can be made. Openness and 

honesty in work relations are valued in individualistic societies. It is preferable to try to 

resolve conflicts instead of suppressing them. But in a collectivistic society, where the 

social framework is essential, it is considered rude to express anything that may lead to 

disharmony. A third party can be used to solve issues and avoid causing disharmony 

(Hofstede, 1984).  

3.3.2 Large vs Small Power Distance 

Power distance is defined as to which extent the members in a culture accept that the 

power is distributed unequally (Hofstede, 1984). In a society with large power distance 

the members will accept a more hierarchical structure where everyone has an 

established position. Small power distance means that the community tries to strive 

toward an equal power distribution and power inequalities has to be justified. This also 

means that in a culture with small power distance it is not obvious that a powerful 

person is wealthy, and a wealthy person does not need to be powerful. Status is based 

on the personal merits of the achiever. The opposite is generally the case in cultures 
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with large power distance where wealth and power usually go together. Status is based 

on rank, ancestry, and wealth regardless of how the achiever got there. When it comes 

to leadership in business organizations several differences between cultures with small 

power distance and large power distance can be seen. In an organization that ranks low 

on the power distance scale the employee is seen as independent from the employer 

which means that they can negotiate with each other and set joint goals for their 

operation. The employer furthermore is expected to appraise the employee for their 

work. The employee is able to ask direct questions and raise concerns to the employer 

and thereby open up for a two-way communication (Hofstede, 1984). In an organization 

with large power distance the employee is expected to respect the hierarchy and wait for 

instructions from the employer. There is no two-way communication between the two 

parties. 

3.3.3 Strong vs Weak Uncertainty Avoidance 

Uncertainty avoidance refers to which extent people are comfortable with uncertainty 

and ambiguity (Hofstede, 1984). Cultures with a strong uncertainty avoidance tend to 

have fixed codes of belief and behaviour. They have a hard time tolerating abnormal 

persons and ideas and will feel uncomfortable in situations where there are no rules. 

People will therefore be more tolerant to persons with different ideas in societies with 

weak uncertainty avoidance. There will still be rules in these societies but they are 

rather considered guidelines and do not have to be strictly followed.  This means that 

strong uncertainty avoidance in some sense corresponds to a formalized way of 

behaving. The members of a society are e.g. supposed to dress a certain way, say the 

proper things, and behave correctly in given situations. In business organizations this 

can be seen in how meetings are conducted and budgets are specified. Societies with 

weak uncertainty avoidance have a greater tendency to perform long term strategic 

planning where they rethink fundamental goals and activities. This is because it calls for 

a larger tolerance for ambiguity and the ability of taking distance from what has 

happened in the past. Regarding the perspective of time it is usually seen as more of a 

scarce resource in more uncertainty avoiding cultures, where time is money. In cultures 

with weak uncertainty avoidance time is seen as a framework for orientation instead of 

something to be conquered. In organizations with strong uncertainty avoidance people 

with deviant ideas have a harder time getting accepted by their colleagues. There is a 

tendency that if you disagree with a person you cannot be friends. This can become 

problematic when it comes to innovation in an organization because it is generally the 

deviant ideas that have the potential of becoming successful innovations (Hofstede, 

1984). On the other hand, in organizations with weak uncertainty avoidance where the 

deviant ideas are more accepted, there is a greater risk that the ideas will simply be 

ignored instead. These organizations will be more likely to come up with new ideas but 

it is not obvious that they act on them. This means that an innovator is more likely to be 

welcomed in a weak uncertainty avoiding culture, but may be taken more seriously in a 

culture with strong uncertainty avoidance (Hofstede, 1984). 
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3.3.4 Masculinity vs Femininity 

Masculinity stands for a society where the strong should win and competitiveness 

between people is seen as something good (Hofstede, 1984). Another word for a 

masculine culture would be a performance society. The opposite of a performance 

society is a welfare society, or femininity. In a feminine society solidarity between 

citizens is important and the strong are supposed to help the weak. To have a good 

quality of life is usually more of a motivation in feminine cultures, which means that it 

is less important to have a career in a feminine society than in a masculine. There is 

generally also more undefined rules in a masculine society about which jobs a man and 

a woman can possess. This can for example be noticeable in how few women there are 

in management roles.  

3.3.5 A comparison Between National Organizational Culture in Japan 
and Sweden 

The answers to Hofstede’s (1984) survey were translated to a score and the countries 

could therefore be ranked on how well they corresponded to the four dimensions. The 

figure 6 shows how Japan and Sweden scored in Hofstede’s dimensions. The number 

displayed in the circles are the relative placement compared to the 50 countries, e.g. 

Japan is the 28th-29th (tied for 28th place with one other country) most collectivistic 

country out of the 50 participating.  

 

Figure 6. The scores for Japan, red, and Sweden, blue, on Hofstede’s dimensions. (The 

numbers are from Hofstede, 1984) 
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3.3.6 Japanese Organizational Culture 

3.3.6.1 Individualism vs Collectivism 

There is generally a trend on the individualism-collectivism scale that less economically 

developed countries score more towards collectivism. But of all the countries that could 

be described as wealthy, Japan scores the most collectivistic (Hofstede, 1984). Japan 

has a organization culture where companies are considered like a family-unit. The 

culture advocates loyalty, harmony, hard work, self-sacrifice, and consensus decision-

making (Miroshnik, 2009). The loyalty goes both ways which means that life-time 

employments are common in Japan. These are traits that corresponds with collectivist 

culture. 

3.3.6.2 Large vs Small Power Distance 

On the power distance scale Japan scores slightly more towards a small power distance 

when compared with the other countries (Hofstede, 1984). Japan is a hierarchical 

society where everyone knows their position in both social and business situations. 

There is a seniority system where it is very important for juniors to show respect to the 

seniors (Miroshnik, 2009). But at the same time, as mentioned before, the Japanese 

culture is consensus oriented. This means that decisions have to be approved on all 

levels of a company before they can be acted on, which shows that there is no chief 

executive that can make almighty decisions as it would be in a culture with large power 

distance (Hofstede a, 2017). Another evidence of Japan’s smaller power distance is the 

fact that it is a meritocratic culture with the notion that everyone can become anything 

they want as long as they work hard, even if this still only applies to the male 

population (Fuller, 2009).   

3.3.6.3 Uncertainty Avoidance 

Japan ranks high on the uncertainty avoidance scale which means that their society has 

fixed codes for belief and behavior. It also means that people in Japan prefer structured 

over unstructured situations. One possible cause for the strong uncertainty avoidance is 

the fact that Japan is constantly threatened by natural catastrophes, such as earthquakes, 

tsunamis, and volcano eruptions. This has taught the Japanese people to always be 

prepared in any situation, whether it is emergency plans or other aspects of life. 

Evidence of this is the fact that in business organizations a lot of effort will be put into 

doing feasibility- and risk studies before a decision can be made (Hofstede, 2002). 

Another outcome of the strong uncertainty avoidance is that Japanese people are often 

described as courteous and polite. It is important to comply to the Japanese culture’s 

rules of behaviour, e.g. identifying social rank and following the accepted norms 

(Jakonis, 2009). But this also means that Japanese also have the tendency to not tolerate 

deviations from what is considered the norm (Miroshnik, 2009).  

3.3.6.4 Masculinity vs Femininity 

The Japanese culture ranks the highest of all countries when it comes to masculinity. 

This implicates that the Japanese society is a performance society rather than a welfare 

society. The citizens have a strong sense of self-discipline and can sacrifice other parts 
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of life for their employer (Hofstede, 2002). Even if Japan is the most masculine country 

it is not competitive on an individual level due to their strong collectivism. People are 

motivated by working in a team and trying to be better than their competitors. A 

fundamental part of Japanese society is the aspiration for continuous improvement, e.g. 

in the form of research and development (Miroshnik, 2009).  

3.3.7 Swedish Organizational Culture 

3.3.7.1 Individualism vs Collectivism 

According to Hofstede’s investigation Sweden can be considered an individualistic 

country. Out of the 50 countries in the study, Sweden is the 10th most individualistic 

(Hofstede, 1984). This means that in comparison to Japan there is a higher preference 

for a loosely-knit social framework. Individuals are only expected to take care of 

themselves and their immediate family (Hofstede b, 2017). In Sweden people rarely 

work for the same company throughout their whole career. The relationship between 

employer and employee is not based on the same degree of loyalty as in Japan. Both the 

employer and employee can end the relationship, e.g. if the employer is not satisfied 

with the performance of the employee, or if the employee finds a better arrangement at 

another employer.  

3.3.7.2 Large vs Small Power Distance 

Swedish culture scores low on the power distance scale, which means that members of 

the society want the power to be distributed equally (Hofstede, 1984). Swedish 

organizations often strive towards having few management levels which results in a flat 

organizational structure (Hofstede b, 2017). Leaders should be guiding, but not 

controlling. There is a preference for the exercise of individual professional judgement 

and self-regulation as opposed to compliance with a stricter control (Gray, 1988). The 

employees in a Swedish organization expect the management to consult them in a 

participative way (Hofstede b, 2017). Successful leaders in Sweden have usually good 

communication skills since a Swedish employee does not like to take direct orders. 

Instead they are expected to fight for their ideas in a respectful manner (Holmberg & 

Åkerblom, 2007).  

3.3.7.3 Uncertainty Avoidance 

Sweden scores low on the uncertainty avoidance scale, it has one of the five lowest 

scores of the participating societies. This indicates that it is a society where people are 

more tolerant to persons with different ideas and practice will be more important than 

set principles (Hofstede, 1984). In comparison to Japan the Swedish people believe that 

there should not be more rules than necessary, and if they feel that the rules do not work 

they should be changed or removed. There is no point in having rules if they have no 

clear purpose (Hofstede b, 2017). Schedules are flexible and time is thought of as a 

framework rather than something to be mastered, which also results in that life is less 

hurried. Hard work is undertaken when it is necessary but not for its own sake 

(Hofstede b, 2017).  
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3.3.7.4 Masculinity vs Femininity 

Sweden ranks as the most feminine society out of all of the 50 countries researched in 

Hofstede’s study (1884). The femininity is visible in how the Swedish community is 

organized as a welfare society. Solidarity between members of the society is valued, the 

rich should help those in need. Two expressions that are deeply rooted in Swedish 

culture is the word “lagom” and the “Jante law”. “Lagom” can be described as 

something that is not too much, not too little, not too noticeable, everything in 

moderation (Hofstede b, 2017). The “Jante Law” is a Scandinavian concept that instruct 

people to be humble, that it is wrong to think that you are better than everyone else.  

“The Jante Law” states that one should never try to be more, to be different, or consider 

oneself as more valuable than anybody else (Bromgard, Trafimow, & Linn, 2014). The 

Swedish culture is, in resemblance to the Japanese, consensus seeking. Conflicts are 

resolved by compromise and negotiation that can lead to long discussions until 

everyone agrees (Hofstede b, 2017).  

3.3.8 Criticism of Hofstede’s Four Dimensions 

Over the years Hofstede’s four dimensions have had big impact on the research 

regarding organizational culture and management, but it has at times been subjected to 

criticisms. One of the researchers criticising Hofstede on several accounts is 

McSweeney (2002). McSweeney (2002) argues that Hofstede makes an improper 

assumption when thinking that it is only the national culture that is examined in the 

study that is the foundation for the dimensions. Cultures are complex, and values are 

influenced by several different cultures that the respondent may belong to. Hofstede 

(1998) has earlier answered to similar criticism by arguing that since the study is 

conducted within one and the same multinational company with people that have the 

same occupation, the participants will have the same company and occupational culture. 

This would lead to that the only possible reason for differences in the answers would be 

a national culture. But McSweeney (2002) claims that there are cultural varieties within 

and between units of the same organization.  This means that the differences in the 

answers can be due to other cultural aspects than just the national organizational culture.  

Another common criticism is the assumption of cultural homogeneity (Jones, 2007). 

Hofstede’s model revolves strictly around measuring national cultural difference. While 

considerable variation was found in responses of fellow countrymen, the model does not 

account for these, i.e. Hofstede creates cultural uniformity through his use of averages 

(Jones, 2007). In addition do Signorini, Wiesemes, and Murphy (2009) claim that most 

nations are groups of ethnic units, and not homogenous as Hofstede’s study assumes. 

The analysis and result will therefore depend on the character of the individuals being 

assessed (Signorini, Wiesemes, & Murphy, 2009). 

The fact that the four dimensions were compiled during the 1980’s have lead 

researchers to argue that the study is too old to have any modern value, especially with 

the globalisation of today (Jones, 2007). Hofstede (1998) has responded to similar 

arguments by saying that the cultural outcomes were based on centuries of 
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indoctrination and will not change overnight. Despite the criticism of Hofstede’s study 

it has been well cited and used in a wide arrange of research. Søndergaard (1994) did an 

analysis of applications and replication to Hofstede’s work. The analysis demonstrated 

that the majority of replications verified the dimensions proposed by Hofstede 

(Søndergaard, 1994). 

3.4 Social Construction of Technology 

The social construction of technology (SCOT) theory was developed as alternative to 

the belief that innovation of technical development is a linear process (Pinch & Bijker, 

1984). The model for a linear process of innovation starts with basic research, is 

followed by applied research and development, and ends with production and diffusion 

(Godin, 2006). SCOT instead incorporates the social context by describing the 

development process of a technological artefact as an alteration of variation and 

selection, and therefore the artefact has multiple possible outcomes. This means that the 

design and properties of the end product is never set in stone during the development 

process, but can be affected by social groups (Pinch & Bijker, 1984). 

SCOT’s conceptual framework consists of four related components (Klein & Kleinman, 

2002). The first component is interpretive flexibility, which as mentioned before 

suggests that technology design is an open process that can produce different outcomes 

depending on the social circumstances of development. The second component is 

relevant social groups. These are groups were all members share the same set of 

meanings attached to a specific artefact, e.g. sets of users or opponents to the product. 

The relevant social groups can consequently affect the design process (Pinch & Bijker, 

1984). The third component is closure and stabilization, which means that the open 

process of design finally achieves completion, no further modifications occur, and the 

artifact stabilizes in its final form (Klein & Kleinman, 2002). The final component is the 

wider context, or in other words to relate the content of a technological artefact to the 

wider sociopolitical milieu (Pinch & Bijker, 1984). 

Klein and Kleinman (2002) argued that the framework of SCOT would benefit from 

adding an additional concept, structures. Structures are historically established and 

confront actors as eternal and constraining. They can be formal or informal, explicit or 

implicit rules of play that define specific constraints and opportunities for actors 

depending on their structural location (Kleinman, 1998). It is necessary to look within 

structures to truly be able to understand the social meaning of an artefact or relation. 

The explicit inbuilt meaning is dependent on how humans makes sense of social 

interactions. Unique features of specific contexts will therefore affect the social 

meaning (Edvardsson, Tronvoll, & Gruber, 2011).  

Orlikowski and Barley (2001) claims that when researching technical artefacts it is 

important to keep in mind that they are neither strictly physical objects, nor strictly 

social. The artefacts have simultaneously both physical and social characteristics. The 

design of the artefact corresponds to the physical aspects, but since it is possible for the 
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developers to meet the requirements with multiple designs the choice will become 

socially influenced. The choice can come from physical consideration, the developers’ 

assumptions about the user, or reflect traditions of this particular developing community 

(Orlikowski & Barley, 2001). This suggests that both the social aspects and material 

properties has to be taken into account when researching technology.  

3.5 Summary of Theory 

The four theories discussed will help analyze the empirical data that is the main 

outcome of the interviews with banks in Japan and Sweden. These theories will be 

needed to make an analysis of how cultural differences appear in the organizations and 

how it affects the information security and technology. The training and awareness are 

important to the information security and it becomes interesting to study how the 

different organizations conduct training and how this can affect the awareness and 

increase the incentive to act and develop software more securely. As is stressed by the 

SCOT theory the context, the social structures in the environment, and the structure of 

the company will affect the technological artefact. Because Japan and Sweden have a 

historical difference in organizational culture and there still seems to be variations it is 

interesting to see if and in that case how this affects the outcome of developed products 

by the banks. As security mainly focuses on humans and creating a safe pattern for them 

to behave it indicates that the culture and social structures should have an impact on the 

information security for development. 

The conclusion of this chapter is that it is important for banks to build a secure 

environment for the whole organization. This is mainly done by creating awareness in 

the whole organization and having these in understandable documents. How these 

documents are used and how the compliance is implemented might differ because of the 

social structures they are created in. According to research within the area of 

organizational culture Japan and Sweden are quite different, which implies that the 

information security might be implemented differently and give quite different results. 
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4. Methodology 

The methodology chapter aims to describe the process of this study. Explanation will be 

given regarding the research method chosen and the data collection. The chapter ends 

with a discussion about the validity and reliability of the methodology.  

4.1 Case Study 

The research method selected for this study is a comparative case study that includes 

interviews with banks in Japan and Sweden. A case study is an empirical investigation 

of a specific problem area (Smith, 1978), which in this case is the implementation of 

information security within the banking industry. The main reason for doing a case 

study is that it is possible to reach a deep understanding for a phenomenon (Marby, 

2008). Case studies are useful when trying to study problems which are complex, 

dynamic, and context-dependent.  One or several objects are then analyzed in multiple 

respects in order to give a detailed description of the situation (Alvehus, 2013). This 

qualitative research method allows for a better validation since the researcher is able to 

make clarifications if the interviewee does not understand the questions posed. It can 

however be questionable to which degree the result of a case study can be generalized 

(Alvehus, 2013). Therefore it is important to keep in mind that every case has special 

contextual aspects and generalizability based on this study alone cannot be presumed. 

The purpose of this study is to investigate a specific case, which eventually will help 

build on a foundation for a generalizable conclusion.  

The difficulties in generalizability correspond to that the results presented in this report 

may not have been the same if other banks would have been investigated. The 

alternative to a qualitative research method would have been a quantitative study, were 

questionnaires with questions about information security would have been sent out to 

additional banking organizations. Such a study could produce interesting results that 

demonstrate the variation between Japanese and Swedish information security methods 

and is generally regarded to have a better generalizability. But since the objective of this 

study has been to make a deeper investigation, that in addition to that the technical 

aspects of information security also incorporates the significance of organizational 

culture, a quantitative method would not have been sufficient. Qualitative methods that 

utilize interviews have a better chance of capturing the culture of an organization by 

allowing for the ability to check the fundamental values, beliefs, and assumptions 

(Dugan & Maracine, 2013). This is why a qualitative method was favored, even though 

the generalizability is weaker.  

A comparative case study is a broad general method for doing research (Lijphart, 1971). 

David Collier (1993) states that comparisons have the ability to sharpen our power for 

description, and make it possible to more clearly see suggestive similarities and 

contrasts among cases (Collier, 1993). By using a comparison study between banks in 

Japan and Sweden it will then be possible to get a picture of what might be the strengths 
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and weaknesses for implementing information security in the different countries. These 

characteristics would have been more difficult to detect if only banks in one of the two 

countries had been investigated. One weakness associated with a comparative case 

study is the “small N problem” (Lijphart, 1971), which corresponds to the fact that it is 

usually only possible to research a few cases due to how time consuming it is. This 

problem can be minimized by trying to increase the number of cases as much as 

possible, and at the same time reduce the number of variables by focusing on 

comparable cases (Collier, 1993). The original intention was therefore to investigate 

banks of the same size in regards to number of employees, but due to the difference in 

how the banking industries are structured this was unfortunately not possible. The 

choice of banks was therefore more focused on banks that are typical for the Japanese 

and Swedish banking industry. The interviewees of the banks were chosen based on 

their job assignments and they hold similar positions in the banks. To further decrease 

the “small N problem” interviews with organizations and authorities in both Japan and 

Sweden has been conducted. Through these interviews it was possible to develop a 

bigger picture of the general information security within the banking industry. 

4.2 Data Collection 

The majority of the data collection for this study has been performed by carrying out 

interviews with knowledgeable employees at selected banks in Japan and Sweden. 

Interviews enable interaction with the interviewee which can result in that opinions and 

perceptions are easier captured. It is often seen as the best way to get access to a 

person’s subjective experiences and thoughts. Moreover interviews open up for 

spontaneous responses and the possibility to ask follow-up questions (Alvehus, 2013). 

To complement the information gained during the interviews other relevant material has 

also been studied, such as annual reports, articles regarding information security, and 

information about how the banking industry is structured in the two countries.  

4.2.1 Interviews 

A semi structured approach were selected for the interviews in order to give the 

interviewee the opportunity to affect the character of the interview and at the same time 

allow for interesting aspects to emerge, which might have been missed in a more 

structured environment. A semi structured interview demands more of the interviewer 

in regards of knowledge about the subject (Alvehus, 2013), which is why material about 

information security and the different banks were studied before carrying out the 

interviews. The pre-formulated questions (see Appendix 1 and 2) were focusing on four 

different areas. Three areas were within the topic of information security: information 

security policy and compliance, risk and development, and regulations and 

cooperations. The final group of questions concerned organizational structure and 

culture. These areas were chosen based on the literature studied in the background and 

theory section. Follow-up questions were asked when unclarities arose, elaboration was 

needed, or interesting facts were delivered from the interviewee. The questions may 
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have been applied differently depending on time available and the technical knowledge 

of the interviewee, but effort was put into making the circumstances for each interview 

as identical as possible. As far as possible each interviewee was given the questions 

before the interview in order to make her/him more prepared and relaxed while talking 

about a subject that might entail sensitive information. The interviews were primarily 

conducted in person, but due to the geographical distance and other circumstances, 

some interviews where required to be done over the telephone. In person interviews 

were preferred because they enable information to be transferred not only through the 

words of the respondent, but also through body language and gestures (Brinkmann, 

2013). Telephone interviews do not allow for subconscious information to be 

transferred to the same extent, but may instead permit better standardization. Follow-up 

questions after the interviews have been sent through e-mail and when possible been 

clarified over the phone. Sound recordings were produced on all interviews with 

approval from the interviewee, except with one of the Swedish authorities. These 

recordings were then transcribed for easier access. Problems with interpretation may 

arise when transcribing an interview because nonverbal signs and gestures can 

disappear (Dalen, 2015). To manage this problem relevant reflections and thoughts were 

written down directly after the interviews and the researchers present at the interview 

transcribed the conversation. 

4.2.2  Selection of Bank and Interviewees 

The selection of banks for the study was primarily driven by the purpose of choosing as 

satisfactory comparable cases as possible. The banks selected were all banks with a 

substantial customer base, they have their origin from the country investigated, and 

thought of as a typical bank for the different countries. By choosing banks that were in 

many regards similar it is easier to see differences and trends in the different countries 

(Collier, 1993). All banks have been anonymized due to the sensitivity of information 

within the area of information security. A standardized denomination system has instead 

been constructed on the form Bank X.Y. For example Bank A.S corresponds to bank A 

from Sweden and Bank C.J corresponds to bank C from Japan. The banks are presented 

in table 2 below:  

Table 2. Banks that were interviewed for this thesis 

Bank Number of employees Type of bank 

Bank A.S 10 000 - 16 000 Large 

 

Bank B.S 10 000 - 16 000 Large 

 

Bank C.J 2 000 Regional 

 

Bank D.J 3 000  Regional 

 

The respondents from the banks were all working with information security and had 

substantial experience within the field, regarding the topic. Their titles may differ, but 
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generally they possessed the position of manager for the department that hold the 

responsibility for information security within that bank. Respondents that have similar 

positions were chosen in order to make sure that the information security of each bank 

would be described in similar manners and by employees that have comparable 

knowledge. The respondents have also been given aliases which can be seen in table 3. 

Overall 5 people working on 4 different banks were interviewed. Two employees were 

present at the interview with Bank C.J and to avoid misunderstanding regarding which 

bank they are from they both have been referred to as Chiba. Table 3 contains 

information about the interviews conducted with the banks. 

Table 3: Information about the interviews conducted with the banks 

Bank Position of respondent Referred to as Type Date 

Bank A.S Chief information 

security officer 

 

Andersson In person 2017-02-08 

Bank B.S Head of information 

security group 

 

Bengtsson Telephone 2017-02-10 

Bank C.J Manager of system 

operation 

 

Chiba In person 2017-03-06 

Bank C.J Employee of the 

security department 

 

Chiba In person 2017-03-06 

Bank D.J Manager of cyber 

security 

Daita In person 2017-04-18 

 

Additional organizations and authorities were interviewed to gain a better understanding 

for the information security in Japan and Sweden. The main reason for these interviews 

was to gain a better general picture of the two bank industries. It also helps to deal with 

the difference in sizes between the Japanese and Swedish banks, because these 

additional interviewees know and are involved in the actions of all the banks in their 

country. These organizations are all in some way important actors when it comes to 

information security within the banking industry. The Financials Services Information 

Sharing and Analysis Center in Japan (FS ISAC-J) is a Japanese organization that 

provides a forum for information sharing regarding information security issues for 

actors of the financial industry. MSB is, as mentioned before, the national authority in 

charge of information security. The NCA is an organization for information sharing in 

Japan and promote and assist in establishing new CSIRTs. FI is the Swedish authority 

that is responsible for supervising the financial market in Sweden. Information about the 

additional interviews is displayed in table 4.  
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Table 4. Information about organizations interviewed for this thesis 

Organization Position of 

respondent 

Name Type Date 

Financials 

ISAC Japan 

 

Board member 

 

Kamata In person 2017-03-06 

MSB Coordinator and 

analyst 

 

Turell Telephone 2017-03-16 

CSIRT 

association of 

Japan 

Associate member 

of NCA and CSIRT 

specialist 

 

Yamaga In person 2017-05-01 

FI IT risk expert Lindgren Telephone 2017-05-05 

 

4.3 Cultural Aspects 

Difficulties may arise for external researchers investigating a culture they are not 

thoroughly acquainted with (Marby, 2008). Cultures and subcultures respond to 

overlapping context and unique personalities in highly nuanced ways which can be 

challenging for researchers to perceive. Furthermore, when the researchers do not share 

the same language as the people interviewed, as with this study, the dependence on a 

translator is unavoidable. The transfer of meaning from the interviewee to the 

interviewer can be compromised by this additional layer of interpretation since language 

structures and idioms usually are language specific (Marby, 2008). To overcome these 

language and cultural barriers we conducted discussions about the different findings 

with Japanese academics. The academics were a professor, Nakanishi at Meiji 

University, and an associate professor, Takagi at Showa Women's University, in the 

subject of business management with special research areas such as study of 

organizational learning and information security. Another way to try to overcome the 

barriers were to attend a seminar held by the associate professor Toshio Takagi at 

Showa Women’s University on the 16th of February. The topic of the seminar was 

differences between eastern and western cultures, which helped in understanding the 

different cultural meanings and opinions in organizational culture of Japan and Sweden. 

Effort has also been put into making sure that the translator is prepared for the task by 

being informed about the purpose of the study and the same translator has been used 

throughout all of the Japanese interviews in order to stay consistent. Even though as 

much effort as possible has been put into trying to understand the culture in Japan, it 

should be mentioned that it is inevitable that the researchers have different prerequisite 

knowledge about the two cultures. This difference in understanding may unintentionally 

lead to slight differences in how the banks are analyzed. 
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4.4 Validity & Reliability 

Validity and reliability are applied within a qualitative study in order to judge the 

trustworthiness of a study. Validity can be defined as the capability of a measuring 

instrument to measure what it is intended to measure (Eriksson & Wiedersheim-Paul, 

2011). Leung (2015) mentions several methods that can be adopted to enhance validity. 

These include triangulation, well-documented audit trail of material and processes, and 

respondent verification. Triangulation refers to the use of several methods and sources 

to collect the data. Banks in both Japan and Sweden have been interviewed and 

additional information in the form of annual reports have been collected to achieve 

triangulation for this study. The audit trail of material and processes has been 

thoroughly described in this methodology section to gain further validity. Finally, the 

interviewees have had the opportunity to ensure that the information stated about their 

companies in this report is truthful. 

Reliability refers to that the method should result in replicable results, which are stable 

and reliable. This means that the study should have had the same result even if another 

researcher performed the study at another occasion (Eriksson & Wiedersheim-Paul, 

2011). In a qualitative study such a definition of reliability can be challenging and 

counter-intuitive (Leung, 2015). Instead the essence for reliability of qualitative 

research lies within the consistency. Consistency has to be the focus especially during 

two phases of the research process. Firstly during the collection of data, in this case 

when performing interview, and secondly when the data is analyzed. In this study effort 

were put into trying to make sure that all interviews were conducted in the same 

manner. The questions were carefully prepared to ensure that they would not be 

misunderstood or leading. When it comes to the consistency of the analysis it is 

important to make sure that all information is evaluated in the same way. It does not 

matter if it is data confirming the hypothesis of the study or contradicting it (Leung, 

2015). 
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5. Empirical Data 

In the following chapter the empirical information that was received during the 

interviews will be presented, starting with Japan and then Sweden. The empirical data 

about each country is divided into four different sections based on the areas that were 

discussed in the interviews. The chapter will begin with a general introduction and 

overview of the banks.  

From the interviews it became apparent that there are differences in the overall structure 

of the banking industries. In Japan the customers usually have multiple banks 

(Nakanishi, 2017; Takagi, 2017). There are several reasons for this, firstly the salary is 

often sent to a specific bank and the employee needs to have an account at this bank in 

order to receive their salary. Secondly if the bank would file for bankruptcy the 

customers will only get up to 10 million yen of their money back, some customers 

therefore use several banks to lower the risk of losing large amounts of money. Thirdly 

the Japanese customers often need to be in possession of cash to carry out their day to 

day life. The regional banks have many ATMs in the geographical area where they 

operate, it is therefore beneficial for the customers to have an account in a regional bank 

where they live (Nakanishi, 2017; Takagi, 2017). In Sweden most customers only have 

one bank account at one of the larger banks. There is a much smaller need for cash, 

which results in a smaller need for ATMs and the salary can be sent to any bank the 

employee has without an additional fee (Henley, 2016). The large banks in Sweden are 

four in total and hold 77 percent of the assets in the Swedish banking system (FI a, 

2017). There are as many as 47 regional banks, but combined they only hold 1 percent 

of the total assets in Sweden (FI a, 2017). In Japan there are three large banks and about 

139 regional banks (Nakanishi, 2017; Takagi, 2017). Table 5 presents a short summary 

regarding information about the Japanese banks interviewed and table 6 shows the same 

information concerning the Swedish banks.  
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Table 5. A small presentation of the Japanese banks interviewed 

Japanese banks Bank C.J Bank D.J 

Number of employees 

 

2000  3000 

No. at Security department 

 

4 3 and 1 part time  

No. Developers 

 

150 (including outsourcing) 3 and 1 part time 

IT systems Both by developing in-house 

and outsourcing 

 

Mainly outsourcing 

Method for IT 

development 

Mainly the same as outsourcing 

company 

 

Mainly outsourcing 

Testing IT vendor 

 

IT vendor 

Forums Mainly FS ISAC-J but also NCA 

 

Mainly FS ISAC-J but 

also NCA 

Structure Flat 

 

Hierarchical 

Education & Training e-learning and fake emails 

 

Case based education 

Policy  Based on risk and incidents 

 

Incidents in general 

IT risks Social engineering, phishing, 

information leakage 

Social engineering, money 

fraud transfer, DDos, 

information leakage 
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Table 6. A small presentation of the Swedish banks interviewed 

Swedish banks Bank A.S Bank B.S 

Number of employees 10 000 - 16 000 

 

10 000 - 16 000 

No. at Security department 40 

 

35 

No. Developers 800 

 

900 

IT systems Strategy is to do in-house Mostly in-house but they 

also use a lot of outsourcing 

 

Method for IT 

development 

 

Agile Agile 

Testing Mainly in-house, also 

outsourcing 

 

Both in-house and 

outsourcing 

Forums Informal with only banks and 

MSB 

 

Informal with only banks 

and MSB 

Structure Flat 

 

Hierarchical 

Education & Training Emails commenting on the 

latest 

 

Workshop and articles on 

intranet 

Policy  Based on standards 

 

Based on risk and incidents 

IT risks Social engineering, 

information leakage 

Social engineering, 

unpredictable what is next 

 

5.1 Japan 

5.1.1 Organizational Structure and Culture  

Japanese banks have a conservative organizational culture in comparison to other 

industries according to Kamata (2017) from FS ISAC-J. The bank environment is 

typical for a traditional Japanese enterprise with a hierarchical structure. Generally the 

Japanese banks have a high status and it is often considered impressive to be a bank 

employee (Nakanishi, 2017; Takagi, 2017). The high status results in that the Japanese 

people have a great trust for the banks and are confident in that they will protect their 

money (Nakanishi, 2017; Takagi, 2017). Lifetime employment is the norm in Japanese 

banks and it is rare that people change employer (Takagi, 2017). According to Takagi 

(2017) this has resulted in an understanding that both the employer and employees are 

in the same boat, which means that the employees to a greater extent feel the necessity 

to work long hours and dedicate their life to the organization. If the company does not 

succeed, then neither do the employees (Takagi, 2017).  
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Kamata (2017) also emphasize that it is important to keep in mind the size difference 

when referring to the organizational structure of Japanese banks. Some of the largest 

Japanese banks have approximately 100 000 employees, while the smallest may only 

have 20-30 employees. Bank C.J is a regional bank and have approximately 2000 

employees, but there are another 2000 consultants also working within the organization 

(Chiba, 2017). Chiba (2017) describes their organization structure as flatter than other 

Japanese banks, this due to the fact that it is a family company. Chiba (2017) states that 

he tries to keep the structure even more flat in the security department and explains that 

a flat organizational structure makes it easier for him to communicate with his 

employees. According to Nakanishi and Takagi (2017) it is common that the security 

department have a flatter organizational structure than the rest of the company. The 

employees of Bank C.J are encouraged to come up with own suggestions about changes 

they think would be beneficial for the bank. This can be carried out by posting their 

suggestions on a special section of the intranet that works as a creativity wall (Chiba, 

2017). 

Bank D.J is a regional bank with approximately 3000 employees (Daita, 2017). 

According to Daita (2017) their organizational structure is similar to the traditional 

Japanese style with a fixed hierarchy. These hierarchies previously had a big impact on 

how they solved security incidents at Bank D.J. The traditional Japanese way is to solve 

all problems from the top, but recently Bank D.J developed a new policy to describe 

alternative ways of decision. The new policy states that the manager of cyber security 

can, in an emergency situation and after consulting with his executive, decide on what 

measures should be taken to solve the problem without consulting with the top 

executives. Daita (2017) explains that at first the executives did not understand why this 

was necessary, but after they participated in a specialized training session they realized 

the importance of quick decisions when an incident occurs. These shorter ways of 

decisions are still only used in case of emergency (Daita, 2017).   

Daita (2017) explains that Bank D.J takes several variables into consideration when 

choosing which companies to collaborate with, e.g. when buying a new IT system they 

consider the quality of the product, the cost effectiveness, and the future maintenance of 

the system which will be carried out by the IT vendor. Daita (2017) thinks that it is 

important that the maintenance service from the IT vendor works well with how Bank 

D.J are operating their organization, and in order to see if it will be a good match they 

try to get detailed explanations from the IT vendor regarding how they will solve future 

problems. When participating in collaborations with other companies Chiba (2017) 

emphasizes the importance to be able to trust the employees from the other company. 

Chiba (2017) states that “it does not matter which company you work with as long as 

they have employees that you can trust”. To gain this trust it is important to socialize 

outside the work setting, e.g. by having dinner together (Chiba, 2017). Kamata (2017) 

agrees with this opinion and explains that it is important to have a deeper relationship to 

be able to share sensitive knowledge about information security between companies. 

This relationship can never be solely built in the meeting room. FS ISAC-J therefore 
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arranges drinking parties after their events to make it easier for the banks to create 

trustworthy relationships (Kamata, 2017). 

5.1.2 Policies and Compliance 

Large sections of the information security management for Bank C.J were implemented 

in 2014 when vulnerabilities in different IT systems in Japan were detected (Chiba, 

2017). In 2014 they developed an information security policy, created their CSIRT, 

implemented logs to monitor data, and hired information security consultants. 

Nowadays Chiba (2017) believes that Bank C.J does more to protect itself from 

information security attacks than the average Japanese regional bank, but it is not on the 

same level as the three largest banks in Japan. Bank C.J has monthly board meetings 

where the information security is discussed. The security department for example report 

on how many attacks they have been subjected to and how many of these they were able 

to avert. During the board meetings they also discuss information security in general, 

e.g. different trends of cyber attacks (Chiba, 2017). FS ISAC-J held a seminar at Bank 

C.J that 30 people attended and discussed information security issues (Chiba, 2017). 

The security department at Bank C.J consists of four employees, two of which have 

several responsibilities (Chiba, 2017). The bank has also chosen to work together with a 

security consultant firm to improve their information security.  

The information security department that handles cyber security issues and incorporates 

the CSIRT at Bank D.J consists of three full time and one part time employee (Daita, 

2017). These four employees are considered specialists in the field of cyber security. 

Daita (2017) says that it is uncommon for a regional bank in Japan to have full time 

specialists, usually banks of similar size only have employees that work part time with 

cyber security. Bank D.J started their information security department in October of 

2014 (Daita, 2017), which is the same year that Bank C.J implemented their information 

security management. The driving force behind Bank D.J’s information security 

investment was the CEO who acknowledged the future importance of internet banking 

and thereby the necessity of efficient protection against cyber security attacks (Daita, 

2017).  

According to Yamaga (2017) the Japanese CSIRTs have equal quality as the CSIRTs of 

any other countries and emphasizes that it does not depend on the nationality but of the 

culture in the specific organization. Yamaga (2017) says that the most important aspect 

the banks need to incorporate in order to create an efficient CSIRT is risk management. 

They have to manage the risks throughout their entire organization and not only look at 

how they handle them technically. The three largest banks in Japan generally have a 

good quality information security protection, but for the other banks the quality differs 

substantially (Yamaga, 2017). 

Kamata (2017) explains that all Japanese banks have to follow The Center for Financial 

Industry Information Systems (FISC) plan for guidelines. Bank C.J has developed a 

security policy and guidelines that all employees must comply with (Chiba, 2017). 
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Chiba (2017) states that their guidelines are a 33 page long document and the policy is a 

document that is somewhat shorter than that. Both the policy and guidelines are 

available to the employees on the intranet and are closely connected to the work they 

have to carry out. After each security incident, the security department at Bank C.J 

updates their guidelines so that it does not occur again. The guidelines are designed to 

specify how the employees can behave in a secure way. For example they state rules 

about how to use smartphones securely, which email addresses the employees can use, 

which websites the employees can visit, and how to behave on social media so that they 

do not become a target (Chiba, 2017). 

Once a year Bank C.J let the employees do an e-learning course about information 

security in order to educate and communicate the importance of the policy and 

guidelines (Chiba, 2017). If an employee does not comply with the policy they will get 

punished and in worst case they will get fired (Chiba, 2017). The bank has developed a 

function on their intranet that makes it easier for employees to report suspicious emails 

to the security team. The employees can by clicking on a button labeled “If you receive 

a suspicious mail contact CSIRT” contact the security team either by telephone or 

email. According to Chiba (2017) Bank C.J gets around 1000 suspicious emails per 

month. Sometimes the security department themselves sends out fake suspicious emails 

to the employees of the bank. By doing this they can investigate how aware the 

employees are of security threats such as phishing emails. They then keep track of how 

many employees that report that they have received a suspicious email and how many 

actually click the link in the email (Chiba, 2017). According to Nakanishi and Takagi 

(2017), it is uncommon for Japanese companies to send out fake suspicious emails to 

educate employees about the risks of phishing attacks. Industries where it is more 

common to use this kind of educational method is at IT companies and at banks 

(Nakanishi, 2017; Takagi, 2017). If customers of Bank C.J receive a suspicious email or 

a threat of some kind they can report it either through the website or over the telephone. 

Chiba (2017) states that lately there has been an increased number of attacks directed 

towards their customers. On Bank C.J’s website they have posted information about 

how the customers can protect themselves from different attacks (Chiba, 2017). 

Bank D.J has an information security policy with corresponding guidelines (Daita, 

2017). Daita (2017) states that the guidelines are intentionally left fairly unspecific 

because they cannot know exactly how the security attacks will be carried out. 

Additionally, it would take a lot of time and effort to write down more detailed 

guidelines. According to Daita (2017) the small information security department simply 

does not have time to carry out this work. The guidelines are instead designed to be an 

operational reference point for the employees (Daita, 2017). The guidelines are 

available on the intranet for the employees to read, but Daita (2017) says the employees 

are often too busy to actually take the time to learn what the guidelines states. The 

employees that carry out tasks within the bank’s IT system get education on the topic of 

information security to overcome this problem. The education is based on different real 

cases that have happened either at Bank D.J or some other company. Daita (2017) says 
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that by doing this the employees will learn how to solve security problems that they 

may face during their daily work in a way that they find easier to understand. At the 

moment Bank D.J is only providing the education for employees that are in direct 

contact with the IT system, the goal is to educate all the employees in the future. Daita 

(2017) explains that because their department was fairly recently established they have 

not had time to implement the education throughout the whole organization.  

Daita (2017) says that it is impossible for the four employees who are working in the 

information security department to protect a bank that has 3000 employees in total. To 

be able to withstand the attacks all employees must have knowledge about security 

threats. According to Daita (2017) it is more important that employees of the bank work 

together and spread the knowledge about information security, than to invest more 

money in technical protection. Employees at Bank D.J can get punished if they do not 

comply to the policy and guidelines, but Daita (2017) says that they try to refrain from 

giving out any punishments. The security department can with the help of their event 

logs easily detect which employees that do not comply to the guidelines, e.g. by opening 

a suspicious email or visiting unreliable websites. Often the employees themselves do 

not know that they are doing something that is considered unsafe and the security 

department does not want to punish anyone that does not have the knowledge about 

what they can and cannot do. According to Daita (2017) it is possible that if they would 

punish the employees every time they did something wrong they would not want to 

continue working as independently as they do today. 

Customers can contact Bank D.J if they think that they have been subject to an attack 

(Daita, 2017). When this happens the contact is usually carried out through Bank D.J’s 

call center, to which their internet banking customers can call. Bank D.J then listens to 

what the customer has to say about the situation, collaborates with the police if that is 

necessary, and analyzes the customer’s computer to try to figure out what has happened 

(Daita, 2017). If a customer does not know that they are exposed to an attack, but Bank 

D.J discovers that is the case, the bank will try to solve the problem, e.g. by blocking 

the customer from the website or from sending emails. Bank D.J will then try to contact 

the exposed customer (Daita, 2017). There is information on the website about different 

attacks that Bank D.J is subjected to and how the customers can protect themselves 

(Daita, 2017).  

5.1.3 Risks and Development 

According to Chiba (2017) phishing and social engineering are big threats to the 

security of the entire bank. As mentioned Bank C.J has teamed up with a security 

vendor in order to improve their security capability and protect the bank from threats 

like this (Chiba, 2017). Daita (2017) states that the three most important things are 

protecting the information, keep the system functional and running, and protect the 

customers using the internet banking. According to Daita (2017) these three are their 

major risks and priority areas to protect. The major causes for incidents seen in Japan 

right now is Ddos attacks, money transfer fraud, malware attached to emails, and 
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targeted attacks (Kamata, 2017). A Ddos attack would affect the functionality of the 

bank system and an attack to transfer money would affect the customers using the 

internet banking. The difficulty according to Kamata (2017) is to not only rely on the 

security products to protect your system, as these mainly handle attacks that already 

exist and often cannot handle new kind of attacks. Fraud money transfer is in Japan 

mainly seen as a compliance or financial private risk, and not only as an IT risk 

(Kamata, 2017).  

Yamaga (2017) thinks that the biggest problem for banks is to secure the money of 

customers and to protect the personal knowledge of the customers. A reason why these 

two areas are the biggest risks is because an incident could be irreversible, e.g. money 

could be lost or private information spread. Yamaga (2017) is concerned about the 

media's role in how these incidents can be handled. Generally speaking, data breach is 

the biggest issue in the Japanese companies according to the media and other important 

issues are not given the same amount of attention by the media (Yamaga, 2017). 

Yamaga (2017) thinks that the media can help the companies share more information 

with the public about e.g. ransomware, phishing, email compromise, and how the 

customers should protect themselves. 

One of the main difficulties with development nowadays is according to Chiba (2017) 

that the bank business is changing very much. “Customers doesn’t come to the store” 

(Chiba, 2017) so now the bank must find ways of supporting their customers on the 

internet and over the telephone. In order to do this Bank C.J have to use new 

technology, e.g. the cloud, the mobile and the blockchain (Chiba, 2017). These new 

technologies for adjusting to the customer mean a lot of changes and Chiba (2017) says 

that they find it difficult to adjust and change the system. Kamata (2017) also stresses 

the importance of protecting from information leakage or service troubles when 

developing because the banks now need to change their systems. The old system is a 

mainframe system which is transitioning to an IT system and the adjustment has lead to 

a big discussion about “How do we transfer?” (Kamata, 2017). Changing the bank’s 

systems also include changing their computer system management style from the old 

way to the cyber security risk way of thinking. The approach is totally different in those 

two according to Kamata (2017). The IT environment is more flexible, quicker, and has 

a lower cost to operate than the mainframe system, though the mainframe system has a 

higher guarantee (Kamata, 2017). This transition is going slowly according to Kamata 

(2017) and he would say that the banks seem to be ten years behind IT companies.  

To keep a secure environment Chiba (2017) says that they have chosen to only use one 

kind of device and they are constantly monitoring the data transfer between their 

intranet and the internet. This results in a lot of log checking, e.g. what kind of URLs 

are passed and what kind of virus attacks that they are being subject to. In addition they 

observe logs on the devices, e.g. when an employee put a flash drive into their device. 

This is because there is a risk that the employee might not know if the flash drive is 

infected (Chiba, 2017). 
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According to Kamata (2017) it is usual for smaller banks to use outsourcing while the 

larger banks develop more in-house. The larger banks are discussing if, in order to 

decrease costs of in-house development, they should use more outsourcing which might 

be more cost efficient. Kamata (2017) says that outsourcing on the other hand provides 

the risk of trying to control the vendor which never can be as secure as in-house 

development. Bank D.J mainly outsources the development to IT vendors, though some 

systems or adjustments are done in-house by the specialists in cyber security (Daita, 

2017). This means that they have four possible developers, and if they need to make 

adjustments that are too big for the cyber security department then they can also 

consider hiring someone to cooperate and develop with their department (Daita, 2017). 

When using outsourcing to develop the IT systems and the maintenance service the IT 

vendors are the ones responsible for managing the risks and to protect the system 

technically (Daita, 2017).  

Bank C.J has about 150 people developing their IT systems, this is including the 

outsourcing team (Chiba, 2017). During development Bank C.J does not have a certain 

person that is responsible for checking the security. Chiba (2017) says that they do not 

have the resources for that but that every developer is responsible for the security. 

Kamata (2017) says that usually a developer at a Japanese bank has the responsibility to 

follow the development policy in the bank, which differs from bank to bank. 

Vulnerability assessment and the bottom line architectural review is very common for 

major banks and source code review is done by most banks (Kamata, 2017). The large 

banks use security responsible persons who can review the architecture because they 

have the resources (Kamata, 2017). 

To secure the applications that are connected to the internet Bank C.J hires another 

company to test with penetration testing (Chiba, 2017). Commonly the Japanese banks 

use Microsoft Security Development Lifecycle (MSDL) or a subset of it for security 

testing according to Kamata (2017). MSDL is a software development process which 

aims to help developing a secure software (Microsoft a, 2017), and it consists of seven 

stages including training, requirements, and verification among some (Microsoft b, 

2017). Kamata (2017) believes that Microsoft is best practise right now but also 

mentions HP and Cisco’s security development lifecycles. For larger banks in Japan it is 

common to develop using the waterfall method, which is a very traditional method, 

though companies that are originally IT companies or the banks that only provide 

internet banking use agile methods for development (Kamata, 2017). The bigger banks, 

that use the waterfall method, can for example have about 200 different documents for 

one single development project concerning possible security risks. These are produced 

at different stages of the development (Kamata, 2017). Kamata (2017) thinks that the 

focus when developing should be “what kind of security do we need?” (Kamata, 2017) 

instead of focusing on what technologies there are. These documents about security 

risks are then reviewed by the security department of the bank to evaluate if the project 

is complying with the company's policy and can move on to the next stage of the 

waterfall development (Kamata, 2017). According to Kamata (2017) this is a very 
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complicated process which makes it difficult for the developer to follow every 

regulation and the review team takes the head responsibility to review the code 

(Kamata, 2017). 

Bank C.J uses a system by an IT vendor to secure authentication as customers login to 

the internet bank, this is not a common system in Japan which according to Chiba 

(2017) makes it more secure. The customer uses a password and a username to log in 

and if they need to make a money transfer they get an additional OTP sent to them by 

email. At Bank D.J the majority of the customers access the internet banking with a PC, 

but they can also access with a smartphone (Daita, 2017). The login method for Bank 

D.J is similar to Bank C.J but in addition they check what device the customer uses and 

if it is a new device or in some way a risky access point, the customer will be asked to 

answer an additional question (Daita, 2017). The additional question is chosen by the 

customer and is of the type “What is your mother’s name?”, “When is your birthday”, 

or “Where did you go to elementary school?” (Daita, 2017). Although Bank D.J does 

not use an additional OTP after this. According to Kamata (2017) the common login 

method in Japan is to login with ID, password and an additional authentication factor, 

the most common one is to use an OTP code. Mainly the internet banking is used to 

transfer money and to check the status of their accounts, in addition they can see the 

nearest ATMs, currency rates, buy lottery tickets or manage their housing loans and 

buying stocks (Nakanishi 2017; Takagi 2017). The trust for the internet banking is high 

in Japan, even though it has had some issues since the start around year 2000 most users 

are trusting the bank to handle the development well (Nakanishi 2017; Takagi 2017). 

5.1.4 Regulations and Cooperation 

The Japanese banks have to follow the laws like other companies in Japan, example of 

laws that apply to banks are the personal information act and the access act (Kamata, 

2017). According to Chiba (2017) they as a Japanese bank have to follow regulations as 

well which are sometimes directed only toward banks. The main regulation about cyber 

security was last updated in 2015. Daita (2017) mentions the bank act, the social system 

number law, and FSA as important when understanding the laws and regulations that 

apply to the Japanese banks. FSA has done surveys on the Japanese banks in order to 

evaluate the banks and to improve their guidelines for the banks (Chiba, 2017). This 

survey included that Bank C.J had to make a report about their information security 

management and security threats. The report was about 100 pages and explained what 

they do in order to make the bank secure and what security measures they had at the 

time (Chiba, 2017). After the first survey they also had to do an additional one which 

was more focused on “are you doing this”-questions (Chiba, 2017). The result of the 

second survey is the foundation for the policy of Japan today and guidelines known as 

FISC guidelines (Chiba, 2017). Chiba (2017) said that generally the results for the large 

banks were good while the regional banks were not so good. The FISC guidelines can 

be used in many situations for example when Bank D.J purchases an IT systems they 
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check the guidelines and then they try to make a good decision on which IT system is 

the best for their bank (Daita, 2017). 

The institutions that regulate the Japanese banks is primarily the FSA and in some 

aspects Bank of Japan. The Japanese regulations are very strict and require a 100 

percent system operation quality for all the systems in the bank (Kamata, 2017). FSA 

can, according to Kamata (2017) put a business suspension on a bank that does not 

follow the regulations or listen to the requested improvements from FSA. The bank will 

then be suspended for around three months. Because the importance of a good IT 

system and the request of high operation quality if there is any trouble with the IT 

system it is an executive matter (Kamata, 2017). The Bank of Japan does not have any 

regulations of their own, according to Kamata (2017) they regulate by meeting with the 

banks and asking them to explain about their information security and/or audit the IT 

risk management of a bank.  

All regulations that affect the banking industry is published by FSA. Other than 

regulations from FSA, the banks as mentioned need to follow the Japanese law and in 

addition the FISC guidelines, which is basically created based on the mainframe system 

(Kamata, 2017). The Japanese banks are required to have an information security 

management capability, e.g. CIRT and policy documents (Kamata, 2017). According to 

Kamata (2017) the FISC guidelines does not efficiently cover the operational level and 

is not completely updated. On a more recent cyber security matter it is more important 

to have the operational point of view, which FS ISAC-J is more focused on (Kamata, 

2017). In general the Japanese banks refer to NIST SP 800 or the FISC Guidelines, but 

there are several others that they use as well, e.g. international standards (Kamata, 

2017). The larger banks and the three largest banks of Japan follow international 

standards in addition to the FISC guidelines, e.g. NIST, ENISA, and/or ISO 27000-

series (Kamata, 2017). 

Forums for information security in Japan are NCA, the Japanese CERT, and FS ISAC-J 

according to Chiba (2017). Bank C.J is an active member of FS ISAC-J, as mentioned 

they held a seminar in their own offices. During an information exchange like a seminar 

Bank C.J shares information about its strategy and their security system (Chiba, 2017). 

It is through the networks of information security organizations and its meetings that 

Bank C.J shares information with other Japanese banks (Chiba, 2017). Yamaga (2017) 

thinks that the reason that Bank C.J has one of the most successful CSIRTs of the 

middle sized banks in Japan is because they are so good at using the communities. This 

gives them an advantage and a power position when they are choosing which IT vendor 

to work with (Yamaga, 2017). Because of their engagement in the communities they 

have a lot of knowledge about what systems are secure and what is important to create a 

cyber security system that is good (Yamaga, 2017). Bank D.J participates in the forum 

of FS ISAC-J because they think that it is important to know the topics of FS ISAC-J 

and how incidents are being handled (Daita, 2017). Daita (2017) thinks that it is 

important to share information, and by attending the forum he has a network with 
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people to discuss cyber security problems. This knowledge can then be used in Daita’s 

work as an information point towards their IT vendors. 

FS ISAC-J provides their members with: a forum in which they can lift security matters 

and use it for incident reporting, training material and supervising, cyber security 

exercises, and working groups. In addition to this FS ISAC-J produce incident reports 

that give an overview of different attacks (Kamata, 2017). FS ISAC-J has 8 working 

groups:   

 Incident response, where members can discuss and create incident response 

guidelines 

 Vulnerability handling, where members can discuss vulnerability information 

that is published on a daily basis 

 Exercise, where FS ISAC-J create security exercises for the member to 

participate in 

 Global information collaboration, where global financial institutions can discuss 

international matters 

 Best practice, where members can discuss specific security measures 

 Fintech security, where fintech and specifically open API can be discussed 

 Organization and training, where members can create training material and 

distribute to other members 

 Anti-fraud money transfer, where the focus is on anti-fraud money transfer and 

malware related to that  

FS ISAC-J allows for smaller banks, which have not had the resources to build good 

information security, to get help from bigger banks or other banks of the same size 

(Kamata, 2017). Kamata (2017) also mentions that banks in some regions in Japan 

create their own network where they share information between themselves and trust 

each other because of the geographical location. According to Chiba (2017) they know 

that it is impossible to protect their systems alone, that is why they have to share 

information with other companies and get information from them. 

5.2 Sweden 

5.2.1 Organizational Structure and Culture  

Bank A.S has 10 000-16 000 employees and Andersson (2017) states that the bank has a 

flat organizational structure that aims to have no more than four manager levels from 

the CEO down to the regular worker. One of the key properties for Bank A.S’s 

organizational culture is personal responsibility where the management tries to 

distribute the responsibility evenly throughout the whole organization. That means that 

even the employees with lower rank will get significant responsibilities. The employees 

are responsible for what they achieve and have to be able to stand for what they 

produce. They are trusted and expected to grow with the responsibility given to them 

(Andersson, 2017). Andersson (2017) explains that the relationship between a manager 
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and the employees are based on mutual trust, which for example means that the 

employees are expected to speak up if they do not agree with the manager. 

According to Bengtsson (2017) Bank B.S’s organizational structure is fairly hierarchical 

due to the fact that it is a large company with 10 000 -16 000 employees. It is therefore 

important that the different roles in the organization are apparent. Managers at Bank B.S 

have a certain responsibility over their employees. The responsibility entails matters 

such as performance reviews and salary discussions, but in many ways the manager is 

seen as a co-worker rather than a superordinate to the employee (Bengtsson, 2017). For 

example it is appreciated for the employees to come up with own suggestions and 

initiatives. Generally the manager and upper management give goals for the 

organization, but then it is up to the employees to take responsibility and be the driving 

force to make sure that the goals can be reached (Bengtsson, 2017). Bengtsson (2017) 

emphasizes that even if they have a traditional hierarchical organizational structure with 

clear manager and employee roles there is openness towards ideas produced by the 

employees.  

In regards to the collaboration between a bank and their cooperation partners Andersson 

(2017) says that if Bank A.S needs a partner for a project, e.g. in the form of a 

consultant company, they would primarily choose a company that they have worked 

with before and been pleased with. If they need to choose a new company they try out 

the new partner in an assignment (Andersson, 2017). Bank B.S has framework 

agreements with the security consultant companies that they hire continuously for a 

longer period of time, when they need shorter services they try to find collaboration 

partners with front edge competence (Bengtsson, 2017). 

Lindgren (2017) from FI says that the organizational structure and culture of Swedish 

banks are influenced by the Swedish norms in general. The banks therefore have a 

relatively flat organizational structures compared to other countries, even if they may 

have a more distinct structure than other sectors (Lindgren, 2017). Turell (2017) from 

MSB believes that in comparison to the total number of employees the security 

department is generally fairly small in Swedish banks. But as more and more manual 

tasks in the banks gets automated and employees get replaced by IT systems the 

percentage of security employees will increase. The reason for this is that information 

security is not seen as a task that can be automated, at least not yet (Turell, 2017). 

According to Turell (2017), certain Swedish banks are efficient at mediating a safety 

culture which means that all employees are aware of safety aspects in their daily work 

tasks. Therefore it would be possible to say that a greater number of employees work 

with security than just those employed in the security department (Turell, 2017). 

Lindgren (2017) states that safety culture is one of the most important aspects of 

information security and FI therefore demands that the management of each 

organization takes the lead in implementing proper safety culture.  
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5.2.2 Policies and Compliance 

According to Lindgren (2017) Swedish banks are not forced by law to have a policy, 

but FI have in their regulation from 2014 stated that it is important for the banks to have 

a direction and high level goal of the information security measures that should be 

performed. In addition FI requires banks to decide on internal rules for all relevant parts 

of its information security work (Lindgren, 2017). Turell (2017) says that Swedish 

banks generally do take information security threats and information security 

management seriously. Information security is perceived as important due to the fact 

that there are so many things that can go wrong and lead to an outcome that would be 

critical. According to Turell (2017) this realization has been enhanced over the last 

couple of years when several substantial incidents have occurred. The security 

department at Bank A.S, which handles information security and IT security in general, 

consists of approximately 40 employees (Andersson, 2017). Bank A.S has a security 

policy that is defined by the upper management, but Andersson (2017) states that the 

instructions are more important when it comes to information security. The instructions 

are suggested courses of action in different situations and will therefore be thought of as 

guidelines throughout this thesis. Bank A.S’s instructions are based on the Standard of 

Good Practice which is compiled by the organization Information Security Forum (ISF). 

Bank A.S’s instructions are divided between general sections that all employees are 

supposed to read and more specific topics that only applies to certain work tasks. 

Together they cover Bank A.S’s entire operation and the employees can read the 

instructions on the bank’s intranet. Andersson (2017) says that it is challenging to get 

the employees of the bank to read and understand the importance of the instructions. 

The information security department therefore works with awareness by staging annual 

security walkthroughs. Andersson (2017) also says that due to the fact that there is a 

high frequency of cyber security news in the Swedish media at the moment the 

employees are more attentive towards security issues. The security department tries to 

take advantage of these news by commenting on what significance the incidents have 

for their own organization and their customers (Andersson, 2017). Bank A.S sometimes 

utilizes a risk based approach to information security and Andersson (2017) states that 

they are willing to take a risk if it e.g. becomes too expensive to protect from that 

particular attack.  

According to Andersson (2017), if one of Bank A.S’s customers were to discover a 

security threat they can report it to the bank by email, facebook, phone, or contacting 

their local bank office. Once the bank is contacted an employee at the information 

security department will get the responsibility of the incident and try to find a solution. 

If an employee at the bank discovers a security threat they generally report it by talking 

to their manager. All incidents at Bank A.S are documented and statistics are kept to see 

what types of threats are most common, but Andersson (2017) does not want to disclose 

how many incidents they are subjected to. Bank A.S has a CSIRT unit that handles 

instant information security threats to the organization and event logs are kept to keep 

track of what happens in their network.  
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The department at Bank B.S that has the holistic responsibility of information security 

management consists of six employees (Bengtsson, 2017). These employees set the 

framework for the rest of the organization in questions regarding information security. 

In addition to these six there is 35 employees working in Bank B.S’s security 

department. According to Bengtsson (2017), Bank B.S has recently made large 

modifications to their governing documents, and among them their information security 

policy and other documents related to the information security management. The length 

of the information security policy is one page and it establishes areas of responsibility 

and what levels of ambitions the company strives for with their information security 

management. The instructions that clarify the intentions of the policy were earlier based 

on ISO standard 27002, but because as Bengtsson (2017) explained “it did not match 

the bank’s DNA of how to work” the instructions were redeveloped. Now the 

instructions are risk based, which means that more effort has been put into analyzing 

what level of risk the bank is willing to take in different areas. According to Bengtsson 

(2017) the instructions have gone from being 126 pages long down to fourteen pages. 

As mentioned, the old version of the instructions was heavily influenced by the ISO 

standard 27002. Bengtsson (2017) states that standards can give good guidance, but also 

says that there are some drawbacks when it becomes an obligation in a complex 

environment. It is easy to end up in a place where the instructions only become 

checkbox exercises and no thought is put into why the instructions are there in the first 

place. Standards have therefore not been the main focus for the new version of the 

instructions. But Bank B.S has still used FI’s demands and advice as counseling 

(Bengtsson, 2017). In the new version of the information security policy the 

responsibility has been handed over to the department where the task is carried out. In 

other words the upper management and security department have in the new version 

more clearly stated the ambition level, then it is up to all employees to reach these 

goals.   

Bengtsson (2017) says that it does not matter how good a policy is if no one reads it. 

Before the change of policy there were only a fraction of the employees that knew what 

it stated, but by making it shorter they tried to make it more accessible for the 

employees. According to Bengtsson (2017) Bank B.S still needs to improve on how 

they communicate the importance of the policy and instructions to the employees. The 

most important stakeholders did participate in the process of redeveloping the policy 

and instructions, which provided them with a good understanding of the new 

documents. Otherwise the security department uses workshops, articles on the intranet, 

and similar types of activities to educate the employees (Bengtsson, 2017). The policy 

and the instructions can be read by the employees on the intranet. According to 

Bengtsson (2017) every employee has a certain responsibility for the information 

security. But at the same time it is difficult for the employees to be aware of all risks 

they face, and know how to mitigate them. Bank B.S therefore tries to establish 

principles for what the employees are allowed and not allowed to do, e.g. the employees 

are not allowed to use unencrypted flash drives. Bengtsson (2017) emphasizes the 

importance that the employees understand and gain the knowledge about why they are 
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not allowed to do a specific action. For example if they understand why they are not 

allowed to use an unencrypted flash drive it is more likely that they will avoid it.  

If an employee at Bank B.S discovers an information security threat they can report it 

over the telephone or by sending an email to the security department. According to 

Bengtsson (2017) suspicious emails that are aimed towards the employees at the bank 

often come in waves, but the bank has protection to make sure that the employees do 

not receive those emails. Bengtsson (2017) states that they have a deliberate strategy 

where the employees working in the security department try to be as accessible as 

possible. They try to be visible throughout the organisation to make it easier for 

employees to contact them if they discover a security threat. According to Bengtsson 

(2017) Bank B.S aims to provide feedback to every employee that has reported a 

security threat. Customers can report threats by sending an email or in other ways 

contacting the local bank office. The customers can also get more information about 

cyber threats on Bank B.S’s webpage (Bengtsson, 2017). Bank B.S have surveillance on 

their IT systems all the time to ensure they know what is happening (Bengtsson, 2017). 

They keep logs over every intrusion attempt, and have an incident team that handle 

incidents when they happen. Bengtsson (2017) argues that there is no secret to that the 

bank are subjected to IT attacks. It would be stranger if they were not, but due to 

security reasons he does not want to tell how many attacks occur at Bank B.S.  

5.2.3 Risks and Development 

Andersson (2017) states that several years ago it was the cash transfers that were the 

target for criminals, but with almost no physical cash movements in Sweden today the 

criminal activity has shifted to cyberspace. This according to Andersson (2017) is a lot 

harder to protect against. A person with malicious intent can buy the tools on the web, 

e.g. trojan horse or Ddos-attacks, and there are people that is extremely competent in 

this area. Bank A.S has identified four risk areas for information and IT security which 

are called: information leakage, IT attacks, social engineering, and resilience 

(Andersson, 2017). It is around these four areas that Bank A.S has statistics about 

incidents and work with awareness (Andersson, 2017). Andersson (2017) says that it is 

important to take care of and develop your system to protect it and to make it secure 

from new types of threats. Andersson (2017) further says that the bank needs to be able 

to handle it quickly. According to Bengtsson (2017) there are going to be a lot of 

changes in what threats there is, as the manual operations of today gets digitalised, 

which could indicate that the operation and handling of IT is going to be more important 

than the actual IT. That the cyber security standards that are being brought forth by the 

Swedish government and how to implement security will affect how IT should be 

handled in order to create security for the user is something Bengtsson (2017) is sure of 

and that it will be difficult to implement. It is important to think about usage when 

turning the manual operations to digital. It includes a totally different kind of usage 

thinking and other kinds of controls (Bengtsson, 2017). Bengtsson (2017) believes that 
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the Swedish banks are highly aware of the risks with cyber security and that they are 

working on being prepared and meeting the coming changes. 

Lindgren (2017) states that FI in this year's supervision report has chosen two specific 

risk areas to discuss because they recently have been in focus, they are not necessarily 

the most common ones currently. The first is the risk for cyber attacks, which is 

increasing. The second one is the organizational location of the Chief Information 

Security Officer, that leads and coordinates the banks information security work. 

Lindgren (2017) highlights in addition the risk for interruptions in the systems, mainly 

because of changes in the IT environment. Lindgren (2017) says that because they can 

see an increase in the driving force to develop products fast the risk is that the functional 

aspects of the product gets less prioritized. The most common incidents are currently 

concerning changes in the IT environment (Lindgren, 2017). Lindgren (2017) says that 

a large and complex IT environment is harder to protect than smaller and simpler IT 

environments. A smaller one needs fewer resources, which adds to the importance of 

prioritizing the security when developing more products or adding functions to an 

existing product. It is important for the society to know that the banks are secure and 

Lindgren (2017) argues that there can be a need for a bigger transparency from banks 

towards the media and customers. The banks should not tell what specific protection 

they have and details about it but they should inform that they are aware of threats and 

if they have enough protection against it (Lindgren, 2017). It comes down to creating 

more transparency and trust with the customers and the society (Lindgren, 2017). 

According to Andersson (2017) insider attacks are not usual and to avoid information 

leakage it is more important to make sure that the system is properly encrypted. 

Andersson (2017) believes that there will be several more solutions in the future on how 

to establish a secure connection. This is a huge and important subject for the banks 

according to both Andersson (2017) and Bengtsson (2017). Andersson (2017) says that 

the IT attacks can be very different, that it is the creativity of people that sets the limits. 

The most common attacks are Ddos, phishing emails with trojans or ransomware. The 

emails do occur a lot in periods at Bank A.S (Andersson, 2017), as well as mentioned in 

the case of Bank B.S. Social engineering is a big problem mostly for customers of the 

bank, and it occurs on anything from facebook to blocket (a website for selling, buying 

and trading) and more (Andersson, 2017). It is currently the most successful way to 

steal money from people according to Andersson (2017). This applies to both customers 

and to employees. Andersson (2017) says that the difficulty lies in that the attackers 

“are targeting the weakest spot which currently is the human”. It is easy to map a 

person from social media and after they know enough they can target and contact the 

person (Andersson, 2017). Bengtsson (2017) states that IT risks are unpredictable, 

created by inefficient processes and inadequate knowledge level of employees. If the 

employees of a bank do not know why or how they can be a security risk they are a 

bigger danger to the security than if they are aware. The information security risks that a 

bank face can be said to cut through all risk areas, such as credit card risks, marketing 
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activity risks and so on, and this is because IT is included in almost everything 

(Bengtsson, 2017). 

The strategy of Bank A.S is to develop in-house, still this might include getting 

additional help from consultants and there are occasions when they cannot build in-

house (Andersson, 2017). They have about 800 developers at Bank A.S in Sweden 

(Andersson, 2017). Each developer should think that when they are developing 

something new they also should take care of the maintenance after and keep it safe and 

properly functioning. In other words at Bank A.S they believe that the developer should 

be responsible for the whole solution (Andersson, 2017). If the developer feels 

responsible for the whole solution, including the maintenance, then they will try and 

make it good from the start. Andersson (2017) says that there is a lot to think about as a 

developer, that it should be user friendly, the design of the interface, the security, etc. At 

Bank A.S they have special instructions of how to make the system secure, e.g. what 

code components to use or how the transaction path should be (Andersson, 2017). The 

developers are not allowed to do it in any other way and there are also people who work 

with code reviewing in order to make sure that it meets the requirements (Andersson, 

2017). At Bank A.S. they believe in personal responsibility 

You know generally when you have been writing code, how is someone else 

going to be able to come in and sprinkle security over it? (Andersson, 2017) 

meaning that it is really hard to come in after and look at the code and understand it 

fully and then make it secure. According to Andersson (2017) the developers have to 

think about it from the start in order to make it good, and this applies to anything. When 

developing Bank A.S mostly uses the agile method and they have to make a 

requirements specifications in the beginning of a project which includes quality 

assurance and testing (Andersson, 2017). Usually they have someone that is responsible 

for how the developed product should be tested, a test leader (Andersson, 2017). In 

addition the security department sometimes checks on the project as well and before it 

goes live they also do penetration testing. Andersson (2017) describes it as them having 

their own IT security experts which use the two out of the three different kinds of 

penetration testing, white- and grey-box. For black-box penetration testing both Bank 

A.S and Bank B.S sometimes hire firms that are specialized within the area (Andersson, 

2017; Bengtsson 2017). The internal systems do not have as strict requirements as the 

ones towards the public and towards consumers (Andersson, 2017), which is confirmed 

to be the same at Bank B.S by Bengtsson (2017). 

At Bank B.S about 30 - 40 percentage of the development is outsourced and they have 

about 900 developers in Sweden. The most important is that the utility is high and then 

it does not matter if it is bought or made in-house (Bengtsson, 2017). They have about 

16 people that are working on IT security questions which provide the projects with 

clear security requirements (Bengtsson, 2017). Bank B.S have started implementing the 

agile method for development projects a while ago, and mainly hire consultants if they 

need special expertise that they do not have in-house (Bengtsson, 2017). They have 



54 
 

clear specifics for solutions that face the internet and several tests that the new product 

or solution needs to pass (Bengtsson, 2017). The testing includes indata-verification, 

authentication testing and more, and already from the start there is a library with the 

requirements specifics so the developers can see what is required from different 

solutions (Bengtsson, 2017). Bengtsson (2017) says that they are trying to adapt to the 

agile way of thinking and testing the development continually as it gets developed, and 

emphasized that the fast feedback also gives their developers a better learning curve. 

According to Lindgren (2017) it is a current trend to use more outsourcing for the 

Swedish banks in general. Some of the major banks in Sweden have started using a lot 

of near-shoring, e.g. having development in other Baltic countries where they have 

established banking services (Lindgren, 2017). There is also a clear shift towards using 

the agile development process for the Swedish banks according to Lindgren (2017). 

Though Lindgren (2017) emphasize that it is a big difference between the banks. 

The main focus for Bank A.S is to build safe and easy to use services. They have a 

controlled development environment and what tools are allowed, which might be 

difficult to understand or boring for the developers (Andersson, 2017). The developers 

are not administrators over their own computers at Bank A.S, so the bank tells the 

developers what tools to use (Andersson, 2017). If a developer wants to use other tools 

they have to go via the IT security department. Another side of the security in 

developing is to use tools which they can use for several years so that others can take 

over and develop on a solution without compromising the security by all being 

beginners on the tools. Andersson (2017) says that they look at how other companies 

develop things but that it is difficult to compare, e.g. for a music application it is not a 

disaster if a song does not work, but people are very dependent on being able to use 

their credit card and transferring money. They look at others in order to create a 

workplace that is attractive for developers. It is important that the creativity of the 

developers can find support in the company and Andersson (2017) says that the balance 

is very important. At Bank B.S they recommend tools for development based on Open 

web application security protocol, and it is not up to the developer to choose the tools 

and they can not download the tools as they wish over the internet (Bengtsson, 2017). 

“It is in these situations that we who work with security are so boring and backwards” 

(Bengtsson, 2017).  

A common method to access the internet bank of any Swedish bank is by using a 

BankID, which is used by about 7.5 million people in Sweden and works as an e-

legitimation (BankID a, 2017; BankID b, 2017). The BankID can either be a physical 

card, a file on your computer, or a mobile one which you have on e.g. your smart phone. 

The one for your computer and your phone are almost identical (BankID b, 2017) and 

the most common is the mobile BankID (BankID a, 2017). Financial ID-technology 

(Finansiell ID-teknik) the company that is responsible for development and 

maintenance of BankID was started in 2002 and was at the time owned by seven of the 

largest banks in Sweden, only one out of the four major banks did not participate from 

the start (BankID c, 2017). The first BankID was issued in 2003 and during 2011 the 
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major bank that did not participate signs a contract to start using BankID for their 

customers. The mobile BankID is also launched for everyone (BankID d, 2017). As of 

today there are eleven banks that are issuing BankID’s to different extent (BankID e, 

2017). During 2012 six of the largest banks in Sweden, amongst them the four major 

banks, launched a mobile payment solution for private customers called Swish (Swish a, 

2015). In this solution the only thing needed to transfer money to is the receiver's 

mobile phone number or their Swish-number and the money will be transferred in 

seconds (Swish b, 2015). In order to become a Swish user you need to have a mobile 

BankID and connect Swish to your bank account (Swish b, 2015). Today Swish has 

about 5.4 million users (Swish c, 2017), and even companies and organizations can use 

it (Swish d, 2015). 

In order to reach the internet bank of Bank A.S there are two main ways either the 

customer log in with their mobile BankID, the most common one, or they log in with a 

BankID on card and a card reader (Andersson, 2017). Both methods give the customer 

an OTP code after they have typed in a PIN in the application or on the card reader 

(Andersson, 2017). In order to protect their customers Bank A.S has implemented 

different rules on what they are allowed to do if they log in with their mobile BankID or 

the card BankID, e.g. different money transfer limits, where the one for the mobile 

BankID is lower as it is less secure (Andersson, 2017). At Bank B.S they offer the same 

BankID options for login as at Bank A.S. In addition to either an OTP from the BankID 

card or the mobile BankID the customer has to use an username which is the social 

security number of that person (Bengtsson, 2017). In Sweden the internet banking for 

the individual customers is mainly used for account overview, transferring money and 

applying for loan and buying stocks (Handelsbanken, 2017; Nordea, 2017; SEB, 2014; 

Swedbank, 2017). 

5.2.4 Regulations and Cooperation 

According to the interviewees at both of the Swedish banks FI is the regulator that 

primarily regulates the Swedish banks (Andersson 2017; Bengtsson 2017). Bengtsson 

(2017) says that they have a clear regulation to follow from FI, called IT operations and 

information security FFFS 2014:5, which is in close relation to another regulation from 

FI about operational risks FFFS 2014:4. Both of these,  FFFS 2014:5 and FFFS 2014:4 

are under the 2014:1 regulation about how to handle risks in a company (Bengtsson, 

2017). The regulations from FI do not control in detail the information security, but is 

perceived by Andersson (2017) to give expectations on the bank's information security. 

If FI do not think that the company is following the regulations it can give a substantial 

fine (Andersson 2017). The usual process is that FI find shortcomings in the security 

during an investigation, which they then inform the bank about (Lindgren, 2017). After 

the bank has received the shortcomings, they have to present a plan on how to handle 

these. Lindgren (2017) says that the shortcomings can be of such severe nature that FI 

needs to take further actions that could mean an enforcement including a sanction. 
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Other regulations that the interviewees at the two Swedish banks mention that they need 

to operate under are the computer inspection, the privacy act (PUL), the accounting act, 

and the expected law that will be based on the General Data Protection Regulation 

(GDPR) from the EU (Andersson, 2017; Bengtsson 2017). GDPR was approved by the 

EU Parliament in April of 2016 and will be enforced from May 2018. It will replace the 

Data Protection Directive 95/46/EC (EU GDPR, 2017). GDPR is aimed at protecting 

the individual by giving protection and increasing the individual rights (Andersson, 

2017). Laws and regulations that are passed in the EU are then the base for laws in 

Sweden. That is why Andersson (2017) thinks a lot of focus is on creating regulations 

from EU on all fronts of information security and cyber security. Bengtsson (2017) 

thinks that the GDPR will be quite strict and affect many industries. Andersson (2017) 

says that the financial industry is well regulated in Sweden and that FI is increasing its 

competency in the area of information security. Both of the interviewees of the Swedish 

banks think that the banking industry is accustomed to high regulation and strictness, 

mainly because banks are regarded as a critical part of a functioning society (Andersson, 

2017; Bengtsson 2017). 

Because both of the Swedish banks have offices internationally they do not only comply 

by Swedish rules and regulations. Andersson (2017) describes the USA as a country 

that compared to Sweden is quick at enforcing new rules in the area of information 

security. Andersson (2017) would say that the USA, Great Britain, and countries in Asia 

probably are ahead of Sweden in having more detailed laws, expectations, and 

recommendations. In addition to complying to other countries regulations the Swedish 

banks use international standards. Both banks are familiar with the ISO standards as 

well as NIST, other standards mentioned are COBIT, and ISF’s Standard of good 

practice (Andersson, 2017; Bengtsson 2017). Andersson (2017) indicates that it has 

become more important to show not only FI but also rating institutes and customers 

today that the bank has a good information security and that they know about the 

international standards. Bengtsson (2017) seems to agree on this, but indicates that it 

might not be that important anymore to say that one is ISO certified as it was before. 

 

Lindgren (2017) states that FI studies how the forums for cooperation in Sweden are 

working. These have to build on trust which Lindgren (2017) believes is best created 

organically in the industry. If FI deems that the existing forums are not good enough 

they will consider driving the creation of a forum that can help the banks build this kind 

of environment. Currently FI has insight to the cooperation and forums in Sweden and 

find that they are relevant, though there is always room for improvement (Lindgren, 

2017). 

Both of the Swedish banks participate in organizations and forums where they can 

discuss information security. Bank A.S is a part of two to three forums that collaborate 

with MSB and Andersson (2017) says that these become more and more important as a 

lot of the threats are societal problems, e.g. ID-theft. Even though it might not be the 

main responsibility of the bank it is important to have all the involved parties there to 
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discuss it (Andersson, 2017). Andersson (2017) says that the banks in Sweden have 

been working with IT security for a long time and that when they attend meetings with 

other companies from other sectors it is common that they just started with some of the 

security that the Swedish banks have been working with for a long time. The CSIRT of 

Bank A.S is also engaged in two forums called FIRST and ENISA. ENISA is an 

organization for the whole of EU and Bank A.S sees an advantage in participating in 

this as most security threats reaches the nordic countries after the EU (Andersson, 

2017). At Bank B.S they are participating in the same forums, MSB and ENISA in the 

same manners and for the same reasoning as Bank A.S (Bengtsson, 2017). The different 

organizations and discussion forums that Bank A.S participates in results in 

compilations of the recent statistics and threats, telephone meetings, and education. 

Andersson (2017) describes the meetings as informal and if something urgent needs to 

be brought to attention the information is distributed fast through written material and 

emergency telephone meetings. Employees from the information security department 

attend educations by ISF and also use chat forums and social media to keep themselves 

updated (Andersson, 2017). Bank A.S is also involved in collaborations with other 

Swedish banks and describe the Swedish banks as having no competition amongst them 

in this area. 

[in information security] there is no competition really, but we try to 

exchange as much information as possible about what is happening. We 

want to protect Sweden. It's very active around what is happening. 

(Andersson, 2017) 

Bengtsson (2017) states the same on the subject of information security and explains 

that he attends meetings with his counterparts from other Swedish banks every sixth 

week. 

We banks, we do not compete with safety. Which give us quite a lot of 

freedom to cooperate. (Bengtsson, 2017) 

The only knowledge they hide in these meetings is customer information, otherwise 

they share everything, from indication of compromise (IOC), prints of crime, and other 

sorts of security related information (Bengtsson, 2017). Bengtsson (2017) believes that 

it probably is the area where they have gotten the furthest when it comes to 

collaboration with competing companies. The Swedish banks are also a very good 

example of companies working together to solve security issues, e.g. BankID and 

Swish. These show that the banks see the benefits with collaboration and can cooperate 

and split the costs and in working together get a higher security (Bengtsson, 2017).  

The information security meetings between banks in Sweden are on different levels and 

occur both formally and informally (Bengtsson, 2017). When it is through the banking 

association it becomes more formal and they meet within different information security 

groups. During these meetings they discuss different subjects and make decisions that 

all the banks will follow (Bengtsson, 2017). The more informal forums are organized by 
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the banks themselves where representatives from the banks hold the meetings, and these 

meetings have high confidentiality and trust (Bengtsson, 2017). Another format is when 

MSB or the Swedish CERT are facilitating the information exchange, and Bengtsson 

(2017) means that there are a lot of different formats for information sharing. 
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6. Discussion 

Throughout this section the empirical findings will be discussed in relation to the theory 

presented earlier. The findings have been discussed with Japanese academics in order to 

get a more objective analysis that incorporates both the Japanese and Swedish 

perspective. This section is divided in the same four areas as the empirical data. As in 

the empirical chapter some general aspects of this study will be discussed before 

moving to the four areas. 

From the empirical data it is possible to declare that all the banks use most of the 

information security tools mentioned in the section 2.3 of this report. The actual details 

of the security cannot be handled in this report as it is sensitive information for the 

banks to share. However, where the different tools are used will be discussed to create a 

small overview of the security and later in this chapter, section 6.3, the differences in 

authentication will be discussed. There is some kind of encryption used for the logins, 

as they use OTP codes in some way in almost all the interviewed banks, it is also likely 

that there is some kind of hash involved for the passwords that are not OTP. OTP is an 

encrypted method for authentication, and authentication is used by all banks when the 

user wants to access the internet banking. All the banks are using methods to keep track 

and logs of their systems and to see if it has been subject to any kind of intrusions which 

indicates that they use most kinds of intrusion detection. An indication of using 

firewalls is that the interviewed banks all deem that when developing for their intranet 

they do not need the same level of security as when developing for the public net. For 

this study the authentication differences becomes the most interesting as it is the main 

focus to be able to access personal data or assets of the customers of the bank and it is 

also one of the major risks mentioned by all banks to secure that customers will not get 

hacked. 

Generally, there is a greater variation in the number of employees for the Japanese 

banks compare to the Swedish. The largest Japanese banks have approximately 100 000 

employees while the smallest have no more than 20. In Sweden the biggest banks has 

about 15 000 employees, and usually they have operations in other countries as well. 

This will in turn result in a bigger variation of the organizational structure of Japanese 

banks. It may also affect the organizational culture because of the fact that in a larger 

organization the work tasks may get more specific while in a smaller company the 

employees have to take on several tasks to make the organization run smoothly. When 

comparing the banks investigated in this study the Japanese banks have less employees 

than the Swedish banks and they are mainly operating on a regional level while the 

Swedish banks are larger banks operating all over their country. This indicates different 

levels of resources to put on information security and will affect several variables when 

it comes to information security in general. There are also differences between Japan 

and Sweden in the overall structure of the banking industry. In Japan the customers 

have accounts with several different banks, usually they need an account with both the 

larger banks that operate all over Japan and at least one regional bank. This is in 
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contrast to Sweden where the customers typically only have one bank. Due to the 

difference in number of banks a customer have and the fact that Japan has a bigger 

population the regional banks get a bigger importance in Japan than in Sweden where 

the large banks possess almost the entire market. 

6.1 Organizational Structure and Culture 

Both similarities and differences can been found when analyzing the organizational 

structure and culture of the banks investigated in Japan and Sweden. The Japanese 

banks usually have a more hierarchical organizational structure than the Swedish banks. 

The fact that Japanese banks are more hierarchical corresponds well with the difference 

in power distance that was found in Hofstede’s (1984) dimensions and the Japanese 

people are more used to a hierarchical system. Though, as were visible regarding Bank 

C.J, there are Japanese banks that have a flatter organizational structure even if this is 

not the norm. What is interesting with Bank C.J and Japanese banks in general is that 

they try to have an even more flat organizational structure in their security department. 

The flatter structure makes it easier to communicate with each other and through this 

communication the employees can help each other more efficiently. A flat 

organizational structure can therefore be of great advantage when dealing with 

information security problems that may be rather complex. This is especially true in 

Japan’s regional banks where the security departments only have a handful of 

employees and the collaboration between employees is even more important. Compared 

to the Japanese banks the Swedish have a flatter organizational structure which 

coincides with Hofstede’s (1984) investigations about power distance. Bank A.S for 

example has a strategy where they do not want to have more than four management 

levels. But due to the number of employees the Swedish banks have they need some 

sort of hierarchy in order to be effective. The fact that the banking industry is a high risk 

sector and strictly regulated also implies that the organizational structure has to be more 

distinct than in other industries, which can be seen both in regards to the Japanese banks 

and the Swedish.  

Bank D.J acknowledges that the traditional Japanese organizational culture where 

decisions have to be approved on all levels of a company before they can be acted on is 

not optimal when an emergency information security incident occurs. The process of 

coming to a decision on how to handle the situation is too slow and the attacker can 

make a lot of damage before the bank reacts. Bank D.J’s new policy regarding their path 

of decision puts more responsibility on the information security manager. This person 

has detailed knowledge about information security and would therefore be the most 

suitable person to make these difficult decisions. This line of reasoning implies that in 

order to reach a satisfying information security protection it is important for the 

Japanese banks to take a step away from their traditional organizational culture, at least 

in specific situation when emergency incident occurs. The Swedish banks have to a 

certain extent overcome this problem by putting a lot of responsibility on their 

employees. Bank A.S see the personal responsibility as a key property of their 
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organizational culture and Bank B.S has through their new policy and instructions put a 

lot of the responsibility on the employees to know how to reach the level of information 

security that is required. This corresponds well with Sweden’s low score on the power 

distance scale, which means that the employees are seen as independent from the 

employer. The employees have own responsibility and negotiate with the manager and 

other employees to reach the best result. The responsibility that the Swedish employees 

possess also make it easier to handle situations when an emergency incident occurs 

because they are to a greater extent able to make own decisions and do not have to wait 

for their manager to tell them what to do.   

Both Bank C.J and Kamata from FS ISAC-J emphasized the importance of trust 

between collaborating companies. In Japan this trust is to a large extent gained from 

socializing outside the work setting. Socializing to gain trust is one of the characteristics 

for a collectivistic society. The two business partners have to invest time to reach the 

level of trust needed to go through with the business deal. Trust is important to the 

Swedish banks as well and Bank A.S stated that they would rather work with a 

company that they have worked with before. If Bank A.S were to start working with a 

new company they would give the new collaboration partner a smaller assignment to 

test their abilities. Bank B.S also focuses on the abilities of a possible collaboration 

partner and tries to find front edge competence. This corresponds to an individualistic 

culture where the relationship between collaborating companies is seen as a strict 

business relationship, where your performance counts, and there is no higher value in 

getting to know the other part on a deeper level.  

According to Klein and Kleinman’s (2002) extended theory of SCOT, structures are 

explicit and implicit rules that may constrain an actor in a certain environment. In the 

banking environment the organizational culture will affect the employees, including the 

security department, and through them affect the quality of the bank’s information 

security. The organizational culture can therefore be seen as the structures described by 

Klein and Kleinman (2002). According to this investigation the Japanese banks are 

moving away from the traditional Japanese organizational culture with hierarchical 

structures and slow decision paths. They have realized that in order to maintain an 

information security protection of high quality they need a flatter organizational 

structure, at least in the security department, and faster paths to decision when they are 

subjected to serious attacks. The Swedish banks with their flat organizational structure 

already have these properties that seem to be better suited for information security 

management. The culture may also be constraining structures when it comes to how 

trust is built within the banks, and between the banks and other companies. In Japan 

trust is built through socializing, while in Sweden it is built by testing abilities. One way 

is not necessarily better than the other. Both technical skills, that is the primarily focus 

in Sweden, and trustworthiness, which is the focus in Japan, are essential parts of a 

beneficial collaboration regarding crucial information security issues. The structures 

will inevitably affect the character of the collaboration.  
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6.2 Policies and Compliance 

All banks investigated in this study have developed their own information security 

policy and guidelines. As described in the theory section, tailored policies and 

guidelines give the banks a better chance to implement compliance in their 

organizations. When developing their guidelines all four banks have in some way 

considered information security standards. The Japanese banks use the FISC’s plan for 

guidelines, Bank A.S has to a large extent considered the Standard of Good Practice and 

Bank B.S have referred to FI’s guidance. These standards provide a foundation for 

developing satisfying guidelines and ensure that all banks use at least a standard degree 

of protection in the form of underlying tools and encryption. It can therefore be argued 

that to a certain extent the technological protection in Japan and Sweden are similar.  

Another similarity between the banks in Japan and Sweden is that they all in some way 

take risks into account, which according to Yamaga is the most important aspect to 

incorporate in information security management. The Swedish banks have a more 

distinct strategy where they analyze which risks they are willing to take and which they 

have to protect the organization from. They express an understanding that some of the 

more basic risk will cost more to protect from than it will cost if the incident would 

occur. Bank C.J changes its guidelines every time a new incident or attack happens. In 

this way they are always up to date on how to protect the organization from new attacks. 

Furthermore, by analyzing the new attacks they are to a greater extent aware of the risks 

the bank faces compared to if they only follow a standard. A possible downside with 

Bank C.J’s approach is that the guidelines become too detailed. They are well protected 

against attacks that they are familiar with, but if they get subjected to an attack that is 

not covered in the guidelines they may have problems. From that perspective it may be 

better to do as Bank D.J and use the guidelines more as general operational reference 

points.  

The policy and guidelines that stood out the most because of the responsibility it puts on 

the employees where those developed by Bank B.S. They shortened their guidelines 

from 126 pages down to fourteen in order to make the rules more accessible to the 

employees. This correlates to Sweden’s weak uncertainty avoidance that could be seen 

in Hofstede’s (1984) investigation, which states that there should be no more rules than 

necessary. In the case of Bank B.S, rules have been removed and there is instead a 

bigger responsibility on the employees to know how to reach the expected level of 

information security. This way of distributing the responsibility might work well in 

Sweden where the employees are used to and want much responsibility. But if similar 

guidelines were to be implemented in a Japanese bank there is a risk that both the 

managers and employees would be uncomfortable with the new arrangement. The 

organizational culture and relationship between manager and employee which are based 

on a larger power distance (Hofstede, 1984) will have to be altered when the employee 

is given more responsibility. Correspondingly, a scenario where the employees are only 

given a restricted amount of responsibility would not be efficient in Sweden. The 
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employees in Sweden are expected to be given responsibility and through this 

responsibility a certain amount of freedom. If the employees do not feel they get the 

responsibility and freedom expected there is a risk that they choose to leave their 

employer and start working somewhere else. This is another example of how the 

different cultures create constraining structures that affect in this case how the 

information security policy is formulated.  

All banks perform activities to sustain the three primary measures to ensure compliance 

described by Kim and Solomon (2016). The first measure is the usage of event logs that 

make it possible to investigate security problems. All banks interviewed use event logs 

that record which employees access what resources and what data goes in and out of the 

system to gain further control. The second measure is remediation which refers to 

repairing systems that are broken or infected. All banks interviewed have a CSIRT unit 

whose responsibility is to protect the organization’s assets when they are subjected to an 

attack. This responsibility furthermore entails the task of making sure that the attacker 

gets as little information as possible if they were to get into the system and to reassure 

that a similar attack cannot happen again. In other words the CSIRT repairs the infected 

or broken system. The final measure is compliance liaison which is reached through 

educating the employees to make sure that they are aware of the policy and guidelines. 

Kim and Solomon (2016) states that the user is the weakest link, by educating the 

employees the banks can strengthen this link. All banks educate their employees, but 

they have different ways to go about it. Bank C.J uses e-learning to teach their 

employees about the risks of IT incidents and how to protect themselves from these 

risks. Bank D.J utilizes different cases to explain possible information security attacks 

and difficulties. Bank A.S stages annual security walkthroughs to keep their employees 

up to date on the policy and guidelines, in between these events they send out 

information in the form of articles to the employee. Bank B.S organizes workshops on 

the topic of information security and post articles on the intranet. One difference is that 

Bank C.J sometimes sends out a fake suspicious email to their employees to see how 

they handle it. None of the Swedish banks investigated said that they would send fake 

emails to their employees. According to Hofstede (1984) this can be connected to the 

difference in power distance, which states that Swedish leaders are supposed to be 

guiding and not controlling. Swedish employees may in some way feel offended if they 

were inspected in this way. According to Nakanishi and Takagi this education method is 

not common for Japanese companies in general, but may be used in industries such as 

banking and IT. Information security is extra important in these industries which may 

suggest that it is worth carrying through on these more controlling methods in order to 

educate the employees. 

According to Daita it is uncommon for regional banks in Japan to have employees that 

are full time specialists in the field of cyber security, usually the bank only have 

employees that work part time with these issues. The Swedish banks investigated for 

this study have more employees and therefore better possibilities to use resources on 

information security. It is more difficult to reach sufficient information security 
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management with less employees and a smaller information security department. When 

this is the case, as with the Japanese banks investigated, it is even more important to be 

able to mediate a safety culture to make the whole organization work with and be aware 

of the information security issues. As mentioned in the theory section the employees is 

often the attacker’s main target and by making sure that they can handle common 

information security threats a large part of the attacks can be repelled. This applies to all 

banks, but since Bank D.J’s security department is so small they realized that they do 

not have the necessary resources to protect the bank by themselves and have therefore 

put extra effort into educating their employees. The importance of educating the 

employees and creating a safety culture has been emphasized by several interviewees. 

As mentioned before the employees are the weakest link and by making sure that they 

understand why they are not allowed to do specific actions it is more likely that they act 

securely. The banks in both Japan and Sweden are therefore trying to make the 

employees more knowledgeable about information security, not only on a level where 

the employees know about information security but so that they have a profound 

understanding of the risks.  

All banks have similar ways for the employees and customers to report security threats. 

The employees report security threats by contacting the security department. How to 

contact the security department differ in the banks, either by talking to their own 

manager who then takes it to the security department or by contacting them directly 

through email or a phone call. Bank C.J moreover has a function on their intranet that 

the employees can use to immediately contact the security department, and this helps in 

creating an environment where it is easy to report issues. The customers of all the banks 

interviewed can report security threats by sending an email or calling the local office. 

All banks investigated try to educate their customers by having information on their 

websites about different attacks and how to protect against these. As stated in the theory 

section the user is the weakest link in security, but by allowing and encouraging both 

the employees and customers to report threats it is possible to instead gain insight from 

the users. In this case the users can be seen as a resource rather than a liability because it 

is impossible for the banks to keep track of all attacks. The educated users can help by 

providing information about the threats they see, for example attacks such as social 

engineering and phishing email which can be difficult for the banks to detect on their 

own.  

Bank C.J, Bank D.J, and other similar regional banks in Japan, did not realize the 

importance of information security management until the year of 2014. This may seem 

contradictory to their strong uncertainty avoidance which states that Japan is a society 

where the people like to be in control. At the same time their strong uncertainty 

avoidance indicates that there are fixed thoughts on what a bank should do in Japan. 

Before the vulnerabilities in the different IT systems were detected and FSA presented 

the result of their study and implemented regulations and guidelines, information 

security management was not among these tasks that the banks had to perform. Because 

of these thoughts on what tasks that banks should perform were so well established it 
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might have been necessary to have a distinct breakthrough in order to add this 

additional task of information security management.  

6.3 Risks and Development 

The Japanese banks and the Swedish banks see similar kinds of risks, the main ones 

being information leakage, system failure, and that their customers are getting deceived. 

These risk areas can be attacked by usage of different methods, e.g. social engineering, 

Ddos attacks, and phishing. These attacks were mentioned by almost all interviewees 

and coincide with the ones mentioned by Vacca (2014). In addition the interviewees add 

on to the statement that the customer and the employee are main target and the weakest 

link in security. The risks that the banks in both countries prioritize are closely related 

with the importance of keeping a good appearance and showing the customers that they 

can trust the bank. It is a matter of helping customers, keeping the system running at all 

times, and informing the employees of how to react and handle situations in a safe way. 

Banks in both countries talk about being at some kind of turning point, the change from 

their old systems, manual operations are getting digitalized, and that customers are not 

coming to the physical office as often as before. The banks are facing different changes 

that mostly imply new technologies and ways to think about security. They express that 

these changes are difficult and that they contain risks for the bank. Because information 

security is important for banks in general and because these changes imply that it is 

becoming even more important the banks interviewed put a lot of effort and 

groundwork into information security, e.g. Daita at Bank D.J states that even though 

they do not develop in-house they need to know about how to develop IT security 

because they believe it will be much more important in the future. This and other 

statements from the banks show that they are well aware of the threat that cyber security 

is imposing on their functionality and their information security.  

On the subject of in-house or outsourcing the IT development the Swedish banks mainly 

use in-house development, although there are differences in their approaches. Bank A.S 

wants as much as possible done in-house and Bank B.S focus at the value and cost 

effectiveness. The Japanese banks on the other hand mainly outsource the development 

because of their size, but they as well represent different approaches. Bank C.J has in-

house developers and they use consultants that they know so well that they can say “We 

have 150 developers including the outsourcing” (Chiba, 2017).  Bank D.J mainly buys 

and customize alternatives by IT vendors and only do some small adjustments in-house. 

According to Kamata this is normal in Japan, but that the larger banks use more of the 

in-house development, even if some are currently thinking about moving more towards 

outsourcing. So the amount that is being in-house or outsourced in both countries and 

the general movement of the larger banks to more outsourcing are similar. Though the 

impression is that banks in Japan want to outsource more and use the knowledge that 

the IT companies has while the Swedish banks want to increase the knowledge they 

have inside of the company and develop more like the IT companies. 
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Bank A.S and Bank B.S both do in-house and outsource testing of their developments, 

reviewing code along the process of development, using different kinds of penetration 

testing, and test reporting. According to Campbell (2016) code testing should be 

thought about through the whole process which is something the banks in Japan and 

Sweden are working with. Bank A.S uses all three kinds of penetration testing 

mentioned by Vacca (2014), done from in-house testers as well as from outsourced 

resources. While both the Japanese banks leave this to IT security vendors or outsource 

it to IT testers. This indicates that the Swedish banks could better achieve the white-box 

penetration testing than the Japanese banks can because they get people from in-house 

of the company to test it. Though one can discuss how important the white-box testing 

is, in accordance with the sizes and resources of the Japanese banks the black-box 

testing can be considered to be enough. 

Traditionally the way of developing has in both countries been the waterfall method, 

though today the IT development projects at the large banks in Sweden are mainly using 

the agile method. They have and still are changing most of their methods to better be 

applied with the agile method. Kamata says that the traditional waterfall method still is 

the most common one in Japan and that you can find the agile method at banks that are 

internet only banks. With the agile method the Swedish banks are finding it easier to 

implement testing through the whole process which is something they state is important. 

Bank B.S sees the advantages such as how it helps to give faster feedback and help the 

developers to improve. Andersson says that it is almost impossible to try and change 

someone else's code and making it secure if the person has not thought about it enough 

during development. The development process at Japanese banks mainly consists of 

different stages that the development needs to pass through, which is a way to show that 

they have considered the different risks with the project. This is coinciding with the 

description on having high uncertainty avoidance by Hofstede (2002), where he says 

that a lot of effort will be put into doing feasibility- and risk studies before a decision is 

made. Banks in both countries have a security perspective through the whole process, if 

they do not have someone that takes the role as head responsible for the security in a 

project they still make sure that the whole development team knows that they are 

responsible as well. It is also part of both the different processes that the banks use. In 

the waterfall method they have different stages before the development starts to show 

the security thinking and in the agile development you plan for testing through the 

process and at what stages it is needed.  

Both interviewees from the Swedish banks stated the importance of finding a balance 

between what secure tools the developers are allowed to use and what tools they want to 

use. Andersson and Bengtsson both stated that because the employees are not 

administrators over their own computers they have to have a dialogue and talk about 

new ideas and thoughts for new tools. This can be explained as that they want to be 

perceived as a good workplace for developers as well that they want to imply the 

importance of new ideas from the employees. In comparison none of the interviewees at 

the Japanese banks or organizations in Japan even mentioned something like this. This 
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is partly because the Swedish organizations has a small power distance and prefer 

distributing the power. If there is no room for the employee to give their own ideas and 

try to change the tools that are being used in the bank then the bank is not perceived to 

be an attractive workplace. It is also connected to the uncertainty avoidance of Sweden, 

even though they have rules on what tools are secure they are prepared to talk them 

through and in a way make them less important. In Sweden it is common that people 

change jobs which is uncommon in Japan. In Japan the companies gets ratings which 

imply how interesting it is for newly graduated students to apply for work there. It can 

as mentioned be more important that it is a big and stable company than that the 

employee has more to say about the work assignments. 

When analyzing the actual products and services offered by the Japanese banks and the 

Swedish banks there are similarities and differences, which can be connected to the 

cultural and social context of the countries. Similarities is that the internet banking of 

both countries contain and is mainly used to get the overview of an account, to transfer 

money, and to handle loans and founds. What differs is that in Japan you can easily see 

the nearest ATM according to your location, this is because in Japan they still use a lot 

of cash and it is not uncommon that they do not accept card in your local restaurant or 

other places. In comparison the Swedish banks have been working with moving to a 

cashless society where it is not uncommon that your bank or a store in Sweden does not 

accept coins or cash.  This is mainly because the society and banks in Sweden tried to 

solve the problems with robberies when they needed to physically transport money. The 

solution has been to move all the money to internet transactions. Another difference 

between the two countries is that the large Swedish banks, except one, together have 

started a company that has developed the main used e-legitimation for Sweden. Also 

they, this time all the four large banks were involved, started an application that allows 

for money transfers between the banks that only take seconds. This can be explained by 

the wish from the Swedish banks to keep the money flow over the internet. The 

cooperation between banks was possible because they manage to see that this is an area 

where they have a lot to gain from working together and that helps them in creating an 

environment where they can trust each other.  

In Sweden almost all the major banks use the same method of authentication which is 

the BankID, which has three different forms. The BankID on card is by most banks 

deemed as the most secure, as it requires a physical object to be used. The banks in 

Japan usually have a system with an OTP code, but for the small banks interviewed in 

this report it is not always that the customer needs an OTP, e.g. to login the user would 

not have to use an OTP. All these login methods are examples of authentication, and by 

authenticating the user it is possible to access information and to access certain actions. 

As mentioned in the background by using a device that provides the user with an OTP it 

becomes more secure than by sending the OTP to the user via email or SMS. The two 

methods have different kinds of risks to consider. With an actual device it becomes 

easier for the customer to notice if the device is missing while it might not be as easy to 

say if someone has hacked an email and other information needed that is static. Bank 
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D.J is the only bank that seems to check what device the user is at, e.g. a new computer, 

but they are also the only ones which have not mentioned any kind of OTP. Maybe in 

order to reach a similar security level as Bank C.J they have chosen this instead of an 

OTP. The impression is that the Swedish banks have a good security because they use 

the physical devices. But as mentioned by Lindgren the more systems and the more 

complex it is it also gets harder to protect the system. The Japanese banks are smaller 

and probably have less complexity in their systems than the Swedish banks interviewed, 

therefore it could be an evaluation that the security becomes high enough for their level 

of complexity. One of the major differences however is that all the major banks in 

Sweden share the same way of logging in to their internet banks. They should become a 

bigger target for attacks because of this but at the same time they are sharing the risk, 

knowledge and resources needed to keep developing and making their systems secure. It 

is more probable that the creation of BankID has also helped make other banks in 

Sweden more secure than if all had been developing their own method.  

6.4 Regulations and Cooperation 

The laws in Japan and Sweden that the banks need to abide by are similar, e.g. 

regulation about how to handle personal information about customers, which both 

countries have. The major difference is that in Japan they have been more clear and 

detailed with laws and guidelines that apply to how banks should handle their 

information security and cyber security, also they have been earlier in implementing 

them. In Sweden the information security is handled only in regulations by FI. In 

addition to more detailed guidelines in Japan the financial institute of Japan, FSA, is 

deemed to have more power than the Swedish one, FI. It is a major problem for a bank 

if it needs to close down their business in a country for three months due to bad 

information security. While a fine from the FI might be a big problem as well, it is not 

as much of a disaster for a company. As mentioned by Kim and Solomon (2016) it is 

highly important for a bank that there are no problems with a customer's financial assets 

because this can have negative long-term effects, this point has also been confirmed by 

banks themselves. Therefore if a bank has to close down its business the customer will 

be much more affected than if the company has to pay a large fine. This and the fact that 

banks have a high-risk profile makes them good at keeping the information about 

attacks towards them to themselves and also any statistics about how much money they 

lose on incidents. 

The fact that the Japanese government and FSA have been more explicit with the 

information security does not mean that the Swedish banks are behind in security 

thinking. It is more an indication that Japan has higher uncertainty avoidance and it is 

more usual in Japan to have laws and rules, while in Sweden the banks are working with 

information security to the same extent as the Japanese just without the in Sweden 

thought of as “unnecessary” rules. During this study the impression is that the security 

thinking of the Swedish banks has been as important as in the Japanese. There are 

organizations in both countries that offer help to the banks by giving recommendations 
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and guidelines. The banks of both countries in addition to these guidelines study the 

same international standards, e.g. ISO, NIST and ENISA, which implies that the 

thoughts about how to protect the company's information and increase the IT security 

are similar all over the world.  

According to Yamaga it is of key importance to be able to use the communities and to 

share and gain knowledge, even if you are not developing in-house. Yamaga sees a big 

advantage for the future of a company that is participating and using the communities as 

well as a current increase in security thinking and knowledge. Both the Japanese banks 

that have been interviewed is participating in the communities best they can. This is 

believed by Yamaga to be why they are succeeding in their security. The same can also 

be said about the Swedish banks, that they because of a good community are able to 

have a good knowledge about threats and how to create a secure environment. With the 

communities the banks are able to build a network, get help with security issues, and 

make more out of their resources. 

When studying the different forums for the banks to share information about security, 

one important difference is how Japanese banks create trust compared to how the 

Swedish banks achieve it. In Japan there are organizations like FS ISAC-J that try to 

help the banks create an environment where they trust each other and are able to help 

each other, not only by the education but by going out together. The only informal 

situations occur when the Japanese companies are out drinking with each other, which 

is important in building the trust mentioned by all the interviewees. While in Sweden 

the banks already share a high trust so they have meetings of their own, which are 

perceived by themselves as informal, and the need for a forum where the banks can 

meet other banks is not as important as it is today in Japan. In Sweden the banks can 

mainly learn by helping the other Swedish companies and by understanding more about 

what is going on in other sectors of the society. Comparing these results with the notion 

of Japan being a more masculine country one can see that the Japanese banks are having 

a harder time to create trust among themselves as they are more in a competition against 

each other. The Swedish banks on the other hand are having a sense of no competition 

amongst themselves when it comes to the information security, which can be confirmed 

by Hofstede (2002) and the notion that a country with high femininity share a high 

solidarity and that the Swedish banks do not seem to think that they are better than each 

other but that they can help one another and achieve a better result that way. Another 

important note to consider is how this affect the outcome of what the banks produce, all 

the major banks in Sweden share the same forums for discussing their information 

security, this could according to SCOT indicate that the Swedish banks have a more 

narrow relevant social group than the Japanese banks which turn mainly to IT vendors 

and then in more formal forums towards the other banks. This is then seen in the fact 

that in Japan there are several ways to login while in Sweden there is one major way.  
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7. Conclusions 

This chapter aims to answer the research questions stated in section 1.1 in relation to the 

discussion presented earlier. In addition to answering these questions this chapter 

includes a section about further research in connection with the related research from 

section 2.4. 

What is the process for development of IT systems? 

The main method for IT development in the Japanese banks is the waterfall method, 

which is well adapted to the hierarchical organizational culture of Japan. This well-

structured method has proven to be a good match to Japan’s high uncertainty avoidance. 

Regarding the regional banks in Japan, they do not have the resources necessary to be 

able to develop in-house, but rather have to rely on outsourcing to acquire their IT 

systems. The IT vendors that they buy their systems from mainly use an agile method. 

The Swedish banks have been successful in changing to the IT adjusted agile process, 

which makes it easier to incorporate the security aspects throughout the entire 

development process. The Swedish banks carry out testing both in-house and hire IT 

security specialists, while the Japanese banks mainly focus on outsourcing the testing of 

their systems. Even if the method of developing is different in Japan and Sweden they 

consider the same international standards, e.g. ISO, NIST and ENISA. These standards 

influence the banks so that their technical security when developing becomes similar.  

What risks are there in the development process? 

The banks in both countries are undergoing a big change by replacing old IT systems 

with new ones. The process of transformation has deliberately been slow and steady so 

that they do not rush into any unforeseen risks. At the same time they are facing the fast 

development of technology of the society today, where the banks of Japan and Sweden 

seem to be well prepared and knowing of the different risks that this might imply. The 

banks of Japan give the impression of moving more slowly and changing its style in a 

more controlled and regulated manner, while the Swedish banks give the impression of 

being more adaptable to the more IT adjusted development style. 

The main risks when developing is that the developers do not know enough about how 

to make a secure system and do not receive clear guidelines. A way to reduce the risk in 

development is to make everyone on the team responsible for the security, which has 

been used as a method by several of the banks in this study. Other ways to reduce the 

risks are guidelines and different kinds of education for the employees. The guidelines 

can either be formulated so that they explain what ambition level the bank should have 

in different areas or more clearly state rules of what is allowed. The choice of how to 

formulate the guidelines should be decided by the banks themselves based on their 

organizational culture. The findings of this study also show that educating the 

employees is of great importance. The user is the weakest link in information security 
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and therefore also a big risk, the banks can strengthen this link by educating the 

employees about information security threats.  

What cultural differences are there between the banks? 

Cultural differences exist in most parts of the organizations where they handle 

information security and develop new IT systems. Japanese banks have a more 

hierarchical organizational structure due to their culture. This structure has proven to 

interfere with the information security management because it makes it more difficult to 

communicate and make fast decisions. The Japanese banks interviewed for this study 

have therefore decided to transition towards a flatter organizational structure in their 

security department. Cultural differences are also visible in regards to how trust is 

gained within and between organizations in the different countries. In Japan trust is built 

by socializing and getting to know each other on a more personal level. In Sweden trust 

is gained by testing abilities and proving the skills that the companies claim that they 

have.  

- What effect will these have on the information security of the finished product? 

In regards to the internet bank there are a few functional differences between Japan and 

Sweden. These differences can mainly be perceived as results of the national culture, 

e.g. if the internet banking contains information about your nearest ATM. The 

differences that are found within the information security of the internet banking can be 

related to the organizational culture. 

The competitiveness in the Japanese culture becomes a barrier to the information 

sharing. The cultural difference in trust building also makes it more difficult for the 

Japanese banks to build trustworthy relations, mainly as the situations where they can 

start building on trust do not arise as easily and might take longer time than the Swedish 

approach. In Sweden the great trust and ability to collaborate can be seen by their 

informal meetings, where they share almost everything. That they have been able to 

create an environment where information security is regarded as something they should 

develop together and help each other out with is proven by products such as BankID 

and Swish.  

In Japan there is a bigger difference between how the customers of different banks log 

in to their internet bank, but usually they only need a username and password. In 

addition a lot of banks use an OTP or an additional personal question if the customer is 

using a connection device that is deemed less secure or if the customer wants to do a 

transfer. The information security of the Japanese banks differs more than for the 

Swedish banks. This is because the major Swedish banks have created a secure 

authentication method together and are making it available to all the Swedish banks 

which give a bank in Sweden, no matter what size, the opportunity to have the same 

security level as the banks with more resources. The notion that it more than often only 
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is needed a password makes the Japanese information security seem less secure than the 

Swedish login method which can acquire a physical card for login. 

How do regulations affect information security management and policy?  

Regulations have proved to have a big impact on the information security in Japan. It 

was not until 2014 when FSA established the laws that the regional banks in Japan 

started to work actively with information security management. The banks in Sweden 

have been working with information security for a long time even if there at this 

moment still are no clear laws about how to handle information security. This difference 

in how laws are applied coincides with Hofstede’s (1984) dimension of uncertainty 

avoidance. The Japanese banks needed the stricter regulation as a wake-up call in order 

to focus on information security, while the Swedish banks are more prone to take own 

responsibility and not rely on regulations.  

7.1 Impact 

The results from this study confirm that culture affect the information security at 

organizations, in addition it strengthens the current methods for information security 

handling. The banks in the different countries are using the same international standards 

still their implementations and the outcomes are different. How a company adapts to 

changes is not only dependent on how complex the systems are but also how willing the 

company is to change. Organizational structures can be either restricting or to an 

advantage, and the most important is to be able to change these when necessary. These 

results can be of interest to the banking industry as well as regulatory authorities. A 

bank can use the thesis as a mean of comparing one’s own information security and 

finding out important factors to increase the information security. Authorities can use 

the results in a similar manner, to compare what their countries banks are doing to 

achieve a good information security and to see what they can do in order to create a 

better information security within the industry. The results from this study can further 

be used in similar researches to strengthen the view of cultural effects on information 

security as well as to compare other industries of countries.  

7.2 Future research 

Related research to this study indicated that several factors have an impact on 

information security and can affect the quality of protection. The factors are not only 

related to technology, but both national and organizational culture. This study has 

focused on information security when developing IT system within the banking industry 

in Japan and Sweden to get a better understanding of how different aspects may affect 

the outcome. The findings show that cultural aspects have a big impact on how 

information security is managed in the two different countries which corresponds well 

to the theory in related research. It would however be interesting for future research to 

continue investigating along these lines to see how cultural differences are manifested in 
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other countries. A hypothesis would be that countries that share many cultural aspects 

also handle information security in similar ways. 

Another area that would be interesting to investigate is whether the banking industry 

differs from other industries in regards to how cultural aspects affect information 

security when developing IT systems. As stated in this report, information security is 

extra important in the banking industry due to the sensitive information that they 

handle. Other sectors that do not face the same direct risks can be assumed to handle 

information security differently and it would therefore be interesting to see in which 

ways the differences are visible.   
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Appendix 1 

Questions for the banks 

These questions were the ones used for the banks in Japan and Sweden. The questions 

are grouped by the main themes for this study. They were sent to the interviewees 

before the interview, without the examples mentioned, and follow up questions were 

added according to our methodology.  

General questions 
Tell us a little about your company. 

What is your position at the company?  

What are your main customers? 

What applications do you provide? 

- For example web page, internet banking, mobile applications. 

 

Organizational structure and culture questions 
What is the organizational structure at your company? 

- How many people work at your security department? 

How would you describe the organizational culture?  

- Would you describe it as hierarchical or more flat? 

How is the relations between a manager and his employees? 

Is it okey for an employee to come with suggestions on decisions? 

Do you have activities outside of the office? 

- Are different company roles clear during these?  

 

Policies questions  
Do you have an information security policy? 

Do you have instructions/guidelines that are based on the policy that the employees 

can read? 

How did you develop your information security policy?  

- Is it based on any standards?  

How do you communicate the importance of the security policy to the organization? 

Do you motivate the employees to follow the policy in any specific way? 

- How? (Sanctions or rewards) 

Where can the employees read the policy?  

Can employees report security threats to the organization? 

- Suppose that an employee discovers an intrusion. How can they report it?  

Can customers report security threats to the organization? 

- How does that work? 

How do you document different security threats or incidents? 

What responsibility would you say that the average employee has when it comes to it-

security?  

What would happen if you found out that an employee didn’t conform to the policy? 

 

Risks and recovery questions 
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What different types of IT-risks do you think that you face as a bank?  

- Do you divide them in different areas? 

Do you develop your it-systems in-house or use outsourcing? 

- What does the development team look like if you outsource? 

How does the development team look? 

- Average size, different roles, and responsibilities?  

- What project form do you use? E.g. Agile, Waterfall. 

What security requirements do you have when developing new it-systems? 

What technical security tools do you use? 

- E.g. Firewall, encryption or such. 

How do you make sure that the development meet your security requirements? 

- Testing during the process?  

- When and how? 

Can the developer use whatever tools or algorithms that they like? 

 

Regulations and cooperations questions 
What laws and regulations affect the development of your information security? 

- What different institutions control these? 

- For example in Sweden we have a financial institution that give 

recommendations and guidelines to the banks. They can give fines if these are 

not followed. 

Do you use any other guidelines or standards when developing new IT-systems? 

Is there any cooperations that you use...  

- to find information about potential security risks? 

- to educate employees in security safety? 

- as a network to help others prevent security breaches? 
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Appendix 2 

Questions for other organizations 

These questions were the ones used for the organizations in Japan and Sweden, though 

the organizations had different areas of expertise so a few questions were taken away 

for interviews where it was not within the area of knowledge for that organization. The 

questions are grouped by the main themes for this study. They were sent to the 

interviewees before the interview, without the examples mentioned, and follow up 

questions were added according to our methodology. 

General questions 
Tell us a little about your organization. 

What is your position at the organization? 

What sort of activities and forums do you provide? 

 

Organizational structure and culture questions 

How big is usually the security department compared to a bank’s size? 

How would you describe the normal organizational culture at a Japanese/Swedish 

bank?  

- Would you describe it as hierarchical or more flat? 

- How is the relations between a manager and his employees? 

Is it okey for an employee to come with suggestions on decisions? 

 

Policies questions  
Are Japanese/Swedish banks forced by law to have information security policies? 

- How has these regulations or laws been developed? 

What kind of support do you offer to banks? 

What would you say is a good policy and guidelines?  

Do you have instructions/guidelines on how a Japanese/Swedish banks can create 

their information security policy?  

- How did you develop these instructions/guidelines? 

- Is it based on any other standards? 

Are you recommending any other guidelines or standards? 

Do you have any tools to give the banks a reprimand? 

Can banks report security threats or incidents to your organization? 

- How does that work? 

How do you document different security threats or incidents? 

What responsibility would you say that the average employee on a Japanese/Swedish 

bank has when it comes to information security?  

 

Risks and development questions 
What different types of IT-risks do you think that a Japanese/Swedish bank face?  

- Do you divide them in different areas? 

How many of the Japanese/Swedish banks are members of your organization? 
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What risks are there in the development process? 

- Which is seen as the major one? 

Do you keep statistic over what incidents occur? 

- Which are the most common incidents? 

- What incidents are the most difficult to protect against? 

- Can you see any trends? 

Would you say that Japanese/Swedish banks have a sufficient information security 

protection? 

- Do you see any general difference between the different bank sizes/groupings? 

Is it important for the banks to show the society that they are well-protected?  

- What is the media attention for security breaches? 

Is it normal to develop it-systems in-house or use outsourcing? 

What form is usual for development projects? 

- E.g. agile or waterfall 

What security requirements does Japanese/Swedish banks have when developing new 

it-systems? 

- What kind of security testing do you recommend?  

 

Regulations and cooperations questions 
What laws and regulations affect the information security of Japanese/Swedish banks? 

- What different institutions control these? 

Are there any other cooperations mainly for banks? 

- to find information about potential security risks? 

- to educate employees in security safety? 

- as a network to help others prevent security breaches? 

Are the Japanese/Swedish banks comfortable with sharing information about computer 

security incidents and protection?  

How do you motivate the CSIRTs to share information? 

 


