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Abstract

In this thesis we consider different aspects of security in sensor networks,
in particular query authentication and confidential data aggregation. Au-
thenticating the queries is important so attackers cannot modify existing
queries because this would lead to wrong readings; or insert new queries
into the network because this would lead to waste of energy. When answer-
ing to queries, in-network aggregation in sensor networks is an efficient way
to save energy. Nevertheless, node capture in hostile environments require
protocols for data aggregation where the intermediate nodes contribute with
their own values to the aggregated data without getting access to it.

Our contributions are two protocols for query authentication and confi-
dential data aggregation together with a common layered key distribution
scheme. Both static and mobile base stations are supported. The pro-
posed protocols use symmetric cryptography, which is preferred in sensor
networks because of the sensor’s limited computational power, energy sup-
ply and memory storage. The results from our simulations show that, if an
attacker captures a small number of nodes, the attacker can only introduce
unauthorized queries into a limited part of the network and can only get
access to a small part of the data that is aggregated into the network.
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Chapter 1

Introduction

1.1 Sensor networks

Wireless sensor networks consist of many sensor nodes that are deployed
on an area of interest for the purpose of sensing the environment and col-
lecting data from it. A special node, called the base station, is responsible
for querying the nodes and gathering the data collected by them. Sensor
networks can be used in a wide variety of applications, for example, envi-
ronmental control, agriculture monitoring, health care, military operations
or surveillance.

A sensor node is a small device equipped with one or more sensors, a
processor and a radio transceiver for wireless communication. The nodes
are normally battery driven and can be placed at inaccessible places. The
size of the node should be kept as small as possible to facilitate their use in
different applications. Furthermore, because the sensor networks consist of
a large number of sensor nodes, the cost for every node should be low. The
low-cost and small size properties together with the limited energy supply
result in low computation power, limited memory resources and not tamper-
proof hardware. The base station on the other hand is a resource-enhanced
device with tamper-proof hardware.

When two nodes that want to communicate are not in each others trans-
mission range, they will communicate using some nodes in between them as
forwarders. In the same way, when the base station sends a query into the
network, only the sensor nodes that are in the base station’s transmission
range will receive the message. In order to spread the message to all the
nodes in the network, the receiving nodes will forward the query to their
neighbors, that will do the same thing, and so on until all the nodes have
received the query. This technique is called multi-hop communication.

One important constraint in a sensor network is that the nodes are bat-
tery driven and thus energy constrained. When the number of sensors in
the network is large or the deployment area is inaccessible, replacing the
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batteries in the nodes is very costly or impossible. Both doing computa-
tions and transmitting data require energy, but transmitting data requires
much more energy per bit than the computations. To prolong the life of a
sensor network, a key property of all the protocols and applications should
be energy efficiency.

1.2 Query dissemination

The base station sends queries into the network specifying, for example,
which sensor nodes that should answer or which sensor reading is requested
or from what time interval data is wanted. Most query dissemination meth-
ods, for example TinyDB [17] or Directed Diffusion [13], are variants of
query flooding with differences in the ways they direct a query towards a
specific direction. Disseminating a query into a multi-hop network requires
intermediate nodes to forward it as illustrated in Figure 1.1.

BS
q q q q

1

Figure 1.1: The hop-by-hop spreading of the query in a sensor network. BS
is the base station and ◦ are the nodes. Only a small part of the network is
showed in the picture.

1.3 Data aggregation

When answering a query, it might be inefficient or unnecessary for each
node to send individual sensor readings on a multi-hop channel to the base
station. Instead, the data can be aggregated within the network. In-network
aggregation means that the data is aggregated or processed as it is forwarded
by the intermediate nodes. The nodes performing the aggregation are called
aggregators. Examples of aggregating functions are average, sum, minimum
or maximum.

When using in-network data aggregation, the amount of data transmit-
ted towards the base station is reduced, thus the energy consumption is also
reduced [16].

Approaches to aggregation:

• One or more clusters of aggregators [11] - The network is divided in
clusters and each cluster has an aggregator. Each aggregator might
divide its cluster in sub-clusters and these sub-clusters will have their
own aggregators.
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• Hop-by-hop aggregation [18] - Every node aggregates its data and the
data received from its neighbors and sends it to the next node. In
Figure 1.2 we show how data is aggregated hop-by-hop using addition
as the aggregation function.

BS

u

v

w x

y z

xy + xz + xw + xx + xv + xu

xy + xz + xw + xx + xv

xy + xz + xw xx

xy xz

1

Figure 1.2: Hop-by-hop aggregation where the aggregation function is ad-
dition. BS is the base station and u - z represent the nodes with their
respective readings xu - xz.

1.4 Security in WSN

Security, as in any other network, is needed to provide access control, data
integrity, confidentiality and availability. The limited computational power
and memory storage on the sensors makes public-key cryptography too ex-
pensive, so symmetric key cryptography is preferred. The size and number
of the cryptographic messages should be kept small because transmitting
and receiving data are the most energy consuming operations.

Sensor networks are at high security risk. Sensors are often deployed in
unsupervised areas which increases the risk of physical capture and repli-
cation. Furthermore, wireless communication can easily be intercepted and
new messages can be introduced. Because of the constrained nature of the
sensors, security techniques used in traditional networks cannot be used or
are very inefficient.

Given the wireless communication channel, an attacker can listen to
the messages that are sent, modify, insert or delete messages or replay old
messages. Additionally, an attacker can capture and replicate chosen nodes.
Once a node is captured, because it is not tamper-proof, all the data stored
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in its memory, including all cryptographic keys, is retrieved and can be used
by an attacker. The attacker can also reprogram the sensors and try to copy
keys from one sensor to another.

Attackers can be interested in the data gathered by the nodes, disturbing
the normal functionality of the network, draining the energy power of the
nodes or spreading their own queries into the network.

We give a short description of some of the research issues in securing a
wireless sensor network:

• Key management - Key management consists of key establishment, key
revocation and key update and is a big challenge in sensor networks
because the nodes may not know anything about their neighbors before
deployment, some nodes can easily be captured and the deployment
area might be monitored.

• Access control and authentication - Only authorized entities should get
access to the data collected by the network. Authentication of packets
that are sent over a multi-hop connection using only symmetric cryp-
tography is challenging because the intermediate nodes that forward
the packets may also have the symmetric key used for authentication
(they need this key to be able to authenticate the packet). An attacker
that captures a node will get access to the symmetric key.

• Secure routing - Designing routing protocols that run in the presence
of an active adversary and nodes that do not cooperate is an impor-
tant security feature since routing is fundamental for sensor networks.
An adversary can try to alter routing information in order to, for ex-
ample, create routing loops, longer routes, redirect the traffic through
a compromised node or partition the network [15].

• Secure localization - Protocols have been developed so nodes can com-
pute their location relative to other nodes that already know their
location. It is, therefore, important that no false location information
is spread into the network. Location information is needed to iden-
tify the location of an event of interest, for example of an intruder.
Also, the location of the nodes is used by protocols, for example, for
geographical routing or location-based information querying [9].

• Intrusion detection - Wireless sensor networks are vulnerable to in-
trusions because the deployment area is usually unsupervised, nodes
are not tamper proof and because of the characteristics of the wire-
less channels. Intrusion detection systems, used to detect intruders
and report them to the base station, use traffic analyses for detect-
ing anomalies, which requires energy and memory resources on every
node.
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• Secure data aggregation - Aggregating data inside the network requires
data confidentiality and data integrity. As in other issues, node cap-
ture is a big threat to secure data aggregation because, using the
captured nodes, an attacker could be able to get access to the data
that is being aggregated or to modify it [23, 21].

We focus on aspects of access control and authentication and secure data
aggregation.

1.5 Our research directions

Query authentication. By query authentication we understand data origin
authentication. Data origin authentication offers to a receiver of a message
assurance about the identity of the sender. It also implies data integrity,
because if the message is modified, then the sender is implicitly changed.

Most sensor nodes will not receive the query directly from the base sta-
tion, but from another sensor. If an intermediate node is corrupt, it could
modify the query and forward the modified query instead of the original one.
If the query is modified, the nodes will answer with different readings than
requested. The base station cannot verify this, because, usually, the sensors’
readings are aggregated inside the network. Therefore query authentication
is needed to ensure that data send by the sensors corresponds to the original
query.

Our research goal is to find a protocol that enables every node in the
network, regardless of its hop distance to the base station, to authenticate
a query as coming from the base station and that only uses symmetric key
cryptography and non tamper-proof hardware in the nodes.

Confidential data aggregation. Confidentiality is the service of preventing
unauthorized disclosure of data. By confidential data aggregation we un-
derstand end-to-end data confidentiality as defined by Önen and Molva [21]:
neither the nodes participating in the aggregation nor any other nodes have
access to the data from other nodes.

The challenge for achieving confidential data aggregation is the fact that
sensor nodes and aggregators can be captured by an attacker. Using the
captured nodes, an attacker should not be able to get access to data that is
aggregated into the network.

Our research goal is to find a protocol for data aggregation which offers
end-to-end data aggregation and is resilient to node failures and captures.

Query authentication and data aggregation with mobile base stations. A
mobile base station can be practical in many situations and nowadays mobile
devices, such as mobile phones and PDAs, are powerful enough to be used
as base stations [14, 24].
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The key distribution, being determined by the communication pattern
of the protocols used in the network, is in many protocols dependent on
the base station’s position. E.g., when doing hop-by-hop aggregation, a
tree structure with the base station as a root is usually used and keys are
deployed between nodes along the tree [21]. Thus, moving the base station
would require rebuilding the tree and re-keying the entire network.

Our research goal is to allow mobile base stations in the network while
achieving query authentication and confidential data aggregatin.

1.6 Contributions

The main contributions of this thesis are:

• A layered key distribution scheme that can be used for both query
authentication and confidential data aggregation.

• A protocol for query authentication which uses the layered key distri-
bution scheme. The protocol can be used in sensor network operated
from static base stations.

• A protocol for confidential data aggregation which also uses the lay-
ered key distribution scheme and can be used together with the query
authentication protocol.

• Support for mobile base stations when doing query authentication and
confidential data aggregation.
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Chapter 2

Key distribution schemes
and key establishment

2.1 Key distribution schemes

Cryptographic algorithms require keys to be shared between sensor nodes
or between sensor nodes and the base station. The communication patterns
of the protocols used determine the pattern for the key distribution, that is,
which nodes share a secret key.

One possible key distribution scheme is for every node to share a secret
key with each of its neighbors, called pairwise key. Using this key distribu-
tion, each node can communicate securely with all neighbors. The scheme
can be used in protocols like hop-by-hop aggregation.

Another possible key distribution is for every node to share a secret key
with the base station [27]. This secret key, called individual key, can be used
for secure communication between the node and the base station.

A common network key that is shared between the base station and all
the nodes in the network is another example of a key distribution scheme.
This key can be used for query authentication [1].

When aggregating data using a tree structure with the base station as the
root, secret keys can be shared between different nodes in the tree structure
[4]. For example, each node can share a secret key with its m-th parent [21].

Query authentication and data aggregation are considered separately
in the literature and different key distribution schemes are used for them.
Different key distributions require more keys to be established in the deploy-
ment phase and more memory for storing the keys. We see an opportunity to
simplify this by using only one key distribution because the communication
patters for query dissemination and data aggregation are strongly corre-
lated, that is, query dissemination is done on a broadcast tree and data
aggregation on a reverse broadcast tree. Therefore we propose, in Paper A,
a key distribution scheme that can be used for both query authentication
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and data aggregation. In our key distribution scheme the nodes are divided
into layers according to their hop distance from the base station, that is,
nodes i hops away from the base station comprise layer i. All the nodes in
one layer share a common secret layer key.

2.2 Key establishment

The sensors may not know anything about their neighbors before deploy-
ment, so most of the secret keys have to be established after deployment. A
discussion of possible approaches to key establishment follows.

Public key cryptography is one approach to key establishment. A node
can agree on a session key with any other node in the network using their
public/private key pairs. Malan et al. [19] use elliptic curve cryptography
to distribute symmetric keys.

Another approach is to use the base station as a trusted third party [22].
Each sensor node shares a secret key with the base station and establishes
keys with other nodes through the base station. The communication over-
head introduced by this approach should be taken into consideration.

Computing shared secret keys between each pair of nodes in the network
and loading these keys into the respective nodes prior to their deployment is
another possible aproach. Each node will be preloaded with n− 1 keys, for
a network consisting of n nodes. After deployment, each sensor can decide
on which secret keys are useful.

Random pre-distribution protocols [8, 6] can also be used to establish
symmetric keys between different nodes in the network. Each node is pre-
loaded, before deployment, with a ring of keys randomly chosen from a
large pool of keys. The sizes of the key ring and key pool are chosen so that
each pair of nodes shares a key with a certain probability. If two nodes do
not share a key, they can establish one if there is a path of nodes sharing
keys between them. The nodes that want to communicate use a shared-key
discovery protocol and establish a session key using a shared key. Using this
approach keys can be established after the deployment of the nodes, without
the help of a base station.

Another approach is to use a master key in the whole system. In this
case compromising one node would give an attacker access to the master key.
Zhu et al. [27] propose a protocol called LEAP which improves this idea.
They assume that there is a lower bound on the time Tmin that an attacker
needs to capture and get access to a node and its memory. If the time a
sensor needs to discover its neighbors and establish keys is lower than Tmin,
then an initial key KI can be preloaded in all the nodes and used to establish
shared keys between the nodes. The initial key KI is deleted directly after
the key establishment phase.
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Chapter 3

Query authentication

Each node that receives a query should be able to authenticate it as coming
from the base station. Query authentication protects against queries being
modified on their way through the network, unauthorized queries being for-
warded into the network and old legitimate queries being resent. By query
authentication we understand data origin authentication.

Different methods can be used to provide query authentication:

• digital signatures,

• message authentication codes (MACs).

When asymmetric key cryptography is used and the base station has a
private/public key pair where the public key is known by all the nodes, a
digital signature computed using the base stations private key can be sent
together with the query to provide data origin authentication. The signature
will also provide integrity of the data and non-repudiation of data origin.

Benenson et al. [2] present a protocol for user authentication using
public-key cryptography. The user device authenticates itself to the nodes
in its communication range using public-key cryptography and after that
these nodes communicate with the rest of the sensor network on behalf of
the user using symmetric cryptography. After authentication of the user
device, message aggregation codes (MACs) will be attached to queries sent
by the respective user. The MACs are used to authenticate the query.

When using symmetric key cryptography, MACs can be used to provide
data origin authentication. Message authentication codes are keyed hash
functions which are used for message authentication [20]. A MAC function
accepts as input a message and a secret key and outputs a MAC value. The
MAC value protects the messages authenticity and integrity. In a two-party
communication, the sender and the receiver share a secret key, so the receiver
can be sure that a correct MAC has been generated by the sender. In our
scenario there is a one-to-many communication, i.e. the base station sends
the query to the nodes. Because it uses a symmetric key, a MAC cannot
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provide non-repudiation of data origin, i.e., any of the parties knowing the
key could have computed the MAC.

Benenson et al. [3] proposed a probabilistic query authentication pro-
tocol that uses 1-bit MACs. In this protocol each sensor node is preloaded
with keys chosen randomly from a large key pool and, for each query, a
number of 1-bit MACs are computed using keys chosen from the same key
pool. When receiving a query, the sensor node has, with some probability,
some of the keys used to calculate the 1-bit MACs and can verify the au-
thenticity of the query. To increase the chances of discovering a fake query,
the number of 1-bit MACs has to be large, resulting in increased message
length.

Perrig et al. [22] proposed µTESLA, a protocol that provides authen-
ticated broadcast for sensor networks and can be used for query authen-
tication. The protocol achieves asymmetry by a delayed disclosure of the
symmetric keys and uses MACs to authenticate the broadcasted messages.
The protocol requires that the base station and the nodes are loosely time
synchronized.

Armknecht et al. [1] present a protocol for query authentication where
all the nodes share a common secret key with the base station. This key is
used to compute a hash chain and the values from the hash chain are used
to generate MACs to authenticate the queries. As we said, a MAC can be
computed by any of the parties that know the secret key, so a node that is
receiving the query from another node will not be able to determine if the
MAC has been computed by the base station or any of the other nodes in
the network. If an attacker captures one node and is able to retrieve the key
from it, then he will be able to introduce new queries into the network.

On the other hand, if we assume that each sensor shares a secret key with
the base station, then we can be sure that the query comes from the base
station. However, this is not a feasible solution for a sensor network because
of the potentially large number of MACs, i.e. one for each destination, that
the base station needs to send into the network. This scenario provides query
authentication regardless of the number of nodes an attacker captures.

We propose, in Paper A, a protocol based on our key distribution scheme.
The nodes are divided into layers according to their distance to the base
station and all the nodes in one layer share a common secret key. These keys
are used to authenticate the query. The query messages are sent between the
layers, and thus, at every hop, the sending and receiving node use different
keys to authenticate the message. Using this approach, a receiving node can
be sure that the sending node did not modify the message. Our scheme offers
a trade-off between the number of MACs attached to the message, which
increases the length of the message, and the achieved security level, that is,
the number of nodes an attacker has to capture to be able to introduce or
modify queries. Nevertheless, the spreading of a modified or unauthorized
query is limited by the layered structure of the protocol.
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The key distribution proposed in Paper A is dependent on the base sta-
tion’s position. Thus, if the base station is mobile, moving the base station
would require re-keying the entire network. In Paper C we show how to use
the key distribution and the protocol proposed in Paper A to allow a mobile
base station without the need to rekey every time the base station changes
position. The keys are distributed from different initialization points, prefer-
ably along the boundary of the region of interest. Although queries do not
spread to all nodes, our simulation results show that, if the mobile base sta-
tion is within the area defined by the initialization points, the queries reach
a significant part of the sensors within the first few hops.

17



18



Chapter 4

Data aggregation

Two important security goals when doing in-network data aggregation are
data confidentiality and data integrity [26].

Data confidentiality ensures that only authorized entities get access to
aggregated data. Two methods for data confidentiality are hop-by-hop en-
cryption and end-to-end encryption. With hop-by-hop encryption data is
encrypted by a sending node and sent to an aggregator node. The aggrega-
tor node will decrypt all data received, aggregate it and encrypt the result.
If more layers of aggregation exist, the next aggregator will decrypt the data
received, aggregate and encrypt the result. The aggregators get access to
clear text data and hence they are targets for attacks.

The second method, end-to-end encryption, allows aggregation of the
encrypted data so the aggregators do not need to decrypt and get access to
the data, that is, end-to-end encryption provides end-to-end data confiden-
tiality.

Data integrity ensures that compromised sensor nodes cannot modify the
data that is being aggregated or the aggregated value [23, 12]. Achieving
data integrity is a hard problem when aggregating because the individual
readings and the intermediate aggregated values are not, in general, recov-
erable from the final aggregated value.

4.1 Homomorphic encryption

In our work we try to achieve end-to-end data confidentiality in applications
where data is aggregated at every node by using homomorphic encryption.

We give a formal definition for a homomorphism. A homomorphism is
a map φ : X −→ Y such that:

φ(u⊕ v) = φ(u)⊗ φ(v), (4.1)

where ⊕ and ⊗ are operations in X and Y respectively.
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Consider φ to be a homomorphic encryption scheme and ⊕ the aggre-
gation function. Performing the ⊗ operation on the encrypted values will
return the same result as performing the aggregation operation ⊕ and then
encrypting.

An example of a multiplicatively homomorphic encryption scheme is the
RSA cryptosystem [25]: given a message x, the encryption and decryption
functions are:

c = f(x) = xe (mod n) and

x = g(c) = cd (mod n),

where n = p ∗ q (p and q are two large, random primes), (e, n) is the en-
cryption key and (d, n) is the decryption key. e and d are chosen such that
e ∗ d ≡ 1 (mod (q − 1)(p− 1)).

Given two messages x1 and x2, we show that the RSA encryption func-
tion is multiplicatively homomorphic:

f(x1) = xe
1 (mod n),

f(x2) = xe
2 (mod n),

f(x1) ∗ f(x2) = (xe
1 (mod n)) ∗ (xe

2 (mod n))
= (x1 ∗ x2)e (mod n)
= f(x1 ∗ x2).

In our work, we use an additive homomorphic encryption scheme with
addition as the aggregation function. The encryption function is:

c = f(x, k) = x+ k (mod M), (4.2)

where x ∈ [0..M − 1] is the node’s sensor reading, k is a secret key, c is
the chipertext, M = nbnodes ∗ maxvalue, nbnodes represents the number of
nodes in the network and maxvalue is the maximun possible value for the
nodes’ readings. In addition to the encryption function, we use the following
decryption function:

x = g(c, k) = c− k (mod M). (4.3)

The encryption function is a homomorphic function, considering addition
as the aggregation function:

f(x1, k1) = x1 + k1 (mod M),
f(x2, k2) = x2 + k2 (mod M),

f(x1, k1) + f(x2, k3) = x1 + k1 (mod M) + x2 + k2 (mod M)
= (x1 + x2) + (k1 + k2) (mod M)
= f(x1 + x2, k1 + k2).
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Girao et al. [10] present a scheme for data confidentiality in networks
with one cluster of aggregators based on Domingo-Ferrer’s [7] additive and
multiplicative homomorphism. Using their scheme average can be computed
as well as movement detection.

Castelluccia et al. [5] propose a protocol using the additive homomor-
phic encryption scheme and additive aggregation where each node shares a
secret key with the base station which they use to encrypt their own data. A
delivery tree is built starting from the base station and the nodes aggregate
their data along this tree. The base station will remove all the keys from
the aggregated data it receives resulting in the aggregated value. The sensor
nodes are not fully reliable, thus the identifier of the nodes that participate
to an aggregation are sent together with the aggregated data so the base
station will know which keys to remove. Sending node identifiers consid-
erably increases the length of the messages sent into the network. Önen
and Molva [21] propose a protocol where the nodes in the network share a
secret key with a node along the path to the base station, instead of sharing
a key with the base station, resulting in some keys being removed before
the aggregated data reaches the base station. The distance m between the
two nodes should be big enough so an attacker cannot easily capture all the
nodes between these two. The identifier of a node that failed to aggregate
its value needs to be reported during m hops from where they are in the
tree.

Both protocols use a static tree to aggregate data, thus a permanent
node failure requires rebuilding the tree structure and maybe recomputing
secret keys along the new tree. This is necessary so the nodes in the subtree
under the failed node can aggregate their values in the future.

We propose, in Paper B, a protocol that uses a dynamically built tree
for each aggregation. We divide the sensor network into layers according
to their hop distance from the base station and aggregate over the layers.
Each node choses a neighbor from its upper layer and sends its aggregated
data to it, thus building an aggregation tree. As long as each node has at
least one neighbor in its upper layer, an aggregation tree can be built. Our
simulation results show that our protocol is more resilient to node failures.

The key distribution used for data aggregation is the same as the one
in Paper A. As discussed for query authentication, this key distribution
does not allow mobile base stations. In Paper C we show how to use the
key distribution and the protocol proposed in Paper B to allow a mobile
base station without the need to rekey every time the base station changes
position. The keys are distributed once in the deployment phase and can be
used for both query authentication and data aggregation.
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Chapter 5

Summary of papers

This thesis consists of the following papers:

Paper A

Ioana Rodhe, Christian Rohner and Andreas Achtzehn. n-LQA: n-Layers
Query Authentication in Sensor Networks. In Proceedings of the 3rd IEEE
International Workshop on Wireless and Sensor Networks Security, Pisa,
Italy, October 2007.

We propose a protocol for query authentication in sensor networks and the
corresponding key distribution scheme. Considering n as a security parame-
ter, the protocol ensures that, in the presence of less than n captured nodes,
an unauthorized or modified query is stopped after less than n hops. Even
when more than n nodes are captured, an attacker can only spread queries
in a limited part of the network. Message authentication codes (MACs)
are used to authenticate the query and are attached to the query message.
The nodes replace the MACs in an interleaved manner which ensures that
no node on the path can modify the query. We simulated the protocol in
Matlab and looked at how different values of n influence the spreading of an
unauthorized query considering different numbers of captured nodes. The
simulation results indicate that n = 4 is sufficient for most scenarios.

Paper B

Ioana Rodhe and Christian Rohner. n-LDA: n-Layers Data Aggregation
in Sensor Networks. In Proceedings of the 1st International Workshop on
Wireless Security and Privacy (WiSP’08), Beijing, China, June 2008.
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We propose a protocol for confidential data aggregation in sensor networks.
We use the same key distribution as in paper A. The goal of this work is to
provide end-to-end data confidentiality when aggregating, i.e., neither the
nodes participating in the aggregation nor any other nodes have access to
the aggregated data. The protocol uses a homomorphic encryption scheme
which adds and removes keys in an interleaved way along the aggregation
path. No information about the identifier of the nodes that participated
in the aggregation is sent along the path, only about the number of nodes.
Furthermore, the aggregation path is constructed dynamically for each ag-
gregation which makes the protocol more resilient to node failures. We
compare our protocol with protocols in which the data is aggregated on a
tree structure and we look at how prone they are to rekeying when nodes
fail. Our simulation results indicate that, using the layered scheme, in 80%
of the cases more that one node can fail without any remaining node having
to rekey (change layer), in comparison with a tree structure where one node
failure calls for rebuilding the tree and thus rekey.

Paper C

Ioana Rodhe and Christian Rohner. Secure Data Querying in Wireless Sen-
sor Networks with Mobile Base-stations. Submitted for publication 2008.

In this paper we focus on sensor networks with mobile base stations and pro-
pose a protocol for query authentication and confidential data aggregation
for these networks. We present a protocol based on the key distribution
scheme and the protocols proposed in Paper A and Paper B. Using this
protocol, there is no need to re-key the whole network each time the base
station changes position. Queries spread on top of secure virtual overlays
that are initialized during the deployment phase. A virtual overlay is built
from an initialization point using the key distribution proposed in Paper A.
The spreading of a query depends on the position of the initialization points
and the base station’s current position relative to the initialization points.
Our simulations show that the queries sent from inside the area defined by
the initialization points spread to a significant number of the sensor nodes
within the first few hops. We looked at different number and position for
the initialization points. The simulations indicate that three initialization
points are enough to reach over 80% of the nodes that are within three hops
from the mobile base station.
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Chapter 6

Conclusions and future work

We presented protocols for query authentication and confidential data aggre-
gation together with a key distribution scheme for wireless sensor networks
with static and mobile base stations using only symmetric cryptography.

The protocols protect against attackers that manage to capture a small
number of nodes. Considering n as a security parameter, an attacker that
captures less than n nodes can spread unauthorized queries which will be
dropped after a small number of hops (less than n) and cannot get access
to any aggregated data. Even if the attacker captures more than n nodes,
he will only be able to spread unauthorized queries into a small part of the
network and only get access to the data aggregated by the captured nodes.

The layered key distribution scheme proved to be more suited than a
tree structure for sensor networks because of its resilience to node failures.
This results from the simulations in Paper B where we can see that in 80%
of the cases more than one node can fail without any remaining node having
to change layer, in comparison with a tree structure where one node failure
calls for rebuilding the tree.

One direction for future work is to investigate in more detail how changes
in network connectivity influence the layers. Some interesting questions
are: How much node redundancy is needed for the network to function
considering static layers and unpredictable links? How can we be sure that
a node requesting to change layer is not captured? How often should we
rekey?

Another interesting direction is to look at integrating data integrity into
the protocol for data aggregation, because a secure data aggregation protocol
should include both data confidentiality and data integrity.
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Abstract

We present a protocol for query authentication in a sensor network where
there is multi-hop communication and the queries are broadcasted by the base
station into the network. Authenticating the queries is important so attackers
cannot modify existing queries because this would lead to wrong readings; or
insert new ones into the network because this would lead to waste of energy.
We propose a layered query authentication protocol that ensures that, in the
presence of less than n captured nodes, unauthorized queries are stopped
after a small number of hops. When more than n nodes are captured, the
unauthorized queries will only spread in one direction with a limited angle.
Message authentication codes (MACs) are used to protect the authenticity
and integrity of the query. n MACs are attached to the query message at the
base station and the nodes replace MACs from this message in an interleaved
manner.

1 Introduction

Sensor networks consist of many small devices that are used to sense the envi-
ronment. The sensors are usually cheap, small devices with battery and memory
constraints and little computation power. When the sensors are deployed on a
large surface, multi-hop communication is used because of their short transmission
range.

A special node, typically called base station, is used to query the nodes for
sensor readings. Most query dissemination methods, for example TinyDB [6] or
Directed Diffusion [5], are variants of query flooding with differences in the ways
they direct a query towards a specific direction. The base station is assumed to be
a powerful and tamper-proof device.

A sensor node can have many sensing devices, e.g. movement, temperature,
light sensors and it might have possibility to locally save the readings for some
time. The queries can specify the location of the sensor nodes that should send their
readings, which sensor readings that should be sent or from which time interval. If
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the query is modified, the sensor will answer with different readings than required.
The base station cannot verify if the nodes answer to the original or to a modified
query because the answers include only data and no informatin about the content
of the data. So it is very important that the nodes are able to authenticate the query
as coming from the base station.

Another important aspect is protecting against unauthorized queries being in-
serted into the network because disseminating a query into a sensor network causes
an action at all sensor nodes that receive the query and thus is a resource critical op-
eration. These aspects are of particular importance as the nodes might be placed in
unattended and possibly hard-to-get-to places where it is hard to replace batteries.

The goal of this work is that every node in the network, regardless of how far it
is from the base station, can authenticate a query. The solution we propose makes
use of a layered network with layer-specific secret keys which are used to achieve
interleaved authentication of the queries. The protocol, called n-LQA, ensures that
in the presence of less than n captured nodes, unauthorized queries are stopped
after a small number of hops which is at the most the number of captured nodes.
Even when capturing more than n nodes, the unauthorized queries will only spread
in one direction with a limited angle. The attacker, to be sucessful, has to capture
nodes from consecutive layers. We also use pairwise keys so that, at each hop,
the receiving node can verify the identity of the sending node in order to protect
against node impersonation.

The rest of the paper is organized as follows. In Section 2 we discuss related
work, then we present the n-LQA protocol in Section 3 together with the network
settings and attacker model. An evaluation of the protocol together with simulation
results are presented in Section 4 and we conclude the paper in Section 5.

2 Related work

F. Armknecht et al. [1] present a protocol for query authentication in which all the
nodes share a common key with the base station and from this key a hash chain
is generated. The values from the hash chain are used to sign queries sent by the
base station so the nodes can authenticate them. The protocol, due to use of hash
chains, requires that every node in the network calculates the currently used key
from the chain, which is an energy consuming task, and that the queries are sent
to the whole network, so the nodes can keep track of which key from the chain is
used. The latter is not desired because many queries might be meant for just a part
of the network. They also assume that the sensor nodes are tamper-proof so, when
captured, the secret key they share with the base station cannot be retrieved. If the
sensors would not be tamper-proof, capturing one node would reveal the secret key
and fake queries could be accepted by the network.

Perrig et al. [7] proposed µTESLA, a protocol that provides authenticated
broadcast for sensor networks. The protocol uses key chains and requires that the
base station and the nodes are loosely time synchronized. The protocol achieves
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asymmetry by a delayed disclosure of the symmetric keys. However, time synchro-
nization in large sensor networks is hard to achieve.

Benenson et al. [2] proposed a probabilistic query authentication protocol that
uses 1-bit message authentication codes (MACs). In this protocol each sensor node
is preloaded with keys chosen randomly from a large key pool and, for each query,
a number of 1-bit MACs are computed using keys chosen from the same key pool.
When receiving a query, the sensor node has, with some probability, some of the
keys used to calculate the 1-bit MACs and can verify the authenticity of the query.
To increase the chances of discovering a fake query, the number of 1-bit MACs has
to be large, resulting in increased message length.

3 n-LQA protocol

We present the deterministic n-layers query authentication protocol (n-LQA) that
allows for a limited number of node capture and does not require synchronization.

3.1 Network settings and attacker model

We assume query flooding and organize the sensors in layers: nodes i hops away
from the base station comprise layer i. When a node in layer i broadcasts a query
message, only the neighbor nodes in layer i + 1 will deal with the query. We
consider that we have m layers in the sensor network and we refer to a node as
ui, vi or wi where i denotes the layer. In Figure 1 we show a sensor network with
m = 5 layers.

We assume that in the deployment phase a wave algorithm, starting from the
base station, is used to determine the layers in the network and that nodes exchange
layer information with their neighbors. We also assume that the nodes will remain
in the same layer during the lifetime of the network.

The attacker is interested in modifying the existing queries and inserting new
unauthorized queries into the network. We assume that attackers can capture nodes
and we do not consider nodes as being tamper-proof. Once a node is captured, the
attacker will be able to read its memory and find out all its keys. He will also be
able to reprogram the nodes to work in his favor and to copy keys from one node
to another. However, we assume that attackers cannot capture a very large number
of sensor nodes without being detected.

3.2 Cryptographic primitives and keys

The nodes in layer i share a common secret key ki, called authentication key, from
which one-time secret keys ki,r = E(ki, r) are derived using a one-way function
E and a random number r. The random number r is generated by the base station
for every query and sent together with the query so that the nodes can compute ki,r.
The authentication key ki is also known by the base station when i ≤ n or by all
nodes in layer i− n, when n < i ≤ m. n is a security parameter chosen based on
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Figure 1: Layers in a network with one node in each layer. ki denotes the authen-
tication key of layer i. BS is the base station and ◦ are the sensor nodes.

the security requirement of the sensor network. An example of key distribution is
shown in Figure 1 where we consider n = 2. One way to deploy these keys into
the nodes is to let the base station generate and send them to each node. The base
station uses individual keys, shared with each node, to securely send the authen-
tication keys. Individual keys are often used for secure communication between
the base station and individual nodes and they are usually preloaded into the nodes
before deployment.

Message authentication codes (MACs) are used to protect the authenticity and in-
tegrity of the queries. These MACs are computed using the one-time secret keys,
MAC(ki,r, q), where i = 1 . . . m and q is the query. We say that a node accepts a
query if it can check one of the MACs that are sent together with the query.

3.3 Protocol description

Base station: When the base station sends a new query q into the network, it gen-
erates a random number r and uses it to compute one-time secret keys ki,r for the
first n layers. The one-time secret keys are used together with the query to compute
the MACs. The query, together with the base station’s identity, the random number
r, and the n MACs is then sent into the network.

Each sensor node: When receiving a new query, a node in layer i calculates
the one-time secret key ki,r using the random number r included in the query and
verifies the MAC(ki,r, q). If the query is authentic, it removes MAC(ki,r, q) from
the message and adds MAC(ki+n,r, q) (if layer i + n exists in the network), thus
interleaving the authentication process.

Example: In Figure 2 we consider a sensor network with m = 3 layers and
n = 2 and show how the query message is sent to nodes u1, v2 and w3. The
message sent by the base station BS includes the identity of the sending node (the
base station), the query q, the random number r and MACs calculated with the
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BS

u1

v2

w3

BS | q | r | MAC(k1,r, q) | MAC(k2,r, q)

u1 | q | r | MAC(k2,r, q) | MAC(k3,r, q)

v2 | q | r | MAC(k3,r, q)

Figure 2: Nodes in a sensor network where n = 2 and the query message that is
sent into the network.

keys k1,r and k2,r,

BS → u1 : BS | q | r | MAC(k1,r, q) |
MAC(k2,r, q).

The node u1 will check MAC(k1,r, q) and calculate MAC(k3,r, q). The message
sent by u1 will include q, r, the MAC that the base station calculated with the key
k2,r and the MAC that u1 calculates with the key k3,r,

u1 → v2 : u1 | q | r | MAC(k2,r, q) |
MAC(k3,r, q).

Node v2 checks MAC(k2,r, q) and does not have to calculate any MAC because
n = 2 and m = 3,

v2 → w3 : v2 | q | r | MAC(k3,r, q).

These messages are broadcasted, so other nodes from these layers will receive
them. We showed only these particular nodes for the ease of explanation.

3.4 Node impersonation

When receiving a query, a node (in layer i) first checks where the query comes
from, because as mentioned in Section 3.1, the only messages that the node is
interested in are the ones that come from the nodes in layer i− 1. In our protocol,
the query message includes the identity of the node that is sending the message
(which can be a node id or name). The problem with this is that nodes can easily
impersonate other nodes, they only have to find out their identity. A captured node
from layer i can impersonate a node from layer i−1 in order to make his neighbors
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from layer i accept a modified or inserted query. The nodes that accept the query
will forward it to nodes in layer i + 1 which will drop the query as long as the
attacker does not have ki+1. In Figure 3 we show how long a message will be
forwarded into the network. Consider that node vi is captured and that it modifies
a query q to q′. By impersonating node ui−1 it is able to convince node wi to
accept the modified query q′. If node vi does not know ki+1 it cannot recalculate
MAC(ki+1,r, q) for the modified query q′ and nodes xi+1 and yi+1 will not accept
the query as being authentic. But if node vi knows ki+1, then nodes the xi+1 and
yi+1 will accept the message as being authentic and forward it. wi broadcasts the
message so it is only one message that is sent to both xi+1 and yi+1. As sending
messages is an expensive operation it is not desired that these modified or inserted
queries are forwarded.

ui−1

vi

wi

xi+1 yi+1

ui−1 | q′ | r | MAC(kr
i , q

′) | MAC(kr
i+1, q)

wi | q′ | r | MAC(kr
i+1, q)

Figure 3: Node vi has been captured and impersonates node ui−1 to make node wi

accept the modified query q′.

3.5 Pairwise keys

We propose the use of pairwise shared keys between neighboring nodes that are in
different layers to protect against node impersonation. We refer to these keys as
ku,v, where u and v are neighbors. These keys are established once in the deploy-
ment phase. Some mechanisms to establish pairwise keys can be found in [3] and
[9].

If, as said in Section 3.2, each node knows in which layers its neighbors are,
then when forwarding a query message, MACs calculated with the pairwise keys
that it shares with the nodes in the next layer are also included in the message. We
call these pairwise MACs.

When a node receives a query message it will first check the pairwise MAC
to verify the identity of the sender and then check the MAC calculated with the
authentication key. This way nodes cannot impersonate other nodes unless they
know the pairwise keys of the respective nodes.
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4 Evaluation

Our protocol protects against query modification or insertion when intruders can
capture up to n − 1 nodes. In this Section we discuss what happens when nodes
are captured, depending on the number of captured nodes and their position in the
network, and describe how n should be chosen. We assume the use of pairwise
keys.

4.1 Modifying queries

If an attacker manages to capture node ui in layer i, he gets access to at most two
keys, ki and ki+n (if there is a layer i + n). With these two keys he would be able
to convince all the nodes in layers i and i+n to accept a modified or inserted query
q′. However, the query has to reach these nodes. When q′ sent by ui reaches the
nodes in layer i + 1 the query will be rejected because the attacker does not know
the secret key ki+1 so he will not be able to generate a valid MAC.

If an attacker captures s < n nodes from s consecutive layers, starting from
layer i, only nodes in these layers will accept the query. When the query reaches
the nodes in layer i + s it will be dropped because verification of the MAC will
fail.

Only if an attacker captures s ≥ n nodes from s consecutive layers, starting
from layer i, he would be able to convince nodes in the layers j, where i < j ≤
m, to accept the query. The reason is that he has enough keys (at least n) to
generate valid MACs that these nodes will verify as coming from the base station.
These nodes are the nodes that can be reached when the messages are sent from the
corrupted nodes. The nodes in the layers above layer i will not accept the query,
because the attacker cannot get access to their authentication keys.

A modified query will only spread in a limited angle within the network. Figure
4 shows the nodes that are reached by an unauthorized query in a sensor network
where an attacker has captured at least n nodes from consecutive layers starting
with the first layer. The query is sent from a captured node from the first layer and,
as mentioned, only its neighbors from the second layer are interested in it and will
forward it. In turn, only their neighbors from the third layer are interested in the
message and so on. As we see from the figure, the reached nodes form a tree-like
structure spreading from the base station towards the outer part of the network in a
limited angle. The angle depends on the captured node’s position within the layer
(the closer to the outer border of the layer, the bigger the angle will be). So, even
if an attacker captures nodes from the outer layers, where there are many nodes in
each layer, the modified query will only spread in a limited part of these layers .

4.2 Choosing n

An important aspect of the protocol is choosing n, which is the number of MACs
that are sent together with a query in addition to the MACs computed with the
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Figure 4: The nodes that are reached by an unauthorized query when s ≥ n nodes
are captured. The base station is placed in the middle of the area. The dashed
circles approximately indicate the layers.

pairwise keys. n should not be smaller than two since that would disable the inter-
leaved functionality of the protocol, and capturing an arbitrary node would allow
to modify or insert queries from that node. However, the spreading of the mes-
sage will still follow the pattern in Figure 4. The upper limit for n is naturally
the number of layers in the network. In this case the base station knows all the
authentication keys and it will send the query with all the MACs. Setting n to the
number of layers provides the best possible security for this protocol because an
attacker needs to capture one node from every layer if he wants to modify or insert
messages.

The message length grows linearly with n, because n MACs are sent together
with the query. Hence, a bigger n requires more power consumption in the nodes
when transmitting and receiving query messages. Therefore, choosing n is a trade-
off between the level of security achieved and power consumption. However, every
node generates and verifies only one MAC per query irrespective of the size of n.

4.3 Simulation results

We used Matlab to simulate our protocol. As a network parameter we define node
density d to be the average number of neighbors of a node and in our simulations
we use d ∈ {7, 12}. We uniformly and randomly distribute 250 nodes in an area
and adjust their transmission range to achieve the desired node density d. The base
station is positioned in the middle of the area.

d is an important parameter of the sensor network because it influences the
network capacity. The optimal value for d is discussed in [4], where the authors
suggest 6 and 8. Xue et. al. [8] shows that for a network with N nodes, the node
density should be at least 5.1774 log N to ensure overall connectivity, which results
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in d = 12 for our simulations.
In each simulation run, we generate a new network and use c captured nodes

that are chosen randomly from the nodes in the network and from these c nodes
we choose at random one to start sending the unauthorized query. We consider
that the keys retrieved from all the captured nodes are copied into the node that
will start sending the query. We are interested in the number of nodes that accept
and forward the unauthorized query given c and different n. We refer to these
nodes as reached nodes. We run the simulation 500 times for each combination of
parameters.

Figure 5 shows the percentage of reached nodes in the network for c = 2, 4 and
8 captured nodes and n = 1 . . . 12 MACs sent together with the query. In Figure
5(a) the node density is 7 and in Figure 5(b) the node density is 12.

When sensor networks are generated, the number of layers varies. Therefore
we choose n from 1 to the mean number of layers from 100 simulations with d = 7.
We include the case n = 1 as reference to show the strength of the interleaved
functionality of the protocol, as discussed in Section 4.2. Figure 5 shows that much
more nodes are reached when n = 1 than when n ≥ 2. Because the spreading of
a query follows the pattern in Figure 4, even when n = 1 the number of reached
nodes is still limited to one part of the network.

From Figure 5 we can also observe that the number of reached nodes does not
differ very much for n ≥ 4. Because of this we can choose a small n resulting in
a smaller message length without compromising the security of the network. For
example when d = 7, n can be chosen 4 or 5.

When simulating the protocol, the c captured nodes are chosen randomly. Thus
they do not have to be from different nor consecutive layers. So, the number of
consecutive layers s the attacker has keys from might be smaller than n even when
c ≥ n. Because of this we cannot see a drop of reached nodes when n > c as one
might expect.

4.4 Pairwise keys

We have also simulated the worst case scenario where an attacker captures nodes
from at least n consecutive layers starting from layer 1 and modifies existing
queries or inserts new unauthorized ones into the network by sending them from
the captured node in layer 1. We are interested in the number of nodes that receive
this query. Because the attacker captured enough nodes to be able to compute
MACs for the new query, all the nodes that receive the query will consider that it
is sent by the base station. We have considered two scenarios: the first one when
pairwise keys are not used and the attacker uses the node captured in layer 1, say
u1, to impersonate the base station and like this convincing u1’s neighbors from
the same layer to accept the message too; and the second case where pairwise keys
are used, so the attacker cannot impersonate nodes. In Table 1 are the results of the
simulation.
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Figure 5: Number of reached nodes (in %) when c = 2, 4, 8 captured nodes

As we can see from Table 1 using pairwise keys considerably decreases the
number of nodes that receive the modified or inserted query.

5 Conclusions

We proposed a deterministic n-layered query authentication protocol which en-
sures that in the presence of less that n captured nodes, unauthorized queries are
stopped after a small number of hops. Even when the attacker captures more than
n nodes, the unauthorized query will only spread in one direction. Moreover, the
attacker needs keys from consecutive layers, so he might have to capture more than
n nodes. The value of n influences the length of the query messages, and thus also
the power consumption in each node when transmitting and receiving, so n should
be chosen as small as possible. The simulation results indicate that n = 4 is suffi-
cient for most scenarios and that unauthorized queries spread only in a small part
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Nodes reached (in %)
without pairwise keys with pairwise keys

d = 7 55% 28%
d = 12 63% 24%

Table 1: The number of nodes (in %) that receive a modified or inserted query and
consider it authentic, for two different node densities

of the network.
For future work we plan to investigate support for nodes to switch layers be-

cause of changes in network connectivity.
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Errata

It has been pointed out that the query authentication protocol is not resilient
to replay attacks, that is, an attacker can transmit old legitimate queries.
The problem is that the message does not contain any ordering or time
information. The attacker’s purpose with this attack is to drain the network
of energy.

In order to make the protocol resilient to replay attacks, we propose the
following change to include ordering information into the message:

By replacing the random number, r, that is sent together with the query
with a counter, the nodes can remember the last received counter and only
accept queries with a higher counter.
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Abstract

We present a protocol for secure data aggregation in wireless sensor
networks that offers end-to-end data confidentiality by using homomorphic
functions and interleaved encryption. Hop-by-hop aggregation in sensor net-
works is an efficient way to save energy. Node compromises in hostile envi-
ronments require protocols for data aggregation where the intermediate nodes
contribute with their own values to the aggregated data without getting access
to it. Homomorphic encryption schemes allow aggregation on ciphertext and
thus can provide end-to-end data confidentiality. We propose a layered data
aggregation protocol which ensures that, in the presence of less than n cap-
tured nodes, an attacker cannot get access to any aggregated data from the
network. When more than n nodes are captured, the attacker can only get ac-
cess to the aggregated values received by the captured nodes. Our protocol is
resilient to node failure and no pre-built tree for data aggregation is needed.

1 Introduction

Sensor networks are used for sensing and collecting data from different environ-
ments. Sensors are small energy-constrained devices, so the main focus is to be as
energy effective as possible. The focus should be on minimizing the transmitting
and receiving of data, because these are expensive operations. If the base station
does not need access to individual sensor readings, in-network data aggregation of-
fers an alternative that significantly reduces the energy consumption when collect-
ing data. The most common form of data aggregation is hop-by-hop aggregation
along a given spanning tree. Every node aggregates all data received from its child
nodes together with its own sensor reading and passes the aggregated value to its
parent.

Securing data aggregation is not as trivial as doing end-to-end encryption be-
tween sensor nodes and the base station. Hop-by-hop encryption of the data be-
tween child and parent nodes with pairwise keys offers integrity and confidential-
ity against eavesdropping, but the nodes themselves have access to the aggregated
data. Capturing a node thus gives access to that data.
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Homomorphic encryption schemes offer an interesting alternative to avoid de-
cryption and encryption at every node. The idea with homomorphic encryption
is that aggregation can be performed on ciphertext. This means that the result of
aggregating and then encrypting the data is equal with encrypting each reading and
then aggregating.

Many approaches to data aggregation use a pre-built tree structure. This tree
structure is built when nodes are deployed and sometimes secret keys are created
between nodes on different layers of the tree. But when a node dies, the aggregated
data from all the nodes in the subtree under that node will be lost and a new tree
and new secret keys will have to be computed in order for these nodes to be able to
send their aggregated data to the base station.

We propose n-LDA, a layered protocol for secure data aggregation that offers
end-to-end data confidentiality by using homomorphic functions and interleaved
encryption. The protocol does not rely on a pre-built tree structure for aggregation.
The tree structure is dynamically built when the data is aggregated, which gives
more resilience to node failure and, when the data is collected only from a part of
the network, load balancing.

The rest of the paper is organized as follows. In Section 2 we discuss related
work, then we present the n-LDA protocol in Section 3 together with the network
settings and attacker model. An evaluation of the protocol together with simulation
results and security analysis is presented in Section 4 and we conclude the paper in
Section 5.

2 Related Work

Castelluccia et al. [1] present an additively homomorphic stream cipher for aggre-
gation of encrypted data in sensor networks using modular addition. A delivery tree
is built starting from the base station and nodes aggregate their values along the tree
using the additively homomorphic encryption function. Each sensor node shares
a secret key with the base station and uses this key to encrypt its data. In short,
given a message x ∈ [0 . . . M − 1], where M is a large integer, and a secret key
k ∈ [0 . . . M − 1], the ciphertext will be c = Enc(x, k,M) = x + k (mod M).
When a node receives two encrypted data values, c1 = x1 + k1 (mod M) and
c2 = x2 + k2 (mod M), from its children, it aggregates them without decrypting:
c1 + c2 = x1 + k1 + x2 + k2 (mod M). The operation can also be performed
with more than two data values. For decrypting the aggregated value they use
x = Dec(c, k,M) = c − k (mod M). The nodes’ identifiers are sent together
with the data, so the base station knows which nodes from the network partici-
pated in the aggregation process. This is necessary because the nodes are not fully
reliable.

Önen and Molva [4] propose a different approach, a secure data aggregation
scheme with multiple encryption layers where some keys are removed on the way.
The idea is to share a pairwise secret key with a sensor along the path, not with
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the base station. The distance m between the two nodes should be big enough so
an attacker cannot easily capture all the nodes between these two. The identity of
a node that failed to aggregate its value needs to be reported during m hops from
where they are in the tree. If nodes fail permanently, not only must this be reported
along the tree, but a new tree structure has to be built so nodes in the subtree under
the failing node can aggregate their values in the future.

Girao et al. [3] present an additive and multiplicative homomorphic function
for computing average and for movement detection.

3 n-LDA Protocol

We present the n-layers data aggregation protocol that provides end-to-end data
confidentiality. We want to achieve generic and end-to-end data confidentiality as
described by Önen and Molva [4]: neither the nodes participating to the aggrega-
tion nor any other nodes have access to the aggregated data.

3.1 Network Settings and Keys

We consider a sensor network consisting of many small devices (nodes) and a
base station. The nodes are organized into layers according to their hop distance
from the base station. We assume that in the deployment phase a wave algorithm,
starting from the base station, is used to determine the layers in the network and
that nodes exchange layer information with their neighbors. Considering a layer i,
the upper and lower layer refers to layer i− 1 and i + 1, respectively. We refer to
a node as ui, vi or wi where i denotes the layer. In Figure 1 a sensor network with
five layers is showed.

BS

k1, k2, k3

k1, k4

k2, k5

k3

k4

k5

Layer 1 Layer 2 Layer 3 Layer 4 Layer 5

Figure 1: Layers in a network. ki denotes the aggregation key of layer i. BS is the
base station and ◦ are the sensor nodes.

The nodes in layer i share a common secret key ki, called aggregation key. ki

is also known by the base station for i ≤ n and by all nodes in layer i−n for i > n.
n is a security parameter chosen based on the security requirement of the sensor
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network. An example of key distribution is showed in Figure 1 where we consider
n = 3. We use the same key scheme in our n-LQA query authentication protocol
[5]. By using the same keys in both protocols less memory is used in each node for
storing keys.

One-time secret keys ki,r = E(ki, r) are derived from ki using a one-way
function E and a random number r. The random number r is generated by the
base station for every query that is sent using the n-LQA protocol and sent together
with the query so that the nodes can compute ki,r. So when aggregating data as
an answer to a specific query, the random number r sent with that query is used.
In the remainder of this paper we assume the use of one-time secret keys but for
simplicity only refer to ki.

One way to deploy the aggregation keys into the nodes is to let the base station
generate and send the keys to each node. The base station uses individual keys,
shared with each node, to securely send the aggregation keys. Individual keys are
often used for secure communication between the base station and individual nodes
and they are usually preloaded into the nodes before deployment.

Each node shares pairwise secret keys with its neighbors. We refer to these
keys as kuv, where u and v are neighbors. These keys are established once in the
deployment phase. Some mechanisms to establish pairwise keys can be found in
[2] and [6].

3.2 Attacker model

Attackers are interested in the aggregated data. We consider that attackers can
listen to messages and capture sensors. We do not consider sensors to be tamper-
proof, i.e., once a sensor is captured, the attacker will be able to read its memory
and find out all its keys. However, we assume that attackers cannot capture a very
large number of sensor nodes without being detected.

3.3 Homomorphic Function

Homomorphic encryption schemes allow aggregation on ciphertext. We use an
additive homomorphic encryption function for additive aggregation to achieve data
confidentiality as defined in the beginning of this section. The encryption function
we use is

c = x + k (mod M)

and the decryption function is

x = c− k (mod M),

where x ∈ [0..M −1] is the node’s sensor reading, k is a secret key, M = nbnodes ∗
maxvalue, nbnodes represents the number of nodes in the network and maxvalue is
the maximun possible value for the nodes’ readings.

52



We encrypt by adding a key to the data value, and we decrypt by subtracting
a key from the aggregated value. An important property of the encryption and de-
cryption functions is that they are commutative. This allows us to add and subtract
keys to and from aggregated data in an interleaved manner. In the remainder of this
paper all operations are performed (mod M), even if not mentioned.

We use the same encryption and decryption functions as Castelluccia et al. [1]
which they proved to be perfectly secure.

3.4 Protocol Description

When a query is sent into the network, a data collection and aggregation process is
triggered inside the network. The n-layers data aggregation protocol is described
in Algorithm 1. After receiving encrypted data from nodes in the lower layer and
aggregating these values with its own encrypted data, each node ui in the network
chooses a neighbor wi−1 from its upper layer to send the aggregated data to. Its
own data is encrypted with the aggregation key ki and the pairwise key kuw it
shares with wi−1. The aggregation key will be removed by the node aggregating
the values in layer i−n, providing privacy on layers i−1 to i−n+1. The pairwise
key kuw is removed by wi−1.

To summarize the protocol, a tree structure is dynamically constructed during
the aggregation process and data is aggregated hop-by-hop on this tree. The nodes
add and remove the aggregation keys from the aggregation value in an interleaved
way.

Together with the aggregated data has to follow a list L containing the number
of nodes from each layer that contributed to this aggregated data. This is because
the node in layer i−n has to retrieve key ki for every node in layer i that contributed
to this aggregated value. The size of L will be n − 1 because, for example, after
the node in layer i− n has retrieved the correct number of ki, no other node needs
to know the number of nodes from layer i that contributed to this aggregation, so
this information can be deleted. L[t] refers to the t-th element in the list.

In Figure 2 we can see the aggregation of the data in a small network with four
layers and n = 3. We look at what happens in each layer, starting with layer 4.
Nodes y4 and z4 start aggregating:

y4 → w3 : cy = xy + k4 + kyw, Ly = {0, 0}
z4 → w3 : cz = xz + k4 + kzw, Lz = {0, 0}.

Node w3 receives these messages, aggregates and computes the list Lw:

w3 : c′y = cy − kyw, c′z = cz − kzw

cw = c′y + c′z + xw + k3 + kwv

Lw = {2, Ly [1] + Lz[1]} = {2, 0}
w3 → v2 : cw, Lw.
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Algorithm 1 The n-LDA protocol
For each node ui in the network:
AGGREGATE

aggru = 0
for each received message (cv, Lv) do

c′v = cv − kuv − Lv[n− 1] ∗ ki+n

aggru = aggru + c′v
end for
cu = aggru + xu + ki + kuw

where wi−1 is ui’s neighbor from layer i− 1 that receives the message

COMPUTE LIST

if no message received from layer i + 1 then
for ∀t, 1 ≤ t < n do

Lu[t] = 0
end for

else
Lu[1] =number of (cv, Lv) received
for ∀t, 1 < t < n do

Lu[t] =
∑

(cv,Lv) Lv[t− 1]
end for

end if

SEND MESSAGE

send (cu, Lu) to wi−1

Node x3 did not receive any message from layer 4, so it will only send its own
reading:

x3 → v2 : cx = xx + k3 + kxv, Lx = {0, 0}.
Node v2 receives messages from w3 and x3, aggregates and computes the list Lv:

v2 : c′w = cw − kwv

c′x = cx − kxv

cv = c′w + c′x + xv + k2 + kvu

Lv = {2, Lw[1] + Lx[1]} = {2, 2}
v2 → u1 : cv , Lv.

Node u1 receives from node v2, aggregates and computes the list Lu:

u1 : c′v = cv − Lv[2] ∗ k4 − kvu

cu = c′v + xu + k1 + kuBS

Lu = {1, Lv [1]} = {1, 2}
u1 → BS : cu, Lu.
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Finally the base station removes the last keys and obtains the aggregated value:

BS : c′u = cu − 1 ∗ k1 − Lu[1] ∗ k2 − Lu[2] ∗ k3 − kuBS

aggr = c′u = xu + xv + xw + xx + xy + xz.

BS

u1

v2

w3 x3

y4 z4

xy + xz + xw + xx + xv + xu

+2k3 + k2 + k1 + kuBS

xy + xz + xw + xx + xv

+2k4 + 2k3 + k2 + kvu

xy + xz + xw

+2k4 + k3 + kwv
xx + k3 + kxv

xy + k4 + kyw xz + k4 + kzw

Figure 2: Data aggregation in a sensor network where n = 3

3.5 Dynamic Aggregation Paths

By using layer keys instead of keys bound to specific nodes we have the freedom of
dynamically build an aggregation path. In particular when data is often aggregated
from the same subarea of a network, choosing different paths contribute to load
balancing. Load balancing helps to variate the nodes that only forward aggregated
data towards the base station, thus not draining out battery on a pre-defined path.

4 Evaluation

4.1 Security Analyses

In this section we discuss how the secret keys are used to protect the confidentiality
of the data and look into how many nodes an attacker has to capture in order to get
access to aggregated data.

If we look at Figure 2, the data that node y4 sends is protected by two keys:
the aggregation key k4 and the pairwise key kyw. The pairwise key is only known
by y4 and w3 and protects against the other nodes in the same layer as y4 getting
access to the data, because they know k4. The aggregation key k4 protects against
node w3 getting access to the data, because it knows the pairwise key.
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If we look at node v2, its aggregated value is protected by k2, k3, k4 and kvu.
No node in v2’s neighborhood has access to all these keys, so no one can get
access to the aggregated value. The data is protected at every step by at least one
aggregation key and a pairwise secret key that are not known by any node.

If an attacker captures one node, he cannot get access to any aggregated data,
because, as we discussed before, he does not have enough keys to decrypt it. In
order to be able to decrypt data, he also has to capture a node from each of the next
n− 1 layers. Because the data is also protected by a pairwise key, the attacker can
only get access to the data that is sent to the captured nodes. If we look at Figure
2, we can see that the data that node u1 receives is protected by three aggregation
keys, k2, k3 and k4. Node u1 knows k4, so the attacker that captures this node and
wants to get access to its aggregated data, also has to capture a node from layer
2 and one from layer 3. Also, the attacker will not be able to decrypt aggregated
data that is sent to other nodes in layer 1, because he does not have access to the
pairwise keys these nodes share with nodes in layer 2.

If the nodes are from a layer j > n, then the nodes in layer j − n also know
the aggregation key kj . For getting access to kj , the attacker could capture a node
from layer j−n instead of one from layer j. In any case, the attacker has to capture
at least n nodes from consecutive layers to get access to data.

By dynamically constructing the aggregation tree we make it harder for an
attacker to plan which nodes to capture in order to get access to data that is of
interest to him.

4.2 Meta-information

In the n-LDA protocol the number of nodes from a layer i that contribute to an
aggregation value has to be sent n hops together with the aggregated value. In the
protocol proposed by Önen and Molva [4], which we call MEL, the identities of
each node in the aggregation tree that fail to aggregate its value has to be reported
during a specific distance of m hops (m is a network parameter). In the protocol
proposed by Castelluccia et al. [1], the base station needs to know the identities
of the nodes that participated in the aggregation. In all tree protocols information
about the nodes that participate or fail to participate in the aggregation process has
to be sent with the aggregated value. Thus, it is better to use a layered scheme for
aggregation because the extra information is only sent a specific number of hops
and not all the way to the base station.

By sending a list with the number of nodes from different layers that participate
in the aggregation and not information about their identities, we make it harder for
an attacker to know which are the nodes that contributed to a specific aggregation
value.
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4.3 Layers vs. Tree

One important advantage of using a layered network is that the aggregation process
is not dependent on a pre-built tree. When a pre-built aggregation tree is used, one
permanent node failure makes all the nodes under that node in the tree not be able
to aggregate their values until a new tree is constructed and new keys are assigned
to the nodes (if necessary). In MEL [4] every node shares a pairwise key with its
m-th parent, so if a node dies all the nodes that had this node as their m-th parent
have to rekey. This is not necessary in our protocol because a node can choose
which of its neighbor from the upper layer to send the aggregated value to and all
the nodes in the n-th upper layer know the aggregation key of the node’s layer. In
the simulations, we are looking at the number of nodes that have to compute new
keys when using a layered network and an aggregation tree.
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Figure 3: Number of nodes that can be removed before any remaining node has to
change layer (in a network with 250 nodes.)

4.4 Simulation

We use Octave for simulations with the same scenario as for the n-LQA proto-
col [5]. We uniformly and randomly distribute 250 nodes on an area and use the
transmission range as a parameter for the node density. The node density d is the
average number of neighbors a node has. The base station is positioned in the
middle of the area.

We have investigated the number of nodes that can be removed from the net-
work until the hop distance to the base station changes for any remaining node.
In such a situation, a node would have to change layer and get according keys. A
node does not have to change layer as long as it has at least one neighbor in the
upper layer. A histogram of the result is showed in Figure 3. As we can see, in
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Figure 4: Number of nodes that have to change layer when using our protocol vs.
the number of nodes that have to recompute pairwise keys when using MEL [4],
when some nodes in the network fail.

80% of the cases more than one node can fail without any remaining node having
to change layer. We can compare this with a tree based protocol, where one node
failure calls for rebuilding the tree.

We have also compared our protocol with the MEL protocol. In particular we
have looked at the number of nodes that had to change layer in our protocol and the
number of nodes that had to recompute a pairwise key in MEL, when m = 2, for
the same number of removed nodes. In each simulation run, we generated a new
network and we randomly removed nodes until any remaining node had to change
layer in n-LDA. We ran the simulation 200 times. The result of this simulation
is showed in Figure 4. Usually, less nodes had to rekey in n-LDA than MEL. We
see, however, that n-LDA is prone to situations where the removal of one particular
node affects the hop-distance to the base station for many nodes. These situations
are represented by the dots to the right in Figure 4.

For the above results we have used a node density d = 7. We have also looked
at a network with a node density of 12. A discussion about the choice of node
density can be found in [5]. Table 1 shows the mean number of nodes that have to
change layer in our protocol and the mean number of nodes that have to recompute
a pairwise key in MEL. The same scenario as before was used. We can see that if
the node density is increased, the number of nodes that have to recompute pairwise
keys in MEL will also increase while the number of nodes that have to change layer
in our protocol will be almost the same.

Table 2 shows the mean number of nodes that can be removed before any other
remaining node has to change layer, for both d = 7 and d = 12. As we can see,
a higher node density allows more node failures before any remaining node has to
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Nodes that
change layer (n-LDA) recompute a

pairwise key (MEL)
d = 7 7 14
d = 12 5 23

Table 1: The mean number of nodes that have to change layer or rekey depending
on the protocol used in a network with 250 nodes.

change layer.

Number of nodes that can fail
d = 7 4.5
d = 12 8

Table 2: The mean number of nodes that can fail before any other remaining node
has to change layer.

5 Conclusions

We proposed a secure data aggregation protocol that provides end-to-end data con-
fidentiality by using homomorphic functions and interleaved encryption. The pro-
tocol allows intermediate nodes to participate in the aggregation process without
getting access to the aggregated value and ensures that, in the presence of less than
n captured nodes, an attacker cannot get access to any aggregated data. When
more than n nodes are captured, an attacker can only get access to aggregated
values received by the captured nodes. Furthermore, the captured nodes have to
be from consecutive layers. Our protocol is resilient to node failure because the
aggregation path can dynamically be chosen and is not dependent on a pre-built
aggregation tree. Dynamically constructing the aggregation tree makes it harder
for an attacker to plan which nodes to capture in order to get access to data that
is of interest to him. Also, the extra information sent together with the aggregated
data does not reveal any information about the identity of the nodes that contributed
to the aggregation value.

The network setting and keys used in our protocol are identical with n-LQA
[5], our query authentication protocol. The two complement each other in a natural
way.
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Abstract

We present a combined query authentication and confidential data ag-
gregation protocol for wireless sensor networks with mobile base stations
entirely relying on symmetric key cryptography. Queries spread on top of
secure virtual overlays that are easily initialized using the mobile base sta-
tion during a deployment phase. Imagine the scenario where a farmer takes
his mobile device to the corners of his field to initiate key-distribution and
then uses the mobile device to read the sensors from everywhere in the field.

Spreading of the queries depends on the initialization points and the lo-
cation of the mobile base station relative to the initialization points. We show
that queries sent from within the area defined by the initialization points reach
a significant part of the sensor nodes within the first few hops. In contrast to
other work we do not assume static tree structures with the base station as a
root and therefore avoid position dependent re-keying. The same key distri-
bution is used for both query authentication and data aggregation.

1 Introduction

Sensor networks are used for sensing and collecting data from different environ-
ments. A sensor network consists of many sensor nodes that are spread in a specific
region and sense the environment, and at least one base station that queries the net-
work after data. When the deployment area is large, multi-hop communication is
used because of the nodes’ limited transmission range. Queries are sent by the base
station into the network and nodes answer with data. We call the two operations as
data querying.

While a base station in general can be assumed to be a powerful and tamper-
proof device, sensor nodes have limited resources and are prone to attacks. Secure
data querying is therefore not a trivial operation. Queries have to be protected from
being modified or inserted by others than the base station, in order to avoid wrong
readings and to save energy. Sensor data has to be protected from being read by
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others than the base station. These aspects are in particular an issue in multi-hop
networks where queries and data readings are forwarded from node to node.

When the base station does not need access to individual sensor readings, in-
network data aggregation is typically used. In-network aggregation means that,
instead of sending individual readings over a multi-hop path, the data is aggregated
as it is forwarded by the intermediate nodes. Data aggregation significantly reduces
the energy consumption when collecting data [9] but requires data confidentiality
not only against passive intruders, but also against the intermediate nodes that are
aggregating. Otherwise, intruders that manage to capture nodes will be able to get
access to the data these nodes are aggregating.

Many sensor networks are operated from a stationary base station, but mobile
devices, such as mobile phones, are nowadays powerful enough to be used as base
stations [8], [12]. A mobile base station can be more practical to use in some
situations. For example, a farmer that goes around inspecting her field can use a
mobile phone to collect aggregated data from the area around her current position.
Therefore the protocols used for secure data querying should support mobile base
stations.

However, secure data querying is dependent on a key distribution scheme.
While some schemes for query authentication support mobile base stations, most
schemes for data aggregation assume a static aggregation path in form of a tree
structure with the base-station as the root [11], [7], [10], [3]. Therefore, moving
the base-station would require re-keying of the entire network.

The goal of this work is to achieve query authentication and confidential data
aggregation when using a mobile base station without the need to re-key the net-
work. In previous work we presented n-Layers Query Authentication [14] and
n-Layers Data Aggregation [13], two complementary protocols for secure data
querying resilient to node compromises and failure. The two protocols are based
on a layered key distribution scheme, where nodes get keys assigned depending on
their hop-distance to a stationary base-station.

We use this layered key distribution scheme to deploy secure virtual overlays
on which – assuming knowledge of the appropriate keys — queries can be inserted
anywhere in the network. A property of the scheme is that queries only spread in
a limited angle. We estimate that angle and show by simulation how number and
position of initialization points of the virtual overlays influence how many nodes
that can be reached. We show that, if the mobile base station is within the area
defined by the initialization points, the queries actually reach a significant part of
the sensor nodes within the first few hops. A security and performance analysis
conclude the paper.

To our knowledge this is the first protocol that allows both query authentication
and confidential data aggregation on a multi-hop sensor network operated by one
or more mobile base stations and using one common key distribution scheme.
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2 Related Work

Query authentication and confidential data aggregation are considered separately
in literature, mostly because of different requirements on the key distribution.

Armknecht et al. [1] present a protocol for query authentication in which a sink
node grands access to a reader device to query the sensor network on a query bases.
The reader device can be mobile. Because the reader device has to get access from
the sink for every query, different reader devices can get different access control,
which is not possible with our protocol. One weakness of this protocol is that all
the nodes share a common key with the sink. They assume that the sensor nodes
are tamper-proof so, when captured, the secret key the nodes share with the base
station cannot be retrieved. If the sensors would not be tamper-proof, capturing
one node would reveal the secret key and unauthorized queries could be accepted
by the network.

Benenson et al. [2] present a protocol for user authentication using public-key
cryptography. The user device authenticates itself to the nodes in its communica-
tion range using public-key cryptography and after that these nodes communicate
with the rest of the sensor network on behalf of the user using symmetric cryptog-
raphy. After authenticating the user, message aggregation codes (MACs) will be
attached to a query sent by the respective user. The MACs are used to authenticate
the query.

There are many protocols proposed for data aggregation. We discuss here the
most common ones that provide data confidentiality. Castelluccia et al. [4] present
an additively homomorphic stream cipher for aggregation of encrypted data in sen-
sor networks using modular addition. A delivery tree is built starting from the base
station and nodes aggregate their values along the tree using the additively homo-
morphic encryption function. Each sensor node shares a secret key with the base
station and uses this key to encrypt its data, thus the delivery tree can be dynamic
and the base station can be mobile. The nodes’ identities are sent together with the
data, so the base station knows which nodes from the network participated in the
aggregation process. This is necessary because the nodes in a sensor network are
not fully reliable. Castelluccia [3] and Önen and Molva [11] have proposed two
key distributions in which the extra information about the nodes’ identities does
not need to be sent together with the aggregated data. In these new approaches the
nodes share secret keys with other nodes in the tree, thus making the tree static and
requiring a stationary base station.

3 Protocol Description

In this section we describe our protocol for secure data querying that supports the
use of mobile base stations without re-keying. We also give a description of the
network settings and keys that are used together with a short description of n-
LQA [14], the protocol for query authentication and n-LDA [13], the protocol for
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confidential data aggregation.

3.1 Network settings and keys

We consider a sensor network consisting of many small devises (nodes) and one or
more base stations. Considering a base station, nodes i hops away from that base
station comprise layer i. We refer to a node as ui, vi or wi where i denotes the
layer. Considering a layer i, the upper and lower layer refers to layer i − 1 and
i + 1, respectively.

The nodes in layer i share a common secret key ki, called layer key, from which
one-time secret keys ki,r = E(ki, r) are derived using a one-way function E and a
random number r. The random number r is generated by the base station for every
query and sent together with the query so that the nodes can compute ki,r. The layer
key ki is also known by the base station for i ≤ n and by all the nodes in layer
i−n, for i > n. n is a security parameter chosen based on the security requirement
of the sensor network. An example of key distribution is shown in Figure 1 where
we consider n = 2. One way to deploy these keys into the nodes is to let the base
station generate and send them to each node. The base station uses individual keys,
shared with each node, to securely send the layer keys. Individual keys are often
used for secure communication between the base station and individual nodes and
they are usually preloaded into the nodes before deployment.

BS

k1, k2

k1, k3

k2, k4

k3, k5

k4

k5

Layer 1 Layer 2 Layer 3 Layer 4 Layer 5

Figure 1: Layers in a network. ki denotes the layer key of layer i. BS is the base
station and ◦ are the sensor nodes. n = 2

Each node shares pairwise secret keys with its neighbors. We refer to these
keys as kuv, where u and v are neighbors. These keys are established once in the
deployment phase. Some mechanisms to establish pairwise keys can be found in
[5] and [16].

We assume that attackers can overhear and insert messages, capture sensor
nodes, and we do not consider nodes as being tamperproof. Once a node is cap-
tured, the attacker will be able to read its memory and find out all its keys. They
will also be able to reprogram the nodes to work in his favor and to copy keys from
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one node to another. However, we assume that attackers cannot capture a very large
number of sensor nodes without being detected.

3.2 Query authentication

The queries are authenticated using message authentication codes (MACs) that are
attached to the query messages. There are two kinds of MACs: computed using the
layer keys ki and computed using the pairwise key the sender of the query message
is sharing with the receiver. We say that a node accepts a query if it can check one
MAC of each kind that is sent together with the query.

We present a short description of the n-Layers Query Authentication protocol
(n-LQA) [14]:

Base station: When the base station, BS, sends a new query, q, into the net-
work, it generates a random number r and uses it to compute one-time secret keys
ki,r for the first n layers. The one-time secret keys are used together with the query
to compute MACs. For each node in layer one, a MAC is computed using the pair-
wise key the base station shares with the respective node. The query, together with
the base station’s identity, the random number r, and the MACs, is then sent into
the network.

Each sensor node: A node in layer i only listens to the messages that are
broadcasted by its neighbors in layer i− 1. When receiving a new query, the node
in layer i first verifies the MAC computed with the pairwise key it shares with
the sender of the query to make sure the message comes from the upper layer. If
this MAC is valid, then it calculates the one-time secret key ki,r using the random
number r included in the query and verifies the MAC(ki,r, q). If the query is
authentic, it removes MAC(ki,r, q) from the message and adds MAC(ki+n,r, q)
(if layer i + n exists in the network), thus interleaving the authentication process.
The node also computes MACs with the pairwise keys it shares with its neighbors
in the lower layer and attaches them to the query. The MACs computed with the
pairwise keys are used to verify the senders identity.

In [14] we have shown that, if an attacker captures less than n nodes, unautho-
rized queries are stopped after less than n hops. Even when the attacker captures
more than n nodes, an unauthorized query will only spread in a limited sector.
Moreover, the attacker needs keys from consecutive layers, so he might have to
capture more than n nodes. The value of n is a trade-off between security and
length of the query messages, and thus influences the power consumption in each
node when transmitting and receiving queries.

3.3 Data aggregation

When a query is sent into the network, a data collection and aggregation process
is triggered inside the network. Additive homomorphic encryption is used to al-
low aggregation on chipertext, thus providing end-to-end data confidentiality. The
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aggregation function is addition and the encryption and decryption functions are:

c = x + k (mod M) (1)

x = c− k (mod M), (2)

where x ∈ [0..M − 1] is the node’s sensor reading, k is a secret key, c is the
encrypted data, M = nbnodes ∗maxvalue, nbnodes represents the number of nodes in
the network and maxvalue is the maximun possible value for the nodes’ readings.

We give a short description of the n-Layers Data Aggregation protocol (n-
LDA) [13] that relies on the same key distribution scheme as n-LQA:

After receiving a query message each node ui waits a predetermined time to
see if it receives data from any neighbor in its lower layer (if it has neighbors in
the lower layer). After receiving encrypted data from nodes in the lower layer and
aggregating these values with its own encrypted data, ui chooses a neighbor wi−1

from its upper layer to send the aggregated data to. If no data is received then only
its own data will be sent to wi−1. Its own data is encrypted with the layer key ki

and the pairwise key kuw it shares with wi−1. The layer key will be removed by
the node aggregating the values in layer i− n, providing privacy on layers i− 1 to
i− n + 1. The pairwise key kuw is removed by wi−1.

Together with the aggregated data has to follow a list L containing the number
of nodes from each layer that contributed to this aggregated data. This is because
the node in layer i−n has to retrieve key ki for every node in layer i that contributed
to this aggregated value. The size of L will be n − 1 because, for example, after
the node in layer i− n has retrieved the correct number of ki, no other node needs
to know the number of nodes from layer i that contributed to this aggregation, so
this information can be deleted.

In [13] we have shown that if an attacker captures less than n nodes, he can-
not get access to any aggregated data. When more than n nodes are captured, an
attacker can only get access to aggregated values received by the captured nodes.
As for the n-LQA protocol, the captured nodes have to be from consecutive lay-
ers. The protocol is resilient to node failures, because the aggregation path can
dynamically be chosen and is not dependent on a pre-built aggregation tree.

3.4 Introducing mobility

Let us now consider data querying from a mobile base station. By a mobile base
station we understand a base station that can move freely in the deployment area,
with the exception that it should remain stationary during a data querying. Because
re-keying of the network every time a query has to be sent from a new position is
not efficient, we investigate an alternative approach building on a static key distri-
bution. In fact, the n-Layer key scheme allows to insert queries at any position in
the sensor network. A node that knows all the layer keys can send a message by
finding out in what layer it is relative to the base station and constructing a valid
message according to n-LQA. What was thought as a protection against attackers
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is now used as an advantage for moving the base station. Note that there is actually
no need for the base station to be in place once the keys are distributed. We call the
initial position of the base station initialization point of the key distribution and the
corresponding layers virtual overlay of that initialization point.
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Figure 2: The query that spreads from one node in the network, considering the
base station in the lower left corner.

Nodes receiving the query will verify the query message and, if correct, send
it further to nodes in the lower layer. This way, the query only spreads away from
an initialization point. The closer a node inserting a query is to the initialization
point, the more nodes can be reached. In Figure 2 we can see how a query spreads
from such a node into the network considering the initialization point in the lower
left corner.

To be able to spread a query in more directions, we propose to use several
initialization points that define several virtual overlays. Every virtual overlay con-
tributes to the spreading of the query into a particular direction. In the remainder
of the paper we will show that already a few initailization points are sufficient to
reach a significant part of the network. We will see that this is in particular true for
queries initiated from within the area in between the initialization points. The ratio-
nale behind that observation is that spreading is in complementary directions and
that moving away from one initialization point means coming closer to another and
therefore the reduced spreading on one virtual layer is expected to be compensated
on another. Details of the protocol are presented in the following section.

3.5 The secure data querying protocol

Consider a mobile base station which, in the deployment phase, initiates key-
distribution from s initialization points in the deployment area. From each initial-
ization point the nodes will be organized in layers and keys will be distributed. At
the end of the deployment phase there will be s virtual overlays in the network and

69



each node will be part of s virtual layers, according to its distance to the s initializa-
tion points. The mobile base station knows all the keys distributed in the network
and each node has a list with the layers it is in [layeroverlay1 , layeroverlay2 , ...,
layeroverlays ]. A simple example is presented in Figure 3, where the deployment
area is a square and the initialization points are A, B and C. What we see is how
the area is divided into three virtual overlays.

A B

C

Figure 3: Virtual overlays of the three initialization points A, B, C. Each node is
part of each of the three overlays considering the distance to the respecitve initial-
ization point.

When the mobile base station wants to collect data from its current position,
it uses n-LQA to send s query messages into the network, using each of the s
virtual overlay. Like this, each of the s queries will spread away from its respective
initialization point.

The base station first asks all the nodes in its range for their identity and lists
with layers. From these lists it extracts the lowest layer the nodes are in, consid-
ering each initialization point, and constructs queries according to that (it will add
MACs computed with the lower n layer keys). Consider an example with three
initialization points A, B, and C and consider that the mobile base station extracted
layers lA, lB and lC . The base station will construct the following three query
messages:

qA = A | BS | q | r | ∀i ∈ [0, n − 1] : MAC(klA+i,r, q)
| ∀u ∈ UlA : MAC(kBSu, q),

qB = B | BS | q | r | ∀i ∈ [0, n − 1] : MAC(klB+i,r, q)
| ∀u ∈ UlB : MAC(kBSu, q),

qC = C | BS | q | r | ∀i ∈ [0, n − 1] : MAC(klC+i,r, q)
| ∀u ∈ UlC : MAC(kBSu, q).

where BS is the identity of the base station, q the query to be sent, r a random num-
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ber, klA layer key of layer lA corresponding to the initialization point A, kBSu the
individual key the base station shares with node u and UlA represents all the nodes
reached by the base station that are in layer lA corresponding to the initialization
point A. The initialization point whose layered scheme is used must be specified
in the message. All the nodes in the network accept queries from the mobile base
station.

All the nodes that received one of the query messages will answer it and partic-
ipate in the aggregation process which uses the n-LDA protocol. Each node waits
for aggregated values from its neighbors in the lower layer and chooses a node
from the upper layer from the ones it received the query from. Note that in this
scenario not all the nodes have to be involved in the aggregation and thus a node
can only send its aggregated values to a node it has received the query from.

4 Estimating the Spreading Angle

When the mobile base station sends a query into the network, the intention is to
spread the query to all the nodes in the network. However, the query will only
spread with a certain angle for each virtual overlay. In this section we will estimate
that angle.

We assume a uniform node distribution with high density, allowing us to model
the layers as perfect circles. We also assume ideal transmission for all nodes with
range r. Let us further denote i the layer, with respect to the initialization point,
from which the mobile base station initiates the query, and let jmax denote the num-
ber of layers/hops we consider the query to spread. Figure 4 illustrates a scenario
with i = 2 and jmax = 3. The outlined sections in Figure 4 show the spreading of
a query from the mobile base station (BS) according to the protocol given above.
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Figure 4: Spreading of the query with idealized assumptions on transmission range
and node density. BS represents the mobile base station, IP the initialization point.

We define the spreading angle αj as the angle spanned from the inner border
of layer i, to the most outer nodes (Pjl, Pjr) that receive the query in layer i + j,
where 0 < j < jmax. Note that the points Pj are not on a line.
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Figure 5: Geometrical drawing for the derivation of the spreading angle.

According to Figure 5, law of cosines gives us

cos(β) =
(i + j − 1)2r2 + ((i− 1)r + x)2 − j2r2

2r(i + j − 1)((i − 1)r + x)
, (3)

and

cos(β) =
(i− 1)2r2 + (i + j − 1)2r2 − z2

2(i + j − 1)(i − 1)r2
, (4)

from where

z2 = (i− 1)2r2 + (i + j − 1)2r2−

(i− 1)r
(i + j − 1)2r2 + ((i − 1)r + x)2 − j2r2

((i− 1)r + x)
(5)

and

αj

2
= arccos(

x2 + z2 − r2

2xz
) (6)

The spreading angle α depends on the layer i, the relationship between r and
x, and the number jmax of considered layers. Figure 4 plots the spreading angle
in relation to the distance of the mobile base station to the initialization point for
jmax = 3. We want to point out two aspects. First, larger spreading angles can be
achieved in layers closer to the initialization point, and second, there is a notable
difference depending on the position within a layer.

The closer the mobile base station is located to the inner border of a layer, the
less nodes can be reached within that layer, and therefore the spreading will be
limited. In such situations, it would be favorable to send the query via the lower
layer. Nevertheless, angles of up to 120 degrees can be achieved on the outer border
of a layer. Maximum spreading is achieved when the mobile base station is located
close to the initialization point as the key distribution is built around that point and
queries can spread in all directions.
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Figure 6: Spreading angle in relation to the distance of the mobile base station to
the initialization point for j = 3.

By using several initialization points we expect the local dependencies to even
out and the query to spread into different directions. We show that by simulation
in the next section.

A query sent using a layered scheme spreads away from the initialization point
in a limited angle. So when we have more than one initialization point we will get
different spreading directions for each of them. The goal is to be able to reach in all
the directions from the mobile base station, so the number of initialization points
should be chosen considering the angle α.

In practice we cannot have a very high node density, so the layers will not
correspond to perfect circles. In Figure 7 we can see the spreading of queries
in a scenario where we have the three initialization points A,B and C like before
and the mobile base station is in the middle of the area. Because there are three
initialization points, three queries will be sent in the network. In the figure they are
shown in different colors. As we can see the query does not reach all the nodes.

5 Simulation Results

We have simulated the spreading of queries in Matlab to investigate how many
nodes receive them and how the initialization points influence the spreading. We
uniformly and randomly distribute 250 nodes in a square area with side length 1
and adjust their transmission range to achieve the desired node density d.

d is an important parameter of the sensor network because it influences the
network capacity. The optimal value for d is discussed in [6], where the authors
suggest 6 and 8. Xue et. al. [15] shows that for a network with N nodes, the
node density should be at least 5.1774 log N to ensure overall connectivity, which
results in d = 12 for our simulations. For d = 7 and d = 12, the transmission
range corresponds to approximately 0,1 and 0,13 respectively.
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C

Figure 7: Query spreading in a network with three initialization points and the
mobile base station in the middle. The lines show the spreading of the queries. The
blue × with no lines are nodes that have not been reached by the query. The mobile
base station is in the middle of the area.

After generating a network topology we compute the virtual overlays accord-
ing to s initialization points and divide the area in 100×100 equal squares from
where we simulate the mobile base station to send queries into the network. Con-
sidering all the nodes that can be reached in less than four hops from the mobile
base station, we are interested in how many of them receive the query. Note that s
query messages will be sent, but they contain the same query q.

We looked at different number and position for the initialization points. In
the simulation results we present three scenarios, two of which are illustrated in
Figure 8 where × and ◦ represent the initialization points arranged as square and
equilateral triangle respectively. The square also represents the deployment area.
In addition – and as reference – we simulated also with only one initialization
point in the lower left corner of the area. For each of the three scenarios, we have
generated 50 network topologies and simulate the mobile base station as described
above.

The results shown in Figures 9(a) - 9(c) represent the mean value over the 50
topologies for the three scenarios with one, three, and four initialization points
respectively. In Figure 9(a) we see how the ratio of reached nodes significantly de-
creases as the mobile base station moves away from the single initialization point.
Note that the color scale is chosen to represent high ratios dark, gradually getting
lighter to be white for 50% or less nodes reached. A significant ratio of nodes is
only reached from within the first and second layer from the initialization point.
That result is intuitive as the query only spreads in a limited angle and away from
the initialization point, so the covered area gets smaller and smaller as the mobile
base station moves away from the initialization point.

In Figure 9(b) with three initialization points we see that the ratio of reached
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Figure 8: Choice of initialization points. The × and ◦ represent the two main
scenarios we have studied in simulations. The square is the deployment area.

nodes does not decrease as fast as the mobile base station moves away from an
initialization point. That is because of the increasing contribution from the other
initialization points into complementary directions. We can clearly recognize the
shape of the triangle span by the three initialization points. We can again explain
that by the observation that the contributions are always away from the initial-
ization points, that is, there is only limited contribution towards the inside of the
triangle if the mobile base station is outside the triangle.

The same observation can be made in the scenario with four initialization points
presented in Figure 9(c). The ratio of reached nodes is 90% or higher within more
than 80% of the square. Boarder artefacts can also be observed here. The results
for the triangle and square scenarios are summarized in Table 1 representing the
average over the positions within the area span by the initialization points for d = 7
and d = 12. The proportion of reached nodes is higher for higher node density
because of better connectedness to reach nodes in the lower layer. It is interesting
to observe that reachability in the triangle is higher than in the square with lower
node density (d = 7), but about the same for high node density (d = 12). We
explain that by the position of the initialization points in the corner of the square
so that connectedness of the network from an initialization point with low node
density is not always perfect. Some nodes cannot be reached from an initialization
point, thus they do not get any layer key for the respective virtual overlay. In the
case of the triangle, the initialization points are not located in the corners of the
network and therefore have higher probability of connectedness. In Table 2 we
show the ratio of nodes that cannot be reached from an initialization point in the
case of the triangle and square, for both d = 7 and d = 12. The nodes that cannot
be reached from an initialization point cannot participate in the spreading of the
query or data aggregation considering the respective virtual overlay. Note that the
nodes that are not reached from one initialization point might be reached from
other initialization points.
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Scenario d=7 d=12
Triangle 88% 94%
Square 84% 95%

Table 1: Ratio of reached nodes if the query is sent from within the area span by
the initialization points.

Scenario d=7 d=12
Triangle 2% 0.1%
Square 15% 1%

Table 2: Ratio of nodes that cannot be reached from an initialization points.

6 Security Evaluation

In this section we are discussing what happens when nodes get captured.
Let us consider that there is only one virtual overlay. If an attacker captures

less than n nodes and he tries to spread an unauthorized query into the network,
the query will be stopped after at most n hops away from the initialization point.
The nodes that accept the query will respond with their data, but the attacker will
not be able to get access to the aggregated data because he does not have all the keys
that are protecting it. An attacker that captures at least n nodes from consecutive
layers will be able to spread the query in a limited angle. The nodes that accept the
query will answer and the attacker will be able to get access to the data that is sent
to the captured nodes because he knows all the keys the data is protected with.

Being able to spread a query on one virtual overlay does not imply that the
query will spread on the other virtual overlays as well. Queries spread only in
virtual overlays for which nodes from at least n consecutive layers are captured.

The attacker will only be able to spread queries from a captured node and is
not able to introduce its own mobile reading device into the network, because each
node only accepts queries from its neighbors in the upper layer or from the base
station.

7 Performance Analysis

In this section we analyze the performance of our protocol in terms of commu-
nication overhead, memory requirements and computational cost. We compare it
with a baseline scenario where each node shares a secret key with the base station.
This baseline scenario is of interest because it offers best security; an attacker is
not able to introduce unauthorized queries irrespective of how many nodes he cap-
tures and cannot get access to aggregated data if he does not capture all the nodes
that participated to the aggregation. For data aggregation, the protocol proposed
by Castelluccia et al. [4] uses this scenario.

Initialization point: A node knows two layer keys (one if the node is in one
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Figure 9: Percent of the nodes reached by the query, of the nodes that are less than
four hops away from the mobile base station.

of the last n layers). Each node also shares pairwise keys with its neighbors and
one individual key with the base station. If we consider s initialization points and
a node density d, then each node will need to know at the most 2s + d + 1 and at
least s + d + 1 secret keys. If the baseline scenario is used, each node will need to
know one secret key which it shares with the base station.

Query authentication: We look at the size of the query message being sent and
at what operations each node needs to do. Using our protocol, n MACs computed
with the layer keys are sent together with a message at any hop. Also MACs
computed with pairwise keys shared with the neighbors from the lower layer are
added to the query message. A node has, on average, two neighbors in the lower
layer when d = 7 or three neighbors in the lower layer when d = 12. When
receiving a query, each node has to verify two MACs, one computed with its layer
key and one with the pairwise key it shares with the sending node. Verifying a
MAC means computing a MAC and comparing with the one received. Also each
node has to compute a MAC with the layer key (except the ones that are in one of
the last n layers) and one MAC for each neighbor it has in the lower layer.

Using the baseline scenario, the base station has to attach a MAC computed
with the secret key it shares with each node. In a network with 250 nodes like
the one we use in our simulations, the query message sent by the base station will
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contain 250 MACs. Each node will have to verify one MAC, the one computed
with the key it shares with the base station, and will remove this MAC from the
query message. The nodes will have to do less computations but the messages are
much longer when comparing with our protocol.

Data aggregation: We are looking at the message size and at what operations
each node needs to do. Using our protocol, the message size is constant because the
encryption and decryption are operations modulo M and the list size is constant.
Each node from layer i needs to do one decryption with the key i + n and one for
each message received from the layer i + 1. It also has to aggregate all the values
received together with its own, and encrypt with its layers key and a pairwise key.
Remember that the encryption and decryption operations are addition respective
subtraction modulo M .

Using the baseline scenario, the message length will grow as data is being
aggregated because the nodes’ identities have to be sent together with the data
[4]. Each node has to encrypt its own data and aggregate it together with the data
received from its children. As for query authentication, the nodes will have to do
less computations but the messages are longer when comparing with our protocol.

8 Conclusion

We introduced query authentication and data aggregation based on virtual overlays
that enable the use of a mobile base station. Spreading of the queries depends on
the initialization points and the location of the mobile base station relative to the
initialization points. Our simulation results show that queries sent from within the
area defined by the initialization points reach a significant part of the sensor nodes
within the first few hops.
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[11] M. Önen and R. Molva. Secure data aggregation with multiple encryption. In EWSN
2007, European Wireless Sensor Networks, January 29-31, 2007, Delft, The Nether-
lands, 2007.

[12] B. Ren, J. Ma, and C. Chen. The hybrid mobile wireless sensor networks for data
gathering. In IWCMC ’06: Proceedings of the 2006 international conference on
Wireless communications and mobile computing, pages 1085–1090, New York, NY,
USA, 2006. ACM.

[13] I. Rodhe and C. Rohner. n-LDA: n-layers data aggregation in sensor networks.
In Proceedings of the The First International Workshop on Wireless Security and
Privacy, 2008.

[14] I. Rodhe, C. Rohner, and A. Achtzehn. n-LQA: n-layers query authentication in
sensor networks. In Proceedings of the 3rd IEEE International Workshop on Wireless
and Sensor Networks Security, 2007.

[15] F. Xue and P. R. Kumar. The number of neighbors needed for connectivity of wireless
networks. Wirel. Netw., 10(2):169–181, 2004.

[16] S. Zhu, S. Setia, and S. Jajodia. Leap: efficient security mechanisms for large-scale
distributed sensor networks. In CCS ’03: Proceedings of the 10th ACM conference on
Computer and communications security, pages 62–72, New York, NY, USA, 2003.
ACM Press.

79







Recent licentiate theses from the Department of Information Technology

2008-001 Mattias Wiggberg: Unwinding Processes in Computer Science Student
Projects

2007-006 Björn Halvarsson: Interaction Analysis and Control of Bioreactors for Nitro-
gen Removal

2007-005 Mahen Jayawardena: Parallel Algorithms and Implementations for Genetic
Analysis of Quantitative Traits

2007-004 Olof Rensfelt: Tools and Methods for Evaluation of Overlay Networks

2007-003 Thabotharan Kathiravelu: Towards Content Distribution in Opportunistic Net-
works

2007-002 Jonas Boustedt: Students Working with a Large Software System: Experiences
and Understandings

2007-001 Manivasakan Sabesan: Querying Mediated Web Services

2006-012 Stefan Blomkvist: User-Centred Design and Agile Development of IT Systems

2006-011 Åsa Cajander: Values and Perspectives Affecting IT Systems Development and
Usability Work

2006-010 Henrik Johansson: Performance Characterization and Evaluation of Parallel
PDE Solvers

2006-009 Eddie Wadbro: Topology Optimization for Acoustic Wave Propagation Prob-
lems

2006-008 Agnes Rensfelt: Nonparametric Identification of Viscoelastic Materials

2006-007 Stefan Engblom: Numerical Methods for the Chemical Master Equation

2006-006 Anna Eckerdal: Novice Students’ Learning of Object-Oriented Programming

2006-005 Arvid Kauppi: A Human-Computer Interaction Approach to Train Traffic Con-
trol

Department of Information Technology, Uppsala University, Sweden


