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Abstract

Decision modelling for cloud-based solutions

Felix Örnebjär Dellner

The company Omegapoint AB has expressed their interest in devising a way of
determining whether or not a software product is best suited for provisioning
through a cloud-based or on-premises solution. Choosing the wrong type of solution
for a product can become costly and/or result in poor sustainability.

Based on a literature study on cloud computing, including authors with different
opinions and perspectives, a survey form is developed with critical questions to lead
the decision on what type of solution to use. On top of the survey form, a goal
programming model is proposed and applied to a set of test cases.

The results show that the decision tool can be used to provide guidance. However,
for actual implementations of products, further study is always recommended since
the model might not be capturing all preconditions.
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1 Introduction

The IT industry is a highly volatile industry, with one disruptive innovation fol-
lowed closely by the next.[1] To keep a high innovation tempo it is important that
the organization is able to deliver according to its core competencies[2], meaning
that it is important that the organization gets to put its resources where they
make a di↵erence. This is one of the major reasons why cloud computing has
become quite popular lately; the ability to focus less on the infrastructure and
more on the content and functionality of a project is seen as a benefit to many
organizations, especially so in certain industries.[3] For instance, many newly
formed companies with untested technology and o↵erings are usually interested
in high elasticity and only paying for used resources since they might be unsure
about how many users they will eventually get. Many companies are currently
interested in cloud services, but many also fear to take the leap.[4] This is often
due to perceptions about security, ownership and similar concerns but also due
to sometimes simply not understanding what the point of cloud computing is.[5]
Omegapoint has expressed interest in getting a clear and concise picture of in
what situation each solution will work best.

This paper seeks to clarify certain metrics for both on-premises and cloud so-
lutions. Ultimately, these metrics will result in a decision model that will aid
Omegapoint and their clients when making the decision about whether or not
to use a cloud-based solution.
The metrics covered in this paper are the following:

• Dependability

• Geographic Location

• Elasticity

• Ownership

• Security

The paper also covers some cloud-specific benefits and drawbacks that are unre-
lated to the above metrics. Since cost has been researched in previous studies[6]
and varies wildly between di↵erent providers and organizations, the paper puts
little importance in it as a metric. It is recognized that cost will be an important
factor, maybe even the most important in many cases, in the decision between
cloud and on-premises based solutions but given the relative ease of comparing
costs once providers for either solution have been selected, it is also left out due
to the fact that it is a fairly trivial comparison.

Cloud computing is usually split into three di↵erent types as follows:[4]

• Infrastructure as a Service (IaaS) - As the name implies, with IaaS the
provider only provides the infrastructure, such as virtualized servers. It is
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up to the customer to manage virtually everything else, which requires a
lot more expertise but also provides a lot more freedom.

• Platform as a Service (PaaS) - The provider provides hardware and a
platform, such as an UNIX operating system. The customer can then run
applications on it.

• Software as a Service (SaaS) - The provider provides both hardware and
software to the customer, leaving the customer with little to no control
over the system and infrastructure used. Removes almost all need for
maintenance of the system from the customer.

This paper will mainly focus on IaaS, since it provides the customer with the
most freedom of choice when it comes to platforms and applications and is also
the type that is the easiest to compare to on-premises servers.
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2 Central Concepts

• On-Premises - In this paper computing resources, applications and such
owned and located in the organization.

• Cloud - Networked computing resources, applications and similar.

• Private cloud - An entirely intraorganizational cloud operated by the
organization in question.

• Public cloud - A cloud operated by a third party that is publicly acces-
sible through the Internet.

• Hybrid cloud - Any mix of private and public clouds.

• Pay-as-you-go - The concept of paying only for used computing power
at any given point.

• Service Level Agreement (SLA) - A contract between the organization
and the provider defining what level of service that can be expected.

• Zone - A geographical region that a provider provides availability for.

• Elasticity - The ability to reduce or increase resources to match demand
(as closely as possible).

• Vendor lock-in - Becoming dependent on a provider due to high switch-
ing costs, incompatible technology or similar.

• Infrastructure as a Service (IaaS) - A cloud computing type where
only the infrastructure is provided by the vendor.

• Platform as a Service (PaaS) - A cloud computing type where the
infrastructure and a platform to operate applications on is provided by
the vendor.

• Software as a Service (SaaS) - A cloud computing type where the
hardware and software is provided by the vendor.

• Lead time - In this paper the time required to acquire and install hard-
ware.

• Goal Programming - The optimization of something such as a process
by calculating the optimal solution for the desired goals.

• Goal - In this paper a desired objective, such as an amount.
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3 Background

3.1 Cloud Computing

One of the main appeals of cloud computing is the ability to scale[4] up and
down, otherwise known as elasticity, which means that the cloud provider pro-
vides the necessary computing power, not more, and not less. It also often refers
to how the cloud provider often has extra computing power available whenever
the customer needs it. This scaling is important for many organizations as it
allows them to handle sudden peaks in tra�c, such as during holidays or intense
hours. On the other hand it also allows them to get rid of all the superfluous
computing power once it is no longer needed for no extra cost. This also intro-
duces one of the main selling points of cloud computing: pay-as-you-go, which
is often pitched as one of the core strengths of cloud computing. Pay-as-you-go
refers to how customers are often only billed for the exact amount of computing
power used, meaning that once computing power is not used, the customer is no
longer billed for it. Compared to traditional on-premises solutions, where the
organizations usually can not scale the amount of servers (and thus the cost)
on a whim, pay-as-you-go is one of the main di↵erentiating cost factors when
comparing on-premises- and cloud solutions. Generally, the same level of sunk
costs do not exist for cloud-based solutions, allowing for more rapid change and
adaption.[1]

Elasticity is a factor that is of varying importance depending on the project or
application type. For instance projects with volatile user engagement will usu-
ally find elasticity very important. Pay-as-you-go usually finds its importance
in the same kinds of projects where elasticity is important, since organizations
are usually reluctant to pay for unused computing power.

Cloud computing also allows an organization to put more focus on delivering
value according to its core competencies[3], while the matter of infrastructure
is largely handled by the cloud service provider.

Another important benefit to have in mind that relates to the pay-as-you-go
concept is that when outsourcing computing power, the organization need not
worry about keeping up with current technology trends. Instead, this responsi-
bility is put on the cloud provider, so as long as the organization makes sure to
specify the level of technological ”slack” (how current the technology used must
be) allowed in the service-level agreement (SLA) the organization can ensure
that cutting edge technology is always used for virtually no extra (direct) cost.

A key benefit with cloud computing is how fast the hardware can be made
available. Providers often claim to be able to have an instance up and running
within minutes.[7] This is in comparison to on-premises solutions that will often
require extra hardware to be bought and installed. Unless the organization has
spare hardware available, the delivery time might mean a significant delay in a
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projects schedule.

Lead time can provide a competitive advantage. Especially for short lived prod-
ucts, lead time reduction can provide a big benefit due to bringing the supply
closer to the demand.[8] In projects where timing of entry is crucial, reducing
the lead time will also be beneficial since it reduces the time to market.[2]

However, it is important to not think of cloud-based solutions as a perfect
solution to every problem ever. Cloud-based solutions, much like most other
things, do not only carry with them benefits but also drawbacks.

Literature and previous studies give excellent insight into some of the common
concerns expressed about cloud computing. Since this paper seeks to give fair
guidance about the world of cloud computing and on-premises, these concerns
will have to be dealt with and explained in an objective manner. The follow-
ing concerns regarding cloud-based solutions have been found in the reviewed
literature:[4][3]

• Security - Information is sent publicly.

• Availability - What happens if the provider su↵ers an outage?

• Loss of control - Data is no longer under direct ownership.

• Trust - Are the correct practices according to requirements being used?

• Cost - Is cloud actually cheaper?

• Multi-tenancy - Does sharing physical servers with others put own data
at risk?

• Data storage location - Is the data at risk due to not being stored in-house?

• Compliance - What the cloud provider actually does might appear as a
black box.

• Latency and performance - Does a cloud based approach o↵er benefits in
performance or latency?

Security in particular is a key concern when it comes to cloud computing. As
many as 87% of IT professionals find the level of security employed in public
cloud solutions concerning, while the same number for private clouds is 67%.[9]
That the number is lower for private clouds can probably be explained by the
fact that with private clouds the organization retains more control over security,
regulations and user access.

However, security in the cloud is such a vast and complex subject that many
papers could be written about it alone, and thus this paper will only touch upon
it briefly as to not lose focus of the essence of the paper.
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Many organizations are also worried about the hidden costs involved in cloud
computing[4], but given that these are hard to measure (since they are hid-
den and can be related to the organization in question rather than the cloud
provider) they will not be considered for this paper.

Previous studies show that size matters, at least when it comes to what ben-
efits are most important to the organization. For instance, the importance of
security and data redundancy directly correlate to organization size.[4]

Organizations may also need to comply with certain laws or other regulations
of the regions they operate in. This becomes even more relevant in direct cor-
relation to the size of the organization, as larger organizations tend to have the
resources required to span multiple countries and regulatory bodies. These legal
requirements might mean that the organization is required to for instance keep
their data on the organizations servers.

Another factor that might a↵ect an organizations choice is the probability of
so called vendor lock-in, that is to say the dependency on a certain vendor to
provide service with no feasible option of switching vendors. For instance, if
an organization stores a large amount of data on a certain provider and the
provider raises the price of service to a point where the organization feels the
cost of business is becoming too expensive to keep using the same provider a
new challenge rises. Namely, how does the organization get the vast amount of
existing data from the first provider to the new provider? By paying expensive
outgoing tra�c. This could get so expensive that the organization might choose
to stay with the old provider even though the organization is reluctant to pay
the new, more expensive price of service.[4] This is what is known as vendor
lock-in, where the customer operates entirely on the whim of the vendor, with
little to no choice of switching. Vendor lock-in is very similar to the concept of
monopoly cost [2], where the vendor has full control of the supply and thus can
decide on virtually any price as long as demand exists.

Outages can be absolutely devastating when they happen. An outage refers
to a disruption of service from the cloud provider. One important thing to have
in mind is that the end-user is not very likely to care about whether or not the
fault rises from within the organization or externally from a third party such
as a cloud provider, the organization will still have to deal with the brunt of
the end-user problems and criticism. However, it is important to realize that
outages happen very rarely, with many cloud providers promising service avail-
ability of 99% or more.[10] It is also important that the organization plans for
failure, since failure will inevitably happen at some point no matter what solu-
tion is chosen. An outage can be mitigated by redundancy, ensuring that the
data is available from more than one source. Providers often give the oppor-
tunity to choose more than one geographic zone, which means that if disaster
strikes and one zone goes down data redundancy ensures that the organizations
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operations can keep moving at a virtually normal rate.[10] Outages can bear
with them massive financial costs, sometimes resulting in the loss of millions
of dollars. For instance, the total economic impact of the outages su↵ered by
major cloud providers between 2007 and 2012 was at least 71 million dollars.[11]

However, it is important to recognize that an outage does not only necessarily
invoke a financial cost. Costs in the term of lost brand loyalty and consumer
satisfaction usually also follow if the service is taken down abruptly.[12]

Due to the economies of scale, establishing availability in di↵erent zones is also
generally cheaper when working with cloud providers compared to establishing
entirely new data centers. By establishing availability in di↵erent geographic
zones, performace can be improved.[13] However, it is important to recognize
that the customer has little say in where the cloud provider chooses to establish
new data centers.

In conclusion, perhaps the most important thing to reflect over when deciding
whether to do something in-house or outsource it to a provider is to what degree
it is related to the organizations core competencies or skills.[5] Also important
is how critical it is to the business. If the organization are not experts in pro-
ducing a component that is vital to the core business, should the organization
really produce it internally? And on the other hand, should the organization
really outsource something it could do internally with similar or better quality?

3.2 On-Premises

This section will discuss certain benefits with keeping a product on-premises.
Most benefits are discussed in a manner of what disadvantages with cloud based
solutions on-premises solutions solve or mitigate.

It is very important to keep in mind that to fully reap the benefits mentioned
in this chapter, the organization needs to have the competence and resources to
do so.

Existing studies for on-premises software are generally hard to find even though
IT projects are generally either carried out on-premises or in the cloud. Since
on-premises has existed for longer and has been the ’only’ way to do IT projects
up until the launch of cloud computing, it becomes hard to find studies that
mention specifically that on-premises solutions were used, since on-premises has
in many cases been a matter of course given that it has been the only available
solution.

However, given the near polar relationship of cloud and on-premises solutions,
especially when ignoring specific providers and solutions, what is a benefit with
cloud computing is usually a disadvantage with on-premises solutions and vice
versa, since one or the other is in some form used. Some are however worth giv-
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ing extra mention, and many are simply the flip side of the concerns mentioned
earlier in regards to cloud computing. Some of the benefits with on-premises
solutions are:

• Security - The organization retains full control of security protocols, data
transfer and such.

• Single tenant - The organization is (usually) the only user of the physical
server.

• Retention of control - The organization has full control over their data.

• Compliance - The organization has full control over what practices and
standards are used.

Certain benefits can also be reaped in certain cloud solutions, for instance Ama-
zon o↵ers Dedicated Instances [14], which promises single tenancy of the physical
hardware.

An important benefit of on-premises software that is easily missed is the case
of cloud applications versus on-premises managed applications in regards to
internal use. If the application is to be used entirely or mainly within the or-
ganization itself in a single o�ce the organization might introduce a bottleneck
with cloud applications. By using the public internet cloud applications add an
extra step whereas an on-premises solution might be able to communicate fully
over internal networks. Usage of the public internet can introduce latency[5] or
worse. Using the public internet also implies the loss of ownership with regards
to security measures and similar as discussed earlier.

3.2.1 Lack of standards in cloud providers

Vague standards can make comparisons between cloud providers hard. Espe-
cially, certain authors argue that cloud providers need widespread adoption
of evaluative standards to facilitate the comparison of di↵erent providers for
customers.[13] For consumers, standards matter since they can help avoid ven-
dor lock-in. In a similar vein, clear standards also facilitate the development of
platform agnostic tools and software.[15]

The lack of evaluative standards with cloud providers is one of the main reasons
why the decision between di↵erent providers can be a hard one.

Other studies[7] have already given some insight into what to look for in specific
providers, but a big benefit with on-premises is that it builds upon the orga-
nizations existing competence and hardware that is easily comparable. Given
that the organizations internal resources are being used, the organization is less
likely to be confused by any marketing e↵orts which have historically made the
choice between cloud providers significantly harder.[13]
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3.2.2 Common security concerns with cloud based solutions

According to a survey conducted by the Cloud Security Alliance among in-
dustry experts, the following issues are regarded as the most critical in cloud
computing:[16]

1. Data Breaches

2. Weak Identity, Credential and Access Management

3. Insecure APIs

4. System and Application Vulnerabilities

5. Account Hijacking

6. Malicious Insiders

7. Advanced Persistent Threats (APTs)

8. Data Loss

9. Insu�cient Due Diligence

10. Abuse and Nefarious Use of Cloud Services

11. Denial of Service

12. Shared Technology Issues

It is clear from the survey that at least a few of the most critical issues with
cloud computing are related to internal issues within the organization. This also
reflects the recommendations of the aforementioned survey: do not bypass the
organizations IT department when launching a cloud-based project.[16] Many
of the risks involved with the cloud are closely related to those faced with on-
premises projects, which the IT department probably has a fair bit of experience
in.

The survey also recommends internal security measures such as penetration
testing, defined rotation periods for keys and passwords and multi-factor au-
thentication to mitigate and minimize wrongful access.[16]

When considering whether or not to deploy a project on the cloud, at minimum
the above security concerns should be kept in mind. How does the organization
deal with the concerns today? What level of expertise does the organizations
IT department have in regards to the expressed security concerns?

If the organization wishes to use cloud computing for their projects, a plan
should be established in regards to how the internal IT department can be in-
volved and consulted.
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It is also wise to map the concerns in a risk assessment matrix, as this gives
an overview of what risks need to be actively planned for.[17] By planning for
eventual disaster, the risks are mitigated.

3.3 Hybrid Solutions

While hybrid solutions will not be the focus of this paper, it is important to
mention that they exist and o↵er many of the benefits from both cloud and
on-premises based solutions.[4]

Hybrid solutions generally work by combining private cloud with the public
cloud.[18] Thus the organization can retain ownership of sensitive data, while
also reaping the benefits of elasticity, availability and pay-as-you-go[4] for non-
sensitive data.

4 Method

The underlying theory that has been described in the paper was collected by
studying existing literature in the subject of cloud computing. All referred lit-
erature has been accessed through the Uppsala University Library, with the ex-
ception of the book Project Management by Annette Hallin and Tina Karrbom
Gustavsson which was purchased. Certain literature was discarded. Literature
was discarded if any of the following statements could be applied:

• The literature is a review of other literature

• The literature is unintelligible or factually ambiguous due to poor writing

• The literature lacks references where needed

• The literature is in need of peer review

• The literature is not relevant to the paper or subject

Some of the discarded literature has been included in the Related Work-section
since it might be of interest for future study.
The following keywords were used successfully when searching Uppsala Univer-
sity Library:

• Cloud

• Cloud Project

• Cloud Security

• Cloud Computing

• Cloud Hybrid

• Cloud Standards
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• Questionnaire Design

• Lead time

• Goal Programming

• Enterprise Architecture

• Technological Innovation

When choosing what parts of the selected literature to include the primary areas
of interests were those related to the impact of cloud and on-premises solutions
on projects and businesses, and to a certain degree data security. This was
reflected in the preliminary points of interests brought forth in collaboration
with Omegapoint. The studied literature has confirmed that most of the points
brought up are relevant when making the decision between on-premises and
cloud-based solutions. Some of the points were discarded due to lacking support
in literature or due to being a conclusion of the literature (in which case they
are discussed at length instead). All the points are available for reference in
Appendix C.

4.1 Formulation of information targets for questions

Questions asked should first be formulated in the sense of what (minimal) infor-
mation is needed from the complete answer. Well-defined questions and targets
help minimize response drop o↵ and makes the result easier to interpret.[19]

Because of this, the paper will first seek to define the targets of each ques-
tion; what information that is being sought from it. Each target will be put
into a category to enable the user of the final model to easily overlook what
advantage or disadvantage either solution would provide to a specific category.

According to the underlying theory in section 3, some major di↵erences in
the form of advantages and disadvantages exist when comparing cloud- and
on-premises solutions. On an abstract level, these areas (categories) can be
discerned from the underlying theory to have the most impact on the choice:

• Dependability

• Geographic Location

• Elasticity

• Ownership

• Security

These categories will be used when formulating the goals for the model. The
paper will also use a category called Other, as to provide a category for goals
that can not easily be linked to other categories, but yet are important cases
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for or against cloud computing. For each of these categories three information
targets will be determined to ensure that the result of the final model is not
based on few data points.

Targets are formulated from the papers suggestions and theory resulting in
the following list with targets put into their respective categories:

• Dependability

– What is the uptime dependency of the product?

– Is the data handled by the product in need of redundancy?

– Does the organization currently have a disaster recovery plan?

• Geographic Location

– Where are the products users located in relation to the organizations
locations?

– Is latency acceptable for the products users?

– Does the product require high-speed internet?

• Elasticity

– How does the products users behave in regards to frequency of access?

– Does the organization currently have a well-founded estimate of how
many users the product will have?

– Does the organization currently have access to the platforms and
hardware required to carry out the project?

• Ownership

– Are there legal requirements on the product in regards to for instance
the geographic location of the data?

– Does the organization currently practice encryption of data?

– Does the organization employ multi-factor authentication for access
of data?

• Security

– Does the organization currently keep sensitive data separated from
non-sensitive data?

– Does the organization currently employ rotation periods for pass-
words and keys?

– Does the organization currently have routines for penetration testing
in place?

• Other
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– Does the organization keep their technology updated?

– Does the organization currently have access to the competence re-
quired to carry out the project?

– Is the project a short-lived project, for instance a proof of concept?

4.2 Formulation of questions for model

Each question will be constructed according to the following format:
Target: What is the target, the information to be extracted by the question?
Alternatives: What answer alternatives will be useful as input to the model?
+X CATEGORY: The value (X) added to the final goal of the category for the
respective alternative.
Question: The formulation of the question to be asked.
Each question is also checked to ensure that the question does not contain
double-barreled questioning, unnecessary conjunctions or modifying adjectives
since these can make the question hard to interpret or answer.[19]

4.2.1 Dependability

1. Target: Find out whether or not the products need for uptime passes a
high threshold.
Alternatives:

(a) The product requires at least 99.9% uptime per day. This indicates
that the project requires such a high uptime that performing it on-
premises would be expensive.[4]
+2 DEPENDABILITY

(b) The product requires less than 99.9% uptime per day. This alterna-
tive means that the availability provided by cloud providers could be
excessive. +0 DEPENDABILITY

Question: How much uptime does the product require?

2. Target: Find out whether or not the product needs data redundancy.
Alternatives:

(a) The data handled by the product is critical and backups must happen
often. This indicates that the project could stand to benefit by the
data redundancy o↵ered by cloud providers. An added bonus of using
a cloud provider for a project with this need is that the data could
be given geographical redundancy so that data are not lost even in
natural disasters.
+2 DEPENDABILITY
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(b) The data handled by the product will not need to be backed up often.
For this alternative an extensive infrastructure is most likely not
needed and neither on-premises or cloud based solutions comes out
ahead of the other.
+0 DEPENDABILITY

Question: Is the data handled by the product critical and in need of
backup?

3. Target: Find out whether or not the organization has a disaster recovery
plan.
Alternatives:

(a) The organization currently has a disaster recovery plan that is val-
idated and tested at least annually. This indicates that the organi-
zation does not stand to gain much from the redundancy o↵ered by
cloud providers in the case of disaster.
+0 DEPENDABILITY

(b) The organization does not have a disaster recovery plan in place.
Here a cloud based solution could possibly provide a benefit due to
the redundancy and geographic spread o↵ered.
+1 DEPENDABILITY

Question: Does the organization currently have a disaster recovery plan
in place?

4.2.2 Geographic

4. Target: Find out where the products users are located in relation to the
organizations area of operations.
Alternatives:

(a) A majority of users are within the AoO. Here the flexibility with
regions o↵ered by cloud providers does not provide much benefit.
+0 GEOGRAPHIC

(b) A majority of users are outside the AoO. This alternative indicates
that flexibility in regards to service regions could be a desired benefit.
+3 GEOGRAPHIC

Question: As far as you know, where are the users of the product in
relation to the organizations area of operations (AoO)?

5. Target: Find out whether or not the product is sensible to latency.
Alternatives:
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(a) Some latency is acceptable. The geographic spread possible with
cloud based solutions provides little benefit in this case.
+0 GEOGRAPHIC

(b) Latency is unacceptable. Here, cloud based solutions hold a benefit
when the customers are spread outside the organizations data centers,
while for internal applications on-premises solutions hold a benefit
due to the bottleneck implied by public internet communication.
+1 GEOGRAPHIC IF QUESTION 4 ANSWER IS B, ELSE +0
GEOGRAPHIC

Question: How sensitive is the use of the product to latency?

6. Target: Find out whether or not the product requires high-speed internet.
Alternatives:

(a) The product requires high-speed internet due to for instance big or
frequent payloads. In this case the geographic spread o↵ered by cloud
providers could be important if the products users are not in the
organization, but if the users are in the organization then the cloud
might instead introduce a delay.
+1 GEOGRAPHIC IF QUESTION 4 ANSWER IS B, ELSE +0
GEOGRAPHIC

(b) The product does not necessarily need high-speed internet. Here nei-
ther on-premises or cloud based solutions o↵er much benefit over the
other.
+0 GEOGRAPHIC

Question: Does the product require high-speed internet?

4.2.3 Elasticity

7. Target: Find out how the products users behave in regards to frequency
of access.
Alternatives:

(a) Usage is consistent. A consistent stream of users require little elas-
ticity.
+0 ELASTICITY

(b) Usage peaks during certain, defined periods such as holidays or week-
ends. This alternative could indicate some need of scaling since the
project has uneven usage. A hybrid solution might be applicable to
handle peaks.
+1 ELASTICITY

(c) Usage peaks at unknown periods. This alternative indicates that scal-
ing could be very beneficial due to the unknown nature of the projects
usage.
+2 ELASTICITY
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Question: As far as you know, how consistent will the usage of the prod-
uct be?

8. Target: Find out whether or not the organization has a good idea of how
many users the product eventually will have.
Alternatives:

(a) The organization knows how many users the product will have, with
little risk for deviation. Here scaling o↵ers little to no benefit.
+0 ELASTICITY

(b) The organization does not know how many users the product will
have. This alternative indicates that scaling could be of high impor-
tance to the product.
+2 ELASTICITY

Question: Does the organization currently have a good estimate of how
many users the product will have?

9. Target: Find out if the organization currently has access to all the nec-
essary hardware and platforms required to carry out the project.
Alternatives:

(a) The organization has all the necessary underlying technology required
to carry out the project. This alternative indicates that the organiza-
tion does not get much benefit from the lead time reduction o↵ered
by cloud based solutions. Cloud based solutions here might even im-
ply a sunk cost in the form of unused hardware.
+0 ELASTICITY

(b) The organization lacks some or all of the underlying technology re-
quired to carry out the project. Here cloud based solutions o↵er a
benefit due to lead time reduction.
+1 ELASTICITY

Question: Does the organization currently lack any of the underlying
technology such as hardware or platforms required to carry out the project?

4.2.4 Ownership

10. Target: Find out whether or not the organization is required to keep the
data internally due to legal requirements.
Alternatives:

(a) A majority of the data handled by the product is legally required to
be kept on-premises or within a certain region. This alternative indi-
cates that on-premises based solutions hold a large benefit over cloud
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based solutions, especially if the sensitive data is not separated from
the non-sensitive.
+3 OWNERSHIP

(b) A minority of the data handled by the product is legally required to
be kept on-premises or within a certain region. This alternative in-
dicates that on-premises based solutions o↵er certain benefit if the
sensitive data is not separated from non-sensitive data. A hybrid
solution might be applicable here if the data is separated, since the
public cloud could be used to handle non-sensitive data.
+1 OWNERSHIP

(c) None of the data handled by the product is legally required to be
kept on-premises or within a certain region. Here neither on-premise
based solutions or cloud based solutions o↵er much benefit over the
other.
+0 OWNERSHIP

Question: Is the data handled by the product legally required to be kept
on-premises or within a certain region?

11. Target: Find out whether or not the organization currently encrypts
sensitive data related to the product.
Alternatives:

(a) The organization currently encrypts all sensitive data related to the
product. This alternative indicates that the organization mitigates
one of the biggest security and ownership concerns with cloud com-
puting.
+0 OWNERSHIP

(b) The product will not handle sensitive data. If no sensitive data is at
risk, the loss of data might not be as critical. +0 OWNERSHIP

(c) The organization does not currently encrypt all sensitive data related
to the product. This alternative indicates that the organization might
put its data at risk if it is put in the cloud.
+1 OWNERSHIP

Question: Does the organization currently encrypt the products sensitive
data?

12. Target: Find out whether or not the organization currently employs
multi-factor authentication for data access.
Alternatives:

(a) The organization currently requires multi-factor authentication. This
alternative indicates that the organization mitigates one of the biggest
security and ownership concerns with cloud computing.
+0 OWNERSHIP
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(b) The organization does not currently require multi-factor authentica-
tion. This alternative indicates that the organization might put its
data and accounts at risk if they are put in the cloud.
+1 OWNERSHIP

Question: Does the organization employ multi-factor authentication meth-
ods for critical data and interfaces?

4.2.5 Security

13. Target: Find out whether or not the organization currently keeps sensi-
tive data separated from non-sensitive data.
Alternatives:

(a) The organization currently keeps all of the products sensitive data
separated from non-sensitive data. This alternative indicates that the
organization might be able to use cloud based solutions for processing
non-sensitive data, and possibly even the sensitive data if it properly
encrypted.
+1 SECURITY

(b) The organization does not currently keep all of the products sensitive
data separated from non-sensitive data. This alternative indicates
that the organization might put its sensitive data at risk if it is put
in the cloud, especially if it is not encrypted.
+2 SECURITY

(c) The product does not currently handle sensitive data and will not
do so for the foreseeable future. This alternative indicates that the
organization does not risk any sensitive data if using a cloud based
solution.
+0 SECURITY

Question: Does the organization currently separate the products sensitive
data from non-sensitive data?

14. Target: Find out whether or not the organization defines rotation periods
for their passwords.
Alternatives:

(a) The organization currently has rotation periods in place for passwords
and keys or systems that enforce it. This alternative indicates that
the organization mitigates the risk involved with a stolen key or pass-
word, since it will automatically expire after a set amount of time.
+0 SECURITY

(b) The organization currently has no rotation periods for passwords
and keys. This alternative indicates that the organization could be
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putting their data at risk should a key or password leak, since it will
not expire automatically. Using the public internet, such as a cloud
based solution, could put the data at risk.
+1 SECURITY

Question: Does the organization currently employ rotation periods for
keys and passwords?

15. Target: Find out whether or not the organization currently has routines
in place for penetration testing.
Alternatives:

(a) The organization currently employs routines for penetration testing.
This alternative indicates that the organization mitigates the risk
involved with APIs and interfaces that could otherwise be exploited
by malicious developers.
+0 SECURITY

(b) The organization currently does not employ routines for penetration
testing. This alternative indicates that the organization could be
putting their data at risk via APIs and interfaces on the public in-
ternet.
+2 SECURITY

Question: Does the organization currently have routines in place for pen-
etration testing?

4.2.6 Other

16. Target: Find out if the organization does the necessary budget planning
to ensure the product is running on viable technology.
Alternatives:

(a) The organization does not generally budget for technology updates.
This alternative indicates that the project could benefit from a Ser-
vice Level Agreement that ensures that the provider updates the
infrastructure as often as needed for a fixed cost. It could also be
done on-premises, but then the economies of scale are generally lost.
+1 OTHER

(b) The organization keeps technology updates in mind when budgeting.
The economies of scale reaped from cloud providers could prove ben-
eficial here, but since the organization ensures that the technology is
up to date, it is largely a question about cost.
+0 OTHER

Question: Does the organization budget for technology updates?
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17. Target: Find out if the organization currently has access to all the nec-
essary competence required to carry out the project.
Alternatives:

(a) The organization has all the necessary competence required to carry
out the project. This alternative indicates that the organization does
not get much benefit (in regards to competence) from letting cloud
providers manage part of the stack.
+0 OTHER

(b) The organization lacks some or all of the competence required to carry
out the project. Here cloud based solutions could provide a benefit
due to the provider managing part of the stack.
+1 OTHER

Question: Does the organization currently lack any of the underlying
competence, such as the programming knowledge required to set up a server,
required to carry out the project?

18. Target: Find out whether or not the project is short-lived.
Alternatives:

(a) The project is a proof of concept. This alternative indicates that the
hardware used for the project might become an unnecessary cost if
on-premises solutions are used, especially if new hardware has to be
purchased specifically for the project that the organization might not
find other uses for.
+3 OTHER

(b) The project is short-lived, but will be used for the foreseeable future
if certain goals are reached. This alternative indicates that the hard-
ware used by the project could be an unused cost, but it could also
prove a worthwile investment if the project goals are reached.
+1 OTHER

(c) The project will be in use for the foreseeable future. Assuming that
the organization does not need to switch the hardware, the cost im-
plied by purchasing the hardware should not be at risk of being un-
necessary.
+0 OTHER

Question: Is the project a short-lived project such as a proof of concept?

The full questionnaire, without motivation of alternatives and targets, that is
used to set goals for the goal programming can also be found in Appendix A.
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4.3 Creation of model

The resultant score vector will be evaluated according to Chebyshev goal pro-
gramming, also sometimes known as MINMAX goal programming. The mo-
tivation behind choosing Chebyshev over other goal programming approaches
is that the Chebyshev approach seeks to balance all goals instead of allowing
certain goals to outweigh the others.[20] Future work could be performed to
instead allow for prioritization of certain metrics, but for this paper all metrics
will be considered to be of equal value as to not make assumptions about the
values of metrics to the user.

The Chebyshev goal programming will use the following criteria with a scale
of 1 to 5, where 1 represents little to no importance and 5 represents very high
importance, as discussed earlier:

• xDEP �Dependability

• xGEO �Geographic Location

• xELA � Elasticity

• xOWN �Ownership

• xSEC � Security

• xOTH �Other

For the goal programming to work, optimal vectors must be established for both
cloud based and on-premises solutions. The criteria Other has in the question-
naire presented in the paper been designed in such a way that cloud based
solutions hold a high value while on premise solutions hold a low value.

Cloud based solutions can, from earlier theory, be said to have:

• Very high redundancy, dependability and availability.

• Good geographic spread, but the customer is locked to the regions selected
by the provider.

• Very high elasticity.

• Non-existent ownership.

• Little control over security, but with some possibility to control the secu-
rity protocols applied through the Service Level Agreement. Can outper-
form on-premises depending on (lack) of competence in internal organiza-
tion.

• A high value in the Other category as previously discussed.
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The resultant vector, vCLOUD, for cloud based solutions will thus be:

vCLOUD =
[xDEP = 5, xGEO = 4,
xELA = 5, xOWN = 1,
xSEC = 3, xOTH = 5]

On-premises solutions on the other hand can be said to have:

• Low (or expensive) redundancy and dependability.

• No (or expensive) geographic spread. Does however provide more freedom
of choice than a cloud vendor.

• No elasticity.

• Full ownership.

• Full control over security. Requires competence to be a secure solution.

• A low value in the Other category as previously discussed.

The resultant vector, vPREMISE , for on-premises based solutions can thus be
said to be:

vPREMISE =
[xDEP = 3, xGEO = 3,
xELA = 1, xOWN = 5,
xSEC = 5, xOTH = 1]

It is important to recognize that both vPREMISE and vCLOUD could assume
very di↵erent values from those stated in this paper depending on what provider,
hardware and such is used. This paper however seeks to give a generic guide,
but it is encouraged to try the model out with specific providers.

The result from the finished questionnaire now provides a goal to be reached for
each of the criteria, as the sum of all related questions in the respective category.

While this paper is mainly concerned with achieving at least the goal, over-
achievement can also pose an interesting problem to reflect upon, namely that
over-achievement might imply resources that could be better spent elsewhere.
These types of goals are in literature called type 2 goals, while goals that should
at most be achieved and ones that should be achieved exactly are called type 1
and type 3 respectively.[20] The reasoning behind using type 2 goals specifically
is that for all of the criteria, more is often better while underachievement is in
many cases unacceptable. For instance, having an excessive level of security is
generally purely beneficial, unless there is a cost factor tied to it as previously
discussed. On the other hand, lacking in security might threaten the entire
organizations operations and possibly worse.

This results in the following generic formula for each goal:

fc(x) + nc � pc = gc
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Here c represents one of the previously mentioned categories. fc(x) represents
the solutions reached metric, while gc is the desired metric for the goal. The for-
mula also uses penalization, where nc is the underachievement of the goal while
pc represents the overachievement. Given that the model uses type 2 goals, the
variable to be penalized is nc.[20]

The formula above is subject to a certain amount of criteria[20], for instance
nc, pc � 0, but since all the values are derived from the questionnaire the values
will never be in violation of these criteria. Should the model be altered or used
without the questionnaire, it is recommended to check the values for validity.

Goal programming also provides the benefit of providing the user with a de-
viation metric expressed as either 1 � fc(x)

gc
or simply nc

gc
, in other words the

user can see how much the given solution deviates from the desired solution
in each criteria. This also allows the user of the model to de-facto prioritize
metrics by deviation.

A user goal of zero in any category will currently lead to zero deviancy in
the given category for any solution and value in the model. This is a design
choice, as zero in a user goal is currently interpreted as a category that provides
little benefit to the user.

From the goals derived from the questionnaire, the solution with the least de-
viancy from any goal is chosen. This abstract reasoning allows future work to be
performed to easily extend the solution space, questionnaire and model. It also
allows the model to be used in conjunction with experts to for instance modify
the solution vector for on-premises or specific cloud based solutions to better
reflect the organizations needs or resources. Should two solutions provide the
same minimal deviancy, is it recommended to use the solution with the smallest
sum of deviancy. In this way, goals are both balanced and solutions are ensured
to be optimal. In the rare case that there is a tie after both these calculations
the user is recommended to go after other metrics or preferences. In the case of
the simple model presented in this paper, a tie could also possibly represent a
solution that would fit well in a hybrid solution.

If the questionnaire is to be extended, it is recommended to simultaneously
extend the scale used to ensure that each question still has the necessary im-
pact and that the space (and points) exist for extra questions.

4.4 Creation of cases

To evaluate the created model, three di↵erent cases have been created which
rely heavily upon the theory in section 3. These cases show hallmarks of cloud
computing, on premise based needs and a mix of both respectively. The cases
are later used as reference for tests where people working or studying within
the information technology sector get to try out the questionnaire. The model
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can be said to be right if the majority of the attempted tests get the expected
results, and wrong otherwise. The cases contain all the information needed to
complete the questionnaire, but with a di↵erent formulation to ensure that the
user is actually given a chance to reflect upon the information instead of simply
copying it. This is also likely to give valuable feedback, since if the testee needs
to reflect upon the information, possible misunderstandings or ambiguities with
the questions are more likely to arise.

A fairly obvious drawback with this approach is the possibility of the inter-
viewee misunderstanding the case but not the questionnaire, which might lead
to a faulty answer. Due to this all interviewees were encouraged to ask questions
should they have any that are related to the cases, as to minimize the error.

4.4.1 On Premise Case

Company A is interested in starting a new long-term communications project
between hospitals to be used during o�ce hours. All users of the project will be
trained hospital sta↵, handling sensitive, critical and confidential patient files
during o�ce hours. Each patient file is however generally very small, so high-
speed internet is not a must. The sta↵ connects to the service by a password
that is updated every month and further authenticates by a one-time code in a
mobile application.

Each involved hospital currently has its own state-of-the-art data center with ex-
pert sta↵ that has been trained in disaster recovery and security measures such
as penetration testing. Each data center is updated whenever new technology
is available and required. The data handled by the project is to be encrypted
and most of it is legally required to be kept within the hospital where it was
created. Separation of sensitive and non-sensitive data has not been possible,
since each data entry is connected to a person. Since many of the hospitals are
in di↵erent time zones and the project contains vital information, it is critical
that the project is always available and responsive.

4.4.2 Cloud Case

Company B is a start-up interested in delivering a disruptive new technology to
the global mass market. Their latest project is an always-available chat service
that allows the user to connect with their friends. The selling point of Bs new
project is that any message sent disappears after a week. B currently has a data
center in Berlin, Germany. Beta testing of their chat service has proved that it
is popular, but it is hard to estimate how it will fare in the real world and B
realizes that usage might peak during big events. All of the data handled by
the chat service, while important, is not considered sensitive or critical since it
uses a high level of encryption and separates all messages from user names until
they have reached the right device. Because of this, B has managed to avoid
any legal requirements on the data. This anonymity imposes a small delay, but
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B feels that instant transmission is not as important as the users anonymity if
the data should end up in the wrong hands and given that it is a chat service,
some delay is acceptable. Each message in the service is fairly small, but B is
counting on frequent messaging.

The experienced developers connect towards the codebase with a password that
needs to be changed every second month. Multi-factor authentication has been
considered, but was deemed too expensive at this stage. As a start-up, money
is a bit of an issue with all funds currently going to salaries, so B has not been
able to invest in the required hardware yet. Given that all money goes to de-
veloping content and that B is a fairly young company, no security measures
such as penetration testing are in place, and B currently has no plan for disaster
recovery.

While the hope is to become the next big hit, B does recognize that they will
not be able to run the project for a very long time unless it turns a profit soon.

4.4.3 Tie Case

Company C wants to deliver a new project that will facilitate access to data
for hospital patients within India, where C has their headquarters. One of the
major challenges with the project is how to handle the mix of sensitive and
non-sensitive data concerning the patients. The encrypted sensitive data is cur-
rently separated from non-sensitive data, but the sensitive data is critical as
the doctors will also make decisions based on the data available in the system.
C feels that they have a fairly good estimate of the amount of users, since C
has access to the hospital database. Each hospital connects to the service via
an access key that is replaced daily. Due to the frequent change of the key,
multi-factor authentication has been deemed unnecessary. The system will only
be available during o�ce hours, but during this time it is vital that the system
is available and responsive. However, each data transfer is estimated to be very
small, eliminating the need for high-speed internet.

This is Cs first foray into this type of development, so all of the underlying
technology would have to be acquired, and C has little experience with manage-
ment and setup of technology and data centers. Due to this, C has no experience
in security measures such as penetration testing or disaster recovery methods
either. The project is to be used to prove a point for eventual government fund-
ing, and if funding is acquired the existing codebase will be replaced. C has
been told that they can not hire experts from outside India, due to the legal
nature of the majority of the data in the project.
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4.5 Validation of model

To validate the model, tests have been conducted among IT industry profession-
als and students. Each interviewee was handed a case and the web questionnaire
with the instructions to use the case as reference for the questions. Each case
had its title removed to ensure that the interviewees would not know what the
expected result was, and thus possibly be influenced to answer the questionnaire
after it. Questions or ambiguities have been noted and are available in Appendix
B. The results of these tests are summarized in section 5.2 and available in full
in Appendix B.

5 Results

The model has been implemented as an Excel program and a web page.

Figure 1: An example execution of the Excel program.

Figure 2: An example result from the web page.
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In the figure above, the execution of the Excel program is shown for the user
goals:

vUSER =
[xDEP = 1, xGEO = 3,
xELA = 4, xOWN = 1,
xSEC = 3, xOTH = 1]

The figure showcases the main functionality of the program: The ability to edit
and add solutions and goals, and a clear display of the deviancy from each goal
for a specific solution. The program also shows the optimal solution according
to the Chebyshev goal programming, and a sum of all the deviancy that can be
useful in a tie.

5.1 Expected Case Results

For each of the cases, an expected result has been procured to provide some-
thing to compare to. It is important to recognize that the result from the tests
might deviate slightly depending on how the testee interprets certain pieces of
information or the questions. The main concern that this paper will be con-
cerned with is whether or not the testee reaches the ’correct’ optimal solution.

5.1.1 On Premise Case

Figure 3: The expected model result for the On Premise Case.
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5.1.2 Cloud Case

Figure 4: The expected result for the Cloud Case.

5.1.3 Tie Case

Figure 5: The expected result for the Tie Case.
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5.2 User Tests

The result of the user tests are summarized in the following table:

Total Testees On-Premise Cloud Tie
Case A (On-Premise) 3 3 0 0
Case B (Cloud) 3 0 3 0
Case C (Tie) 3 2 1 0

Table 1: Summarized results of user tests.

The user tests can be found in full in Appendix B.

6 Related Work

Earlier comparisons between cloud and on-premises solutions have been per-
formed, but many of these mainly concern SaaS-solutions.[21] Worthy of a spe-
cial mention, the paper by Chen Wang et al.[22] gives an insight into what op-
portunities and dilemmas IT project managers consider most important when
it comes to cloud adoption.

At Uppsala University, a study has been conducted by Per Frimanson and Demir
Hajdarevic[23] with regards to vendor lock-in, a paper that is worth a read to
get an idea of how to minimize vendor dependency and lock-in.

It is recommended that anyone interested in cloud based solutions read the
book Cloud Computing for Enterprise Architectures[3] by Zaigham Mahmood
and Richard Hill, since it provides some very helpful insights into both draw-
backs and benefits with cloud computing and also highlights some things to look
out for when comparing cloud providers.

There is also a vast amount of literature regarding what cloud computing is
and what it implies, and perhaps one of the most useful books for this paper,
Cloud Computing Basics[4] by Srinivasan, provides a very concise look into the
world of cloud computing and some guidance with regards to whether or not
the organization should run a project in the cloud.
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7 Discussion

The paper sought to provide an overview of advantages and disadvantages with
both generic cloud and on premise solutions. It has done so fairly successfully,
and the referenced material can be studied further if more knowledge about cer-
tain areas is desired. The paper also sought to provide a model for facilitating
the choice between on premise and cloud based solutions. The resulting model
uses a simple goal programming implementation, but it is very useful when
the selected metrics are relevant. Other metrics might be relevant for certain
projects or organizations, and the model can then easily be extended to include
these.

All in all, the paper could have used more underlying theory about on-premises
solutions. However, there is a reason as to why the paper is fairly thin in that
aspect; on-premises solutions are very rarely mentioned when used in studies
and projects, because up until the launch of cloud computing, virtually every-
thing was in one way or another on-premises. Because of this, there is usually
no reason to mention running a project on-premises and this has severely de-
creased the amount of (high quality) literature that has been available regard-
ing on-premises solutions. Once more studies are performed in the area, it is
recommended to extend the model according to new findings with regards to
on-premises solutions.

The metrics selected can be said to be relevant due to their frequency in es-
tablished literature about cloud and on-premises based solutions. While the
model is useful for the mentioned metrics, external validation of the model
would greatly help validate its scientific value and quality.

Since this paper does not deal with security in-depth, it is recommended to
perform further study into this subject.

8 Conclusions and Future Work

Future work could be done to extend the solution space of the model, as to
include specific providers or solutions in between cloud and on premise. The
questionnaire could also be extended to give further depth to questions. More
work is needed with regards to the security aspect of both on premise and
cloud based solutions.

The user tests show that the model works for the given cases, with the
possible exception of the tie case, where the model would usually be close but
not entirely right. Refer to the tie case results for further study. This could be
an error either in the model or the case, but it might be important to note
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when using the model that one should not only consider which solution
received the best score. Instead, one should also consider why the other
solutions received a lower score and, especially if two solutions received scores
that are close to each other, if the model is too generic and specific solutions
might fit better for the project or product.

In conclusion, the paper provides a goal programming model to facilitate the
decision making process for projects when it comes to choosing between
running on premise or in the cloud. More work is needed to validate the
model. Even if the model is ignored, the paper showcases many of the
hallmarks for both cloud and on premise based solutions, especially when the
solutions considered are infrastructure (as a service). This should hopefully
help settle the dispute for future projects. If a project relies heavily on being
secure, it is recommended to do further studies before using the model, as it
only considers security on a fairly shallow level.
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Appendix A - Questionnaire

Questionnaire

Each question must be answered, but only mark one answer per question. A
majority refers to more than 50%. Should a question not currently be relevant
to the project (for instance maybe there is no data to encrypt since the project
is in a planning stage), try to answer the question from how the organization
has handled similar projects. Area of Operations (AoO) refers to the countries
the organization currently are active in. A rotation period is a set amount of
time which after passwords or such expire and needs change. Multi-factor
authentication implies that the user has to authenticate by more than just
one password, usually by both password and a one time code generated by a
mobile application. 99.9% uptime per day represents a daily downtime of
about one and a half minute.

Dependability

1. Question: How much uptime does the product require?

(a) The product requires at least 99.9% uptime per day.

(b) The product requires less than 99.9% uptime per day.

2. Question: Is the data handled by the product critical and in need of
backup?

(a) The data handled by the product is critical and backups must happen
often.

(b) The data handled by the product will not need to be backed up often.

3. Question: Does the organization currently have a disaster recovery plan
in place?

(a) The organization currently has a disaster recovery plan that is
validated and tested at least annually.

(b) The organization does not have a disaster recovery plan in place.
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Geographic

4. Question: As far as you know, where are the users of the product in
relation to the organizations area of operations (AoO)?

(a) A majority of users are within the AoO.

(b) A majority of users are outside the AoO.

5. Question: How sensitive is the use of the product to latency?

(a) Some latency is acceptable.

(b) Latency is unacceptable.

6. Question: Does the product require high-speed internet?

(a) The product requires high-speed internet due to for instance big or
frequent payloads.

(b) The product does not necessarily need high-speed internet.

Scalability

7. Question: As far as you know, how consistent will the usage of the
project be?

(a) Usage is consistent.

(b) Usage peaks during certain, defined periods such as holidays or
weekends.

(c) Usage peaks at unknown periods.

8. Question: Does the organization currently have a good estimate of how
many users the product will have?

(a) The organization knows how many users the product will have, with
little risk for deviation.

(b) The organization does not know how many users the product will
have.

9. Question: Does the organization currently lack any of the underlying
technology such as hardware or platforms required to carry out the
project?

(a) The organization has all the necessary underlying technology
required to carry out the project.

(b) The organization lacks some or all of the underlying technology
required to carry out the project.
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Ownership

10. Question: Is the data handled by the product legally required to be kept
on-premise or within a certain region?

(a) A majority of the data handled by the product is legally required to
be kept on-premise or within a certain region.

(b) A minority of the data handled by the product is legally required to
be kept on-premise or within a certain region.

(c) None of the data handled by the product is legally required to be kept
on-premise or within a certain region.

11. Question: Does the organization currently encrypt the products
sensitive data?

(a) The organization currently encrypts all sensitive data related to the
product.

(b) The product will not handle sensitive data.

(c) The organization does not currently encrypt all sensitive data
related to the product.

12. Question: Does the organization employ multi-factor authentication
methods for critical data and interfaces?

(a) The organization currently requires multi-factor authentication.

(b) The organization does not currently require multi-factor
authentication.

Security

13. Question: Does the organization currently separate the products
sensitive data from non-sensitive data?

(a) The organization currently keeps all of the products sensitive data
separated from non-sensitive data.

(b) The organization does not currently keep all of the products
sensitive data separated from non-sensitive data.

(c) The product does not currently handle sensitive data and will not do
so for the foreseeable future.

14. Question: Does the organization currently employ rotation periods for
keys and passwords?

(a) The organization currently has rotation periods in place for
passwords and keys or systems that enforce it.
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(b) The organization currently has no rotation periods for passwords
and keys in place.

15. Question: Does the organization currently have routines in place for
penetration testing?

(a) The organization currently employs routines for penetration testing.

(b) The organization currently does not employ routines for penetration
testing.

Other

16. Question: Does the organization budget for technology updates?

(a) The organization does not generally budget for technology updates.

(b) The organization keeps technology updates in mind when budgeting.

17. Question: Does the organization currently lack any of the underlying
competence, such as the programming knowledge required to set up a
server, required to carry out the project?

(a) The organization has all the necessary competence required to carry
out the project.

(b) The organization lacks some or all of the competence required to
carry out the project.

18. Question: Is the project a short-lived project such as a proof of concept?

(a) The project is a proof of concept.

(b) The project is short-lived, but will be used for the foreseeable future
if certain goals are reached.

(c) The project will be in use for the foreseeable future.
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Appendix B - Questionnaire Results

On-Premise Case

Feedback: Had to assume certain things, like whether or not the company had
the required technical competence to carry out the project.

Feedback: Certain questions such as the one about disaster recovery were a bit
hard to grasp.
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Cloud Case
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Feedback: Certain questions and concepts were hard to grasp.
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Tie Case

Feedback: Certain questions were confusing, especially due to a lack of clear
terminology in between the case and the questions.
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Appendix C - Points of Interest

The following preliminary points of interest for the model were developed in
conjunction with Omegapoint:

• Project Phase

• Cost

• Lead time

• Existing competence - Core competences

• Security

• Redundancy

• Elasticity

• Project type

• Client behaviour - Frequency of access

• Hardware dependability

• Vendor binding

• Project lifetime

• Tra�c

• Existing infrastructure
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• Geographic location of users

• Maintenance

• Operability

• Legal requirements

• Innovation speed
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