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Abstract

Modelling of Safety Concepts for Autonomous
Vehicles using Semi-Markov Models

Carl Bondesson

Autonomous vehicles is soon a reality in the every-day life. Though 
before it is used commercially the vehicles need to be proven safe. 
The current standard for functional safety on roads, ISO 26262, does 
not include autonomous vehicles at the moment, which is why in this 
project an approach using semi-Markov models is used to assess safety. 
A semi-Markov process is a stochastic process modelled by a state 
space model where the transitions between the states of the model can 
be arbitrarily distributed. The approach is realized as a MATLAB tool 
where the user can use a steady-state based analysis called a Loss and 
Risk based measure of safety to assess safety. The tool works and can 
assess safety of semi-Markov systems as long as they are irreducible 
and positive recurrent. For systems that fulfill these properties, it 
is possible to draw conclusions about the safety of the system through 
a risk analysis and also about which autonomous driving level the 
system is in through a sensitivity analysis. The developed tool, or 
the approach with the semi-Markov model, might be a good complement to 
ISO 26262.
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Populärvetenskaplig sammanfattning

Helt självkörande fordon h̊aller p̊a att bli en verklighet i dagens samhälle. Fenomenet
som i årtionden varit en Sci-Fi-dröm och som enbart funnits i filmvärlden bedöms att
bli standard enbart inom tiotal år, men innan gemene man tar emot och l̊ater dessa
utomjordiska fordon bevista vägarna m̊aste de bevisas vara säkra.

Det finns robusta modeller och analysmetoder för att säkerställa eller uppskatta säker-
heten hos fordon och andra potentiella säkerhetsrisker i samhället som använder sig av
automatiserade funktioner, men dessa bygger p̊a att en människa finns med i bakgrunden
och alltid kan sätta stopp ifall n̊agot g̊ar fel. I dagens standard för funktionell säkerhet p̊a
vägarna, ISO 26262, täcks inte autonoma fordon in just för att standarden förutsätter att
en mänsklig förare alltid finns beredd bakom ratten. Genom att använda semi-Markov
processer som modellgrund kan säkerheten granskas även d̊a systemet i sig har ansvaret
över körningen.

Ett verktyg baserat p̊a semi-Markov modeller har byggts i detta examnesarbete. Efter de
första testerna verkar det som att verktyget potentiellt kan komma att komplettera ISO
26262. Verktyget applicerar en analys baserad p̊a ”Loss and Risk based safety measure”1

som använder ett sannolikhetsenligt mått p̊a hur farligt det är att befinna sig i varje
tillst̊and av modellen. Ett tillst̊and kan till exempel vara ”Manuell Körning”, ”Autonom
Körning - allt fungerar som det ska” eller ”Autonom Körning - ett oupptäckt fel finns i
systemet”. Tillst̊anden i modellen kan bli många och hela modellen oerhört komplex,
varför tillst̊andsantalet har h̊allits nere och tillst̊anden har modellerats s̊a generellt som
möjligt i fallstudierna som verktyget provats p̊a.

Verktyget fungerar för system modellerade som semi-Markov modeller där alla tillst̊and
kan n̊as fr̊an alla tillst̊and, direkt eller indirekt, inom en begränsad tid och utifr̊an
resultaten av verktyget kan slutsatser dras om vilken självkörande niv̊a fordonet ligger
p̊a och hur säkert det är. Förhoppningen är att verktyget, eller ett liknande och mer
utvecklat, ska kunna användas till att komplettera den gamla standarden, ISO 26262.

1Metoden är föreslagen i ”Safety analysis of autonomous driving using semi-Markov processes” av M.
Nyberg.
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1 Introduction

The development of self-driving, or autonomous, cars is one of the most popular and
exciting topics within the auto industry and research nowadays. Elon Musk claimed in
2016 that the first entirely autonomous vehicle will be in use in 2018, but most other
companies predict their vehicles to be on the public roads and in the industry around
2020-2025. There are other predictions saying that the autonomous vehicles will be
common in 2028-2032 and that in 2040 about 75 percent of all vehicles on the road will
be fully autonomous [1].

One of the main arguments both for and against autonomous vehicles is safety. On
one side there is arguments that a computer (which the autonomous system is built
upon) always makes rational decisions and that it is always alert if something would
happen. On the other hand, people have a tendency not to trust computers and technical
solutions before they really have been proven to work based on statistics and field studies.
When autonomous vehicles roam the street, the vehicles must be very safe, but in the
development right now there exist no way of making sure that the systems really are
safe. The current standard for functional safety on roads, ISO 26262, does not cover
autonomous vehicles. The need of new ways to assess safety of autonomous vehicles is
therefore of most importance, and even more important is to prove that the assessments
are good and not inaccurate.

The human is a pretty complex system and if an autonomous vehicle are to replace all
of the human’s perception, comprehension and decision-making, then the autonomous
vehicle must be equally complex. The autonomous vehicles are classified depending
on how advanced their systems are according to SAE J3016, which is an international
standard. The autonomous vehicles have many dependencies and rely on sensing,
planning, reasoning, and acting, just as a human. Within this complex chain of events
that need to be in sync, several types of failures may occur and have to be avoided for
the vehicle to work without any accidents. Sensors may fail to recognize and respond
properly to a hazard, the sensors may detect and respond to a non-existing event or
the system performance may be degraded due to inoperable sensors or because the
vehicle is completely inoperable. These are just a few examples that describe some of the
events that an engineer designing autonomous vehicles must bear in mind. Consequently,
there is a strong need for an independent and reproducible validation of the safety for
automated vehicles [2].

The main goal for this project is to create a tool, built in MATLAB, that can assess the
safety of modelled systems in general but oriented towards autonomous vehicles, using
semi-Markov processes. To verify the safety concepts of the tool, it is both compared
with simulations of the system and compared with a case study that has already been
proven to work with the used safety concepts. Then the tool is applied on another
case study, from one of Scania’s projects within autonomous vehicles. So, is it possible
to build a tool that utilizes semi-Markov processes for safety analysis of autonomous
functions? And from the analysis, is it possible to say anything about the SAE J3016

2



levels and could it be used as a complement for the ISO 26262 which does not include
autonomous vehicles?

The project is done at Scania, a global manufacturer of heavy duty vehicles which
provides supervisor, case studies and general help and discussions with engineers working
on the safety of autonomous vehicles.

After the following background, which includes previous work within the area of modelling
autonomous vehicles and systems, different standards that are used to determine safety
and autonomous driving levels of a vehicle and a brief presentation of MATLAB, the
next section, Section 2, brings up Markov processes. Markov chains, Markov renewal
processes and semi-Markov processes for finite state space are presented there. In Section
3, two kinds of safety assessments are introduced and explained, one dependent on the
concepts loss and risk and one analysis dependent on availability and reliability. In
Section 4 the developed semi-Markov tool is presented; how it is built up and performs,
how it is used on systems (case studies), some limitations and at last what can be further
developed is brought up. Last, in Section 5, the results from the tool development and
case studies are discussed and some conclusions about the project is made.

1.1 Previous work and other modelling techniques

Modelling is needed to be able to understand the world we are living in. In different
ways everything is modelled, often in a simpler way than how it really works to be able
to grasp and utilize important aspects of the system. There exists a number of different
modelling techniques and methods but this project focuses on semi-Markov processes. A
semi-Markov process is a stochastic process that fulfills the Markov property when the
process transitions between states, which it may do according to different distributions.
Compared to casual Markov chains, the semi-Markov process covers more complex and
realistic situations since the transitions does not need to be exponential distributed but
can have any kind of distribution. The literature is very sparse about semi-Markov
processes in general but as implementation in the assessment for safety of autonomous
vehicles in particular. The closest that can be found, which is actually quite popular in
other areas such as Human Activity Recognition, Handwriting Recognition, Network
Traffic Characterization and Anomaly Detection, etc., is the Hidden semi-Markov model.
It functions in the same way as a semi-Markov model with the big difference that the
parameters and the states of the model are unknown, or hidden. What happens inside
of the model remains unknown but the outcome is observable. The model’s properties
makes it kind of common within machine learning, especially for labeling and training
data [3][4]. The advantage with using the regular semi-Markov process is that the
parameters are known, this is practical when designing a function or a system because it
can be used to translate directly from top-level requirements to system requirements of
components.

The semi-Markov process presented in this project is a typical combined model with both
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a continuous and a discrete part. DES - Discrete Event Simulation, is another combined
model that maybe can be utilized in a similar way [5]. The model has been used to
simulate autonomous trucks, but has not been used specifically for safety assessments.

There exists a range of modelling techniques used within modelling of systems, some
examples are Digraphs, Combinatorial Models (fault trees, reliability block diagrams),
Dynamic Fault Trees, Markov models, Generalized Stochastic Petri Nets (GSPNs),
Hybrid/Hierarchical and Simulations. The models all have different trade offs between
how complex the modelling is and how good result the model gives, with Diagraphs
as the simplest technique that not always gives good result, to simulation where the
complexity can be quite high but the result, given a good simulation, is good and reliable.
The Markov models are in the middle of the modelling spectra with a good balance of
complexity and simplicity in the modelling phase [6]. Markov models offer significant
advantages in the assessments of availability and reliability (safety), some of these are
[7]:

1. Simplistic modelling approach: Even though the mathematical approach might be
complicated, the models are simple to generate.

2. Redundancy management techniques: It is easy to reconfigure the model if any
failures require this.

3. Coverage: When using Markov models, failures of components can be modelled in
the system, which are exclusive. This is not easily modelled by other techniques
but it works well with Markov.

4. Complex systems: There exist simplifying techniques for Markov models which
allow complex systems to be modelled.

5. Sequenced events: The situation where the modeller or analyst is interested in the
probability of an event caused by a series of sub-events are easily handled with
Markov models, this is much harder with other techniques.

1.1.1 SHARPE Tool

The SHARPE toolkit provides an environment with its own language that utilizes
solution methods for the most commonly used model types for performance, reliability
and perfomability modelling. The toolkit is developed by Dr. Kishor S. Tivedi at Duke
university and is available by his permission. Sadly this toolkit was discovered to late
in the project, otherwise it would have been great to use it as a comparison with the
tool developed here. Anyhow, SHARPE is a toolkit that was created to answer the
following question: Given time-dependent functions that describes the behaviour of the
components of a system and the structure of the system itself, what is the behaviour of
the whole system as a function of time? The tool includes and can handle combinatorial
models such as fault trees and queuing networks but also state space models such as
Markov, semi-Markov and Petri nets. Steady-state, transient and interval measures
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can be computed using the tool and for most of the models the tool has more than
one analysis algorithm to use. Though the time-dependent functions describing the
component behaviour is exponential polynomial, which is not a great restriction because
many of the most commonly distributions have this form. The SHARPE program has
been used both as an aid in learning about modelling and as a tool for use in modelling
real systems. SHARPE has been installed at over 450 sites [8].

1.2 Automated driving

Automated driving is when the human driver’s perception, decision making and operation
of the vehicle gets replaced by a system of complex combinations of various components
such as electrical systems and machinery. This system might let the driving be more or
less automated depending on how advanced the system is. The Society of Automotive
Engineers (SAE) International published a standard in 2014 in which they defined the
different levels that an autonomous vehicle, that depends on automated driving, may
have [9].

1.2.1 SAE J3016

SAE International’s standard J3016 provides a common classification and terminology
for automated driving. It is built around six levels of automation which ranges from
”No Automation” in Level 0 to ”Full Automation” in Level 5. Before going through
the different automation levels, some vocabulary is in place. The dynamic driving task
includes the operational and tactical parts of the driving, but not the strategic. This
means that the term includes steering, braking, accelerating, monitoring, responding to
events, determine when to change lane, etc., but does not include the determining of
destination and waypoints. Next is the driving mode, which is a type of driving scenario
with characteristic dynamic driving task requirements (expressway merging, high speed
cruising, low speed traffic jam, etc.). Last the request to intervene is a notification by
the automated driving system to a human driver that s/he should take over the dynamic
driving task.

The automation levels are as follows:

• Level 0: No Automation. Human driver in charge full time.

• Level 1: Driver Assistance. Driver in control of either steering or acceleration/de-
celeration using information about the driving environment, expects the human
driver to perform all dynamic driving tasks, e.g. the common, old kind of cruise
control.

• Level 2: Partial Automation. Driving mode that controls both steering and
acceleration/deceleration, the mode still expects the human driver to step in in
case of an event that needs dynamic driving (change lane, exiting freeways etc.).
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• Level 3: Conditional Automation. The ”automated driving system” (will be
referred to as the system from here) monitors the driving environment. It controls
steering and acceleration/deceleration but expects that the human driver in control
”will respond appropriately to a request to intervene”.

• Level 4: High Automation. The system controls all aspects of the dynamic driving
tasks, including when the human driver doesn’t respond appropriately to requests
to intervene.

• Level 5: Full Automation. The car is operated entirely, full time, by the system
and all aspects of the dynamic driving tasks under all roadway and environmental
conditions are controlled autonomously.

A important notice in the levels are the step between level 2, where the human performs
certain parts of the dynamic driving, and level 3, where the automated driving system
steps in and performs the entire dynamic driving. To read more about the standard, see
[9].

The automation levels does not say anything about the safety of the vehicle or the
system which is why there is a need to have a standard for this as well.

1.2.2 ISO 26262

This section summarizes the ISO 26262 standard with its vocabulary, safety levels and
how it is used in the industry. See [10] for further details.

The standard ”Road Vehicles - Functional Safety” (ISO 26262) is a standard defined
by the International Organization of Standardization and is made to assess functional
safety within electrical and/or electric systems [10]. Functional safety is a part of the
total safety of a system or piece of equipment, focused on that the system or piece of
equipment operates correctly in response to its inputs, including safe management of
likely operator errors, hardware failures and environmental changes. The goal with
examining the functional safety of a system or piece of equipment is to make sure
that the system does not generate any physical injury or damage to people’s health,
neither directly nor indirectly (through damage to property or the environment). The
standard is an adaptation of the Functional Safety standard IEC 61508 (for Automotive
Electric/Electronic Systems), which from 2018 will include heavy vehicles. ISO 26262 is
about the functional management of safety, the safety life cycle and supporting processes,
which are all divided into requirements and recommendations. But before the standard’s
approach on systems is presented, some of the vocabulary of the standard needs to be
brought up.

An item is a key term in ISO 26262 and describes a specific system or array of systems
that implements a function at the vehicle level to which the standard is applied. That
means that the item is the highest identified object in the process and the starting point
for product-specific safety development in this standard.
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An element is a system or a part of a system that can be distinctly identified and
manipulated, e.g. components, hardware, software.

Fault is an abnormal condition that can make an item or element fail.

Error is the difference between a computed, observed or measured value or condition
and the true, specified or theoretically correct value or condition.

Failure is the termination of the ability of an element to perform a function as required.

Malfunctioning behaviour is when failure or unintended behaviour occur of an item with
respect to its intended design.

A hazard is a potential source of harm caused by malfunctioning behaviour of the item.

The functional safety is the absence of unreasonable risk due to hazards caused by
malfunctioning behaviour of Electrical/Electronic systems.

There also exists some concepts that the safety life cycle depends on.

A hazardous event is an event that is a relevant combination of a vehicle-level hazard
and an operational situation which might lead to an accident if not controlled by a
timely driver action.

A safety goal is a top-level safety requirement on the system. The purpose of the safety
goal is to reduce the risk of one or more hazardous events.

An Automotive Safety Integrity Level, or short, ASIL represents an automotive-specific
risk-based classification of a safety goal. It is also used for validation and confirmation
required by the standard to ensure accomplishment of that goal.

The safety requirements contains all the safety goals and all levels of requirements
decomposed from the safety goals down to, and including, the lowest level of functional
and technical safety requirements allocated to hardware and software.

The standard builds upon classifying different operational situations using ASIL, where
one clause is a requirement for one level but a recommendation for another. The
safety life cycle includes management, development, production, operation, service, and
decommissioning, and ISO 26262 provides supporting material in order to fulfill the
requirements and recommendations for each step, depending on the ASIL. The ASIL
ranges from QM to ASIL D, where ASIL D stands for the highest classification of
initial hazard and QM the lowest. The levels are defined by the three concepts severity,
exposure and controllability.

• Severity: Each hazardous event is classified according to how bad, or sever,
injuries it can be expected to cause and builds upon the following classifications.

– S0: No Injuries.

– S1: Light to moderate injuries.

– S2: Severe to life-threatening (survival probable) injuries.
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– S3: Life-threatening (survival uncertain) to fatal injuries.

The Risk Management (the identification, evaluation, and prioritization of risks) considers
that the risk connected to a injury is not only dependent on the severity of the situation,
but also how likely the situation is to happen and how well the situation may be
controlled.

• Exposure: The relative expected frequency of the operational conditions in which
the injury can possibly happen.

– E0: Incredibly unlikely.

– E1: Very low probability (injury could happen only in rare operating condi-
tions).

– E2: Low probability.

– E3: Medium probability.

– E4: High probability (injury could happen under most operating conditions).

• Controllability: The relative likelihood that the driver can act to prevent the
injury.

– C0: Controllable in general.

– C1: Simply controllable.

– C2: Normally controllable (most drivers could act to prevent injury).

– C3: Difficult to control or uncontrollable.

The concepts are informative and not prescriptive, why the subjective variation and
discretion may differ between the users of the standard, e.g. automakers and component
suppliers. Because the standard uses the controllability as a crucial property where the
driver is in charge, the standard does not allow the vehicle per se to be responsible for
the situation - therefore not allowing autonomous vehicles. An assumption of 1 hour
driving is made when evaluating the the different concepts.

1.3 MATLAB

The tool development in the project was mainly done in MATLAB because I have a
lot of experience of it from my education and since Scania had the system available at
their office. MATLAB is a programming platform developed by MathWorks, especially
made for engineers and scientists. The platform is built around the MATLAB language
which is a matrix-based language allowing the most natural expressions of computational
mathematics. With MATLAB it is possible to analyze data, develop algorithms and
create models and applications. The platform is very solution oriented and allows the
user to solve most mathematical problems in many ways. MATLAB is used in a lot of
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different application areas, such as signal processing and communication, control systems,
deep learning and machine learning, image and video processing, test and measurement,
computational finance, and computational biology. Besides textual programming in
MATLAB, MathWorks offers graphical programming in a program called Simulink [11].

1.3.1 Simulink and Stateflow

Simulink is a graphical programming environment which is mostly used for simulation,
modelling and analyzing different dynamical systems. It builds on a block based graphical
programming where different blocks have different functions and properties. Simulink
is tightly integrated with the rest of the MATLAB environment and can either drive
MATLAB, generate code to MATLAB or be programmed from MATLAB through text.
Simulink is used in various areas but it is used much within automatic control and digital
signal processing, for multi-domain simulation and model-based design [12].

MathWorks allows add-ons for their products, both developed by them self and by third-
party developers. Since this project is about modelling systems by stochastic processes,
Stateflow has been used. Stateflow is an environment for modelling of sequential and
combinatorial decision logic and is based on state machines and flow charts. By combining
graphical and tabular representations, as state transition diagrams, flow charts, state
transition and truth tables, Stateflow lets the user model how the system reacts to
events, time-based conditions and external input signals [13].

One of the oldest and best way of visualizing and model systems (and also different
stochastic and Markov processes) is to use state machines, often finite-state machines
[14]. A state machine is built around states and transitions between the states and
can only be in one state at any given time. A state is a situation or event that is
constant. When the state changes, the process get to a new state via a transition. An
example might be a simple LED light bulb. The LED has two states, the first one is the
”on”-state when the power is on and the second state is the ”off”-state that is triggered
when the power is off. The transitions of this system is the events that turns the power
on or off, i.e. the turn of a switch or press on an on/off button.

Often those who run simulations and analyze models want to change a few inputs
and parameters and see how the model responds without needing to understand the
intricacies of the model itself. Providing a graphical user interface (GUI) to the model
is a common approach to meet the desire to abstract the model’s internal structure
for an end user of the simulation. MATLAB supports tools to make a GUI for your
program, mainly through GUIDE or App Designer where the GUI is made through a
more block-based programming, but there is also a possibility to write code for a GUI
directly as text in a normal MATLAB script.
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2 Markov processes

Andrey Markov was a Russian mathematician who spent most of his time in the
beginning of the 20th century on research that would later become the well known
Markov processes and Markov chains. By definition, a Markov process is any stochastic
process that satisfies the Markov property,

P (Xt+1 = xt+1 | Xt = xt, Xt−1 = xt−1, . . . , X0 = x0) = P (Xt+1 = xt+1 | Xt = xt),

meaning that the future is independent of the past given the present [15]. This property
is both a blessing and a curse in the sense that it helps make the evaluation of a Markov
process more tractable, but since it is quite restrictive it is not always applicable with
real-world systems [6].

2.1 Markov chains

The precise definition of a Markov chain varies, but here it is defined as a Markov
process with a discrete state-space, which is often finite or countable, which might be
both continuous or discrete in the indexing (the index is often time). In some literature
the definition is the other way around in the sense that the indexing is only discrete and
the state-space might be continuous or discrete. This means that in the first definition
the process is regardless of time and in the second it is regardless of state-space.

A Markov chain can be modelled both in discrete and continuous time, from which they
are called continuous-time Markov chains (CTMC) and discrete-time Markov chains
(DTMC) respectively. A CTMC may be described both as homogeneous and non-
homogeneous. The homogeneous CTMC is characterized by the constant transition rate
between the states of the system whereas for a non-homogeneous CTMC the transition
rates are dependent on a global clock, i.e. how long the system has been run. The CTMC
is a special case of the so called semi-Markov process, i.e. the CTMC is a semi-Markov
process with only exponential distributed transitions between the states.

2.2 Semi-Markov processes

The concept of semi-Markov processes has been around since the mid 50’s when P.
Levy, W. L. Smith and L. Takacs independently and almost simultaneously introduced
the concept. The theory has since then been processed and developed by several
researchers [16]. In general the semi-Markov process is more hard to handle than a
usual Markov process since both the state and the time spent in the state might be
arbitrarily distributed. This makes the semi-Markov process one of the more complex
Markov processes but at the same time this is the big advantage with the semi-Markov
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process, through the different kinds of distributions that can be used the process is well
suited to describe real-world situations. When applied to a finite set, the semi-Markov
process becomes less complex and more convenient and manageable. The process has
got its name, semi -Markov, from the fact that the Markov property does not hold at all
times. In fact the Markov property does only hold when a transition occurs, e.g. in the
jump instances between the states of the system.

To show how the semi-Markov processes are defined for a finite set, F. Grabski’s article
from 2016 are followed in which he starts out with defining the Markov renewal process
and then the corresponding semi-Markov process [17].

2.3 Markov renewal processes

Let S be a finite set of states, R+ = [0,∞) and N0 = {0, 1, 2, ...}. Suppose that ξn is
a discrete random variable, with values on S, and ϑn is a continuous random variable,
taking values on the set R+. Then the sequence of random variables {(ξn, ϑn) : n ∈ N0}
is by definition called a Markov Renewal Process (MRP), if the two following properties
hold:

• For all n ∈ N0, i, j ∈ S and t ∈ R+ the transition probabilities are described by

P (ξn+1 = j, ϑn+1 ≤ t | ξn = i, ϑn, ..., ξ0, ϑ0) = P (ξn+1 = j, ϑn+1 ≤ t | ξn = i).
(1)

• For all i ∈ S, the initial distribution is described by

P (ξ0 = i, ϑ0 = 0) = P (ξ0 = i). (2)

The variable ϑn+1 has a discrete index pointing at which state, ξn+1, the process is in at
the time described by the realization of the variable ϑ. In other words it shows when
the jump between states occurs. From the definition of MRP it can be seen that the
transition probabilities only depend on the previous state and can be described using a
transition function

Q(t) = [Qij(t) : i, j ∈ S], (3)

which is called the renewal kernel or the renewal matrix [17]. The initial distribution
can be described by a vector,
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p = [pi : i ∈ S]. (4)

The renewal kernel for the MRP satisfies the following conditions [17]:

1. The functions Qij(t) ∀t ∈ R+ and (i, j) ∈ S ×S are non-decreasing and right-hand
continuous.

2. For each (i, j) ∈ S × S, Qij(0) = 0 and Qij(t) ≤ 1 ∀t ∈ R+.

3. For each i ∈ S, limt→∞
∑

j∈S Qij(t) = 1.

The renewal kernel fulfills these properties since it basically describes different CDF’s of
the different transitions between the states of the system.

Another way to express the MRP is to use the time τn instead of ϑn. Let

τ0 = ϑ0, τn = ϑ0 + ϑ1 + ...+ ϑn, τ∞ = lim
n→∞

τn = sup{τn : n ∈ N0}, (5)

then the sequence {(ξn, τn) : n ∈ N0} is a MRP with transition probabilities

P (ξn+1 = j, τn+1 − τn ≤ t | ξn = i) = Qij(t). (6)

2.4 Semi-Markov processes with finite state space

For a finite state space S, the semi-Markov process (SMP) is determined by the MRP.
A stochastic process {X(t) : t ≥ 0} is defined as a SMP on a finite state space, if [17]:

• It has piece-wise constant and right continuous samples according to

X(t) = ξn, t ∈ [τn, τn+1), (7)

where {(ξn, τn) : n ∈ N0} is the MRP with the kernel from (3) and initial
distribution described by (4).

Thus, X(t) gives the state of the process at time t. Because the SMP is constant on the
half-closed intervals [τn, τn+1) and is a right continuous function, we get that X(τn) = ξn.
Note how τn and ϑn are connected through (5). This sequence, {X(τn) : n ∈ N0}, is
called the embedded Markov chain of the SMP and has the transition probability matrix

M = [pij : i, j ∈ S], (8)
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where pij = limt→∞Qij(t). The time spent in a state, i.e. the length of the half-closed
interval [τn, τn+1), is called the sojourn time, Un = τn+1− τn. Note that Un is the SMP’s
equivalent to MRP’s ϑn. The sojourn time of the SMP is described by the cumulative
distribution function (CDF)

Hi(t) = P (Un ≤ t | X(τn) = i). (9)

Using the law of total probability, (9) can be rewritten as

Hi(t) =
∑
j

P (X(τn+1) = j | X(τn) = i)P (Un ≤ t | X(τn) = i), (10)

because
∑

j P (X(τn+1) = j|X(τn) = i) = 1. Further, (10) can be expressed as

Hi(t) =
∑
j

P (X(τn+1) = j, Un ≤ t | X(τn) = i) =
∑
j

Qij(t). (11)

This is the sojourn time for when the successor state is unknown. Assuming the next
state is known, the sojourn time is described by the following CDF

Fij(t) = P (Un ≤ t | X(τn) = i,X(τn+1) = j), (12)

which, by the use of Bayes’ theorem, becomes

Fij(t) =
P (X(τn+1) = j, Un ≤ t | X(τn) = i)

P (X(τn+1) = j | X(τn) = i)
=
Qij(t)

pij
. (13)

From (13) the relationship

Qij(t) = pijFij(t) (14)

is given, under the same assumption as stated above. From the kernel, it is easy to see
that the SMP is a combination of a discrete (the embedded Markov chain, pij) and a
continuous part (the distribution of the sojourn time, Fij(t)).
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3 Safety concepts

How can safety of a system be assessed, or how can safety be proven, or at least
motivated? This is answered by the different safety concepts that exist in the area
of systems engineering. In this section two different approaches for safety analysis is
presented, starting out with Loss and risk based analysis proposed in [18] and then a
more classic dependability analysis presented in [19], but with focus on the availability
of the system. As in ISO 26262, the safety concepts are evaluated upon an assumption
of 1 hour driving.

3.1 Steady-state distribution

To be able to describe the Loss and Risk based analysis the steady-state distribution of
the system needs to be defined. This section describes how a steady-state analysis is
performed for a semi-Markov process. A system or a process is in steady-state if the
variables that defines the system or process is invariant of time. Steady-state analysis
has relevance in many fields using systems, whereas one, if not the biggest, is engineering.
If a system is in steady-state, then the recently observed behavior of the system will
continue into the future [20]. For a stochastic system in steady-state, the probability of
various states being repeated is constant and described by the steady-state distribution.
The steady state distribution is a vector πππ which has elements that can be found through
πi = limt→∞ P (X(t) = i) with i = 1, . . . , N , where N is the number of states of the
process X. To compute the steady-state distribution for the semi-Markov process both
the steady-state distribution of the embedded Markov chain and the expected sojourn
time of each state are needed. To be able to use these attributes of the system to
calculate the steady-state distribution an assumption that the set of states of the process
is irreducible is needed, meaning that there is a non-zero probability that any state
can be reached from any state in a finite amount of time. The system also needs to be
positive-recurrent (which the system being irreducible implies) which means that the
expected return time to any state is finite [16].

Let v = vi for i = 1, . . . , N be the row vector denoting the steady-state distribution of
the embedded Markov chain. It then satisfies vM = v and

∑
i vi = 1, where M is the

embedded Markov chain according to (8). To calculate the steady-state distribution of
the embedded Markov chain one could use

v = [0 1]ΨT (ΨΨT )−1, (15)

where Ψ = [(M − I) 1] and 0 and 1 are two vectors of zero’s and one’s with length
matching the system’s number of states. To motivate (15), a simple example is given.
Say that a system of three states is given where the embedded Markov chain is described
by
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M =

 0 0.5 0.5
0.2 0 0.8
0.3 0.7 0

 , (16)

then we get

Ψ =

−1 0.5 0.5 1
0.2 −1 0.8 1
0.3 0.7 −1 1

 , (17)

and

v =
(
0.2009 0.3881 0.4110

)
, (18)

which sums up to 1.

Let m = mi for i = 1, . . . , N be the expected sojourn time of each state defined as a
column vector,

mi = E[Un | X(τn) = i]. (19)

Using the general case for expected value of random variables,

E[Z] =

∫ ∞
0

P (Z > z) dz, (20)

the following is achieved,

mi =

∫ ∞
0

P (Un > t | X(τn) = i) dt

=

∫ ∞
0

(1− P (Un ≤ t | X(τn) = i)) dt

=

∫ ∞
0

(1−Hi(t)) dt,

(21)

where Hi(t) is the CDF of the sojourn time as defined in (9). Using the vectors v and
m the steady-state distribution can be described as

15



πππ =
diag(v)m

vm
, (22)

according to [16], where diag(v) represents the N ×N quadratic matrix with diagonal
elements vi. The assumption that the system is positive-recurrent is equivalent to
vm =

∑
i vimi <∞ [16]. According to the same source, if the system is null -recurrent,

then vm =
∑

i vimi =∞, which would make the steady-state distribution a vector of
0’s. This means that (22) only holds for positive-recurrent processes.

To implement the steady-state analysis in MATLAB the transition triggers T , which
are independent random variables connected to the sojourn time, is introduced. The
sojourn time of each state depends on which transition is taken and since the transitions
may have different distributions in a SMP this translates to the sojourn time being the
random time from which one of the triggers taken that are the smallest, or

Un = min(Tk), (23)

where Tk = {T1, T2, . . . } are all possible transitions from the current state. Using these
triggers, a new expression for both the embedded Markov chain and the sojourn time
when the taken transition is unknown may be calculated. When doing this, the condition
X(τn) = i from the theory of SMP is left out to make the expressions that are introduced
below less messy. The embedded Markov chain from (8) becomes

M = P (Xn = j)

= P (Tj < Tk∗)

= P (Tj < T1, Tj < T2, . . . ),

(24)

where Tj is the trigger representing the transition that is taken and Tk∗ = {Tk} \ {Tj}
is the rest of the possible transitions from the current state. Now using the general
equation to calculate the probability through a joint probability density function (PDF)
the following is achieved (note that fXY Z(x, y, z) is the joint PDF of the random variables
X, Y, Z and fX(x) is the PDF of the random variable X),

M =

∫ ∫ ∫
B
. . . fTjT1T2...(tj , t1, t2, . . . ) dB, (25)

where B = {(tj , t1, t2, . . . ) | tj < t1, tj < t2, . . . }. Because of independency between the
triggers
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fTjT1T2...(tj , t1, t2, . . . ) = fTj (tj)fT1(t1)fT2(t2) . . . (26)

holds and

M =

∫
STj

fTj (tj)

(∫ ∞
tj

fT1(t1) dt1

∫ ∞
tj

fT2(t2) dt2 . . .

)
dtj

=

∫
STj

fTj (tj) ((1− FT1(tj))(1− FT2(tj)) . . . ) dtj ,

(27)

where FX(x) is the CDF for random variable X and STj is the space for which the
random variable Tj is defined. With the M expressed with the triggers, the steady-state
for the embedded Markov chain can be computed using (15).

The CDF of the sojourn time using the triggers becomes

Hi(t) = P (Un ≤ t)
= 1− P (Un > t)

= 1− P (min(Tk) > t)

= 1− P (T1 > t, T2 > t, . . . )

= 1− P (T1 > t)P (T2 > t) . . .

= 1−
∏
k

P (Tk > t)

= 1−
∏
k

(1− P (Tk ≤ t)).

(28)

From this the expected sojourn time of the state can be expressed through (21) as

mi =

∫ ∞
0

∏
k

(1− P (Tk ≤ t)) dt. (29)

When everything is known to calculate the steady-state distribution, the Loss and Risk
based measure of the safety for the system can now be calculated.

3.2 Loss and Risk based measure of safety

The Loss and Risk based measure of safety is inspired by the approach of operational
situations in ISO 26262 [10][18]. The analysis is in general made for systems modelled
as Markov processes but is in particular intended for analysis of autonomous vehicles.
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The analysis follows the so called decision theory where each state i is associated with a
loss denoted L(i) ∈ R ≥ 0, which represents the level of dangerousness of being in the
respective state [21]. The risk of being in state i is the expected loss of the state and
can be used as an overall measure of how risky the system is, or how dangerous the
system is in total. Then, to make the analysis independent of any initial conditions, the
limited expected loss is used

lim
t→∞

E[L(X(t))] = lim
t→∞

∑
i

P (X(t) = i)L(i)

=
∑
i

lim
t→∞

P (X(t) = i)L(i) =
∑
i

πiL(i).
(30)

Where πi is the steady-state distribution of state i. The value of the loss in a state can
be chosen based on several principles, in ISO 26262 the combination of severity and
controllability is combined. In Section 1.2.2 it can be seen that the controllability is a
property that is dependent on the human driver, and since the goal here is to be able
to describe a system based on an autonomous system the term controllability is not
that fitting. This is why another way of assessing the loss is needed and presented in
[18]. This new way of assessing loss uses the probability of fatality of each state as a
metric. Consider two extra states, that are residing in their own dimension, named F ,
which is an absorbing ”fatal” state and ¬F , which are the ”working” state. Let the
random variable Y (t) ∈ {F ,¬F} describe if a fatal accident has occurred or not at time
t. Assuming that the transition time between the working and fatal state of state i is
exponential with a rate of λFi , the following expression for the CDF is achieved

Fi(t) = P (Y (t) = F | Y (0) = ¬F ,∀τ ∈ [0, 1], X(τ) = i) = 1− e−λFi t, (31)

where X(τ) is the semi-Markov process. It is clear that the transitions of process Y (t)
has a dependency of the process X(t), but the other way around is not that clear. This
is why the simplifying assumption is made that the transitions of process X(t) does not
depend on Y (t). When evaluating the loss upon the assumption of 1 hour driving, i.e.
L(i) = Fi(1h), from [18] it can be realized that

lim
t→∞

P (Y (t+ 1h) = F | Y (t) = ¬F) ≈
∑
i

Fi(1h) lim
t→∞

P (X(t) = i) =
∑
i

L(i)πi, (32)

which means that the loss-based measure of safety (30) corresponds to the limiting
probability of fatality during 1 hour of operation.
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3.3 Dependability analysis

Using the measure dependability, which is a collection term of different characteristics
such as availability, reliability, maintainability, durability, security and safety a perception
of how good, or fail proof, the system is can be achieved. In this project, focus will be
on availability and reliability because these are the measures that Scania is interested of.

To be able to investigate these concepts for a semi-Markov model, the kernel of the
process Q(t), see (3), has to be split up in ”up” and ”down” states. The up states are
the states where the system is working and the down states are the states where the
system is not working. As an example, consider a sensor that has two states. In the first
state the sensor is working and in the second state the sensor is not working - here we
clearly have a up state in the first state and a down state in the second. The space of
the up state(s) will hereon be called U and the space of the down state(s) D, i.e. the
total state space defined before is S = U ∪D.

Consider the following separation

Q(t) =

[
Q11(t) Q12(t)
Q21(t) Q22(t)

]
, (33)

here the submatrix Q11(t) defines the transitions between up states, Q12(t) and Q21(t)
the transitions from up to down states and vice versa, and last Q22(t) defines the
transitions between down states. The initial distribution, see (4), does also need to be
divided between the up and down states as

p =
[
p1 p2

]
, (34)

where p1 is the vector or scalar representing the initial distribution for the up states and
p2 the down state(s). With these separations between the states, the safety concepts of
the dependability analysis can now be described.

3.4 Availability and reliability

In the evaluation of the dependability analysis the operations are made within Stieltjes-
convolution algebra [19]. Frankly, this means that the regular matrix products per element
is substituted by convolution products. For two semi-Markov kernels A(t) = {aij(t)}
and B(t) = {bij(t)} it yields

A(t)⊗B(t) = {cij(t)}, (35)
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where

cij(t) =
∑
k

∫ t

0
aik(t− x) dbkj(x) =

∑
k

∫ t

0
aik(t− x)b′kj(x) dx. (36)

The elements of the kernel consists of CDF’s describing the transitions between the
different states of the system, therefore the derivative, b′kj(x), must be the PDF of the
corresponding transition. Denote the CDF for a random variable X by FX(x) and its
corresponding PDF by fX(x), then

cij(t) =
∑
k

∫ t

0
Faik(t− x)fbkj (x) dx. (37)

This convolution algebra is well-defined, associative and commutative according to
Stieltjes [22].

The availability of the system is defined as the total probability at time t to be in an
up state, regardless which state the system starts in at time 0. The availability in
mathematical terms for a stochastic process X(t), is expressed as

A(t) = P (X(t) ∈ U) =
∑
i∈S

∑
j∈U

P (X(t) = j | X(0) = i)P (X(0) = i). (38)

It can be shown, according to [19], that the expression can be further expressed as

A(t) = p(I −Q)(−1) ⊗ h(t)1N,m, (39)

where h(t) = {I − diag(Q1)}(t), with 1 = [1, . . . , 1]T (same length as Q) and
1N,m = [1, . . . , 1, 0, . . . , 0]T with m as the number of ones in the vector, corresponding
to the number of up states, and N as the total length of the vector corresponding to
the number of states. Note that Q1 is the multiplication between the kernel Q and the
vector of ones.

The reliability of the system is almost the same property as the availability of the system,
but when the system contains an absorbing state. An absorbing state is a state in a
system that only has transitions in to the state, i.e. no exiting transitions to any other
state. When examining the reliability of the system, the analyzer examines if the system
still is in an up states after time t.
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4 SMP Tool

The goal with the tool is to enable engineers to model and analyze semi-Markov processes
and continuous-time Markov chains with not that much knowledge within modelling.
The Semi-Markov Process (SMP) Tool lets the user model state machines for the said
processses through Stateflow with simulation in Simulink and analysis in MATLAB. The
tool can model with various kinds of distributions, such as exponential, poisson, weibull
and uniform, etc. The tool also permits the user to use constant transmission times
between the states of the system. An initial distribution, or initial starting point can be
chosen. Two kinds of safety analysis techniques have been investigated for the tool, one
which is faster but the system needs to fulfill certain requirements and one where the
approach is more general but the analysis takes more computation. The first one is the
Loss and Risk based measure of safety that uses steady-state analysis and the second is
the dependability (with focus on availability, or reliability for systems with absorbing
states). The first approach works fine as will be shown in a later section but for the
second approach the implementation was not successful and the time for the project ran
away, which is why it is not implemented in the tool but used for discussions. The tool
allows the user to perform a sensitivity analysis for the system with which conclusions
about the properties of the system can be made.

4.1 How to model using SMP Tool

The system to be analyzed is modelled as a state machine within Stateflow. The lay out
is the same as Stateflow’s in terms of states and transitions, but the semantics is the
same as for the Probability Distribution Objects of MATLAB.

To start the tool, the function startSemiMarkov(arg) is used. The argument arg may
either be a new name for the system that is about to get modelled or the name of an
existing Simulink model. When run, the function opens a the model, either new or
existing as explained, opens/creates a Stateflow chart within the Simulink model and
opens the GUI for the simulation and analysis. Starting a new chart, the tool user,
hereon called the modeller, begins putting out states and their transitions as the system
s/he wants to model looks like. Before getting into the details about how the states
and transitions should be modelled for the tool to work, the Simple Model, or SM, is
introduced in Figure 1. SM is a made up system made as an example that the following
text can relate to, the different states and parameters of the system do not rely on any
real world data, but they could for example be ”S1 - Driving manually”, ”S2 - Driving
autonomously”, ”S3 - Driving autonomously but something is wrong in the system” and
”S4 - Emergency braking by the system”. Note that the system in this case is modelled
with only exponential distribution, i.e. it is a CTMC.

21



Figure 1: The state machine of SM in Stateflow.

States
Examples of how the states can be made is seen in Figure 1. For a blank Stateflow chart,
first the modeller needs to give the state a name with a number in it, e.g. S1 or State
1, to make it possible to sort the states later in the simulation and analysis. Then the
modeller can choose if the state is an initial state or not. If it is, the modeller gives the
state a variable p with a number between 0 and 1. The higher value of p, or closer to
1, the higher the chance to start in that state. If the state is not an initial state, then
the p can be neglected. The second parameter of the state is the loss which is the loss
from the Loss and Risk based measure of safety, this is also a number between 0 and 1,
though if this variable is left out, the loss is assumed to be zero.

Transitions
When the modeller has put out states in the system, next up is to decide what kind
of probability distributions is describing the transitions the best. The syntax of the
specification of the transition is the same as for the Probability Distribution Objects,
i.e. the name of the distribution, and sometimes the name of the parameters, are
represented as characters and the value of the parameters are specified as doubles or
integers. The tool supports several kinds of distributions, as exponential, uniform,
weibull, etc.. A list of all possible distributions can be found at MathWorks homepage or
in the documentation of the Probability Distribution Objects. Examples of transitions
can be seen in Figure 1, though because of the nature of SM (being a CTMC) it is only
modelled with exponential distributions. Another example of a distribution, say uniform,
would have a syntax as [’uniform’,’lower’,1,’upper’,3] which is a uniform distribution
with lower boundary 1 and upper boundary 3. All the parameters of the distributions
have seconds as units, except the exponential ones which have a rate per hour. The
transitions accept abbreviations as ”exp” for exponential and ”uni” for uniform.

The GUI created for the tool was made to make the tool more user-friendly and more
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intuitive. The modeller can choose to either simulate the model, do a risk analysis or a
sensitivity analysis of the modelled system. The GUI is visualized in Figure 2.

Figure 2: The graphical user interface for the semi-Markov tool with the possibility to
do a simulation, a risk analysis and a sensitivity analysis.

Simulate Model
When pushing the simulation button, the tool first opens a new Stateflow chart to
which it copies the original chart. Second, the tool scans the newly opened Stateflow
chart and translates the distributions and states into Stateflow’s own syntax which
is possible to simulate with Simulink’s simulator. But to be able to do this, the tool
builds a function in the background, distFun(arg), that utilizes MATLAB’s Probability
Distribution Objects. The input for the function is the transition distributions from
the original chart and the output is a random time generated from the distribution. In
the simulation, all transitions from the current state are evaluated in the function and
are then used as inputs to Stateflow’s built in after function for transitions, see [23],
the time that is the smallest determines which transition is taken out from the state,
according to the theory in (23). When all the probabilistic transitions gets determined
by the distribution objects, the deterministic transitions, or constant transitions, are
just put into the after function directly. The initial distribution is also modelled by the
distFun function. A random number is generated from a uniform distribution with lower
boundary 0 and upper boundary 1. The states that are potential starting states gets
an initial transition arrow according to Stateflow’s syntax with each having a condition
according to how big chances are that the system starts in that state. Then, depending
on what number comes out of distFun, the chart starts out in the state with matching
condition. SM modified to be simulated can be seen in Figure 3.

23



Figure 3: The state machine of SM in Stateflow, modified to be simulated in Simulink.

The simulation time can be chosen in the GUI, as seconds. The result of the simulation
is visualized by a Scope in Simulink and after the simulation is done a Monte Carlo
based distribution of which states has been visited is calculated and displayed.

Risk Analysis
Pushing the risk analysis button, the tool starts out by scanning the Stateflow chart
for the important parameters for the Loss and Risk based measure of safety, i.e. the
different kinds of transition distributions of the system and the loss values. First out the
transition distribution parameters are used to make Probability Distribution Objects
in MATLAB. These are sampled by a chosen step length as their CDF’s and PDF’s
to be able to calculate the expected sojourn time of each state and the steady-state
distribution of the embedded Markov chain of the system. Then the tool calculates the
steady-state distribution of the system and uses this together with the loss parameters
to calculate the total risk of the system. The risk analysis provides three bar plots which
are the steady-state analysis, the steady-state analysis made logarithmic and the total
risk distributed over each state.

Sensitivity Analysis
In the sensitivity analysis, the tool scans the chart and saves the different distributions
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in a matrix. Then the risk is computed as in the Risk Analysis, but over and over again
with one parameter varied logarithmically between 10−4 to 104, and saved in a vector.
The vector of total risk is then visualized in a logarithmic plot for each varied parameter.

Next, the testing of the tool is brought up. The tool testing consisted of two different
phases. The first phase of the tool testing was a comparison between the analysis
considered in the project and the system simulated in Simulink. In the second phase the
developed tool was applied on two different case studies, the first case is the Highway
Pilot, a well-known function most manufacturers have, analysed in cooperation with
Scania in [18]. The second case is a scenario from AWAY (Autonomous highWAY) which
is a subproject within Scania’s ATS (Autonomous Transport Systems). The Highway
Pilot has already been examined with a semi-Markov process which is why that case is
considered first, then when the tool has been tested against an already known result, it
is tested against a case that has not been modelled with a semi-Markov process before.

4.2 Analysis vs. Simulation

An important aspect of the tool is that the simulation and the risk analysis give the
same results. Because the dependability analysis did not get implemented, the only
analysis that could be checked via simulation was the Loss and Risk based measure of
safety. This safety measure is as described above based in the steady-state analysis of the
system which is why a simulation of this analysis is needed. A Monte Carlo simulation
was used over 30e6 seconds (almost a year) to simulate the system as t→∞, this is not
quite true but it is a good approximation. To be able to use the Monte Carlo simulation,
the assumption that the system, when it is simulated, can be seen as a random number
generator with independent and identically distributed values is needed [24]. Because
this section is more about the functionality of the tool’s analysis and simulation rather
than how accurate the system describes a certain system, the simple model (SM) is used.
As described before, SM is a CTMC since every transition is exponentially distributed
and can be seen in Figure 1.

The parameters p and L of SM is not that important in this section since the steady-state
distribution is the goal. A presumption to be able to derive the steady-state distribution
is that the system should be irreducible and positive recurrent, which basically means
that the system should be able to reach any state from any state in a limited amount of
time, therefore independent of the initial distribution p when calculating the steady-state.
SM fulfills these requirements.

The result from the Monte Carlo simulation of the system is shown in Figure 4 and the
result from the steady-state analysis of the system is shown in Figure 5.

25



Figure 4: The Monte Carlo simulation of SM.

Figure 5: The steady-state distribution of SM.

As can be seen in the figures, the Monte Carlo simulation and the steady-state analysis
seems to give about the same result. Looking at the results in vector form, represented
by πmc, the Monte Carlo simulated steady-state reads

πmc = [0.129956 0.856812 0.010736 0.002496],

and the steady-state distribution is

πss = [0.130236 0.855158 0.011688 0.002917].
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Comparing the result, it can be seen that they are very similar, which is good since the
Monte Carlo simulation is just a approximation of when t→∞.

4.3 Case studies

Here the two case studies are presented and evaluated using the SMP tool. First the
Highway Pilot is presented and then AWAY Scenario 29.

4.3.1 Highway Pilot

The Highway Pilot (HP) is an autonomous function that has been used as a case study
in a project at Scania [18][25]. The HP is a general and well known function and was a
natural first choice as a case study in this project since it has been proven, in [18], to be
a system that the SMP works on, which is why it is a good benchmark to compare the
developed tool with. In this section HP will be modelled and analyzed with the SMP
Tool and then evaluated and compared with the results from [18].

The HP is activated by the driver of the vehicle and then the driving is completely taken
over by the vehicles electronic system. The driver does not need to do anything, not
even monitoring what is happening. Though the HP can only be activated on a highway
and as long as the vehicle is on the highway, the vehicle will follow the highway. The
HP function is designed to work up to 90 km/h for heavy trucks and up to 120 km/h
for passenger cars. Up to this date the HP is not yet implemented in any commercial
vehicles, though Daimler claims that the technology of HP is already enough advanced
for driving on public roads [26]. Others claim that the technology still has to overcome
some technical challenges, especially regarding the reliability of commercial radar and
camera sensors. When the driving conditions, traffic and weather around the vehicle is
getting more complicated and rough the performance of the electronic system, and the
sensors in particular, must be sufficient, which is not fulfilled at the moment. But even
when all the conditions around the vehicle are perfect, the performance and reliability
of the sensors are pretty low, causing them to miss important situations, detect things
that do not exist or do faulty detections of existing objects with a probability that can
not be overseen. These situations when the sensors on the vehicle is fault free but the
system still has problems with detecting or correct interpretations are hereon referred to
as bad conditions. They may be detected by the electronic system itself, but may also
be luring in the background without being detected for a significant amount of time.

The next big reason for the sensors to detect in an incorrect matter of the surroundings
is that the sensors per se or the electronic system begins to act faulty or breaks. When
this happens the faults will not repair them self, as could happen when the system
encounters bad conditions when they might be good again with some luck or preventive
measures. The faults of the system or sensors will not disappear until the system or the
sensors are repaired.
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When a bad condition or a fault appears in the same time as HP is on, the system
will not instantaneously deactivate HP. This is because a severe accident may occur
if the driver, who is not obligated to monitor the driving, is not ready to take over,
he/she may be sleeping or doing something else. That is why, when a bad condition or
fault appears, the system will enter a degraded driving mode. In this mode, faulty or
unreliable sensor or parts of the electronic system will be shut off which can make the
perception accuracy or the reliability to get lower. Because the functions gets reduced,
the autonomous driving gets compensated by the electronic system with a more safe
driving style with more safety margins, including slower speed, to try to keep the safety
of the system on a as constant safety level as possible. During this degraded driving,
the system tries to notice the driver, get his/hers attention so that he/she can take over.

The system modelled with the SMP tool is presented in Figure 6. Here follows the
explanation of each state and their corresponding properties, i.e. what they stand for
and what the parameters of the states and their transitions means. The parameters are
motivated in [18] and have been chosen based on data, statistics and discussions with
engineers on Scania. Due to confidentiality reasons the data was limited and in some
cases not applicable, which is also why the the parameters can’t be described by the
details. A general rule is though that whenever there is no clear argumentation for not
choosing exponential distributions, exponential distributions are chosen. The losses, L,
of the states are based on the condition that HP is turned on. All following exponential
rates, described by λ’s, have the unit (hour)−1 and the other distributions are modelled
by seconds.
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Figure 6: The state machine over the HP modelled in Stateflow with the SMP tool.

• S1: The first state describes the situation when HP is off and the driver manually
drives the vehicle. The entry p = 1 is the initial distribution of the model and
says that the model will start in S1. The loss of the model, L, is zero since there
is no dangerousness with regards to HP being on when it is off. The transition
to S2 occurs when the driver activates HP and is modelled with an exponential
distribution and a constant rate of λ12 = 0.7 which corresponds to an expected
sojourn time of 85 minutes.

• S2: Here HP is on and the electronic system of the vehicle is in fully charge. The
loss is zero in this state as well since it is assumed that everything is working perfect
without any bad conditions or faults. The transition to S1 occurs if the driver
deactivates HP and is assumed to have an exponential distribution with constant
rate of λ21 = 1.5. If a bad condition or a fault occurs, the system transitions to S3
respectively S4, these transitions are also modelled as exponential distributions
with constant rates of λ23 = 0.1 and λ24 = 10−9. The three transitions combined
gives a sojourn time in S2 of 37 minutes.

• S3: HP is on but a bad condition has appeared. The electronic system thinks that
everything is fine and has not detected the present bad conditions, which increases
the risk for a bad perception that could lead to an incorrect and dangerous action
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by the electronic system. This makes the loss increase and it is assumed to be
L = 0.01. The driver can at any time deactivate HP which leads to a transition to
S1, assumed to be exponentially distributed with constant rate λ31 = 2, this rate is
larger than the rate of the transition from S2 since it is a quite high chance that the
driver detects the bad condition. If the driver does not react to the bad conditions,
there is a chance that the system detects and reacts, which leads to a transition to
S5. This is also modelled with an exponential distribution and constant rate of
λ35 = 2. Even if neither the driver nor the system reacts to the bad conditions,
the bad conditions may disappear. This triggers the transition back to S2, with
an exponential distribution, rate λ32 = 2. The transitions combined shows that
there is equal probability of taking each transition from S3, the expected sojourn
time becomes 10 minutes.

• S4: In this state a fault has occurred, but the electronic system has not noticed
and thinks that everything is working fine. Since an undetected fault is present a
dangerous control action of from the electronic system may happen which may
lead to an accident. This is assumed to be equally dangerous as being in S3, why
L = 0.01 is chosen. In this state, a transition back to S1 might be triggered if the
driver decides to turn HP off, which is assumed to be happening exponentially
with a constant rate λ41 = 1.5. This rate is the same as the transition between
S2 and S1 because the driver can probably not detect himself/herself if there is
an undetected fault, why the driver still thinks that everything works fine. The
transition back to S2, exponential with constant rate λ42 = 0.1 corresponds to the
assumption that a fault can never disappear but may become inactive. The last
transition, S4 to S5, triggers if the electronic system detects the fault/faults. This
happens exponentially with constant rate λ45 = 3, which is a little bit higher than
the rate from S3 to S5 because it is easier for the electronic system to find faults
within the system than to notice bad conditions. The expected sojourn time of
this state becomes 13 minutes.

• S5: HP is on but the electronic system has detected bad condition or a fault,
and the response to this is that the system makes the vehicle go in to a degraded
driving mode. The loss in this state is L = 0.001, which is not as high as in S3 or
S4 because now the system is aware of the bad condition or the fault and this leads
to the degraded driving mode, which by definition is safer. The driver is warned
by a indicator to take over the driving, if (or when) s/he does deactivate HP, the
transition is modelled as exponential with a high constant rate of λ51 = 60. The
rate is set high just because the system alerts the driver to take over. If the driver
does not react to the indication to take over within 10 seconds, the electronic
system initiates the emergency stopping procedure, which leads to a transition to
S6. Because this transition occurs deterministically after 10 seconds, the transition
in the tool is modelled as being a constant transition time, i.e. not an exponential
distribution as in the previous cases. This means essentially that in the first 10
seconds the sojourn time is exponentially distributed with the rate of a transition
to S1, but when 10 seconds have passed, a transition to S6 will have happened.
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The expected sojourn time can be calulated using (21) and equals 9.2 seconds for
state S5.

• S6: HP is still on but the electronic system is performing an emergency stopping.
During this stopping the system controls the speed and steering of the vehicle to
be able to stop the vehicle as quickly as possible, but in a controlled and as safe as
possible manner, e.g making sure that the vehicle does not stop in the middle of
the road, but stops along the side. The procedure does not stop until the vehicle
stands still and the driver is not able to terminate or take control before this. The
loss is assumed to be the same here as in S5, L = 0.001. When in S6, the only
possible transition is to S7 which is the total stop, i.e. when the vehicle reaches
zero speed. This stop shall by definition of the HP take 4-10 seconds, which is
why the transition to S7 is modelled by a uniform distribution. Since the only
transition is the uniformly distributed one described above, the achieved expected
sojourn time is 7 seconds.

• S7: When the emergency stopping is finished and the vehicle stands still, S7 is
reached. Here HP is turned off. The loss is still the same as in S5 and S6, though
even if the vehicle per se can not cause an accident, stopping on a highway is always
a danger because the vehicle can get hit by another vehicle. The only transition
that can happen from S7 is to S1 and it triggers as soon as the driver starts the
vehicle again. This is modelled with an exponential distribution with constant rate
of λ71 = 30, which corresponds to a expected sojourn time of 2 minutes.

To calculate the risk of the system, the Loss and Risk based measure of safety of the
tool is used. The theory of the Loss and Risk based measure of safety is presented in
Section 3.2. Using the tool, the total risk of the system is

lim
t→∞

E[L(X(t))] = 0.00005152.

Which is not too bad, but still quite risky. Though to be able to investigate the correlation
between the autonomous levels (SAE) and the total risk the risk is also calculated with
a condition that HP is on. This condition is the same as normalizing the steady-state
analysis with respect to S2, the ”HP on - everything works fine” state, and neglect S1,
”HP off - manual driving”. When this is done, the total risk becomes

lim
t→∞

E[L(X(t)) | ”HP on”] = 0.00016482,

which is clearly too high. Figure 7 and Figure 8 shows the steady-state analysis of the
system and Figure 9 shows how the total risk is distributed between the states.
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Figure 7: The steady-state analysis of HP.

Figure 8: The steady-state analysis of HP, logarithmic.
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Figure 9: The risk per state for HP.

Looking at the risks, this means that the system, as it is modelled right now, is not
safe enough to be at autonomous level 4, the driver must be ready to take over, i.e. the
system is at level 3. To see what can be done with the system to make it safer regarding
the next level of autonomous driving, the sensitivity analysis of the tool is applied.

In Figure 10 the result from the sensitivity analysis is shown. TXY (where X and
Y are numbers representing the current state and which state the transition goes to
respectively) denotes which transition that has been modified when the total risk has
been calculated, e.g. T41 is the transition between S1 and S4.
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Figure 10: The sensitivity analysis of HP.

Here follows comments about the sensitivity analysis, parameter by parameter. There
are in total 14 distributions and 15 parameters that is varied in the sensitivity analysis
for HP.

T12
The transition between S1 and S2 is exponential with a constant rate of λ12 = 0.7. When
the rate is reduced, it’s less likely that S1 is exited (HP is less likely turned on), which
naturally makes the risk go down since the system stays in a safe state. If the rate is
increased, the risk go slightly up because the system is more likely to end up in a risky
state. An interesting point is though that one could, and maybe should, argue for that
the risk should continue to decrease as the rate goes down, in this case it looks like the
risk gets constant.

T21
The opposite transition from T12 is also an exponential distributed transition, with a
slightly higher rate. The argumentation is also reversed in comparison to T12, if the rate
increases the system is more likely to end up in a safe state and if the rate is reduced
the system stays in a state that makes the system more likely to visit a risky state.

T23
The transition between S2 and S3 is an exponential with rate λ23 = 0.1. Reducing this
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rate even more makes the system much more safer because it won’t visit the state that
contributes the most to the risk, see Figure 9. Increasing it makes the system more risky
as the system more likely will visit the most risky state, the state with bad conditions.

T24
The transition between S2 and S4 is an exponential with rate λ24 = 10−9, when varying
this parameter the risk does not change. This is because the parameter is so low that
the interval in which the sensitivity analysis varies the parameters does not affect T24,
even when the analysis tries to increase the parameter by 104 the resulting parameter is
still very small.

T31
When varying the transition parameter between S3 and S1, which is an exponential with
λ31 = 2, the risk goes down the faster the driver turns HP off, i.e. the faster the system
transits to S1. For a lower rate, the risk of the system does not change.

T32
The sensitivity analysis of the transition between S3 and S2 looks a lot like the analysis
for the transition between S3 and S1. When the rate is increased, i.e. when the bad
conditions disappear fast, the system gets more safe.

T35
The faster the system detects the bad conditions, i.e. when the exponential rate between
S3 and S5 is increased, the safer the system is. For low rates the risk is unchanged.

T41
The exponential rate for which the driver disables HP does not seem to have any impact
on the total risk, though even if it looks like the graph is constant, the risk goes down
the more the rate is increased. One reason that it is almost constant is probably because
it is very rare for the system to be in S4.

T42
When changing the exponential rate for which the faults becomes inactive, the total risk
of the system is not changed significantly, though as for T41 the risk is not constant, it
gets a little bit safer if the fault becomes inactive quicker. This state is also dependent
on that a fault, i.e. a transition to S4, has occurred, which may be why it is almost
constant.

T45
Fault detection is very rare, and even if the detection gets better (increased rate for the
exponential T45) the total risk of the system is not affected that much. The total risk
is not constant here either, the system gets safer when the system quicker detects the
faults. One of the reasons that it looks constant is most probably the same as for the
other transitions out of S4, that it is rare for the system to occupy S4.

T51
The exponential rate for which the driver disables HP when in degraded driving mode,
does not affect the total risk noticeably. This is because it is quite safe in the degraded
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driving mode, and since it is not that much visited according to the steady-state it does
not affect the risk.

T56
For the constant transition time, the constant time is used as a parameter and changed
accordingly to the sensitivity analysis. Looking at the figure, the safety is not affected
by long time the transition from S5 to S6 takes. This is because fault or bad condition
detection is rare.

T671 & T672
When varying the uniform distribution, the tool varies the two parameters, the lower
and upper boundary, separately. T671 is the lower boundary parameter and T672 the
upper. When varied, the lower can not exceed the upper and vice versa, which explains
the abrupt behaviour of the graphs. Overall one can observe that the uniform transition
does not affect the safety of the system that much.

T71
Standing still on a highway is more dangerous than driving manually, this is why it is
more safe to increase the exponential rate in which the vehicle is started again, though
there is a limit for how fast the driver can start the vehicle and begin driving, why the
risk becomes constant for higher rates.

When looking at the sensitivity analysis, one can see that the most effective way of
making the risk go down is to reduce the rate between S2 and S3, i.e. prevent bad
conditions from happening. This suggests that the system should be analyzed a second
time using a lower rate too see if the system can be made safe with HP on. For the
second risk and sensitivity analysis the constant rate between S2 and S3, λ23 = 0.1, is
changed to λ23 = 10−7. The total risk of the system becomes

lim
t→∞

E[L(X(t))] = 5.3564× 10−11,

and with the condition ”HP on”

lim
t→∞

E[L(X(t)) | ”HP on”] = 1.6835× 10−10.

Figure 11 and Figure 12 shows the new steady-state distribution of the system and the
risk is shown in Figure 13. The figures are quite similar to the figures representing the
original system, but there is some important differences. First, the magnitude of the risk
is much smaller. Second, the steady-state distribution shows that the system does not
find itself in S3 as much as in the original system, which contributes to the risk being so
much smaller.
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Figure 11: The steady-state of HP done again when the parameter of T23 was changed
from 0.1 to 1e-7.

Figure 12: The logarithmic steady-state of HP when the parameter of T23 was changed
from 0.1 to 10−7.
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Figure 13: The risk per state for HP when the parameter of T23 was changed from 0.1
to 10−7.

The new sensitivity analysis of the system can be seen in Figure 14.
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Figure 14: The sensitivity analysis of HP done again when the parameter of T23 was
changed from 0.1 to 10−7.

This second sensitivity analysis suggests that the system now is level 4 autonomous
driving, since no interaction from the driver (all transitions TX1, where X is any state
but S1, i.e. all transitions to S1) can make the system more than marginally safer.
Though the requirement that the rate should be 10−7 might be a little tough. The
requirement translated in a more graspable way says that the system can not experience
bad conditions more than once every 10 000 000 hours in mean, which might be hard to
fulfill.

The results from this case study is similar with the results gained in [18], this combined
with the result from the Analysis vs. Simulation section (where it shows that the analysis
and simulation yields the same result) imply that the tool and its analysis and simulation
works as they should.

4.3.2 AWAY Scenario 29

AWAY is part of Scania’s investments within autonomous driving. It stand for Au-
tonomous Highway and is focused on the public scenarios of autonomous driving, whereas
the other part, ATS Mining/ATS Industry, is more oriented against companies (fenced
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or limited areas). When working with AWAY, the engineers and developers have come
up with several different scenarios regarding what kind of situations an autonomous
vehicle may encounter when on the road, presented here are Scenario 29.

AWAY Scenario 29 - ”Pedestrian on the road” describes the situation when the vehicle
is driven by the electronic system on a highway and a pedestrian is present in the ego
lane (the ego lane is the lane that the vehicle is travelling in). The pedestrian’s car
might have had a brake down, or maybe s/he is just a confused person who has got lost
and tries to take a shortcut over the highway. Anyhow, if the truck sees the pedestrian
in time, the vehicle will change lane. If the vehicle notices the pedestrian and can’t
change lane, it initiates a controlled takeover if it is possible and the driver takes the
wheel. If the truck sees the pedestrian too late, i.e. too late for a controlled takeover,
the electronic system will initiate an emergency brake. Though if the driver wants, s/he
may override the systems intention to brake and take over the wheel. If the vehicle hits
the pedestrian, a potential fatal accident occurs.

The system modelled with the SMP Tool is presented in Figure 15. As seen in the figure,
the system is modelled with an absorbing state, called the ”Fatal Accident”, which is
the system’s only down state. All the other states of the system are up states in which
the system is safe.

Figure 15: AWAY Scenario 29 modelled in the SMP Tool.

Here follows the explanation of each state and their corresponding properties, i.e. what
they stand for and what the parameters of the states and their transitions means. The
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parameters have been chosen based on data, statistics and discussions with engineers
on Scania. Just as with HP, due to confidentiality reasons the data was limited and
in some cases not applicable, which is also why the the parameters can’t be described
by the details. A general rule, just as when HP was modelled before, is that whenever
there is no clear argumentation of not choosing exponential distributions, exponential
distributions are chosen.

• S1: The first state of the system describes the situation when the driver drives the
vehicle (manual driving). The state is defined as a safe, up state because the safety
is evaluated conditioned on the autonomous system. The only transition out of
this state is modelled by a exponential distribution with constant rate λ12 = 0.7.

• S2: In S2 the electronic system that controls the autonomous functions is turned
on. Everything is assumed to work as it is supposed to which is why the state is
defined as an up state. The transitions out from S2 is exponential with constant
rates λ21 = 1.5 and λ23 = 0.1, where the first transition describes the situation
when the driver turns the autonomous system off and the second describes the
event that a pedestrian appears in the ego lane.

• S3: In this state the system tries to detect the pedestrian. It takes two seconds for
the system to decide and according to if the system detects the pedestrian or not,
a transition occurs to S5 or S6. Because no collision or fatal accident has occurred,
the state is an up state.

• S4: To follow the chronological order of the states, S4 is described before S5 and
S6. S4 is the absorbing state. The absorbing state describes the situation when a
fatal accident has occurred, i.e. the pedestrian got hit. This is the system’s only
down state, which means that if this state is reached, then the system has failed
and there exists no transitions that can change the state of the system.

• S5: This state is reached if the electronic system does not detect the pedestrian.
Though since no accident has happened the state is assumed to be an up state. If
the system does not detect the pedestrian, the exponential rate that the transition
to S4 occurs is quite high, λ54 = 5. Unless the pedestrian moves away, which
triggers the transition back to S2 with a rate of λ52 = 10, or if the driver by any
chance sees the pedestrian and overtakes the driving from the electronic system,
whereas a transition to S1 occurs with rate λ51 = 1.5. These transitions are
modelled as exponential distributions as might have been understood.

• S6: In S6, the detection is successful and the electronic system knows that a
pedestrian is in the ego lane. Now, four different events are possible, all modelled
by exponential distributions. If the electronic system has the possibility to maneuver
to another lane, which it in the most cases is able to do, then the system makes a
transition to S2 with rate λ62 = 40. Though if the vehicle can not change lane,
the system alerts the driver to take over, and if s/he does, then a transition to
S1 occurs with rate λ61 = 1.5. If s/he does not take over, the system initiates an
emergency brake and a transition to S7 occurs with λ67 = 5. But, there is a risk
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that a fatal accident occurs anyway, which triggers a transition to S4 with a rate of
λ64 = 0.1. This might be because of bad road conditions or any other unexpected
event. Since the accident has not occured, this is an up state.

• S7: When a transition has occurred to S7, the system has executed an emergency
brake and is standing still, counting as a safe up state. The only transition out of
this state is the one to S1 which happens when the driver starts the vehicle and
begins to operate it, which happens with a constant rate of λ71 = 30.

Because the system as it is modelled in Figure 15 contains an absorbing state, i.e. the
system is not irreducible, and since the dependability analysis was not successfully
implemented, the system had to be re-modelled to fit the Loss and Risk based measure
of safety, this can be seen in Figure 16. The big difference is that the absorbing state
is removed and replaced with a corresponding loss in S5 and S6, note that this loss is
describing the probability that a fatal accident involving the pedestrian occurs. But
there is also a difference in the way the detection is modelled. In Figure 15 there are
two constant transitions out of S3 and this is not possible to model with the SMP
Tool because of the way the constant transitions are implemented. For two constant
transitions with the same parameter another distribution or probability is needed to
decide which transition should be taken. This is re-modelled with replacing the two
constant transitions with only one constant transition and adding a new state with two
exponential transitions that have a very high rate, this because we want an instant
transition from S4 to approximate 0 seconds of sojourn time in this new state.
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Figure 16: AWAY Scenario 29 in the SMP tool, re-modelled to fit the Loss and Risk
based measure of safety.

With the system re-modelled, it is possible to use the SMP Tool. Using the risk analysis,
the total risk of the system is

lim
t→∞

E[L(X(t))] = 0.00007636.

The risk evaluated in a level 4 manner, i.e. the state where the autonomous driving
(AD) is off, S1, is neglected, then the probability is conditioned with that AD is on and
that there is a pedestrian on the road,

lim
t→∞

E[L(X(t)) | ”Pedestrian on the road, AD on”] = 0.00024046,

which is too high. From the risks the conclusion of a level 3 system can be drawn, to
achieve enough safety the driver must be ready to take over. Figure 17 and Figure 18
shows the steady-state analysis of Scenario 29 and the risk divided per state is shown in
Figure 19.
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Figure 17: The steady-state of AWAY Scenario 29.

Figure 18: The logarithmic steady-state of AWAY Scenario 29.
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Figure 19: The risk per state of AWAY Scenario 29.

Figure 20 shows the sensitivity analysis done through the SMP Tool. An interesting
plot is the one where T23 is varied since that plot have the possibility to reduce the
risk the most. But to prevent a pedestrian from appearing on the road, which the low
parameter in the plot implies, is not a design parameter of the system and can not be
handled through how the system is modelled. If all vehicles on the road are safe enough
to never break down, the rate of a pedestrian in the ego lane will be reduced, but this is
a requirement outside of the system. Though if no one ever stands in the ego lane, the
system is naturally very safe from an accident with a pedestrian. From Figure 19 it is
shown that S5 is the most dangerous state, which contributes the most to the risk of
the system. Surely, in the sensitivity analysis it can be seen that if the parameters are
changed so that the system don’t spend as much time in S5, the risk goes down.
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Figure 20: The sensitivity analysis of AWAY Scenario 29.

4.4 Limitations of the tool

The sensitivity analysis only varies one parameter at a time. It should maybe implement
more combinations of every parameter too see if the system reacts different. As seen in
the sensitivity analysis for HP, the system does not react when the parameter T41 is
changed, though if S4 would be more frequently occurring, i.e. the rate for transition
T24 being larger, then the variation of the transition T41 would probably been more
significant. On the other hand, the rate of T41 is based on data from Scania and
therefore it is not that far-fetched to draw the conclusion that in this particular case the
variation of one parameter at the time is ok.

Sometimes the SMP Tool have a hard time functioning with constant transition times.
In some models, in the testing when developing the tool, the tool has shown weird and
inexplicable behaviour when confronted with several constant times at a time. This is
because of the way the constant time has been implemented, as an upper limit in the
integral over the other distributions CDF’s when they exist, or as a constant time when
no other distribution exist. As seen in the case study AWAY Scenario 29 though, it it
possible to model around this problem, but the best way would be to implement the
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constant transition in another way.

Since the dependability analysis did not get successfully implemented, the tool does not
work with systems that has absorbing states. This is a big limitation, especially since
many systems rely on having some absorbing states that is important for the system to
model the real-world situation accurately. Though, it is possible to re-model the system
and apply the Loss and Risk based measure of safety, but that is not to prefer.

There is also a minor bug present, sometimes in the simulation scope, the states appear
in a non-chronological order depending on how they are placed in the Stateflow chart,
not according to the numbering in the state names. Though it should be possible to
re-arrange the order in which the states appear in the Scope before simulation, though
it has not been a priority to implement in this project.

4.5 Future work

The number one future work, besides grinding of code and performance details, is to
succesfully implement the dependability analysis. This would give the tool the chance
to model a much wider spectra of real-world situations without having to re-model the
system to fit the Loss and Risk based measure of safety, it would also ease the limitation
of not being able to handle absorbing states.

Another interesting function would be to implement an analysis to see which properties
the system possess, if it is irreducible, recurrent, etc. This would be beneficial because
the tool could be optimized and the analyze method could be chosen based on what
properties the system has.

The way the constant transmission times have been implemented could be looked over
and maybe done in another way, as mentioned above. As seen in the AWAY Scenario 29
case, two equal constant transitions can not be handled in the current implementation
of the analysis. This could be done by adding a probability describing how likely it is
for the system to take each constant transition.

When performing the sensitivity analysis, the tool varies the parameters between fixed
values. This should be changed so that the user of the tool can give the interval to the
sensitivity analysis as input to the GUI.

An extension that could be worked on is to implement machine learning or deep learning
for text analysis in the model description. The idea is to translate the text describing
how the vehicle should behave in different situations to a state space model in Stateflow
which the SMP Tool is able to handle, i.e. go automated from top-level requirements to
system requirements.
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5 Discussion and Conclusions

Looking at the results from the case studies, it sure looks like it is possible to build a tool
that can handle safety concepts for autonomous functions using semi-Markov models.
From the sensitivity analysis, the tool can give pointers about which autonomous level
of SAE the system or function works in. For example if the parameters for transitions
that depends on a human interaction does not affect the total risk or dependability of
the modelled system, the conclusion of the system being in a level above 3 can be drawn.
Since the model lets the vehicle be responsible for the operational situations, the model
covers autonomous vehicles in a way that the ISO 26262 does not. This implies that a
model like the one presented in this project might be a good complement to the current
standard for functional safety of vehicles on roads. But, to be able to really motivate
these conclusions, first the parameters must be based on extensive comparisons with
driving statistics, then the modeller must be very sure that every relevant situation is
modelled in the system, and at last there is always a risk that something external affects
the total risk. Hereon follows some thoughts, conclusions and discussions about the
project.

In the case study AWAY Scenario 29, we may note that this small scenario is a part
of a much larger system which contains, so far, almost 100 scenarios which are both
smaller and bigger scenarios than the one presented here. This means that the described
model is just a subsystem and really shows how a Markov model may escalate in number
of states. Assume that the mean value of states in the scenarios are 7, then the total
system which describes the whole AWAY project would have around 700 states. This
is a disadvantage in the sense that the analysis of the system might be a little hard
to grasp and understand. There exists methods for which the state space of a Markov
model may be reduced. On the other hand, an autonomous vehicle is a complex system
where it might be necessary to model everything as accurate as possible to not risk to
miss any important details.

Optimization of code is always something that can be done more or less in every project,
though for this project it should be done. Almost every calculation is numerical, if it
can be made analytic the results would be more accurate and the code would probably
be faster. Right now the results have some minor calculation errors because a variable
step length is used both when evaluating the CDF’s and PDF’s from the probability
distribution objects and when doing the integral calculations, which are done in several
places. The size of the step length determines a trade off between the error size and how
fast the calculations are made. When the step length is chosen to be small, the errors
reduce to negligible size but at the same time the calculations gets much slower, and
when the step length is big the code is very fast but the results are not reliable because
of the big errors that occurs. Though it is possible to use the big step sizes that goes
fast to get a hunch about how the system behaves and which parameters that should be
used, and when some parameters are found that seems to be good, the step size can be
reduced to examine the system closer and more accurate.
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Uncertainty in statistics - how certain can we be about the results. The motivation
of the parameters in the modelling of systems might be quite vague in a lot of cases.
This is not easy to get away from but since the model lets the user do a sensitivity
analysis the parameters doesn’t need to be exact from the beginning. From the sensitivity
analysis and initial guess of the parameters some empirical values are given about how
the parameters should be for the system to be safe, or if it’s even possible to be safe.
Using this, an engineer can use the tool in an early stage of the development of a
function/system and strive for making the parameters in the real world (the accuracy of
the sensors etc.) as close to the theoretical parameters as possible.

Even if today’s sensors and radar/lidar does not fulfill requirements that the parameters
extracted from the tool may suggest, it’s crucial to keep an open and creative mind and
in some situations try to work with the ”unrealistic” requirements, because who knows,
in a couple of years we might have sensors and radar/lidar that are much better than
the ones we have today which might make today’s unrealistic requirements realistic.

The tool may be used to evaluate different scenarios of, for example, autonomous
functions from which system requirements can be achieved. That way the person or
engineer executing the analysis doesn’t need to be an expert in system analysis/modelling
but can still get useful information. The tool can be used as a help to translate top-level
requirements to system requirements.

In the sensitivity analysis only one parameter at the time is changed. This is fine, though
to be more meticulous the parameters should be changed together to see if any non-linear
effects would appear and affect the system. Also the variation of the parameters might
be too large, which may also cause non-linear effects of the system, meaning that the
sensitivity analysis may be misleading. Though for systems like the ones presented in
the case studies, it is interesting to examine the big variation of the parameters, and
from tests it does not seem to be any non-linear effects for the particular case studies
brought up in this project. Though it should be investigated more because other systems
might behave differently.

The Loss and Risk based measure of safety does not include the initial distribution of
the system, which intuitively is an important aspect when modelling an autonomous
vehicle. The dependability analysis takes this into account which is one more reason to
develope a dependability analysis for the tool.

Markov modelling techniques are used widely within many areas for dependability and
safety analysis. The techniques are very flexible and can be used to model quite different
systems, which is very beneficial, though it is crucial to keep in mind that there exists
other techniques which might be better suited for the situation. Therefore it is important
when choosing modelling technique for a system to first take a good look at what are
about to be modelled and analyze what might be appropriate for the case at hand.

One, if not the biggest, conclusion of the project is that regardless what kind of modelling
methods are used, it all comes down to assumptions and limitations made by the modeller
how the system will behave in an analysis. Many parameters and states can be motivated
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with data and research made in the area, but the process of getting a reasonable system,
that is compatible with the real-world situations, is often iterative and needs robust and
thorough thought and consideration. A modeller needs to be critical and try to catch all
different angles and see the whole perspective of the model.
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