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Internet of Things (IoT) means that physical objects will be
ableto interact and communicate via embedded systems. This will
lead to a distributed network of devices that can communicate with
both humans and each other. One application area is in improving
supply chain management. The goal in supply chains is to move a
productor a service from the producer to the customer as efficient
as possible. Implementation of IoT will have many benefits but it
also raises security issues that can affect integrity, security
and privacy for both individuals and companies.
In 2009, Satoshi Nakamoto created bitcoin and more importantly,
blockchain. Blockchain is a ledger of facts, data is not stored in
only one network with a common processor, but it is distributed
among all the clients on the network. This technology may be a
solution to some problems that IoT are facing.
This paper looks into up to date research of blockchain and IoT
with the purpose to study blockchain as a potential solution to
secure IoT data management within supply chains. Both blockchain
and IoT are relatively new research areas with little existing
research, which support our use of a qualitative inductive method.
Semi-structured interviews, which will be further explained in the
methodology section below, have been conducted with people working
within the fields of blockchain, IoT and supply chain.
The result indicates that blockchain can be used to secure data
management within any given supply chain that uses IoT technology,
but blockchain should be seen as a tool, and not as a complete
solution. Many of the security issues within IoT are related to
the devices and blockchain will not be able to provide a solution
to these problems. Blockchain can however be used for handling
information, securing identities, traceability of goods,
transactions being made without human interaction, automated
storage management and time stamped actions to name some examples.
There are still barriers to make these benefits work in reality
but there is a lot of research currently on-going, trying to make
it happen.
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smart contract, private/public blockchain.
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Populärvetenskaplig sammanfattning
Med Internet of Things menas allt som är kopplat till internet, så som datorer, mobiltelefoner
och små så kallade enheter. Internet of things är i sig inte en ny teknik men utvecklingen kring
dessa enheter i försörjningskedjor har tagit fart på senare tid. Dessa enheter samlar in data i
olika former och skickar sedan vidare denna data för lagring och utvärdering. Företag kan
sedan använda denna data som grund för strategiska beslut. Internet of Things har applicerats
mer och mer av företag men ett av de största hindren för implementering är
säkerhetsaspekten. Företag är oroliga för att deras data inte är säker och att det i och med detta
finns risk att de fattar beslut på osäkra data.
Blockchain är en relativt ny teknik som skapades i samband med Bitcoin. I grund och botten
är blockchain en digital distribuerad huvudbok som är omutbar och som inte kan hackas. Idén
var från början att kunna skicka pengar/information utan att involvera en tredjepart, så som en
bank. Blockchain håller koll på allas digitala saldon, plånböcker och transaktionshistorik, och
är väldigt säker. Studiens grundläggande forskningsfråga studerar i vilken utsträckning
blockchain kan användas för att lösa de säkerhetsproblem som finns kopplat till Internet of
Things i försörjningskedjor.
Resultatet indikerar att blockchain kan användas för att säkra datahantering inom
försörjningskedjor som använder IoT men att blockchain ska ses som ett verktyg och inte som
en komplett lösning. Många av säkerhetsproblemen inom IoT är relaterade till enheterna och
blockkedjan kommer inte att kunna lösa dessa problem. Det är osannolikt att blockchain
kommer att användas för att ladda upp och lagra all data som IoT producerar, eftersom
blockchain förmodligen inte kommer kunna hantera den mängd överföringar som det innebär.
Skalbarhet av blockchains är nämligen en stor barriär för implementering som det ser ut i
dagsläget. Problemet med skalbarhet kan möjligen lösas genom att använda privata
blockchains eller genom att filtrera den data som IoT samlar in. Att använda blockchain
tillsammans med IoT kan skapa många potentiella fördelar för försörjningskedjor. Några
exempel är billigare informationshantering, spårbarhet av varor, transaktioner som görs utan
mänsklig interaktion, automatiserad lagerhantering, tidsstämpling samt identitetsbevis där
aktörer i ett nätverk inte behöver lita på varandra utan istället kan lita på att blockchain är
legitim. Det existerar fortfarande hinder för att dessa fördelar ska fungerar i praktiken, men
det är inte omöjligt att flera av dessa problem löses inom en snar framtid.
Studien fokuserar på tillämpning i försörjningskedjor, men hur blockchain kan fungera i
samband med IoT kan tillämpas på andra områden. Blockchain kan exempelvis säkerställa
förtroende mellan parter och för att hantera information. De praktiska konsekvenser som
resultatet kan leda till är ett mer effektivt och säkrare sätt att hantera information mellan olika
aktörer. Ytterligare en aspekt är att detta arbete kan hjälpa till att lyfta de säkerhetsproblem
som finns kopplat till Internet och belysa vikten av ett säkerhetsbeteende både för användare
och utvecklare.
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1. Introduction
The introduction aims to introduce the reader to the chosen research areas and the problem
that the study seeks to address.
1.1.

Background

Internet of Things (IoT) means that physical objects will be able to interact and communicate
via embedded systems. This will lead to a distributed network of devices that can
communicate with both humans and each other. (OECD, 2015) This will have big impacts on
both domestic and commercial streams. One big area of application is in organising the
supply chain. The goal for a supply chain is to move a product or a service from a producer to
a customer and preferably this should be done as efficient as possible. A supply chain consists
of a business network that arranges the flow of people, activities, information and resources
that are moving from one unit to another. (Zhang et al., 2017) The main benefit that IoT can
provide in a supply chain is more accurate and up to date visibility of materials and products.
Information sharing and collaboration in the supply chain can also be enhanced with the help
of IoT devices. (Lee and Lee, 2015) One essential part of IoT devices are the Radio frequency
identification (RFID) reader that can be used together with the Electronic Product Code
(EPC) for identification of items in a supply chain (Al-Fuqaha et al., 2015). This technology
is replacing older ones like barcodes. Barcodes have been used to track items for almost 50
years but have limitations like short-range readability and un-automated tracking. RFID tags
on the other hand have unique ID codes for different items and can be read at longer distance.
(Preradovic and Karmakar, 2012)
The implementation of IoT is accelerating within many industries because of progress in
development of cloud computing and spread of applications connecting supply chain owners,
partners and customers. IoT have many benefits but this technology also raises many security
and privacy issues. (Yang et al., 2015) Examples of security issues found in the literature are
vulnerabilities due to lack of encryption, insecure interfaces, weak software protection and
inadequate authorisation (Lee and Lee, 2015). This can affect the integrity and security as
well as privacy for both individuals and companies (Suresh et al., 2014). Several discussions
have taken place to cope with the security issues but the proposed solutions only direct one
type of problem at the time and not the whole system (Yang et al., 2015).
Satoshi Nakamoto created bitcoin and more importantly, the blockchain in 2009. Up until this
point people have put their trust in banks to handle their information, value transactions,
identity establishment and asset ledger. Blockchain technology might change that, removing
the third party from transactions and information transfers. Blockchain technology is a ledger
of facts, data is not stored in only one network with a common processor, but it is distributed
among all the clients on the network. Data is stored in blocks in the network that record
information. Each block gets a hash number and a time stamp. Since each block is linked with
the previous block it is very hard to modify the data, since all the blocks in the chain would
have to be modified. (Peters and Efstathios, 2016) This creates a very safe system for doing
1

transactions with people you do not really trust. All the participating nodes in the network
keep a record of all transactions and wallets, which makes it almost impossible to fool anyone
or to double-spend money.
This technology may be a solution to the problems that IoT are facing since blockchain has
been used for storing information about provenance of goods, identity and credentials
(Kshetri, 2017). There are several other advantages that could be achieved if blockchain was
implemented with IoT, for example the lack of central control. This would ensure scalability
and robustness by spreading the resources among the participation nodes and it would
eliminate the single point of failure risk. Blockchain also gives the system anonymity and the
security of trusting deals and contract outputs. But implementation of blockchain into an IoT
system comes with challenges. One example is that blockchain has a scalability problem and
IoT systems are expected to contain a large number of nodes. (Dorri et al., 2016)
1.2.

Purpose

This paper will look into up to date research in the fields of blockchain and IoT. The usage of
these technologies will be applied on the field of supply chains, which is an area where IoT is
currently being adopted. The purpose is to study blockchain as a potential solution to secure
IoT data management within supply chains. In this report, data management refers to the
process by which data is collected, validated, stored and analysed.
Research questions:
1. What are the security issues related to Internet of Things?
2. To what extent can blockchain be used to secure data management within any given
supply chain that uses Internet of Things?
3. What benefits could this conjunction have for a supply chain?
1.3.

Boundaries and limitations

Both the literature review and the data collection in form of interviews brings up the fact that
blockchain has a scalability problem, which means that blockchain has trouble handling the
vast amount of transactions conducted. This issue will be taken into account when answering
the research questions but possible solutions to this problem will not be discussed further.
This study will not provide technical solutions like coding for implementing blockchain into a
supply chain that uses IoT. This research intends to present possibilities and restrictions of the
conjunction, and to inspire further research within the topic.

2

2. Theory
The theory section seeks to explore central concepts within the subject areas chosen for this
research.
2.1.

Internet of Things

This chapter seeks to explain what Internet of Things is, how it is used and how it works from
a more technical perspective.
2.1.1.

Defining Internet of Things

Internet of Things means that everyday objects like cars and refrigerators will be able to
interact and communicate via embedded systems. This will lead to a distributed network of
devices that can communicate with both humans and between each other. (Weber and Weber,
2010) Other terms like “Industrial Internet”, “Machine-to-Machine (M2M) communication”
and “Internet of Everything” have also been used to describe this phenomenon. IoT includes
all devices and objects whose state can be altered via Internet with or without the interaction
of a human. (OECD, 2015)
Controlling ”Things” have been around since the 1990’s when Internet first came around. One
of the first things to connect was a toaster that could be switched off over Internet. The term
Internet of Things was invented by Kevin Ashton in 1999 and just a year after that, LG
announced that they were about to launch a refrigerator that would be able to determine itself
if it was in need of a restock. A couple of years later in 2005, IoT started to become more
recognised when big publications like The Guardian and Scientific American published
articles about it and its future applications. (Suresh et al., 2014) One estimate is that over 75
billion devices will be connected to Internet by 2025 (Statista, 2016). By this, the field of IoT
is likely to have a huge impact on both domestic and commercial streams.
IoT was first introduced in the context of supply chain management but today there is a wide
range of possible application areas. The main goal is to make computers manage information
with no help of a human. When Internet first came along the main revolution was that people
could talk to other people anywhere in the world. The next revolution will be objects talking
to other objects. In fact, already in 2011 there were more objects connected to Internet then
there were people on the planet. This will be a radical evolution of Internet leading to a
network of objects collecting information from their environment and interacting with the
physical world around them. (Gubbi et al., 2013)
Application of IoT could for example lead to the tracking of parking arrangements, tracking
of pollution levels, managing traffic signals, home automation, energy consumption
monitoring, supply chain control monitors, product tracking and M2M communication
(Suresh et al., 2014). Companies adopting IoT have more than doubled the last five years and
the biggest increase is within transport and logistics. The reason for more companies adopting
IoT is that it delivers. Nearly all companies adopting IoT can see a return on investment and
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in fact there is a correlation between the number of connected devices and the return on
investment. For example amongst companies with 100 devices, 28% could see a benefit
whereas that number rose to 67% for companies with over 50 000 devices. This shows that
the more a company invest in IoT the more benefit it will give. Adopters are using IoT mainly
for increasing the efficiency but other benefits are risk reduction, cutting costs and increasing
revenue. A big concern amongst adopters is security issues, although the concerns about
security tend to be bigger amongst adopters with less connected devices and smaller
programmes. This gives an indication that security problems can be solved as long as a
company have the expertise and resources for it. It is shown that companies that are adopting
IoT are increasing their use, and 85% of adopters think that IoT will be critical for future
success in their sector. (Vodafone, 2017)
2.1.2.

The architecture of an Internet of Things system

There have been discussions about how to approach the architecture of the IoT system and yet
there is no established reference model. The basic model is to approach a three-layer
architecture consisting of the Physical Perception Layer (PPL), the Network Layer (NL) and
the Application Layer (AL) proposed by for example Yan et al. (2014) and Karkouch et al.
(2016). But in recent literature, the five-layer architecture (shown in figure 1) seems to be the
most applicable model for IoT applications (Al-Fuqaha et al., 2015). Therefore the five-layer
model will be used in this report to describe the architecture of an IoT system.

Figure 1. IoT architecture
The first layer is called Objects Layer and constitutes the perception layer. This layer has the
task to collect and process information and in order to do that it uses sensors and actuators to
sense humidity, location and motion for example. This layer transfers data to the next layer
called Object Abstraction layer. Big data created by IoT are also initiated at this layer. The
second layer called Object Abstraction Layer transfers the data that the first layer has
produced and sends it to the third layer through secure channels. Cloud computing and data
management processes are also handled here. The third layer is called Service Management
Layer or Middleware Layer and has the task to pair a service with its requester, based on
addresses and names. Apart from that, this layer also processes data, makes decisions and
delivers services over the network. The fourth layer provides services requested by customers
4

and is called Application Layer. This layer can provide the customer with the data that the
customer has asked for, like temperature and air humidity measurements for example. The
fifth and final layer is called Business Layer and manages the overall IoT system. This layer
is important for development and improvements of the system since it is supposed to design,
analyse and monitor. This layer also supports decision-making based on Big Data and has the
task to maintain the privacy of the users. (Al-Fuqaha et al., 2015)
2.1.3.

IoT technologies

According to Lee and Lee (2015) there exist five essential IoT technologies that are widely
used for IoT-based products and services. These are Radio frequency identification (RFID),
Wireless sensor networks (WSN), Middleware, Cloud computing and IoT application
software which will be explained in this section.
RFID captures data using radio waves, a tag and a reader. The tag can store data and contains
it in the form of an Electronic Product Code (EPC). Three different types of tags can be used
that are passive tags, active tags or semi-passive tags. Passive tags do not have any batteries
but instead rely on power from radio frequency energy. These sorts of tags are common in
supply chains, passports and item tracking. Active tags have batteries and can have external
sensors that can monitor conditions like temperature and pressure and are commonly used in
manufacturing and laboratories. Semi-passive tags have batteries for the microchip but have
to get power from the reader. Active tags and semi-passive tags cost more than passive tags.
(Lee and Lee, 2015)
WSN can monitor physical or environmental conditions and are used with RFID tags to better
track temperature and location for example. WSN also handles different network topologies
and communication that needs to hop over numerous systems to reach the final destination.
WSN have been used for tracking food that is sensitive for changes in temperature. (Lee and
Lee, 2015)
Middleware is software that acts as a layer between an operating system or database and
applications. This facilitates the work for software developers to perform communication.
Middleware also simplifies the integration of new technologies into new ones, which is really
needed in the development of IoT services. One example is Global Sensor Networks (GSN)
that is open middleware software that enables the deployment of sensor services with very
little programming needed. (Lee and Lee, 2015)
It is called cloud computing when using a network for on-demand access to Internet for
storing, managing and processing data instead of using a local server. Cloud computing is a
shared pool of configurable resources like computers, networks, servers, services and
applications. It can either supply as an Infrastructure as a Service called IaaS or as a Software
as a Service called SaaS. Cloud computing is needed in IoT services because of the massive
amount of data that IoT devices are harvesting. That data needs to be stored, processed and
streamed which cloud computing can provide. (Lee and Lee, 2015)
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IoT applications provide interaction between device-to-device as well as human-to-device.
IoT applications on devices make sure that data or messages have been received and acted
upon. For example monitor applications are used in transports to monitor the temperature and
humidity on food as well as on the packaging to make sure that no one has tampered with it.
In the best of worlds the applications have intelligence in a way that the IoT devices can
communicate with each other so that they can identify and solve problems without the help of
humans. (Lee and Lee, 2015)
2.1.4.

Big Data and IoT

International Data Corporation defines Big Data as a new generation of technologies and
architectures that extract value from big volumes of data. Big Data are unstructured and need
analysis in order to be understood and useful. This means that it brings great opportunities to
gain knowledge and understanding about hidden values but it also comes with challenges like
organising and managing the big datasets. The growth of IoT and cloud computing promotes
the growth of data. Sensors collects data and transmits it to cloud services for storage and
processing and existing enterprises will not have enough capacity to handle such data. This
growing data will cause problems when it comes to storage and managing with pressure on
both hardware and software. (Chen et al., 2014)
Big Data have the possibility to improve both productivity and competitiveness of companies
and public sectors as well as creating advantages for consumers. Although Big Data creates
challenges for existing database management system because they are made to apply to only
structured data and cannot handle semi-structured or unstructured data from IoT devices.
These systems have problems handling Big Data because of its huge volume and
heterogeneity. As a solution to these problems, cloud computing can be used to meet the
requirements of infrastructure for Big Data, and the distributed file systems can be used as a
good option for permanent storage. There are some key challenges with this though.
Redundancy is one problem, mainly when it comes to data generated by sensors. Another
problem is to decide which data should be stored and which data should be discarded because
values in Big Data depend on data freshness. Also as mentioned before, a big problem is
analysing masses of heterogeneous data because systems available at this day lack scalability
and expandability opportunities. Since today's Big Data service providers cannot handle the
amounts of data, they must rely on professionals or tools and with this comes a safety risk.
Relying on a third party when it comes to Big Data should only be an option if preventive
measures are taken. Another important aspect that has been noticed from both economical and
environmental perspectives is the energy consumption since processing, storage and
transmission of big data consumes increasing quantities of electric energy. (Chen et al., 2014)
IoT is a big network of sensors that collects information about their surroundings and this
results in different types of data. Data from IoT devices are almost always semi-structured or
unstructured and therefore it is only useful if it is analysed. Unfortunately the analysing part
of Big Data generated by IoT has fallen behind. This is unfortunate since the IoT is hinged
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upon integration of Big Data and cloud computing. Big Data and IoT are interdependent and
need to be developed together. (Chen et al., 2014)
Data generated from IoT devices are large scale since they both collects simple data like
locations but also more complex data like surveillance videos. To be able to analyse the data,
historical data is needed and that data needs to be stored somewhere. This means that data
from IoT devices will be in large scales. This also means that because of the variety in data
acquisition devices, the data will also be heterogeneous. Another feature of IoT data is the
correlation between time and space. The IoT device will be placed at a specific location and
will also timestamp the data which is important in statistical analysis. Another feature is that
only a small amount of the data captured by IoT devices will be useful. A traffic video can be
used as an example where only the few video frames that capture when someone breaks the
rules are useful, while hours and hours of traffic flow is of no interest. (Chen et al., 2014)
2.1.5.

Drawbacks with IoT

IoT promises many opportunities but there are also risks and drawbacks associated with the
technology that stand in the way of realising the potential opportunities and these will be
reviewed in this section.
The major issue is that there are security risks associated with IoT. No computer system is
completely safe and with all IoT devices connected the risks of security threats are huge. This
can affect the integrity and security as well as privacy for both individuals and companies.
(Suresh et al., 2014) The IoT system consists of three physical components, which are RFID,
WSN and cloud, and they are all vulnerable to attacks (Gubbi et al., 2013). A study shows
that 70 percent of the most common IoT devices have vulnerabilities due to lack of
encryption, insecure interfaces, weak software protection and inadequate authorisation (Lee
and Lee, 2015). Marjani et al. (2017) has concerns about IoT systems lacking a service level
agreement regarding personal information issues and instead this information needs to be
protected from an external interference. Another issue is that security professionals are not
used to the heterogeneous IoT architecture. An attack can compromise the whole system.
Another problem when it comes to security is for storing and hosting private data because
these systems rely on a third party, which causes difficulties in securing every one of them.
Yang et al. (2015) also raises several concerns about IoT security like component trust, access
control, data integrity, physical tampering and user privacy. Al-Fuqaha et al. (2015) discuss
problems with the distribution of the keys amongst devices and lack of a common standard
and architecture for the IoT security. Another drawback is that the use of IoT and Big Data
will lead to higher energy consumption and electronic waste (Chen et al., 2014; Suresh et al.,
2014).
2.2.

Blockchain

The idea behind blockchain and the technical parts behind the technology will be explained in
this chapter.
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2.2.1.

Defining blockchain

In early 2009, digital money was not something completely new, especially within the coding
community of the world. But when Satoshi Nakamoto in January sent an email to a specially
chosen group of people, it changed the world of digital currency by ushering in the paradigm
of decentralised cryptocurrency. Previously money always went through a trusted third party,
like a centralised network. But what Satoshi Nakamoto achieved was a distributed system
with no need for trust between participants. (Vigna and Casey, 2015) There are three different
kinds of network types, shown in figure 2.

Figure 2. Illustrating different kinds of network types, starting with (A) centralised, which
have one node that controls the whole network. Second there is (B) decentralised, which is
built by multiple nodes in control of the network and lastly there is the distributed network
(C) where everyone in the network shares the control. (InstallGentoo, n.d)
Centralised networks are controlled by one central node (member of the network) and are
solely responsible for keeping the network running and the clients in the network happy.
There are multiple advantages with a centralised network, for instance it provides good
security, easily managed resources and easy to create trust. The biggest disadvantage is the
risk of central location failure, which would bring the whole network down. (Thomas, n.d.)
Decentralised networks spread the control among multiple nodes and the information does not
have to pass through one single point. Decentralised networks offer far more privacy than
centralised networks and it is much harder to track information across the network. The
Internet is in itself an example of a decentralised network. (Gerring, n.d.)
A distributed network is a system where all data is spread and shared over the whole network.
In a distributed network portions of the database are stored on multiple computers within the
network and the clients have access to the database at their location so that they can access
data without interfering with the work of others. Since there is no single point of data storage,
attacks like DDoS (Distributed Denial of Service) is impossible. A DDoS attack can be done
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in multiple ways but in general it is when someone targets a single point of the network with
huge amount of data transfers to make the system crash. A problem with distributed networks
is the lack of trust, since there is no central authority to trust. (Rouse, 2015)
Satoshi Nakamoto solved the problem of peer-to-peer trust in 2009 with his creation of
bitcoin and more importantly, the blockchain. Up until this point people had put their trust in
banks to handle their information, value transactions, identity establishment and asset ledger.
Blockchain technology is a ledger of facts, data is not stored in only one network with a
common processor, but it is distributed among all the clients on the network. Data is stored in
blocks in the network that record information. Each block gets a hash number and a time
stamp. Since each block is linked with the previous block it is very hard to modify the data,
since all the blocks in the chain would have to be modified. (Peters and Efstathios, 2016) All
members in the network have the same amount of power and they are the so-called nodes.
Some of the nodes in the network (in certain types of blockchains) work as “miners”, they
contribute with adding new information to the blockchain, linking blocks together and
hashing blocks. The nodes automatically verify changes made to any other node. This means
that a transaction is not valid until the block it belongs to has been added to the chain and
accepted by the other nodes. (Tapscott and Tapscott, 2017) Miners are the engines that drive
the blockchain and they are the ones that keep the network valid and safe. Miners computers
uses a lot of energy and time to work and in return for the nodes contributions they are often
rewarded with a small portion of cryptocurrency. (Vigna and Casey, 2015) A visual
explanation of how blockchain works is found in figure 3.

Figure 3. (Credit: PwC) A graphic explanation of how a blockchain work (Microsoft, 2017).
2.2.2.

Technical aspects of blockchain

In this subchapter, the technical aspects of blockchain will be explained.
2.2.2.1.

Public and private blockchain

A blockchain can have different rules and protocols. Generally there are both private and
public blockchains. There is one main difference between private and public blockchains, and
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it is the extent to which they are anonymous and distributed (Pilkington, 2016). There are also
“continuums” where the blockchains are partly distributed, when a system is not fully
centralised nor fully distributed, but these systems are not normal (Brown, 2014).
The public blockchains has a fully open public ledger with no constraints regarding the
reading- and writing permissions. Bitcoin is an example of a public ledger, where everyone
connected to the network can add information and control that the information added by
others is correct and do not contradict with the previous blocks in the chain. By letting other
nodes in the network verify transactions and information exchange there is no need for trust
between operating nodes. These types of blockchains are regarded as fully distributed.
(Buterin, 2014)
On the other side of the spectrum are private blockchains/private ledgers. Private blockchains
goes against the original purpose of blockchain technology by letting the middleman back
into the picture, at least to some extent. In private blockchains the controlling company writes
and verifies each transaction like in todays systems but with the blockchain technologies
greater efficiency, transaction speed and reduced costs. Private ledgers can be used to gain
more control over the network and they require an invitation to join the network. Restrictions
are put in the network, such as the rights to modify, read and write information. These rights
are kept centralised to one party, for example a company, and since the power is centralised
there is often no need for a consensus protocol (explained in section 2.2.2.2.). Private
blockchains are less anonymous then public blockchains. (Buterin, 2014)
In the middle of these public/private dichotomies there are consortium ledgers, which instead
of no central organisation or one central organisation, might have multiple centralised
organisations in control. The reading and writing permissions might be specific to certain
nodes and it is a hybrid between low trust (public) and the high trust in one single
organisation (private). (Buterin, 2015)
All types of blockchains have advantages and disadvantages. A public blockchain has a big
disadvantage in that it draws a lot of computational power to maintain the distributed ledger
and the electricity needed to run each transaction increases with every new node joining the
network. A public blockchain is very slow and wasteful compared to private blockchains but
they are still very fast and cost efficient compared to the accounting systems used today.
Public blockchains are also very secure, it is almost impossible to alternate the data or doublespend money, and it is fully anonymous. Private blockchains are appropriate for more
traditional business and governance models, like the models that are used today. This means
that private blockchains will probably not revolutionise the world, but it can still make it a lot
better. For example, governments could use a private blockchain for voting polls and save
billions at the same time as the voting becomes fully resistive against corruption and truly
secure. There are many similar examples of what a public blockchain could do, but it is
unlikely that governments and companies are willing to decentralise their control and
security. (Thompson, 2016)
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2.2.2.2.

Consensus protocol

All public blockchains face the big problem of reaching consensus among the nodes in the
network. Without a central authority to rely on, keeping the ledger honest, the fully
distributed peer-to-peer blockchains need some sort of consensus protocol to reach all
network participants and make them follow the same rules. The process of reaching consensus
is according to Vigna and Casey (2015) made in five steps:
1) A node suggests a transaction to another node.
2) The suggestion is shown to the nodes in the network.
3) The nodes verify the transaction, if it is correct.
4) The transaction is placed in a block and that block is later added to the blockchain.
5) If the nodes agree, the transaction is complete, and the open ledger is updated.
The rules of a consensus protocol might differ between different blockchains but normally it
makes sure that everyone in the network follows the same rules, that transactions get
validated and in the right order, that the information within a block is correct, that the miners
get their compensation and that there is no double-spending going on. (Kraft, 2016)
Hashing
In order to perform a consensus protocol some algorithms use cryptographic hash functions.
A hash function is a mathematical process that inputs data of any size and outputs a fixed size
of data. It does not matter if an entire novel or a single word is the input, the output will still
be the same size. This function is usually used to store passwords, since it is almost
impossible to reverse the output code to get the original input data. In some blockchain
protocols, such as the Proof of Work, hashing algorithms are used to write new transactions
into the blockchain via mining. Each block contains transactions with unique hash values, all
the transactions in a block gets bundled together into a block that has a unique time-stamp and
hash value and all blocks are linked to their parent blocks unique hash value. (Faife, 2017)
Vigna and Casey (2015) describes the hashing process as a miners software that takes the
hash of an existing block, containing all underlying data, together with the raw data of the
next unhashed transaction and form a new hash. A similar action then occurs when the
software picks up a new transaction. It then merges the second hash (containing two data from
two transactions) together with the next transactions information to form a third hash. This
process then continues as new transactions gets picked up by the miners software, packing all
data into one single hash and eventually creating a finished block that become a part of the
blockchain. Information packed into a hash can easily be tracked and verified at later stages
by working backwards through the unbroken chain.
If an attacker would want to alter a block in the chain, the hash value would change
completely, and it would no longer match with the other blocks in the blockchain, so the
attacker would have to alter all the linking blocks to go unnoticed. Every network participant
also have a private key to access their wallet and make transactions, if a record were to be
altered, the private digital signature would become invalid and the other network participants
would instantly know that something had happened. (Miles, 2017)
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Proof of Work
Different blockchains might use different protocols with different algorithms. The biggest one
is the Proof of Work (PoW) that for example Bitcoin and Ethereum (for now) use. Every
transaction within a time period of circa ten minutes gets collected by the network and put
into a block. The mining nodes compete to create the block by trying to solve a PoW puzzle.
The puzzle is difficult, costly and time-consuming to figure out and a lot of computing power
is needed to succeed. For a solution to be valid, it must hash to a value less than the current
target created by the core algorithm. The more computing power a node has the bigger chance
it has to solve the puzzle and gain a small reward of cryptocurrency plus fees paid by the
nodes making the transaction. When a node finds the solution, it gets broadcast to other nodes
that quickly verify that all protocol rules have been followed and that consensus is fulfilled.
This new block is then put into the blockchain and accepted as the current block. The process
now starts over again with the new hash as base. The process is visualised in figure 4. (Li et
al., 2017; Vigna and Casey, 2015)

Figure 4. PoW consensus mechanism (Li et al., 2017)
Sometimes different nodes create blocks at the same time, creating a “fork” in the blockchain.
When this happens, the block that gets created first and that have the longest chain of
previous blocks gets the recognition of being the true chain and the other part of the fork gets
abandoned (Castor, 2017).
PoW is generally a very safe and stable consensus protocol solution with very strong
resistance against DDoS attacks and against corruption of the ledger, but it also has some
flaws. The biggest downside to PoW is the energy consumption that according to Jenkinson
(2017) goes as far as 0.14 per cent of the global energy consumption. The PoW system is
deliberately made to consume a lot of energy with its very hard and time-consuming
decryption puzzle. The energy consumption is getting even worse with the amount of miners
increasing. When the amount of miners increase, the puzzles gets harder in order to keep the
block-time around ten minutes and limit the number of cryptocurrency released. (Tayo, 2017)
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When the number of miners increase they can form big mining pools (groups of miners
working together) and when the big corporations get into the mining business it becomes very
hard for new entrants. The cryptocurrency rewards for miners will decrease with time because
the number of available cryptocurrency is limited and is set to last for a certain number of
years at the same time as the number of miners increase, increasing the competition. When
the cryptocurrency rewards decrease with time it might discourage nodes to start mining and
thus creating an oligopoly of groups/companies that run the whole mining business. (Tayo,
2017) In the long run there will not be any cryptocurrency reward for miners, the only reward
they will get is from transaction fees which the sender themselves decide. Bentov et al.
(2014) described it as of great likeliness that PoW mining will become less lucrative for
miners when the block reward gets lower with time. This might create a phenomenon known
as “Tragedy of the commons”, very well known in economy. Tragedy of the commons arises
when a system gives its participants the opportunity to act by self-interest. And when they do
so, they hurt their peers and the system at the same time. Miners are unlikely to willingly pay
transaction fees if not forced to, thinking that others will do it for them.
Since the blockchain relies on a distributed consensus mechanism it is also vulnerable to 51%
attacks, which can happen when a single miner’s hashing power accounts for more than 50%
of the total hashing power within the entire network. If a 51% attack occurs, the attacker
could for example reverse transactions and conduct double spending of coins. (Li et al., 2017)
Proof of Stake
One of the most promising alternatives to PoW is the Proof of Stake (PoS) consensus
algorithm, which instead of being based on computational power is based on the nodes
deposit size (the bigger the deposit the bigger the stake). Nodes can put their deposits, or parts
of it, into a “stacking-wallet” which locks up their cryptocurrency but makes the node a
“validator”. Validators can participate in creating and voting on blocks. How this is done
depends on the networks type of consensus algorithm. There are two main algorithms, Chain
based PoS and Byzantine Fault Tolerant (BFT)-style PoS. The Chain based PoS randomly
selects a validator during a certain time slot (e.g. 10 seconds), this validator then gets the
power to create a block which must still be connected to a previous block (normally the
longest chain). In the BFT-style PoS validators are also randomly assigned the power to
propose blocks but the selection is a voting process among the other validators. The reward
system for all PoS algorithms are alike, the more deposit a node has in its stacking-wallet, the
bigger the rewards and the bigger chance to get randomly chosen. (Buterin, 2018)
PoS have a lot of benefits versus PoW where the biggest and most obvious is the energy
consumption. In PoS, nodes do not have to mine currency to validate transactions so there is
no need of massive computer power; instead it is nodes deposit size that counts. And since the
mining costs are reduced, the reward can be reduced as well, theoretically even creating a
negative net issuance. A second benefit is the reduced risk of centralisation because
economies of scale are not as big of an issue. PoS also strongly discourage 51% attacks since
a node would have to own more cryptocurrency than all the other nodes in the network and
the node would not be able to steal enough to make it worth the effort, but the risk still
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remains. Some people work on hybrid versions of both PoS and PoW to gain the best of both
worlds but it might be hard to find a perfect consensus system. (Buterin, 2014)
Hyperledger
The Hyperledger project is a project founded by the Linux Foundation in 2016. Hyperledger
supports the development of blockchain technologies around the world with an open source,
distributed ledger with code base. The aim of this umbrella project is to create cross-industry
collaborations, developing blockchains that makes multiple industries and business better.
Multiple blockchain projects are currently on going under the Hyperledger, for example The
Hyperledger Fabric (originally contributed by IBM) that is a permissioned blockchain,
running arbitrary smart contracts, open-source and strongly support security features. It does
not require any cryptocurrency when sending information and it is currently being used
commercially in banks, supply chains, and in the cargo shipping industry. This blockchain
uses a modular consensus protocol but currently uses the BFT consensus. (Pustišek and Kos,
2018; Ahmad Khan and Salah, 2018)
2.2.2.3.

Smart contracts

The concepts of programmable electronic smart contracts dates all the way back to 1994 when
the American computer scientist Nick Szabo proposed the idea. Szabo then described a
vending machine as a primitive form of smart contracts where the vending machine use
autonomous transfer of ownership where someone input money and instantly gets a drink or
something of value, in a peer to peer fashion. (Giancaspro, 2017)
A smart contract is a type of script-program that is placed on the blockchain. It is a
predetermined program where a certain input always provides the same output and a contract
can encode any set of rules represented in the programming language. It can be programmed
as a multi-step process and it can support very complicated contracts. Entities can inspect the
contract and then decide to sign it or not and really trust that the contract will go through,
since smart contracts provides a big certainty of execution. It can be used for e.g. paying
security deposits in an escrow system, financial instruments or autonomous governance
applications. A smart contract resides on a specific place on the blockchain with a unique
address. Nodes invoke the contract by sending cryptocurrency to the address and then the
consensus protocol takes care of the verification process. (Luu et al., 2016)
Blockchains are updated from time to time and in blockchain 2.0 smart contracts became a
reality. Ethereum is a typical blockchain 2.0-system that uses Ethereum Virtual Machine
(EVM), run by every node in the network, to execute smart contracts. There are other
blockchain systems that support the use of smart contracts but Ethereum is the biggest and
most popular. Ethereum uses an open system that encourages developers all over the world to
develop new smart contracts and since smart contracts can talk to each other, developers can
create very feature-rich decentralised applications that build on existing contracts. (Li et al.,
2017)
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Smart contracts come with a lot of advantages but as well with some disadvantages. Some
example of advantages according to Li, et al. (2017) are:
•
•
•
•

No third party needed: the contracts can be verified without a legal authority.
Traceability: since the information of smart contracts is stored on the blockchain like
all other transactions, the behaviours are recorded.
Security: the consensus protocol and private key cryptography makes sure that the
smart contracts operations run safely and secure.
Decentralised development: people all over the world are working on smart contracts
and many are very enthusiastic and driven, trying to be a part of this change.

Despite the promising forecasting and possibilities of smart contracts, there are some risks
and disadvantages (many connected to blockchain problems). Despite security being an
advantage for smart contracts it is also a risk. Blockchain technology is very safe but it is also
very new and cybercriminals try every day to find ways to hack the system and some have
successfully hacked blockchain systems before, so it is likely to happen again. Reports have
also been made of that cybercriminals use smart contracts for money laundering, which is
very hard to prove because of the anonymity of public blockchain systems. Scalability is also
a big disadvantage, mainly for the blockchain in general but smart contracts contribute to the
number of transactions, and since smart contracts are getting adopted in multiple business
areas there is a risk that the current computer infrastructure will be having a hard time to keep
up with the development pace. The workforce of legal, financial or authority might have to
change their set of skills to get more familiar with coding and how to put up digital
autonomous contracts. (Li et al., 2017; Giancaspro, 2017)
2.3.

Supply chain and IoT

Supply chain is one of the application areas within IoT that shows great potential. In this
chapter, the work in a supply chain will be described in order to highlight what aspects that
are important. Examples of how IoT has been used in supply chains will also be described.
Many organisations look over their supply chain and reshape the flow of people, activities,
information and resources that are moving from one unit to another in a complex system. The
supply chain has mainly one task and that is to move a product or service from a supplier to a
customer. This process results in a network of business relations that wants to improve
efficiency and eliminate unnecessary work. (Zhang et al., 2017)
In order to stay competitive on the market, companies need to manage their supply chain. By
doing this they can coordinate their processes, deliver value to customers, reduce costs and
reach strategic goals. In order to achieve all these benefits, companies need to evaluate their
performance by monitor and control of business activities. This can later be translated into
customer satisfaction and financial benefits. (Abou-Eleaz et al., 2015)

15

A supply chain consists of many units and the success of one unit does not assure success for
the whole supply chain. Instead decision alignment is key for supply chain performance. IoT
has been widely adopted to capture real time data through automated identification and this
can be useful in supply chain management as real time information becomes more and more
important in order to boost efficiency. (Rezaei et al., 2017)
IoT will change the way businesses operates the supply chain from production to warehouses.
The main benefit with IoT is that the technology can provide more accurate and up to date
visibility of materials and products. Information sharing and collaboration in the supply chain
can also be enhanced with the help of IoT devices. (Lee and Lee, 2015) IoT technology can
also improve supply chain integration and efficiency as well as bringing responsiveness and
agility to operations. The most common application is the EPC, which is an international code
for designating physical goods. EPC is used together with an EPCglobal network in order to
ensure RFID interoperability in supply chain applications. EPC identifies objects that have
EPC tags, and RFID readers, which are installed in different supply chain settings, retrieve
data stored in the tags. Members of the supply chain can by that get hold of real time data and
exchange information through the EPCglobal network. RFID readers retrieve much
information and that can cause high load on networks and systems. Therefore a middleware is
used to filter the data. One example of such middleware is the Application-Level Event
(ALE) that generates EPC Information Services (EPCIS). This technology can determine
where products are located and why. The coding of the EPCglobal network will allow
tracking of both products and its associated components and is by that suitable for supply
chain applications. (Tu et al., 2018)
IoT have been used in smart supply chains for bidirectional communication via sensors. Data
gathered from embedded sensors can provide on-site technicians with information for
decision-making, which can result in increased machine time and better customer service.
Data from IoT allows a supply chain to make decisions and control the external environment.
Equipment in a factory with embedded IoT can communicate and optimise performance like
process workflow. Another example is within transportation that can play a vital role in future
supply chain infrastructure. Transportation visibility will be enhanced by technologies like
RFID and cloud-based Global Positioning System (GPS) that can provide tracking
information like location and identity of an item shipped from a manufacturer to a retailer for
example. (Marjani et al., 2017) Al-Fuqaha et al. (2015) also mentions that RFID can be used
together with the EPC for identification of items in the supply chain. This will lead to more
accurate delivery information and better quality of the delivered goods because this
technology will be able to monitor information like temperature.
RFID could also be used together with Near Field Communication in supply chains for real
time monitoring of different processes like raw material purchasing, transportation, storage,
production, distribution and after sales. It may even be possible to obtain product related
information so that businesses can respond to market changes. A positive effect of this is that
companies will need almost zero stock because the response time will be only a few days.
(Atzori et al., 2010)
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Another example of an IoT application is in a supply chain for fresh food as the demand for
fresh food has increased over the last years, putting a lot of pressure on the supply chain.
Today’s traditional supply chains without IoT technology are facing mainly three problems.
The first one is that customers have low tolerance of food degradation. The second is that the
food is not supervised during the whole transport to the markets, which can threaten the
health of consumers. The third problem is that the operational costs of supply chain and
operational efficiency need to be improved. Research has shown that real time data from IoT
devices can address some of these challenges. Sensor technology can be used to monitor
humidity and temperature and other food quality parameters of the goods during transport.
Factors like location and vibration can also be measured which will help track the whole
supply chain and ease the execution process. (Zhang et al., 2017)
An example of a company that has adopted IoT is A. P. Moller-Maersk. They have teamed up
with a company called AT&T to handle tracking of cold shipping containers. IoT technology
monitors the refrigerated containers to ensure the conditions of the perishable goods. Before
IoT, there were managers that manually inspected the conditions of containers but now they
can have real time update about the conditions on each containers journey. Over 280 000
containers are connected to the AT&T network. (AT&T, 2015)
As mentioned RFID are used together with EPC for identification of items in the supply chain
(Al-Fuqaha et al., 2015). RFID captures data using radio waves, a tag and a reader. The tag
can store data and contains it in the form of EPC. (Lee and Lee, 2015) These technologies
used in IoT are replacing older technologies like barcodes. Barcodes have been used to track
items for almost 50 years but have limitations like short-range readability and un-automated
tracking. RFID tags on the other hand have unique ID codes for different items and can be
read at longer distance, with the drawback that the technology is more expensive then using
barcodes. The cost of the RFID tag comes mainly from the chip that is handling information.
But more and more investments are put into development leading to that the price of the
RFID tag is getting lower and lower every year. (Preradovic and Karmakar, 2012)
Traditional IT architecture in supply chains is often static and does not cope with change in a
good way. There are also often problems with collaboration due to rigid boundaries of firms.
One way to cope with this would be to implement IoT technology but many barriers for this
currently exist. The major concerns of developing IoT supply chain applications are to
modelling and validating both intra-organisational and inter-organisational process
interactions and the lack of reference architecture hinder the implementation of an IoT
system. (Tu et al., 2018)
2.4.

Blockchain in supply chains

Global trade function has been very much the same since the introduction of the shipping
containers in 1956. Manual paper-based processes are still common and information about the
state/stats of goods is locked away in organisational holdings. Shipping carries about 90% of
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all goods within the global trade today. The complexity and share volume of point-to-point
communication slows the supply chain process down across a loosely coupled land of
transportation providers, governments, ports and ocean carriers. Processing the information
for a container shipment is estimated to cost more then twice than the actual cost of the
physical transportation. (IBM, 2017a)
Today, parties in the supply chain uses various systems for maintaining their records, this
leads to that every party have a different version about the current state. The records can
consists of different mediums like emails, phone messages and paper documents leading to a
vulnerable system because documents can get lost and people can tamper with information.
Blockchain can help with this because every trusted party in the supply chain will have access
to the same information at the same time. All parties can agree of the current state and there
will be no misunderstandings and arguments. (IBM, 2017b)
Blockchain can be used in supply chains with its distributed ledgers, in order to secure trust
with every transaction being made. Each record of every transaction is time stamped and
attached to the event before it. By this blockchain offers advantages in the supply chain like
visibility, optimisation and demand. Persons that are authorised can only access the records
on the blockchain. This means that the records can be shared and secured at the same time.
Visibility and tracking of goods can be ensured with the help of sensors and by combining
this information with blockchain technology; managers can access data with reduced risk.
(IBM, 2016)
Wu et al. (2017) proposes a model for supply chains where information that flows between
parties will be supported by both private and public ledgers. The private ledger will be used
for shipments where each shipment is associated with a specific ledger that only the parties
involved in the shipment will have access to. This is because information about sensitive
goods like pharmaceutical products is better kept private. This private ledger includes
information about events associated to that specific shipment. The second type of ledger is the
public ledger and that consists of all the events posted to the private ledgers. This ledger can
validate the location of a truck and connect the shipments through the information on the
private ledger. The public ledger includes hash values of the private events and the records of
these events are maintained by posting the hash values to the public ledger. The public ledger
is open to everyone unlike the private ledgers.
2.5.

Blockchain and Internet of Things

IoT and blockchain may work together in the way that blockchain technology may be the
solution of some challenges that IoT are facing. For example, blockchain could be used in
devices connected to an oil pipeline. These devices would then have access to historical and
current data that could be used to adjust the flow of oil according to the global demand. But in
order for the oil companies to survive they need to trust these devices and the information.
This interoperability and trust is key to many IoT interactions and for that it may be possible
to use blockchain technology. (Lewis, 2017)
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A company called TransActive Grid is experimenting with the integration of blockchain
technology with IoT in a neighbourhood in Brooklyn, regarding the energy production. This
will allow a peer-to-peer market where solar panels can buy and sell their energy. The solar
panels in this area can record their excess output on the blockchain and sell it to other panels
in the area via smart contracts. Although transactions on public blockchains are anonymous
and the public only can see between which addresses the transaction occurred, maintaining
privacy on the blockchain can be complicated since each device is identified by its public key.
All transactions happen in the open, which means that by analysing this data, an interested
party can identify patterns, and in so doing make connections between addresses and get
information by actual identities. (Christidis and Devetsiokiotis, 2016)
Another example of integrating blockchain into IoT is using its cloud infrastructure to provide
blockchain for tracking items. Blockchain might be used to strengthen the IoT security and
have been used for storing information about provenance of goods, identity and credentials. It
seems like blockchain can be used for the IoT security since some of the key security issues
with the cloud is in theory solved by blockchain technology. (Kshetri, 2017)
The goal is to get data securely to the right place, at the right time, in the right format but this
is easier said than done for many reasons. But by applying blockchain technology to IoT
devices, treating information transfers as cryptocurrency transactions (like bitcoin), trust less
information sharing between devices might be possible to achieve. Devices will leverage
smart contracts to model the agreement between two parties. (Banafa, n.d.)
There are several other advantages that could be achieved if blockchain was implemented to
IoT, for example the lack of central control. This would ensure scalability and robustness by
spreading the resources among the participation nodes and it would eliminate the single point
of failure risk. Blockchain also gives the system anonymity and the security of trusting deals
and contract outputs. But implementation of blockchains into the IoT system comes with
some challenges. For example the mining process of blockchains consensus protocol PoW is
very computationally intensive and IoT devices are normally resource restricted. The mining
time of blocks are also relatively time consuming while low latency is highly desirable in
many IoT devices. (Dorri et al., 2016) Blockchain also have a scalability problem with a
limited transaction flow, public blockchains can handle around 10 transactions per second
while for example Visa can handle about 1700 transactions per second (Altcointoday, 2017).
This creates a problem since IoT systems are expected to contain a large number of nodes
(Dorri et al., 2016).
2.5.1.

Examples of on-going projects

There are some examples of companies and projects that are working on blockchain solutions
for IoT and supply chains. Below follows a few examples that shows relevant prospects. Table
1 shows some different blockchain technology capabilities with IoT and supply chain.
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A company that has delivered solutions for supply chains involving both blockchain and IoT
are Chronicled. This company offers a solution where partners in a supply chain network can
cooperate on a blockchain where sensitive information is kept safe. All partners can register
events in the supply chain, like data and IoT devices into the Ethereum blockchain ledger.
Smart contracts can act as a complement that can supplement traditional business contracts.
Trusted parties have access to a shared system with records on an immutable ledger. IoT
devices are used for tracking, custody events, money flows and environmental
conditions. (Chronicled, n.d.)
Hyperledger Fabric is a project within the Hyperledger framework, originally contributed by
IBM. In early 2018, Maersk and IBM announced that they are launching a digital joint
venture that is applying this blockchain technology in order to improve global trade and
digitalise supply chains. The goal is to offer a platform built on open standards where parts of
that platform will use the blockchain ledger. All parties in the supply chain will have access to
the platform where they can participate and exchange value. This platform should hopefully
address current problems with visibility and documentation. (White, 2018)
IOTA is a variant of a public blockchain targeting IoT that uses an invention called “Tangle”
at its core, which is a new data structure. Tangle has no blocks, no chain and no miners as a
blockchain usually has. Since there are no miners, IOTA needs to achieve consensus in
another way and does this by making sure that every participant that wants to make a
transaction needs to participate in the consensus by approving the two past transactions. This
new architecture means that IOTA has two benefits that are scalability and no transaction
fees. (Schiener, 2017)
Table 1. Showing essential characteristics for possible blockchains that might fit for usage
within IoT systems.
Bitcoin

Ethereum

IOTA

Hyperledger
Fabric

Cryptocurrency

Yes

Yes

Yes

No

Transaction fee

Yes

Yes

No

No

Private/Public

Public

Public (can be
Private)

Public

Private

Yes

Yes

Optional

No

Permissionless

Permissionless

Optional

Permissioned

Very limited

Yes, Solidity

Very
limited

Yes, Go and
Java

Anonymity
Network access
Decentralised
applications
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Consensus algorithm
Suitable for IoT

PoW

PoW (soon PoS)

Tangle

PBFT

No

Yes (with
constraints)

Yes

Yes

Explanation of terminologies used in table 1:
• Cryptocurrency: the electronic currency used by different blockchains.
• Transaction fee: an extra fee (usually very small) for transacting cryptocurrency via
blockchains.
• Private/Public: different types of blockchains, further explained in section 2.2.2.1.
• Anonymity: different blockchains includes anonymity when being a part of the
network.
• Network access: if nodes need permission to join the network or if everyone can join
(permissionless).
• Decentralised applications: if the blockchain supports applications to be run on the
platform (for example smart contracts).
• Consensus algorithm: how trust is created, further explained in section 2.2.2.2.
• Suitable for IoT: if the particular blockchain is suitable for being used in IoT systems.
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3. Method
In this section the research method of sampling, data collection and data analysis are
explained and justified.
3.1.

The process

The work began with a pre-study on blockchain and IoT to get an insight and update about the
technologies and the current state in research. EY Advisory Services in Stockholm where then
contacted by the authors with a request of a collaboration. The cooperation was initiated
because EY had interest in blockchain and Internet of Things whereas the authors had interest
of being tutored by a company with knowledge within the areas of research. EY, the subject
reader at Uppsala University and the authors then decided the focus of the research. The next
step was to conduct a more comprehensive literature review on supply chain, blockchain and
IoT to gain a deeper understanding of the technologies and previous studies in the area. The
literature review resulted in an understanding of the current state of research and the research
questions were settled. To learn more about how blockchain can be used in conjoint with IoT
in supply chains, a data collection was conducted in form of interviews.
During the study, EY has guided the authors and provided feedback from in house employees
with knowledge in the researched areas. Help to find suitable people to interview was given
by the tutor. A halftime presentation was conducted at EY where the authors presented the
result from the data collection and got feedback about how to conclude the thesis. A part from
that bigger presentation, the authors had regular contact with their tutor at the company where
guidance during each step of the thesis was provided. EY had interest in how the studied
technologies could be applied and that guided the aim of the thesis. What should, however, be
added is that the authors had generous freedom to conduct the research in their own liking
after the research questions was settled.
3.2.

Literature review

Secondary data in form of a literature review has been conducted throughout the whole
project process. It started before the official starting point of the thesis course as a pre-study
to gain insight to the topic before it was chosen for the research. The material used for the
literature review spans from peer-reviewed research articles, grey and white papers, Internet
forums and blogs. The literature review was initially made to gain a better understanding of
the topic, to understand the technical aspects of blockchain and IoT and to build a map of
existing research, in order to place these technical innovations state of development and
implementation in the practical world.
Another reason for making the literature review was to build a foundation to stand upon when
planning the empirical data collection and to further strengthen the conclusion that was built
together with the interviews and analysis. Both blockchain and IoT are fairly new
technologies with limited availability of peer-reviewed papers and it is the community that is
mainly developing blockchain. This made it hard to find scientific sources, especially in the
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form of original articles published in scientific journals, and the information gathering had to
be based mainly on non-academic publications. This reduces the reliability to some extent and
it also made the process a bit more time consuming.
3.3.

Qualitative study

A qualitative study has fundamental differences to a quantitative study. The orientation to the
role of theory in relation to research is one of those differences. The quantitative approach
usually takes on a theory testing deductive approach while a qualitative study usually is of the
inductive form where theory is being generated. Another difference is the epistemological
orientation where a quantitative research takes on a natural science model called positivism
while a qualitative research uses interpretivism. The third difference is the ontological
orientation where quantitative research strategies uses objectivism and qualitative studies uses
constructionism. (Bryman and Bell, 2015)
This is a study driven in a qualitative manner, which means that it has interpretivism as the
epistemological orientation and constructionism as the ontological orientation. A central issue
in the epistemological context is whether or not human beings and their social world can and
should be studied in the same way as the natural sciences, which gives two contrasting
positions that are positivism and interpretivism. Interpretivism is based on the view that a
strategy, that respects the difference between people and objects of natural sciences, is
needed. Ontological questions guide how reality should be understood and are concerned with
the nature of social entities. Ontological questions should inform epistemological
considerations. There are two contrasting ontological positions that are objectivism and
constructionism. Constructionism implies that social phenomena are produced by social
interaction. This means that the researcher shows a specific version of social reality. (Bryman
and Bell, 2015)
An inductive approach has been used for this research, which means that observations were
made first and theory, and analysis were generated by that (Bryman and Bell, 2015). Both
blockchain and IoT are relatively new research areas with little existing research, which
supports the use of a qualitative inductive method. Since little research has been done
previously in the area a qualitative, inductive method makes sense, where changes and
iterations are expected along the research process. (Saunders et al., 2016)
Qualitative research method also goes well with the explorative methods, which has been the
approach in this research. The idea was to use questions like “what”, “why” and “how” to get
a broader understanding of the subject area and then narrow it down to more specific research
questions. Qualitative semi-structured interviews were chosen for data collection. By keeping
the interviews semi-structured it was possible to ask the explorative questions and let the
interviewee feel confident in exploring his or her own thoughts and ideas about the subject.
(Bryman and Bell, 2015)
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3.4.

Data collection

For data collection semi-structured interviews have been used. This is because blockchain and
IoT are fairly new technologies and many companies are currently researching about it and
have much information that is not put into print. Qualitative discussions are a good way to get
the latest information within a research field (Gillham, 2008).
Qualitative interviews can either be performed in a semi-structured or unstructured manner.
For this thesis the interviews have been conducted in a semi-structured manner because the
unstructured interview typically only has a subject that the researcher wants to discuss which
means that the interview can take any direction. Semi-structured interviews are prepared to
some extent before the interview, and these questions can be found in the appendix, but the
interviewer have some freedom to ask questions in response during the interview that are not
prepared in beforehand. The semi-structured way of interviewing also allows the researcher to
have an open mind about the area of study and no assumptions are made in advance. This
means that concepts and theories can emerge out of the data, which is the main element of an
inductive study. (Bryman and Bell, 2015)
3.5.

Sampling

The research questions often guide the sampling in qualitative research since they provide
guidelines of what type of interviewees is needed (Bryman and Bell, 2015). Interviewees that
works with blockchain, IoT or supply chain were chosen for the interviews. In the searching
process the optimal option would be to find an interviewee that had knowledge about more
than one of these areas but as explained before, these technologies are emerging, meaning that
it is quite difficult to find researchers. People that have knowledge about one or more of the
areas of interest have been contacted via LinkedIn. The authors also have some connections at
companies that are currently researching about IoT and two interviewees have been reached
in this way. When it comes to supply chain, which is a far more explored area, interviewees
have been selected depending on their up to date knowledge about new technologies in supply
chains (blockchain and IoT for example).
3.5.1.

Interview sampling

Considering the work duration of the thesis and the difficulties in finding suitable people to
interview, the reasonable sample size was considered to be around ten interviews before the
thesis started and it ended up being eight interviews. The problem of finding suitable
interviewees had several reasons. To start with, the sampling could not begin until the pre
study was finished since the scope depended on the insights from the pre study. The agenda of
the data collection needed to be clear before any potential interviewees were contacted.
Around 22 persons were contacted via email or LinkedIn but only eight persons answered the
request to participate. This is understandable since none of the requested persons had any
obligation to participate and they needed to take time from their job. Apart from that, it was
difficult to find suitable persons to contact because some interview questions demanded that
the interviewee had knowledge of both blockchain and IoT in order to understand how these
technologies can work together. Having said that, the eight interviews that were conducted
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were very successful, interesting and pleasant. Below follows a list of the eight persons that
participated in the study.
3.5.2.

Interviewees

Arnold Andersson
Arnold works with a focus area called Center of Excellence, that means taking an important
area that is hot right now, where a person becomes responsible for following developments
around that area. There is a lot of focus on selling and talking with customers, but also being
able to explain internally. Right now, Arnold leads a focus area called IoT and AI. Blockchain
is new at Acando but Arnold has knowledge about blockchains, as he is a world watchman.
Björn Andersson
Björn is one of the founders of Prevas. The vision was to help Swedish industry to use new
technology, primarily IT to create new, efficient production processes. He is now responsible
for Product Development Solutions at the same company. He has worked with IoT (M2M) for
20 years. Prevas has also worked with supply chains and logistic solutions for a long time.
Daniel Karlsson
Daniel has worked in a company that transports drugs by air, a supply chain company. Their
niche is that containers can maintain a constant temperature throughout the transport, which
pharmaceutical companies are asking for. In this context, Daniel has come into contact with
IoT and he has worked with supply chain and IoT for about six years. He has come into
contact with blockchain by reading on and taking courses.
Robert Willborg
Robert work as a Subject Matter Expert within Cyber Security at Sogeti with background in
Swedish Armed Forces. Since 2010, he has worked in the business sector with information
security. Recently, Robert has worked with security laws and encryption issues. In this
context, blockchain comes in. All customers that Robert works with come in contact with
cryptocurrencies and blockchain.
Floren Cabrera F. de Teresa
Floren has worked with undergrad information systems, political economy and statistics. He
has also worked in a bank for many years and later moved to a hedgefond, which invested in
public companies within all areas. After that he developed intellectual property and has also
worked with IoT. Now he works with his own company bitbond.uk that offers intelligent
End-to-End IoT Cyber Security solutions that is a subpart of his bigger company Helios
energia limited.
Stefan Frank
Stefan is responsible for strategic customers at Favro that sells a project tool that is more agile
than other similar services on the market. The background is that he has worked with logistics
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and purchasing with large global customers. He has also worked with blockchain and IoT
over four years at SAP.
Salah El-Shekeil
Salah has a master’s degree in Information security from Stockholm University. He has been
working with IT security that includes IoT for the past 8-9 years both in Middle East and in
Stockholm. Salah has also been consulting for a company that are mining bitcoins and is
currently working with Cyber Security at EY.
Ludvig Öberg
Ludvig started working with Bitcoin in 2011 and is a co-founder of Safello and The Bitcoin
Association of Sweden. He has also worked as a business developer to use blockchains for
real estate transactions. His knowledge is mainly within blockchain but he has also worked
with projects in supply chains.
3.6.

Data analysis

The interviews were audio recorded and later transcribed so that nothing could be left out.
After that the interviews were summarised and common parts were highlighted in order to
capture different aspects and interpretations. The highlighted parts were then grouped into
different themes which also were done individually since different persons can have different
opinions and view themes in different ways. It was important to both find similarities and
differences to highlight in order to get a broader understanding of the subject area. The
themes were then compared to each other and a joint analysis was conducted. This data
analysis method is called thematic analysis (Bryman and Bell, 2015).
3.7.

Ethics and bias

The content of this research do not inflict any ethical dilemmas directly, but some ethical
viewing points and biases have been considered as potential problems. First of all, this
research has been done in collaboration with EY and even though the focus of the research
has not been connected to EY’s special interests, some parts might have been affected by this
cooperation. The searching process for interviewees and companies is guided by the project
scope but there will always be some bias involved by the authors, choosing companies and
interviewees that seem best fitted in the author's opinions.
Blockchain and IoT are still untested systems in the practical world and have the potential to
disrupt whole business areas that are very imprinted today. Even though a neutral approach is
kept throughout this research it can still be seen as a way of advertising these technologies
and depress current centralised entities. There is also an environmental aspect to these
technologies, with IoT devices immense data gathering and blockchains mining protocols
requiring extreme computer resources as well as electronic waste. These drawbacks are
brought up in the research and accounted for.
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3.8.

Validity and reliability

In order to make sure that the research is not manipulated and that it can be trusted, validity
and reliability aspects have been considered. Validity refers to the conformity between what is
measured and what is intended to be measured. To refer something as valid is determined by
how truthful a statement can be considered as well as whether concepts, conclusions or
measurement corresponds to the real world. (Bryman and Bell, 2015) The research questions
in this study are quite general considering the topic and aims to provide a wide overview of
the area and not target a specific case or a specific supply chain. This increased the risk of
answering questions not intended to be answered but also gives a better overview contained in
the answer. To support these research questions and to be able to answer them in a valid way,
persons of mixed background with different expertise (blockchain, IoT or supply chain) and
from different types of supply chains were picked as interviewees. This also gave a result that
can be considered as correspondent to the real world. During the interviews, the interviewer
always tried to make the interviewee feel comfortable and committed to answer the questions
truthfully and to their best of knowledge. This was done with open questions not leading the
interviewee towards an answer. When drawing conclusions it has also been taken into
consideration that the participants are not anonymous and representing a company which
might have hidden agendas that restricts the validity of the answers.
Reliability regards the replicability of a study and refers to whether or not the results are
affected by coincidences and special circumstances like if the interviewees answers depended
on who the interviewer was, who the interviewee was and at what place the interview was
conducted. Would the results become the same if someone else did the same research, using
the same process? Reliability expresses the accuracy and precision of the research. (Bryman
and Bell, 2015) These kinds of questions has been taking into consideration when conducting
the interviews and when analysing the result, trying to keep the interviews in a neutral fashion
and trying to avoid a predetermined mind-set. During the analysis much effort was put into
really understanding the intent of the interviewees answers.
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4. Result
Blockchain, IoT and supply chain are all complex areas and includes many aspects. In order
to answer the research questions the result has been divided into parts to get an understanding
of how different parts work individually and together. The parts are 1) Security issues with
IoT, 2) Cloud and storing, 3) IoT and supply chain, 4) Blockchain and supply chain, 5)
Private and public blockchains, 6) Blockchain and scalability, 7) Smart contracts, and 8)
Blockchain and IoT. Each headline is also divided into “Interview outcome” and “Analysis”
where the first section is based entirely on transcripts from the interviews whereas the second
part is an analysis of the interviewees’ statements in comparison to what the literature says.
4.1.

Security issues with IoT

Interview outcome

Figure 5. Security issues with IoT mentioned during interviews.
The security issues with IoT needs to be mapped out in order to understand the problem, what
created the problem and why this is a risk. Figure 5 shows all issues that were brought up
during the interviews. All interviewees with knowledge in the field of IoT, except one, agreed
that there are security issues linked to IoT that needs to be addressed. The person that did not
agree said that there are many small inputs from many places all the time, so even though one
device would get hacked, it would not bother the system so much. The issues mentioned by
the interviewees can be divided into problems related to humans that are using the technology
and problems related to the technology itself.
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Issues related to humans that are using IoT are the biggest problems according to some
interviewees. IoT enables people to share information with each other in a different way then
before and therefore it is important to ensure that people have a safety behaviour. Security is
often added on at the end when companies develop software and apps. Security must be
woven in to ensure safe services. Devices need to be protected through updates. Often this is
done for desktops and laptops, but that kind of thought does not exist for devices with IoT.
People do not think that a connected fan is a small computer and often, open ports and default
passwords are used, which are easy to guess. Another problem is that people who do not
know what they are doing often install gadgets. Companies should consider buying sensors
that are safety-rated instead of looking at the price. If a sensor is safety-rated it has a basic
safety that reduces the risk of becoming part of a botnet. The lack of understanding of security
is one of the main challenges for companies. Companies are trying to produce as fast as
possible due to the competition, without considering the security aspects. If the developers are
not aware of the security, they produce products with problems that are not discovered until
the later stages of production or usage.
The other part of the problem seems to be linked to the development of the technology itself
with an architecture full of holes. One example of this is the software in the products that has
gaps, in which viruses can occur. Basically the paradigm within IoT is that there are powerful
data centers with very powerful computers with big mainframes that are talking to devices
that have very small processors. IoT have enormous computer power in the center and very
limited capabilities in the devices that create a series of problems where security is one of
them. The technology, the protocols and the hardware that are going to make it possible to
create a physical, digital, smart world, are still being developed and this is one reason for the
security issues. Many companies have just responded to opportunity and did not have a
functional design in mind when developing the technology.
Multiple interviewees mentioned that the security issues with IoT mainly are in the devices. It
is unclear what happens do the data before the cloud and how companies can ensure that
nobody have tampered with the data. The shell protection is too bad, which includes using
standard passwords, lack of build in security and choosing price over quality. The security
should go all the way to the device and data communication should be encrypted with public
key infrastructure. When the devices have collected data the next step is to transfer the data to
a cloud for storing. The views on whether the data is safe or not when it reaches the cloud are
somewhat different between the interviewees as seen under headline Cloud and storing.
Analysis
A study shows that 70 per cent of the most common IoT devices have vulnerabilities due to
lack of encryption, insecure interfaces, weak software protection and inadequate authorisation
according to Lee and Lee (2015). These issues are consistent with the problems mentioned by
the interviewees. Another risk mentioned in the literature by Marjani et al. (2017) are the
heterogeneous IoT architecture that is new for security professionals, a view that was shared
to some extent in the interviews where some interviewees mentioned that the lack of
understanding of security is one of the main challenges for companies.
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Al-Fuqaha et al. (2015) discussed problems with the distribution of the keys amongst devices
and Yang et al. (2015) raises concerns about IoT security like component trust, access control,
data integrity, physical tampering and user privacy. Some of these issues were brought up by
the interviewees were one interviewee for example mentioned that the shell protection is too
bad, that the security should go all the way to the device and that data communication should
be encrypted with public key infrastructure. The concern that devices can be tampered with
was also raised during the interviews.
A thing worth mentioning is that several interviewees had the view that many security issues
could be related to the people using the technology, whereas the literature puts more emphasis
on shortcomings of the technology. An aspect that is not classified as a security issue but
although an issue that the interviewees did not mention is the fact that the use of IoT will lead
to high energy consumption and electronic waste (Chen et al., 2014; Suresh et al., 2014).
4.2.

Cloud and storing

Interview outcome
When sensors have collected data it needs to be stored somewhere and many companies uses
third party services for this. Therefore the question whether this is safe or not were given
during the interviews. Three of the interviewees said that the cloud servers that big companies
offer are safe. There are five really good suppliers of cloud platforms for IoT data in the
world. These companies have vast resources with large security teams that do nothing but
handle security issues and therefore their security is very high. Third party service is usually
safer than the companies own servers because third parties handling cloud solutions take
security seriously. However, this view was not shared among all interviewees since some of
them saw problems with giving information to another party.
The trend in the market is that a company cannot work alone. All companies are dependent on
third parties when using clouds. The question is now how companies handle third parties.
Before outsourcing to another company, a risk assessment needs to be done and trust needs to
be established between the companies. Companies need to make sure that the third party is on
board with standards and requirements. One interviewee had concerns about the fact that
companies use the same server because then the cloud service owner has full control. Another
problem with letting a third party handle data is that it shows an inability to understand.
Companies must be able to store data, but it is not the storage that is the problem, it is the
ability to analyse and interpret the outcome. Some companies focuses so much on gathering
data but does not have the ability to analyse and interpret the data.
Analysis
Marjani et al. (2017) states that the biggest problem with IoT security is storing and hosting
private data because these systems rely on a third party, which causes difficulties in securing
every one of them. This view was shared among some interviewees while others thought that
using a third party cloud was safe. This indicates that whether or not a cloud service is seen as
safe are depending on what data and what company it concerns.
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4.3.

IoT and supply chain

Interview outcome
During the interviews, the interviewees talked about what benefits IoT can have for the
supply chain, without the involvement of blockchain. A benefit that was mentioned is that
companies can get a backlog of what is happening in the supply chain, which can allow
companies to deliver services in new ways. One example is when delivering food to a store, it
must be done with quality in the right time. The store also wants traceability of the product
and the product may need to be chilled during transport. All this information can be tracked
with IoT. Traceability is the primary that IoT can contribute with to the supply chain
according to several interviewees. To use IoT devices for temperature tracking and GPS was
also something that multiple interviewees mentioned. There were concerns about the IoT
devices because they report what they see and sensors can be manipulated if they are not
inside a locked box or similar.
Another thought was that in order to get IoT accepted, it must show Return of Investment
because companies are careful with big investments because they are uncertain whether IoT
gives any value. The problem with IoT is that companies need to really commit and invest to
a large extent in order to get something back. IoT contributes more, the more data a company
collects, which means that having one or two devices will not give that much. Companies are
generally very careful to invest a lot of money in IoT. What is seen in the media is often about
big companies that have invested in IoT but small companies get no attention. It needs to be
shown that a company do not have to be the size of Amazon in order to be able to invest in
IoT. The slow adoption of IoT is also related to the fact that a company like the post office are
currently using barcodes where they scan packages to see where the package are and that
solution works quite well. Many companies may think that today's system is good enough, but
customers demand will probably increase which will force companies to do better.
Analysis
The benefits of IoT devices in a supply chain are mainly traceability, temperature logs and
GPS tracking according to the interviewees. The limitations mentioned in the interviews is
that the devices can get hacked and that companies needs to invest heavily in IoT in order to
show Return of Investment. Tu et al. (2018) also brings up that IoT can help members of the
supply chain getting hold of real time data, but it is explained in a more technical way using
EPC tags and RFID readers. Zhang et al. (2017) gives an example of sensors that can monitor
humidity and temperature and other food quality parameters of the goods during transport.
Factors like location and vibration can also be measured which will help track the whole
supply chain and ease the execution process. A report by Vodafone (2017) shows that the
benefit increases with the number of devices and this lies in line with the view that our
interviewees had. Many companies might think that today's system is good enough and
barcodes work quite well. Preradovic and Karmakar (2012) have the view that barcodes have
limitations like short range readability and un-automated tracking whereas RFID have unique
ID codes and can be read at longer distance, with the drawback that RFID is more expensive
than barcodes.
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4.4.

Blockchain and supply chain

Interview outcome
Regarding the application of blockchain in supply chains in general, without IoT, some
interviewees said that it is hard to predict potential application areas. Currently there are a lot
of pilot on-going projects and no one really knows what it will end up in. The same
interviewees also said that it might get easier to keep track of export- and import processes
and easier to conduct contracts and transactions with the help of smart contracts on the
blockchain.
Many of the interviewees mentioned the possibility of traceability using blockchain in supply
chains and the example of diamonds came up multiple times. In traceability cases such as the
diamond case, companies and customers does not just want to know that the diamond
certificate was signed by a certain supplier to prove it came from a trusted mine. Companies
also want to know that they are the sole owner of the certificate, which will be possible using
a blockchain ledger. To keep track of the status of the certificate is hard without the
incorruptible blockchain. Even if a company has a digitally signed certificate, they want to
know that they are the sole owner, which is hard to be sure of without a blockchain that can
prove that ownership and that it comes from the specified supplier in the supply chain.
Another use case of blockchain in supply chains is the trust factor between counterparts of a
deal. With blockchain the parties do not really have to trust each other, they can just put trust
in the blockchain.
Analysis
IBM (2017b) does not mention the usage of smart contracts but like many interviewees they
also talk about processes and points out that there would not be any disagreements regarding
the current state of products and processes if blockchain was implemented.
There seem to be uncertainties of how blockchain could be used in supply chains practically,
but Wu et al. (2017) provides an example from the shipping industry, applying both private
and public ledgers in different parts of the supply chain. The ideas of traceability and
simplified processes as the main gains are shared among the interviewees and current
research. IBM (2016) also brought up the trust factor, saying that since records can be shared
and secured at the same time with the help of blockchain, different parties of a deal does not
really have to trust each other and that managers can put their full trust in the blockchain
when accessing and analysing data. Many of the interviewees also mentioned the trust factor
as a future use case within supply chains and that the end customer can really trust the origin
of a product.
4.5.

Private and public blockchains

Interview outcome
A thought that was raised during the interviews was whether a private or a public blockchain
would suit best for the work in a supply chain. A private blockchain is used when the person
who sets it up wants to limit who can act on the network as well as when there is a specific
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purpose and collaboration between specific actors. It can also be important to use a private
blockchain if a company have sensitive information that they do not want to share publicly.
Generally speaking, most companies are looking for the private blockchains because they are
looking to build a solution that works for their supply chain. A public blockchain works well
in a case where fishermen register their fish on the blockchain and restaurant owners can look
at the information if they are interested in buying fish from the fisherman. If something is to
be completely transparent, a public blockchain is the best option.
When it comes to the security (private/public) it depends on what the company are trying to
achieve. The implementation depends of how a company look at security. Blockchain is not
bulletproof when it comes to security. Security needs to be considered in the development all
the way to the end. During the development there has to be quality gates to make sure that
there are no security flaws. The security has to be kept in mind all the way to the coding of
programs and products and all the way to the customer so that there are no security flaws in
the final product.
Analysis
Looking at what the literature says, a public blockchain is slow and wasteful, in regard to
energy consumption, compared to a private blockchain but public blockchains are very
secure. It is almost impossible to alternate the data or double-spend money in a public
blockchain, and it is fully anonymous. Private blockchains are appropriate for more traditional
business and governance models. There are many similar things that a public blockchain also
could do, but it is unlikely that companies are willing to decentralise their control and
security. (Thompson, 2016) Outcome from the interviews indicate that the interviewees think
that a public blockchain is preferable when something is to be completely transparent. A
private blockchain suits better for a supply chain network when companies share sensitive
information.
4.6.

Blockchain and scalability

Interview outcome
The scalability of blockchains is very limited as of this moment, but there are people all over
the world working on this problem. All of the interviewees agree to this limitation as a big
problem if blockchain were to be adopted to IoT systems. It could be a limitation because
companies need to make sure that they have the same data everywhere and with the future of
IoT with billions of devices in mind, it is probably going to be tricky. The biggest problem
seems to be within public blockchains, that can only handle a few transactions per second.
This makes it hard to believe that blockchain will be able to scale in the proportion that is
needed for IoT.
It is unlikely for public blockchains to be used within IoT supply chains, but if the more likely
private blockchains were to be used the scalability problem would not be as much of a
problem. First of all, the private blockchain would not involve that many actors since the data
is of low interest for the masses. The information is mainly necessary for the exporter and the
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importer, and possible other interested parties in the supply chain. Even if there were actors
participating in the blockchain, it is unlikely that all of them take part of the information and
verify it, if they cannot add any security or need the information. Another idea is that not all
data gathered by IoT devices is necessary to save and put on a blockchain. For example if a
device keeps track of the temperature of a product during transportation, it would not really
benefit anyone to get updates multiple times per second saying that the temperature is good.
The only thing that probably matters is when the temperature goes outside the approved
tolerance. If the device only forwards the data that proves something is wrong, it would save a
lot of data processing.
Another possible solution to the scalability problem is Edge analytics, which means that the
devices sort the data gathered in the devices themselves. Not all data gathered by IoT devices
is necessary to put on the blockchain, if the devices themselves could separate the useful data
from the rest, it could save a lot of data transfers.
Analysis
The scalability problem seem to be recognised by nearly everyone involved with blockchain
and it was mentioned as a restriction to the adoption of the technology. Dorri et al. (2016)
raised the concern of blockchain in conjoint with IoT, saying that it is a poor match when
blockchain has a scalability problem and IoT systems are expected to contain a large number
of nodes. There are potential ways around this problem using private ledgers and restricting
which data that gets uploaded, maybe by using Edge analytics. Chen et al. (2014) has an
example of this with a traffic video where only the video frames that capture when someone
breaks the rules are useful. Tu et al. (2018) also mentioned the middleware Application-Level
Event that generates EPC information services, which is used to filter data from RFID
readers. There are also many on-going projects that are trying to make blockchain technology
work with big data transfers that comes with IoT, shown in table 1.
4.7.

Smart contracts

Interview outcome
All interviewees look upon smart contracts with big anticipations and big potential. On a
practical level, smart contracts can be flexible and make sure that a customer really pays for
what he or she gets. The invoicing process will get cheaper while the customer might be
willing to pay more for a product he or she trusts because it will be easier to prove origin with
smart contracts.
There are a lot of possible ways to use smart contracts, but the best way is still to be agreed
on. Smart contracts can be used for business logic that for example tells the chauffeur of a
transport if the temperature of a product gets to high so that the chauffeur can fix it. The smart
contract can even be set according to insurance regulation. Smart contracts can also be used to
automate routine activities, for payment, invoicing and product history. Another example is to
use smart contracts for authenticating the spare parts coming from legit/trusted suppliers.
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One interviewee thought that the general understanding of smart contracts is a little unclear.
He described it as some sort of business process and that the decisions that are taken through
smart contracts are based on different criteria connected to different stages in the process. The
criteria are ruled by certain input like digital signatures for example. One limitation with
smart contracts is that they are impossible to change once they have been put on the
blockchain and because of that it is important that nothing bugs. The problem is that it is very
hard to make smart contracts without bugs today. It might take a while for blockchain smart
contracts to get good enough and safe enough to get applied by companies. Another concern
regarding using smart contracts with IoT is that it might be hard to trust the data that goes into
the smart contract as IoT sensors can be manipulated.
Analysis
The general consensus of the possibility of using smart contracts together with blockchain and
IoT is strong and positive. Christidis and Devetsiokiotis (2016) and Banafa (n.d.) talk a lot
about using smart contracts among devices, without any human interaction. The example of
solar panels selling extra energy that it does not need to neighbouring solar panels using smart
contracts is a clear application case. The same principle could be used for a storing shelf in a
factory, sensing that it needs to be refilled and then by itself executing an order for more
material via a smart contract. Regarding the safety of smart contracts, one interviewee
mentioned that there are impossible to alter a smart contract once they are put on the
blockchain, while Li et al. (2017) and Giancaspro (2017) says that there are risks of hackers
breaking in and changing or altering the smart contracts, which could have bad consequences.
4.8.

Blockchain and IoT

Interview outcome
Six out of eight interviewees talked about blockchain in conjunction with IoT, and all of them
agreed that blockchain would not improve all of the security issues related to the IoT system
in terms of external threats. Instead they said that blockchain could provide security regarding
the trust between different parties of the supply chain. One problem with today’s system is
that it is very hard to keep track of all information and to store it within one place and that
information easily can disappear. Many interviewees mentioned that it is almost impossible to
get a trustworthy traceability of a product using today’s system and that blockchain might be
a possible solution to this problem. There is no clear use for blockchain regarding handling
the security within IoT, but blockchain can be used for storing data and tracing historical data
that represents the truth. Blockchain will make it possible in real time to see what is being
shared within a specific supply chain but one of the interviewee’s questions if the solution
will be legal and regulatory possible.
The private blockchain is most promising according to our interviewees. One interviewee said
that the mining system would never work with IoT. He also stated that the mining industry
has become the intermediary that companies were trying to get rid of. One possible solution
would be to use IBM Hyperledger in IoT supply chains. This is a system with no mining
because it is a permissioned private network where people have to subscribe by giving their
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credentials, verify their identity et cetera so that the owner knows exactly who people are
before they can join the network.
Analysis
Most of the interviewees saw restrictions in using public blockchains in conjoint with IoT.
Dorri et al. (2016) agrees and points to the flaws in the consensus protocol PoW, which is
very computationally intensive and time consuming which goes against the highly desired
low latency within IoT systems. Private blockchains or a mix of both seems more likely (Wu
et al., 2017).
Regarding if the security issues within IoT can be solved with blockchain technology, our
interviewees saw both possibilities and restrictions. Many of the security issues in IoT are
related to the security within and among the IoT devices and the interviewees do not think
that blockchain could provide a solution to these problems. The interviewees instead think
that blockchain could be used for handling information, securing identities and being an
immutable ledger. Kshetri (2017) agrees on this, saying that blockchain might be used to
strengthen the IoT security and have been used for storing information about provenance of
goods, identity and credentials. Both our interviewees and some researchers, for example
Lewis (2017) and (Banafa, n.d.) agree that blockchain will be used mainly to make devices
trust each other. Being part of the same blockchain all devices will have access to historical
and current data and then use smart contracts for making agreements and transforming data,
without human interaction.
Figure 6 shows an example of how a private blockchain IoT supply chain system could look
like. The cloud usually consists of multiple services that companies can chose to utilise, for
example a Windows server. But it could also be a node in a blockchain or a small blockchain
consisting of one transaction node and two mining nodes, which is the smallest blockchain
system possible, this is simply three virtual machines that are located in a cloud. This figure
should not be seen as the only possible construction but merely an example of how the system
could look like.
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Figure 6. Showing an example of a supply chain using IoT and a private blockchain. The
devices gather data and upload it to the local area network where it gets filtered and then
uploaded to a blockchain located within a cloud service. The customers can then access
historical data about a product before buying a product.
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5. Discussion
Thoughts about different parts of the study and related topics are discussed here.
5.1.

Result discussion

The result
IoT are facing many security issues and blockchain can be used to some extent to secure data
management within any given supply chain that uses Internet of Things technology, although
blockchain should be seen as a tool and not as a complete solution.
Interpretation of the result
Since both IoT and blockchain are emerging technologies, currently under development it is
no wonder they have shortcomings. Many of the issues related to IoT have possible solutions
mentioned both in the literature and by the interviewees, so it is not impossible that several of
the problems mentioned in this work are solved within the near future. This work looked into
applying blockchain to IoT for data management purposes and as for now, blockchain can
secure some issues. With that said, in a few years this may work even better or other areas of
application have turned out being more appealing and useful.
The study's initial research questions were to find out what security issues are related to IoT,
how blockchain can be used to ensure data management related to IoT in supply chains and
what potential benefits this could have for the work in a supply chain. The results of this
study answer these research questions, some to a greater extent than others. The mapping of
the security issues related to IoT is comprehensive and a reason for this is that many articles
mentioned limitations related to IoT and most of the interviewees had knowledge about this.
Finding articles that looked into the use of blockchain and IoT in a supply chain were limited
as well as finding people to interview with knowledge in all areas. Conclusions about how
blockchain can work with IoT are therefore somewhat more limited while possible benefits
for the supply chain if the proposed solutions work can be drawn with high certainty based on
both use cases and interview outcome.
Impact of the result
The focus of this study is application in supply chains but the result can be generalised to
other areas. Blockchain can for example ensure trust between parties in the supply chain, and
this can be applied on a general business deal as well. Another example is that blockchain can
be used for handling information, securing identities and being an immutable ledger and this
is applicable in other areas. Artificial intelligence is a promising technology that might benefit
from an IoT/blockchain system, where for example an AI robot could be connected to the
system and in real time get the important data, leading to informed and trusted decisions.
Another example of a use case for an IoT/blockchain system could be devices being
connected to growing seeds or plants, providing them with water and specific supplements for
maximum growth. This data could be connected to a blockchain, which through smart
contracts handles the ordering of supplements, through historical data foresee when the plant
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is ready for the next step and order transportation. All of this could be done without human
interaction and provide companies and end customer with all relevant data about the product.
The practical consequences that the result may lead to are a more efficient and secure way to
handle certain information between different parties. Another aspect is that this result may
help to highlight that developers do not take security seriously. This is obviously problematic
from a user perspective, both for businesses and individuals. During the interviews multiple
interviewees also mentioned that people needs to become more aware of new technologies
and what they share online. How individuals act online does not affect the outcome of this
report but it is something to keep in mind. Hopefully, this work can contribute to the field and
help to highlight the aspects of blockchain and IoT that are not working and highlight
potential use areas and potential advantages that comes with implementing a blockchain IoT
supply chain system. Finding solutions to the problems identified in this report will be crucial
to the development.
The reasonableness of the results
From the beginning, the idea was that blockchain should be able to solve IoT security issues
but as the literature study began and the interviews were conducted, it seemed, as blockchain
was not the perfect solution to all of these problems. The main idea was that blockchain could
help securing data management related to IoT from the perspective that data could not be
changed or tampered with and parties in the supply chain could trust the data. As it turned out,
many of the security issues with IoT were located in the devices and blockchain cannot
contribute to the security in the devices as it appears at current. Another important perspective
that grew during the course of this study is blockchains scalability problem that will limit the
possible use with IoT.
The current state of research seems to lie in line with the knowledge of the interviewees to a
large extent. Some aspects that were brought up in the literature review were not mentioned
during the interviews and vice versa but the big picture is the same. Handling all IoT security
issues with the help of blockchain is not something that current research hold as a likely
possibility (Dorri et al., 2016). The result indicates that blockchain cannot improve the
security of the IoT system in terms of all external threats, but that blockchain can provide
security regarding the trust between different parties in the supply chain. This result seems
reasonable considering what the literature says, what the interviewees say as well as how the
technology works.
Impact of the method
The result is partially based on a literature review scanning the area of blockchain, IoT and
supply chain and some of the sources are not academically correct as mentioned in the
method chapter. The community drives development of IoT and blockchain to a large extent
and therefore up to date information are published in forums and blogs. This might reduce the
credibility of the literature review in some parts. Another aspect is that many examples of
successful implementation of blockchain and IoT are published on companies’ websites and
there may be a possibility that they exaggerate the success. The result is also based on the
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outcome of a qualitative study, which means that it has interpretivism as the epistemological
orientation and constructionism as the ontological orientation.
Looking at interpretivism in this study it means that different people can understand the same
reality in different ways. Taking the interviews for example, one person mentioned that we do
not need to be scared of the security issues associated with IoT because a network often
consists of many devices and many small inputs from many places all the time, so even if a
device get compromised, it will not affect the system so much, while other people were very
concerned with the security issues. Constructionism means that the study shows one version
of reality meaning that this study is based on what the researchers found out in this certain
setting. The goal of this study is not to show the absolute reality but instead to show how the
researchers, interviewees and the literature understand these specific issues.
One limitation is that the data collection only includes eight people. This means that the result
could be based on personal opinions and how these people look at the technology. It is not
completely certain if the result could represent the whole market since these people probably
have limited up to date knowledge in the areas. It was difficult to find people that had
knowledge about all the areas of supply chain, IoT and blockchain taken together, and thus
would have an overview and grasp of the advantages and limitations of all these areas and
how well they could interact with each other. A common scenario during the interviews was
that the interviewee had good knowledge in two areas and thus responded confidently in these
areas but needed to speculate a bit around the third area. What, on the other hand, strengthens
the reliability of the study is that the people who participated in the study had vast
experiences and long careers, in many cases they had high positions in their companies and
their views lied in line with the literature.
One goal when it came to sampling was to reach out to both female and male persons with
knowledge in the areas of the study. This turned out being hard since very few females were
working within these areas; at least they are not active on LinkedIn where most of the search
for people took place. Only one female was found and contacted but unfortunately she did not
have the opportunity to participate in the study. The fact that all eight interviewees were men
and seven of them were active in Sweden may have affected the outcome. Although several
persons mentioned during the interviews that they work together with colleagues in other
countries, they participate in seminars and monitor the outside world.
5.2.

Further discussion

Internet of Things and supply chains
IoT has been around for a long time, about 20 years, but earlier under the name Machine to
Machine. Even though it has been around for a long time, the adoption rate of this technology
has moved very slow, companies have been very careful since they have not been able to
understand what it is, how to use it and what the possible gains are. One of the biggest
barriers has been the price, not only for the devices but also for the system installation, data
management and resources for analysing the data. Today companies are realising the
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importance of gathering data and knowing how to analyse it and IoT systems are cheaper
since more companies are selling the systems. Companies are being told that if they were to
invest in a IoT system they would have to do it big, not just with a few devices. The problem
here is that it drives the total price up, making them choose cheaper variants instead of
choosing quality. This leads to a security problem because companies selling the cheaper
variant do not put a lot of weight into security, which creates a problem for companies later
on. The security issues for IoT when used in supply chains are not a direct risk that could
harm civilians, and it is not threatening their personal integrity. The security issues could
although be used to fool the end customer to buy a product that is not what it outs to be if IoT
are used for traceability of a product. One scenario can be that someone that is not part of the
supply chain hacks an IoT device and tamper with the data, or that a supplier tampers with the
data with the objective to hide certain information.
Today companies are gathering extreme amounts of data and it is only going to increase when
companies implement IoT. This extreme data gathering have become a problem for some
companies, having a lot of data but not the competences or resources to analyse it and
transform it to informed strategic decisions. Some companies gathers so much data that it is
impossible for them to handle it themselves while others just find it more convenient and safe
to outsource to a third party. When companies decide to outsource they have to put a lot of
trust in the other company. This might be more problematic than it sounds, an example is if
the third party also uses a fourth party, this party might have some interest in taking part of
the data and without the original companies knowledge uses the data. So not only does the
companies that outsource their data have to trust the third party they would also have to trust a
possible fourth party.
Blockchain
Blockchain is still very new and companies are still trying to figure out how it could be used
and what possible gains they could have from it. The development of blockchains are being
conducted all over the world, many creating their own blockchain with a certain purpose,
often being built in the same way as other, bigger blockchains but with some kind of niche.
Many developers believe that their blockchain is the way to go for companies, this creates
problems for companies looking into using blockchain, and they have no idea which kind of
blockchain is the best for their company. Right now there are a lot of good ideas out there but
smaller developers do not have the resources to make their solution mainstream or compatible
within real case scenarios. Generally developers have to collaborate more, help each other
out. This would reduce the time to find good sustainable solutions and make it easier for
companies trying to adopt blockchain technology. There are projects that are trying to make
collaboration possible, like the hyperledger project, and there are blockchains on the market
that have good solutions and in their opinion a standard way of using blockchain. IOTA is one
of these projects that focus on making blockchain work together with IoT and in their own
opinion they have found a way to do this in a smooth way. However, IOTA have some critics,
for example that IOTA “solved” the problem using centralisation and they basically only have
one big server that handles all transactions which goes against the definition of blockchains.
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Blockchain might be a possible solution to solve some of the security issues within IoT
systems but companies not using IoT systems might implement blockchain in supply chains.
One of the main benefits of using blockchain in supply chains is the traceability of products,
to see who did what and when, and technically blockchain do not need IoT for this. If it is
used for this without IoT and actors in the supply chain manually input certain data on the
blockchain it would still work. This would mean a bit more work and the data might be easier
to manipulate but companies might consider this a good solution anyways. An example of this
is the container industry that today uses a paper system when signing contracts et cetera,
blockchain would remove all the paperwork, creating a much faster process with full trust
between parties and speeding up the process of signing contracts, which could be done in real
time, open for all parties to see. This would also benefit the environment with less trees being
cut down and processed into paper that then have to travel between actors within the supply
chain and it would also cut storage times.
An aspect that were brought up both during the interviews and in the literature is that certain
types of blockchain are creating problems for the environment, especially public blockchains
using the consensus protocol PoW that makes the miners use huge amount of computer
energy. But if blockchain works in conjoint with IoT it might be possible to find beneficial
aspects for the environmentally as well. For example if companies could find a way for IoT
devices to organise the transportation system, so that no trucks are half full when delivering
products or completely empty on the return but instead organised so that different companies,
in a simple way, could use the same transport for their different products.
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6. Conclusion
What are the security issues related to Internet of Things?
IoT is a fast developing technology that has a lot of security issues. IoT is still under a
development and implementation phase, and more companies can now afford to invest in the
technology. When the technology becomes standardised, other security flaws will most likely
emerge as a consequence, as hackers tends to find new ways to steal or tamper with data
management in ways paralleling the innovative development of the technologies themselves.
Be that as it may, below follows a summary divided in two main categories of contemporary
security issues brought up by the literature and interviewees in this study.
Weak software protection
Weak software protection is an umbrella for multiple issues. One part is data communication
systems that are not fully encrypted, which means that security is not being built in all the
way from the server to the device. This leaves security gaps in the system and since the
location of the issues might differ between different systems, it is hard to create a standard
solution.
Another issue is that there is a big difference in processing power in different parts of the IoT
system. The processing power in the data storage server is often very high, but then becomes
lower further out. For example a local server that gathers data from several devices have a
decent amount of processing power but one single device at the edge have low processing
power. This leads to a big variety in security where the security in the cloud are taken very
seriously while the security in the devices might be thought of as less important. The security
issues in the devices and their lack of shell protection is according to the literature review and
the interviewees the most urgent. Devices often have standard passwords and no built-in
security and if one single device gets hacked, the whole system is threatened since everything
is connected.
Another aspect is that the device information inflow can be tampered with, resulting in false
information being uploaded to a cloud or other database. If a company then take strategic
actions based on false data it might have big implications later on.
Inadequate authorisation
Inadequate authorisation is also an umbrella headline for multiple sub-issues. Heterogeneous
architecture is for example a big problem for security professionals. There are different types
of systems, using different storage points and different types of devices. This leads to a
general lack of understanding of security by people that are developing, installing and using
IoT. There is also a lack of standard system for how to implement security into the different
parts of the system.
The price also plays a big part of the security flaws. Companies tend to fixate on the price of
the devices when implementing an IoT system, and cheap devices often lack basic security.
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Regarding the risks involved when using a third party for data management, there are split
opinions. The main risk is if cloud companies handle massive amount of data from several
companies, leading to them getting much power and control. But generally, companies
providing cloud services take the security very seriously.
To what extent can blockchain be used to secure data management within any given supply
chain that uses Internet of Things?
Many of the security issues within IoT are related to the devices and blockchain will not be
able to provide a solution to these problems. Blockchain will instead be used for handling
information, securing identities, provenance of goods, credentials and being an immutable
ledger. Smart contracts will be used among devices to communicate with each other and make
deals and transfers without human interaction. IoT supply chains will most likely use
blockchain for its traceability to make sure downstream suppliers are legit and follow what is
decided in contracts.
It is very unlikely that blockchain will be used to upload and store all data that IoT produces,
since blockchain probably will not be able to handle the amount of transfers. Scalability is a
big implementation barrier because blockchain systems can be very computationally intensive
and time consuming, which goes against the highly desired low latency within IoT systems.
Using private blockchains that use a permissioned network with less nodes or filtering the
data uploaded from IoT devices might solve the scalability problem.
What benefits could this conjunction have for a supply chain?
Implementing an IoT system with blockchain technology will provide a lot of benefits for
supply chains and many other benefits are yet to be thought of. Below follows a summary of
possible benefits for supply chains using IoT and blockchain, starting with four main benefits
and then a bullet point list of other possible benefits.
Immutable ledger
Blockchain will provide the system with an immutable ledger, which means that once data
have been placed on the blockchain it is impossible to alter it.
Traceability
Because of the immutable ledger, it will be possible for companies to trace their products
through the whole supply chain. It will be possible to make sure that every sub-supplier is
transparent and legit.
Customer insight
An IoT system using blockchain to store data will give customers the opportunity to see and
trust the complete production, transportation and handling process of a product. They will be
able to see where a product came from, which companies have been involved and time stamps
of different steps. Customers do not have to trust the providers but instead they can just trust
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the IoT/blockchain system. Looking at sustainability issues, it is probably going to be more
and more important to be able to see how a product is manufactured and what resources that
have been used.
Trust between actors
Actors in a supply chain network also do not really have to trust each other but instead put
their trust in the IoT/blockchain system.
Below follows a summary of other possible benefits
•
•
•
•
•
•
•
•

Cheaper information processing
Better successful delivery rate
Better product quality
Transactions being made without human interaction
Automated storage management
Time stamped actions
Transportation efficiency
Easier contract handing giving faster transportation processes and cheaper products

There are still a lot of barriers to make all of these potential benefits work in reality but there
is also a lot of on-going research working on making it happen.
6.1.

Further research

Both blockchain and IoT are fast developing technologies that probably will be applied by
companies to some extent in a near future. When this happens there are multiple research
areas that could and should be researched.
When blockchain/IoT systems become standard within companies it is important to make it
stable so that people can trust the system. It is also important to find a way to make it user
friendly, people within companies should not have to understand how the system works to be
able to use it. It should basically be like todays IT systems were most people know how to use
it and then there are some experts within the company that can fix eventual problems.
Looking into smart contracts is a promising area of research. How these contracts can be used
for securing identities, usage among devices and application in business environment are
possible application areas. The legal part of smart contracts are also interesting, for example
how the future lawyer or legal adviser will handle this technology.
Sustainability and environmental impact is possibly the most urgent and the biggest threat to
mankind and also applicable on the technologies studied in this paper. Further research should
study how these systems could be made more environmentally friendly and to find potential
environmental gains that these systems could provide.
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AI is a fast developing and promising area that probably will have a big impact on the
business world and society. It would be very interesting to research how AI could work in
conjoint with a blockchain/IoT system to find possible gains and risk involved.
Scalability is a big barrier for the application of blockchain. Studies are being conducted and
companies are trying to find a way to handle this problem. In order for a public blockchain to
work smoothly, this problem needs to be solved.
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Appendix
Interview questions
The two introduction questions below were asked first and then the interview were based on
questions about Internet of Things, blockchain or supply chain depending on the knowledge
of the interviewee.
•
•

Can you please describe yourself in terms of education and work experience?
What is your knowledge about Internet of Things, blockchain and supply chain?

Blockchain related questions:
• What are the possible risks and benefits of a blockchain implementation?
• How do you view the pros and cons of Private and Public Blockchains from a security
perspective? What type do you think will have the greatest use in the future?
• In what way can blockchain be used in conjoint with IoT?
• What pros and cons do you see with smart contracts?
• How can a supply chain that uses IoT benefit from blockchains security benefits?
• What are the limitations and benefits of implementing blockchain with IoT?
• In what way can blockchain handle large amounts of data generated by IoT devices?
Internet of Things related questions:
• Are your company using IoT in some way? If so, what purpose does IoT have?
• How do you look at security issues linked to IoT? Where are the biggest problems?
• How can the security problems associated with IoT be solved?
• Can blockchain be a possible solution to the security issues that IoT are facing?
• How do you look at protecting and storing data that IoT collects as current systems
often rely on a third party?
Supply chain related questions:
• What problems do security issues in the supply chain cause?
• What systems are used for information sharing in the supply chain?
• Are there any problems or risks associated with the current system?
• Do you use IoT in your supply chain? How does that work?
• How do you think that an anonymous, secure information sharing system could
improve the work of a supply chain?
Last questions to round up the interview:
• How would you like Blockchain and IoT to look in a few years? In what direction do
you want to see the trend go? What uses do you wish?
• Do you want us to censor your name and company name in the report?
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