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Abstract

Distributed Device Synchronization

Mahmoud Malekighaleabdolreza

Generally, synchronization in Wireless Sensor Networks (WSN), allows successful 
and accurate communication between nodes to occur. Each node in WSN runs
independently and have its own clock which can drift from the other device’s clock.
Many application in WSN requires a common notion of time between nodes in order
to be able to provide a reliable performance and operation. The focus of this research
is to study whether a sufficient synchronization accuracy between nodes in WSN 
using bluetooth mesh communication can be achieved, that would allow us to turn
on and off LEDs on distributed devices in such way that we create an LCD-like 
behavior with 50Hz (20ms) resolution.

We use NRF52840-PDK devices in this thesis and for synchronization purpose,
we are using FTSP and RBS+FTSP synchronization protocols. The RBS+FTSP protocol
is the combination of both RBS and FTSP protocols which have the benefits of both
protocols and improves the performance of the synchronization in our use case, this
protocol is explained more in detail in later sections (see chapter 2.1.3 ).

Based on the results that we have it is possible to achieve low-ms synchronization
accuracy using the bluetooth mesh communication technology using FTSP and
RBS+FTSP protocols. The synchronization resolution that we achieved using
bluetooth mesh technology and our synchronization protocols were below 10ms
which are good enough to accomplish the required 50Hz (20ms) resolution of our
LCD-like screen with distributed devices. The same method can also be used to
perform synchronization between nodes for various other actuation and sensing
purposes in wireless sensor networks.
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Introduction

1.1 Background

Wireless sensor network (WSN) refers to a group of independent and spatially
dispersed devices (Nodes), which can communicate with each other wirelessly.
A WSN can consist of a few nodes to thousands of sensor nodes. Each sensor
node is typically equipped with a microcontroller, radio transceiver along with
an antenna, some sensors (e.g., accelerometer, thermometer, pressure sensor,
etc.) and a power source, which is usually a battery. All nodes in a WSN have
a real-time clock that is used to keep track of time and timestamping the occur-
rence of any events. Wireless time synchronization is used widely for di↵erent
applications such as environmental monitoring, healthcare monitoring, military
services, data logging, to name a few. As an example, we can consider the data
fusion in a wireless sensor network, which timestamped data from nodes in the
network is collected and analyzed in order to formulate a decision. This is only
possible if the nodes in the network have a common notion of time and they are
able to exchange data which are timestamped by each node local time. Wireless
sensor devices can be equipped with actuators to be activated at a certain time
or conditions. Sensor-actuator networks are networks that consist of actuator
nodes which communicate with each other using wireless links to perform dis-
tributed sensing and actuation tasks. In such a network the issue of real-time
communication is critical since the nodes are commonly intended to act and
perform tasks at specific time intervals. Hence, time synchronization is an im-
portant factor in wireless networks which can provide a common time notion
between nodes in the network and provides the means for nodes to perform
any time-dependent tasks that requires the nodes to be synchronized. There
are di↵erent time synchronization techniques known in the art that can be used
for providing common timescale within a WSN. Some of the widely used time
synchronization algorithms which are also used in this research are :

1. Reference Broadcast Synchronization (RBS).

2. Flooding Time Synchronization Protocol (FTSP).

These protocols are described in more details in later sections (see section 2.1.3).
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1.2 Problem formulation

The goal of this project is to place multiple independent (wireless) devices in
such way that they form a grid. Each device has at least one LED, each LED
could then be considered similar to a pixel in a picture, and the grid would
be similar to a screen or an LCD. By synchronizing the (wireless) devices and
actuating the LEDs on and o↵ synchronously, we aim to create a ”picture”
sequence with 50Hz resolution. The wireless technology that is used for com-
munication between devices in this project is Bluetooth Mesh. For verification
of the system, a Logic Analyzer is used, by connecting the LEDs on each board
to the channels on Logic Analyzer the behavior of the LEDs on each board can
be analyzed. The target accuracy of time synchronization between nodes in our
network is below 10 milliseconds.

The main questions that this research is about to solve are as below:

1. Does Bluetooth mesh technology with FTSP synchronization protocol with
application layer timestamping provide the required synchronization accuracy?

2. Does Bluetooth mesh technology with RBS+FTSP synchronization proto-
col with application layer timestamping provide the required synchronization
accuracy?

1.3 Thesis outline

Chapter 2 of this report explains the purpose of synchronization in wireless
sensor networks and obstacles in synchronization for WSN. It contains the de-
scription of some synchronization protocols and the theory about the bluetooth
mesh communication protocol which is used in this research for communication
between devices.

Chapter 3 contains information about the device used in this research.

In chapter 4, the system implementation of time synchronization algorithms on
our target devices is explained.

Chapter 5 presents the result of the implementation and shows the verification
of the system.

Chapter 6 and 7 contains the conclusion and discussion in regard to the results
from chapter 5.

Chapter 8 contains insight for further research and possible future development.
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1.4 Assumptions and limitations

The main focus of this project is on time synchronization between nodes in the
network. The target devices are NRF52840-PDK (described in Chapter 3) and
the total number of devices (nodes) in the network are 15 nodes. The placement
of the devices is static. There is no MAC-layer timestamping resource available
on the target hardware being used in this project for timestamping the outgoing
and incoming messages during the synchronization phase, thus we consider the
application layer timestamping for synchronization purpose. Security and power
consumption are not considered in this research.

1.5 Related Works

There are many studies and surveys related to time synchronization among
nodes in WSN. One particular interesting study was performed at North Dakota
State University [23] using Berkeley Motes [27]. The study includes comparing
most common existing time synchronization protocols and approaches using
protocol 802.11. The survey collected the results of synchronization accuracy
achieved for di↵erent synchronization protocols. The interesting part is the re-
sults of synchronization using FTSP and RBS protocols. The results show the
1.48 µs accuracy per hop in the network for FTSP protocol and 29.1 µs accuracy
per hop in the network for RBS protocol. The hardware and wireless technology
that is used for collecting these de facto standards are di↵erent than the wire-
less technology and hardware that are used in this research. For instance, the
Berkeley Motes platform is capable of MAC-layer timestamping, which could
not be used in the NRF52840-PDK for our development.
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Theory

This chapter provides an explanation of some synchronization theory applied in
the study to clarify expressions that will appear in coming chapters.

2.1 Synchronization

In distributed systems, there is no global clock, each node has its own internal
hardware clock to keep track of the time. Basically, these clocks can have some
amount of drift per day, that can be accumulated significantly and results in
some errors over the time. Also, because each clock runs at di↵erent tick rate
they may drift apart from each other after a while, although they may have
been synchronized when they start. This obviously brings serious problems to
WSN and applications that are time-dependent and need to have a synchronized
notion of time in order to function properly. In such networks and applications,
it is required to use proper time synchronization techniques to synchronize the
nodes involved (see Fig. 2.1).

Fig. 2.1: Synchronized clocks in WSN.
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2.1.1 Clocks

In WSN each node has its own physical clock. Often hardware clocks are present
as an oscillator which generates pulses at fix rate or frequency, however, most of
the hardware oscillators are not precise enough that they run at the same rate.
As an example, the frequency deviation of 0.001% can produce the clock error
of one second per day. Considering UTC (Coordinated Universal Time) as real-
time clock reference then 1 second in the local clock of the node in WSN should
be close to 1 second in real time [1]. A clock in an embedded system (node in
WSN) is simply a counter that gets incremented through crystal oscillators with
a rate (or frequency) f and is referred to as a software clock. Considering t as
real-time and C(t) as the reading of the counter at real time t in a node then the
derivative dC(t)/dt is known as clock skew. Clock skew can be a↵ected by many
factors such as supply voltage, humidity, temperature, and other environmental
conditions and vary over time. The rate f at time t is given as the first derivative
of C(t) as shown in equation (2.1). A perfect clock would have dC(t)/dt = 1
(see Fig. 2.2).

f(t) = dC(t)/dt. (2.1)

Another clock factor is clock drift (⇢) which is the rate from the standard rate
1 as shown in equation (2.2).

⇢(t) = f(t)� 1 = dC(t)� 1. (2.2)

Clock performance is often measured with PPM (Parts Per Million). Maximum
drift rate ⇢ is given by manufacturer of crystals which is typically between 1
ppm to 100 ppm.

Another clock factor in WSN is clock o↵set which is the di↵erence between the
times reported by the clocks at two nodes. The clock o↵set betwen nodes A and
B is given by CA(t)–CB(t).

Fig. 2.2: Clock rates.
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2.1.2 Synchronization obstacles

Practically, for synchronizing the nodes in WSN a series of timing messages are
required to calculate the relative clock drifts and o↵sets. However, in WSN, var-
ious nondeterministic uncertainties and delays exist that can a↵ect the message
transmission, hence making time synchronization much more di�cult. Sources
of synchronization errors in WSN can be categorized as transmitter and receiver
delays as explained in the following [12].

• Transmitter delays

⇤ Send Time : Time needed to create message and issue send request

⇤ Access Time : Time needed for access to the transmit channel

⇤ Transmission Time : Time needed to transmit the message

• Receiver delays

⇤ Reception Time : Time needed to receive message (same as propoga-
tion time, which is the amount of time it takes for the message to
travel from the sender to the destination)

⇤ Receive Time : Time needed to interpret the message

2.1.2.1 Synchronization classes

Time synchronization in WSN aims to synchronize the local time of the node
in the network. In some networks, the synchronization is done locally according
to the local time scale and time source, while in other networks, the nodes may
be synchronized to an external time source. Synchronization techniques can be
classified as described below:

• External synchronization :
Clocks are synchronized to an external realtime source like UTC. In this
method there must be at least one node that has access to the external
time scale.

• Internal synchronization :
Unlike external synchronization, there is no external reference clock, nodes
must on the other hand agree on a common time notion between each
other. Local clocks are synchronized with each other to obtain a consistent
view of time across all nodes in the network.
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2.1.3 Synchronization Protocols

Synchronization approaches can be categorized into the following di↵erent cat-
egories:

• Server-Client synchronization :
Client nodes in the network get their timing information from a node
which act as a server and have access to an accurate time source.

• Sender–Receiver synchronization:
One node in the network act as master and send timing information to
other nodes in the network and all nodes synchronize their time with
respect to the master node.

• Receiver–Receiver synchronization:
A node in the network act as a reference node and broadcasts beacon
packets to all other nodes in the network periodically. The reception of
the beacon packets are timestamped with local clocks at each node, then
these timestamps are exchanged between the nodes and are used for syn-
chronization purposes.

2.1.3.1 Cristian’s Algorithm

One example of server-client synchronization is Cristian’s algorithm [13]. The
time server maintains its clock by using an accurate time source such as GPS,
then all other nodes in the network stay synchronized with it (see Fig. 2.3).
In such a system there would be a single point of failure (if only one server
is used) and the synchronization algorithm would in such case be vulnerable
to failure of the server node, hence if the server node fails then the nodes in
the network cannot keep synchronized. A solution for this problem would be
a group of synchronized time servers which clients can multicast requests. The
Cristian’s algorithm is using the external synchronization method to define the
common notion of time within the network.

Fig. 2.3: Cristian’s Algorithm.
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2.1.3.2 Reference Broadcast Synchronization (RBS)

RBS is a receiver–receiver time synchronization algorithm [3]. In RBS one node
will act as beacon node (or reference node) to broadcast beacon packets to
all nodes in the network (see Fig. 2.4). RBS allows the nodes receiving the
beacon packets to use the packet’s time of arrival as a reference time for clock
synchronization. RBS provides synchronization amongst the nodes which are
located within the single-hop broadcast range of a reference node. Reference
node periodically broadcast beacon packets, in turn each receiver that receives
these broadcasts messages exchanges their local time of when they received the
message with its neighbors. Nodes then calculate their o↵set relative to each
other and become synchronized. This algorithm eliminates the uncertainties at
sender part by removing the sender from the critical path. Therefore the only
sources of uncertainties in this algorithm are due to uncertainties in propagation
and receive times. While propagation time uncertainties can be ignored due to
short radio range between nodes in WSN. If the number of nodes in the network
increases, RBS could possibly cause congestion in the network, as it is requires
that all the nodes to exchange messages.

Fig. 2.4: RBS Algorithm.
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2.1.3.3 Flooding Time Synchronization Protocol (FTSP)

FTSP is a sender-receiver time synchronization algorithm [4]. In FTSP a single
node is elected (or re-elected) as the root node that serves as the time reference
node in WSN and provides the rest of the network with time synchronization
messages (see Fig. 2.5). The root node periodically broadcasts the network with
its local time value and all the nodes that receive the message from the root
node use the incoming timestamp of the root node and the time of arrival of
the message for synchronizing to root node local time. By knowing the received
local time of the root node and time of arrival of the message nodes can calcu-
late the clock o↵set and the drift respect to the root node. In FTSP the root
node which maintains the global time of the WSN can be elected dynamically,
which can improve the robustness of the algorithm against dynamically topology
changes and node failures. FTSP relies on MAC-layer timestamping in order to
provide higher synchronization accuracy.

Fig. 2.5: FTSP Algorithm.
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2.1.3.4 Combination of RBS and FTSP (RBS+FTSP)

According to our use case and scenario and by considering the limitations and
advantages of both FTSP and RBS synchronization protocols explained above
we came up with the idea of combining both protocols to create our custom
algorithm which can help us to use both protocols to increase the performance
of our system and reach our goal.

In this protocol, a broadcaster node broadcasts some beacons and all the nodes
in the network timestamp the reception of the beacon locally as it is done in
the RBS protocol, then a reference node in the network broadcast its local
timestamp to all the other nodes in the network when it receives the beacons
and all the nodes calculate their clock o↵sets respect to the reference node in
the network (see Fig. 2.6).

(a) Broadcast from broadcaster node. (b) Broadcast from reference node.

Fig. 2.6: RBS+FTSP Algorithm.
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By considering that RBS synchronization protocol could cause congestion in
the network as it requires that all the nodes sending messages to each other
about the local reception timestamp of the packet from the broadcaster and
repeat this transmission and reception of timestamps for the whole number of
samples. As a result, this will increase the synchronization phase periods, as all
the nodes have to send and receive the whole number of timestamp samples to
each other. By considering N as the number of nodes in the network, S as the
number of timestamp samples and T as the period of timestamp transmission
the synchronization phase (P) for both RBS and RBS+FTSP protocols are as
the following :

P(RBS) = N ⇥ S ⇥ T. (2.3)

P(RBS+FTSP ) = 1⇥ S ⇥ T. (2.4)

As it is shown in the equation (2.3) and (2.4) the RBS+FTSP protocol decrease
the synchronization phase period of the network by the number of nodes in the
network which provides shorter synchronization phase for the nodes in the net-
work, in the other words the synchronization phase period for the RBS protocol
is a multiple of the number of nodes in the network.

Thus, we find out that it could be a good idea to use the receiver-receiver char-
acteristic of RBS protocol, sender-receiver characteristic of FTSP protocol and
the broadcast behavior of bluetooth mesh to improve the performance and re-
ducing the synchronization period.
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2.2 Communication - Bluetooth

The communication technology that we are using in this project is Bluetooth.
Bluetooth is a low power wireless connectivity technology that allows devices to
communicate and exchange data over a short range. Bluetooth supports multi-
ple network topologies which are point-to-point, broadcast and mesh topologies
as described below.

• Point-to-Point (P2P) is a network topology used to create one-to-one (1:1)
device communications.

• Broadcast is a network topology that establishes one-to-many (1:m) device
communications.

• Mesh is a network topology used for establishing many-to-many (m:m)
device communications and creating large-scale device networks which en-
able the messages to be passed from one node to another in order to be
delivered at destination.

2.2.1 Bluetooth Low Energy (BLE)

Bluetooth Classic (also known as Bluetooth BR/EDR) is a version of bluetooth
technology which is optimized for applications that are required to transfer high
rates of data and that are not concerned about energy consumption, such as
streaming audio and video [28].

Bluetooth Low Energy (BLE) like classic bluetooth operates in the 2.4 GHz ISM
band [5]. Classic Bluetooth can handle a lot of data but consumes more power,
as a result, it reduces the battery life quickly. BLE is used for applications that
do not need to exchange large amounts of data, therefore can run longer on
battery power.

BLE devices can have two di↵erent roles, either as Central Devices or Peripheral
Devices, as described below.

• Central devices are usually mobile phones or PC’s which have a higher
CPU processing power.

• Peripheral devices are usually some sensors or low power devices, which
connect to the central device.

A BLE device can send two types of data, Advertising Packets, and Scan Re-
sponse Data. Advertising packets are constantly being transmitted from a pe-
ripheral device in order to be seen by other devices. When other devices receive
advertising packets, they can request additional data from the peripheral device
by then sending scan response data.

13



A BLE device can communicate with nearby devices in two ways, Broadcasting
or Connection.

Using broadcasting a BLE device can send data to any scanning device or ob-
server. The broadcaster sends non-connectable advertising packets periodically,
while the observer repeatedly scanning in order to receive the packets. Then,
when the observer receives the advertising packet, it can request the scan re-
sponse data. Broadcasting is a fast and easy way to transmit data to multiple
devices (see Fig. 2.7(a)).

BLE connection is a permanent, periodical data exchange of packets between
two devices. In order to initiate the connection between two devices, the master
(central device) scans for connectable advertising packets, while the slave (pe-
ripheral device) sends connectable advertising packets periodically and accepts
incoming connections, once a connection is established the central manages the
timing and initiates the periodical data exchanges (see Fig. 2.7(b)).

The architecture of BLE is divided into three di↵erent layers, Application, Host,
Controller (see Fig. 2.8).

Application : The highest layer of protocols suite, provides a user interface,
logical processing, and data control of everything related to the application.

Host : The upper layers of the BLE protocol stack, the host is usually a soft-
ware stack that administers how devices communicate with one another. The
host consists of the following layers :

(a) BLE Broadcasting (b) BLE Connection

Fig. 2.7: BLE Broadcasting and Connection [30].
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• Generic Attribute Profile (GATT) : The GATT is located on top of the
ATT. It defines how data is organized and exchanged in between di↵erent
applications. The data in GATT is organized in Services. Each Service
contains one or more characteristics, and each characteristic is a union of
user data along with metadata (descriptive information).

• Generic Access Profile (GAP) : The generic access profile specifies how
devices discover and connect.

• Attribute Protocol (ATT) : The attribute protocol is a simple client/server
protocol based on attributes presented by a device in BLE. A client re-
quests data from a server, and the server then sends data to its clients.

• Logical Link Control and Adaptation Protocol (L2CAP) : The logical link
control and adaptation protocol takes large packets from the upper layers
and breaks them up into chunks that fit into BLE packets on the transmit
side, it does the opposite at receiver side.

• Security Manager (SM) : The security manager is responsible to generate
and distribute security keys between peers.

Controller : The lower layers of the BLE protocol stack, including the radio.
The controller consists of the following layers :

• Link Layer (LL) : The link layer is directly interfaces with the physical
layer and is responsible for scanning, advertising and establishing connec-
tions.

• Physical Layer (PHY) : The physical layer is responsible for receiving and
transmitting packets using 2.4GHz radio.

• Host Controller Interface (HCI) : The host controller interface is the in-
terface for connection between host and controller. It allows host and
controller to exchange data and events.

Fig. 2.8: BLE architecture [30].
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2.2.2 Mesh Network

Mesh is a network topology for many to many device communications [6][7].
Bluetooth low energy mesh topology creates large-scale device networks where
multiple devices need to reliably and securely communicate with one another
(see Fig. 2.9).

In a mesh network, each node can participate in message delivery by relaying
the message to other nodes which are in range. Routing and flooding are two
techniques that can be used to relay a message to the mesh network. Bluetooth
mesh networking uses managed flooding technique which is a specialized and
optimized version of flooding. In the flooding technique, the message is broad-
casted to be received by all nodes within direct range. Then, each node that
received the message relay the message by broadcasting it again such that it
is received by another set of in-range nodes. In the end, only nodes which are
intended to receive the message will act upon the message. Bluetooth mesh
managed flooding technique improves the flooding approach and optimizes its
operation such that it is both reliable and e�cient. Some of the features of
managed flooding in the bluetooth mesh which improves the e�ciency are the
following:

Fig. 2.9: Bluetooth Mesh Network.
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• Heartbeats : Heartbeat messages are transmitted by nodes periodically
to indicates to other nodes in the network that the node sending the
heartbeat is still active. It also contains data which allows receiving nodes
to determine how far away the sender is, in terms of the number of hops
required to reach it.

• TTL : TTL is a field in all bluetooth mesh PDUs that indicates the max-
imum number of hops over which a message will be relayed.

• Message Cache : The Message Cache contains all recently seen messages
in a node and if a message is found to be in the cache, indicating the node
has received it before, then it will be discarded.

• Friendship : Friend feature is the most significant optimization mechanism
in a bluetooth mesh network. This feature allows friend nodes to store
incoming messages and security updates destined for Low Power Nodes
(LPNs) and let the LPNs to operate in an energy e�cient manner and to
only requests these messages from the friend node when they are in active
mode.

• Subnets : Subnets allow a bluetooth mesh network to be partitioned and
let the messages to be relayed within the subnet and not beyond the sub-
net, which can be energy e�cient (see section 2.3.2 for more information).

17



2.3 Bluetooth Mesh system architecture

The Mesh Profile specification [14] describes the mesh network operation and
layered system architecture as below:

Fig. 2.10: Mesh system architecture.

• Model layer : The Model layer defines models that are used for typical
user scenarios and are defined in the Bluetooth mesh model specification.

• Foundation model layer : The Foundation model layer defines the required
terms which are the models, states, and messages for configuring and
creating a mesh network.

• Access layer : The access layer defines the format of application data and
it also checks the application keys of received application data and con-
trolling whether the data received in the right network before forwarding
the data to the higher layer.

• Upper transport layer : The upper transport layer defines the encryption,
decryption, and authentication of application data.

• Lower transport layer : The lower transport layer defines the segmentation
and reassembly of the upper transport layers messages into multiple PDUs
(Packet Data Unit) to deliver the large messages to other nodes.

• Network layer : The network layer defines the addressing of transport
messages toward one or more elements and it is also responsible for relay-
ing/forwarding and accepting/rejecting messages.

• Bearer layer : The bearer layer defines the transmission of messages be-
tween nodes in the network.

18



2.3.1 Devices and nodes in bluetooth mesh

Devices that are part of the bluetooth mesh network are known as nodes,
whereas devices that are not part of the bluetooth mesh networks are known as
unprovisioned devices. In a bluetooth mesh network, a provisioner node is used
to manage the transitions of unprovisioned devices to nodes in the network.
The provisioner is responsible for adding unprovisioned devices that want to
join the mesh network. An unprovisioned device cannot participate in sending
an receiving of mesh messages and it needs to be part of the network to be
able to communicate with other nodes in the network. An unprovisioned device
can advertise its presence to the provisioner and after it is authenticated by the
provisioner it can be part of the network and converted from the unprovisioned
device into a node in the mesh network. A configuration client, that may also
be the same node as the provisioner, manages how nodes can send and receive
messages within the mesh network. The configuration client can also remove
nodes from the bluetooth mesh network and convert them back to unprovisioned
devices.

2.3.2 Bluetooth Mesh network and subnets

Nodes in a bluetooth mesh network need to share the following resources in
order to be able to communicate with each other:

• Network addresses : network addresses are used for identification of source
and destination of messages.

• Network keys : network keys are used for authentication of messages at
the network layer.

• Application keys : application keys are used for authentication of messages
at the access layer.

The provisioner manages the allocation of unicast addresses for the nodes in
the network and makes sure that all unicast addresses are unique, such that
no duplication exists. A network can include one or multiple subnets that can
provide area isolation. At a network layer, a group of nodes that share the same
network key can create a subnet. Nodes can be part of multiple subnets and be
able to communicate with the nodes in the subnets by knowing the network keys
belonging to the di↵erent subnets. During the provisioning, nodes may be added
to one or more subnets. The provisioner can also generate and distribute the
network and application keys and provide the nodes that need to communicate
with each other with the proper network and application keys.
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2.3.3 Bluetooth Mesh Architectural concepts

This section contains some other fundamental concepts and terminology which
are part of the building blocks of any applications using bluetooth mesh con-
nectivity.

• State : A State is a value that represents the condition of some aspect
of an Element together with some associated behaviors, for example in a
light bulb node ON and OFF states indicates if the light in the node is on
or o↵.

• Element : Within a bluetooth mesh network each node has at least one
element that is an addressable entity in the node (see Fig. 2.11). Nodes
can have multiple elements and are allocated with unicast addresses in
a subsequent order. Unicast addresses are used to identify source and
destination of the messages within a bluetooth mesh network. An element
in the nodes is not allowed to have multiple instances of the models that
are using the same messages, in this case, each model should be in the
di↵erent elements in order to avoid overlap.

Fig. 2.11: An element representation within a node [15].

• Model : All nodes in a bluetooth mesh network have at least one or mul-
tiple models. The functionality and behavior of a node is defined using
models. All the communication messages are done through the models.
Bluetooth mesh has three di↵erent type of models each with its own char-
acteristics :
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⇧ Server model : A server model contains one or multiple states and
defines a set of messages that it can receive or transmit.

⇧ Client model : A client model defines a set of messages that it can
use to consume, change, or request for the states that a server model
contains. A client model does not contain any state.

⇧ Control model : A control model has both server model and client
model functionality. A control model uses its client model function-
ality to communicate with other servers and use its server model
functionality to communicate with other client models.

An example of client-server model communication is shown as below (see
Fig. 2.12) :

Fig. 2.12: Server-Client model communication [14].

• Server : A node is called server when it has an element which has a server
model containing one or several states. According to the messages from
the client nodes, the server state may be triggered.

• Client : A node is called client that has an element which has a client
model that send messages to server nodes. Unlike server node, a client
node does not have states.
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• Messages : All communications between nodes are accomplished by send-
ing and receiving messages. Bluetooth mesh messages operate on states,
and there are defined set of messages that client node can send to a server
node that requests a transition of a state on the server node, or request
for the state value from the server node. A server node can also transmit
an unsolicited message that contains information about the condition of
states on the server node. Every message has a specific opcode (short for
operation code). For standard messages opcodes are 2 octets, for vendor-
specific messages opcodes are 3 octets, and for messages that need maxi-
mum possible payload, the opcode could be a single octet.

• Addresses : There are three di↵erent kinds of addresses, the unicast ad-
dress, group address, virtual address.

⇧ A unicast address is allocated to a single element of a node in the
network.

⇧ A group address represent multiple elements on a single node or mul-
tiple nodes in the network and refers to the multicast address.

⇧ A virtual address is a special kind of group address that can also
represent a single or multiple elements on one or more nodes in the
network. Virtual addresses take form of a 128-bit UUID (Universally
Unique Identifier) value that addressing elements on the nodes [16].

• Provisioning : Before a device can participate in a bluetooth mesh network
it should be provisioned. During the provisioning process, each device
that is interested to join the mesh network is assigned with the range of
unicast addresses, a network key, and a device key in order to be able to
communicate with other nodes in the network. This process is done by
a provisioner in the network. Provisioner is responsible to add devices to
the network and convert them to a node in the bluetooth mesh network.
The provisioner has access to the full list of all nodes in the network.

• Publish / Subscribe : Transmitting and receiving messages is referred to as
publishing and subscribing. Nodes can generate and publish the messages
to unicast, group or virtual addresses in the network and nodes that are
interested to receive the messages have to subscribe to these addresses.
Each model has a publication list and a subscription list of addresses
for sending and receiving messages to other nodes. The subscription and
publication list on each node is managed by the configuration server model
on that node.
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3

Target Device

The device used in this project for development purpose is the NRF52840-PDK
(see Fig. 3.1) from Nordic Semiconductors [8]. The NRF52840-PDK is a ver-
satile single board development kit for Bluetooth low energy. This device can
be used for a variety of applications in di↵erent field such as internet of things
(IoT), personal area networks, remote control, etc. Some of the key features of
the device are mentioned below.

Fig. 3.1: NRF52840-PDK.

NRF52840-PDK Features:

• NRF52840 Flash-based ANT/ANT+, Bluetooth

• Low energy SoC solution

• Buttons and LEDs for user interaction

• I/O interface for Arduino form factor plug-in modules

• SEGGER J-Link OB debugger with debug out functionality

• UART interface through virtual COM port

• USB

• Flash memory

• Drag-and-drop mass storage device (MSD) programming

• mbed enabled
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4

System Implementation

4.1 Software development tools

Applications developed in this research are written in C and interfaces the
NRF52840-PDK device using Nordic’s SDK for Mesh (version 1.0.1) [18]. The
mesh SDK contains libraries, example code, and complete bluetooth stack which
is called SoftDevice. As it is described by Nordic :

”A SoftDevice is a wireless protocol stack library for building System on Chip
(SoC) solutions. SoftDevices are precompiled into a binary image and function-
ally verified according to the wireless protocol specification so that all you have
to think about is creating the application. The unique hardware and software
framework provides run-time memory protection, thread safety, and determin-
istic real-time behavior. The Application Programming Interface (API) is de-
clared in header files for the C programming language. These characteristics
make the interface similar to a hardware driver abstraction where device ser-
vices are provided to the application, in this case, a complete wireless protocol.”
[17].

Nordic SoftDevice does not contain any APIs to be able to access the layers
below the application layer, therefore Mac-layer timestamping was not possible
during this research. The SoftDevice S140 was used, which is compatible with
the NRF52840-PDK. The mesh SDK is free to download [18].

In order to keep track of time on each node, the available TIMER hardware
peripheral is used. NRF52840-PDK has 5, 32-bits TIMER instance (TIMER0-
TIMER4) that can be used by an application. The TIMER0 peripheral is oc-
cupied by the mesh stack and should not be modified by the application at any
time. The TIMER1 peripheral is used to keep track of time for our applica-
tion. The TIMER1 peripheral is only used and controlled by the application
that allows us to control the behavior of the timer more accurately without any
possible reset.

The SEGGER Embedded Studio IDE is a C/C++ software development en-
vironment for ARM Microcontrollers. It contains a compiler, debugger, and
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project manager for C/C++ applications. This IDE was used for development
of time synchronization algorithms during this thesis [19].
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4.1.1 Architecture of nRF5 Mesh-SDK

Fig. 4.1: Mesh-SDK architecture [20].

• Models : Represents the implementation of models that define the device
behavior.

• Access : The API for access layer is used to control the composition of
models on devices. It keeps references to all models present on the devices
in the network. Access layer forwards the mesh messages to the proper
model on the device as it knows about all the messages that each model
handles.

• DSM : The API for Device State Manager (DSM) is used to store ad-
dresses and encryption keys that are used for mesh communication. The
data that the DSM stores can be recovered on bootup.

• Core : The Core API includes the transport and network layer function-
ality for transmission of mesh-specific messages. These functionalities in-
clude addressing the source and destination of messages, encryption, and
description of messages with proper keys and segmentation as well as re-
assembly of packets.

• Provisioning : The API for Provisioning contains the functionality needed
for adding/removing devices to the mesh network. Provisioning API im-
plements both provisioner and provisionee role.

• Bearer : The Bearer layer handles the low-level radio controller for trans-
mission and reception of mesh messages. This module is not accessed by
the application.

• DFU : The DFU API provides the functionality of device firmware update
(DFU) wirelessly over the mesh. It provides transferring the firmware to
all devices in the network without halting the application that is running
on the devices.
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4.1.2 Advertising and data channels

Fig. 4.2: Bluetooth Low Energy channels. [25].

Bluetooth Low Energy uses 40 di↵erent frequency channels (PHY channels),
separated by 2 MHz. Three of these 40 channels are called Primary advertise-
ment channels, whereas the remaining 37 channels are called data channels, (see
Fig. 4.2). An advertising packet can be up to 31 bytes of data. Devices uses
the advertising channels to advertise their presence and scan for other nearby
devices. The data channels are used when devices are in connected mode and
want to transmit data to each other.

Channels 37, 38, and 39 are used only for sending advertisement packets, while
the rest of the channels are used for data exchange between devices (see Fig.
4.2). However, nodes in a bluetooth mesh network are not in connected mode.
The message exchanging relies only on the three advertising channels mentioned
above, where all mesh specific messages are transmitted on each advertising
channel one after another [29].
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4.2 Clock Skew and Drift Estimation

In order to be able to synchronize the clocks on our nodes, we need to calculate
clock skew and drift for our devices. For this purpose, we use linear regression.
After observing the timestamps, we found that the relationship of the clocks
was very linear and therefore decided to use linear regression. By taking proper
timestamp samples from our devices we then use linear regression to formulate
the relationship between the clocks in our devices and use this model in our
later calculation.

4.2.1 Linear Regression

Simple linear regression is a statistical method that can be used to formulate
the relationship between two variables. In this method, one variable is denoted
as X (known as the predictor variable) and the other variable is denoted as Y
(known as the response variable).

The linear regression method allows one to create a model for an observed data
set of X and Y variables and use this model for prediction of later data samples.
By using the model obtained from the data sets, the value of variable Y can be
calculated using the respected value of the X variable, therefore this model can
be used to for predicting the value of Y.

The equation for a linear regression line is shown below, see equation (4.1),
where X is the predictor variable and Y is the response variable. The slope and
intercept of the line is known as ↵ and �. The value of ↵ and � corresponds to
the skew and drift respectively of the local clock in each device respect to the
reference node.

Y = ↵+ �X. (4.1)

(a) Linear regression with outliers (b) Linear regression without outliers

Fig. 4.3: Linear regression line.

All the data samples that are located far from the regression line are known as
outliers. These are erroneous data points in the set that can reduce the perfor-
mance of the estimation are removed in order to not degrade the results.
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In our implementation, in order to detect the outlier samples, we perform a
specific calculation, we estimate the next coming sample using the currently
received sample and when we receive the next sample we compare it with the
estimated value that we calculated previously, if the di↵erence between the esti-
mated value of the sample and the sample itself is above the accepted threshold
then these samples will be considered as outliers and discarded.

In our calculation, the variable X denotes the timestamp samples in a remote
node and variable Y denotes the timestamp samples from the local node. The
remote node is the node in the network which all the nodes are synchronized
towards. The actuation in turn is also performed relative to the remote node
which can be considered as the master node. The linear regression model is then
used to estimate the remote node time locally in each node in the network and
perform the required task synchronously among all the nodes (see sections 4.3
for a more detailed description).

4.3 Protocols Implementation

In order to be able to communicate between devices in our mesh network, we
implemented the required server-client mesh models. These models have the
specific messages for synchronization and actuation purposes. The system im-
plementation for both protocols are divided into two phases, one synchronization
phase and one actuation phase. During the synchronization phase, the nodes
begin by receiving time references from the remote node. As the timestamps
are received, the nodes perform the linear regression and calculate their o↵set
respect to the reference node. As the devices gain an understanding of the dif-
ference to their time compared to the reference node, they can compensate for
that di↵erence and become synchronized (see sections 4.3.1 and 4.3.2 for a more
detailed description). After the synchronization is done within the network all
nodes will start to initiate the actuation phase. The system implementation for
both FTSP and RBS+FTSP protocol are described in the following subsections.
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4.3.1 System Implementation using FTSP

The implementation of FTSP protocol for our network requires one reference
node that periodically sends the synchronization messages and it is also respon-
sible for sending the actuation order to all nodes in the network. During the syn-
chronization phase, the reference node starts broadcasting its local timestamp
samples to all nodes in the network, while the nodes are receiving the times-
tamps from the reference node, they timestamp the reception of each packet
locally and they filter the outlier samples to keep the reliable samples for later
calculations in the linear regression model in order to compute their o↵set re-
spect to the reference node. The reference node broadcast its local timestamps
every 500 milliseconds. The 500 milliseconds period is the shortest period that
we could have for our transmission with minimal packet loss and without any
system overflow. After the reference node is done transmitting its local times-
tamps, it sets a time in the future for actuation (e.g. start the actuation after
X amount of seconds from now) and broadcasts the actuation order. The time
for future actuation that was used in the experiments is 5 seconds. The short-
est time that can be set for the future actuation which does not decrease the
reliability of the system is 500ms.

The actuation order is a message that contains the start time of actuation phase
in the future that all nodes have to start actuating. All the nodes that received
the actuation order uses the linear regression model (↵ and � parameters) to
estimate the actuation time respect to reference node local time and then start
their actuation at that time.

• A client mesh model is used to implement the behavior of the reference
node in our mesh network.

• A server mesh model is used to implement the behavior of the nodes in
our mesh network that needs to be synchronized to the reference node and
perform the actuation.
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4.3.2 System Implementation using RBS+FTSP

There are three di↵erent kinds of nodes that are used to implement our system
using the RBS+FTSP protocol in our network. The behavior and role of each
kind of node is described below :

• Broadcaster node : The broadcaster node is broadcasting a beacon
packet every 500 milliseconds to all the nodes within the network. All the
nodes timestamp the reception of every beacon locally. The broadcaster
node does not participate in the actuation phase. A mesh client model is
used for implementing the behavior of the broadcaster node.

• Reference node : After all the beacon packets are received and times-
tamped locally the reference node starts broadcasting its local timestamps
for each beacons reception to all nodes in the network. While all the nodes
are receiving the reference nodes local timestamps, they remove the out-
liers samples (see section 4.2 above for a more detailed description). After
all samples have been received, all the nodes calculate their o↵set respect
to the reference node using the linear regression model (explained in sec-
tion 4.2). Finally, the reference node broadcasts the actuation order to all
nodes. The reference node also performs the actuation phase. The model
that is defining the behavior of the reference node has the characteristics
of the mesh control model.

• Regular nodes : The regular nodes in the network are the nodes that are
receiving the beacon packets from the broadcaster node and synchroniza-
tion and actuation messages from the reference node. The main task of
these nodes is to became synchronized with the reference node, then per-
form the actuation synchronously through the actuation phase. A mesh
server model is used to define the behavior of all the regular nodes in the
network.
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5

Experimental Results

5.1 Linear Regression experiments

We performed some experiments on sets of timestamp samples collected in our
network between two nodes in order to study the behavior of our linear regres-
sion model and clarify its performance. For such an experiment we collected 200
samples and obtained the model for estimating the local time (Y) respect to the
remote node local time (X). The e↵ect of outlier samples are also studied. As it
is shown in figure 5.1 and 5.2, with the presence of outliers samples, the linear
regression requires around 90 samples to converge while by removing the out-
liers the number of required samples one needs to perform the linear regression
decreased to approximately 20 samples. The results of the experiments using
the FTSP protocol are shown below :

(a) Alpha (b) Alpha with outlier removal

Fig. 5.1: Alpha calculation.
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After analyzing the result of calculation for � we noticed that it has the same
behavior as ↵ respect to the presence of the outlier samples and that it would
perform better after removing the outlier samples from the correct samples. The
number of samples required to compute the correct value of � was then reduced
from 90 to 20 after removing the improper samples, similar to ↵.

(a) Beta (b) Beta with outlier removal

Fig. 5.2: Beta calculation.
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5.2 Synchronization Verification

Fig. 5.3: Picoscope 3000.

The synchronization resolution between the nodes was verified, together with
how the number of nodes in the network may a↵ect the synchronization behav-
ior and resolution. For these purposes, a logic analyzer is used and a single pin
on each node is connected to a port on the logic analyzer. The logic analyzer
that is used for verification is picoscope 3000 (see Fig. 5.3) which has 16 dig-
ital channels and 4 analog channels [22]. The PicoScope oscilloscope software
is used to log the data from the logic analyzer and monitor the pin changes on
each node. Thus, after the synchronization phase between the nodes is done,
for simulating the actuation phase we set the pins level on our nodes high and
low such that we could measure the di↵erence between each rising/falling edges
among each node and check how synchronized the actuation is performed. The
experiments are done with 5, 10 and 15 nodes for both FTSP and RBS+FTSP
protocols. The results of the experiments are shown in table 5.1.
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Table 5.1: Synchronization results.

Protocol Accuracy(using 5 nodes) Accuracy(using 10 nodes) Accuracy(using 15 nodes)

FTSP 1.35ms 2.3ms 5ms

RBS+FTSP 1ms 1.4ms 2.15ms

As it is shown in table 5.1, the impact of increasing nodes was bigger in the
case of FTSP compared to RBS+FTSP. In theory, the increase in number of
nodes in the network should not a↵ect the synchronization results in the system
as all the synchronization messages are broadcasted to all nodes in the network
where the nodes are supposed to receive all the messages at the same time,
however, it is clear that there is a di↵erence in the synchronization results when
changing the amount of nodes in the network. This is most likely due to the
characteristics of bluetooth where di↵erent channels are used for listening in on
advertisement as explained in section 4.1.2, this is further discussed in chapter 7.

As it is shown in the figure 5.4, by analyzing the di↵erence between collected
samples using both FTSP and RBS+FTSP protocols we can see that the dif-
ference is more linear for the RBS+FTSP protocol, which this can a↵ect the
performance of synchronization result. The samples collected using FTSP proto-
col have larger error compared to samples collected using RBS+FTSP protocol
that have smaller error or practically no error at all.

(a) FTSP (b) RBS+FTSP

Fig. 5.4: Histogram containing the di↵erence between collected samples in the
local and the remote node.
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Table 5.2: Re-synchronization results.

Protocol Synchronization accuracy Accuracy after 20 mins Re-synchronization accuracy

FTSP 321.3µs 3.942ms 2.4ms

RBS+FTSP 704µs 4ms 1.3ms

After all the nodes in the network became synchronized, we let the system to
run for 20 minutes and then we measured the synchronization error between the
nodes. The maximum error between the nodes after 20 minutes is about 4ms
and by re-synchronizing the nodes we keep the synchronization error as low as
possible. The re-synchronization results between three nodes using both FTSP
and RBS+FTSP is shown in table (5.2).

Overall, the RBS+FTSP protocol performs better than FTSP protocol for our
implementation, both in terms of accuracy less impact even when increasing the
amount nodes and re-synchronization results.
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6

Conclusions

For synchronizing distributed devices in wireless sensor networks there are a
variety of synchronization protocols and communication technology that can be
used. Each of the synchronization protocols can perform di↵erent respect to
the hardware and the wireless technology that is being applied in the WSN. In
this research, bluetooth mesh for communication technology is used, together
with NRF52840-PDK as development boards, which achieved low-ms precision
between 15 nodes in a mesh network. Using bluetoth mesh may not be very
optimal in terms of performance and providing high synchronization accuracy,
however, it is a great option for small networks that have short range between
the nodes, such that each node has direct access to the reference node in the
network.

There is a non-deterministic behavior with the reception of broadcast messages
in the bluetooth mesh as it is not guaranteed that all the nodes receiving the
broadcast messages exactly at the same time. Because in bluetooth mesh nodes
are receiving broadcast messages from three di↵erent channels, it is possible that
all the nodes receive the same packet at the di↵erent channel at a di↵erent point
in time which presents a non-deterministic behavior for timestamping. This be-
havior of broadcast messages in bluetooth mesh could degrade the e�ciency
and performance of receiver-receiver synchronization protocols which assumes
the reception of synchronization packets occurs simultaneously in all nodes in
the WSN, such as RBS+FTSP protocol which we are using in this research.

Despite the fact that RBS+FTSP protocol performed better than FTSP, FTSP
protocol can also be used for our system in order to reach our goal of below
10ms synchronization resolution. It should also be mentioned that using di↵er-
ent hardware that provides timestamping in lower layers than application layer
could significantly improve the behavior of synchronization.
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7

Discussions

If the devices that we used and Nordic softdevice for bluetooth mesh were able
to support MAC-layer timestamping then the results of synchronization us-
ing FTSP protocol would most likely have performed better, same goes for
RBS+FTSP.

Since the three advertisement channels are used for transmitting messages in
bluetooth mesh our synchronization messages may be received at the di↵erent
point in time at all nodes in the network. The receiver-receiver synchronization
protocol implementation is highly dependent on each device receiving the syn-
chronization messages simultaneously, the frequency hopping between the three
channels will introduce non-deterministic jitter in the radio reception that can
degrade the synchronization accuracy. One solution to this problem could be
to blacklist channels, such that all nodes will only receive on one channel. This
could be performed using for instance the advertising extension feature of blue-
tooth 5, which is initially intended to be used for larger advertisement packets,
but could be used to provide such that all nodes receives the advertisement
packet simultaneously (See chapter 8) [24].
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8

Further research

During this research we focused on synchronization, however, it would be very
interesting to improve the robustness of the system by making the network more
reliable respect to the nodes failures, as well as power consumption concerns.

It is also interesting to study the behavior of the synchronization using blue-
tooth mesh for a large set of nodes in the network and observe the e↵ect of
multi-hop scenario on synchronization resolution and accuracy.

As mentioned in the previous chapter, adding advertising extension is also an-
other improvement for solving the problem of receiving the broadcast messages
in a di↵erent channel at a di↵erent point in a time in each node, most likely
that would have a great impact on synchronization accuracy.
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