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Abstract

Blockchain for the Swedish Fund Market

Malin Rosenberg

The Swedish fund market plays a vital part in the financial sector as
it directly finances several parts of the economy. The infrastructure
around fund trading is, however, fragmented with outdated manual paper
driven processes and several intermediaries involved. Issues arising
are high fund distribution cost and increased operational risk.
Blockchain has been proposed as the technology that can tackle these
issues. Fund trading requires a private permissioned blockchain where
participants need to be authenticated before joining a network and
where there is control over who can read and write to the blockchain
database. This study evaluates Chain Core and Hyperledger Fabric, two
permissioned blockchain platforms with different architectural designs
to assess which type that is favourable for the Swedish fund market.
The study compares the platforms in terms of performance, privacy and
cofidentiality, scalability, and security. The study is done for KPMG
in collaboration with Nasdaq, which leads a blockchain project that is
used as a case study. The comparative study is based on a literature
study and interviews with experts on blockchain and the fund industry.
The study shows that the design of Chain Core prevents it from
guaranteeing enough privacy and confidentiality. Also, it follows the
state-machine replication approach, limiting the blockchain in terms of
performance, privacy, scalability and security. Hyperledger Fabric has
a “channel” design, which provides privacy and confidentiality of users
and transactions, offers high performance in throughput of transactions
and potential for scalability
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Populärvetenskaplig sammanfattning

Den svenska fondmarknaden är vital då den finansierar flera delar av ekonomin. Sedan
1980-talet har antalet fonder ökat från endast en handfull till cirka 2 500 idag. Trots
en snabb tillväxt är fondhandelns infrastruktur fragmenterad med föråldrade, manuella
pappersdrivna processer med flera involverade mellanhänder. Konsekvenserna är höga
fonddistributionskostnader och ökad operativ risk. Blockkedjor (English: blockchain)
har föreslagits som den teknik som kan lösa dessa problem och föra fondmarknaden in
i nästa generation. Tekniken har fått erkännande för dess säkerhet i miljöer där aktörer
inte litar på varandra fullt ut och för att den tillhandahåller transparens i transaktioner.
Fondhandeln kräver en så kallad private permissioned blockchain där aktörer måste ver-
ifieras innan de ansluts till ett nätverk, och där det finns kontroll över vem som kan läsa
och skriva till blockchain-databasen. Denna studie utvärderar Chain Core och Hyper-
ledger Fabric, två olika blockchain-plattformar med olika arkitektonisk design. Syftet är
att utvärdera om någon av dem vore gynnsam för den svenska fondmarknaden. Studien
jämför plattformarna med avseende på prestanda, integritet och sekretess, skalbarhet
och säkerhet.

Studien är gjord för KPMG i samarbete med Nasdaq. För närvarande leder Nasdaq ett
blockchain-projekt för fondhandel i Sverige, vilket används som fallstudie. Den kom-
parativa studien baseras på en litteraturstudie och intervjuer med blockchain-experter
och marknadsaktörer med insikt i fondbranschen. Studien visar att Chain Core inte
är lämplig för fondhandel medan Hyperledger Fabric visar potential. Chain Cores de-
sign hindrar garanterad integritet och konfidentialitet. Därtill följer Chain Core state-
machine replication-principen, vilket begränsar blockchain vad gäller prestanda, in-
tegritet, skal-barhet och säkerhet. Hyperledger Fabric har en så kallad “channel-design”
som ger hög sekretess för användare och transaktioner, erbjuder hög prestanda i transak-
tionsflödet och ger potential för skalbarhet.
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Abbreviation Explanation

AML Anti Money Laundering

API Application Programming Interface

BFT Byzantine Fault Tolerance

BG Byzantine General (refers to the Byzantine Generals Problem)

CFT Crash Fault Tolerance

CSD Central Securities Depository

CPU Central Processing Unit

DAG Directed Acyclic Graph

DLT Distributed Ledger Technology

DoS Denial-of-Service

GDPR General Data Protection Regulation

HLF Hyper Ledger Fabric

HLFv06 Hyperledger Fabric v0.6

HLFv1 Hyperledger Fabric v1.0.0-beta

IP Internet Protocol

KYC Know Your Customer

MiFID II Markets in Financial Instruments Directive II

MSP Membership Services Provider



MVP Minimum Viable Product

NAV Net Asset Value

NFL Nordic Fund Ledger

NFM Nordic Fund Market

TA Transfer Agent

TCP Transmission Control Protocol

tsp Transactions per second

NAV Net Asset Value

P2P Peer-to-Peer

PBFT Practical Byzantine Fault Tolerance

PCS Payment Clearing Settlement

PoC Proof-of-Concept

PoW Proof-of-Work

R3 Name of an enterprise software firm

SEB Skandinaviska Enskilda Banken

SME Small- & Medium-sized Enterprise

SMR State-Machine Replication

UDP User Datagram Protocol

UTXO Unspent Transaction Output
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1 Introduction

The Swedish fund market indirectly and directly finances several parts of the economy,
making it a vital part of the financial sector. During the last 30 years, the Swedish fund
market has grown rapidly – from only a handful funds in the 1980’s till around 2 500
today. Despite this rapid growth, the infrastructure for trading mutual funds is stuck in
outdated processes as some parts of the trade still is done with fax and phone calls. Sev-
eral intermediaries are involved in the manual processes, making fund trading inefficient
[55]. The industry is seeking a funds distribution platform that can significantly lower
the funds distributions cost and reduce operational risk, consequences of the market’s
fragmented infrastructure [44].

A technology which has been proposed as the key to a modernised fund trading and
which may take the fund industry into its next generation is called ’blockchain’ [57],
a distributed ledger technology (DLT). With its promising features, the technology has
come to change the way leaders across all industries view the world [71]. The story
of blockchain began in 2008 when a person or persons under the pseudonym Satoshi
Nakamoto published the paper ’Bitcoin: A Peer-to-Peer Electronic Cash System’ [54].
This paper came to set off a spark that ever since has captured the imagination of the
computing world, journalists, governments, businesses across a wide spectrum of disci-
plines, privacy advocates and social development activists. What Nakamoto proposed,
was a new protocol for a peer-to-peer electronic cash system using a cryptocurrency
called ’Bitcoin’. A cryptocurrency is a digital currency, different from traditional cur-
rencies as they are not created nor controlled by a country or central authority. The
computer protocol allows a set of rules to ensure the integrity of data exchanged among
peers in a peer-to-peer network without going through a central trusted authority. This
protocol is the foundation of a growing number of global distributed ledgers called
’blockchains’ - of which the Bitcoin blockchain is the largest. Although there is still no
accordant definition of blockchain, the idea of usage is simple: a blockchain, such as
the Bitcoin blockchain, enables us to send assets, like money, directly from one person
to another, without going through a bank, a credit card company, or similar [71].

What makes the blockchain technology prominent is its potential to shorten transaction
time, reduce the number of intermediaries, and make markets more transparent and
reliable [71], partly thanks to the systems being built on distributed networks. Besides,
blockchain has features as immutability, enabling of security, and trust among involved
actors [25]. These features are vital for the financial sector and it is not surprising
that it is the one industry where most blockchain applications appear today. Even so,
the blockchain topic is rather new for the fund trading industry. Previous studies on
blockchain for the mutual fund industry are limited. Since the fund industry has since
long outdated processes, it is inevitably interesting to investigate whether blockchain
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could modernise the fund trading industry in Sweden.

The number of blockchain platforms are many, some more established than others [61].
Cryptocurrency blockchains have dominated the spectrum of research on blockchains,
leaving research on other type of blockchain networks aside. A fund trading network
needs to be regulated and there is a need for some control over who is fund trading.
The type of blockchains that is suitable for this kind of trading are called permissioned
blockchains. As previous research is limited, the focus of this study is to give an in-
dependent and hands-on assessment on different permissioned blockchain platforms to
understand limitations and to assess whether the blockchain technology can help the
outdated fund trading industry. The study is limited to include two platforms of differ-
ent architecture.

The rest of this thesis is organised as follows. Chapter 1 will continue discussing the
problem further and presents the research questions and define the delimitations of the
report. Chapter 2 gives a technical background on blockchain whereas Chapter 3 gives a
background on the fund industry. In Chapter 4, the methods of the study are presented,
followed by Chapter 5, in which the framework for the analysis is given. Chapter 6
presents the two platforms which will be evaluated. In Chapter 7, the Nordic Fund
Ledger (NFL) project will be presented. NFL is the Nasdaq-led blockchain project that
is used as a case study for this study. Chapter 8 presents non-functional requirements
for a blockchain-powered fund-trading platform. An analysis of the platforms Chain
Core and Hyperledger Fabric, based on the non-functional requirements, is given in
Chapter 9 whereas Chapter 10 evaluates the analysis. Chapter 11 presents a discussion
for the thesis findings. Chapter 12 summarises the findings and Chapter 13 gives some
suggestions for future research.

1.1 Problem Discussion

In contrast to the equities market (Swedish: aktiemarknaden), which relies on a Central
Securities Depository (Swedish: värdepapperscentral - in Sweden, Euroclear is the CSD
for securities) (CSD), the Swedish fund market lacks a central, primary point for admin-
istrating holdings (Swedish: investeringsandelar). Instead, the administration of fund
transactions is handled through an intermediary or directly with each executing party.
The fund market infrastructure is fragmented and characterised by manual routines,
several involved actors, a combination of different technical solutions, long settlement
cycles, and paper-driven processes as well as follow-up phone calls. In other words,
an investor buying units in a fund company results in a relatively large administrative
process [43, 17]. The delayed transaction process and inefficiency in having many in-
termediaries and manual processes presents operational risks and additional costs in the
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fund trading process [44].

In Sweden, Nasdaq and Skandinaviska Enskilda Banken (SEB) have taken a stand to
solve the fund industry’s issues. Together they have developed a first Proof-of-Concept
for a digital fund distribution platform, currently called Nordic Fund Ledger (NFL),
based on blockchain technology. The claim is that the blockchain technology will solve
the problems with today’s infrastructure. The key benefits are said to be a shared and
transparent infrastructure, a secure and fast processing, and a shared and trusted record-
keeping [55, 56]. The NFL project is not unique as there are practitioners in the finance
sector around the globe working on different blockchain prototypes targeting different
parts of the sector. Astonishingly, attention to blockchain technology is still quite lim-
ited in the discipline of information systems [32]. Thus, there is still a need for a deeper
understanding of the blockchain technology’s impact on different industries and sectors.

The idea of cutting out intermediaries and, by that, saving costs, increasing the speed
and reducing the risk of failures is interesting. As the Swedish fund market is grow-
ing rapidly and is a vital part of the financial sector, while still being fragmented, there
is a need for a greater insight in what a blockchain-based platform would bring to the
Swedish fund market. Researchers [81, 47, 76, 22, 61, 51] have concluded that there
still are several technical issues that limits some blockchains. These issues include per-
formance, scalability, security and privacy concerns. A fund trading platform puts pres-
sure on its technology as there are many non-functional requirements related to these
just mentioned issues that must be fulfilled before a blockchain platform can go live.
For example, the Swedish Financial Supervisory Authority (Swedish: Finansinspektio-
nen) could reject a platform where investors’ data is shared between different banks or
distributors, regardless of it being encrypted or not. If the blockchain cannot fulfil re-
quirements of this kind, it may not be mature for the fund industry just yet. Inevitably,
two question appears: is there a blockchain platform that can help modernising the fund
industry and that meets all non-functional requirements? And, is blockchain the best
solution at all?

1.2 Thesis Purpose

The purpose of this study is to investigate whether blockchain, as a technology, is ready
to modernise the Swedish fund distribution. This will be done by comparing different
blockchain platforms in terms of non-functional requirements for the Swedish fund mar-
ket. This will be attained in collaboration with requirements defined by the on-going
NFL project. The investigation will be done by a comparative study of two different
permissioned blockchain platforms. The non-functional requirements concern the areas
that research has found limitations in, namely, performance, privacy and confidentiality,
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scalability, and security. The platforms investigated have been selected in consultation
with Nasdaq.

1.2.1 Research Questions

This paper aims to answer the following questions to support a recommendation for the
Swedish fund market:

• How do different blockchain platforms differ in features and designs?

• Which blockchain platform is most suitable for fund distribution in Sweden?

• Is the blockchain technology mature enough for the fund trading industry?

1.3 Delimitations

The study focuses on fund trading in Sweden, but will, to some extent, examine the Eu-
ropean fund market as the Swedish market is closely connected to the European market
and the NFL aims to scale internationally if the project succeeds.

Only the process of making fund investments will be considered in the fund-trade. The
process of av investor selling fund shares will thus not be considered in this study.

The assessed platforms must allow a private permissioned network structure. In a pri-
vate network, a member must be authenticated before joining the network. By having
a permissioned network, there are authentication rules stating what actions that each
member can perform. Without any permission, a member cannot read nor write to the
platform. To be considered, the platforms must also either be available as open source
or be thoroughly described in detail in research or whitepaper material. The require-
ments that lay the basis for the comparison will only take non-functional requirements
into consideration. Hence, other requirements that may impact a conclusion whether an
implementation of a blockchain platform is possible, i.e. requirements on governance
or compliance with existing system, will not be examined in this study.

In this study the term “fund” refers to mutual funds (Swedish: fond). In Sweden, mutual
funds constitute the group of funds traded in a traditional way unless otherwise stated.
Exchange Traded Funds (Swedish: börshandlade fonder) are, for example, not included
in mutual funds as they are traded in real time.
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2 Technical Background

Blockchain is a digital technology that very briefly can be explained as a distributed,
transactional database that maintains a continuously growing list of records, called
blocks. These blocks contain data that are secured from tampering and revision, making
the use of the technology very secure [44, 32]. This chapter will explain blockchain in
detail, including its underlying software architecture, to illuminate what this brief ex-
planation means. In the first part of the chapter, the term ’blockchain’ will be defined in
a wider context and a presentation of the cryptocurrency Bitcoin will be given, followed
by a distinction between different types of blockchains and blockchain networks. Bit-
coin is the first, and therefore the most widely known, blockchain. Commonly, people
equate blockchain with Bitcoin and believe them to be synonyms. As there exist various
blockchains where not all share the same structure as the Bitcoin blockchain, it is impor-
tant to understand the difference between the ’traditional’ blockchains and other kinds
of blockchains. In the chapter’s second part, blockchain’s security mechanisms will be
explained. In the last part, an explanation is given on smart contracts, code which may
be used as a second layer of blockchain to automate certain actions.

2.1 Blockchain

Blockchain has been in commercial use since 2008, but not until in recent years, lead-
ers in banking and finance, alongside many other industries, have given the blockchain
technology their full attention as they have discovered its potential in more applications
than just cryptocurrencies and money transfers. Only in 2014 and 2015, over $ 1 bil-
lion of venture capital flooded into the emerging blockchain ecosystem, and the rate of
investment has doubled almost annually since [71]. The stakeholders that have been
attracted to blockchain comprise a wide span of industries: from finance, health care,
and real estate, to the government sector and manufacturing industries [16]. One of the
reasons is that this digital ledger of economic transactions does not necessarily have
to be used for money transfer. Examples include birth and death certificates, marriage
licenses, deeds and titles of ownership, educational degrees, medical procedures, votes,
and provenance of food. That is, virtually everything of value that can be expressed in
code [71].

Even though blockchain has been in commercial use since 2008 [32], it seems like
there exists no truly uniform definition of blockchain. According to Kaal [40], sev-
eral definitions refer to blockchain as a giant worldwide, distributed, immutable ’google
spreadsheet’ for transactions, whereas other focus on the technology’s central elements
(e.g. transaction ledger, electronic, decentralized, immutable, cryptographic verifica-
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tion) [40]. Vitalik Buterin, the founder of the common blockchain-based distributed
computer platform ’Ethereum’, describe blockchain in its most simple form as:

’... a decentralised system that contain some kind of shared memory’ [8].

Kaal’s own definition is also broadly defined:

’... a shared digital ledger or database that maintains continuously growing
lists of transactions’ [40].

No definition is wrong, they are all just explaining the same thing differently, choosing
to emphasize different attributes. This report follows the definition given by the Com-
monwealth Scientific and Industrial Research Organisation [67], which define blockchain
as:

’... a digital technology that combine cryptographic, data management, net-
working, and incentive mechanisms to support the checking, execution, and
recording of transactions between parties.’[67]

This definition mentions the central elements of blockchain which will be brought to
light throughout this chapter. Besides the definition of blockchain, the term ’blockchain’
can be used in many ways. The term can, for instance, be used to describe the name
for a data structure, the name for an algorithm, and a suite of technologies. Also, it can
be used as an umbrella term for purely distributed peer-to-peer systems with a common
application area [26]. In this report, the term is aiming to all interpretations of the term.

2.1.1 Bitcoin

The Bitcoin blockchain is the first, largest and most famous example of a blockchain
[71]. To understand how the central elements of a blockchain are related, Bitcoin pro-
vides an example. The technical details presented in this section will be described in
detail further down in this chapter.

Shortly put, Bitcoin is a cryptocurrency, or electronic cash currency. Payments can be
sent directly from one party to another without going through a financial institution
[54]. Instead, the payments are securely sent through a distributed peer-to-peer (P2P)
network, which means that it runs on computers provided by volunteers around the
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world – there is no central database to hack [71]. All transactions are visible to all
participants in the shared ledger, making the transactions transparent and more secure.
Thus, it is easy to detect tampered transactions.

Each transaction has a cryptographic hash, which needs to be solved before it can be
added to the ledger, or database. To add new transactions, participating peers follows a
software protocol to check that transactions are valid. Once validated, transactions are
executed and combined to make up a so called ’block’ of data. A timestamp server then
takes a hash of a block of items to be timestamped and widely publishes the hash. The
timestamp provides evidence that the data must have existed at the time to get into the
hash. In addition, each timestamp includes the previous timestamp in its hash [25, 54].
This procedure makes sure that the blocks are listed in a linear and chronological order,
where the hash links between the blocks create a chain of blocks. The record of blocks
of data is kept into a digital register, like a database, which is what we call a ’blockchain’
[25, 40].

The procedure of solving the hash puzzles of the transactions is called mining. This
is costly in CPU power and electricity, but the miners are incentivised to solve these
puzzles by the same principle as how gold miners are motivated to mine gold. No
central authority exists which puts gold into circulation, this is done after the gold has
been minted. The miners will also get an award for their effort. Many miners can
try to solve the puzzle of the same transaction and who will succeed is impossible to
foresee. The coins in Bitcoin are minted using the same principle, the miners in the
Bitcoin network provide new coins into the Bitcoin blockchain [54]. Bitcoin also uses
an award-method for mining new blocks into the chain. Everyone that provides CPU
power to mine new blocks get a share of the newly created coins. Every fourth year, the
award is bisected [4].

At the same time, the incentive is also funded with transaction fees, which mostly are
paid from previous awards. If the output value of a transaction is less than its input
value, the difference is a transaction fee that is added to the incentive value of the block
containing the transaction. Once a predetermined number of coins have entered circula-
tion, the incentive can transition entirely to transaction fees and be completely inflation
free [54]. The awards and transaction fees are meant to create an incentive to build up
the network. This means that you only will spend just as much energy that people in
average are ready to pay in the shape of security and transaction fees. Not more or less.
This makes the market for Bitcoin utterly democratic [4].

In case of two new blocks being added to the chain concurrently, the chain is forked
into two. When this occurs, the longest chain serves as a proof of the sequence of
events witnessed and is a proof that it came from the largest pool of CPU power for the
solving of the hash-puzzles. Peers always consider the longest chain to be the correct
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one and will continue to extend that one with new blocks. This means that peers which
previously agreed with the other chain will switch over to the longer one as it becomes
the longest. When this happens, the whole network has again agreed to the same state
of the database. This security mechanism is preventing double spending and is built into
Bitcoin by a consensus protocol called Proof-of-Work (PoW). This consensus protocol
makes sure that peers that have put in a lot of power to mine blocks are favoured. Nodes
can join, leave and re-join the Bitcoin network at will, accepting the longest PoW chain
as proof of what happened while they were gone. If a malicious peer would try to
change a block, this would not be possible without redoing the work and, as later blocks
are chained after it by hashed links, the malicious peer would have to redo all the blocks
after it. In practice, this is close to impossible considering the CPU power needed for
it. In the Bitcoin blockchain, blocks are appended to the chain approximately every 10
minutes, but it could both go faster or take up to an hour before the hash puzzle is solved
[54, 4].

2.1.2 A Distributed Ledger Technology

As we now know, Bitcoin released the technology we refer to as blockchain. Impor-
tantly, blockchain and Bitcoin are not synonymous. The technology is used in many
ways and exist on many different types of platforms. As mentioned, blockchain is a
shared digital ledger or data structure for keeping records of data. In other words, it
is a database maintaining lists of transactions, but with fundamental architectural dif-
ferences to traditional databases. The principle of having a shared ledger over a dis-
tributed network is, however, not something unique for the blockchain technology. In
fact, blockchain belongs to a group of ’Distributed Ledger Technologies’ (DLTs). The
architecture and security mechanism are what distinctions blockchains from other DLTs.

A DLT can be used to describe a database shared across a network which gives partici-
pating nodes rights to write, read and store entries on the ledger. A traditional distributed
database distributes and stores data across the entire network, like a distributed ledger,
but entries can only be created and updated by a central administrator. In a distributed
ledger network, no central authority is needed [21]. As this study depends upon the fi-
nancial system, a comparison by the traditional financial system and the financial system
using a distributed ledger can be made using Figure 1 and Figure 2. With a distributed
ledger, intermediaries can be eliminated, trades can be settled in real time and regulators
gain real-time access to all relevant details of contracts [27].

For the blockchain technology, the ledger provides a fixed protocol for adding blocks
of transactions to a logged list [27], but many other ways to distribute data in a network
exist [4]. For example, instead of using the chain structure, a DLT may use a graph
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Figure 1: Today’s financial system is made up of a small group of large institutions that communicate bi-
laterally. Consistency of the system is ensured by regulatory authorities through audits of the institutions.
Individuals, companies and smaller financial service providers access the financial system by partnering
with a large institution [27].

Figure 2: Distributed ledger. Institutions, regulatory authorities, smaller individuals, companies, and
smaller financial service providers enjoy direct access to the system, e.g. a financial system, without
having to go through a central entity. Adapted from [27].

instead. Examples of this kind of DLT are HashGraph [2] and IOTA [12], which be-
longs to a group of technologies called Directed Acyclic Graphs (DAGs). Consequently,
blockchains and DAGs can be viewed as two different types of DLTs. To emphasize the
relation between the terms ’DLT’ and ’blockchain’, one can refer to DLT as an umbrella
term for blockchain. An illustration of the relationship is shown in Figure 2.

2.1.3 Network Structures

Different blockchains suit different network structures. In general, the nodes are rep-
resented by the peers. The peers are physical/virtual machines that communicate via
TCP/IP and UDP with other nodes. In other words, we can refer to the peers as com-
puters. In contrast, a user is only represented by a public key address, which means that
the user theoretically can log in from any other node in the network. This is possible
since all the nodes of a blockchain possess a database of all historical valid transactions
that have been sent between the nodes of the network. The statement that a blockchain
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Figure 3: Relationship between the terms ’Distributed Ledger Technology’ (DLT) and ’blockchain’. DLT
is an umbrella term where blockchain is one of many included technologies.

is a database, comes from this network characteristic. The communication between the
nodes in the blockchain network is, in general, P2P based. The P2P communication
and discovery of nodes goes through its own layer of protocol messages. Nodes iden-
tify each other by their IP addresses and users reference each other via their public key.
The corresponding private key is used to cryptographically sign messages and transac-
tions [32]. The peers can appear in different network structures where we differentiate
between a more centralised and a more decentralised structure, private networks can be
compared to public networks, and permissioned blockchains are put against permission-
less blockchains. The different network structures will now be described.

Decentralised vs. Centralised In conventional centralised transaction systems,
all transactions must be validated by a central trusted authority (e.g. the central bank)
[81]. The central authority often acts as an intermediary that also must approve new
users in the network. Centralised transaction systems inevitably result in extra costs
and performance bottlenecks at the central servers. In this kind of system, the central
authority is often the only one that can view the complete database of all transactions
ever made [58]. Bitcoin is an example of a fully decentralised distributed network.
Every node in the network has access to a copy of all records in the database [54]. In
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Figure 4: Comparison of different network structures. Bitcoin is an example of a fully distributed
decentralised network. Adapted from [21].

Figure 4, the distinction between decentralised and centralised is made, also compared
to a fully distributed network.

Public vs. Private In a public blockchain, such as the Bitcoin network, anyone
can join, leave or re-join the network at will. There is no authentication of who you
are before you can join the network. If the blockchain is operated by one or several
entities which oversees the control over the network, the blockchain system is said to be
private. This entity authenticates and authorises new participants before they can join
the network.

Permissionless vs. Permissioned In a permissionless blockchain, all nodes can
read and write to the shared ledger and participate in the consensus mechanism for val-
idation of new transactions. Bitcoin is an example of a permissionless blockchain. For
a permissioned network, on the contrary, the blockchain is operated by one or several
known entities where participants must be given permission before they can read and
write to the ledger. Blockchains operated by several known entities are called con-
sortium blockchains, where members of a consortium in each given business context
operate the network [12]. The entity or entities might state rules as to who can read
what on the ledger.

Private permissioned blockchains are common within financial services. The consor-
tium of major banking institutions R3 is a good example. A bank in this network might
be ’permissioned’ to participate in R3, but only be allowed to see or initiate certain in-
terbank transfers on the R3 network. The banks must also be cleared to participate in
R3, making it a private blockchain as well [7].
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Figure 5: Examples of private, public, distributed (decentralised) and centralised blockchain. Figure
adopted from [58].

2.1.4 How the Network Structures Relate

Whereas it is common for public blockchains to be decentralised and private blockchains
to be more centralised [58], it is not true for all blockchains. Similarly, private blockchains
are not always permissioned. It is not a two-way street. This means that there can
be several combinations of private, public, decentralised and centralised networks in a
blockchain model. As shown in quadrant one in Figure 5, a decentralised, yet privately
managed network could include a so-called crowd-managed blockchain. If this is the
case, the crowd votes on who is given access rights rather than having an authority that
grants the permissions, like in quadrant two. One would expect that corporations that
are concerned with others having access to their transactions would be private systems
and that access (e.g. from customers) would be managed by some central bureau if the
blockchain is both private and centralised. As mentioned earlier, Bitcoin is a good ex-
ample for quadrant three. Regarding quadrant four, a blockchain could be centralised
and public at the same time if, for example, a government could manage the accessibility
to a web-page application in the case of potentially destructive users [26].

Some argue that if an implementation of a system ought to be fully centralised, there is
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hardly any point in implementing it with blockchain, regardless of it being private or not.
For a centralised system, a traditional database will be advantageous over a blockchain.
The point with blockchain, whether it being a private and/or permissioned or not, is to
run the system from many nodes. The system should thus be run from different locations
and not only from one central server. Hence, even permissioned blockchains should be
run in a decentralised manner [4, 5]. The R3 network referenced to above is still a
decentralised system as several banks share and run the system over different servers.

2.2 Blockchain vs. a Traditional Database

The main difference between a blockchain database and a traditional database is the ar-
chitecture. Whereas the traditional database most commonly uses a client-server archi-
tecture, a blockchain is built on a, to some extent, distributed network. In the theoretical
chapters of this study, it was explained that for a blockchain database, each participant
maintains, calculates and updates new entries into the database and the participants work
together to ensure that all reach the same conclusion. Whether a traditional database is
more beneficial than a blockchain database, or the other way around, depends on the
use case [3]. In the introducing chapter, we have learnt that a blockchain-powered plat-
form for fund trading would be beneficial and bring considerable improvements to the
fund market. Still, this does not imply that it would be better than using a traditional
database or a centralised system. There are several criteria that a use case should fulfil
to motivate the implementation of a blockchain [34]. It is important to remember that a
blockchain is a database. The way it is built, implemented and how it reaches security
is what makes the difference from other, traditional, databases [4].

If the system requires a shared database with multiple writers that can modify the
database, blockchain is beneficial. In addition, there must be a degree of mistrust among
the participating parties in the network. These criteria could all be met with an inter-
mediary that all writers trust, meaning that a centralised database with a trusted inter-
mediating party would be enough to meet hitherto listed criteria for the motivation of
a blockchain. But, if there is a need for a disintermediation, that is, if it is wrong with
having a central party who maintains an authoritative database and acts as a gatekeeper,
then blockchain is advantageous. There are good reasons for wanting an intermediating
party. In many cases, these could include lower costs, faster transactions and automatic
reconciliation [34].

There are more criteria that should be met to motivate the use of blockchain. The tech-
nology is appropriate where there is some interaction between transactions created by
the writers. This means that created transactions may depend on other transactions. If
Alice, for example, send some funds to Bob who wants to send some of these to Charlie,
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then Bob’s transaction is dependent on Alice’s one. In addition, if there is risk of double
spending, blockchain fills a great role as it provides an authoritative final transaction log
upon which all nodes agree [34].

2.3 Security in Blockchains

There are many different levels of security, from data integrity (that is, the probability
that someone can get hold of my data, or that data get modified with or without intent),
to privacy (that is, that your user data or other private information is secure and not
accessible for unauthorised nodes) [4]. As noted in Section 2.1.4, a blockchain system
should not be fully centralised. The reason is that the system will lack security and be
more open to malicious attacks if the system is run from one central server. By attacking
this one node, the whole system is at risk, regardless if the attack is done by a malicious
node or if the central node, or server, is attacked from ’the outside’ (i.e. by a bomb
attack, natural disaster, or similar) [4]. With a decentralised distributed system, the reg-
ister is owned and operated by many. This way, you get a security that your assets are
real and secured in the ledger as more than just one party can assure that your assets are
there. In addition, the system becomes more transparent towards regulatory authorities,
i.e. Swedish Financial Supervisory Authority (Swedish: Finansinspektionen) can easily
get an insight in the register this way [17]. For permissioned blockchains, participants
can turn to authorities in case of a problem, which is not possible in a permissionless
blockchain like Bitcoin. A permissionless blockchain will, on the other hand, be advan-
tageous in another sense as these networks do not have any nodes with permission to
more sensitive data than the rest of the network, it is harder to attack the whole network
from the outside [4]. Accordingly, there are different advantages for different kinds of
blockchain networks.

Security is first and last for blockchain technology. As participants in a financial system
is trading assets on the ledger, it is inevitably important that the trade is secure. Both the
traded assets and the participants’ own privacy. This can only be guaranteed in a private
permissioned blockchain as only trusted actors are given permission to participate in the
system [74]. With the new General Data Protection Regulation1 (GDPR) and Markets in
Financial Instruments Directive II2 (MiFID II), privacy is an important issue as personal

1Regulation in EU law on data protection and privacy for all individuals within the European Union.
It addresses the export of personal data outside the EU. The GDPR aims primarily to give control back to
citizens and residents over their personal data and to simplify the regulatory environment for international
business by unifying the regulation within the EU [18]. For blockchain platforms, rules around data
privacy, particularly “the right to be forgotten” rule become important [79]

2The directive MiFID II is designed to offer protection for investors and inject more transparency into
all asset classes in the European Union [66].
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Figure 6: The figure illustrates how details are stored in the blockchain database.

details should not be available to everyone in the network. In the following sections,
focus will lay on how blockchains are secured in private permissioned blockchains.
For some examples, Bitcoin is used to show the difference between how security is
guaranteed in public permissionless blockchains as opposed to private permissioned
ones.

2.3.1 Cryptography and Hash Functions

One of the security mechanisms in blockchains is given by cryptography, which is
used to encrypt the transactional data. This ensures that participants reading from the
database can see that the transaction is in the database, but not read any information
in the transaction or see who was involved in it [65]. Before going into detail in how
the encrypted transactions can be identified, the database structure should be explained.
Because, although blockchains normally are pictured as blocks chained together, it can
be seen as a database table with three columns. Each transaction in the table is assigned
its own row: the first column stores the transaction’s timestamp; the second column
stores a hash of the current transaction, plus its details, plus the hash of the previous
transaction; and the third column stores the transactions’ details [24]. In Figure 6, there
is an example of a ledger database of three blocks.

A cryptographic hash is a complex algorithm that identifies a block and all of its contents
[40, 19]. The stored hashes can be thought of as an encrypted fingerprint, or id, where
it is impossible to derive the original fingerprint. Once a block is created, it’s hash is
being calculated through a hash function, f , which must have two important properties
[24]:

1. the size of the input space and the output space must be large (Bitcoin uses 256-bit
hashes, for instance [54]) , and

2. it must be difficult to find and practically impossible to predict collisions, that is,
two inputs x1 and x2 that produce the same output f(x1) = f(x2).
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Figure 7: Three blocks in blockchain with indicated links between hashes, creating a chain of trans-
actions. Lines around hashes indicate that both are stored in the same row in second column in the
blockchain register.

If we instead picture the blockchain as its name propose – a chain of blocks – each
transaction row make up one block (see Figure 7). This means that each block will
have its own row in the database. The data format of the transaction details in the third
column depends on the type of blockchain (in Bitcoin, for example, the data is stored
as sender, receiver and amount of coins) [19]. If a peer changes something inside a
block, it will consequently cause the hash to change. Since the following block has
the hash of the previous block in its ’third column’, constituting the link between the
blocks, it means that the hashes will not match if one block has been modified. This
is one of several mechanisms that makes the blockchain technology very secure. If a
malicious user wants to change data in a block, the user must change all the hashes
in the chain, which is expensive in regards to time and computer power. If one would
want to change the data while preserving the hash, it could only be done if a collision
is found in the data, which is difficult due to the computer power that would be needed.
It is not necessary for all participants in the blockchain network to have a copy of the
entire transaction history, it is only sufficient that a few participants do. However, when
a new record is inserted into a blockchain, the last computation is broadcasted to every
interested participant. Thereby, anyone can verify that no data has been modified [24].

2.3.2 Consensus Protocols

A blockchain system should be dependable, resilient, and secure to act as a trusted
system. This ensures properties such as availability, reliability, safety, confidentiality,
and integrity [12]. A blockchain network uses consensus protocols to ensure the nodes
liveness [35], that appended transactions are valid [79] and in sync across the network
[36]. Liveness means that each non-faulty node is receiving every submitted transaction,
assuming that communication does not fail [35]. A well-functioning consensus protocol
stimulates the trust of all nodes such that the blockchain operates correctly as a whole.
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[12]. The consensus mechanism requires parties to validate the transaction via P2P
communication [79]. For the concept to be effective, three things are needed [53]:

1. common acceptance of laws, rules, transitions and states in the blockchain;

2. common acceptance of nodes, methods and stakeholders that apply these laws
and rules; and

3. a sense of identity such that members feel that all members are equal under the
consensus laws.

The number of nodes that are required to validate a transaction varies between dif-
ferent blockchain systems. Basically, consensus means that the nodes in the network
have agreed on the existing version of the blockchain. Also, this goes for every new
transaction that is appended to the chain – more than half the peers must agree that
the transaction is valid before the block can be added to the chain. The peers use a
consensus algorithm that, essentially, enables the peers to vote for what they think is
the correct state of the blockchain database. This mechanism is necessary for a de-
centralised distributed network as there otherwise would be impossible to create trust
within the network [12].

There are two elements that can be used to describe the task of reaching and maintaining
consensus among distributed nodes. Firstly, a deterministic state machine that imple-
ments the logic of the service to be replicated. Secondly, the consensus protocol which
disseminate requests among the nodes, such that each node executes the same sequence
of requests on its instance of the service. Traditionally, the concept of consensus is the
task of reaching agreement on one single request. When there is an agreement on a
sequence of requests and the blockchain is updated across the distributed nodes, we talk
about atomic broadcast, as needed for state-machine replication (SMR). Often, espe-
cially in the context of blockchains, the term “consensus” stands for atomic broadcast
[12].

The type of consensus algorithm that the developer of a blockchain has implemented
often depends on the type of blockchain network and the attack vector 3 that the net-
work operator adopts. Let’s illustrate the importance of consensus algorithms with an
example. In an ideal scenario, all nodes would vote for the order of transactions for
the next block and the majority will make the decision. If the network is public and
anyone can join, it could be catastrophic if a user controls several nodes, hence having
a great impact on the consensus. This way, a minority could seize control over a whole
network. The network is in this example subject to a Sybil attack [16].

3An attack vector is a path or means by which a hacker can gain access to a computer or network
server to deliver a payload or malicious outcome [72].
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Byzantine Generals Problem How to reach consensus is a transformation of the
Byzantine Generals (BG) Problem, which was raised in [45]. In BG problem, a group of
generals of the Byzantine army are camped with their troops around the enemy city. The
generals must agree on a common battle plan, but can only communicate by messenger.
Problems will occur if one of the generals are not loyal. It is shown that, if using only
oral messages, the problem is solvable if and only if more than two thirds of the generals
are loyal. With unforgettable written messages, the problem is solvable for any number
of generals and possible traitors. The problem is to find an algorithm to ensure that the
loyal generals will reach agreement [45].

For a distributed blockchain network, it is also a challenge to reach consensus, just like
in the BG problem. There must, however, be a consensus protocol that can assure that
the system will not fail even if there are one or more malicious “generals”. Or if the
communication with one or several nodes break, perhaps due to a node crashing. Sys-
tems tolerating these kinds of failures are said to be Byzantine Fault Tolerant (BFT). An
example of a replication algorithm that tolerates byzantine faults, and which is imple-
mented in consensus protocols described in Section 2.5, is called Practical Byzantine
Fault Tolerance (PBFT). The PBFT handles up to one third of malicious nodes.

2.4 Smart Contracts

Smart contracts are self-executing codes that reside on the blockchain to support the
consistent update of information [37]. These contracts can be explained as computerised
transaction protocols that executes the terms of a contract [16]. If used, they automate
certain actions, transfers, or similar based on pre-specified events agreed to by counter-
parties to a transaction [51]. Smart contracts combine protocols with user interfaces to
formalise and secure relationships over computer networks [70]. Rules for negotiating
the terms of a contract is stored in the smart contract, after which a verification automat-
ically is done, followed by an execution of the agreed terms. Objectives and principles
for the design of the contracts are derived from legal principles, economic theory, and
theories of reliable and secure protocols [70]. In simpler words, smart contracts are
contracts that are represented in code and executed by computers.

Smart contracts residing on the blockchain have a unique address and are triggered by
addressing a transaction to it [16]. All contract transactions are stored in chronological
order on the blockchain for future access. The execution by smart contracts can be
compared to atomic transactions, i.e., the transition from the current database state to
the next database state by changing data. The next state cannot be reached if one part
of the code execution fails [32]. In other words, smart contracts execute actions like a
domino effect.
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The concept of smart contracts was introduced in 1994 by Nick Szabo [16], that is
14 years before Satoshi Nakamoto published the paper on Bitcoin which released the
blockchain technology. Without regards to this, smart contracts may be used as an ad-
ditional layer on the blockchain ledger. The performance is enabled and guaranteed by
the network of decentralised computers, elsewhere referred to as nodes or participants,
in a blockchain network. The idea of smart contracts is inevitably tied to the elimination
of human judgment, the reduction of dependence on financial intermediaries and, some-
times, detachment from the legal system. The underlying blockchain technology makes
the smart contracts safe and trustworthy, especially as computers are more objective in
their judgment than, for example, humans at legal institutions which might be inherently
biased and unreliable since they are humans [50].

Originally, smart contracts were contemplated within a limited range of transactions,
predominantly financial instruments. In recent years, the surrounding narrative has be-
come broader, implying that all contracts can be made smart or that many different
obligations can be enforced by code. The entire legal landscape might be changed as
the use of smart-contract technology can ensure a consistent application for legal rules
and agreements [50]. Despite its name, a smart contract does not have to be partic-
ular ’smart’, nor does it have to be used to execute or monitor legal contracts either
[32]. Christidis and Devetsikiotis [16] suggest that smart contracts can be thought of as
roughly analogously stored procedures in relational database management systems.

For this reason, smart contracts can be written to allow participants to execute certain
aspects of transactions automatically [36], which could eliminate steps. As long as all
parties have agreed on the terms, or the code, the smart contract can execute without the
interference of a node in the network [65, 60]. An example provided in [36] tells about
how smart contracts can stipulate the cost of shipping an item that depends on when it
arrives. If both parties have agreed on the terms, or code written to the blockchain, the
appropriate funds change hands automatically when the item is received. Section 7.1,
which presents the NFL proof-of-concept, provides another example similar to the one
just given.

The safety of smart contracts is managed by only giving peers a limited execution time
in an economical way, i.e. you must pay for execution time. This limitation prevents
nodes from executing a smart contract infinitely. Infinite executions would put the whole
blockchain to halt at a state transition. Smart contracts cannot trigger themselves either
as this would require that they are continuously executed [32].

Some blockchain platforms have smart contracts that are fixed, whereas some allow for
tailored and self-programmed smart contracts [65]. Some have chosen not to call it
smart contracts, e.g. in Hyperledger Fabric, it is called chaincode [35].

19



2.5 Blockchain For a Financial System

Egelund-Müller et al. [27] explains that there are some features that a blockchain, or
any ledger, that host a financial system should offer. At first, it should be possible to
keep transactions private and only shared with involved parties, yet keep a transparency
to meet conditions by auditors, such as the Swedish Financial Supervisory Authority
(Finansinspektionen). The ledger should offer privacy without compromising consis-
tency. Secondly, the system should offer authentication, for example through Know
Your Customer4 (KYC) services. Thirdly, the ledger system should keep a high perfor-
mance by enabling large quantities of transactions without delays. It is proposed that
as even larger parts of the world economy are digitised, performance requirements will
only increase [27].

Private permissioned blockchains can offer these features to a financial system. Permis-
sioned blockchains have evolved as a response to the need of a ledger technology for a
network or system where a set of known and identifiable participants must be explicitly
admitted to the blockchain network [76]. The original concept of blockchains is built
upon the idea of permissionless networks with no intermediaries and where no partici-
pant is privileged over another one. As the Swedish fund market must allow some users
to control the accounts of other users (i.e. small fund companies that cannot hold their
own node might have an account at the node of a large fund distributor). Thus, per-
missionless blockchains cannot provide an alternative to permissioned systems for the
Swedish fund market. These kinds of systems require some means of identifying each
other while not necessarily trusting each other.

Li et al. [47] state that experience in existing blockchain proposals reveals that there
are still challenges that need to be overcome prior to any large scale industrial adoption
of the blockchain paradigm, among which privacy, scalability, and lack of governance
are listed challenges [47]. Other research [76] lists other limitations for permissioned
blockchains; sequentially running smart contracts, smart contracts being executed at
all nodes, hard-coded consensus protocols, static trust models, and non-determinism in
smart-execution. These limitations must be overcome to improve non-functional proper-
ties such as performance and scalability [76]. Some permissioned blockchain platforms
attempt to address these limitations, while others have not come that far.

4KYC is the process of a business identifying and verifying the identity of its clients. It ensures
investment advisors has detailed information about their clients’ risk tolerance, investment knowledge
and financial position [59].
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3 Background on the Fund Industry

The first part of this chapter provides information on the European and Swedish fund
market. Thereafter, a background is presented to how funds are traded within the
Swedish fund market.

3.1 European Fund Market Industry

In addition to the significant value of fund savings for individuals and households, the
fund market plays an important role in the financial system. The funds combine re-
sources in terms of capital from several smaller investors. This results in economies of
scale, increased risk diversification, and lower costs compared to separately investing
in all the underlying assets. A well-functioning fund market also has a major socioeco-
nomic significance; the funds contribute through their investments with liquidity to the
stock market and consequently with capital supply to the companies themselves. This
is an increasingly important feature [68, 62].

In Europe, efforts are being made to complement the banks as a channel for financing
small and medium sized enterprises (SMEs), and fund savings are viewed as an oppor-
tunity to achieve this. For instance, there is an action plan in Europe for the possibility
of funds to lend money to SMEs [68, 62]. Private equity-funds will (Swedish: riskkapi-
talfonder), additionally, play an important role in this context as this form of investment
means that capital – through active ownership – and competence are provided primar-
ily to unlisted companies. Basically, there is a contractual joint venture between mainly
professional investors (e.g. insurance companies and pension funds) and sometimes also
so-called semi-professional investors, as well as fund managers and investment advis-
ers, i.e. equal parties. This way, private equity funds can contribute to economic growth.
Professional investors and their beneficiaries (e.g. pension savers) benefit through the
return generated by their ownership [68].

In recent years, there has been an increased international competition due to increased
international harmonisation of regulation in the area [41]. Since 2011, the European in-
vestment fund industry has been growing continuously, breaking a new record in 2015
with C13.32 ú 1012 of asset under management. The increase over those 4 years rep-
resents almost 70% as the number in 2011 reached C8 ú 1012 [25]. In 2016, the 5 top
countries in Europe accounted for almost 80% of the market share. Luxembourg is by
far the country accounting for the largest share of the market with 26.2%, compared
to Ireland and Germany completing the podium with 14.7% and 13.3% respectively
[28]. The proportion of investment funds in each country of registration depends on
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Figure 8: The European investment fund market. Breakdown of nationally domiciled funds at the end of
2016 [28].

population base as well as regulation [41].

3.1.1 The Swedish Fund Industry

As stated in Figure 8, Swedish fund assets accounted for 2.1% of the total European mar-
ket in 2016 [28] and reached a new record in assets under management with a total of
SEK 3 500 billion at the end of that year [57]. In Sweden, the private households consti-
tute the largest customer group in the market, accounting for more than two thirds of the
total fund holdings. In fact, there is no other country where as many private individuals
save in funds as in Sweden; 80% of the population is fund-saving through the Swedish
premium pension system, either directly or indirectly. Private savings, including pri-
vate pension savings and occupational pensions, amount to funds-in-funds to more than
75%, which is the highest figure in the world. In addition, 60% of Swedish children have
savings in funds [68, 41, 49]. The market is, however, dominated by the major bank-
ing groups (SEB, Nordea, Handelsbanken, and Swedbank) [68, 41]. At the beginning of
2016, the total fund assets amounted to SEK 3200ú109 where most of the fund manage-
ment was equity funds (Swedish: aktiefond). Mixed funds (Swedish:blandfonder) and
mutual funds are, however, the fund types that have been increasing in percentage most
over the last ten-year period. In addition, there are some opportunities for consumers to
save in other alternative investment funds rather than specialised funds [41].

22



3.2 Traditional Fund Industry Model

In the Swedish fund market, administration of purchases and sales of fund units are
handled through an intermediary or directly with each executing fund company. This
stands in contrast to the equities market, which relies on a Central Securities Depository
(CSD). The lack of a central, primary point for registering holdings lead to a chain
consisting of many links in the fund trading process [56].

Each fund company keeps records over their fund holders. Not all fund companies
manage this themselves, instead many use an external administrator. This external party,
which often is a bank, can also be the distributor of the funds of the fund company. The
order routing between the distributor and the fund company is often done by fax or
mail, sometimes also with follow-up phone calls. While the distributor is managing
a great number of fund companies, which in turn might offer an even greater number
of funds for its investors, the distributor must also adapt to many different operational
routines for all different fund companies. Hence, there is a demand from the large fund
distributors to reach one routine for all; one way to send money, and one way to check
that the record they keep is identical to the record the fund company keeps. One can
only but imagine the number of orders that is managed by the end of the month as many
investors place a part of their income in funds as a monthly saving [56, 17].

To ease the many different operational routines, orders are aggregated by an intermedi-
ary before being sent to the fund companies. This way, the fund company might only
receive one order instead of a large number (the number could be as large as a million).
The orders are traditionally sent per fax or e-mail, but aggregated orders could also
be sent with SWIFT5 with an additional cost, making many fund companies reluctant.
With more intermediaries, the additional cost will be higher [17].

Below, the currently complex fund industry process is described in an easy step-by-step
manner [25, 44]. A simplified model is shown in Figure 9 while an extended model with
additional steps is found in Figure 10.

1. If an investor wants to buy shares of a fund, he or she liaises with a distributor in
charge of selling the fund. In general, this is done via a bank, but could also be
done directly through the fund company.

2. The distributor, which most commonly is working for the bank, will then create
an account for the investor. The account opening by the distributor includes:

• Know-Your-Customer (KYC) documentation collection,
5SWIFT is a global member-owned cooperative and the world’s leading provider of secure financial

messaging services [69].
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• dissemination to TA, and

• due diligence checks

3. The distributor sends a transaction request to the Transfer Agent (TA), which is
contacted through a fund platform if TA is not within the same bank. Primarily,
TA is a system in a bank, but can also belong to other types of specialized financial
institutions.

4. TA will receive the transaction request from the distributor.

5. TA will perform below listed verifications on the investor before confirmation of
the trade. TA also records transaction and investor account balances.

• Anti-Money Laundering (AML) verification and

• KYC verification

6. Order is then routed through the fund platform. Orders that have come in up until
cut-off time are aggregated. If the fund is not represented on a fund platform,
the routing goes straight to the fund company, or might be routed through an
intermediating party for aggregation.

7. Thereafter, the fund company receives the aggregated order. A Fund Accountant,
which works for the fund company, computes the Net Asset Value (NAV) – the
fund value per share of the fund. NAV is computed once per day after cut-off
time every time the fund is traded. Information about the funds’ NAVs are sent to
investment research firms and information providers for statistics keeping.

8. Based on NAV, the TA will:

• request the payment to the distributor

• record the transaction and investor account balances in his or her book.

9. Finally, the distributor will:

• process the transaction,

• make the settlement, and

• reconcile potential discrepancies with TA’s books.

The many intermediaries and steps in the model above causes delays in the transaction
processing. There is neither any set standards regarding the speed of settling an order.
The benchmark is, however, to settle a transaction in 3 business days after the cut-off.
One day after the cut-off, the TA confirms the trade and requests the payment. At this
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Figure 9: Traditional model of transaction process to illustrate its complexity and the involved actors.
The numbers refer to the steps in the fund-trading process described above. Inspired by [15].

point, 2 additional business days are required for the money transfer and transaction set-
tlement [25]. In Figure 11, another version of the simplified model is shown, illustrating
the time-line of the process.

In the extended model in Figure 10, step 8 is illustrated by a Clearing & Settlement
House and a TA as these not always go under the role of the distributor. Two additional
steps involving a custodian and an asset manager is added. Fund platforms, e.g. MFEX,
Nasdaq’s Nordic Fund Market (NFM), or internal platforms of major banks, have the
responsibility of intermediating between TAs and either investors or distributors in the
trade.
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Figure 10: Extended model of the traditional fund trading value chain. Each step in the flow chart has a
corresponding explanation of the activities around it and, in most cases, a rellated issue to the step and its
activities. Next to some of the [15].
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Figure 11: Timeline of the traditional transaction processing. Adapted from [15].

3.2.1 Problems With the Traditional Fund Trading Model

The traditional fund trading process has several flaws. As one can see from the previous
section, many intermediaries are involved in the process. Furthermore, several days are
needed before an order is settled. Many intermediaries, manual processes and a long
timeline propose several operational risks. Figure 10 outlines corresponding risks to
the different steps in the traditional model. Another issue arises when an investor is
investing in funds from, for example, a small fund company. Then the best proof of an
investment might only be an account statement each month, which is not trustworthy
enough for all cases [17].

This study studies the blockchain platform project Nordic Fund Ledger (NFL) for the
Swedish fund market. The purpose of the NFL project is to provide a solution for the
issues regarding the clearing & settlement process as well as the activities of the TA (see
Section 7). Hence, the aim with the project is not to include all the steps in the fund-
trading process on the platform. However, a potential platform powered on blockchain
would disrupt the whole fund-trading process and make a difference for the whole value
chain.

It could be noted that there are several ongoing blockchain projects that propose solu-
tions for other parts of the fund-trading process (see for example [42, 20, 39] which
propose solutions for the KYC process with blockchain).

4 Methods

This chapter is outlining the study’s procedure. First, the choice of research approach
is motivated, followed by an explanation of how data was collected. Thereafter, the
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study’s method is evaluated. Finally, the analytic framework for the study is described.

4.1 Research Approach

The method used for this study has mainly been of a qualitative character. A qualitative
technique is used predominantly for any data collection or data analysis procedure that
uses non-numerical data that have not been quantified, and it can be a product of all
research strategies [64]. The primary qualitative data has been collected from interviews
with experts in the field of the research questions, and from a literature study of relevant
research from the last two years.

The identification of problem and topic for the research, that is, to investigate which
blockchain platform (if any) that is most suitable for a fund-trading platform in Sweden,
derived from the current need to digitalise the industry. As there are several projects
going on in the world, and this study is closely related to the current NFL project, the
topic is up to date and inevitably interesting for the industry.

The research has taken an iterative and inductive approach and has been divided into
two phases. The first phase was made up of a literature review which provided sug-
gestions for future research areas on the blockchain topic. By reading related research
continuously while carrying out interviews, potential issues with blockchain regarding
the fund-industry could emerge. After iterating the investigation of recent research on
blockchain and interviews inductively, the research questions could be identified. Dur-
ing the second phase, the research continued with a deeper literature study in different
permissioned blockchains and their features. In parallel, interviews and meetings with
Nasdaq formed the direction of the comparative search as non-functional requirements
were found continuously during the period of which this study has taken place. Al-
though this thesis had a defined objective, the study commenced without any predeter-
mined theories or conceptual frameworks. The scope and research questions evolved
over time and was set before going into the second phase of the study.

4.2 Data Collection

The data used for this study has mainly been derived from a literature study and from
semi-structured interviews. Semi-structured interviews are sometimes also referred to
as “qualitative research interviews” [64]. The time varied from interview to interview
and respondents had different knowledge and backgrounds. According to Saunders
et al. [64], non-standardised interviews are of advantage for this type of interview.
The attitudes and opinions are important for the understanding of blockchain in the
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Figure 12: Overview of research process.

fund industry context, which motivates the use of non-standardised interviews. Also,
qualitative interviews are advantageous when it is necessary to understand the reasons
or the decisions that the respondents have taken, or to understand the reasons for their
attitudes and opinions.

4.2.1 Related Work

The development of blockchain technology is rapid and research quickly gets outdated.
For some platforms, updated versions are released several times per year. For these
reasons, the first part of the literature review is mainly based on related work published
2016 and onward. Reviewed research is delimited to the last two years as the aim was
to get an insight of where research on blockchain is at the time of this study, whether the
research questions captured an adequate application area of research, and to understand
how previous research relates to this study.

The search process for related work was a manual search of peer reviewed journal pa-
pers and conference proceedings. The selected papers and conference proceedings are
shown in Table 2. The selection was based on the empirical material of the papers, e.g.
[12, 48], or their own literature reviews on the blockchain topic, see e.g. [63]. Risius
and Spohrer [63] and Yli-Huumo et al. [80] present where research on blockchain tech-
nology was at the time of their reviews. Risius and Spohrer [63] adapts an established
research framework to structure the insights on blockchain technology, outline the cope
as disregarded topics and their results propose areas for future research for different
levels of analysis, among which some were directly related to this study:
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Table 2: Related work

Reference Objective / Conclusion

Risius & Spohrer [63] Presents framework for future research with 4 levels of analysis

Yli-Huumo et al. [80] Makes a systematic research review on blockchain technology.

Cachin & Vukolic [12]
Summarise most prominent consensus protocols for permissioned blockchain
systems. Establish a common ground for formal protocol reviews and more
technical comparisons.

Valenta & Sandner [75] Comparison of platforms Ethereum, Hyperledger Fabric and Corda

Lin & Liao [48] Makes a survey of blockchain security issues and challenges.

Li et al. [47] Propose a novel blockchain architecture devised specifically to meet
industrial standards.

Vukolic [77] Comparison of PoW-based blockchains with BFT state machine replication,
focusing on scalability limits.

• How do blockchain platforms differ regarding features and designs?

• How can different blockchain systems complement each other to overcome indi-
vidual constraints?

• What blockchain features are relevant for different company divisions or industry
branches?

• What are the complementary benefits of blockchain systems to established infor-
mation systems?

The literature review by Yli-Huumo et al. [80] states that, in 2016, research not focusing
on Bitcoin was estimated to 19.5 % of all research on blockchain technology. This gives
a clear indication that there is a lack of research on permissioned blockchain systems,
thus motivating this study. Furthermore, the review finds research gaps on blockchain
technology that, at the time, was not addressed. These gaps included latency, through-
put, size and bandwidth, which all are important when comparing blockchain systems
for fund distribution.

Several studies already exist which provides comparative research of different block-
chain protocols. All of these are of value for this study as they give an understanding
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of how different blochcain platforms relate and how they may be compared to each
other. Cachin and Vukolic [12] review the 13 most common consensus protocols for
permissioned blockchains in respect to their fault models and resilience against attacks.
They follow established practice in cryptography and computer security, rely on public
reviews, detailed models, and formal proofs. They argue that blockchain developers
should look towards the established experience in cryptography, security and the theory
of distributed systems for building trustworthy systems. If not doing so, they mean that
it could be dangerous to entrust financial value to new protocols [12].

Valenta and Sandner [75] take on a comparison of the three platforms Ethereum, Hyper-
ledger Fabric and R3 Corda, but do so by investigating for what use cases the platforms
are more suitable. They find that the the modular architecture that Hyperledger Fabric
has allows for customised applications. Corda has a focus on financial services, but the
modularity of Hyperledger Fabric may allow for it to resemble the feature set of R3
Corda. The results indicate that R3 Corda should not be seen as a competitor to Hyper-
ledger Fabric, but instead be seen as a complement. This is because there exist efforts
of integrating R3 Corda into Hyperledger Fabric. In terms of scalability, performance
and privacy, Hyperledger Fabric is outperforming Ehtereum. The permissionless mode
of operation and total transparency in Ethereum make up the reason.

A different approach is taken by Li et al. [47], which overview a number of existing
blockchain efforts for permissioned networks before taking on a system model of their
own to propose a new blockchain architecture devised specifically to meet industrial
standards. The proposal includes the notion of so called ’satellite chains’ that form
interconnected but independent subchains of a single blockchain system and supports
an unbound number of active chains that can run in parallel at any point in time. This can
boost the scalabilty premises of the system. Their system can be integrated in existing
blockchain platforms such as Hyperledger Fabric [47]. This research was valueable
for this research stage of this study as it helps the understanding of implementations
of Hyperledger Fabric further, and gives indications of how scalability issues may be
solved in the future.

Lin and Liao [48] does a survey on security issues an challenges related to the blockchain
technology. They highlight the importance of staying cautious on the influence of what
the blockchain technology may bring as it is influencing the society while still having
security issues. The issues that they find include related attacks on the system, data-
storage issues as a result of scaling, time confirmation of blockchain data and current
regulation problems [48]. As the topic of blockchain is rather new, the research of [48]
raises awareness of the, to this date, limited research on the topic.

In the quest for more scalable blockchains, previous research by Vukolic [77] has com-
pared features of classic public blockchain protocols, such as the Proof-of-Work (see
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Section 2.1.1), the consensus protocol in Bitcoin, with protocols in permissioned block-
chains, such as the Byzantine Fault Tolerance Replication protocol. They find potential
in synergies between the protocols, both in regards to combining protocol techniques
and network models.

Comparative research is of interest as it relates to and proposes a basis for this study.
The related work is, however, not enough to look at for concluding which platform
that is suitable for fund distribution in Sweden. There is a need for a more tailored
comparative study which consider different consensus protocols and platforms in terms
of non-functional requirements for fund distribution. The findings from the literature
review also indicate that the area of research for this study is requested in the field of
blockchain technology research.

The literature review in Phase 2 described in Figure 12 complement the related research
with more studies on the four non-functional requirements (performance, privacy &
confidentiality, security and scalability) that are used for the comparative study. In ad-
dition, whitepapers of the different permissioned platforms help to get an understanding
of the architectural design, included protocols and purpose of the blockchain. This con-
tinuous review in the second phase of the study helped to identify platforms that might
be promising for fund trading.

4.2.2 Respondents

Respondents (see Table 3) for the interviews were selected after their knowledge in
blockchain and the fund industry. Two respondents are referred to as ’blockchain ex-
perts’. The reason for their participation was to fully understand whether blockchain
just is a ’hype’ of this time, what blockchain technology will bring in the future, and
to get a deep understanding of technological aspects. The respondents were identified
through articles, events where they have been lecturing, and by networking.

To get the whole picture of the fund market’s traditional value chain, to identify pain
points and to understand the incitements behind proposed automated fund transaction
platforms, as well as the NFL project, actors connected to the fund industry and the
NFL project were interviewed. By doing so, a complete picture could be drawn of
the fund-industry’s value chain and its pain points. The value chain is pictured in Fig-
ure 10. The last respondent works as a blockchain developer at Nasdaq and has a both
wide and deep knowledge of blockchain and has experience from a number of different
blockchain platforms. His knowledge could help with the understanding of findings in
other research. More information about the respondents is found in Appendix A.
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Table 3: Summary of participating respondents and corresponding interviews. Additional information is
given i Appendix A

.

Respondent Description Duration Language Type Date

Bjørn Bjercke [5] Blockchain expert 56:29 Norwegian Video 2018-03-13

Johan Toll [73],
Erika Danielsson [17] Nasdaq & NFL 54:51 Swedish F2F 2018-03-16

David Bauman [4] Blockchain expert 01:45:04 Swedish F2F 2018-03-20

Johan Hörmark [38] SEB & NFL 57:30 Swedish F2F 2018-03-23

Nima Sharifat [65],
Michael Osman [60]

Blockchain experts
Nasdaq & NFL 01:58:10 Swedish F2F 2018-05-18

4.3 Evaluation of Methods

Qualitative research is sometimes questioned as the number of respondents often is
limited and, as in the case of this research, the number of use cases might be small [64].
As the use case in this study is limited to the application in the fund industry, this is
not a concern. The aim of the study is not to investigate the impact on and adaption of
blockchain for the whole financial sector or any fund market in the world, which means
that no attempt for generalisation of this kind needs to be made. Also, as stated in [64],
the research can relate to existing theory, which gives this research a broader theoretical
significance.

Nonetheless, there are some points that should be mentioned before evaluating the re-
sults. The interviews have been of a non-standardised and semi-structure nature, mean-
ing that there is no way to make a definite comparison between the respondents’ opin-
ions. Furthermore, all interviews have not been held in Swedish. The issue with this
is that some nuances might get lost when interpreting the answers of the Norwegian
interview. The same concern arises for the interviews that were held virtually, where
also the internet connection can impact the results negatively. The loss of interpretation
is of a greater concern in the case of a telephone interview.

Another concern with the methods is that of not performing any experiments of the plat-
forms. Since the results mainly depends on the results of others, the results should only
be used as indications and not as proofs. Also, experiments in previous research have
been performed in different laboratory environments where the networks have been set
up differently. For this reason, direct comparisons between the results of other studies
cannot be made.
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Finally, it should be noted that the topic of research is very up to date and the develop-
ment of the platforms have developed continuously during this study. Several updates
have been implemented, outmoding results of previous research. Information of older
versions is given in the Analysis section when applicable. This notion also means that
new updated releases in recent future could make this study’s results invalid.

5 Analytical Framework

The non-functional requirements set by the consortium around the NFL project provides
the framework for the evaluation of the analysis of the two platforms [60]. All require-
ments conform to four metrics that together compose the criteria that must be met before
an implementation of a new fund platform can be done for the minimum viable product
(MVP). Hence, the investigated permissioned blockchain platforms must be compared
for all requirements. All non-functional requirements that have been used to evaluate
different blockchain platforms are outlined in Table 4 below. For each requirement, the
corresponding evaluation metric is listed. The requirements were set in agreement with
Osman [60], the team lead of the non-functional team in the NFL project. The numbers
in Table 4 are estimated numbers that the non-functional team have agreed upon after
evaluating the current Swedish fund market.

The NFL project has estimated that the number of fund orders per day initially will be
1.5 ú 106. This number must not necessarily be equal to the number of transactions
that the system must handle. The reason is that orders may be aggregated by the fund
companies before being sent into the NFL. The fund companies keep track of who owns
what number of fund shares, but the NFL only needs to know the sum of the investments
for each fund. The number of transactions that will be generated will therefore depend
on the design of the network. The provided number can, however, be used as an upper
boundary for the maximum number of transactions for investments per day.

There is a generous acceptance of latency for the system initially. For the MVP, the
requirement is that all orders in one day will be settled the same day. With a lot of
latency, there will still be an improvement of the overall timeframe for fund trading if
we compare with the traditional fund trading model that need several days. Latency will
henceforth not be used primarily for the evaluation of the performance of the blockchain
platforms.

The NFL must provide full confidentiality and privacy of its investors and of the trans-
actions. If not, there will be a no-go for the NFL project as it would mean that the
platform is not compliant with Swedish and international regulations.
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Table 4: Non-functional requirements with corresponding metric for evaluation. The requirements were
set in agreement with Osman [60], team lead of the non-functional team in the NFL project. The NFL
project has estimated the numbers after considering the current Swedish fund market and what regulatory
actors, such as the Swedish Swedish Financial Supervisory Authority (Swedish: Finansinspektionen),
only can accept a platform with full confidentiality. More information of the metrics in this table is given
in Section 5.

Non-functional req. Corresponding metric

Handle 1.5 ú 106 orders per day Performance

All orders placed one day must be handled same day (latency) Performance

Provide full confidentiality of investors and transactions Privacy & Confidentiality

Handle 5000 funds Scalability

Handle 100 fund distributors Scalability

Handle 100 fund companies Scalability

Flexibility in network structure Scalability

Tamper resistant and guaranteed liveness Security

Regarding the scalability requirements, the number of fund distributors and fund com-
panies is not providing a benchmark for the number of nodes in the network. Instead,
these numbers give an indication of the size of the network. There are several ways to
set up a network where not every actor must keep a node – some fund companies may,
for instance, get access to the NFL network through a fund distributor that keeps a node.
Also, still depending on the network structure, there are opportunities to keep more than
one node per market actor. It is estimated that NFL initially will keep approximately
5 actors per node, which means that the first MVP should handle 20 nodes. Because
of different possible network structures, the blockchain platforms must provide some
flexibility in terms of the design of network structures. The reason follows the argument
that the network structure may have to be slightly changed when scaling in the future
as more participants join the network, more funds are added to the platform and more
transactions will enter the system. In Table 5, estimated numbers are shown for NFL
when scaling up the platform. This study only focuses on the first step of the MVP, but
as scalability is used as a metric, Table 5 is used to demonstrate the importance of the
scalability metric.

Finally, the NFL must be secure and tamper resistant to protect financial assets from
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Table 5: The table gives an indication of what the NFL platform should handle at first MVP and in the
future when scaling. Each column indicate how much the MVP intend to scale. The numbers in the table
are estimated and set by the NFL project [60].

Non-functional req. MVP1, Sweden MVP 2, Sweden MVP3, Europe MVP4, Global

No. of fund companies 100 100 2 000 10 000

No. of funds in total 5 0000 10 000 50 000 300 000

No. of fund distributors 100 100 200 1 000

Peak no. of funds per day
placed by Fund Distributor 1.5 ú 106 3 ú 106 30 ú 106 900 ú 106

being lost or end up where they should not. Also, the system should not crash if one or
some nodes fail.

6 Platforms

This chapter will go through the two platforms Chain Core and Hyperledger Fabric
which this study evaluates against the non-functional requirements for a fund-trading
platform powered on blockchain. Chain Core and Hyperledger Fabric have different
architectures as the aims of the developers have been different. Each platform will be
described in its own section with a corresponding subsection for their consensus proto-
cols. The differences between the consensus protocols will be important to understand
when analysing the platforms based on the non-functional requirements.

6.1 Chain Core

Chain Core is an open source enterprise software product that implements the Chain
Protocol [14]. The platform provides a generic infrastructure for institutional consor-
tium to issue and transfer financial assets on permissioned blockchain networks [12].
The Chain Core blockchain network enables the consortium to manage issuance, own-
ership, and control of the digital assets on the ledger. These assets can be represented
in several ways as Chain Core supports multiple types of assets, where each asset has a
unique asset identifier (asset ID). Each asset ID is globally unique not only within the
blockchain, but across all blockchains if several are implemented by the consortium.
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The asset IDs are, in turn, corresponding to an issuance program, which defines the
rules for issuing units of that asset [14]. For this reason, an asset should not be thought
of as a physical financial asset, but instead as a template of guidelines for what it rep-
resents [65]. Rules for how units are to be spent are determined by control programs.
Besides, the Chain Core protocol uses consensus programs, which specify the rules for
acceptance of new blocks. The programs run deterministically, use capped memory and
time requirements, and can be evaluated in parallel [14].

Chain Core follows Bitcoin’s terminology and denotes rows deleted by a transaction
as its inputs whereas those created are called outputs. Transactions move value from
inputs to outputs [14]. Rows in a traditional database can either be created, deleted or
modified, but for blockchains we can reduce it into two as we cannot modify rows, we
can only create transactions with information of what’s to be deleted and adding new
information through new transactions. Any row deleted by a transaction must therefore
have been created by a previous transaction. Thus, a transaction input “consumes” a
previous transaction output. The up-to-date content of the database is defined by the set
of “unspent transaction outputs” (UTXOs) [33].

Transactions move units between different accounts in the network. A node can have
several accounts, which means that assets can be transferred within the same node or
between different nodes [14]. The public key acts as the address to the account to which
assets can be spent. The private key is used by the account owner to access the assets
and spend them [13]. A transaction can move assets as long as the total values of the
accounts balance [14] and the sender account is not overdrawn. A transaction cannot
spend an asset or an amount of asset that does not exist [65].

According to Chain’s whitepaper [14], ’a block is a data structure that batches multiple
transactions to be executed’. When testing the Chain Core platform, this is however not
true. At the time of writing, a block can only contain one transaction [65].

6.1.1 Federated Consensus

Chain Core used the Federated Consensus protocol. The protocol is executed by the
nodes that make up the network with n corresponding public keys. Among the nodes,
one is statically configured as block generator. The block generator has the special task
of periodically taking new, non-executed transactions, assembling them into blocks, and
submits the block for approval to block signers. Each block signer validates all proposed
blocks with its public key. Each block validation is only performed for a given block
height, meaning that only one block can be signed at each height. Besides this, the
block signer checks the signature of the block generator, validates the transactions, and
verifies some real-time constraints and then signs an endorsement for the block. When
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Figure 13: Architectural design of Chain Core. The figure shows how information of a transaction is
shared across a network of four different nodes, replicating itself at one node at the time. The transaction
ID gets a hash ID through a hash function. The information ’123’ in the transaction is encrypted into
’xyz’. The key management makes sure that no other node than the first two nodes between whom the
transaction is taking place. The encrypted data is to ensure confidentiality of the transaction.

a node has received m such endorsements for a proposed block, the node appends the
block to the chain. Any node can validate blocks and append them to the chain [12, 14].
The point with having block signers can be questioned. When testing the Chain Core
platform, it is impossible to both double spend or overdraw the assets in the account,
which means that the transaction must be valid. Having a valid transaction, which makes
one block in the database, what is the point in having block signers?

The Federated Consensus is a special case of a standard BFT-consensus protocol that
appears to operate with a fixed leader (see more in Section 2.3). The Federated Con-
sensus protocol does not attempt to solve the general Byzantine agreement problem,
instead it requires trust assumptions that are usually strong relative to the traditional
Byzantine-fault-tolerant algorithms. In comparison to centralised databases, the Feder-
ated Consensus protocol is usefully weak, enabling the Chain protocol to be used in a
broader range of applicability [14].

Like many permissioned blockchains, Chain Core uses the SMR approach to reach a
common state across all nodes in the network. Figure 13 shows the network structure
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of Chain Core and explains how information is spread to each node in the network, one
at the time.

6.2 Hyperledger Fabric

The Hyperledger Fabric (hereafter referred to as HLF) platform is part of the Hyper-
ledger umbrella project, a prominent open-source initiative under the Linux Foundation.
HLF is a general-purpose platform for permissioned systems and has a modular archi-
tecture allowing multiple implementations for its components [12]. The modular and
extendable architecture can be employed in various industries, from banking and health
care to supply chains [75]. The aim of the HLF framework is said to be high degrees of
confidentiality, resilience, flexibility, and scalability [12].

In 2016, preview releases v0.5 and v0.6 (HLFv06) had an architecture directly con-
forming to state-machine replication (SMR) [12], hence suffering from the limitations
of sequential execution, meaning that smart contracts are executed sequentially at all
nodes (see further limitation discussion of this kind of execution model in Section 8.2).
With this replication approach, requests to smart contracts are ordered by the consensus
and then executed in the same order, sequentially, one request at the time, at all nodes.

The older versions of HLF gave firms opportunities to build applications on proof-of-
concept basis [79]. The architectural limitations of these earlier versions influenced the
design decisions that developers made for the architecture [76] v1.0.0-beta (HLFv1),
launched in June 2017 [12]. Unlike the preview releases, HLFv1 is a production-ready
solution [79]. HLFv1 has a different and more elaborate design that separates the execu-
tion of chaincode (smart contracts in Hyperledger parlance) transactions from ordering
transactions to avoid conflicts. Better scalability is an advantage that comes from this.
There is support for handling of non-deterministic smart contracts and partitioning of
smart-contract code and data across the nodes. Additionally, it enables the usage of
modular consensus implementations [12]. Also, it is no longer a fully distributed ledger
[79]. In March 2018, version v1.1 was released, which has some minor new key features
[29].

The architectural design of HLF is different from that of Chain Core, which has a design
similar to that of public blockchains. In HLF, the ledger is not shared among all peers
or nodes in the network. Instead, the blockchains can be said to be “divided” up into
different “subnets”. The subnets provide channels for communication between two or
several specific network members. This ledger design has the purpose of conducting
private and confidential transactions. Each transaction is thus executed on one channel
only. As HLF is a permissioned blockchain, each peer that wants to join and transact
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Figure 14: Architectural design of Hyperledger Fabric. The figure illustrates a entwork of 4 nodes where
the node in the bottom left corner is part of two channels. The upper left node is only having one channel
communication with the bottom left node and the same goes for the bottom right node. The upper right
node has yet no communication channel. Only where the nodes overlap, information of the transactions
can be read. Transactions can only be made within channels.

to a channel must be authenticated and authorised by a membership services provider
(MSP). When setting up the blockchain, configuration information about the channels
is referenced in chaincode from the genesis block. If creating new channels at a later
instant, the genesis block, or if applicable, a more recent reconfiguration block, is shared
with the new member [36]. Figure 14 illustrate the channel design.

There are two essential ways in which assets can be represented on a DLT network.
One way is to directly issue assets on the DLT network and to digitise those assets
for subsequent activity, such as trading. Connectivity and compatibility with off-chain
systems are required factors for this approach. The other approach is to issue assets in
the traditional way and then tokenise those assets on the DLT network using a native
token. This approach is more commonly adapted. HLF can contemplate both types of
asset representation. Assets are represented as a collection of key-value pairs, with state
changes recorded as transactions on a channel ledger [79].

6.2.1 Simple BFT and Apache Kafka

In HLF, the nodes are divided up in three groups, namely clients, peers and orderers.
The client node is controlled by the end-user that creates and invokes transactions. This
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type of node communicates with both peers and orderers. When a client sends a trans-
action to initiate an update of the ledger, all endorsers must reach consensus upon the
proposed transaction. Like the name propose, the orderers provide an ordering service
for transactions and chaincode by validating them against some criteria. The client then
successively collects matching signed results of the execution from all or a sufficient
number of endorsers. The transaction, which now is approved, is sent to the ordering
service, where orderers must reach consensus on the ordering of transactions and blocks.
Messages containing transactions can be broadcasted between peers and clients over a
communication channel that the endorsers provide. As for the consensus protocol, the
channels are to ensure that all connected peers are delivered the same messages with
the same logical order. When endorsers have agreed upon the ordering, the transaction
is forwarded to peers holding the ledger for finalising the endorsement and committing
the transaction. However, this does not include re-execution of chaincode, but instead a
verification of the freshness of version updates contained in the transaction state update.
This approach ensures that chaincode execution comes before ordering and that not all
peers execute all chaincodes [77, 75].

Up until HLFv06, the consensus protocol was a native implementation of PBFT. The lat-
est release comes with simple BFT and a Crash Fault Tolerant (CFT) consensus protocol
where finality happens in a matter of seconds. The CFT ordering service is built around
a centralised Apache Kafka cluster, which aims at high throughput and low latency
[12, 77]. There is only one Kafka service which every node subscribes to, which means
that all nodes are notified of new transactions in the same order as they are published
[22]. More consensus offering is coming to HLF, developers look at the possibilities for
an integration of the BFT library BFT-SMaRt [12]. Like its name suggests, BFT-SMaRt
is designed to tolerate Byzantine faults. Besides, it is designed to be strictly CFT [6] and
have a tolerance against Denial-of-Service6 (DoS) attacks [31]. An implementation of
the BFT-SMaRt protocol in the consensus mechanism is currently under development
and has not been implemented at the time of writing.

The HLF consensus protocol is “pluggable”, which means that various algorithms can
be used depending on application-specific requirements [76]. The platform supports
plug-in services for the three phases of endorsement, ordering and validation. The plug-
in services allow different endorsement, ordering, and validation models depending on
requirements [35].

Literally all blockchain systems except for HLF has a hard-coded consensus protocol
instead of a modular design like HLF. Hence, changing the consensus protocol is very

6In computing, a DoS attack is a cyber-attack where an attacker attempts to make a machine or net-
work resource unavailable to its intended users by temporarily or indefinitely disrupting services of a
connected host. Typically, the attacker “floods” the network with requests in an attempt to overload the
system and prevent some, or all, legitimate requests from being fulfiled [52].
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difficult for other blockchain platforms without serious code re-writes. HLF is advan-
tageous in this respect [76] since a system might change over time. For instance, BFT
protocols differ widely in their performance when deployed in potentially adversarial
environments. In a given deployment, external conditions such as load, network pa-
rameters, and actual faults or attacks may vary over time [1]. In a research framework
presented by [23] where the v0.6 version of HLF was compared with the Ethereum and
Parity platforms, the consensus protocols were presented as the main bottlenecks for
HLF and Ethereum [23]. As consensus protocols induce bottlenecks, a modular ap-
proach to the design of how to reach consensus might help to tackle these bottlenecks
and future implementation of BFT-SMaRt will be interesting to follow.

7 Nordic Fund Ledger

The motivation to the NFL project is firstly the fragmented and highly ineffective fund
market that is today. Clearly, there is a need for an efficient fund distribution platform
that lowers operational risk. Secondly, blockchain is a hot topic within every industry,
and the technology is predicted to interrupt many value chains and cut off many inter-
mediating parties in the future. Nasdaq [17], which initiated the NFL project together
with SEB, explains that it is important to embrace new technologies and take opportu-
nities when you see them. Otherwise, a company risks to stand alone with an outdated
product if resources are put on an existing technology that could be outdated in a few
years. Instead, companies should try to consider the future to learn as much as possible
of what is to come. This way, a company can secure its position in the market, learn
about the technology and be prepared if the business model must change over time [17].

NFL’s infrastructure will provide three main functionalities: Asset Registry, Transac-
tions and Payments. The trusted infrastructure will be shared between banks, fund com-
panies, service providers, distributors and auditors. The two most important actors in
the value chain are the fund company and the investor, but Nasdaq in Sweden believes
that the end user seeks a fund distributor that provides an overall range of offerings to
the investor, where you, for example, not only can buy funds but also other securities or
where you get investment advisory. For this reason, NFL will not cut off all middlemen,
but instead provide similar buyer experiences as before. The user will not experience a
severe change from today’s investment procedure other than that of efficient deliveries,
transactions and payments [17].

In Europe, there are similar blockchain projects for fund markets. Above all, the large
fund hubs Luxembourg and Ireland have made some progress. In some respect, other
projects have come further than NFL, but the impression of Swedish Nasdaq is that
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no other project includes payments in an effective way. This is something NFL will
include. Without having payments included in the blockchain, a lot of the legacy and
complexity remains as well as the contingency whether a payment has settled or not
[17, 73].

NFL is not in production, it is currently in Phase 2 where the technology is being evalu-
ated while the business model is assessed by Nasdaq and seven other companies in the
consortium. During Phase 1, Nasdaq and SEB built a prototype, or proof-of-concept
(PoC), a minimum to show that a fund market powered on blockchain is possible. The
PoC was built on Chain Core as Nasdaq and Chain Core had a partnership at that time.
As a PoC already had been made on Chain Core, this motivated the decision to use it
for this comparative study. In the following section, the PoC will be explained further
whereas details on the findings from the PoC will be given attention in Chapter 9.

The future aim is not to eliminate several market actors. Instead, core functionality will
be placed in the blockchain while other functionality will be built around it by other
actors. The actors will compete in usability and how they provide different services. In
the long run, NFL will be a solution with international standards and provide distribution
possibilities of foreign funds instead of just local funds. For this reason, it becomes
important to keep the platform to the core functionalities [17].

7.1 Proof-of-Concept

Typically, the path to adoption of any new technology begins with a PoC. These are
simple, experimental uses of a technology on a small scale in a controlled environment.
At the PoC stage, aspects as scalability and security are seldom addressed. Instead it
is all about giving the researchers an understanding of the technology, its potential and
limits on a high level [51].

The NFL PoC is built on the platform Chain Core and provides a simplified fund-trading
solution as no functional or non-functional requirements were considered at this stage
of the project [65]. This section will go through the process of an end client buying fund
shares through the Chain Core ledger.

The funds are represented by assets in Chain Core (as described in Section 6.1). The
fund company may have several different assets where each has an ISIN code for iden-
tification, NAV information, cut-off-date and other relevant information. An asset has
programs describing the asset, which give guidelines to how units (cash tokens or fund
shares) should be issued and spent. In simpler words, an asset can be described as a
template full of guidelines. Some of the information stored in the asset is static and can
never be mutated after the asset has been initiated. This data is called reference data.
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Other information, which can be changed, is stored in a tag. Both reference data and
tags are stored on the blockchain, which means that it is possible to track changes made
in tags back to when the asset was initiated [65].

The investor has an account both at the bank and at the fund company. Every time the
investor subscribes to a node (which could be another fund company, distributor, bank
or similar), an account will be issued for her at that node. How the accounts are grouped
within a node depends on the ecosystem. It is important to understand that an account in
this context is not the same as the account where you keep your money in a bank [65].
Instead we follow the terminology used by Chain Core developers where the public key
acts as the address to the account to which assets can be spent [14]. Other blockchain
platforms may simply use the terms "address”, "public key” or similar, to describe the
equivalence of an account [65].

Below, the process of a fund investment is described step by step. The only actors
present in the process are the fund company, the bank, and two independent investors.
Every step is communicated and issued by API calls [65]. Figure 15 and Figure 16
below show the same procedure.

1. An investor wants to invest in a fund and a request is sent to the fund company.
The investor has $100 to spend, but only wishes to use $50 dollars for the invest-
ment. A request is sent to the fund company to get information about a specific
fund or several.

2. Depending on the investor’s request, the fund company provides her with infor-
mation on the fund she is interested in or sends a list of available funds.

3. When the investor has made up his or her mind and chosen a specific fund to
invest in, the bank is issuing units (cash tokens) from the investment money of the
investor, which will be used in the transaction.

4. The investor will now have 50 units and $50 dollars in the account.

5. The 50 units are then transferred to the Escrow account of the chosen fund. It
should be clarified that units never move through the system; they only change
owner in the system. What happens is that the investor is giving permission and
signs off that the tokens can change owner.

6. The fund company is, after some time, verifying the amount in the Escrow account
of the fund. The Escrow account contains the investments from all investors that
has chosen to invest in this particular fund. If everything is in order, the fund
company will use the money in the Escrow account for investments to prevent the
fund from being diluted.
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Figure 15: Investment process in PoC. An investor has an account at the fund company with investment
money. The investor requests information of one or several funds and retrieves the information from the
fund company. The investor chooses to invest in a particular fund. The bank, at which the investor has
an account, issues tokens for investment money that are placed in the fund account of the investor. These
tokens are used for investing in the fund by swapping owner of the tokens to the Escrow account of the
fund. After the fund company has verified the tokenised investment, the NAV is computed. The investor
will then retrieve its fund shares.

7. The fund company computes the NAV for the fund and calculates how many
shares that the two different investments correspond to.

8. The investor will retrieve the shares of the fund that correspond to the investment
and fund units will appear in the account.

If an investment cannot be accepted, or if the transaction for some other reason is re-
jected, the fund is set in default and someone must create a transaction to issue tokens
back to the account of the investor. This kind of issue can be solved with smart con-
tracts with code specifying what will happen for different scenarios. If the process
as above is set up with smart contracts instead, no Escrow account would be needed.
Smart contracts can be written to allow participants to execute certain aspects of trans-
actions automatically. This means that the Escrow account would not be needed as a
middleware for the tokens. To prevent severe errors if a smart contract fails, there is a
possibility to use an intermediary that signs off everything [65].
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Figure 16: Flowchart over investment in fund in PoC. The flowchart shows what actors
are involved and when in the process, following the timeline.

7.2 Value Proposition of Blockchain for NFL

A discussion on whether blockchain is the best suited technology for optimising the
fund industry is applicable. This section will focus on the value proposition for the fund
market to use blockchain for fund distribution, whereas a discussion on whether it is a
good option right now for fund trading will be saved until the Analysis in Chapter 11.

The overall advantage of using blockchain is, like presented in the first sections of this
thesis, the fact that data can be shared in a distributed way among parties that not nec-
essarily trust each other and that the record of transactions is immutable. For the fund
market, all participants should inherit the information at the same time, something that
is enabled through broadcasting in blockchains.
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Among the benefits that the fund market would experience with a shared blockchain,
the first and foremost is that transactions in the network become clear to all parties
involved, risk of disputes as to whether an order arrived at the counterparty or not will
be eliminated as the distributor and the fund company will see the same information
about a given transaction. Other benefits include having shared costs for the platform as
it is jointly owned, standardisation of information, and the fact that all funds are in one
system [74].

Transaction costs may also be significantly reduced, which could lead to lower fees
for fund-savers. Since NFL will provide an asset registry and process for payments,
costs associated with fund management will be lowered through shared infrastructure,
standardisation and streamlining [74]

It will also be possible to get cash equivalents for sold fund units deposited directly
into a bank account at the same time as ordering and transaction are carried out. This
way, counterparty risk and time risk can be avoided, reducing intermediaries and their
handling. Also, when the system is well introduced, it will be possible to settle multiple
assets into one and the same transaction [74].

Currently, there is a rather large cost pressure and a trend towards more passive funds
rather than actively managed funds. It will be a tough environment for fund companies
in the future, and the number of them is believed to be reduced. NFL could be a way for
these fund companies to defend their revenues and help them be more competitive and
by improving the operational process. For this reason, the timing of the NFL blockchain
project is good [17].

8 Non-functional Requirements

There are several requirements that a blockchain platform must fulfil to be an appli-
cable technology for a fund distribution. The non-functional requirements that have
been identified as necessary to be fulfilled for a fund-distribution platform are grouped
into four different metrics. These will be used in Chapter 9 to evaluate the permis-
sioned blockchains for a financial system. These metrics are performance, privacy and
confidentiality, security and scalability. Besides, interoperability and compliance with
other DLT arrangements or off-ledger systems are important metrics, but as the business
model for the NFL has not been set at the time of writing this report, these metrics are
difficult to evaluate and will not be considered in this study. These are, however, inter-
esting areas for future research on permissioned blockchains. It could be noted that fac-
tors as governance also play an important part in decision-making regarding blockchain
platforms, but this type of factor does not lie in the scope of this study, which is why
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these types of factors are left out.

Section 8.1 to Section 8.4 will go through the four first-mentioned non-functional re-
quirements for the NFL, describing one each. For each metric, the two permissioned
blockchain platforms Chain Core and Hyperledger Fabric will be evaluated against these
metrics in Chapter 9.

8.1 Performance

Applying blockchain to a financial system should not have a negative impact on the
performance. On the contrary, the performance should hold current transaction levels
or improve it. In general, payment, clearing and settlement (PCS) systems process
hundreds of millions of transactions daily [51]. A financial system must therefore be
able to handle many transactions within quick or reasonable time, depending on the
financial system. Performance is therefore one of the utmost important metrics when
evaluating blockchains for financial systems.

Three metrics are commonly used for evaluating the performance of a blockchain. These
are throughput, latency and execution time. Throughput is measured as the number of
successful transactions per second starting from the first transaction deployment time.
Latency is the response time, that is, the difference between the completion time and
the deployment time (t2 ≠ t1), for each transaction. Execution time is the total amount
of time which the blockchain platform needed to execute and confirm all transaction in
a data set of transactions (max t2 ≠ min t1) [61].

Throughput and latency are the most commonly used performance metrics and have
been capturing scientists’ mental activity since Satoshi Nakamoto published the first
Bitcoin paper. Bitcoin can state as an example of how issues related to these metrics
arise. As a permissionless blockchain, Bitcoin can scale to a large number of nodes,
but at the expense of throughput and latency. Blocks are added to the Bitcoin network
approximately every 10 minutes. In average, this is the time it takes for a miner to
collect transactions and mine them into a block. The consensus latency is, however,
about an hour (for the recommended 6-block transaction confirmation). The throughput
in the Bitcoin system is up to 7 transactions per second (with smallest 200-250 byte
transactions). On top of this, the Bitcoin network uses a lot of power as this is the price
a miner must pay for creating new blocks. The consensus mechanism in Bitcoin is built
around this power-for-transactions trade (see more in Section 2.1.1). For comparison,
global credit-card payment companies serve roughly 2000 transactions per second on
average with a peak capacity designed to sustain more than 10 000 transactions per sec-
ond [77]. BFT protocols have been proved to sustain tens of thousands of transactions
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with practically network-speed latencies, not only as prototypes but also as practical
systems [77].

The performance metric is utterly important as it is necessary to provide a viable alter-
native to existing financial platforms [61]. Therefore, when assessing different DLTs for
the Swedish fund market, it is important to estimate the expected number of transactions
that the platform must handle and within what time it should be handled to be a viable
solution. According to [61], particularly latency plays a crucial role in applications
involving money transfer as well as other forms of trading.

When assessing performance and latency for the two different blockchain platforms, it
is notable that different studies have been evaluating the platforms differently. Perfor-
mance and latency are dependent on the way the system is set up, i.e. number of nodes,
bandwidth, how workload is applied, how many servers that run the system, CPU, dis-
tance between nodes, the distribution of different roles among the nodes, etc. As this
study mainly relies on a literature study of research in the area, and each and one of the
previous researchers have set up their evaluation differently, no specific numbers can be
given or compared directly. Instead, general discussions of the systems will be given. It
should be noted that for the two evaluated blockchain platforms, previous research has
mainly focused on earlier versions than existing versions of today. This is due to rapid
contributions to all platforms during the time of writing this report.

8.2 Privacy & Confidentiality

Privacy and confidentiality are first and last in financial systems as current industry
practices restrict data sharing and distribution to only intended stakeholders. A person’s
assets and spendings are his or her own business. As the GDPR was set to be effective in
May 2018, the addressing around privacy and confidentiality of stored data of a client on
a distributed ledger is a priority in any project. If a project fails to be GDPR-compliant,
the whole project will be called off [79].

How data is secured is related to confidentiality and the way it is managed is use case
specific. Certain data may, for some cases, be segregated from the chain itself [79] or
hidden from some network participants. GDPR requires institutions to be able to delete
personal data after the required record extension period. By default, most DLT platforms
cannot change or delete data once the transaction is commuted to the blockchain. A
proposed solution to this is to store the reference to the data (usually as a hash value)
instead of the actual data. This way, the data can be stored off-chain and easily be
deleted when appropriate [79]. The hash value will, in turn, be enough to validate
blocks.
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Blockchain can maintain some privacy through the public key and private key. Each
user owns a pair of keys, one private and one public. The private key is used for dig-
ital signatures of transactions and should be kept in confidentiality. Digitally signed
transactions are broadcasted throughout the whole network (for Hyperledger Fabric, the
channel-based architecture stops the transaction, it is only broadcasted within the ledger
of the channel). The digital signing of transactions can be divided up into two phases: a
signing phase and a verification phase. If a user Alice wants to send another user Bob a
message, Alice will for the signing phase encrypt her data with her private key and send
the encrypted result to Bob. In the verification phase, Bob will validate the value with
Alice’s public key. This way, Bob can easily check that the data has not been tampered
with. Also, the users can transact with their keys without any real identity exposure,
thus enabling privacy [81].

It is essential that the privacy of a fund investor is protected and not shared among the
fund companies or distributors through a shared ledger. While some solutions propose
to selectively encrypt transactions, such approaches require delicate key management
infrastructure and still allow the remaining nodes in the system to learn about the occur-
rence of an exchange in the system [47]. Besides, even if the time it takes to solve an
encrypted puzzle and inherit information that is supposed to be hidden, future improve-
ments in hardware or software components can enable data to be decrypted and expose
the transaction history to all nodes [21].

8.3 Scalability

Scalability of both number of transactions, size of network and number of nodes in
network are increasingly important for financial systems that intend to scale. As the
NFL intend to scale to an international width and allow for investments in foreign funds,
there is a demand for the blockchain platform to meet these requirements. It is important
that the performance is intact when the system is scaling. For the scalability metric in
this study, the first two dimensions will primarily be stressed as the last parameter is
given attention to in Section 8.1.

How scalable a blockchain is, depends on the choice of technical configuration and
especially on the consensus mechanism. Depending on what consensus service that is
used, the blockchain requires far more data storage capacity, data instructions and time
to settle a single transaction than a centralised financial market infrastructure. Therefore,
many DLTs fail to reach the throughput rates of today’s financial market infrastructures.
For these cases, it only makes sense to apply the blockchain to systems that are rather
complex but run relatively low transaction volumes [21].
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Permissionless blockchains can scale to a large number of nodes, but at the expense
of attained throughput. Permissioned blockchains, on the other hand, can achieve a
relatively high throughput, but only for a smaller number of nodes. In 2016, there was
no evidence of permissioned blockchains scaling to more than a couple of hundreds
of nodes [47]. It is, however, important to note that the scalability depends on many
different factors, the design of the system is one important one.

8.4 Security

Lastly, we have the requirement of security. A blockchain systems must be secure, data
must be tamper resistant, the system must still be live and secure if a node, regardless
of type, crashes, is malicious, or for any other reason is not function correctly.

Security of the blockchain can refer to its liveness and resilience against faulty nodes,
how well it holds against attacks and protection of data and privacy [12]. Liveness
means that each functioning node eventually will receive every submitted transaction,
assuming that communication does not fail [35]. Fault tolerance refers to changes in
throughput and latency during node failure. This can be assessed by simulating crashes,
network delays and random message corruptions [22, 12]. Resilience and security are
critical components of managing operational risk [51]. Since one of the overall issues
with today’s fund market is the high operational risk, security becomes authentic.

A SMR approach with smart contracts being executed at all nodes may have a negative
security impact in a system where there are flaws in the trust model. An antagonist could
subvert the performance of a blockchain with this replication model by introducing
smart contracts that take very long time to execute, thus effectively mounting a DoS
attack on the blockchain network [76].

In this study, security is also referring to effective management of cryptographic keys,
because for some blockchain architectures, users can potentially suffer immediate and
irrevocable monetary losses without recourse if keys or access credentials are lost or
compromised [51, 5]. Key compromises could lead to asset losses associated with ac-
count takeover and fraud. If keys are lost, data may be unreadable or inaccessible,
which results in the permanent loss of the value secured by cryptography. As stated
in Section 8.2, the ability of binding public keys to individual or corporate identities is
an important privacy-related aspect of digital signature arrangements in which users are
subject to legal requirements such as AML compliance [51].

The ability of maintaining private keys secret, and achieve desired security properties
of public key encryption, is complex and challenging. It depends on factors such as
the strength of the cryptography and the protocols used for key generation, storage,

51



distribution, revocation and destruction [51].

9 Analysis of Platforms

This chapter will go through how well the two blockchain platforms Chain Core and
Hyperledger Fabric meet the non-functional requirements in terms of the four identified
metrics performance, privacy & confidentiality, scalability and security.

9.1 Performance

9.1.1 Chain Core

On a high level, Chain Core, alongside many other permissioned block-chains, fol-
lows the thinking of permissionless blockchains. Its design is similar to that of public
permissionless blockchains for cryptocurrencies, for instance Bitcoin. The problem
that permissioned blockchains with similar design to permissionless blockchains face is
that of suboptimal results. Permissioned blockchains should be designed for “permis-
sioned” use cases, especially as there often is no dependence on cryptocurrencies for
permissioned applications. Some of the inherited design principles from permissionless
blockchains that make up limitations for Chain’s performance include sequential exe-
cution of smart contracts performed after consensus, execution of smart contracts on all
nodes, and non-determinism in smart contracts [76].

Like many permissioned blockchains, Chain Core uses the SMR approach, which is
well known in distributed computing. This style of execution has, however, several
limitations for the performance of the blockchain. Requests to the application (smart
contract) are ordered by the consensus and then executed subsequently at all nodes,
one request at the time. This replication approach limits the throughput as it becomes
inversely proportional to the latency of execution. Except for the simplest smart con-
tracts, this often becomes the performance bottleneck of a blockchain [76]. In personal
communication with Nasdaq, Chain Core has stated that the platform can reach 1 000
transactions per second (tps) [60].

As for non-deterministic executions of smart contracts, Chain Core may suffer from
consequences despite the application’s following of a SMR approach, which requires
an application to behave deterministic [11]. If there is no deterministic nature, there is a
risk that the result of a validated block would be different at, for example, a time instance
later. In documentation available at Chain Core’s webpage [13], it is explained that
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there may be some non-deterministic error behaviour if items in a batch request (a batch
operation allows the application to bundle many similar operations into a single API
call to reduce network overhead and allows requests to be processed in parallel) conflict
with each other [13]. No solution to this kind of error is provided in the documentation.
This implies that the Chain Core platform may have performance problems which yet
cannot be solved.

In [76], hard-coded consensus is also mentioned as a limitation for Chain Core and
most other permissioned platforms. As explained in Section 6.2.1, BFT protocols differ
widely in their performance when deployed in potentially adversarial environments [1].
It should be noted, though, that a hard-coded consensus algorithm could make sense if
the implementation environment is static and the blockchain is not for general-purpose
as HLF, but instead for a specific use-case that requires very fine performance tuning
that in turn mandates tight coupling of consensus with other parts of the blockchain
system [76].

9.1.2 Hyperledger Fabric

The HLF blockchain is advantageous over SMR blockchains as the chaincode in Hyper-
ledger is not executed at all nodes. This way, chaincode will not have a negative impact
on the latency and throughput of the blockchain.

HLF is not following a deterministic approach for execution of its chaincodes. As we
now know, the chaincode can be executed on different subsets of peers, which allows
for a non-deterministic behaviour. This implies potential problems, as explained for
Chain Core above. The issue of non-determinism was, however, already considered in
the v0.6 version of HLF by having a modular replicated execution implemented through
the SIEVE protocol which filters out non-deterministic transactions [10]. The SIEVE
protocol follows an approach called execute-then-order and is intended for occasional
non-determinism in BFT systems. If there are any diverging results when orderers are
to agree on the output of the operation, results may have to be rolled back [11].

The channel-based architecture allows the consensus mechanism to execute transactions
with chaincodes in any order and possibly in parallel, but the ordered transactions are
validated in sequence and uses deterministic chaincode for the latter. This architecture
of parallel channel ledgers increases the ledger throughput [79].

At the time of writing, limited documentation exists on the performance of the two
most recent versions of HLF, the v1.0 and v1.1 versions. A study by [22] presents
that the older version v0.6 performs better than HLFv1 in terms of workload of a large
number of random writes and reads to the local states. The orderer, as a service, was
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introduced in the HLFv1. Despite some of the advantages that just have been mentioned
above, this service means that the workload has to communicate with the orderer before
being confirmed. Their experiments test the persistent storage and the results show
that the nodes in the later version perform three more steps to finish a transaction as
compared to the v0.6 version. The additional steps result in a decreased throughput
as communication overhead increases. The study suggests that a replacement of PBFT
with the centralised service that Apache Kafka offers, impair the overall performance
[22]. A paper on BFT-SMaRt [6], the protocol which will be implemented in HLF
in the future, evaluates the protocol against other state-machine-replication systems,
for example PBFT. The results in the paper show that BFT-SMaRt achieves a higher
throughput than its contestants and keeps a good performance for small and medium
sized messages (up to around 100 KB) [6].

The most recent performance experiments found in research material is done for the
most recent version HLFv1.1. In the experiments, a throughput between 3 200 and
more than 3 500 tps was measured for HLFv1.1, depending on the type of transaction.
In the same research, it was found that throughput not significantly improves beyond
a block size on 2MB, whereas latency got worse. For that reason, the block size was
configured to 2MB in their experiments. In the experiments, a latency of 500 ms was
assumed to be acceptable and, on average, the latency was measured below 550 ms. The
ordering service dominated the overall latency [1].

The consensus protocol is not hard-coded as in Chain Core. HLF is a general-purpose
platform that provides “pluggable” or “modular” consensus. This makes it possible to
tailor the consensus protocol to the trust assumption of a deployment which, in turn,
offers some flexibility and can help not to limit the performance for some use cases.
The order-execute architecture enables the transaction’s effects on the ledger state to be
written only after reaching consensus on a total order among them in the deterministic
validation step executed by each peer individually. This way, HLF respects application-
specific trust assumptions according to the transaction endorsement. In addition, the
ordering of state updates is delegated to the modular component for consensus (i.e.,
atomic broadcast), which is stateless and logically decoupled from the peers that ex-
ecute transactions and maintain the ledger. It is still possible to use the peers also for
implementing consensus, but a separation of the two roles adds the mentioned flexibility
[1].
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9.2 Privacy

9.2.1 Chain Core

When sending a transaction between two accounts, only the global asset ID is following
the transaction. The receiving account cannot see any information about the asset that
has been saved locally on the sending account. The receiving account can, in turn, give
the received asset some describing attributes that only are saved locally. Information that
is sent across the network is encrypted with the public key of the sender and decrypted
with the private key of the receiver. The ledger is completely transparent across the
whole network, which means that the, although encrypted, information is broadcasted
across the network. Other participating nodes cannot see between whom something is
exchanged or sent, but will know the fact that it is. This way, the ledger model is similar
to that of permissionless blockchains like Bitcoin [14].

Transactions are accessible to anyone who has a copy of the ledger [27]. For Chain
Core, this means the whole network. Egelund-Müller et al. [27] explains that this is
a barrier for the uses cases where users require to keep their contracts private and not
just their identities. This is the case for the Swedish fund market, where there is a need
for a high confidentiality. Thus, these kinds of blockchain models violate the level of
confidentiality. Some information, encrypted or not, cannot be shared in a ledger that
every user has a copy of. The ledger architecture of Chain Core shows flaws regarding
these privacy and confidentiality requirements.

It has been shown that perissionless blockchains cannot guarantee the transactional pri-
vacy since all their values of the transactions and balances for each public key are pub-
licly visible. Studies have found that in the Bitcoin network, transactions can be linked
to reveal information about users [81]. This issue of key handling is therefore likely
to also apply for Chain Core, which shares the same ledger design as permissionless
blockchains like Bitcoin.

9.2.2 Hyperledger Fabric

The privacy and confidentiality that HLF can provide is mainly given from the archi-
tectural design of ledger channels. The membership service that HLF offers is permis-
sioned where a public key infrastructure is used to generate cryptographic certificates,
which are tied to organisations, network components and end users or client applica-
tions. Data access control can be manipulated and governed in the broader network or
on channel levels, which helps address scenarios in which privacy and confidentiality
are concerns [79].
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As the ledger only is shared in channels between the nodes that are authenticated and
authorised to participate in the channel, transactions can be kept private and confiden-
tial. An anchor peer can belong to more than one channel, but data cannot pass from one
channel to another [36]. The channel architecture of the ledger facilitates the deploy-
ment of chaincode that has confidentiality requirements with respect to the content and
state updates of transactions. Participants have control over how sensitive data should
reside. It could be on-chain where only some stakeholders can read the data, in some
shared database or off-chain [79]. Also, since only subsets of peers run the chaincodes,
the chaincode can be kept private and not shared with peers that are not part of the
endorsement policy.

9.3 Scalability

9.3.1 Chain Core

According to the whitepaper on Chain Core [14], the immutable ordering of all transac-
tions in a blockchain prevents “double spending”, meaning that once a transaction has
spent a particular output, the same output can never be spent again. Transaction inputs
are only allowed to reference unspent outputs from the set of unspent transaction out-
puts (UTXOs). Validation of blocks can be done in parallel, apart from the creation of
UTXOs which must be done before they are spent. The UTXO model is advantageous
for scaling of the blockchain as it makes it possible to verify transactions in parallel,
potentially on different servers [14].

Moreover, the protocol does not require that participants keep track of the entire block-
chain state. Transaction details such as asset ID, amount, and control program, can
be verified against the hash, which means that participants only need to remember the
output hashes of unspent transactions. Costly disk access can this way be avoided more
easily for participants as bandwidth is traded for memory [14].

Documentation states that a third scalability offering is given from users only having
to validate parts of the blockchain with which they are concerned without processing
and validating all transactions, as long as they trust a quorum of block signers [14].
This means that the validation of a transaction only is done by signers having accounts
between which an asset is sent. From the perspective of a developer, the validating
phase described is irrelevant as there is no possibility of spending assets that do not
balance with your account [65]. The relevance of this scalability “offering” can thus be
questioned.

The SMR approach limits the scalability as throughput increases. Replication at all
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nodes means that the throughput become inversely proportional to latency, which limits
the overall performance of the blockchain. Inevitably, this becomes a scaling bottleneck
for the system.

9.3.2 Hyperledger Fabric

Since chaincode only designate certain peers as endorsers, executions can run in parallel
instead of sequentially. Also, transactions pertaining to a single chaincode may not have
to be executed at all nodes. Consequently, this means that not every peer executes all
transactions; a given transaction might be required to be endorsed by a given peer, but
not by another one. If transactions are independent and granted different endorsers, this
also allows for execution of transactions in parallel [76]. This, in turn, provides scaling
options for the system in terms of throughput.

Another benefit of having endorsing nodes that do not execute chaincodes at all nodes
is that there, consequently, is no parallel relationship between the number of peers in
a network and the number of consenters required to support it. This means that the
network is allowed to grow dynamically without having to add corresponding consenters
[79].

In addition, the modular infrastructure of HLF is designed to support high transaction
throughput as the pluggable ledger can provide different opportunities depending on the
system implementing HLF [79].

9.4 Security

9.4.1 Chain Core

The resilience of Federated Consensus against node failure in Chain Core is shown in
Table 6. The blockchain is safe and has a liveness for any f block signer behaving
arbitrarily when f < n/3, when t nodes crashing is t < n/3, and the block generator
is assumed to operate correctly. Arbitrarily behaving block signers could for example
endorse incorrect transactions or refuse to participate. The protocol is, however, not
resilient to a malicious block generator. The consensus protocol may violate safety
if the block generator violates the protocol, for example by signing two blocks at the
same height. The Federarted Consensus is a special case of BFT-consensus with a fixed
leader (the block generator). Standard BFT protocols tolerate the leader to crash or
malfunction – the protocols simply switch to another leader. The Federate Consensus is
nevertheless not following this principle. The protocol cannot prevent forks if the block
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Table 6: Resilience of Federated Consensus in Chain Core. “Special node” refers to the block generator.
Table adapted from [12]

Federated Consensus
Generic
nodes

Any t nodes
crash

Any f nodes
subverted

Special
nodes

Any s special
nodes crash

Special nodes
subverted

Safety & Liveness n t < n/3 f < n/3 m = 1 No resilience No resilience

generator behaves maliciously. If the block generator crashes, no other node is elected
and the protocol halts and awaits manual intervention before the blockchain is live again
[12].

The Federated Consensus protocol is resilient to forks as long as there are no more than
2m ≠ n ≠ 1 arbitrarily behaving block signers violating the rule of only signing one
block at each height. For this reason, there is only one block generator. This way, it is
easier for the block signers to coordinate and make sure they sign the same block [14].

The Federated Consensus is a special case of a standard BFT-consensus protocol that
appears to operate with a fixed leader. The protocol does not attempt to solve the gen-
eral Byzantine agreement problem, instead it requires trust assumptions that are usually
strong relative to the traditional BFT algorithms [14]. When assuming that the block
generator is live and operating correctly, the protocol is reduced to an ordinary Byzan-
tine quorum system tolerating f faulty signers when f < n/3. A standard BFT protocol
tolerates leader corruption and automatically switch to another leader if it is apparent
that a leader is behaving maliciously or incorrect. This is, however, not the case for the
Federated Consensus protocol which is not resilient to a malicious block generator [12].
Only having one block generator in a network means that one single node has control
over the network liveness. If the block generator crashes, or for another reason stops
to generate blocks, the whole blockchain halts. A malicious block generator can also
deadlock the network by sending inconsistent blocks to different block signers. In addi-
tion, this privileged node can control block timestamps if it produces artificially “slow”
timestamps [14].

Chachin and Vukolic [12] express a concern of having non-existent resilience against
incorrect block generators. Also, they question the purpose of having block signers
leaving their signatures when the block generator must be correct for a functioning
network. The reason, as it appears, is to guarantee that no block signer can repudiate
a previously signed block [12]. The team behind Chain Core is answering concerns
against their consensus protocol by pointing out that for most permissioned networks,
based on current business use cases, it does make sense to have a single company or
market utility responsible for continued operation of the network. They state that for
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the business use cases, it is probably better if the system halts if the block generator i
behaving inconsistently. The misbehaviour can then be dealt with manual intervention
[14].

As mentioned, smart contracts most commonly execute on all nodes, which is an ar-
chitectural structure that follows permissionless blockchains. Since the logic of smart
contract or transaction input only should be restricted to some nodes [76], this way of
using smart contracts conflicts with non-functional requirements for a fund-distribution
platform. Executing all smart contracts is not necessary to reach consensus and a syn-
chronised state across all nodes in the network. It is only sufficient to propagate the
same state to all nodes. This way, smart contract execution can be restricted to a subset
of the nodes trusted for this task but still give assurance of the results. Other nodes can
then verify that the execution results match. Such a smart contract model will inevitably
question the trust model of the blockchain. Which set of nodes can be trusted for the
task of executing smart contracts? What is a sufficient number of nodes in this set? How
should it be specified what makes a transaction valid [76]?

9.4.2 Hyperledger Fabric

A study of the resilience against faulty nodes for different blockchains has compared
HLFv1, having the Kafka-based ordering (see Section 6.2.1), with the older v0.6 ver-
sion, which had a native implementation of the PBFT protocol. For HLFv1, the network
was safe and had a guaranteed liveness when the number of crashing ordering nodes is
less than half the number of nodes. The system could support an arbitrary number of
peer nodes, but not protect against any subverted nodes (adversarial, Byzantine nodes).
For the v0.6 version, the system was safe and live when the number of any crashing
nodes was less than a third of the nodes. The system was resilient against subverted
nodes if the number of subverted nodes was less than a third of the number of nodes.
The future HLFv1, with an implementation of BFT-SMaRt, which again will provide a
PBFT-based orderer, will have the same resilience as HLF v0.6 [12]. A summary of the
resilience of HLF against faulty nodes is found in Table 7.

We already know that HLF has a channel structure and that chaincode is not executed
on all nodes in the network. As the last paragraph for security in Chan Core states, it
is only sufficient to propagate the same state to all nodes, nor to share the transactions
with more than a subset of concerned nodes [76]. This means that if the consensus fails
in one subset, it will not necessarily mean that the whole system halts since HLF allows
for parallel execution of transactions and chaincode. This is a positive security aspect
of the channel principle.
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Table 7: Hyperledger Fabric’s safety and liveness for v1.0 and v0.6 version. The future implementation
of BFT-SMaRt will give the same resilience as v0.6. Table adapted from [12]

HLF version Generic nodes Any t nodes crash Any f nodes subverted

v1 with Apach Kafka n t < n/2 No resilience

v06 with PBFT n t < n/2 f < n/3

Table 8: Summary of results. For each metric, the blockchain platform has been given a number that is
equivalent to how well it lives up to the requirements. 0 = does not fulfil requirement, 1 = does fulfil the
requirement to some extent, 2 = does fulfil the requirement very well. The last column is summarising
the points for each platform where the platform with highest score is best.

Platform Performance Privacy &
Confidentiality Security Scalability Score

Chain Core 1 0 1 1 3

Hyperledger Fabric 2* 2 1** 1*** 6

10 Results

A summary of the findings of this study is found in Table 8. The table is indicating
how well the different blockchain platforms live up to the non-functional requirements
by using a score range from 0 to 2. Chain Core got a summary of 3 points. Research
material [77, 13] used for the analysis of the platforms in Chapter 9 provides evidence
that the SMR approach limits the platform in terms of scalability and performance. Also,
there are some security issues related to the SMR if a node would behave maliciously,
i.e. by DoS-attacks against the system. The platform has gotten no points for privacy
and confidentiality as the architectural design cannot meet the requirements of complete
confidentiality of transactions and system users.

Hyperledger Fabric has gotten higher points for both performance and privacy and scala-
bility. The asterisk (*) indicates that the performance can be assumed to be good thanks
to the channels enabling execution in parallel and nodes executing chaincode only in
subsets. Research papers have also indicated a high performance compared to other
platforms. The channel design provides high confidentiality and privacy of transactions
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and users and meets the non-functional requirements well. The second asterisk (**) is
placed there to indicate that security in terms of faulty nodes will be better in the future
(that is, the score could be raised to a 2 in the near future) when the BFT-SMaRt protocol
is implemented, and the system can handle byzantine faults in a better way. It should
also be noted that there is a certain degree of trust within the Swedish fund industry,
meaning that the risk of malicious nodes is relatively low. The last asterisk (***) indi-
cates that Hyperledger Fabric meets the basic conditions for being able to scale to larger
dimensions for the NFL, and it could possibly stretch to a score of 2. All NFL actors
will not participate in the network. The investor will, for example, only be connected to
the NFL through their fund company or distributor which will run a node with the ac-
count of the investor. By having fewer nodes it is easier to scale the size of the network.
The channel approach is also providing basis for assumptions that Hyperledger Fabric
provides scaling offerings in terms of throughput and latency.

11 Discussion

The research and documentation material that reinforces this study is rapidly being up-
dated and the blockchain platforms Chain Core and Hyperledger Fabric are continu-
ously being improved. Still, the current material helps to give an insight in the future
of blockchain technology for the fund industry. As noted in Section 4.3, the metrics
cannot be fully evaluated against each other as the experimental research that provides
some of the used evidence have been set up in different laboratory environments with
different kinds of experiments. Some research has not used the latest versions of the
platforms either. Although this is important to remember when discussing the analysis
of the platforms, the discussion enables a distinction between different features of the
platforms and what implications this might bring to the fund market. Throughout the
rest of this chapter, the platforms will be discussed and evaluated against each other.

The architecture of Chain Core follows the traditional permissionless blockchains, like
Bitcoin. All nodes in the network share the same ledger, making the blockchain com-
pletely transparent. This is one of the core functionalities that normally is stressed when
explaining the benefits of a blockchain. In a network of actors where there is no trust,
this architecture is necessary. The trust factor goes in hand with the security factor as
tampered data more easily is detected when having full transparency in the network.
Continuing the security trail, the information on the transactions are hashed, which
means that only the parts between which a transaction takes place will know the details,
the rest will only see the hashed data when viewing the ledger.

That said, this kind of architecture is not beneficial for networks where there is a need
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for high confidentiality and privacy. Certainly, the transaction details are hashed, but for
a financial system like the one around the fund industry, this is not enough. A party not
involved with a transaction should not be able to trace who has been involved at all. In
addition, although it practically impossible to solve the hash puzzles, we do not know
how soon computers will be able to solve them. For sensitive financial systems, this
architecture does not give enough support for privacy and confidentiality.

The architecture of Chain Core implies the potential disadvantage of SMR protocols.
Executing transactions and smart contracts on all nodes is not only jeopardising the level
of privacy, but also the metrics of performance and security. State-machine replication
is bringing some necessary determinism to the system, but as it makes the throughput
become inversely proportional to the latency execution, this implies that Chain Core
cannot scale effectively in the future. Since the number of fund orders peak at the
end of the month when most Swedish fund savers are getting paid, the system must be
prepared for the handling of large order numbers.

The architecture of HLF is very different from that of Chain Core. Participants of a
channel are the only actors which can possibly know that transactions take place. This
means that other nodes in the network cannot see the hashed information of transactions
taking place. This way, the blockchain is not as transparent as Chain Core, but some
transparency is given as the state of the blockchain is shared across the whole network.

The HLF does not follow the state-machine approach, but still deals with non-determinism
in the execution of smart-contracts. Non-determinism could be fatal for the system as
the outcome of transactions could differ depending on the order of the execution. Re-
search material is implying that the implemented SIEVE protocol in HLF is secure and
non-determinism resistant. The future implementation of BFT-SMaRt will not have a
negatively impact as it again will implement some SMR. The architecture of HLF is
helping to prevent the SMR having a negatively impact on the performance since smart
contracts and transactions only are executed within the concerned channel. Since the
channel structure also enable parallel executions, it allows for scaling in throughput.

The channel structure is inevitably beneficial for systems with a high demand on secu-
rity, performance and confidentiality. Members can subscribe to more than one channel
but knows nothing about other channels than the ones it is subscribed to. Since each
member must be authenticated, there is some control over privacy and how data is shared
on the ledgers. In some sense, systems using the HLF platform must reach some level
of trust within the channels. The architecture is, however, separating trust assumptions
for chaincodes from trust assumptions for ordering, meaning that the orderers may be
provided by one set of nodes whereas endorsers may be different for each chaincode.
This gives some trust flexibility to the system.
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Continuing the discussion on the differences on architecture and the following conse-
quences, HLF is beneficial over Chain Core if consensus fails. The channel structure
in HLF prevents the whole system from failing as only a subset of the network will be
affected. If Chain Core fails to reach consensus, the whole network will be affected
because of the SMR approach. This also means that if one of the nodes crashes, is ma-
licious or somehow behaves arbitrarily, HLF will be more resilient than Chain Core. In
addition, Chain Core is not resilient to failures of the block generator. If the generator
crash, the whole system halts and intervention is needed. There is a thought that this
issue might be able to be solved by use of smart contracts, but since the system already
is strained by smart contracts executing on every node, this would probably have a nega-
tive impact on the overall performance. Also, if there is an issue with a block generator,
human intervention might be needed to truly evaluate the situation before taking action.

The resilience against other node failures and the liveness of the system is, however,
better for Chain Core as of the time of writing. The BFT-SMaRt will bring resilience of
byzantine-failures back to the HLF platform, but there is nothing in the documentation
stating when this will be. During this study, the HLF has been updated from version
1.0-beta to version 1.1, and the implementation of the BFT-SMaRt protocol can be
expected to be implemented within the following months. For Chain Core, there is no
documentation stating when the platform will solve the issue of block-generator faults.

For the security and privacy metrics, room should also be given to the handling of pub-
lic keys. No distinct difference of the general handling of keys have been found in this
study, but the architecture is again showing a distinction between the two platforms.
In a transparent ledger like Chain Core, the public keys are not protected as well as in
channel-based ledgers. The transactional privacy cannot be guaranteed as all transac-
tion values and balances for each public key are publicly visible. Since the public key
provides the address to the account to which an asset (using Chain Core terminology)
might have been spent, members might get exposed if there is an ability of binding pub-
lic keys to their corresponding members. In a channel-based architecture, public keys
could never be tracked outside a channel. For channels of only two parties, this would
not violate the demand for privacy and confidentiality in NFL.

The throughput of 1 000 tps for Chain Core is only found through personal communica-
tion, no evidence of the number has been found in research material, whitepapers or at
the website of the platform. As there is evidence that some information on the website
is wrong, as exemplified in Section 6.1, this number cannot be fully trusted. The perfor-
mance of HLF has reached higher numbers in research material. The experiments by [1]
showed that it theoretically is possible to reach at least 3 200 tps, which is substantially
higher than Chain Core. Trade hours for NFL has not yet been set, but if assuming trade
taking place between 9am - 4pm, the throughput would reach 80.64 ú 106 during those
seven hours. These numbers give a clear indication that HLF will be able to handle
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placed fund orders also after the first MVP. In reality, the NFL has to handle more than
the given numbers in Chapter 5 as this study is delimited to placed fund orders only
without considering the selling of fund units.

A discussion on the consensus protocols in general is in place. Chain Core uses a static
hard-coded consensus, which previously have been stated as negative for a platform.
This would, however, possibly only concern those systems that will change over time
and thus need a more flexible consensus model. As this study aims to make a compari-
son between blockchain platforms for the specific use case of the Swedish fund market,
this suggested limitation could be somewhat discarded. This does not mean that the ben-
efit of having a “pluggable” and more modular consensus model like HLF should not
be considered for this evaluation. HLF brings flexibility to the system and for projects
where the future is unsure, a modular consensus model could be rewarding. It is likely
that this feature will be an advantage when scaling the NFL, which possibly could mean
that the network structure and design is changed.

From the Analytical Framework in Chapter 5, it is difficult to make any distinct conclu-
sions whether HLF will be able to handle a scaled NFL. The analysis provides indica-
tions that HLF will be improved further in the future as NFL becomes more mature as
a system and network. Whether the chosen blockchain will be beneficial or not will to
some extent depend on the network model and how the consortium around NFL desires
the architectural design, which largely depends on functional requirements (which are
not within the scope of this study).

Another dimension not given attention to in the analysis is how the blockchain may
disrupt the market in terms of the roles of the actors. Blockchain provides opportunities
of cutting off intermediaries, which can make a system more efficient. In the currently
suggested model for NFL, no market actor is eliminated, but the processes are still being
streamlined. In network structure that NFL most likely will take, distributors will still
play a role for fund companies and end clients. In the future, blockchain will make
it possible to cut out some intermediating distributors if end-clients can connect to the
system themselves directly. Banks playing the role as a distributor will probably not be
removed as they provide other services for end clients. It is likely that end clients prefer
to keep services gathered in one interface for simplicity.

12 Conclusions

The fund trading industry is fragmented and outdated and there is a need for a tech-
nology that can bring the industry into the future. The aim of this study has been to
investigate whether blockchain technology is ready to modernise the Swedish fund in-

64



dustry. This study evaluates and compares the platforms Chain Core and Hyperledger
Fabric, using the latest versions available at the time of writing. While the results may
not represent what these blockchains may provide in the future (since the blockchain
industry is continuously being improved), the study still helps to understand limitations
and prospects for blockchain within the fund industry.

The comparative study shows that there are several distinctions between features and
designs for private and/or permissioned blockchain platforms. Whereas Chain Core fol-
lows the ideas of permissionless networks of full transparency, the Hyperledger Fabric
platform takes on another approach with more confidentiality provided by the channel
design. There is clear evidence that a channel-based architecture is beneficial for fund
distribution as it provides support for all four metrics to some extent. Hyperledger Fab-
ric shows potential for being applicable for the NFL, whereas Chain Core does not.
Furthermore, the models for reaching consensus differ. The Federated consensus is
leader-based and hard-coded whereas the Hyperledger provides a more flexible consen-
sus model. As was shown in Chapter 10, Hyperledger Fabric is more applicable for fund
trading than Chain Core. The motivation to use Chain Core for the PoC was based on
an established partnership between Nasdaq and Chain and only used to evaluate if the
blockchain technology has potential to modernise the Swedish fund market. This study
evaluates the Chain Core platform against Hyperledger Fabric to understand which type
of blockchain architecture that is more beneficial.

This study has also aimed to answer whether the blockchain technology is mature
enough for the fund trading industry. Previous research has only been made in labo-
ratory environments and on PoC basis. A lot of money and effort is still streaming into
research on blockchain and improvements are made continuously. The challenge for
NFL is likely to be to maintain a high throughput at peak hours and peak days. Since
it today, on average, takes three days to settle an order in fund trading, the system can
probably accept some latency and still improve the process. If looking to the experi-
mental results of previous research, blockchain is probably not ready to take on a large
fund trading system right now. That said, it does not mean that it is not ready for NFL
on small MVP basis. In Chapter 13, suggestions for how blockchains may be improved
is shortly proposed. A blockchain for NFL may be in production without including ev-
erything until the technology is ready. Until then, there is enough time to understand the
technology and possible design choices of the platform for future scaling. Blockchain
meets the conditions to revolutionise industries in all fields, and this study indicates that
the fund industry is one of them.
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13 Challenges & Future Research

There are still several challenges for blockchains. Private and/or permissioned block-
chains, especially with BFT and SMR protocols, face scalability challenges in number
of nodes [77]. Scalability will be a challenge for the NFL platform when it includes
more actors and funds which, in turn, will increase the pressure on the throughput. The
size of blocks, which is equal to the data capacity of the block, may be a challenge
for permissioned systems [81]. Presently, aggregated fund orders will not necessarily
mean that more data will be included in a transaction [60]. Hence, block size is not
of a concern just now. Also, [77] state that throughput challenges cannot be solved by
increasing the block size too much as it comes at the cost of increasing the latency due
to longer propagation delays of larger blocks [77]. In addition, this kind of problem may
be solved by keeping some information off-ledger instead of following each transaction.
Static information of the funds could, for example, be stored off-ledger. This way,
throughput can be optimised until the system is ready to handle large data sets.

Some [46, 77] propose the idea of scaling BFT and SMR blockchains by making it a
directed acyclic graph (DAG) instead of a linear chain of blocks. DAGs are an inter-
esting subject for future research, especially as the rather new technology HashGraph
has emerged providing both platforms for public and permissioned systems. A proposal
for future research would be to compare HashGraph with blockchain platforms to fully
understand how they differ in terms of the four metrics in this study, especially since
there are challenges for all four metrics. HashGraph will be an interesting technology
player to follow in the future, and a comparison with blockchains can help to understand
for which use case a certain technology is suited.

For future research, it would also be interesting to compare platforms for fund trading
in a set-up environment instead of following previous research. Also, it is sufficient to
analyse other types of requirements other than the non-functional ones. Requirements
of, for example, governance and legacy are interesting as these can give a go/no-go in
addition to the non-functional requirements.
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A Interview Guides

This appendix presents interview guides for all interviews. The questions are written
in English, but the interviews are held in Swedish and answers were given in either
Swedish or Norwegian.

A.1 Bjorn Bjerke, Lead Blockchain; Ernst & Young

Bjercke has great knowledge in cryptocurrencies, smart contracts, blockchain, and Tan-
gled tech. He has 19 years’ work experience in IT operations and has solid knowledge
in emerging trends in fin-tech. He has produced numerous articles on the subject and
plays a central role in how the blockchain technology will be exploited. Also, he has
been a Bitcoin miner since 2013.

Background

• Could you tell me about your blockhain background?

• What is your education?

• How did you first get in touch with blockchain?

• How many years’ experience do you have from working with blockchain?

Consensus protokols & Security

• What type of consensus- /security protocols are common for private and consor-
tium blockchains?

• In the literature, PoW, PoS, Nakamoto and BFT is often mentioned. For what
blockchains can these be used/not be used (only for public?)?

• What security aspects are most critical today?
- Public
- Private & Consortium

• What are the most severe problems that blockchain encounter today?
- Public
- Private & Consortium
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• What are the greatest challenges?

• Are forks/double spending a common problem also for private & consortium
blockchains?

Scalability

• What dimensions can you scale a blockchain besides:
- number of transactions/second,
- number of nodes in the network, and
- size of network?

• What is the difference between “no of nodes/network” and “size of network”?

• What renounce do you have to make on security when scaling in the different
dimensions?

• What are the greatest obstacles for scalability?
- Public
- Consortium
- Private.

Hashgraph

• What do you know about Hashgraph?

• What is your opinion about Hashgraph? What role do you think the technology
will play? Competitor to blockchain?

– What are the obstacles?

– What are the pros and cons?
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A.2 Erika Danielsson, Head of Nordic Fund Market; Nasdaq

Head of NFM since 2014. NFM is a fund-trading platform launched in 2010. Earlier,
she was responsible for the operational management of NFM. Danielsson is a vital part
of the Nordic Fund Ledger project as she has great insight in and knowledge of the fund
market.

Background

• Short personal background

• What is your role in the project between Nasdaq/SEB?

• When did you first get to know about blockchain?

The project between Nasdaq and SEB

• Can you tell me about the NFM platform that you offer today?

• Can you tell me about the background to the project with SEB?

• What is the name of the prototype?

• What is your vision with the project (fund-trading platform)?

• When do you plan to commercialise the product?

• What countries more than Sweden?

• What steps in the fund-trading process are included in your platform? What does
the value chain look like?

• What problems with the traditional fund-trading process will your solution solve?

• How will the platform create value?

• What parts of the process will be automated? What parts cannot be automated?

• Who are your investors/customers?

• What actors will be connected to the commercialised product?

• Is there an intermediating actor that cannot be eliminated?
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• How does the project relate to the NFM?

• Why do you stake on the project in parallel with NFM?

• What are the pros compared to NFM?

• What will happen in the fund market the next 5 years?
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A.3 Johan Toll, Associate Vice President Product Manager
Post Trade, Nasdaq

Head of all blockchain projects at Nasdaq, both in-house and externally. Been part of
the NFL project since the beginning. His main responsibility is from a technological and
commercial perspective. Toll is also responsible for other markets on a global level.

Background

• Short personal background

• What is your role in the project between Nasdaq/SEB?

• When did you first get to know about blockchain?

The project between Nasdaq and SEB

• Will cryptocurrency be used in transactions?

• Use of smart contracts?

• Why not join an existing project?

• Who are your competitors?

• Are there other technologies that are competing with blockchain?

• What conditions must a technology meet before it can be used for fund trading?

• Why blockchain at all?

• What blockchain platform have you built your prototype on?

Security

• What type of blockchain? Consortium or Private?

• How decentralised vs centralised is the network?
- How do you reach “enough” security if not fully decentralised?

• What are the greatest problems you have encountered so far?
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• Are there any problems that you currently have to overcome?

• What are the greatest challenges for the future?

• What security threats are there and how do you protect your solution from them?

• What security aspects are most critical today?

• What type of consensus-/security protocols are you using?

• How is a node given access to the network?

• How are timestamps set?

• Are forks/double spending a problem? How do you avoid them?

Scalability

• How many transactions per second?

• How “large” is each block?

• How many transactions fit in a block?

• How scalable is your solution?

• What dimensions will you scale in?
- Transactions/sec,
- Nodes in network, and/or
- Size of network?

• What are the greatest challenges for scalability for your type of blockchain?

• Are there any dependencies between scalability and security? Anything you must
be flexible about?

Hashgraph/Competing technologies

• What do you know of HashGraph?

• What do you think of HashGraph? What role do you think the technology will
play in relation to blockchain?

• Can HashGraph propose threat to your solution? - Why ?/ Why not?

• Are there other competing technologies? - Why? / Why not?
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A.4 David Bauman, ’Blockhain Expert’

Tech Entrepreneur and former Head of Hardware Development at KnC Group, which
makes chips for Bitcoin mining. Speaker on blockchain and a blockchain miner pri-
vately.

Background

• Could you tell me about your blockchain background?

• What is your education?

• How did you first get in touch with blockchain?

• How many years’ experience do you have from working with blockchain?

Public, Private, Consortium and DB

• Is a consortium blockchain built in the same way as a private? What is the differ-
ence in terms of architecture and protocols?

• What is your opinion of private blockchains vs. public blockchains?

• Private blockchains vs traditional database:
- What are the elementary differences?
- Differences in terms of security?
- Difference in terms of scalability?
- What can you not do with a traditional database that you can do with a private
blockchain?

• What is important to think about when choosing blockchain platform?

Consensus protocols & Security

• Do you have an opinion on different private blockchain platforms?

• Do you see the logic in using private and consortium blockchains?

• What security aspects are most critical for public and private blockchains respec-
tively?
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• What are the greatest challenges for blockchain? Public and private and consor-
tium.

• Are forks/double spending a problem for private and consortium blockchains?

• In a network with indirect members, are there any other security risks compared
to a network without this kind of nodes?

• What are the differences between public and private blockchains in terms of scal-
ability and security?

Scalability

• Can you scale a blockchain in more than the following dimensions:
- no of transactions/second,
- no of nodes in network, and
- size of network?

• What renounce do you have to make on security when scaling in the different
dimensions?

• What are the differences between a permissioned blockchain and a traditional
database in terms of security?

• What do you believe are the largest obstacles for scalability? Public & private.

HashGraph and other technologies

• Is there a technology that you believe can compete with blockchain? Especially
for private and consortium blockchains.

• What do you know about HashGraph? What role do you think the technology
will play in relation to blockchain?

– What obstacles and challenges exist for HashGraph?

– Pros and cons?

82



A.5 Johan Hörmark, Strategic Business Development & RnD;
SEB

Strategic Business Development & RnD at SEB. Lead and coordinator of Nordic Fund
Ledger project from SEB’s side since the beginning.

Background

• Short personal background.

• What is your role in the project between SEB and Nasdaq?

• When did SEB start to work with blockchain?

• What knowledge did SEB have before the NFL project from other blockchain
projects, i.e. Ripple?

SEB/Nasdaq-lösningen

• What part of the fund-trading process will the NFL replace?

• Why blockchain for this project?

• What is the tipping point for choice of blockchain platform? What is required of
the technology to use it for fund trading?

• When do you plan to commercialise the platform?

• How will the platform affect SEB’s role in the fund market?

• What steps in the fund-trading process will be included in the solution? What will
the value chain look like?

• What problems are solved with a blockchain-powered platform for fund trading?

• How is the NFL creating value?

• Is there any intermediary or step in the process that you cannot eliminate?

• What actors other than SEB and Nasdaq are included in the project now?

• What is and will be your greatest challenge for NFL and SEB as an actor in the
fund market?
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• How will smart contracts be used for NFL?

• What type of funds till be included in the platform?

• Cloud-based or P2P?

Security

• Consortium blockchain or private blockchain?

• What are the greatest security problems that you have encountered so far?

• What security aspects have the greatest priority?

• Will SEB play a special role for the security? E.g. as a permission provider,
central authority or similar?

• What security aspect are most critical?

• Can forks/double spending be a problem?

Scalability

• What dimensions will the platform scale in?
- Transactions/sec
- No of nodes in network
- Size of network

• How many tx/sec will NFL aim for?

• How large does NFL wish every block to be? No of tx/block?

• What are the greatest challenges for scalability of this type of blockchain?

• Are there any dependencies between scalability and security? Is there anything
that NLF must be flexible about?

Hashgraph / Competing technologies

• Are there other technologies that you consider instead of blockchain?
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• Could you work in parallel with another technologies for this platform besides the
NFL project? Or give up blockchain for something new?

• What do you know about HashGraph?

• Could HashGraph be used instead of blockchain?

• Could HashGraph provide competition for blockchain?

Future

• What do you think will happen with blockchain in the future?

• What will the fund market look like in 5 years?
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A.6 Nima Sharifat, Blockchain Developer; Nasdaq &
Michael Osman, Director; Nasdaq

Nima Sharifat is a developer at Nasdaq. He has experience from several blockchain
platforms and has developed the NFL PoC on the Chain Core platform.

Michael Osman is a director at Nasdaq and the lead of the non-functional team for the
NFL project. He has been part of the NFL project since the beginning.

The interview was completely open with discussions and explanations regarding the
PoC from Phase 1 of the project. There were also discussions on Swedish fund trading
and differences between different platforms, such as Chain Core, Hyperledger Fabric,
R3 Corda and MultiChain.
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