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1 Introduction 

1.1 Background  

Digitalisation has unquestionably brought new innovations and even new distribution 

channels for copyright protected content. However, this has imposed some challenges, as 

creators and artists have not always been able to monetize the creative content in the 

online environment. The arrival of Web 2.0, which means the interactive online platforms, 

where users generate or mediate the content, such as YouTube, Facebook, and eBay1, has 

to some extent changed how people consume media and copyright protected content, such 

as films, news, and music. Many Web 2.0 platforms provide access to a large amount of 

media to their users.  However, these platforms have not necessarily concluded licensing 

agreements with right holders. The mismatch between revenues of online platforms and 

remuneration received by artists has been categorised as the so-called ‘value-gap’.2 To 

modernize EU copyright rules in order to better address issues associated with 

digitalisation, a new directive on Copyrights in Digital Single Market was proposed in 

2016.3 This proposal also introduced measures to tackle the issue of value-gap. In the 

context of this value gap, this thesis examines the new European legal framework for 

copyright. 

 

At least in the Western world4, right holders are unlikely to be concerned about flea 

markets which were the most central battlefield for copyright law only a few decades 

ago.5 Instead, copyright protected material is increasingly distributed online. However, 

the same kind of questions arise in the online context as was associated with the flea 

markets: how far should the liability for copyright infringement extend beyond any direct 

infringers? Extending intermediary liability has been proposed in order to tackle digital 

piracy more efficiently.6 Much of the academical debate on the intermediary liability has 

focused on the liability of the internet service providers, i.e. ISPs.7 The European 

                                                
1 Edwards L,’Role and Responsibility of Internet Intermediaries in the field of Copyright and Related 
rights’, p.3.  
2 IFPI Value Gap Report: ‘Rewarding Creativity; Fixing the Value Gap’. (hereinafter IFPI-report). 
Available at: <https://www.ifpi.org/downloads/GMR2017_ValueGap.pdf> (Last visited 14 May 2019) 
3 Directive on Copyright in Digital Single Market, Proposal 2016/0280.  
4 Including not only western Europe but the United States, Canada, Australia, and New Zealand.  
5 Landes W. & Lichtman D., ‘Indirect Liability for Copyright Infringement: An Economic Perspective’, p. 
2.  John M. Olin Program in Law and Economics Working Paper No. 179, 2003.  
6 Levin M, Lärobok i Immaterialrätt, p. 139.  
7 Colangelo G. & Maggiolino M., ‘ISPs’ copyright liability in the EU digital single market strategy’, Oxford 
International Journal of Law and Information Technology, 2018, 26, p. 142 ff. For an insight about the 
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Commission announced in 2015 that with due regard to freedom of expression and 

information, ISPs should be required to exercise greater responsibility and due diligence 

in the way they protect their networks and systems from illegal materials.8 In the case of 

ongoing copyright infringement, it is already possible to get a blocking injunction 

concerning ISPs since sometimes ISPs have the best technical means to put an end to such 

infringement.9  

 

On March 26th, the majority of the European Parliament voted in favour of the Directive 

of the European Parliament and of the Council on copyright and related rights in the 

Digital Single Market (hereinafter ‘DSMD’). Article 17 in DMSD concerns online 

content sharing service providers which will be required to conclude licensing agreements 

with copyright holders or alternatively, ensure that no copyright infringing is available in 

their platforms.  

 

The discussion on Article 17 has been polarised. The proponents argue that the legislation 

promotes creativity and ensures wider access of copyright-protected content online10 

whereas the opponents argue that imposing any kind of monitoring obligations on online 

platforms would mean the end of free internet.11 It has also been presented that Article 17 

adds very little new to the existing EU legal framework in copyright law since there are 

provisions even in the existing law which require intermediaries to block access to 

copyright infringing content.12 However, concerns have been raised on whether the 

approach taken by the EU to tackle copyright infringing content online is well-balanced.13 

                                                
debate going on in the US, see e.g. Ludwig, ‘Shooting the Messenger: ISP liability for contributory 
infringement’, Boston College Intellectual and Technology forum, 2006.  
8 European Commission Communication, A Digital Single Market Strategy for Europe (2015) 192 Final. § 
3.3.2 
9 Article 8(3) Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the 
harmonisation of certain aspects of copyright and related rights in the information society (hereinafter 
InfoSoc Directive). See even Recital 59.  
10 European Commission – Statement, ‘Copyright Reform: The Commission welcomes European 
Parliament’s vote in favour of modernised rules fit for digital age’. The home page of the European 
Commission.  
11 Massive campaigns have been run against the provision which by the time of the proposal for a Directive 
was known as ‘Article 13’, see further: <https://saveyourinternet.eu> (Last visited 18th April 2019). Also, 
MP Julia Reda has vigorously campaigned against content filtering and Article 17, 
https://juliareda.eu/2019/04/copyright-final-vote/.  
12 See, e.g. Wolk, S. ‘EU dödar inte det fria internet’. Available at: fokus.se. See further Rosati, E. ‘Why a 
Reform of Hosting Providers’ Safe Harbour is Unnecessary Under EU Copyright Law’ (August 26, 2016). 
CREATe Working Paper 2016/11 (August 2016). 
13 Angelopoulos, ‘On Online Platforms and the Commission's New Proposal for a Directive on Copyright 
in the Digital Single Market’ (January 2017). See further, Colangelo G. & Maggiolino, M. ‘ISPs’ copyright 
liability in the EU digital single market strategy’, Oxford International Journal of Law and Information 
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Especially this is the case if online service providers are, according to the law, required 

to monitor the content in their platforms. Article 17 aims to tackle the issue of the so-

called ‘value gap’. This solution and the consequences of Article 17 DSMD will be 

subject for this thesis.  

 

1.2 The Objective of the Study 

The objective of this thesis is to scrutinise the impact of Article 17 DSMD in the liability 

and responsibilities of online platforms. This analysis is done by studying the previous 

case law of the European Court of Justice (hereinafter the ‘ECJ’), especially with regard 

to the concept of communication to the public.14 Furthermore, in relation to the duty of 

care Article 17 imposes, the relevant case law of the ECJ concerning content filtering on 

the internet will be addressed.  

 

This study aims to provide an answer to the following research questions:  

• How Article 17 should be interpreted in the context of the existing framework for 

the EU copyright law?  

• What kind of duty of care can be expected of the online platforms in the light of 

Article 17 and previous case law related to filtering obligations?  

• Is the solution provided in the DSMD well-balanced in relation to certain 

fundamental rights, especially from the point of view of the freedom of speech 

and the freedom to conduct business?  

• How does Article 17 affect the intermediary liability with regard to online 

platforms? Should this regime be further developed?  

 

1.3 Delimitations  
This thesis will focus on the DSMD. Although copyright law is still highly subject for 

national law, this thesis will focus on the European framework of copyright law.15 Apart 

from civil liability, copyright infringements may also constitute criminal liability. 

                                                
Technology, 2018, 26, p 142 ff. Even Senftleben, M. et al., ‘The Recommendation on Measures to 
Safeguard Fundamental Rights and the Open Internet in the Framework of the EU Copyright Reform’ 
(October 17, 2017). European Intellectual Property Review, Vol. 40, Issue 3, 2018, pp. 149-163.  
14 Communication to the Public is one of the main rights conferred by the copyright. In the European 
legislative framework, this right is regulated by Article 3(1) InfoSoc-Directive. See further Chapter 2 in 
this thesis.  
15 More on this, see below at section 1.4.  
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However, questions related to criminal liability are left out from the scope of this thesis. 

EU competences within the area of criminal law are complex.16 Since Article 17 DSMD 

does not necessarily require criminal liability to be applicable, leaving out criminal law 

from the scope of this thesis is appropriate. In the online context, the right of reproduction 

granted by Article 2 InfoSoc Directive could also be relevant for platform liability for 

copyright infringement but since this right is not mentioned in Article 17 of the DSMD, 

it will be left out from the scope of this thesis. 

 

1.4 Method & Materials  

Since this thesis examines how intermediary liability is regulated de lege lata and how 

the upcoming directive is going to affect this framework, the method used is the legal 

dogmatic method. The purpose of this thesis is to study how Article 17 DSMD fits into 

the framework of European copyright law. Even though the rules are developing further, 

the previous case law and existing legal dogma are used as a tool to assess the changes 

this new rule is going to entail. 

 

This thesis focuses on the EU legal framework for copyright. Nevertheless, it should be 

noted that the content of copyright is still highly subject to national law and there is no 

common European copyright law as such. Since the harmonization of copyrights within 

the EU has mostly taken form in directives, many of the aspects associated with copyright 

law are a matter of national law. This imposes certain conceptual challenges because the 

systematics of copyright law follow the national law of each Member State. Such is the 

case for e.g. definitions of the concepts of direct and indirect infringement. When there 

is no common ground in the framework of EU copyright law, the concepts used in this 

Thesis are derived from the Scandinavian legal family. Moreover, some examples will be 

given from Nordic case law. Apart from Nordic case law, a few examples will be given 

from the US case law. These examples are given to illustrate how courts have reasoned 

in another legal system in relation to the same type of questions.  

  

As follows from the settled case law, the EU constitutes a separate legal order of 

international law.17 By joining the EU, Member States have given up part of their 

                                                
16 TFEU Article 83.  
17 Case C-26/62 Van Gend en Loos v Nederlandse Administratie der Belastingen [1963] ECR 1. 
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sovereignty.18 EU law takes precedence over national law and can be invoked by 

individuals in national courts.19 The union has legislative competence which is divided 

into exclusive20 and shared legislative competence.21 Furthermore, the Union holds 

supportive competence in certain areas.22 Different legal instruments can be used to 

harmonise EU law. First of all, regulations are directly applicable within the EU. 

Furthermore, harmonisation can take place in the form of directives, as is the case with 

copyright law. Directives are binding to the effect they aim to pursue but they have to be 

transposed in order to become a part of national legislation.23 

 

Directives are not directly applicable as such. In certain cases, if the rule presented in the 

directive is clear and unconditional and requires no further implementation on the part of 

the Member State in question, then the rule may have a direct effect.24 Moreover, 

Directives may have influence over the outcome in national courts through the indirect 

effect.25 National courts are required to interpret their national law in light of the wording 

and the purpose of the directive in order to achieve the result the directive pursues.26  

Directives cannot be invoked between private parties.27 Nevertheless, as long as there is 

appropriate national law and the national legal system leaves some room for 

interpretation, Directives are able to govern the substance of disputes between private 

parties.28 This is worth noting in the context of Article 17 DSMD since the Directive 

imposes obligations on the Member States to adopt a certain type of legislation but Article 

17 DSMD has legal consequences for private parties, i.e. right holders and online content-

sharing service providers.  

 

                                                
18 Case C-6/64 Costa v ENEL [1964] ECR 585.  
19 Case C-11/70 Internationale Handelsgesellschaft mbH v Einfuhr- und Vorratsstelle für Getreide und 
Futtermittel [1970] ECR 1125.  
20 Article 3 TFEU.  
21 Article 4 TFEU.  
22 Article 6 TFEU.  
23 Article 288 TFEU.  
24 Case C-26/62 Van Gend en Loos v Nederlandse Administratie der Belastingen [1963] ECR 1. 
25 Chalmers, D. et.al. European Union Law, 3rd Ed. Cambridge. 2014, p. 316.  
26 Case C-14/83, Sabine von Colson and Elisabeth Kamann v Land Nordrhein-Westfalen 
 para. 26 [1984] ECR 1891.  
27 Case C-152/84, M. H. Marshall v Southampton and South-West Hampshire Area Health Authority [1986] 
ECR 723 para. 48. Case C-91/92 Paola Faccini Dori v Recreb Srl [1994] ECR I-03325, para. 20.  
28 Case C-152/84, M. H. Marshall v Southampton and South-West Hampshire Area Health Authority [1986] 
ECR 723.  
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Both the indirect and direct effect apply only from the date of transposition set out in the 

Directive.29 However, there is a general duty on the Member States, from the date of 

publication in the Official Journal of the European Union, to not introduce measures 

which would seriously undermine the realisation of the objectives of the Directive.30 It 

should be noted that the meaning of this duty is not entirely clear31, and the Court in 

Mangold could rely on the fact that the rules relevant for that case in the Directive already 

existed as ‘general principles of law’.32 However, even in the context of the DSMD, it 

can be argued that the Directive may have legal consequences from the moment of 

publication,  as the Directive itself is clarifying certain aspects related to copyrights, 

which are protected as a fundamental right within the EU. However, the potential legal 

impacts of the DSMD under the implementation period will not be further examined in 

this thesis.  

 

The case law of the ECJ has a central role in the development of EU law.33 The ECJ uses 

primarily four different methods of interpretation when interpreting EU law: textual 

interpretation, systematic interpretation, teleological interpretation and EU conform 

interpretation.34 In the context of copyright, the significance of the Courts’ explanatory 

case law is shown for instance with regard to the definition of the ‘Communication to the 

Public’.35  

 

Article 3(1) of the InfoSoc Directive lays down the right of communication to the public. 

The DSMD does not modify this concept as such, but adds a special provision concerning 

certain online platforms. Therefore, Court’s case law will be studied in relation to the 

concept of communication to the public. It will be further examined how Article 17 

DMSD fits into this framework that has been created by the case law of the ECJ. 

Furthermore, internet service providers have been able to invoke limitations of liability 

                                                
29 Joined Cases C-457/11, C-458/11, C-459/11, and C-460/11 Kyocera and Others v VG Wort [2013], para. 
26. See further Case C-212/04 Adeneler and Others v ELOG [2006] ECR I-06057, para. 115.     
30 Case C-144/04 Mangold v Helm [2006] ECR I-09981.  
31 See e.g. Chalmers, D. et. al. European Union Law, 3rd Ed. Cambridge. 2014, p. 324.   
32 Case C-144/04 Mangold v Helm [2006] ECR I-09981, para. 75.  
33 Reichel, J., ‘EU-rättslig metod’, p. 115 in Kohrling & Zamboni, Juridisk Metodlära, 2013.  
34 See e.g. Lenaerts K. & Gutiérrez-Fons, J.A. ‘To Say What EU law is: Methods of Interpretation and the 
European Court of Justice’.  
35 See especially Case C-466/12 Svensson and Others vs Retriever Judgement of the Court 13 February 
2014, Case C-348/13 BestWater International v Michael Mebes and Stefan Potsch Order of the Court 21 
October 2014, Case C-160/15 GS Media v Sanoma Media Netherlands BV and Others Judgement of the 
Court 8 September 2016.   
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established in the Directive 2000/31/EC on certain aspects of information society 

services, in particular electronic commerce in the Internal Market (hereinafter ‘E-

Commerce Directive’). The case law of the ECJ will be studied in relation to the 

limitations of liability in the E-Commerce Directive.   

 

A few caveats ought to be made.  The DSMD was not officially in force by the time the 

writing process of this thesis started. Above all, the implementing national legislation is 

not yet in force. However, the directive text is already available, and marginal adjustments 

will not affect the conclusions made. The legislation process has been followed until the 

1st of May 2019. Possible changes made after that will not be taken into account in this 

thesis.  

 

1.5 Outline 

The further presentation of this topic starts with a general overview of regulation 

copyright in the framework of EU law. Chapter two provides an overview of what 

constitutes a communication to the public as well as presents the ‘safe harbour rules’ in 

relation to internet intermediaries, as provided in the E-Commerce Directive. After that, 

Article 17 DSMD will be discussed. Chapter three will provide a general overview of 

Article 17 and the policy objectives it promotes, the issue of the value-gap above all. 

Chapter four will focus on the first research question, i.e. provide an assessment of how 

Article 17 fits into the existing framework of copyright law in the EU. Chapters five and 

six will focus on the second research question, i.e. assess the possible obligations that 

Article 17 imposes on online platforms. Chapter five will examine the online platforms 

liability to prevent the unauthorised sharing of copyright-protected content under Article 

17. In Chapter five it will be further addressed what are the interests at stake and how the 

balance between fundamental rights and copyright has been struck in previous case law. 

In chapter six, content filtering obligations will be discussed especially from the point of 

view of how free speech is regulated in the online context. Chapter seven will provide an 

overview of how the intermediary liability is affected and how this regime could be 

further developed. Finally, some conclusive remarks will be made.  
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2 The Existing Legal Framework  

2.1 A Roadmap of Chapter 2     

This Chapter will provide a general overview of copyright law and make a few contextual 

clarifications. Section 2.2 will shortly describe the protection of copyright at an 

international level. In section 2.3, EUs policy objectives in the area of copyright will be 

shortly discussed. Section 2.4 is going to shortly introduce the preconditions for copyright 

protection and the scope of that protection. Section 2.5 is going to address the concept of 

communication to the public. Section 2.6 is going to the concept of communication to the 

public in relation to Article 17 DSMD. Section 2.7 will introduce the problematics of 

Article 17 in light of the free speech and service providers’ freedom to conduct business.   

  

2.2 Protection of Copyright Internationally  
Copyright has been a subject for international cooperation under a long period of time. 

The Berne Convention was concluded already in 1886, first and foremost to tackle the 

issue of territoriality of a copyright. Domestic law could efficiently solve infringements 

within the borders of a national state but not outside the borders of that state.36 The Treaty 

sets minimum standards for the protection of copyright as well as lays down the principle 

of national treatment: foreign artistic works should be given the same level of protection 

as national copyright protected works.37 Berne Convention is administrated by the World 

Intellectual Property Organisation (hereinafter ‘WIPO’). Another significant 

international treaty is the TRIPS, Agreement on Trade-Related Aspects of Intellectual 

Property Rights, which is related to World Trade Organisation (hereinafter ‘WTO’). 

When it comes to the area of copyright, TRIPS is in principle based on the Berne 

Convention, but the TRIPS establishes a broader scope of protection, by i.e. requiring 

efficient enforcement mechanisms to be available for right holders.38 

 

2.3 EU Policy Objectives 

The EU has an agenda of creating a single market where goods, services, people and 

capital can flow unrestrictedly. Because copyright can bear significant economic worth, 

the harmonisation of national copyright laws has been on the European agenda for a long 

                                                
36 MacQueen et. al., Contemporary Intellectual Property – Law and Policy, p. 36.  
37 Article 2 Berne Convention.  
38 See i.e. Levin, Lärobok i Immaterialrätt, p. 49. TRIPS Articles 41-64.  
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period of time. Copyrights, as well as other intellectual property rights, are protected as a 

fundamental right by the Charter of the Fundamental Rights in the European Union, 

Article 17(2). The InfoSoc Directive was adopted in the 2001. The IPRED, Directive on 

the enforcement of the intellectual property rights 2004/08/EG harmonised the sanctions 

in case of infringements in intellectual property. Furthermore, there are numerous 

directives related to the protection of databases and computer programs, rental rights and 

satellite broadcasting.39 The DSMD is a follow-up in the copyright strategy of the 

European Union. The purpose of the Directive is to enhance a digital single market, where 

creative content can flow ‘without frontiers.’40  

 

The online environment has created new challenges for the protection of copyright – the 

issue of online piracy is an obvious example of that. The Directive also aims to strike 

down the barriers for free movement of services.41 There cannot be 28 different sets of 

rules on online platforms was noted in the Commissions Communication to the European 

Parliament.42 Copyright is regarded as an integral part of the set of rules which govern 

the circulation of creative content within the single market.43 The legal basis for the 

DSMD are Articles 53(1), 62, and 114 TFEU which grant the European Parliament and 

the Council legislative competence to promote the free movement. The DSMD is based 

upon the existing Directives and completes these.44 This means that the DSMD in 

principle applies parallelly with the existing legal framework. To the extent DSMD 

modifies the rules in the existing Directives, it should be regarded as lex specialis. 

 

                                                
39 Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal 
protection of databases; Directive 2009/24/EC of the European Parliament and of the Council of 23 April 
2009 on the legal protection of computer programs; Directive 2006/115/EC of the European Parliament 
and of the Council of 12 December 2006 on rental right and lending right and on certain rights related 
to copyright in the field of intellectual property. Council Directive 93/83/EEC of 27 September 1993 on 
the coordination of certain rules concerning copyright and rights related to copyright applicable to satellite 
broadcasting and cable retransmission.  
40 Communication from Commission to the Parliament, Council, the European Economic and Social 
Committee and the Committee of the Regions: Towards a modern, more European copyright framework. 
COM (2015) 626, p. 3.  
41 Recital 2 DSMD.  
42 Communication from the Commission to the Parliament, Council, the European economic and Social 
Committee and the Committee of the Regions: Online platforms and the Digital Single Market – 
Opportunities and challenges for the Europe. COM (2016) 288 final, p. 4.  
43 Communication from Commission to the Parliament, Council, the European economic and Social 
Committee and the Committee of the Regions: Towards a modern, more European copyright framework. 
COM (2015) 626, p. 2.  
44 Recital 4 DSMD.   



 17 

2.4 Copyright – the Scope of Protection  
It is important to bear in mind that the meaning of copyright and rights associated with 

copyright may differ from country to country. Both TRIPS and EU Directives, above all 

the InfoSoc Directive, leave it up to the Member States to define the limitations and 

exceptions to the copyright. Although international cooperation has sought to solve the 

problems associated with the territoriality of copyright, there is no common copyright 

law within the European Union. This eventually means that the same work is protected 

by different copyright laws within the different Member States.45  

 

However, it is common ground that copyright is a way of protecting intellectual property 

rights to literary and artistic works. Article 2 in the Berne Convention refers to protected 

works as literary and artistic works, which shall include every production in the literary, 

scientific and artistic domain, whatever the mode or form of its expression. Copyright 

provides an incitement to produce and invest in creative content.46 It follows from Article 

2 in WCT that: ‘Copyright protection only extends to expressions and not to ideas, 

procedures, methods of operation or mathematical concepts as such’. This means that a 

work has to be expressed in a somewhat fixed and concrete form in order to be protected 

by the copyright. Unlike patents, copyrights do not protect ideas as such.  

 

Furthermore, copyright law requires that a work has to have a certain degree of originality 

and individuality.47 No qualitative requirements can be imposed in the light of the EU 

Directives – a work is protected by copyright if it is original in the way that means that it 

is the ‘author’s own intellectual creation’.48 For instance, in national case law in Sweden, 

the threshold of originality (Sw. ‘verkshjöd’) is often used to assess whether a work is 

protected by a copyright. For a while, it was theoretically unclear if such a test was 

allowed.49 After CMORE-ruling from the Swedish Supreme Court, it has been clarified 

                                                
45 See e.g. Kur A. & Dreier, T. European Intellectual Property Law, p. 243.  
46 Commission Communication, COM (2015) 626, p. 2.  
47 Case C-05/08 Infopaq [2009] ECR I-06569, Case C-393/09 BSA [2010] ECR I-13971.   
48 Article 1(3) at Directive 2009/04/EC of the European Parliament and of the Council of 23 April 2009 on 
the legal protection of computer programs. See even Article 3(1) in Directive 96/9 EC of the European 
Parliament and of the Council of 11 March 1996 on the legal protection of databases. The ECJ has clarified 
in the Case C-5/08 Infopaq [2009] ECR I-06569 that these requirements of originality should be applied in 
general, see paras. 35–37.  
49 cf e.g. Levin, Lärobok i Immaterialrätt p. 87.  
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that the threshold of originality in Sweden is to be understood as the same requirements 

for originality and individuality as imposed in the case law of the ECJ.50  

 

Modern copyright law provides protection for a wide range of cultural products, such as 

books, music, plays, pieces of art, dance and mime, films, photographs, computer 

programs, and broadcasts.51 Copyright provides a legal monopoly that is divided into 

economic rights and moral rights. There are also certain differences in approaches to 

copyright between common law and civil law legal cultures. Common law, i.e. Anglo-

American legal tradition, is typically characterised as primarily focusing on economic 

rights and incentives to provide new works. The civil law system emphasises the authors’ 

natural rights to works, droit d’auteur. These two systems have lots of similarities. The 

differences in approach have, nevertheless had an impact on European harmonisation 

process.52 

 

The commercial use of copyright includes a reproduction right, a right of communication 

to the public and a distribution right. The moral rights (droit de moral) include a right to 

attribution and a right to integrity of the work. In the online environment especially the 

right of communication to the public is a central concept.  

 

In this context it should be mentioned, that the systematics drawn from civil law system 

also makes a difference between author’s rights and entrepreneurial rights, the first-

mentioned being copyrights and the latter being categorised as ‘neighbouring’ or ‘related’ 

rights, droits voisins. The related rights protect the rights in sound recordings, broadcasts 

and performing artists.  

 

2.5 Communication to the Public  

Digital environment created new challenges for the protection of authors’ rights. To 

address this, a special treaty, WIPO Copyright Treaty (hereinafter ‘WCT’), was 

concluded under the framework of Berne Convention.53 Article 8 WCT establishes ‘the 

right of communication to the public, by wired or wireless means’. This includes also ‘the 

                                                
50 Swedish Supreme Court, NJA 2015 s 1097.  
51 Seville C. EU Intellectual Property Law and Policy, p. 7. (Elgar European Law, 2009). 
52 Ibid. cf Levin, Lärobok i Immaterialrätt. p. 71.  
53 WIPO Copyright Treaty, hereinafter WCT.   
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making available to the public of works in a way that the members of the public may 

access the work from a place and at a time individually chosen by them’. The so-called 

on-demand services are thus covered by the right of making available to the public. 54  

 

The right of communication to the public established in the WCT is incorporated into the 

EU law through the InfoSoc Directive. Because the InfoSoc Directive is an EU legislative 

act, the ECJ has the final word on the interpretation of it.55 The right of communication 

to the public can be found in Article 3(1) and the right of making available to the public 

in Article 3(2) of the InfoSoc Directive. The right of making available to the public was 

to be considered as a narrower concept.56 However, the owners of related rights do enjoy 

the protection of communication to the public as stated in Article 8 of Rental and Lending 

Rights Directive. It was for a while an academic concern whether making available to the 

public and communication to the public have a differing scope of application.57 Recent 

case law has confirmed that they should be interpreted as having the same scope of 

application.58  

 

According to the settled case law of the ECJ, communication to the public must be 

interpreted broadly in order to safeguard a high level of protection of copyrights.59 

Communication to the public involves two cumulative criteria: 1) an act of 

communication and 2) public.60 The act of communication means any transmission of 

copyrighted works regardless of the medium or technical means used.61 Each 

transmission or a retransmission of a work that utilizes specific technical means should 

be basically authorised by the right holder.62 The term public should be understood as 

indeterminate number of potential viewers and furthermore, a fairly large number of 

                                                
54 Angelopoulos, C. ‘On Online Platforms and the Commission's New Proposal for a Directive on Copyright 
in the Digital Single Market’. p. 18.  
55 cf Article 267 TFEU. 
56 Swedish Government Bill (Sw. Prop.) 2004/2005:110, p. 267.  
57 Bechtold S. in Dreier T. & Hugenholtz, B.P. Concise European Copyright Law (2016, 2nd ed.) p. 445.   
58 Case C-160/15 GS Media v Sanoma Media Netherlands BV and Others Judgement of the Court 8 
September 2016, para. 33.  
59 Case C-160/15 GS Media v Sanoma Media Netherlands BV and Others Judgement of the Court 8 
September 2016, para 30. Recital 23, InfoSoc Directive.  
60 Case C-466/12 Svensson and Others vs Retriever Judgement of the Court 13 February 2014, para. 16, 
Case C-117/15 Reha Training para. 37, Case C-325/14 SBS Belgium NV v SABAM Judgement of the Court 
19 November 2015, para. 15. 
61 Case C-325/14 SBS Belgium NV v SABAM Judgement of the Court 19 November 2015, para 16.  
62 Case C-325/14 SBS Belgium NV v SABAM Judgement of the Court 19 November 2015, para 17.  



 20 

people.63 Furthermore, in order to be considered as an act of communication to the public, 

the communication must be directed to a new public. The concept of new public means a 

public that was not taken into account by the right holders when they authorised the 

original communication.64 The ECJ has made it clear that the concept of communication 

to the public always requires an ‘individual assessment’.65  

 

As concluded in the Svensson and Others vs Retriever, the provision of clickable links to 

protected works is to be considered as ‘making available’ and thus constitutes an act of 

communication.66 However, when the content is freely accessible in a web page, the 

criterion of the new public is not met. This means that sharing a link to the page, where 

the content originally was lawfully made available, does not constitute an act of 

communication to the public and does not require authorisation from the right holder. 

When the situation is the opposite, i.e. a hyperlink enables users to circumvent access 

restrictions, then the criterion of new public is met, and the provision of clickable links 

requires an authorisation from the right holder. Simultaneous retransmission of TV 

broadcast through the internet can therefore constitute a communication to the public 

according to Article 3(1) InfoSoc Directive. In cases where the content broadcasted 

through television is retransmitted through the internet (i.e. streamed) it is irrelevant 

whether the new public can lawfully access the content through the original broadcasting, 

since broadcasting and streaming are different forms of transmission.67 

 

2.6 Intermediaries and Exploitation of Copyright 
Article 17(1) DSMD introduces a new concept, ‘online content sharing service provider’. 

These online content sharing service providers are by the provision of their platforms 

making an act of communication to the public according to Article 17(1) DSMD.68 With 

this regard, it should be noted that there is a conceptual challenge concerning the 

                                                
63 Case C-527/15 Stichting Brein vs. Jack Frederik Wullems Judgement of the Court 26 April 2017, Case 
C-135/10 SFC v Marco del Corso Judgement of the Court 15 March 2012, Case C-162/10 Phonographic 
Performance v Ireland, Judgement of the Court 15 March 2012.  
64 Case C-466/12 Svensson and Others vs Retriever Judgement of the Court 13 February 2014, para. 24 and 
31.  
65 Case C-160/15 GS Media v Sanoma Media Netherlands BV and Others Judgement of the Court 8 
September 2016, para 33. Case C-162/10 Phonographic Performance v Ireland, Judgement of the Court 
15 March 2012. para. 29 and case law cited.  
66 Case C-466/12 Svensson and Others vs Retriever Judgement of the Court 13 February 2014, para. 20.  
67 Case C-607/11 ITV Broadcasting and Others v TVCatchUP Ltd Judgement of the Court 7 March 2013, 
para. 40.  
68 This will be subject for further examination in Chapter 3, Section 3.2.  
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terminology in question. ISPs and OSPs are sometimes used interchangeably in the legal 

dogma. The concept of ISP is often associated with the internet access providers, but 

could even be understood as a broader concept, including different kinds of online 

services. Even the concept of the intermediary is used commonly as a synonym of 

concepts of OSP and ISP. In the context of EU legislation, the concept of intermediary 

covers any person who carries a third party’s infringement of a protected work or other 

subject-matter in a network.69 According to the framework set out in the E-Commerce 

Directive, some of these online content sharing service providers may have qualified as 

‘hosting service providers’ in light of Article 14 in the E-Commerce Directive. In this 

thesis, the concepts of intermediary, online platform and online content sharing service 

provider will be used interchangeably, unless otherwise indicated.  

 

2.7 Free Speech, Freedom to Conduct Business and Copyright Law   

The intermediary liability for users’ illegal behaviour in the online context has been 

increasingly approached as a matter of fundamental rights.70 Article 17 DSMD potentially 

requires online platform service providers to introduce measures which filter the content 

posted in these online platforms. When assessing the extent of the content filtering 

obligations, it should be noted that there is tension between the protection of copyright, 

as a property right, and the service providers’ freedom to conduct business.  Furthermore, 

since the content-recognition technologies may affect the distribution of user-generated 

content, there is an aspect of free speech and freedom of information to be taken into 

account. These rights follow from Article 11 of the Charter of the Fundamental Rights. 

Most European scholars recognise that there is a potential collision between free speech 

and protection of copyright.71  

 

The issue of balancing intellectual property rights with other fundamental rights has 

already been discussed in the case law of the ECJ. It is clear that copyright is protected 

as a fundamental right to property. There is, however, nothing that suggests that the right 

                                                
69 Recital 59 InfoSoc Directive. 
70 Angelopoulos C. & Smet, S. ‘Notice-and-Fair-Balance: How to Reach a Compromise between 
Fundamental Rights in European Intermediary Liability’.  (2016) 8(2) Journal of Media Law 266. 
71 Buss, K. ’Copyright and Free Speech: A Human Rights Perspective’, Baltic Journal of Law and Politics 
8:2 2015 pp. 182–202, p. 189. In the US, the approach taken is slightly different, a collision between free 
speech and copyright protection is not as self-evident. cf Supreme Court Decision Eldred v Ashcroft (2003, 
537 U.S. 186).  
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to protection of intellectual property rights is an absolute right.72 As clarified in the ruling 

Promusicae a ‘fair balance’ must be struck between protection of the protection of the 

fundamental right to property which includes the rights associated with intellectual 

property and other fundamental rights.73 In the Court’s case law, a potential collision has 

been identified between copyrights and service providers freedom to conduct business 

which protected by Article 16 of the Charter of the Fundamental Rights.74 Furthermore, 

users right to freedom of expression and freedom of information could be endangered.75 

Moreover, a potential data protection issue could arise.76  

 

2.8 Limited Liability of Information Society Service Providers Under the E-

Commerce Directive  

2.8.1 ‘Safe Harbours’  
The concerns associated with intermediary liability and fundamental rights led to the 

adoption of so-called ‘safe harbour regimes’ at the early age of the internet. The emerging 

internet industry protested against wide liability of hosting, publishing or transmitting 

service providers.77 The arguments made for limited ISP liability were basically based on 

three factors. Firstly, intermediaries did not by that time have effective legal or actual 

control over the material that was being shared on the internet. Secondly, the imposition 

of liability on intermediaries would lead to inequity, i.e. it is not appropriate to ‘shoot the 

messengers’. Finally, there was a  major public interest concern, especially in the 

European continent, that extensive intermediary liability would lead to limitations of 

freedom of expression and freedom of information.78 ISPs would in general be exempted 

from all civil and criminal liability with regard to illegal content in their platforms, 

provided that they act without undue delay when receiving notice about the illegality of 

the content.  

 

                                                
72 Case C-360/10 SABAM v Netlog, Judgement of the Court 16 February 2012.  
73 Case C-275/06 Promusicae v Telefónica de España SAU [2008] ECR I-00271, paras. 62–68.  
74 Case C-70/10 Scarlet Extended SA v SABAM [2011] ECR I-11959, para. 48. Case C-360/10 SABAM v 
Netlog, Judgement of the Court 16 February 2012, para. 44.  
75 Case C-70/10 Scarlet Extended SA v SABAM [2011] ECR I-11959, para. 50. Case C-360/10 SABAM v 
Netlog, Judgement of the Court 16 February 2012, para. 48.  
76 Case C-70/10 Scarlet Extended SA v SABAM [2011] ECR I-11959, para. 50.  
77 Edwards, L. ‘Role and Responsibility of Internet Intermediaries in the Field of Copyright and Related 
Rights’, p. 4.  
78 Edwards, L. ‘Role and Responsibility of Internet Intermediaries in the Field of Copyright and Related 
Rights’, p. 3 f.  
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Within the European Union, the safe harbours where established through the E-

Commerce Directive. Articles 12–14 in the E-Commerce Directive state that information 

society service providers are not held liable for mere conduit, hosting or caching of the 

content if certain conditions are fulfilled.79 The regime established in E-Commerce 

Directive applies to information society service providers in general, which include a 

variety of different online service providers, such as e-merchants, social media platforms 

and cloud computing services but also e.g. internet access providers.80 Definition of 

information society service provider requires that services are typically provided for 

remuneration. If the nature of the activity in general is economic, then the service may 

still qualify as information society service even though the service were free for the 

recipient.81  

 

When an information society service provider is merely transmitting content that is 

created and received by other parties, Article 12 of the E-Commerce Directive rules them 

out for any civil or criminal liability. In order to qualify for protection, the service 

provider must not initiate the transmission, select the receiver nor modify the information 

transmitted. The same kind of provisions apply for caching material. Caching means a 

process whereby a local server temporarily stores information in order to speed up the 

process of delivering these pages for users.82  

 

2.8.2 Article 14 E-Commerce Directive and Hosting Service Providers  
In the context of internet intermediaries, Article 14 E-Commerce Directive is extremely 

relevant. As concluded by the ECJ in the Netlog ruling, service providers that store 

content with the purpose of making it available to the public (i.e. social media platforms) 

qualify as hosting service providers.83 Under Article 14 E-Commerce Directive hosting 

service providers are not held liable for the information provided by the recipient of the 

service, under conditions that:  

                                                
79 National implementations may have differing approaches concerning which types of liability are 
exempted, e.g. Swedish E-Commerce Act (Lag om elektronisk handel och andra informationssamhällets 
tjänster 2002:562) does not protect information society service providers from criminal liability, see 19 §. 
80 Edwards, L. ‘Role and Responsibility of internet intermediaries’ p. 8.  
81 Article 2 (b) E-Commerce Directive & Recital 18.  
82 See e.g. Edwards, ‘Role and Responsibility of internet Intermediaries in the field of Copyright and 
Related rights’, p 9.  
83 Case C-360/10 SABAM v Netlog, Judgement of the Court 16 February 2012, para. 27.  
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a) The service provider does not have actual knowledge about the illegal activity or 

information and when it comes to claims for damages, is not aware of the facts or 

circumstances from which the illegal activity or information is apparent, and  

b) the service provider, when obtaining knowledge or awareness about the illegality 

of the content, acts expeditiously to disable access to such information 

Article 14 E-Commerce Directive establishes the so-called notice-and-takedown 

procedure. Platforms are not held liable for illegal content, as long as they act 

expeditiously when receiving notice from private parties (individuals, companies, right 

holders’ organisations) about the content that is illegal or infringing.   

 
2.8.3 General Prohibition on Monitoring  
It follows from Article 15 E-Commerce Directive that general obligation to monitor 

content should not be imposed on intermediary service providers. However, this does not 

cover monitoring in specific case.84 Safe harbours neither protect the intermediaries from 

blocking injunctions.85 It ought to be mentioned, that the loss of safe harbour protection 

only means that service providers only lose the layer of an extra protection. Normal rules 

of civil and criminal liability will still apply, which means that even though safeguard 

under E-Commerce Directive was not granted, it does not automatically follow that 

intermediary is held liable.86  

 

  

                                                
84 Recital 47, E-Commerce Directive.  
85 Article 11 IPRED; cf Article 8(3) InfoSoc Directive.  
86 Van Eecke P. ‘Online Service Providers and Liability. A Plea for Balanced Approach.’ Common Market 
Law Review, (48) 2011, p. 1464. 
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3 Article 17 – background and the scope of application  

3.1 A Roadmap of Chapter 3   

This Chapter is going to provide a general overview of Article 17 DSMD and the scope 

of application it has. In Section 3.3 the issue of the value-gap will be scrutinised and 

problematised. In Section 3.4 it will be discussed, what type of platforms are covered by 

Article 17 DSMD. In Section 3.5 the concept of ‘large amounts of works’ which is part 

of the criteria in Article 17(1) DSMD, will be examined.  

 
3.2 Article 17(1) DSMD  

According to Article 17(1), online sharing content providers perform an act of 

communication to the public or an act of making available to the public when it gives the 

public access to copyright-protected content or other subject matter uploaded by its users. 

This makes online platforms obliged to conclude licensing agreements with right holders 

in order to avoid liability for copyright infringement.  

 

3.3 The Value-Gap  
The purpose of Article 17 is to ensure that rightsholders receive a fair remuneration for 

their efforts to produce creative content. In the online environment, there is allegedly 

discrepancy between revenues of large online platforms, and the amount of royalties paid 

to the content producers. This has led to a phenomenon which is called ‘the value gap’.  

A large number of musicians signed a petition directed to the EU institutions to vote in 

favour of Article 17.87  The aim if this provision is to ensure equitable allocation of 

revenues between content producers and online sharing platforms. The value gap 

argumentation is not only a concern of European continent. For instance, in the US, the 

music industry signed an open letter to president Donald Trump, pleading for a reform of 

copyright rules in order to fight against copyright infringing content on the internet more 

efficiently as well as to guarantee fair remuneration to the music industry.88  

 

It is clear that a holder of copyright should have a right to exclude others from utilizing 

the copyright-protected content without right holder’s consent. According to economic 

                                                
87 IFPI-report (n 2).  
88 See Open Letter from American Association of independent music et al. to Donald J. Trump, President-
Elect of the United States <http://www.riaa.com/wp-content/uploads/2016/12/Letter-to-POTUSE-from-
Music-Community-121316.pdf> (visited 7 April, 2019).  



 26 

theory that is the whole idea of the copyright.89 However, there is a problem pointed out 

by some scholars is that the extent of the value gap lacks economic evidence.90 The 

Commission Impact Assessment on the proposal of the DSMD notes that ‘economic 

impacts are mostly assessed from a qualitative point of view’.91 The Impact Assessment 

also denotes that there is only ‘a limited amount of data in this area’.92  

 

Some scholars also argue that the value gap argumentation dismisses the fact that the 

introduction of diverse streaming-services has actually increased the profits made from 

the distribution of music in total.93 A study conducted by a Dutch company Ecorys 

concluded that ‘in general, the results do not show robust statistical evidence of 

displacement of sales by online copyright infringements’.94 In certain cases, it is not 

possible to fully assess the negative effect of illegal distribution of material, since the 

impact on the legal distribution of content could be neutral or even positive.95 As a matter 

of law, it is, however,  possible to consider what is reasonable. The mitigating factors, 

such as the fact that the distribution of unauthorised content has not led to a negative 

impact on the lawful consumption, can be taken into account when assessing the 

individual liability for infringements.96 

 

Nevertheless, artists have faced problems with monetizing their works in the online 

context for various reasons. Reportedly, right holders’ organisations have met problems 

with concluding licensing agreements with platforms like Vimeo, MySpace and 

Dailymotion.97 This obviously makes it harder to obtain fair remuneration for copyright-

                                                
89 Posner R., ‘Intellectual Property Law: Law & Economics Approach’ Journal of Economic Perspectives. 
Vol 19, Number 2, 2005, p. 58f.  
90 Frosio G.F. ‘Reforming Intermediary Liability in the Platform Economy: A European Digital Single 
Market Strategy’ (February 6, 2017). 112 Northwestern University Law Review 19 (2017), p. 27.  Colangelo 
G. & Maggiolino M., ‘ISPs’ copyright liability in the EU digital single market strategy’, Oxford 
International Journal of Law and Information Technology, 2018, 26, p. 156ff. 
91 Commission Impact Assessment on the Modernization of Copyright, SWD (2016) 301 final part 1/3, p. 
136.  
92 Ibid. 
93 Global Collections Report <https://www.cisac.org/CISAC-University/Library/Global-Collections-
Reports/Global-Collections-Report-2016> (visited 24th March 2019).  
94 Ecorys, ‘Estimating displacement rates of copyrighted content in the EU’, p. 7.  
95 Colangelo G. & Maggiolino M. ‘ISPs’ copyright liability in the EU digital single market strategy’, Oxford 
International Journal of Law and Information Technology, 2018, 26, p. 159.  
96 Weckström Lindroos, K. ‘Liability and Access to the Contact Information: Striking the Balance When 
Service is Used to Distribute Copyrighted Content’ at Pihlajarinne, Vesala & Honkkila Online Distribution 
of Content in the EU, Edward Elgar Publishing 2019, p.110. See even Finnish Supreme Court ruling KKO 
2010:47.  
97 Commission Impact Assessment on the Modernization of Copyright, SWD (2016) 301 final part 1/3, p. 
139.  
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protected works. The European Commission seems to take the existence of value gap for 

granted as a justification for legislative intervention.98 Much of the data available 

concerning the ‘value gap’ is provided by particular interest groups, not by independent 

researchers. This, without doubt, decreases the credibility of the value gap as a legitimate 

interest for legislative intervention.  

 

Article 14 E-Commerce Directive has already provided a notice-and takedown-procedure 

for infringing content. This has been deemed to be insufficient since noticing service 

providers in every single case imposes costs on rightsholders and given the large scale of 

uploads, is not effective enough. There has been legal uncertainty about the liability of 

internet intermediaries. Intermediaries for user-generated content have previously 

invoked the protection of Article 14 E-Commerce Directive for hosting providers, most 

often successfully in national courts. 99  It is up to the national court in every single case 

to decide whether or not an information service provider qualifies as a mere technical, 

automatic and passive hosting service provider. This, of course, has brought uncertainty 

about whether online platforms are liable to conclude licensing agreements.  

 

Many platforms, YouTube amongst them, have concluded licensing agreements with 

right holders, but this has occurred completely on a voluntary basis according to 

representatives of online platforms.100 From the perspective of right holders, the notice-

and-takedown regime has been inefficient since it does not necessarily ensure that 

infringing content can be kept away from the platforms and sending a notice in every 

single case creates costs for right holders.101 This has also allegedly affected the 

bargaining power of right holders in relation to online platforms, since the mechanisms 

to enforce intellectual property rights are deemed to be insufficient in the online 

context.102  

 

From the legislator’s point of view, the approach taken by the Commission is a pragmatic 

one: if an online platform is committing an act of communication to the public, then it is 

                                                
98 Lucas-Schloetter, A. ‘Transfer of Value Provisions of The Draft Copyright Directive, (Recitals 38, 39 
and Article 13)’, p. 3.  
99 Commission Impact Assessment on the Modernization of Copyright, SWD (2016) 301 final part 1/3, p. 
140.  
100 Ibid. p. 143.  
101 Ibid. p. 140.  
102 Ibid.  
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easy to force it to conclude a license agreement. This could effectively close the alleged 

value-gap since platforms cannot anymore decline to requests to conclude licensing 

agreements. If online platforms do not get authorisation from right holders, then the 

equitable remuneration can be enforced through courts since the platform is committing 

a direct copyright infringement and therefore liable to pay equitable remuneration for the 

exploitation of copyright-protected content. 

 

3.4 Platforms Covered by Article 17   

When drafting the current digital single market strategy, the European Commission 

concluded that the current liability regime is in general functioning, but specific problems 

needed to be addressed.103 Therefore, the European Commission proposed a ‘sectorial, 

problem-driven approach’104, to tackle different kinds of illegal content on the internet. 

Copyright protected content is only one of these policy areas. Harmful content for 

children and hate speech are other areas where Commission has promoted self-regulative 

approach to tackle illegal content on the internet.105  

 

When an online platform falls within the definition of ‘online sharing service provider’ it 

is by default committing an act of communication to the public, even if the content in 

question were user-generated. Online content-sharing service provider is defined as a 

provider of information society service of which the main or one of the main purposes is 

to store and to give access to a large amount of copyright-protected works or other 

protected subject matter, according to Article 2(6) DSMD. Further, it is required that the 

platform organises and promotes the content for profit-making purposes. The chosen 

wording perhaps reflects the ECJs ruling in L’oréal and others v eBay since by organising 

and promoting the content the platform has not taken a completely neutral position 

towards the user-generated content.106 In such a case a platform provider has not even 

                                                
103 Frosio, G. F., Reforming Intermediary Liability in the Platform Economy: A European Digital Single 
Market Strategy (February 6, 2017). 112 Northwestern University Law Review 19 (2017) p. 25.  
104 Communication from the Commission to the European Parliament, the Council, and the European 
Economic and Social Committee, and the Committee of the Regions, Online Platforms and the Digital 
Single Market: Opportunities and Challenges for Europe, COM (2016) 288 final, p. 8-9.  
105 Directive 2011/92/EU of the European Parliament and of the Council of 13 December 2011 on 
combating the sexual abuse and sexual exploitation of children and child pornography. See even European 
Commission Press Release, ‘Commission steps up efforts to tackle illegal content online’, 
<http://europa.eu/rapid/press-release_IP-17-3493_en.htm> (Visited 9 May, 2019).   
106 Case C-324/09, L’Oréal and Others v eBay [2011] ECR I-06011.  
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under previous rules been able to make use of ‘safe harbour’ rule in article 14 E-

Commerce Directive.  

 

A key element for the scope of application is thus the profit-making purpose. In the online 

context, the purpose of profit-making should be understood broadly. Profit purpose does 

not cover merely platforms with paywalls – according to E-Commerce Directive 

information society services are normally provided for remuneration but a service may 

be free for its user and still qualify as a service for remuneration if the activity in total 

forms part of economic activity.107 Profits made from advertising should obviously 

qualify for profit-making purpose even if the service itself were free for users.  

 

Definition of an online content sharing service provider is not completely unproblematic: 

it is clear that the notion of online sharing service providers is not as broad as initially 

proposed by the European Commission.108 Commission proposal namely included the 

concept of ‘information society service providers’ previously used in i.e. E-Commerce 

Directive. This would have, arguably, by default made a wide range of information 

society service providers liable for copyright infringements when committed through 

their services. Limiting the scope of application to the online content-sharing service 

providers made the scope of application arguably more narrow since it clarifies what kind 

of services are implied.  

 

However, the definition is still quite ambiguous concerning which intermediaries are 

covered by the directive. Many types of platforms fall outside the scope of Article 17. 

The service providers not to be regarded as online content sharing platforms include 

online encyclopaedias, not-for-profit educational and scientific repositories, open source 

software development platforms, electronic communication service providers, online 

marketplaces and cloud-services.109 Furthermore, small and medium-sized enterprises 

(‘SMEs’) may rely on ‘softer’ obligations.110  

 

                                                
107 Recital 18, E-Commerce Directive.  
108 cf Commission Proposal COM/2016/0593 final - 2016/0280 (COD).   
109 Article 2(6) DSMD.  
110 Article 17(6) DSMD provides an exemption from the duty of care for smaller online platforms. This is 
discussed further in Chapter 5.  
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3.5 ‘Large Amounts of Works’  

3.5.1 Conceptual uncertainty  

One of the unclarities associated with Article 17 is the meaning of large amounts of 

works. Textually, it has not been addressed in the directive, how the line between ‘large 

amounts’ and ‘smaller amounts’ of works should be drawn. This has already been 

academically criticised, since the scope of application may become impossible to 

determine.111 While the uncertainty about the true extent of ‘large amounts of works’ 

remains, amounts per se are not impossible to determine. One would have to look at the 

volumes, i.e. how much protected content is flowing around in the platform. Platforms 

that are targeted by the DSMD, are already counting shares and re-shares, subscribers and 

visits at their platforms. These platforms have the means to control and to measure the 

volumes of copyright-protected content that is being shared through these platforms.  

 

By comparing different platforms and their business models, it is actually possible to 

conclude, what constitutes a ‘large amount of works’. The Commission Impact 

Assessment mentions that the determination of what is a ‘large amounts of works’ needs 

to be analysed on the basis of combined factors including the number of visitors and users 

and the amount of content uploaded within certain time frame.112  

 

However, an aspect to consider is the legal certainty. There should be clear instructions 

on when a platform is making large amounts of works available. Further guidance is 

needed in the future on what constitutes large amounts of works. It has been also 

presented that online service providers are not a monolithic group of firms.113 This will 

be a matter for the future case law to resolve.  

 

From an individual right holder’s perspective, it can be even questioned why exactly the 

amount of works should be decisive when imposing obligations on online platforms in 

the context of copyright infringements. For instance, in the peer-to-peer file sharing 

context, even sharing one single movie may result in considerable damage, if the amount 

                                                
111 Frosio, G. F. ‘Reforming Intermediary Liability in the Platform Economy: A European Digital Single 
Market Strategy’ (February 6, 2017). 112 Northwestern University Law Review 19 (2017) p. 35.  
112 Commission Impact Assessment on the Modernization of Copyright, SWD (2016) 301 final part 1/3, p. 
146.  
113 Colangelo G. and Maggiolino M., ‘ISPs Copyright Liability in the EU Digital Single Market Strategy’ 
International Journal of Law and Information Technology, 2018, 26, p.154.  
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of receiving people is large. Especially this may be highlighted if the shared film has not 

even had its premiere yet, or the premiere has been held only recently.114 Even in light of 

the existing case law of the ECJ115, considering hyperlinking, one should perhaps be more 

concerned about what is the purpose of the platform when the protected content is made 

available through that platform, and define the standard of conduct from this angle – not 

merely looking at the amounts of works shared. However, that type of approach is also 

criticised since it makes infringements dependent on subjective elements.116  

 

3.5.2 Conclusion 

It is impossible to exhaustively present what platforms end up within the scope of Article 

17 DSMD. Recital 63 states that the assessment of when a platform provider stores and 

makes large amounts of works available to the public should be made on case-by-case 

basis. Furthermore, the assessment should take into account a combination of different 

factors, including the audience of the service and the number of files of uploaded content. 

However, it is clear, that directive aims to target large social media companies, such as 

YouTube and Facebook, where loads of copyright-protected content is made available by 

the users of these platforms. Emmer Shear, CEO of the game streaming service Twitch 

has already expressed his concern about the DSMD since the directive hits to the very 

centre of the platforms business model.117 It is not purposeful to list up in this Thesis 

which platforms are covered by the obligations presented in the Directive. It will be left 

up to individual online platforms to make an analysis of what is their business model, 

how much protected content these platforms are dealing with and whether or not some of 

the exceptions apply.  

 

                                                
114 See, by analogue, e.g Finnish Market Court MAO 27:19.  
115 E.g. Case C-160/15 GS Media v Sanoma Media Netherlands BV and Others Judgement of the Court 8 
September 2016.  
116 See further Chapter 7 in this Thesis.  
117 Twitch CEO: Europe’s new copyright law might Hurt the Wrong Companies. Available at: 
<http://fortune.com/2019/03/27/twitch-emmett-article-13-law>. 



 32 

4 Platform Liability for User-Generated Content Under Article 17 

DSMD 

4.1 Introduction  
In light of the Promusicae ruling, the copyright law must strike a fair balance between 

copyrights and other fundamental rights.118 One could argue, that a strict liability of 

online platforms under the DSMD tilts the balance of interests drastically towards the 

rightsholders’ direction.  

 

As concluded above in Chapter 3.2, online sharing service providers are committing an 

act of communication to the public by the provision of their platforms according to Article 

17(1) DSMD. It is worth noting that the DSMD does not aim to change the definition of 

communication to the public elsewhere under the EU law nor does it affect the application 

of Articles 3(1) and 3(2) in the InfoSoc Directive.119 Bearing this in mind, it is relevant 

to examine how the communication to the public has been interpreted in previous case 

law considering intermediary liability. This chapter examines how Article 17 DSMD fits 

into this existing legal framework.  

 

4.2 Platform Liability in the Current Case Law  

The case law of the ECJ concerning Article 3(1) of the InfoSoc Directive has already 

widened the scope of communication to the public.120 The Court’s ruling in GS Media 

made the concept of primary liability broader. This development was further accelerated 

by the Court’s rulings in Sitchting Brein v. Wullems (Filmspeler) and Stichting Brein v. 

Ziggo (The Pirate Bay).  

 

In GS Media the ECJ concluded that when a provision of hyperlinks to protected material 

is carried out for profit it can be expected that the person who posted such links performs 

the necessary checks to ensure that the work concern is not illegally published on the 

website to which those hyperlinks lead.121 The ECJ imposes a presumption that when a 

hyperlink is shared for profit purposes, the person who is sharing that link acts with the 

                                                
118 Case C-275/06 Promusicae v Telefónica de España SAU [2008] ECR I-00271.  
119 Recital 64, DSMD.  
120 Leistner, M. ‘Is the CJEU Outperforming the Commission?’ (November 26, 2017), p. 2.  
121 Case C-160/15 GS Media v Sanoma Media Netherlands BV and Others Judgement of the Court 8 
September 2016, para 51.  
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‘full knowledge’ of protected nature of the content and also, the possible lack of licensing 

agreement in such cases. The presumption can be rebutted if the hyperlinker shows that 

it has completed the ‘necessary checks’.  

 

However, ECJs case law concerning hyperlinking has not been uncontested. GS Media 

was a controversial ruling.122 The Advocate General in GS Media was not in favour of 

concluding that hyperlinking would constitute communication to the public.123 According 

to Advocate General Wathelet, hyperlinks posted on a website which directed to protected 

content that was freely accessible in another website could not constitute an act of 

communication, since the hyperlinker was not indispensable to the making available of 

the photographs in that case. The content was already out there – the argument preferred 

by the Advocate General Wathelet is that the hyperlinkers involvement was not essential 

in order to make the content available. Therefore, the knowledge about the fact that 

content was unauthorised in that other webpage, should be irrelevant, since sharing a 

hyperlink that leads into that webpage could not constitute an act of communication.124 

Nevertheless, the ECJ took another view.   

 

In the The Pirate Bay (hereinafter ‘TPB’) ruling, ECJ has held that a platform which 

makes available and manages, by means of indexation of metadata referring to protected 

works, and the provision of a search engine, which enables users to locate the protected 

content and share them in context of peer-to-peer network, constitutes a communication 

to the public.125 Advocate General Szpunar made an argument for joint liability of the 

platforms and users for the same communication to the public.126 He thus dismissed the 

Commissions argument, that the most suitable means to address platform liability would 

be national rules, i.e. secondary liability, which is not harmonised within the EU. Relying 

on secondary liability would not have been helpful since:  

                                                
122 Senftleben, M. ‘Copyright Reform, GS Media and Innovation Climate in the EU – Euphonious Chord 
or Dissonant Cacophony?’ (November 6, 2016). Tijdschrift voor auteurs-, media- en informatierecht 2016, 
pp. 130-133. See even Hanuz B ‘Linking to unauthorized content after the CJEU GS Media Decision’ 
Journal of Intellectual Property Law & Practice, Volume 11, Issue 12, December 2016, pp. 879-881.  
123 Case C-160/15 GS Media v Sanoma Media Netherlands BV and Others, Opinion of the AG Wathelet 7 
April 2016, paras. 60-77.   
124 Ibid. paras. 59-60.  
125 Case C-610/15, Stichting Brein v Ziggo BV and XS4All Internet BV, Judgement of the Court 14 June 
2017, para 48.  
126 Case C-610/15, Stichting Brein v Ziggo BV and XS4All Internet BV, Opinion of the AG Szpunar, 8 
February 2017, para. 53.  
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‘Such an approach would, however, mean that liability, and ultimately the scope of the copyright 

holders’ rights, would depend on the very divergent solutions adopted under the different national 

legal systems. That would undermine the objective of EU legislation in the relatively abundant 

field of copyright, which is precisely to harmonise the scope of the rights enjoyed by authors and 

other rightholders within the single market. That is why the answer to the problems raised in the 

present case must, in my view, be sought rather in EU law.’127 
 

The ECJ followed Advocate General Szpunar’s line of argumentation, although the 

Court’s view was differing with regard to what type of knowledge can be required from 

the platforms in relation to infringing nature of the content. Not only could platforms be 

held liable in cases of actual knowledge. The liability could also arise in cases of 

‘constructive knowledge’, were the platform ‘could not be unaware’ of the infringing 

nature of the content. Thirdly, in certain cases, i.e. under circumstances similar to GS 

Media, the knowledge can even be presumed.128 The key finding is that under European 

law, more than one person can be held directly liable for the same act of communication 

to the public.129  

 

According to the ECJ, a service provider that hosts an online sharing platform, which 

enables sharing protected content, acts with full knowledge of the consequences of their 

conduct and thus is providing access to the access to the works.130 The Court emphasises 

‘the essential role of the user’ originating the communication and the deliberate nature of 

the user’s intervention. Both the user, that is initiating the making available of the 

protected content and the platform provider which is enabling users to access that 

protected content or at least substantially facilitating access to that content, can be playing 

an essential role in that same communication to the public and thus regarded as direct 

infringers.131 

  

                                                
127 Case C-610/15, Stichting Brein v Ziggo BV and XS4All Internet BV, Opinion of the AG Szpunar, 8 
February 2017, para. 3.  
128 Rosati, E. ’The CJEU Pirate Bay Judgment and Its Impact on the Liability of Online Platforms’ p. 
13(July 21, 2017). European Intellectual Property Review, Forthcoming. See even, Leistner, M. ‘Is the 
CJEU Outperforming the Commission?’ (November 26, 2017) p. 29.   
129 cf Leistner, M., ‘Is the CJEU Outperforming the Commission?’ (November 26, 2017), p. 28.  
130 Case C-610/15, Stichting Brein v Ziggo BV and XS4All Internet BV, Judgement of the Court 14 June 
2017, paras. 36-37.  
131 cf Leistner, M. ‘Is the CJEU Outperforming the Commission?’ (November 26, 2017) p. 28.  
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It has been possible under existing law to consider a service provider, which provides the 

facilities to commit copyright infringement, as a contributor or as a co-infringer.132 Often 

when platforms have been held liable for copyright infringements in national courts, this 

has been through secondary liability or on the basis of indirect infringement.133 However, 

secondary liability is typically assessed on the basis of highly demanding criteria, 

applying the general principles of tort law such as joint tortfeasance, authorisation, 

inducement, common design, contributory liability, vicarious liability or extra-

contractual liability.134 Since every Member State have differing concepts for secondary 

liability, the application of these concepts tends to lead into differing conclusions.135  

 

Platforms can even be held directly liable for user’s infringement in light of the recent 

case law of the ECJ but only when the platforms involvement has been so substantial that 

they can be regarded as communicating the works to the public themselves.136 The mere 

provision of physical facilities for enabling or making the communication should not 

constitute a communication to the public.137 However, as it seems, when it comes to 

testing the substantiality of platforms involvement, the threshold has not been set 

particularly high. Selection of communicated material and bundling to a new audio-visual 

service138, pre-instalment of add-on products with linking lists in a streaming device 

eventually enabling the buyers of this device directly access pages with infringing 

content139, as well as indexing, classification of copyright-protected content in different 

categories (i.e. popularity, types of works or genre, etc.) and filtering of possibly 

                                                
132 See, e.g. Court of Appeal (Svea Hovrätt) Case Nr. B-4021-09, Court of Appeal (Svea Hovrätt) PMT 
11706-15.  
133 Black’s Law Dictionary defines contributory infringement as the act of participating in or contributing 
to, the infringing acts of another person. The law imposes vicarious liability for contributory infringement. 
Vicarious infringement means a person’s liability for an infringing act of someone else, even though the 
person has not directly committed an act of infringement. Garner, Brian A. (ed.) Black’s Law Dictionary 
8th edition. 2004.  
134 Frosio G.F., Reforming Intermediary Liability in the Platform Economy: A European Digital Single 
Market Strategy, p. 22. 112 Nw. U. L. Rev.  
135 Directorate General for Internal Policies, Liability of Online Service Providers for Copyrighted Content 
– Regulatory Action Needed? In-Depth Analysis for the IMCO Committee. IP/A/IMCO/2017-08, January 
2018, p. 22. See further, Dinwoodie, A Comparative Analysis of the Secondary Liability of Online Service 
Providers, pp. 20ff.  
136 Frosio, G.F. ’Reforming Intermediary Liability in the Platform Economy: A European Digital Single 
Market Strategy’ (February 6, 2017). 112 Northwestern University Law Review 19 (2017) p.37.  
137 Recital 27, InfoSoc Directive.  
138 Joined Cases C-431/09 and C-432/09 Airfield v Sabam [2011] ECR I-09363.  
139 Case C-527/15 Stichting Brein vs. Jack Frederik Wullems Judgement of the Court 26 April 2017.  
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corrupted files140 could all potentially constitute a liability for communication to the 

public.   

 

It follows from the systematic of Article 17 DSMD that online content-sharing service 

providers are primarily liable since they are committing an act of communication to the 

public. It has been presented that this would be a novelty in EU copyright law.141 

However, in light of the recent developments in the case law of the ECJ, deriving from 

GS Media ruling, Article 17 DSMD could be seen as a codification of this case law.142  

 

4.3 Relevance of the Purpose of the Platform? 
The current copyright strategy imposes higher requirements on online platforms. It can 

be argued that under the DSMD, online platforms are held liable for copyright 

infringements in the same manner as peer-to-peer networks have been held liable for their 

users’ infringements. In this context, it can be asked how much value should be put to the 

fact that many online sharing platforms, such as YouTube, actually have legitimate 

purposes. Much of the content is shared with right holder’s authorisation. Even the right 

holders themselves utilize YouTube to share their works. On the contrary, e.g. the Pirate 

Bay never had a legitimate business purpose. It is a peer-to-peer network, basically 

engineered for committing copyright infringements. Most of the content shared through 

the Pirate Bay was shared without authorisation from the right holders.143  

 

Of course, it can be questioned should the purpose of a platform matter at all when 

considering its liability for copyright infringement? Liability rules in copyright law are 

strict – what does it matter if the platform per se conducts legitimate business? In light of 

the relevant case law, the profit-making making purpose is not completely redundant. The 

Football Association Premier League ruling from the ECJ noted already in 2011 that the 

                                                
140 Case C-610/15, Stichting Brein v Ziggo BV and XS4All Internet BV, Judgement of the Court 14 June 
2017.  
141 Frosio G.F. ‘Reforming Intermediary Liability in the Platform Economy: A European Digital Single 
Market Strategy’ (February 6, 2017). 112 Northwestern University Law Review 19 (2017) p.36.  
142 Leistner, M. ‘Is the CJEU Outperforming the Commission?’ (November 26, 2017) p. 28. 
143 E.g. in the TPB case it was indicated that 90 to 95 % of content shared in the TPB was copyright 
infringing. These facts were not challenged by the respondents.  
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fact that the ‘communication’ has a profit-purpose is not irrelevant, in order to find that 

there is a ‘communication to the public’ taking place.144  

 

The relevance of legitimate business purposes in the context of infringement of 

intellectual property rights has been subject to discussion even in the US case law. For 

instance, in the case of Sony Corp. v. Universal Studios, the Supreme Court had to take a 

stand on whether or not Sony Corporation should be held liable for contributory or 

vicarious infringement for manufacturing video tape recorders which could be used to 

commit copyright infringements. According to the US Supreme Court, video tape 

recorders constituted ‘staple articles of commerce’ and thus had a legitimate purpose. The 

Supreme Court concluded that the sale of copying equipment did not constitute a violation 

of an intellectual property right since the product was widely used for legitimate and 

unobjectionable purposes.145 However, the ‘staple articles of commerce’ doctrine has not 

been successfully invoked in more recent case law considering peer-to-peer networks.146  

 

In Swedish case law, the Svea Court of Appeals found that there is a significant difference 

between a peer-to-peer network, and search engines, such as Google. There was a 

difference both in terms of awareness about the illegality of the content as well as acts of 

the service providers. A substantial part of the content at the Pirate Bay was copyright 

infringing and even though it could occur that TPB was used as a distribution channel 

with right holder’s authorisation, it did not in a final balancing test constitute a ground 

for excluding liability. However, the Court of Appeal noted that when it comes to 

platforms such as YouTube and Google, these could under Swedish law enjoy protection 

of so-called social benefit doctrine (Sw. ‘social adekvans’) or on the basis that the 

platforms intention to commit a criminal act is not established, because the control over 

the content in their platforms is not sufficient to constitute contributory liability (Sw. 

‘bristande gärningsculpa’).  

 

                                                
144 Joined cases C-403/08 and C-429/08, Football Association Premier League and Others v QC Leisure 
and Others [2011] ECR I-09083, para. 204. See further Case C-306/05, SGAE v Rafael Hoteles SA [2006] 
ECR I-11519, para 44. Even Case C-117/15 REHA Training v GEMA Judgement of the Court 31 May 
2016, paras. 63-64.  
145 US Supreme Court Sony Corp. v Universal City Studios Inc (1984) No. 81-1687.  
146 A&M Records Inc v. Napster Inc, 239 F3d 1004 (9th Circ, 2001).  
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After the adoption of the DSMD, there is no longer much room left for discussion of 

social benefit doctrine in the context of online platforms. Nor is there much room to 

conclude that the platforms would not have control over the infringements. Platforms, 

where user-generated, copyright-protected content is made extensively available, are by 

default liable for facilitating copyright infringement. Whether or not this is well-balanced 

can be challenged.  

 

4.4 Article 17 DSMD and Liability Exemptions   

Since hosting service providers have previously been able to invoke the liability 

exemptions in the E-Commerce Directive, it is relevant to consider whether or not there 

is tension between limitations of liability in Article 14 the E-Commerce Directive and 

liability regime in Article 17 DSMD? Article 17(3) DSMD rules out the possibility of 

invoking safe harbour in E-Commerce Directive, when an online platform falls within the 

scope of DSMD.  

 

However, as Frosio argues, it is not a self-evident conclusion under EU law that ‘hosting 

service providers’ would be communicating works to the public.147 There is a difference 

between being liable for copyright infringement and not qualifying for liability exemption 

under Articles 12-14 of the E-Commerce Directive. The loss of liability exemption means 

only loss of that extra layer of protection.148 This has previously not meant that the service 

provider would automatically have been held liable for infringement. Ordinary rules of 

civil and criminal liability would still apply. The DSMD does not address this nuanced 

difference – it merely denies the safe harbour exemption from certain online 

intermediaries. Frosio points out that there is no logical relation between safe harbour 

rules and liability per se.149 However, in order to impose any kind of obligations on 

service providers, the first step is to abolish the liability exemption.  

 

4.5 Article 17 and Communication to the Public  

The case law of the ECJ is already extensive concerning the notion of communication to 

the public. As noted by many scholars, the strict liability of the intermediaries which 

                                                
147 Frosio, G.F. ’Reforming Intermediary Liability in the Platform Economy: A European Digital Single 
Market Strategy’ (February 6, 2017). 112 Northwestern University Law Review 19 (2017) p. 36. 
148 Ibid.  
149 Ibid.  
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Article 17 imposes is not explicitly supported by the existing case law.150 A completely 

passive hosting service provider is unlikely to be engaged in any copyright relevant 

actions.151 Applying the criteria set by the ECJ in the TPB ruling, it can be argued that it 

is not the platform that is playing ‘indispensable role’ for the infringement – it is the 

uploader, i.e. user of that platform, who makes the content available. However, the same 

criteria in mind, one could also argue that without the existence of that platform, 

communicating works to the public would be substantially harder, in terms of 

accessibility to the content and therefore an online platform should be held jointly liable 

for infringements. This is the line of argumentation, which aims to bring Article 17 

compatible with the concept of communication to the public as it has been previously 

understood in the case law of the ECJ.  

 

As presented in the DSMD, online content sharing service providers should not be 

regarded as passive. A platform that organises and promotes content goes beyond 

providing physical facilities and would thus be taking an active role.152 Article 14 E-

Commerce Directive should therefore not apply since the platform cannot be regarded to 

have taken a completely neutral position to content available in that platform. However, 

it can be problematised that the DSMD does not note the difference between facilitating 

an infringement and committing a direct copyright infringement. Dogmatically, there 

should be a clear difference between making content available to the public through the 

primary act of uploading and the secondary acts undertaken in relation to the uploaded 

content.153  

 

If the interpretation is accepted that platforms make works available to the public, then 

even in light of the existing case law it can be argued that when a platform is primarily 

liable for unauthorised act of communication to the public, the liability exemptions in the 

                                                
150 Colangelo G. & Maggiolino M., ‘ISPs’ copyright liability in the EU digital single market strategy’, 
Oxford International Journal of Law and Information Technology, 2018, 26, pp. 152, 156. Even Frosio, 
G.F.’ Reforming Intermediary Liability in the Platform Economy: A European Digital Single Market 
Strategy’ (February 6, 2017). 112 Northwestern University Law Review 19 (2017) p. 35ff.  
151 Rosati, E. ‘Why a Reform of Hosting Providers’ Safe Harbour is Unnecessary Under EU Copyright 
Law’, p. 12 (August 26, 2016). CREATe Working Paper 2016/11 (August 2016).  
152 See, by analogue, Case C- 324/09, L’Oréal and Others v eBay [2011] ECR I-06011, para. 116. 
153 Senftleben, M. et al., ‘The Recommendation on Measures to Safeguard Fundamental Rights and the 
Open Internet in the Framework of the EU Copyright Reform’ (October 17, 2017). European Intellectual 
Property Review, Vol. 40, Issue 3, 2018, p. 5.  
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E-Commerce Directive are not applicable.154 For instance, in the TPB ruling the ECJ did 

not make any reference to the E-Commerce Directive. Following this line of 

argumentation, Article 17 DSMD adds very little new to the existing case law. Such an 

approach should not be conflicting with the online platforms freedom to conduct business, 

since respecting other rights, in this case copyrights, do not deprive the essence of 

platforms freedom to conduct business. This argument is further supported by the fact, 

that platforms still have a possibility to avoid liability, provided that they can show that 

they have complied with the standard of care as provided in Article 17(4). This will be 

further discussed in the next Chapter.  

 

  

                                                
154 Rosati, E. ’The CJEU Pirate Bay Judgment and Its Impact on the Liability of Online Platforms’ (July 
21, 2017), p. 15. European Intellectual Property Review, Forthcoming. 
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5 Caveats of content filtering  

5.1 General  

Article 17(4) DSMD provides that if an online sharing service provider does not conclude 

a licensing agreement, it will be liable for copyright infringement. This applies unless the 

service providers demonstrate that they have:  

a) made best efforts to obtain an authorisation  

b) made, in accordance with high industry standards of professional diligence best 

efforts to ensure unavailability of specific works and other subject matter for 

which the rightsholders have provided the service provider with relevant and 

necessary information  

c) and in any case acted expeditiously, upon receiving sufficiently substantiated 

notice from rightsholders, to disable access to, or to remove from, their websites 

the notified works or other subject matter, and made best efforts to prevent future 

uploads in accordance with point b  

One of the most controversial issues during the legislative process has been this part of 

Article 17 – the potential imposition of content filters. The purpose of this Chapter is to 

analyse what kind of ‘best efforts’ can be required from the service providers, whether or 

not content filtering will be mandatory and the legal challenges of imposing monitoring 

obligations, especially from the perspective of fundamental rights.  

 

5.2 A Duty of Care  
As presented in the Directive text above, it is presumed that the industry has ‘high 

standards of professional diligence’.155 This assumingly means that the responsibilities 

laid on internet intermediaries may be rather extensive. More guidance on these required 

‘best efforts’ can be found in Recital 66 DSMD. When assessing whether an online 

platform has made its ‘best efforts’, account should be taken whether the service provider 

all the steps that would be taken by a diligent operator to prevent the availability of 

unauthorised content. The ‘best industry practices’ and the ‘effectiveness of steps taken’ 

should also be considered. When assessing the extent of the standard of care, the principle 

of proportionality should be taken into account. It is also worth noting that platforms 

                                                
155 Article 17(4) b DSMD.  
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which have the main purpose of facilitating copyright infringements, i.e. peer-to-peer 

networks, cannot invoke the limitation of liability that is granted in Article 17 DSMD.156 

 

Even in the situations where the rightholders have not provided the necessary and relevant 

information for online platforms to identify the protected content, the online platforms 

shall be held liable for infringement if they upon receiving a ‘sufficiently substantiated 

notice’ fail to act ‘expeditiously’, Article 17(4) c) DSMD. The chosen wording resonates 

quite well with Article 14 E-Commerce Directive which states that liability exemption is 

not granted if platforms fail to take down material upon notice. However, it should be 

noted that the requirement of acting ‘expeditiously’ has even previously been subject for 

unclarity under EU law.157 The Directive provides no guidance on what type of time 

frame could be allowed. Edwards points out that in certain cases platforms might want to 

clarify their position before taking down the content. Is there time to consult an in-house 

attorney, hire an external lawyer or request for counsel’s opinion?158 There can be all 

kinds of management issues associated with the takedown procedure, and there is no 

general guidance on how these interests should be balanced.  

 

An interesting question is whether platform providers can be held liable when 

unauthorised copyright-protected content is shared through their platforms, even though 

they have made the best efforts to block access to unauthorised user-generated content. 

Recital 66 could cause some interpretative headaches in this regard. It is stated that if 

unauthorised works are shared through the platforms, despite the best efforts made in 

cooperation with right holders, the platforms shall be held liable for infringement unless 

these platforms are able to show that they have made all the best efforts in accordance 

with high industrial standards. The wording is peculiar. Requiring ‘best efforts’ is 

semantically not equal to requiring 100 % takedown and prevention of every single 

infringement. The recital could indicate, that there is an area where a platform is liable 

for copyright infringement even though it has taken measures to prevent the availability 

of infringing content. This could mean that a platform which has implemented e.g. content 

filtering technologies may still be held liable for infringement if the implemented 

                                                
156 Recital 62 DSMD.  
157 Edwards, ’Role and Responsibility of Internet Intermediaries in the Field of Copyright and Related 
Rights’ p. 10.  
158 Ibid.  
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technology is not sufficiently efficient. Potentially, online platforms could still be 

protected from arbitrary claims since the situation described in the recital is such where 

rightsholders have informed platforms for the existence of infringing content i.e. provided 

‘relevant and necessary information’. A platform that fails to act upon notice from 

rightsholder is not complying with the standard of care as set out in the legislation. Failure 

to act upon notice would thus make the platform liable for copyright infringement.  

 

Furthermore, the platforms should be held liable, if they fail to prevent future 

infringements. This would mean that online platforms would be required to impose 

technologies that filter the user-generated content and recognise the potentially infringing 

material. The original proposal of the DSMD mentioned that service providers falling 

within the scope of Article 17 should apply ‘effective content recognition technologies’159 

but the final text does not explicitly mention such technologies. The question of content 

filtering was subject for a high level of political pressure during the legislation process. 

Article 17(8) DSMD states that application of Directive shall not lead to a general 

obligation to monitor. In the press release it was also emphasised that the purpose of 

Article 17 is not to implement general monitoring obligation. Article 17 can be 

understood as imposing a duty of care rather than making content filtering mandatory. 

Yet, there are many indications that online platforms are required to have more control 

over the content that is being shared in their platforms. This will be discussed under next 

sections.  

 

5.3 Monitoring Obligations in the Case Law of the ECJ 

5.3.1 Balancing Rights  

The ECJ has already taken a stand on general monitoring obligations in its case law. In 

Scarlet Extended, an injunction was requested against an internet access provider to 

introduce filtering or blocking mechanism to put an end to copyright infringements. The 

ECJ confirmed the L’Oréal v eBay ruling which stated that the prohibition in Article 15 

E-Commerce Directive wholly applies to a measure which would require an intermediary 

provider to actively monitor all the data of each of its users in order to prevent any future 

infringement of intellectual property rights.160 Furthermore in Netlog, where a copyright 

                                                
159 Article 13(1) in Commission Proposal COM/2016/0593 final - 2016/0280 (COD).   
160 Case C-70/10 Scarlet Extended SA v SABAM [2011] ECR I-11959, para. 36. cf Case C- 324/09, L’Oréal 
and Others v eBay [2011] ECR I-06011, para. 139.  
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association required a social media platform Netlog to implement content-filtering 

technologies, the ECJ ruled that EU law precludes requiring a hosting  service provider 

to install a content filtering system that 1) filters information which is stored on the 

service providers’ servers by its’ users 2) which applies indiscriminately to all of those 

users 3) as a preventive measure 4) exclusively at its expense and 5) for an unlimited 

period 6) which is capable of identifying electronic copies containing musical, 

cinematographic or audio-visual works.161 A system that would require controlling all 

data of all users is inconsistent with the prohibition of general monitoring obligation in 

Article 15 E-Commerce Directive.162 Furthermore, a measure that leads to general 

monitoring obligation would be incompatible with Article 3 of the IPRED since the 

measure requested must be fair and proportionate and must not be excessively costly.163 

The obligation to monitor content would result in ‘serious infringement of the freedom 

of the hosting service provider to conduct its business’.164  

 

5.3.2 Platform Service Providers‘ Freedom to Conduct Business   

The ECJ took a slightly different approach in the UPC Telekabel ruling. The Court found 

that an injunction for an internet access provider to block a web site did not infringe the 

very substance of the freedom to conduct business. The ECJ noted that ‘the freedom to 

conduct business includes, inter alia, the right for any business to be able to use within 

the limits of its liability for its own acts, the economic, technical and financial resources 

available to it’.165 An injunction made against a service provider is a restriction of that 

right since it may impose significant costs on the service provider.166 However, when an 

injunction allows the service provider to determine the specific measures and by taking 

these measures to avoid liability for infringement of an intellectual property right, the 

injunction can be regarded as proportionate.167 The possibility to avoid liability for 

infringement ensures that the addressee of an injunction is not required to make 

unbearable sacrifices and leads into a fair balance between colliding interests.168 In this 

context it should also be mentioned, that an obligation to an open-access wireless network 

                                                
161 Case C-360/10 SABAM v Netlog, Judgement of the Court 16 February 2012, paras. 26, 49-52.  
162 Case C-360/10 SABAM v Netlog, Judgement of the Court 16 February 2012, para. 34.  
163 Ibid. See even Case C-70/10 Scarlet Extended SA v SABAM [2011] ECR I-11959, para. 36.  
164 Case C-360/10 SABAM v Netlog, Judgement of the Court 16 February 2012, para 46.   
165 Case C-314/12 UPC Telekabel v Constantin Film Verleih GmbH and Wega Filmproduktionsgesellschaft 
mbH, Judgement of the Court 27 March 2014, para 49.  
166 Ibid. para. 50.  
167 Ibid. paras. 51-53.  
168 Ibid. para 63.  
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provider to require a password from its users as well as require the users to reveal their 

identity in order to obtain the password required was considered to strike a fair balance 

between intellectual property rights and service providers freedom to conduct business.169  

 

Mutatis mutandis, the same line of argumentation can be used in case of Article 17 

DSMD: online content sharing service providers freedom to conduct business is not 

unreasonably restricted, provided that it is possible to avoid liability for users’ copyright 

infringements through making the best efforts to prevent the availability of infringing 

content. Furthermore, it is left up to service providers to choose, which measures they are 

to take in order to comply with the high level of professional diligence as required in 

Article 17(4). Therefore, it can be argued that Article 17 does not intervene to the essence 

of online platform service providers freedom to conduct business.  

 

5.3.3 Data Protection  
A potential data protection issue could also arise in relation to content filtering and user-

data. It has been discussed by the AG Villalón in Scarlet Extend that an assessment of the 

impact of the content filtering system on the protection of personal data causes some 

difficulties.170 Targeting only certain users on the basis of IP-addresses would be 

problematic in light of the protection of personal data.171 In the Scarlet Extended, it was 

not entirely clear if the technology used was collecting personal data. To the extent that 

type of technology involves the identification of the users, it is a limitation under Article 

52 Charter of the Fundamental Rights – and should, therefore, comply with the 

requirements imposed in that Article, i.e. the measure requested must have a lawful 

ground and be proportionate.172 It is also worth noting that a filtering technology that 

requires processing of personal data, may be considered as disproportionate following the 

AG Villalóns line of argumentation in Scarlet Extended. 

 

However, it can be argued that the processing of user data is lawful on the basis that 

processing is necessary for the purposes of legitimate interests or necessary for 

compliance with a legal obligation to which the data controller is subject.173 Moreover, 

                                                
169 Case C-484/14 Tobias McFadden v Sony Music Entertainment Germany GmbH Judgement of the Court 
15 September 2016.  
170 Case C-70/10 Scarlet Extended v SABAM, Opinion of the AG Villalón 14 April 2011, para. 74.  
171 cf to Case C-582/14 Breyer, Judgement of the Court 19 October 2016.  
172 Case C-70/10 Scarlet Extended v SABAM. Opinion of the AG Villalón 14 April 2011, para. 80.  
173 Article 6, General Data Protection Regulation (EU) 2016/679 (henceforth GDPR). 
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the application of Article 17 is connected to identifying and blocking access to works, 

protected by copyright or related right – not to identifying individual users. Therefore, 

Article 17 should not be regarded as incompatible with GDPR.174 This applies provided 

that the measures introduced do not target individual users. If individual users are 

targeted, then the processing of user data has to comply with GDPR.   

 

5.4 DSMD and General Monitoring Obligations 
As noted above, there is a general prohibition to monitor content in Article 15 of the E-

Commerce Directive. However, preventive content filtering is not prohibited per se. 

Many of the platforms have already taken measures to implement content filtering 

technologies. Nevertheless, this has nothing to do with the general prohibition to monitor 

in Article 15 E-Commerce Directive since the Directive is addressed to the Member 

States.175  

 

In the context of the DSMD, it is the extent of monitoring obligations that may raise 

concern. Nevertheless, the delineation between general monitoring and monitoring in a 

specific case under the E-Commerce Directive has been subject to discussion. What is 

argued by Angelopoulos, is that it is the ‘broadness of the object of the monitoring’ which 

represents the difference between general and specific monitoring.176 Such interpretation 

has been questioned by Lucas-Schlotter on several grounds.177 First of all, Lucas-

Schlotter makes an argument that a measure that applies only to the part of the content 

hosted by a platform is unlikely effective. Secondly, Lucas-Schlotter notes that the 

general nature of monitoring obligation does not stem from the number of works or other 

subject matter monitored by the technology, but rather the unspecified nature of the 

screening.  

 

                                                
174 Recital 70 states that the cooperation between right holders and online platforms shall not lead into any 
processing of personal data. Moreover, all processing of personal data shall be made in accordance with 
GDPR and Directive 2002/58/EC of Directive 2002/58/EC on f the European Parliament and of the Council 
of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic 
communications sector (Directive on privacy and electronic communications). Moreover, Article 28 
DSMD refers to GDPR and states in its essence that all personal data carried out within the framework of 
the DSMD shall be carried out in accordance with the GDPR. 
175 Angelopoulos, C. On Online Platforms and the Commission's New Proposal for a Directive on Copyright 
in the Digital Single Market’ p.37.  
176 Ibid. 
177 Lucas-Schlotter, A.‘Transfer of Value Provisions of the Draft Directive’, p. 19.  
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The general monitoring obligation should be understood as searching for all potentially 

illegal content. 178 According to Lucas-Schlotter, Article 15 E-Commerce Directive 

prohibits monitoring for all content without specified purpose.179 Therefore, it can be 

argued that monitoring for the content which has already been identified by right holders 

as infringing is not general monitoring.  

 

There are indeed two main kinds of content recognition technologies: fingerprinting and 

watermarking.180 Fingerprinting is based on the idea that easily recognisable features of 

certain types of content can be extracted and thus identified as unique. These features are 

then compared against a reference database. Fingerprinting technology can, for instance, 

look for certain melody and match it to a melody found in the database. Content ID in 

YouTube utilizes fingerprinting technology. Watermarking has the exact opposite 

approach than the fingerprinting. It is an invisible ‘tattooing’ operation that only allows 

identifying tattooed copies. Digital watermarks can be embedded in the content – the 

operation of watermarking makes each copy unique. Typically watermarking is used in 

theatrical movie releases since it enables tracking any illegal copy to the original one.  

 

The position taken by Lucas-Schlotter is rather formalistic. Such interpretation of Article 

15 E-Commerce Directive would lead to arbitrary results – any kind of general content 

filtering obligation would be acceptable, as long as the content to be searched for is clearly 

defined. The argument that searching for content that is already identified by the 

rightholders is not general monitoring might be true if the technology used functions 

similarly as ContentID in YouTube. The idea of Content ID is that right holders provide 

their works in a general database. Content ID then compares the content provided in this 

database to the material uploaded by the users.181 But could not an extensive obligation 

to monitor copyright infringing content apply also to content which has not yet been 

published in any media? The nature of infringing content is namely that the use of content 

lacks authorisation – not whether or not it has been put into some database. The 

technology based on watermarking would not necessarily qualify as searching material 

                                                
178 Lucas-Schlotter, A. ‘Transfer of Value Provisions of the Draft Directive’, p. 19. 
179 Ibid.  
180 Commission Impact Assessment on the Modernization of Copyright, SWD (2016) 301 final, part 3/3, 
Annex 12 A, pp. 164-165.  
181 Commission Impact Assessment includes extensive analysis of how the Content ID works. See 
Commission Impact Assessment on the Modernization of Copyright, SWD (2016) 301 final part 3/3, Annex 
12 A, p. 164ff.  
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for specific purposes since the technology looks for ‘watermarks’ and would thus lead 

into the monitoring of all kinds of content – not only the infringing content.  

 

Whether or not an obligation to search for infringing content online is compatible with 

Article 15 E-Commerce Directive could thus be dependent on how the concept of ‘general 

monitoring’ is understood. The Directive text itself does not provide a clear answer. 

However, in the ECJ’s ruling in Scarlet, it was exactly the obligation to monitor all 

content in order to prevent any future infringements of intellectual property rights that 

made the monitoring obligation incompatible with the prohibition in Article 15 E-

Commerce Directive.182 Therefore, the interpretation Lucas-Schlotter pleads for cannot 

be accepted. However, the ECJ has not said its final word on the delineation between 

general monitoring and monitoring in a specific case.183  

 

5.5 The Compatibility with the E-Commerce Directive   
The ECJ has several times noted that there is no room for general preventive monitoring 

or filtering mechanisms under EU law.184 The concern with implementing monitoring 

obligations is that they fail to strike ‘a fair balance’ between the protection of intellectual 

property and other fundamental rights. Despite the concerns associated with fundamental 

rights, it can be argued that the obligations Article 17 DSMD imposes do not conflict with 

the existing provisions in the E-Commerce Directive.  

 

Firstly, it can be argued that online platforms that are covered by Article 17 should not 

be able to invoke the liability exemptions in the E-Commerce Directive since they are 

taking a more active role by optimising the content and not merely providing physical 

facilities. Therefore, it is not unreasonable to require these platforms to take precautionary 

measures to put an end to on-going infringements and even prevent future ones. Such an 

approach can already be interpreted in light of Article 14 E-Commerce Directive – 

hosting service providers are required to act upon notice from right holders and takedown 

or block access to infringing content. Even according to Article 11 of the Enforcement 

                                                
182 Case C-70/10 Scarlet Extended SA v SABAM [2011] ECR I-11959, para 40.   
183 Directorate General for Internal Policies, Liability of Online Service Providers for Copyrighted Content 
– Regulatory Action Needed? In-Depth Analysis for the IMCO Committee. 2018, p. 4.  
184 Frosio, G.F. ‘To Filter or not To Filter – That Is the Question in the EU Copyright Reform’, p. 349. 36:2 
Cardozo Arts & Ent. L..J.331, pp. 331-364 (2018).  
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Directive, it is fully possible to not only to order injunctions to put an end to existing 

infringements but also to hinder future infringements.  

 

According to the wording in DSMD, there is no intention to impose a general obligation 

to monitor content online. This means that there should be no collision between Article 

17 DSMD and Article 15 E-Commerce Directive. Moreover, DSMD is a lex specialis in 

relation to E-Commerce Directive and must thus prevail. The Directive is enforcing the 

sectorial approach, as adopted by the Commission, and applies only to large online 

platforms – smaller and exempted platforms are not in general required to filter the 

content at their platforms. Nevertheless, it can be problematised whether the approach 

taken is in line with the existing case law on content filtering.185  

 

5.6 Small Enterprises and Due Diligence Obligations  

According to Article 17(6) DSMD ‘new online content-sharing service providers’ which 

have been available in the market for a maximum of three years and have an annual 

turnover of maximally 10 million euros186 are only required to make best efforts to 

conclude a licensing agreement and act expeditiously upon receiving a notice for 

copyright infringing content. Therefore, the requirement of taking precautionary 

measures for hindering access to protected content is not applicable to smaller online 

platforms. If the average amount of monthly users exceeds five million, then the special 

rule does not apply. A note should be made here that it is not entirely clear, what the 

notion of ‘available in the union for less than three years’ means. Is the purpose of the 

DSMD to protect existing small enterprises which have been available within the single 

market for less than three years when the directive enters into force? Or is the purpose to 

provide extra protection for all new establishments, current, and future ones, provided 

that these platforms have not been available for the general public longer than three years? 

The latter must be the correct interpretation, but the Directive text itself is not entirely 

unambiguous.  

 

                                                
185 Frosio, G.F. ‘Reforming Intermediary Liability in the Platform Economy: A European Digital Single 
Market Strategy’ (February 6, 2017). 112 Northwestern University Law Review 19 (2017) p. 41. See even 
Angelopoulos, C. ‘On Online Platforms and the Commission's New Proposal for a Directive on Copyright 
in the Digital Single Market’ (January 2017), pp. 35ff.  
186 This shall be estimated in accordance with Commission Recommendation 2003/361/EC.  
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The special regulation considering smaller firms is welcomed. Content filtering 

technologies have been developed mainly by larger corporations and there is a concern 

that forcing platforms to use content filtering technologies might lead to further market 

concentration.187 The threshold of 10 million annual turnover was a needed clarification 

with regard to how to assess the difference between smaller and larger platform providers. 

During the legislative process, there was a concern that drawing a line between smaller 

and larger enterprises would become difficult.188 

 

It can, however, be challenged whether the time frame in question is necessary. Smaller 

firms are typically more vulnerable for economic recession or market fluctuation.189 The 

three years threshold might thus set different start-ups into uneven business conditions – 

requiring an extra compliance cost in the middle of economic crisis, where the company’s 

economy might be struggling even in other ways, might have a chilling effect on the 

innovation climate within the EU. One could argue that the threshold for maximum 

turnover would have been sufficient and imposing the duty of care first after when the 

accounted revenues exceed a certain amount. After all, the purpose of the Directive is to 

close the ‘value-gap’ – not to close small businesses. However, it is quite clear that 

European legislator does not want to promote business models built on copyright 

infringements which is why even smaller platform providers can be required to adopt 

content filtering technologies.  

                                                
187 Senftleben, M. ‘Copyright Reform, GS Media and Innovation Climate in the EU – Euphonious Chord 
or Dissonant Cacophony?’ (November 6, 2016). Tijdschrift voor auteurs-, media- en informatierecht 2016, 
pp. 130-133.  
188 Such concern has been noted by i.e. Wolk, S. ‘EU dödar inte det fria internet’. Available at fokus.se.  
189 Şahin et al. ‘Why Small businesses were hit harder by the Recent Recession’ Current Issues in 
Economics and Finance Vol 17, Nr. 4 2011.   
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6 Copyrights and the ‘New School Regulation’ 
6.1 Introduction 

Probably the most controversial aspect of Article 17 DSMD is the way it might affect the 

enforcement of intellectual property rights and regulation of free speech in the online 

environment. Requiring online platforms to make best efforts to prevent the sharing of 

unauthorised content will likely lead to some form of monitoring. In this Chapter, one 

special aspect of content filtering will be problematised. As discussed above, there is a 

certain tension between copyrights and free speech.190 Even though it may not seem 

alarming that online service providers are required to block access to copyright infringing 

material, the approach taken by the EU legislator can be problematised because it affects 

the way the public debate is regulated in the online environment.  

 

6.2 Free Speech as a Triangle  

Professor Jack M. Balkin has presented the regulation of free speech as a triangle.191  In 

the one end of the triangle, there are the ‘old school regulators’ – the nation states, EU 

and international organisations. The old school regulators have the traditional 

enforcement mechanisms of rules available: fines, injunctions and imprisonment. An 

aspect Balkin does not discuss, but which is relevant to point out in the context of 

enforcement of intellectual property rights is that especially the civil liability for 

economic loss tends to have the same kind of impact on human behaviour as criminal 

liability.192  

 

On the second corner of the triangle there are the internet-infrastructure companies. These 

include the social media platforms, search engines, ISPs, web-hosting services, Domain 

Name Systems registrars and registries, cyber-defence and caching systems and online 

payment services.193 These actors are able to affect the cyberspace through its’ mere 

infrastructure. In the third end of the triangle there are the end-users, citizens, NGOs and 

media houses.  

 

                                                
190 See Ch 2.7  
191 Balkin, J. M. ‘Free Speech is a Triangle’ Columbia Law Review Vol. 118:1 (2018). 
192 See i.e. Ekelöf, P.O. et.al. Rättegång I, (9th ed.) p. 18 f, Hellner J. & Radetzki, M. Skadeståndsrätt, (9th 
ed.) p. 54.  
193 Balkin, J. M. ‘Free Speech is a Triangle’ p. 4 Columbia Law Review Vol. 118:1 (2018) 
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The free speech in traditional meaning is associated with the sphere that is free of ‘old 

school regulation’.194 The old school regulation targets speakers and legacy media. But 

in the digital environment, there are other mechanisms to control free speech. Privately 

owned companies enable communication in the digital environment. They also govern 

and control that environment. Balkin categorises these actors as internet-infrastructure 

companies. In the online environment, the free speech is not only regulated by traditional 

legislators. There is also a phenomenon which Balkin calls ‘new school speech 

regulation’.195 This means that legislators are targeting the internet infrastructure itself.  

 

6.3 Challenges of the Privatised Internet Governance   
The concern Balkin points out is that to a growing extent the control over free speech on 

the internet is rolled over to third parties. Balkin takes the Right to be Forgotten196 as an 

example: it is built on an idea that search engines which are private parties are required 

to block access to sites that include e.g. embarrassing stories.197 Balkin compares the 

Right to be Forgotten to administrative decision-making – private parties are making 

decisions that should be taken by official authorities – and potentially be subject for 

judicial review. The European legislator leaves the enforcement of Right to be Forgotten 

to the private infrastructure since the private infrastructure companies have the best 

technical capacities to enforce this right.198 

 

The new school speech regulation is problematic because it actualises two issues: 

‘collateral censorship’ and ‘digital prior restraint’.199 Collateral censorship means that a 

state requires entity A to control entity B, entity A risking punishment if they fail to in 

their controlling of entity B. When A and B are part of the same organisation, as is the 

case with the editorial or publishing relationship, this approach unlikely leads into any 

problems. It is part of the editorial relationship that A can deny B from publishing 

something since A is in the end the one who would be held liable. But the case is not the 

                                                
194 Ibid. p. 5.  
195 Ibid p. 6.  
196 Case C-131/12 Google Spain v AEPD and Mario Costeja González, Judgment of the Court 13 May 
2014. The Right to be Forgotten is nowadays codified in Article 17 GDPR. 
197 Balkin, J.M,‘Free Speech is a Triangle’ Columbia Law Review Vol. 118:1 (2018), p. 19. 
198 Ibid. p. 10.  
199 Ibid. p. 7ff.  
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same when A and B are not part of the same entity. Because the element of subordination 

is absent, there is a tendency to over-filter or over-block content.200  

 

Requiring platforms to filter and takedown content has many features of prior restraint, 

although merely technically digital prior restraint does not work in the same way as 

classical administrative prior restraint.201 Digital prior restraints impose challenges since 

the internet users are not entitled to a full judicial review whether the speech is protected 

or unprotected and are thus left without the procedural safeguards that normally are 

available in the ‘offline world’.202 If the content is taken down, the internet user does not 

have the possibility to speak before someone in the internet infrastructure company grants 

them permission to speak.   

 

Balkin presents four different objections to new-school regulation. Three of these are 

related to free speech, the fourth concerns surveillance.203 Firstly, one could argue that 

there is an insufficiency in the substantive law protecting free speech values. Balkin uses 

German law NetzDG, which is a national law to tackle the issue of hate speech.204 But 

the same can be argued in case of copyrights and protection of free speech values, 

although committing a copyright infringement should not be regarded something that is 

to be protected by freedom of expression.  

 

Secondly, there is a problem with the decentralised nature of the internet. Imposing 

obligations on internet infrastructure may geographically affect service providers outside 

a country’s jurisdiction – or as is the case with the EU, outside the regional jurisdiction 

of the EU. This can also affect service providers indirectly, since compliance with the 

legal obligations within some geographical area may require the service providers to 

make adjustments in their terms and conditions.205  

 

Thirdly, when the online platforms filter, block or takedown content, the users of the 

platforms do not necessarily get a judicial review of whether or not their speech is legally 

                                                
200 Ibid.  
201 Ibid. p. 8.  
202 Ibid. p. 9.  
203 Ibid. p. 21.  
204 Ibid. See even Bundestag,’ Act to Improve Enforcement of the Law in Social Networks (Network 
Enforcement Act)´ (2017).  
205 Balkin, J.M,‘Free Speech is a Triangle’ Columbia Law Review Vol. 118:1 (2018), p. 21.  
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protected. Instead, some kind of private bureaucracy acts as prosecutor, judge and 

executioner.206 This leads to a lack of transparency and lack of judicial safeguards which 

can threaten the freedom of expression.  

 

Fourth, when the control over the speech regulation is left to internet infrastructure itself, 

it is simultaneously accepted that the industry will be used for surveillance, data 

collection, and analysis to solve the problem of governance and control.207   

 

6.4 DSMD and the ‘New School Regulation’  

One could argue that Article 17 DSMD is built in the same way as the enforcement of 

Right to be Forgotten: private parties, in case of Article 17 DSMD, online content sharing 

service providers, will essentially be required to introduce mechanisms that filter and 

potentially block access to copyright-protected content. From the perspective of 

regulation of free speech, this may seem concerning since providers of these platforms, 

in principle, are required to make decisions that involve drawing a line between what is 

allowed by freedom of expression and what is restricted by copyright. This type balancing 

of interests should, arguably, be subject for a judicial review.  

 

In the context of the DSMD, Balkins third objection to new school regulation is 

particularly relevant. Under Article 17 DSMD the internet infrastructure actors are 

required to make decisions that have legal consequences, but these decisions are not 

necessarily subject for judicial review. Given the rapidness of electronic communication, 

it may not be always appropriate to require a right holder to wait for a court injunction in 

order to proceed further with a takedown request. Just like search engines possibly have 

the best technological means and resources to enforce the Right to be Forgotten, online 

platforms may under certain circumstances have the best means to put an end to ongoing 

copyright infringements.  

 

6.5 Taking Down ‘Lawful’ Content  
One of the main concerns from the perspective of free speech and freedom of information 

is that imposing content filters will lead into takedown or blocking of content that de facto 
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is made available lawfully. This concern is based on the perception that content 

recognition technology is not sufficiently advanced to point out only copyright infringing 

content. Copyright law allows a number of uses that do not require authorisation from 

right holders. In the Anglo-American legal culture, this is normally understood as ‘fair 

dealing’ or as ‘fair use’ doctrine.208 In the Scandinavian legal culture, copyright 

exceptions are described by law – Chapter 2 in both Swedish and Finnish Copyright 

Acts209 sets the limitations for copyright. There are exceptions i.e. for parody, private use 

and educational purposes. The fear associated with the content filtering technologies is 

that these automated systems cannot exhaustively determine what use is fair or when the 

use of protected content falls within the scope of limitation or exception.210 

 

Article 17(7) DSMD provides that the cooperation between online platforms and right 

holders shall not affect legitimate uses of copyright-protected content, including where 

such content is used on the basis of copyright exception. This includes especially 

quotation, criticism, and review as well as use for caricature, parody, or pastiche. Article 

17 has been named as a ‘meme ban’ in the public debate. This concept is somewhat 

misguided since the Directive explicitly protects the legitimate uses of copyright-

protected content. However, the DSMD does not clarify how the ‘false positives’ (i.e. 

incorrect identifications and removals of content) are prevented in practice.  

 

Article 17(9) DSMD sets up certain judicial safe guards. A user of an online platform 

should have a possibility to request for redress in cases where the content has been taken 

down erroneously. According to Article 17(9) second subparagraph, a decision to take 

down or deny access to certain content should be subject to human review. As it appears, 

this applies only to situations where the takedown of content is disputed. However, the 

provision guarantees that when content has been taken down with automated means, a 

review of that takedown is not subject only for algorithmic decision-making.  

 

                                                
208 MacQuenn et al., Contemporary Intellectual Property, 167 ff. 
209 Swedish Copyright Act, Lagen om rätten till litterära och konstnärliga verk 1960:729, Finnish 
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According to Article 17(9) DSMD, Member States shall provide that there are out-of-

court dispute settlement mechanisms available.211 These mechanisms should however not 

deprive users from access to justice through the court system. Especially this is 

highlighted in cases requiring the assessment of copyright limitations or exceptions.  

 

6.6 Conclusion  
It is unfortunate if online platforms are required to take a role as regulators of free speech 

on the online environment. There are concerns associated with legitimacy and 

transparency if internet infrastructure becomes a tool for censorship. In the context of 

Article 17, the EU legislator is taking a regulatory approach that leaves the control over 

free speech to the infrastructure. There is nothing wrong to take down or block access to 

material that is copyright infringing. But it is problematic from the point of view of 

legitimacy if private parties become the main regulators of public speech. As discussed 

above, Article 17(9) requires effective complaint and redress mechanisms as well as 

possibility for out-of-court dispute settlement, when the infringing nature of the content 

is contested. Mainly this could be the case, when the use of content is allowed by a 

copyright exception, but the content recognition technology is not making a difference 

between fair use and unfair exploitation. Because complaint and redress mechanisms will 

be available, as well as the possibility to appeal the takedown decisions, it can be argued 

that there are sufficient safeguards. Nevertheless, it is up to the national legislator in each 

Member State to ensure that there are efficient complaint and redress mechanisms 

available.  

 

The wording in Article 17 is very clear on stating that there is no intention to impose a 

general monitoring obligation on online platforms. Fear is that the practical effect will 

still lead into content filtering since platforms’ risk aversion may in general lead into 

over-filtering. It has been presented that in the existing legal framework considering 

notice-and-takedown, the rights holders have had very little incitement to scrutinize the 

correctness of takedown requests.212 This means that the risk for erroneous blocking of 

                                                
211 Article 17(9), second subparagraph.   
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material is considerable. Therefore, the importance of functioning redress mechanisms 

cannot be underestimated.213 

 

  

                                                
213 The need to study more algorithmic decision-making and the importance of dispute resolution 
mechanisms is underlined by e.g. Jacques S. & Garstka K. ‘Automated anti-piracy systems: A call for 
further evidence-based policies’, Wolters Kluwer Copyright Blog, 9 April 2019.  
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7 Towards harmonised intermediary liability?   

7.1 Platform Liability  

The DSMD harmonises certain aspects of platform liability, particularly focusing on large 

online platforms. However, the regulation of liability of online platforms is not complete: 

there is still no harmonisation of secondary liability in cases of copyright infringement. 

Instead, online platforms making copyright protected content available to the public risk 

liability for direct infringement in the near future unless they conclude licensing 

agreements with the right holders. This has in the European level led to some confusion 

on how to draw a line between secondary and primary liability.  

 

The strict liability of intermediaries for copyright infringement, instead of negligence 

based, could affect the balance of interest between platform providers and rightsholders. 

The systematics of the E-Commerce Directive could be categorised as a negligence-based 

approach, although the EU law has never made a clear distinction between the strict and 

the negligence-based liability in the area of intellectual property law.214 Under Article 14 

E-Commerce Directive the passive hosting service provider is held liable first upon 

obtaining knowledge for infringement and failing to act promptly when obtaining this 

knowledge.  

 

Platforms should be responsible to prevent unauthorised exploitation of copyright-

protected content, but a strict liability regime provided by the intellectual property law is 

perhaps not always the best measure to address such an issue. As Advocate Maduro has 

addressed in his opinion Google Inc v Louis Vuitton ‘liability rules are more appropriate, 

since they do not fundamentally change the decentralised nature of the internet by giving 

trade mark proprietors general – and virtually absolute – control over the use in 

cyberspace of keywords which correspond to their trademarks’.215 Mutatis mutandis, the 

same reasoning could be applied to copyright law. Liability rules based on negligence 

tend to leave more flexibility to the system. It is not ideal that the right holders can prevent 

any potential use of their works. Copyright law has its limits and the pre-emptive 

approach in form of strict liability could shake the balance of interests towards the wrong 
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215 Joined Cases C-236/08, C-237/08 & C-238/08, Google France SARL vs. Louis Vuitton Mallerier SA, 
Opinion of the AG Maduro, para 123.  



 59 

direction. Regulating platform liability through the framework of secondary liability 

could leave a margin for more nuanced approaches taking into account the involvement 

of platform in content sharing and the de facto control over the content that is being shared 

through the platform.  

 

The development started by the ECJ in the GS Media ruling is further promoted in Article 

17 DSMD: in absence of harmonisation for secondary liability, the EU legislator is 

embedding subjective element into the notion of ‘communication to the public’. This 

leads into a dogmatic dilemma: the platforms will be held liable for copyright 

infringement only if they fail to show that they have made ‘best efforts’ to conclude 

licensing agreements and best efforts to block access to infringing content, as stated in 

Article 17(4) DSMD. The requirement of ‘best efforts’ makes it rather coincidental when 

a platform is liable for communication to the public. The notion of best efforts can be 

dependent on circumstantial aspects: the industry standards and best practices can vary 

from time to time and the technology available can be different depending on where the 

provider of the online platform is established.   

 

Most Member States of the EU, including Sweden and Finland, have construed the tort 

liability for communication to the public as strict.216 The general view in international 

law also suggests that the liability for copyright infringement is strict.217 The specific 

knowledge about the status of content or a breach of a duty of care (‘should have known’)  

should be an additional condition with regard to liability for the damages.218 The existence 

of knowledge or intent should also affect the assessment of criminal liability. However, 

from the point of view of exploitation of copyright-protected works, introducing 

subjective elements to objective criteria seems to be rather illogical.   

 

However, since the concept of communication to the public has become wider and wider 

through the interpretative case law of the ECJ, some safeguards are needed. In absence 

                                                
216 cf Swedish Copyright Act (Upphovsrättslagen 1960:729), 54 §. Even Finnish Copyright Act 
Tekijänoikeuslaki (Sw. Upphovsrättslagen) 1961/404, 57 §. In general, a right holder should always receive 
‘equitable remuneration’ (Sw. skälig ersättning) for unauthorised utilization of copyright protected 
material.  
217 The wording of WCT Article 8 does not give any support for knowledge-requirement, it refers to 
communication by wire or wireless means, which indicates that the technology used should be more 
decisive for the communication right, rather than the mental state of the potential transmitter.  
218 Leistner, M. ‘Is the CJEU Outperforming the Commission?’ p. 8 (November 26, 2017), p. 2.  
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of harmonisation of secondary liability rules in the European level, this means that the 

subjective elements, such as knowledge for the infringing nature of the content, have been 

embedded to the primary liability. In the context of hyperlinking this is shown through 

requirement of ‘necessary checks’ when hyperlinking is committed for profit-making 

purposes.219 In the context of online platforms, it seems natural to protect them from 

enormously wide strict liability in the form of requiring ‘best efforts’ to conclude 

licensing agreements and prevent the availability of copyright-infringing content in their 

platforms.  

 

A plea has been made for a wholly harmonised secondary liability within the EU.220 

Instead of direct liability through the extensive notion of communication to the public, 

platforms could be held liable through the creation of a European secondary liability 

regime in copyright law.221  This would indeed be a more attractive approach 

systematically since the subjective elements which now are tested in the notion of 

communication to the public would be moved further to test of liability or culpa of 

intermediaries. The harmonisation of intermediary liability would provide clarity on 

when online platforms can be held liable for their users’ infringements. Furthermore, that 

kind of approach would help to achieve clarity on the extent of primary liability by 

alleviating the general tendency to extend the scope of primary liability.222  

 

However, harmonisation of secondary liability was not on the agenda of the European 

legislator this time and therefore a fundamental harmonisation of national tort laws with 

regard to secondary liability for copyright infringements is unlike to take place in the near 

future. On the contrary, a wholly harmonised copyright law is envisaged by the European 

Commission as a central part of the long-term strategy.223 Therefore, harmonisation of 

secondary liability is not completely unrealistic vision – let it be that such an approach 

would require enormous legislative drafting.  

 

                                                
219 Case C-160/15 GS Media v Sanoma Media Netherlands BV and Others Judgement of the Court 8 
September 2016, para 51.  
220 Angelopoulos, C. ‘On Online Platforms and the Commission's New Proposal for a Directive on 
Copyright in the Digital Single Market’ (January 2017), p. 45.  
221 Ibid. p. 33.  
222 Ibid. p. 45ff.  
223 ‘Towards a Modern, More European Copyright Framework’ COM (2015) 626 final, Brussels, 9 
December 2015, p.12.  
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Article 17 imposes a duty of care on major online platforms. A breach of this duty of 

diligence leads into liability for copyright infringement. In a way, one could argue that 

the way chosen by EU legislator in its essence is very similar to a secondary liability of 

online platforms.224 However, the solution is done by extending the scope of 

communication to the public, which makes the platforms primarily liable. Since targeted 

claims against individual users have shown to be worthless225, one could ask a question 

what difference it would make if platforms were liable on the basis of secondary liability? 

The online platforms would in the end be the ones who pay for damages because of the 

deep pocket syndrome.226  

 

7.2 Notice and Action Procedure 

Even more extensive harmonisation of notice and takedown procedures has been 

proposed by some commentators.227 In the original Communication from the Commission 

to the European Parliament and to the Council, it was mentioned that a Europe-wide 

notice and action procedure could be introduced.228 This would have included the notice-

and-stay-down principle229, i.e. mechanisms that hinder future infringements.  

 

In the final version of the Directive, it is left up to the market to decide, which measures 

to implement in order to comply with the standard of care laid down in Article 17. This 

implies that there is no intention to harmonise or standardise a notice and action procedure 

within the internal market. Nevertheless, from the perspective of freedom to conduct 

business, a measure that leaves alternatives for a service provider may be more balanced 

than a total harmonisation of a notice-and-action procedure.230 Harmonisation of such 

                                                
224 Such an approach has been suggested in the e.g. Directorate General for Internal Policies, Liability of 
Online Service Providers for Copyrighted Content – Regulatory Action Needed? In-Depth Analysis for the 
IMCO Committee. IP/A/IMCO/2017-08, January 2018, p. 26.  
225 Edwards, L. ‘Role and Responsibility of internet Intermediaries in the Field of Copyright and Related 
Rights’ p. 26.  
226 Deep pocket syndrome is a term used to describe a phenomenon where tort claims are targeted against 
parties that primarily did not cause the harm but have a better solvency ratio (‘deep pocket’) than the 
party that actually caused the harm. See i.e. Schwartz, V.E et.al. ‘Deep Pocket Jurisprudence: Where Tort 
Law Should Draw the Line” OKLA L. R. Vol 70 No. 2, pp. 359-404.  
227 Angelopoulos, C. ‘On Online Platforms and the Commission's New Proposal for a Directive on 
Copyright in the Digital Single Market’ (January 2017), p. 43. Even Urban, J. et.al.‘Notice and Takedown 
in Everyday Practice’ (March 2016) UC Berkeley Public Law Research Paper No. 2755628, p. 44-46. 
228 ‘Towards a Modern, More European Copyright Framework’ COM (2015) 626 final, Brussels, 9 
December 2015, p.11.  
229 Ibid.  
230 cf Case C-314/12 UPC Telekabel v Constantin Film Verleih GmbH and Wega 
Filmproduktionsgesellschaft mbH, Judgement of the Court 27 March 2014.  
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procedure could provide more predictability. Secondary liability could leave room for 

more nuanced approaches on the platform liability, such as testing i.e. the actual 

involvement of the platform in the infringement and the extent of such liability.  

 

Angelopoulos underlines the importance of crafting the notion-and-action procedure 

carefully if such procedure were to be harmonised.231 Particularly scholars have been 

worried about the possibility of right holders to send notices on vague grounds, leading 

into blocking of ‘legitimate’ content.232 It should be noted that even Article 17(9) includes 

a provision that states that right holders should duly justify the reasons for their requests 

when they request access to copyright-infringing content to be disabled.  

 

7.3 Content Filtering – a Reason to Panic?   
One should not forget that the main purpose of Article 17 is to reinforce the position of 

the creative industry in the online environment. The purpose of the relevant provision is 

to ensure that creators of content protected by copyright or related rights, should have a 

right to equitable remuneration – even in the age of digitalisation. During the legislative 

process, the European Parliament amended the Directive text considering Article 13, so 

that online content sharing service providers should be liable to conclude fair and 

appropriate licensing agreements.233 The principle of appropriate and proportionate 

remuneration is now placed in Article 18 DSMD. The purpose of Article 17 DSMD is to 

provide a solution to the problem of the value-gap. It ensures that creators and artists 

receive equitable remuneration when online platforms are utilizing the copyright-

protected content.  

 

There are legitimate concerns associated with the fact that Article 17 will eventually lead 

in content filtering. However, one should bear in mind that the main purpose of Article 

17 is to ensure that creators and artists receive fair remuneration for producing creative 

                                                
231Angelopoulos, C. ‘On Online Platforms and the Commission's New Proposal for a Directive on 
Copyright in the Digital Single Market’ (January 2017), p. 44.  
232 Ibid. p. 38ff.  
233 Amendments adopted by the European Parliament on 12 September 2018 on the proposal for a directive 
of the European Parliament and of the Council on copyright in the Digital Single Market 
(COM(2016)0593 – C8-0383/2016 – 2016/0280(COD), see specifically Amendments 156, 157, 158, 159, 
160 and 161, Article 13. 
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content. Article 17(4) requires a high standard of care and from subparagraph b) it can be 

concluded that the prevention of future infringements will lead in proactive measures.  

 

There are some indications that the risk of taking down non-infringing content is 

exaggerated.234 It should also be noted that the market has been able to provide more 

innovative solutions than merely taking down or blocking access to content that is 

violating copyrights. For instance, Content ID, the famous content recognition technology 

of YouTube, leaves different options for the original copyright holder when alarming 

content is found.235 Firstly, the right holder can order to block the content. Secondly, the 

right holder can allow the content to be viewed freely and the viewing statistics gathered. 

Thirdly, content can be monetized through granting a share of advertisement revenues to 

copyright holders. This indicates that the content filtering does not necessarily lead to 

prior restraint. Nevertheless, the legitimacy and transparency concerns with the private 

internet governance remain actual.236 In order to increase transparency, online platforms 

actually have started more openly to report what type of content is being taken down.237 

However, this does not undermine the fact that more and more control over the public 

debate is left to the internet infrastructure itself through ‘new-school regulation’.  

 

It should be mentioned that notice-and-takedown procedure previously provided by the 

E-Commerce Directive and the existing content recognition technologies, i.e. Content ID 

in YouTube, are two different frameworks. Content ID is a technology adopted by 

YouTube purely on a voluntary basis. The technology itself has not protected YouTube 

from takedown requests, which have their legal basis in Article 14 E-Commerce 

Directive. One could argue that Article 17 DSMD is actually bringing these two different 

frameworks closer together by requiring that platforms must not only to act expeditiously 

when receiving notice from right holders but also implement technologies that prevent 

future infringements. Furthermore, unlike DCMA238 in the US, the E-Commerce 

Directive has not provided any remedies for users in terms of counter-notices or 

                                                
234 Lucas-Schlotter, A.‘Transfer of Value Provisions of the Draft Directive’ pp. 20-21.  
235 Commission Impact Assessment on the Modernization of Copyright, SWD (2016) 301 final, part 3/3, 
Annex 12 A, p. 165.  
236 See above, Ch 6.  
237 See i.e. Google Transparency report. <https://transparencyreport.google.com/copyright/overview> 
(visited 5 May, 2019).  
238 Digital Millenium Copyright Act (1998).  
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notifications when user-generated content is taken down as infringing.239 In this regard, 

DSMD may actually provide a more balanced approach, since it requires suitable 

complaint-and-redress mechanisms to be available in cases where the users do not agree 

with a takedown.  

 

                                                
239 Urban, J. et. al. ‘Notice and Takedown in Everyday Practice’, p. 22.  
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8 Conclusions  
This thesis has examined, what are the potential ramifications of Article 17 DSMD. The 

duty of care under Article 17(4) DSMD sets high standards of professional diligence on 

online platforms and requires online platforms to control that no copyright-protected 

content is shared without authorisation through these platforms. From the point of view 

of free speech regulation, it may raise concern, if online platforms are required to take the 

position of ‘internet police’. However, a lot of content is already being monitored and 

taken down as copyright infringing on the internet. Online platforms may have the best 

means to put an end to copyright infringement, promptly and effectively. However, 

because there are concerns associated with freedom of expression and freedom of 

information, it is crucial there are effective remedies available both for the users and for 

the right holders. This is particularly important when the correctness of a takedown or 

blocking is subject to unclarity. For this part, the DSMD leaves it up to the Member States 

to decide how to ensure these remedies.   

 

There are matters related to Article 17, such as the notion of ‘large amounts of works’, 

which require further clarification, through the interpretation by the ECJ. Even though 

online service providers liability for primary infringement when the content is uploaded 

by the user can be regarded as a novelty in the European framework of copyright law, 

there is also extensive case law from the ECJ with regard to concept of communication 

to the public which has already given reasons for online platforms to stay cautious 

concerning user-generated content. It can be argued that the online content-sharing 

service providers freedom to conduct business is not excessively restricted under Article 

17 since platforms can avoid liability for copyright infringement by showing that they 

have made ‘the best efforts’ to hinder the unauthorised sharing of copyright-protected 

content.    

 

The DSMD continues on the same path which previously has been taken the ECJ in the 

area of copyright law: the notion of communication to the public has been successively 

embedded with subjective elements, which is unfortunate from the dogmatical point of 

view. However, the approach taken promotes the same interests as harmonisation of 

secondary liability of online platforms while leaving some flexibility to the system. 
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Nevertheless, a harmonisation of secondary liability regimes in the European level should 

be further reviewed.  
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