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I. INTRODUCTION

Authentication and key distribution/agreement are fun-
damental challenges in communication security. Physical
and physiological measurement-based authentication and key
agreement [1]–[3] is a techniques that leverages the unique
environment of wearable devices. Systems employing this
technique provide an alternative to traditional methods that
rely on computational hardness and available infrastructure.
We leverage this technique and present a novel authentica-
tion and key distribution protocol named Tiek. Our protocol
enhances state-of-the-art by utilizing sensor fusion to fortify
distributed keys against mal-behaving body-worn devices.

Physical and physiological measurement-based authentica-
tion and key agreement techniques utilize their environment
to extract cryptographic keys and authenticate devices without
any prior knowledge. These techniques typically rely on a
physical time varying random process available to legitimate
devices. Examples of such processes are the inter-pulse inter-
val (IPI) of a heart [1] and wireless channel fading [3]. Devices
obtain correlated random strings by simultaneously measuring
one of these processes to authenticate each other or derive
keys. We refer to these processes as sources of randomness.

To the extent of our knowledge, all systems that employ the
aforementioned technique assume that participating body-worn
devices are benign and untampered with [2], [3]. However,
studies have uncovered numerous security vulnerabilities in
wearable devices [4]. Such vulnerabilities could compromise
a body-worn device enabling an adversary to gain access to
the secrets of the compromised device; therefore, jeopardizing
the security of the whole system. In contrast to previous
systems [2], [3], We consider the threat of a mal-behaving
body-worn device and design a protocol to address this issue.

II. THE TIEK PROTOCOL

Tiek is a multilevel authentication and key agreement pro-
tocol for wearable devices. In essence, our protocol fuses two
sources of randomness to distribute a unique key to every
device in the network. Each key Ki we distribute is divided
into two portions. The first portion is called the group portion g
and is the same for all keys. The second portion is called the
unique portion ui and is specific to one key. We generate all
key portions at a relatively powerful hub device, then distribute
them to all devices in the network.
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Fig. 1. Four devices use Tiek to distribute keys.

As shown in Figure 1, we leverage a multi-secret fuzzy
vault [5] to distribute all key portions simultaneously to
all devices. At the hub, we encode g in the vault using
measurements from the first source of randomness. This source
is selected such that it provides the same values to all devices
that measure it simultaneously, like IPI. All devices that can
measure this source can retrieve g from the vault. Hence, we
use g to authenticate devices’ presence on the body. Further,
we encode each ui in the vault using measurements obtained
from a different source of randomness, such as wireless
channel fading. In contrast to the first source, when this source
is measured simultaneously by, say, three devices, it provides
different values to each two of them. This implies that each
device in the network is able to retrieve one ui from the vault.
We use ui to tie the final key to a specific device. Finally,
each device combines it key portions and obtains its Ki.

In contrast to previous systems, We separate the means of
device authentication from those of key distribution to protect
devices from each other. For a body-worn device to attack
another, it must brute-force that specific device’s ui.
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