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Abstract 

Privacy has become an increasingly important topic with the expanding amount of 

private information created as a result of social media and online services which are 

prevalent in our society today. If the large amount of private information that now exists 

on the internet is not handled correctly people will be vulnerable to cybercrimes. 

Although, in order to handle the information in a proper way social media- and online 

service providers generally have a privacy policy in place which regulates how 

providers may use the users’ personal information. The purpose of this study is to 

examine whether there exists a behavioral difference between individuals with IT 

education and individuals without IT education concerning the usage of privacy 

policies. More specifically, the aim is to analyze individuals’ vulnerability, awareness, 

behavior and concerns relating to privacy policies and to investigate if the privacy 

paradox is more present for one of the subgroups.  

The research was conducted by means of a survey distributed in multiple Facebook 

groups, it was open for 7 days and 224 individuals participated and gave their answers 

to all the survey questions. The answers were then analyzed with SPSS and SmartPLS. 

The results of this study show that for the group of participants with an IT education 

there exists multiple positive relationships, namely awareness of privacy policies and 

information privacy information concerns have a positively relationship with privacy 

protecting behavior. And perceived vulnerability to privacy risks has a positive 

relationship with an individual's information privacy concerns. However, for the non IT-

educated individuals there only exists one positive relationship, the one between 

information privacy concerns and privacy protecting behavior. Moreover, it was found 

that the privacy paradox is not present for any of the two groups. Although, the IT-

educated individuals are more aware than the non-IT-educated but nevertheless are their 

behaviors the same. 
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1. Introduction 

This section is initiated with a background in order to give the reader an understanding 

of the researched area. Then the problem description, motivation behind the research 

and research questions together with the hypotheses will follow. Lastly, the 

delimitations of the study and an overview of the disposition of this paper will be 

presented. 

1.1 Background 

Recent privacy breaches have shown that online service providers and application 

providers often make use of the information users have provided them with. To attract 

users to reveal their personal information a bait is normally used, the bait can for 

example be that users get a free service. The information provided by the users is then 

used to track their behaviors and to construct large databases containing personal 

information. Many users take the bait and reveal their personal information without 

giving it a second thought. (Avgerou and Stamatiou, 2015) When using various online 

services, such as H&M online and social media the users tend to disclose more personal 

data in exchange for free and personalized services. This behavior leads to the risk of 

privacy and security breaches. (Barth and de Jong, 2017) One example of a recent 

privacy breach is the discovery that Facebook allowed the company Cambridge 

Analytica to access personal information belonging to 87 million users. The accessed 

information was from a personality test and the analysis of these tests was then paired 

with a large number of targeted messages used in the election campaign of President 

Trump. Stated by Alexander Nix, the CEO of Cambridge Analytica, the important 

aspect was to identify the individuals that either could be persuaded into voting for 

candidate Trump or persuaded to not vote for Trump’s opponents. Based on this 

identification, made possible by the personal information acquired from the mentioned 

personality test, the message sent to a user was the one most likely to influence the 

user’s vote in the American election. (Hanna and Isaak, 2018)  

Issues regarding privacy and security, such as the privacy breach done by Cambridge 

Analytica, have increased along with the increased use of smartphones, online services 

and social media. (Barth and de Jong, 2017) The fact that a vast amount of personal data 

is collected through smartphones, social media and various online services without the 

user’s knowledge gives way for great concerns by the users. (Barth, de Jong, Junger, 

Hartelad and Roppelta, 2019) Moreover, Social media allows users to publicly expose 

their private lives and their opinions. Hence, there no longer exists a physical barrier for 

social interactions and private information can be easily accessed by a large group of 

people, including people it was not supposed to be accessed by. (Abril, Del Riego and 

Levin, 2012) 
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Through the years many attempts have been made to define the term privacy. According 

to Buchanan, Joinson, Paine, Reips and Stieger (2007) privacy can both be defined as a 

synonym with the right to be left alone or with the right to prevent the disclosure of 

personal information to others. In order for the users to know what rights and options 

they have to control their personal information, most online services have a privacy 

policy in place. One example listed in a privacy policy is whether users can opt-out of 

sharing their personal information with a third party. Moreover, privacy policies declare 

information that binds the companies to a set of rules of how personal information is 

handled and what personal information can be used for. (Steinfeld, 2016)  

1.2 Problem Description 

As pointed out in the previous chapter, there is an increased usage of new information 

and communication technology and people are now generating an ever-increasing 

amount of data. This has led to a shift in the availability and usage of personal 

information and there is now a potential risk that personal information, such as credit 

card number, SSN, addresses, etc. can be disclosed or even sold to third parties. The 

disclosed personal information could among many things, be further used for identity 

thefts, social engineering attacks and/or personal stalking. (Malandrino, Scarano and 

Spinelli, 2013; Goldfarb and Tucker, 2012) However, to let the users still be in control 

(and be aware) of how their personal information is being treated and used by service 

providers, the users are encouraged to accept “Terms and Conditions” containing the 

service providers’ privacy policies. (Steinfeld, 2016) Prior research indicates that users 

of online services are not always reading the privacy policies presented by the service 

provider. (Wu Huang, Yen and Popova, 2012) Regardless of the potential risk in 

sharing personal information, many authors such as Avgerou and Stamatiou (2015) and 

Malandrino, Scarano and Spinelli (2013) state that users may not be fully aware of the 

activities of companies in information gathering and tracing of customer’s actions. 

Furthermore, it is observed that users are likely to trade long-term privacy for short-

term benefits, which is thought to be an effect of lack of self-control and the will to 

experience immediate gratification. (Acquisti and Grossklags, 2005) 

Contradictory, other studies are stating that an overwhelming majority of internet users 

have concerns when it comes to their privacy and are concerned about a wide range of 

different privacy issues (Buchanan et al., 2007). This leads to the problem with the 

privacy paradox, which is a phenomenon where there exists an observed discrepancy 

between the actual behavior and the attitude/concerns towards privacy. Meaning that 

even though the users express that they are concerned about their privacy, they do not 

actually act to protect their personal information. (Barth and de Jong, 2017) The 

behavior users exhibit contradicts their interest in protecting their personal information, 

which is often something that happens during activities related to social media. (Barth, 

de Jong, Junger, Hartel and Roppelt, 2019)   
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Interesting however is Malandrino’s, Scarano’s and Spinelli’s (2013) research which 

shows that 61% of Information and Communication Technology (ICT) students 

regularly delete their cookies compared to only 17% of non-ICT students. Moreover, 

their research also shows that 50% of the ICT students regularly delete their internet 

files compared to 11% of the non-ICT students which implies that ICT students have a 

more profound privacy protecting behavior. Moreover, Büchi, Just, and Latzer (2016) 

states that more internet skills will reduce the likelihood of experiencing negative 

consequences of information sharing and that individuals with more internet skills are 

more likely to control their personal information. These findings are also implying that 

individuals with an education in IT have a more privacy protecting behavior than non 

IT-educated individuals. 

1.3 Motivation and Purpose 

As described in the problem description section of this paper, there is an increased 

usage of online service providers, which has led to a changed availability of personal 

information. This new availability of personal information has made it a possibility for 

companies (like Cambridge Analytica) to use the information to their advantage. 

(Malandrino, Scarano and Spinelli, 2013; Goldfarb and Tucker, 2012) However, many 

online service providers require the users to accept a privacy policy before using their 

services which should make the user in control over their personal information. 

(Steinfeld, 2016) This related to previous research (Malandrino, Scarano and Spinelli, 

2013; Büchi, Just, and Latzer, 2016) concluding that education within the area of IT 

should improve the ability to protect one's privacy, raised curiosity and motivation to 

pursue this study in order to examine whether an IT education would impact 

individuals’ privacy awareness, concerns, vulnerability and behavior in the context of 

privacy policies. In order to do this, the investigated population will be divided into two, 

one group of IT-educated individuals and one group of non-IT-educated individuals. 
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1.4 Research Question and Hypotheses 

Based upon the background and problem description sections in this thesis the research 

question was formed in the following way:  

Is the privacy paradox present for IT-educated individuals and for non-IT-educated 

individuals when it comes to privacy policies? 

In order to answer the above standing question two subquestion were also formulated: 

1. How is privacy awareness of IT-educated individuals expressed in the context of 

privacy policies? 

2. Is there a correlation between privacy awareness, concerns, vulnerability and 

behavior for IT-educated individuals respectively for non-IT-educated 

individuals? 

 

To answer the research questions the model, developed by Al-Saqer and Seliman 

(2016), is used and it is presented in section 2.4.1. Moreover, the hypotheses here 

presented are also derived from the paper by Al-Saqer and Seliman (2016). This choice 

was made since these hypotheses are compliant with the research model. 

H1: Information privacy concern has a positive relationship with privacy protecting 

behavior. 

H2: A higher degree of privacy awareness of privacy policies has a positive relationship 

with a privacy protecting behavior. 

H3: Perceived vulnerability to privacy risks positively has a positive relationship with 

privacy protecting  behavior. 

H4: Perceived vulnerability to privacy risks positively has a positive relationship with 

the level of privacy policy awareness. 

H5: Perceived vulnerability to privacy risks positively has a positive relationship with 

information privacy concerns. 

1.5 Delimitation 

This study will only investigate individuals’ behavior, concerns, awareness and 

vulnerability in the context of privacy policies. This choice was made in order make this 

study feasible and since there are many interesting aspects with privacy policies. These 

aspects are presented in the background and problem description.  

This survey will not take into consideration what kind of IT education individuals have, 

if they have any sort of IT education they will be classified as “IT-educated 

individuals”. Nor will this study take into consideration for how long an individual has 



8 

 

been studying. If these factors would have been considered there would have been a risk 

of the survey participants being too few to give rise to a statistically significant result.  

Neither will this study investigate if relevant IT experience other than education has an 

effect on the behavior concerning privacy, due to the possibility of participants not 

wanting to fill in the survey because of it having too many questions and therefore being 

too time-consuming.  

1.6 Disposition 

The central content of this thesis is divided into six main sections. Firstly, in the 

introduction, the background, problem description, motivation and purpose aim to 

create a fundamental understanding of the subject in this thesis are discussed. Further, 

the section introduction presents the research question, hypotheses and delimitations. 

Theory is the next section and here relevant concepts such as privacy policy, privacy 

paradox, privacy behavior, privacy concerns, privacy awareness and privacy are 

presented, followed by an explanation of the statistical measures used. Additionally, the 

literature review, the theoretical framework and the research model are presented.  

The third section is the Research Approach and Methodology, where the research 

methodology and the data analysis methodology are elaborated. The research strategy 

discusses the chosen data collection methodology and presents the plan of the survey, 

further the realization of the survey is presented. In addition to the presentation of the 

survey, the data analysis methodology used is discussed in terms of significance level, 

Spearman’s correlation and Partial Least Square regression analysis.  

The fourth section is the Result and Discussion section, where the results of the survey 

will be compiled and presented. These results will be analyzed and a discussion will 

follow. Section five, Conclusion presents the conclusions made based on what is 

discussed in the section it follows. Here the research questions are answered. Lastly, the 

limitations of the study and further research are discussed.  
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2. Theory 

The section first presents relevant concepts, secondly, previous literature regarding the 

topic of this thesis is summarized and lastly the theoretical framework together with the 

chosen research model is presented. 

2.1 Concepts 

In this section, the vital concepts for this thesis are presented. 

2.1.1 Privacy 

Through the years it has occurred many attempts to define the term privacy. According 

to Buchanan, Joinson, Paine, Reips and Stieger (2007), privacy can both be defined as a 

synonym with the right to be left alone or with the right to prevent the disclosure of 

personal information to others. The privacy domain however, includes many different 

concepts which are explained below. 

2.1.2 Privacy Concerns, Privacy Behavior, Privacy Awareness and  

         Perceived Privacy Vulnerability 

According to Pavlou (2011), the privacy concerns users have refer to anxiousness about 

wrongful usage of personal information. Privacy concerns further include concerns 

about the secondary unauthorized use of personal information without the user’s 

compliance and the disclosure of personal information to outside parties.  

Privacy behavior will here be discussed in the context of online behavior. The definition 

of behavior is what the user does online, specifically the user’s actions online and where 

privacy-related decisions can be connected to the online behavior of the user. 

(Kokolakis, 2017)  

In the context of social media, privacy awareness is often connected to the users’ 

behavior online. Users who are aware of the risks of giving away personal information 

and are aware of what personal information to protect, make better decisions about 

whether to share personal information. Privacy awareness refers to the knowledge of the 

importance for users to protect their personal information. (Avgerou and Stamatiou, 

2015) 

The perceived vulnerability to privacy risks is defined as to what extent a user believes 

that he or she will be a subject to privacy threats. (Al-Saqer and Seliaman, 2016) This 

online threat perception can be derived from personal experiences, other individuals’ 

experiences and from the news media. Today, even with built-in protection systems 
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such as firewalls, anti-malware software etc., three out of five individuals are 

increasingly worried about their vulnerability. (Tsai, Jiang, Alhabash, LaRose, Rifon 

and Cotten, 2016) 

2.1.3 Privacy Paradox 

The privacy paradox is a phenomenon that has been discovered when research has been 

done on the general behavior of people online, the research has mostly been focusing on 

activities related to social networking and e-commerce behaviors. The discovered 

phenomenon suggests that users online show a tendency to conduct privacy-

compromising actions even though they have strong concerns for their privacy. (Barth 

and de Jong, 2017) This has led to a discrepancy between the actual privacy behavior 

and the attitude towards privacy. Meaning that even though the users express that they 

are concerned about their privacy, they do not actually take any measures to protect 

their personal information. (Barth and de Jong, 2017) Barth, de Jong, Junger, Hartel and 

Roppelt (2019) state that, not only do the users not take any measures to protect their 

privacy, the users’ behavior is actually contradicting their concerns of protecting their 

personal information. Additionally, the authors argue that this is often happening during 

activities related to social networking.  

An additional interesting aspect of the privacy paradox is that many of the factors 

influencing the contradictory privacy behavior that is examined, are focused on general 

internet activities such as e-commerce and social networking. So, it should be noted that 

users might show different behavior in a different context and therefore the privacy 

paradox is a phenomenon that could be dependent on the context. Few studies have, for 

instance, examined the privacy paradox in the context of mobile computing and it could 

be that the privacy paradox is even more complex in this context since users might not 

be able to use the same protection mechanisms as they would if they were using a 

desktop. (Barth et al., 2019) 

2.1.4 Privacy Policy 

In order to use different online services, such as social media, it is often required of the 

user to accept a set of “Terms and Conditions” and often included in the “Terms and 

Conditions”, “Terms of Use” or “Terms of Service” agreement is the online service 

providers’ privacy policy. A privacy policy is a common method service providers use 

to handle the engagement with the users, however, it is also used by the users for 

controlling how their personal information is treated and used by the providers. 

(Steinfeld, 2016) Privacy policies are usually built upon five common and widely 

accepted principles, namely notice, access, choice, security and enforcement. Notice is 

the most important principle in this context, and it refers to that the user should be given 

notice of the service providers’ information practice before any personal information is 
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collected and used. Access, points at the user’s right to access his or her personal 

information and also the possibility to check the accuracy and completeness of the 

personal information. The meaning of choice is that the user should be given the option 

to choose how personal information can be used. Security means that personal 

information must be secured and accurate, and in order to ensure this, the service 

providers must take reasonable measures to enable the user to access and delete the 

information. Lastly, enforcement means that the other principals can only be effective if 

there are mechanisms or instruments that are enforcing them which also should follow 

the national and international reports and guidelines of how personal information should 

be handled. (Wu, Huang, Yen and Popova, 2012)  

2.2 Literature Review 

A conclusion of the literature review can be found in the appendix. 

In the article “I agree to the terms and conditions: (How) do users read privacy policies 

online? An eye-tracking experiment” by Steinfeld (2016) the usage and problems with 

privacy policies are discussed. More specifically, it investigates how users of online 

services read the privacy policies or even if they do so at all. The author Steinfeld 

(2016, p. 993) presents in the article results of research made by Milne and Culnan on 

who is more likely to read privacy policies: 

 “Education was negatively related to reading policies. Women are more 

likely than men to read policies, and users who express concerns for privacy, 

or believe the website would follow its policy are more likely than others to 

report reading policies.” 

In addition to this, the author discusses what factors can have an effect on the users’ 

decision of reading or not reading the privacy policy. 

In regard to gender Benamati, Ozdemir and Smith (2017) also state gender is an 

important demographic variable which will have an impact on privacy concerns. The 

study provides findings that support the authors’ hypothesis that women display higher 

privacy concerns than men.  

Steinfeld (2016) presents the results of a study that uses an eye-tracking methodology. 

The study examined the user’s behavior towards the privacy policy, for example, if the 

user was more inclined to read it if the policy was presented by default, how much time 

the user spent reading it and if the user did obtain an understanding of the policy’s 

content. The participants were divided into a non-default group and a default group, 

each having 64 participants. The non-default group had to click a link to read the policy 

of the study and the default group was directly presented with the terms and conditions 

of the study. 79,7% of the non-default participants agreed to the terms and conditions 
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without clicking on the link. The results from the default group, where the privacy 

policy was presented directly, showed that the participants spent on average 1 minute on 

reading the policy. According to Steinfeld (2016) users of online services answered that 

they did not read the privacy policies because they thought they were too long and 

complex. Further reasons why they did not read the policies were that the font size, 

format or language made it difficult to understand. The language could be classified as 

difficult to understand because of the use of legal and vague terms. Steinfeld (2016) 

explains that several companies can include in their privacy policy the right for the 

company to make a change in their privacy policy, without the consent from the users. 

This fact makes it more difficult to keep track of the companies privacy policies. The 

article claims that several studies show results of that users tend to be less concerned 

about their privacy online if they are informed about the usage of the personal 

information. The informed user has better control over the use of the service and will 

contribute in making better decisions regarding exchanging information for service.  

Kokolakis (2017) in his article “Privacy attitudes and privacy behavior: A review of 

current research on the privacy paradox phenomenon” presents the results of his 

literature research done on papers concerning the privacy paradox. The privacy paradox 

is discussed in the context of users’ privacy concerns and their actual privacy behavior. 

According to Kokolakis (2017), the privacy paradox consequences have a significant 

impact on e-commerce and online social networking. Since the privacy paradox 

phenomenon encourages e-commerce and social media to collect even more personal 

information than they already do, the policymakers are trying to justify even more 

privacy regulations. However, the privacy paradox points to a split in the privacy 

concerns and the behavior of people and weakens the justifications done by the 

government policymakers. Further, the author presents several studies done on the 

privacy paradox, one study presented was made in two phases where in the first phase 

students were asked questions about their eagerness to reveal specific personal 

information. And later in phase two, the participants were asked to disclose the same 

kind of specific personal information to a market researcher. The results of this study 

showed that the individual's behavior did not match their initial privacy attitude, the 

participants disclosed personal information even though they expressed concerns about 

doing so. However, the author presents cases were the results challenge the privacy 

paradox. And what research has shown is that consumers may be willing to pay a 

premium for privacy and that young people use a variety of privacy protecting 

strategies. Young people, for instance, use pseudonyms, give false information, restrict 

access to their profiles and adjust privacy settings. Moreover, the author claims that 

since the privacy paradox is a complex phenomenon, it calls for considerably more 

research.  
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Al-Saqer and Seliaman (2016) researched users’ awareness levels together with their 

privacy protection measures and privacy concerns in the context of Social Networking 

Sites (SNS). The authors conducted their study with a survey and collected answers 

from 108 different Saudi SNSs users. They chose the context of SNSs because of its 

importance in today’s society. SNSs are today the most preferred way of 

communication and the benefits provided by SNSs are of big importance, for example, 

SNSs reduce the financial cost to reasonable prices of online services in Saudi Arabia. 

SNSs also make it possible for users to reach beyond their geographical location and 

make it possible for them to connect with people all over the world. Moreover, Al-Saqer 

and Seliaman (2016) also chose to focus on privacy policies in their study because 

many users do not pay enough attention to privacy policies which could lead to it being 

easier to breach personal privacy and even increase cyber-crimes. The authors go 

further by saying that some users provide SNSs with sensitive information and 

information with private details without giving the potential consequences a second 

thought or without knowing that the information might be sold to third parties. 

Information about this can often be found in the privacy policies published by most 

SNSs but the users do not pay enough attention to them in order to figure out the details. 

Al-Saqer’s and Seliaman’s (2016) results showed that information privacy concerns and 

perceived vulnerability to privacy risks both positively influence privacy-protecting 

behaviors. Additionally, perceived vulnerability to privacy risks also increases the 

awareness levels of privacy policies used by SNS and it positively affects information 

privacy concerns. However, in contrast to the authors’ expectations, their survey did not 

show any correlation between users’ awareness level of privacy policies and their 

privacy protecting behavior. 

Malandrino, Scarano and Spinelli (2013) are conducting a study aiming to analyze the 

general perceptions, attitudes, beliefs about privacy online in relation to the resulting 

behavior users exhibit for two different populations. The authors are dividing their study 

population into two groups with participants from two different academical 

environments, namely one group with students from the Information and 

Communication Technology (ICT) field and one group with students from non-

technology-orientated (non-ICT) fields. Moreover, the authors want to investigate 

whether the non-ICT students have more concerns about their privacy compared to the 

ICT students and also if technology knowledge has an impact on the perceived privacy 

risks as well as on the matching privacy behavior. The result of this study showed that 

non-ICT students are more concerned about their privacy online however they also 

show little willingness to take measures in order to protect their privacy, for example, 

they are not willing to install privacy tools, delete cookies/internet files, reading privacy 

policies etc. The authors also state in their result that non-ICT students are mostly 

unaware of the privacy risks they are facing. The overall conclusion made by 

Malandrino, Scarano and Spinelli (2013) is that awareness about privacy risks and 

education about how a user can control his or her personal information by the use of 
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privacy-enhancing technology can reduce the degree of exposure they face when being 

online. 

Büchi, Just and Latzer (2016) state in their article that the availability of personal data 

has provoked the debate and research of the risks with privacy loss, privacy violations 

and surveillance of individuals in the same time as this availability has also improved 

personalized services, simplified transactions and strengthened social capitals and social 

bonds. Based partly on this, the authors state that online communication is in today’s 

society a social fact more than an option and therefore internet access, skills, use and 

privacy need to be treated as necessities. Going deeper into the article, the authors’ 

focus is on how users’ privacy protecting behavior can be influenced by privacy 

awareness, privacy breaches and their overall internet skills. Overall internet skills 

include knowing how to download files, decide on keywords for web searches, 

create/upload/share content and how to download apps to a mobile device. The study, 

based on a representative survey of Swiss Internet users, shows that prior experience of 

privacy breaches has a strong effect on users’ privacy awareness and privacy protecting 

behavior (“learning the hard way”) and that strong privacy attitudes do not alone affect 

the user’s privacy protecting behavior. Although, the authors do find that users’ internet 

skills are a key factor for explaining their privacy protecting behavior and that users 

with low levels of general skills will not be equipped in a good way to be selective 

when revealing personal information or be able to control their information online. 

Based on the findings of this study the authors conclude that using policies that merely 

raise users’ awareness will have a small effect on the privacy protecting behavior, 

public policies should, therefore, ensure that universal and transferable digital skills are 

constantly developed, maintained and improved in the pace with the constant changes of 

media. (Büchi, Just and Latzer, 2016) 

In their article “Putting the privacy paradox to the test: Online privacy and security 

behaviors among users with technical knowledge, privacy awareness, and financial 

resources” the authors Barth, de Jong, Junger, Hartelad and Roppelta (2019) have 

conducted a study on individuals’ actual privacy behavior. The experiment was 

performed on technically experienced students. The background for the experiment 

explains the growing use of smartphones and apps, and the increasing risk these are 

associated with, risks such as malware attacks and data theft. Many smartphone users 

are unaware of these kinds of risks. Even though there are users who are hesitant to 

share personal information online, they will not let it stop them from downloading and 

using apps in exchange for services and entertainment in any form. The aim of the study 

was to examine if technically skilled mobile phone users show a distinction between the 

actual privacy behavior and the privacy concern. The results show that the participants’ 

technical knowledge of their mobile phones is relatively high and the level of concern 

regarding intrusion and secondary use of personal data was likewise relatively high. The 

questions asked included questions about the use of Bluetooth, the handling of 
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passwords and sensitive information. The results connected to the privacy and security 

awareness indicates that the concerns of the participants are more prominent in the 

context of using smartphones and apps. They generally are concerned about mobile 

apps, mainly that the apps might monitor their activities and collect more personal data 

than necessary. Further, the experiment results showed that the majority of the 

participants downloaded an app that was analyzed as intrusive (downloaded by 49% of 

the participants) or somewhat intrusive (downloaded by 18% of the participants). The 

authors’ conclusion of the investigation of the privacy paradoxical behavior is that users 

do not want to invest time, effort or money crucial for the protection of privacy and 

personal information. This, even though they express concerns for their privacy and the 

fact that their personal information might be misused.  

The authors Barth and de Jong (2017) have conducted a systematic literature review on 

the phenomenon of the privacy paradox and present their findings in their article. The 

focus of the literature reviewed has been on the privacy paradox in the context of online 

use, such as mobile applications, social networking, websites and e-commerce. The 

authors continue to discuss the discrepancy between the users’ actual privacy behavior 

and their privacy concerns. The authors state that the reason for the phenomenon is that 

generally online users are not willing to invest time in collecting and understanding the 

information needed for making an informed decision concerning their privacy. Further, 

the authors discuss the reasons for the users’ decision to disclose personal information 

even though they have expressed concerns about their privacy. The reasons often 

include the use of an online service for free in exchange for personal information. When 

users are making these decisions, they are weighing the cost against the benefits and 

then decide whether they are willing to take the risk. The authors continue with 

discussing the evolution of the phenomenon of the privacy paradox and the complex 

nature of it. 
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Presented in the following table is the literature connected to each relationship between 

the constructs from the model used for this study. The model is presented in the 

following chapter (2.3.1).  

 

Relationships Reference 

Concern - Behavior. Kokolakis, 2017. 

Al-Saqer and Seliaman, 2016. 

Malandrina, Scarano and Spinelli, 2013. 

Barth, de Jong, Junger, Hartelad and Roppelta, 

2019. 

Awareness - Behavior. Steinfeld, 2016. 

Kokolakis, 2017. 

Al-Saqer and Seliaman, 2016. 

Büchi, Just and Latzer, 2016. 

Barth, de Jong, Junger, Hartelad and Roppelta, 

2019. 

Vulnerability - Behavior. Kokolakis, 2017. 

Al-Saqer and Seliaman, 2016. 

Barth, de Jong, Junger, Hartelad and Roppelta, 

2019. 

Barth and de Jong, 2017. 

Vulnerability - Awareness. Al-Saqer and Seliaman, 2016. 

Büchi, Just and Latzer, 2016. 

Barth, de Jong, Junger, Hartelad and Roppelta, 

2019. 

Vulnerability - Concerns. Al-Saqer and Seliaman, 2016. 

Malandrina, Scarano and Spinelli, 2013. 

Barth, de Jong, Junger, Hartelad and Roppelta, 

2019. 
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2.3 Theoretical Framework 

Al-Saqer and Seliaman (2016) are in their paper “The impact of privacy concerns and 

perceived vulnerability to risks on users privacy protection behaviors on SNS: A 

structural equation model” investigating Saudi users’ privacy concerns, their privacy 

protecting behavior measures and awareness levels about privacy policies in the context 

of Social Networking Sites (hereby SNS). They have chosen to do this investigation in 

the context of SNS because they state that SNS today is users’ most preferred way of 

communicating with each other. However, also because SNS is associated with some 

privacy risks, for example, the risk of their personal information being misused which 

could lead to serious personal and social implications. Moreover, the authors state that 

the lack of awareness of privacy policies the users have and the effects of that might 

contribute to make it easier to breach personal privacy and also might result to an 

increase in cyber-crimes. Most SNSs are clearly displaying their privacy policies 

although few users pay enough attention to understand the details of a privacy policy. 

(Al-Saqer and Seliaman, 2016) 

Not many research studies have chosen to focus on the relationship between SNSs’ 

privacy policies awareness level and the implication it has on raising privacy concerns 

and on the users’ privacy protecting behavior. For this purpose, Al-Saqer and Seliaman 

(2016) have developed a research model that will be used as the theoretical framework 

in this thesis. 

2.3.1 Research Model 

The research model is displayed in Figure 1 and the five constructs are described as the 

following: 

1. Information privacy concerns: to what extent is the user concerned about his or 

her personal information being used by organizations. 

2. Awareness level of privacy protection of SNSs: to what extent a higher degree of 

privacy policy awareness will impact user’s privacy protection behavior. 

3. Privacy protection behavior in SNSs: to what extent users take measures to keep 

their personal information private.  

4. Perceived vulnerability to privacy risks: to what extent does the user believe that 

he or she will be subject to privacy threats. 

5. Perceived response efficacy: to what extent is there a belief that the 

recommended protecting measures are effective in protecting a user from 

privacy threats. 
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Figure 1, research model derived from Al-Saqer and Seliman (2016). 

The model and its five constructs are derived from multiple previous research models 

and different theories such as the Social Contract Theory, Social Cognitive Theory,  

Theory of Reasoned Action and the Protection Motivation Theory. Below is a 

presentation of how the constructs in the model were derived by Al-Saqer and Seliman 

(2016): 

(1) information privacy concerns were introduced by two theories, namely by the 

agency theory and the social contract theory. This suggested that privacy concerns exist 

because there is not enough information about the online behavior of customer 

information. (2) Awareness level of privacy policies in SNS was self-developed by Al-

Saqer and Seliaman (2016)  in order to study the impact on privacy protecting behavior 

when users are reading and understanding SNSs privacy policies. (3) Humans’ privacy 

protecting behavior has been introduced in several information systems theories such as 

Social Cognitive Theory, Theory of Reasoned Action, the Protection Motivation Theory 

and the Theory of Planned Behavior. (4) Perceived vulnerability to privacy risks was 

derived by Al-Saqer and Seliaman (2016)  from the Protection Motivation Theory. And 

the focus was on how this construct relates to the other connected constructs. (5) Form 

the Protection Motivation Theory perceived response efficacy was derived, it was added 

to the model in order to shed light on the relationship it has with information privacy 

concerns. 
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3. Research Approach and Methodology 

In this section the research strategy and the methodologies will be presented. 

3.1 Research Strategy 

This study aims to answer the following research questions mentioned above in section 

1.4: 

1. Is the privacy paradox present for IT-educated individuals and for non-IT-

educated individuals when it comes to privacy policies? 

2. How is the privacy awareness of IT-educated individuals expressed in the 

context of privacy policies? 

3. Is there a correlation between privacy awareness, concerns and behavior for IT-

educated individuals respectively for non-IT-educated individuals? 

According to Oates (2006), the positivist research paradigm is based on two basic 

assumptions, firstly the world is ordered and regular. Secondly, the world can be 

objectively investigated. Through analyzing the results mathematically, objectively and 

logically this study aims to answer the previously mentioned questions. This approach 

classifies this study within the positivist research paradigm. It can, however, be argued 

that positivism is not well suited for researching the social world since people see 

differently on the world and people's views and perceptions change over time. (Oates, 

2006) Since the result of this study was analyzed with the help of 

mathematical/statistical programs, which can be assumed to act objectively, it is argued 

that this study can be classified to belong to the positivist research paradigm. 

More specifically this study's intention is to perform a study on a substantial group of 

individuals and analyze their vulnerability, awareness, behavior and concerns relating to 

the privacy policies. In the case of examining larger groups, surveys are commonly used 

within the field of Information Systems. (Oates, 2006) Therefore a quantitative 

approach in the form of a survey as the data collection method was suitable for this 

study.  

 

 



20 

 

3.1.1 Data Collection Methodology 

Oates (2006) describes surveys as a data collection method that, within the field of IS, is 

widely accepted and commonly used. The main idea of a survey is to obtain the same 

kind of data from a large group of people in a standardized and systematic way, then 

within the data collected by the survey, a search for patterns can be conducted. These 

patterns can then be used to generalize a larger population of individuals than the 

smaller group that was targeted by the survey. (Oates, 2006) The research questions and 

hypotheses stated above in section 1.4 are answered by means of the data collected from 

the survey. The survey was an online self-administered survey in the form of a 

questionnaire. 

3.1.2 The Survey 

This study aims to target a generalized population - both in age, education and 

education level and the most appropriate sampling technique to achieve this result 

would have been to use probability sampling. However, according to Oates (2006), a 

non-probabilistic sampling technique can be used when it is not feasible, too time-

consuming or too costly to use probabilistic sampling techniques and therefore a non-

probabilistic sampling technique was used for this study. More specifically, the non-

probabilistic sampling technique chosen in this study is a mix between purposive 

sampling and self-selection sampling. Different Facebook groups, where the survey was 

shared, were hand-picked and the need for responders was stated and then the survey 

data was collected from whoever responded.  

The selection of Facebook groups was made so that the participants would be as 

representative as possible for many parts of the Swedish population, considering for 

example both age, education and education level. This selection is based on the aim of 

this study, that the results can be used for generalization purposes and that the results 

should be reliable.  

The research model that Al-Saqer and Seliaman (2016) developed (described in section 

2.4) follows a quantitative approach and therefore, together with the purpose of the 

research behind the model, it is a fitting research model for this thesis. Moreover, this 

research model is of relevance since it investigates the relationship between privacy 

awareness, concerns, behavior and vulnerability, which is the aim of this thesis. The 

survey questions are, therefore, all related to one of the constructs presented in this 

research model. However, this thesis does not look into the effect perceived response 

efficacy has on privacy information concerns so no survey questions will be related to 

that construct. This choice was made because of time-constraints and since the 

mentioned construct is only related to one another construct (the other constructs are 

related to two or more) the dropping of this construct is argued to have the smallest 
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impact. Neither will this thesis focus on Social Networking Sites as Al-Saqer and 

Seliaman (2016) chose to do. 

Survey questions 

The survey questions start with demographic questions, representing external factors 

and then the survey continuous with questions related to the research model presented in 

the theory chapter of this study. All survey questions, except the demographic 

questions, can be derived from one construct of the research model and in order to 

ensure reliability and validity, the survey questions are short and concise and no abstract 

or misleading words are included. The survey questions related to the research model is 

here presented: 

 

Construct Questions 

Demographic variables Age?  

What gender do you identify with? 

Do you have any form of IT education? 

Perceived vulnerability to privacy risks I could be subjected to a malicious 

computer/information security problems 

(e.g. virus, identity theft, hacking etc.). 

I feel my personal information could be 

made available to unknown individuals or 

companies without my knowledge. 

I feel my personal information could be 

made available to government agencies. 

Awareness of privacy policies I am aware of what a privacy policy is. 

I am aware of what my personal 

information is used for when I approve a 

privacy policy. 

I am aware of what information could be 

found in a privacy policy. 

Privacy protecting behavior I read the privacy policy before accepting 

it. 
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I am more inclined to read the privacy 

policy if it is directly presented to me. 

I read updated versions of privacy 

policies. 

I do read the privacy policy from 

companies/services I do not trust. 

Information privacy concerns I believe it is important to read the 

privacy policy. 

I consider myself to be concerned about 

how my personal information could be 

used by others. 

I consider myself concerned about how 

my personal information could be used 

for unforeseen purposes. 

Moreover, the survey questions are first presented in Swedish and then repeated in 

English. This choice was made to also allow non-Swedish speaking people to answer 

the survey. 

3.1.3 Realization of the Survey 

The gathering of data was done with a literature review of previous studies in the 

context of this thesis, more specifically literature concerning privacy, the privacy 

paradox, individuals’ privacy awareness, behavior, concerns and vulnerability. 

Literature regarding conducting surveys and questionnaires were also investigated in 

order to enhance the understanding of the chosen research strategy and the data 

collection methodology. 

A pilot study was conducted to ensure that the survey was completed and that it was 

understandable for people not engaged in the subject of this thesis. The participants of 

the pilot study were given the chance to leave feedback and the feedback was then used 

to change and improve the survey, after this the final version of the study was sent out. 

The final version of the survey can be found in the appendix. 

The study was available for 7 days and was distributed in different Facebook groups. 

The number of members in these Facebook groups added up to 1950. Out of 1950 

Facebook users, 225 answered the survey and the answering frequency, therefore, adds 

up to 11,5%. Although, it should be mentioned that there is a possibility that some of 

the participants could have gotten access to the survey by, for example, a friend and not 

per se from being a member of one of the Facebook groups. Out of 225 participants, 
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224 participants answered all the survey questions. The only participant that did not 

answer all the survey questions will be excluded from the analysis in order to ensure 

that the analysis based on the survey data is representative and not affected by missing 

values.  

The questions were only made up of multiple-choice questions and no open questions. 

The questions used in the survey followed the Likert scale. The Likert scale is a rating 

system that is often used in questionnaires and is specifically designed for measuring 

individuals’ attitudes, perceptions and opinions. The respondents chose a response that 

ranged from I agree: “completely” to “not at all”. The Likert scale can be used with 

different grades, it can be odd or even. For example, an odd scale can use a 5-point 

Likert scale where the respondent can choose to be neutral, where an even scale can use 

a 4-point Likert scale and where the respondent is forced to not be neutral. (Britannica 

Academic, 2019) For this survey, the 5-point Likert scale has been selected so the 

participants of the study would have the option to be neutral. 

3.2 Data Analysis Methodology 

In the Appendix, the statistical measures used in this study are described. 

The data was collected using webbenkater.com and then extracted directly from this 

platform in the form of an Excel sheet. Most answers to the survey questions (except 

age) were coded into nominal variables with a scalable character. In the Excel sheet, 

containing the coded data, an overview of the result was formed by means of pivot 

tables and diagrams. This overview is presented in sections 4.1.1 to 4.1.5. Moving on, 

the data was imported to the software IBM Statistical Package for Social Sciences 

(SPSS) version 26. SPSS is software that allows statistical analysis, by for example 

producing descriptive statistics and correlation analysis of data. In this case, SPSS was 

used to perform a correlation analysis and measure the association of the collected data. 

More specific, Spearman’s correlation was used because of the nominal character of the 

coded data and then chi-square tests were used in order to examine if the found 

differences were significant. 

Further on, the data was also imported into the software Smart Partial Least Squares 

(SmartPLS) version 3. SmartPLS is software which can perform a multivariate 

statistical analysis. The choice of PLS is beneficial in this case since it can construct 

models that are predicting more than one dependent variable and since it especially is 

useful when there is multicollinearity between variables. Garson (2016) states that PLS 

is a fitting tool to use when the goal of the research is to predict or investigate and since 

the research in this thesis is investigating whether IT education has a relationship 

individuals’ awareness, vulnerability, concerns and behavior concerning privacy 

policies PLS is an appropriate regression tool to use. 

https://www.webbenkater.com/
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In this study, the PLS constructs are the constructs chosen from the research model, 

namely perceived vulnerability to privacy risks, information privacy concerns, privacy 

protecting behavior and lastly awareness of privacy policies. In the meantime, the 

variables for the PLS model are representing the survey questions and could be stated to 

be both a formative and reflective nature. However, it is here argued that all the 

variables are formative to the constructs of the research model since the constructs can 

be said to consist of different layers which all are constructed by the variables and if any 

of the variables (survey questions) were changed the meaning of the constructs would 

change. Since this is the case, PLS Algorithm (and not Consistent PLS Algorithm) will 

be used because it is suitable for a model consisting of formative variables.  

Moreover, bootstrapping is in this study used to validate the results, namely by 

estimating how consistent the results are. The bootstrapping is done with 5.000 

subsamples, this number was chosen based on the literature by Hair et al. (2014). R-

square is also a statistical measure used in this study to investigate whether the model 

fits the data or not, the value will be presented together with the models. Further, the 

values of the path coefficients display how the vulnerability construct in the research 

model is related to the constructs of behavior, concerns and awareness and how the 

constructs of concerns/awareness are related to the construct behavior. Lastly, the outer 

weight measurement is used to see how much each of the variables (survey questions) is 

contributing to the associated construct. An example of this could be to see how much 

Q7V (Q stands for question and V for vulnerability) is contributing to the perceived 

vulnerability to privacy risks construct. 

The statistical significance level for this study will be set to 95% which means that any 

results with a p-value higher than 0,05 can not be assumed to be statistically significant.  
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4. Result and Discussion 

In this section the result will be presented and then discussed and analyzed in 

comparison to previous research in this area.  

4.1 Results 

Firstly, the demographic result will be presented and then the gender distribution within 

the two subgroups will be shown followed by the correlation between associated survey 

questions. Moving on, the answers to the survey questions, divided on IT education and 

no IT education, will be presented. Subsequently, the result generated when using PLS 

regression on the two subgroups and lastly the results from PLS regression, when the 

survey questions’ answers are divided between males and females, will be elaborated 

upon. 

4.1.1 Demographic results 

In this section an overview of the participants’ demographics is given. The demographic 

results are important in order to understand whether the results could be used as a 

generalization. 

 

Diagram 1. Diagram of Gender Distribution. 
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The result is fairly even distribution between females and males in the group of 

participants as a whole. However, the gender distribution within the two subpopulations 

is further analyzed in the following section (4.1.2). 

 

Diagram 2. Diagram of Age Distribution. 

The participants in this study have a wide range of age, although, the majority of the 

224 participants in this study, 130 or 58,0%, were of the age between 21 and 30 years 

old.  
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Diagram 3. Diagram of IT Education Distribution. 

There exists a slight overrepresentation of IT-educated participants, however, it is 

argued that both groups are big enough to generate statistically significant results. 

4.1.2 Relationship between Gender and IT education 

Since the dependent variable in this research is respondents with an IT education, which 

is also the variable with the main focus, it is interesting to see how the other 

demographic variables are correlated to IT education. Gender will be investigated 

further with a barplot and chi-square measures in order to see if it could be explanatory 

factors behind IT education. This because previous literature (Benamati, Ozdemir and 

Smith, 2017) mentions that gender is an important demographic factor and will, for 

example, affect privacy concerns. The variable age will not be investigated further as an 

explanatory factor due to the fact that the distribution of age was not distributed widely, 

74,1% of the participants were younger than 31 years old (see diagram 2).  

 

Figure 2. A figure of gender distribution for IT-educated compared to non-IT-educated. 

In the group of IT-educated participants, there were 88 males (64,2%), 49 females 

(35,8%) and 0 (0%) participants identifying as something else. In the group of non-IT-

educated participants was there 29 males (33,3%), 55 females (63,2%) and 3 (3,4%) 

participants identifying as something else. This result is significant, the chi-square test 

had a p-value of 0,000. This result is interesting due to the observation that IT-educated 

groups seem to have a bigger representation of males and vice versa for the group of 

non-IT-educated participants. It is argued in this thesis that this is representative for the 

targeted groups.  
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4.1.3 Relationship Between Associated Survey Questions 

Below the correlation between the associated survey question is presented. This because 

a high correlation between associated questions would be expected for a model with a 

fitting research model and appropriately formulated research questions. 

   

Table 1. Correlation between vulnerability questions.   Table 2. Correlation between awareness questions. 

    

Table 3. Correlation between behavior questions.            Table 4. Correlation between concern questions. 

*** p-value of 0,000. 

In table 1 it is visible that all the survey questions concerning vulnerability are 

correlated to each other, the same applies to the questions concerning awareness, 

behavior and concerns. It is therefore argued that the chosen research model is a fitting 

model to the here conducted research and that the chosen survey questions were 

appropriate and aligned with the research model. 
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4.1.4 The difference between IT-educated and non-IT-educated 

Perceived Vulnerability to Privacy Risks 

In this part the answers given by the two subpopulations concerning perceived 

vulnerability to privacy risks are presented, this gives rise to a primary indication of 

important differences. 

 

Figure 3A. Results to questions concerning vulnerability for non-IT-educated individuals. 

 

Figure 3B. Results to questions concerning vulnerability for IT-educated individuals. 

Q7V I could be subjected to a malicious computer/information security problems (e.g. 

virus, identity theft, hacking etc.): 8,9% of non-IT-educated participants respectively 

14,3% IT-educated participants answered that they could be the subject for 

computer/information security problems. 12,1% respectively 15,2% of the participants 

were neutral. Moreover, 3,6% of non-IT-educated participants and 4,0% of the IT-

educated participants did not think it was likely to be the subject of 
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computer/information problems. This result is however not significant, the chi-square 

test had a p-value of 0,604. 

Q8V I feel my personal information could be made available to unknown individuals or 

companies without my knowledge: 49,4% of non-IT-educated participants respectively 

61,3% IT-educated participants thought it was likely that their personal information 

could be made available to others without their knowledge. 12,6% respectively 27,7% 

of the participants were neutral to this question. Moreover, 3,5% respectively 0,7% did 

not think it was likely that their personal information could be made available to others 

without their knowledge. This result is not significant, the chi-square test had a p-value 

of 0,204. 

Q9V I feel my personal information could be made available to government agencies: 

46,0% of the non-IT-educated participants respectively 54,7% of the IT-educated 

participants felt that their personal information could be made available to government 

agencies. 27,6% respectively 27,0% of the participants were neutral. Moreover, 1,2% of 

the non-IT-educated participants respectively 1,5% of the IT-educated participants did 

not feel it was likely that their personal information could be made available to 

government agencies. This result is however not significant, the chi-square test had a p-

value of 0,768. 

Based on these results, it can be concluded that there were no large neither no 

significant results between the two subpopulations. 
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Awareness of Privacy Policies 

In this part the answers given by the two subpopulations concerning awareness of 

privacy policies are presented which give rise to a primary indication of important 

differences. 

 

Figure 4A. Results to questions concerning awareness for non-IT-educated individuals. 

 

Figure 4B. Results to questions concerning awareness for IT-educated individuals. 

Q10A I am aware of what a privacy policy is: 28,7% of the non-IT-educated 

participants respectively 56,9% of the IT-educated participants were aware of what a 

privacy policy is. 16,1% respectively 10,2% were neutral. Moreover, 9,2% of the non-

IT-educated participants respectively 2,2% of the IT-educated participants were not 

aware of what a privacy policy is. This result is significant, the chi-square test had a p-

value of 0,000. 
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Q11A I am aware of what my personal information is used for when I approve a privacy 

policy: 8,1% of the non-IT-educated participants respectively 10,2% of the IT-educated 

participants were aware of what their personal information is used for when approving a 

privacy policy. 20,7% respectively 27,0% were neutral. Moreover, 20,7% of the non-IT-

educated participants respectively 19,7% of the IT-educated participants were not aware 

of  what their personal information is used for when approving a privacy policy. This 

result is however not significant, the chi-square test had a p-value of 0,769. 

Q12A I am aware of what information could be found in a privacy policy: 6,9% of the 

non-IT-educated participants respectively 16,8% of the IT-educated participants were 

aware of what information could be found in a privacy policy. 27,6% respectively 

27,0% were neutral. 24,1% of the non-IT-educated participants respectively 12,4% of 

the IT-educated participants were not aware of what information could be found in a 

privacy policy. This result is not significant, the chi-square test had a p-value of 0,077. 

Based on these results, it can be concluded that there was only one significant difference 

between the two subpopulations namely that a larger percentage of the IT-educated is 

aware of what a privacy policy is. 
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Privacy Protecting Behavior 

In this part the answers given by the two subpopulations concerning privacy protecting 

behavior are presented, which give rise to a primary indication of important differences. 

 

Figure 5A. Results to questions concerning behavior for non-IT-educated individuals. 

 

Figure 5B. Results to questions concerning behavior for IT-educated individuals. 

Q13B I read the privacy policy before accepting it: 2,3% of the non-IT-educated 

participants respectively 2,2% of the IT-educated participants agree to read privacy 

policies before accepting them. 9,2% respectively 13,1% of the participants are neutral. 

Moreover, 55,2% of the non-IT-educated participants respectively 51,1% of the IT-

educated participants do not agree to read privacy policies before accepting them. This 

result is not significant, the chi-square test had a p-value of 0,290. 

Q14B I am more inclined to read the privacy policy if it is directly presented to me: 

15,0% of the non-IT-educated participants respectively 15,3% of the IT-educated 
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participants agree that they are more inclined to reading privacy policies when they are 

directly presented. 20,7% respectively 25,6% of the participants were neutral. 23,0% of 

the non-IT-educated participants respectively 21,2% of the IT-educated participants do 

not agree that they are more inclined to read privacy policies when they are directly 

presented. This result is however not significant, the chi-square test contained a p-value 

of 0,929. 

Q15B I read updated versions of privacy policies: 0,0% of the non-IT-educated 

participants respectively 2,2% of the IT-educated participants agree upon reading 

updated versions of privacy policies. 9,2% respectively 6,6% of the participants were 

neutral. Moreover, 69,7% of the non-IT-educated participants respectively 64,2% of the 

IT-educated participants do not agree upon reading updated versions of privacy policies. 

This result is not significant, the chi-square test had a p-value of 0,388. 

Q16B I do read the privacy policy from companies/services I do not trust: 17,2% of the 

non-IT-educated participants respectively 23,4% of the IT-educated participants agree 

upon reading privacy policies for companies/services they do not trust. 19,5% 

respectively 19,0% of the participants were neutral. 20,7% of the non-IT-educated 

participants respectively 16,8% of the IT-educated participants do not agree upon 

reading privacy policies for companies/services they do not trust. Though, this result is 

not significant, the chi-square test contained a p-value of 0,765. 

Based on these results, it can be concluded that there were no larger visual or significant 

differences for the two subpopulations concerning their privacy protecting behavior. 
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Information Privacy Concerns 

In this part the answers given by the two subpopulations concerning information 

privacy concerns are presented, which give rise to a primary indication of important 

differences. 

 

Figure 6A. Results to questions concerning concerns for non-IT-educated individuals. 

 

Figure 6B. Results to questions concerning concerns for IT-educated individuals. 

Q17C I believe it is important to read the privacy policy: 15,0% of the non-IT-educated 

participants respectively 19,7% of the IT-educated participants agree upon believing it 

is important to read privacy policies. 35,6% respectively 32,8% were neutral. Moreover, 

9,2% of the non-IT-educated participants respectively 8,0% of the IT-educated 

participants do not agree upon believing it is important to read privacy policies. This 

result is however not significant, the chi-square test had a p-value of 0,896. 
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Q18C I consider myself to be concerned about how my personal information could be 

used by others: 8,1% of the non-IT-educated participants respectively 21,2% of the IT-

educated participants agree upon considering themselves to be concerned about their 

personal information. 34,5% respectively 26,3% of the participants were neutral. 

Moreover, 16,1% of the non-IT-educated participants respectively 7,3% of the IT-

educated participants do not agree upon considering themselves to be concerned about 

their personal information. This result is significant, the chi-square test contained a p-

value of 0,020. 

Q19C I consider myself concerned about how my personal information could be used 

for unforeseen purposes: 20,7% of the non-IT-educated participants respectively 27,0% 

of the IT-educated participants agree upon considering themselves concerned for their 

personal information being used for unforeseen purposes. 27,6% respectively 21,2% 

were neutral. Moreover, 12,6% of the non-IT-educated participants respectively 5,8% of 

the IT-educated participants do not agree upon considering themselves concerned for 

their personal information being used for unforeseen purposes. This result however not 

is significant, the chi-square test had a p-value of 0,259. 

Based on these results, it is visible that there are some differences between the two 

subpopulations however the difference is only significant for one question namely for 

the question I consider myself concerned about how my personal information could be 

used by others. It therefore seems like the IT-educated individuals consider themselves 

to have more concerns regarding this aspect of personal information. 
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4.1.5 SEM Models Bootstrapping 

In this part of the result section the result, divided upon IT-educated and non-IT-

educated, was generated with a PLS algorithm and with bootstrapping. By means of 

PLS all the variables were integrated in order to examine whether that would create a 

greater difference than when compared individually (see section 4.1.3-4.1.5). 

Bootstrapping Non-IT-Educated 

 

Figure 7A. Bootstrapping done for the non-IT-educated individuals. 

For Figure 7A the construct Concerns has an R-square value of 0,005. The construct 

Behavior has an R-square value of 0,294. The construct Awareness has an R-square 

value of 0,062.  

Concerns and Behavior have a Path Coefficient of 0.483 and a p-value of 0.003. The 

path coefficient of 0,483 represents a moderately strong positive relationship between 

the mentioned constructs and the p-value of 0,003 indicates that the significance level is 

high.  

In this figure (figure 7A) it is visible that the variables/questions Q9V, Q10A, Q14B, 

Q16B and Q17 have an outer weight implying that they are contributing to their 

associated construct. 
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Bootstrapping IT-Educated 

 

Figure 7B. Bootstrapping done for the IT-educated individuals 

For figure 7B the construct Concerns has an R-square value of 0,146. The construct 

Behavior has an R-square value of 0,476. The construct Awareness has an R-square 

value of 0,012.  

Awareness and Behavior contain a Path Coefficient of 0,604 and a p-value of 0,000. 

The path coefficient of 0,604 represents a strong positive relationship between the 

mentioned constructs and the p-value of 0,000 indicates that the significance level is 

high. 

In this figure (figure 7B) it is visible that the variables/questions Q7V, Q11A, Q12A, 

Q13B, Q16B, Q17 and Q19 have an outer weight implying that they are contributing to 

their associated construct. 
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4.1.6 Bootstrapping of Gender 

The group Others from Gender has been excluded from the PLS Algorithm analysis 

since there were too few participants that gave this answer. 

 

Figure 8A. Bootstrapping of Females                                    Figure 8B. Bootstrapping of Males 

  

For figure 8A the construct Concerns has an R-square value of 0,155. The construct 

Behavior has an R-square value of 0,387. The construct Awareness has an R-square 

value of 0,000. For figure 8B the construct Concerns has an R-square value of 0,070. 

The construct Behavior has an R-square value of 0,430. The construct Awareness has an 

R-square value of 0,057. It can therefore be concluded that the difference between the 

two groups is not so large and the construct Behavior is, in both cases, the construct 

with the greatest explanatory power. 

In figure 8A (figure for females) the Awareness and Behavior have a Path Coefficient 

of 0,589 with a p-value of 0,000. The path coefficient of 0,589 represents a strong 

positive relationship between the stated constructs and the p-value of 0,000 indicates 

that the significance level is high.  

In figure 8B (figure for males) the Concerns and Behavior have a Path Coefficient of 

0,423 with a p-value of 0,000. The path coefficient of 0,423 represents a moderately 

strong positive relationship between the stated constructs and a p-value of 0,000 

indicates that the significance level is high. In the same figure Awareness and Behavior 

have a Path Coefficient of 0,429 and a p-value of 0,000. The path coefficient of 0,429 

represents a moderately strong positive relationship between the stated constructs and 

the p-value of 0,000 indicates that the significance level is high. 
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Based on these results, it can be concluded that both females and males awareness of 

privacy policies has a positive relationship with their privacy protecting behavior, 

although this effect is stronger for females. For males there is also a second positive and 

significant relation namely between information privacy concerns and their privacy 

protecting behavior. Interesting is that the same relationship for females is negative 

although it is not significant. 

4.2 Discussion 

In this section the discussion of the analysis will take place. Firstly, the results and the 

hypotheses are compared, then the research questions are discussed and answered. 

Lastly, other potentially important findings in this study will be discussed.  

4.2.1 Discussion of the Difference Between Constructs 

Figure 7A, which is the figure for non-IT-educated, only allows for one hypothesis to be 

statistically accepted when the significance level is 95%. The hypothesis accepted is 

hypothesis 1, suggesting that information privacy concerns have a positive relationship 

with privacy protecting behavior and the figure shows that the path coefficient value is 

0,483 (and the p-value is 0,003). It means that there is a positive relationship between 

these two constructs and therefore when individuals have more privacy information 

concerns they will also have a more privacy protecting behavior. This result is in line 

with the result found by Al-Saqer and Seliman (2016). No other hypotheses could be 

accepted for the non-IT-educated group on a 95% significance level which is not in line 

with the results found by Al-Saqer and Seliman (2016). In contrast, their research also 

supported hypothesis 3, hypothesis 4 and hypothesis 5.  

For the group of survey participants with an IT education, the results of the generated 

PLS figure (see figure 7B) were different from the figure for the group of non-IT-

educated survey participants. This figure supported both hypothesis 1, hypothesis 2 and 

hypothesis 5. It shows that information privacy concerns have a path coefficient to 

privacy protecting behavior of the value 0,250 (p-value is 0,016), which implies that the 

more concerns an IT-educated individual has the more privacy protecting his or her 

behavior is. This is a similar result to the group of non-IT-educated individuals. 

Moreover, a higher degree of privacy awareness of privacy policies has a positive 

relationship with privacy protecting behavior for this group. The path coefficient value 

between these two is 0,604 (p-value is 0,000). This is in contrast to the research of Al-

Saqer and Seliman (2016) since their results did not support hypothesis 2. The last 

supported hypothesis in this study is hypothesis 5, stating that perceived vulnerability to 

privacy risks positively affects information privacy concerns. The path coefficient value 

between these two is 0,381 with a p-value of 0,023. 
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Based on the paragraphs above the first research question can be answered, asking Is 

there a correlation between privacy awareness, concerns, vulnerability and behavior 

for non-IT-educated individuals respectively for IT-educated individuals? For non-IT-

educated individuals there only exists one significant correlation, between their 

concerns and their behaviors. The discovered positive correlation implies that more 

concerns will increase their privacy protecting behavior. However, for IT-educated 

individuals three positive correlations were found. Stating that more concerns and a 

higher degree of awareness have a positive relationship to privacy protecting behavior 

and feeling more vulnerable is implied to increase the privacy concerns of the 

individuals. 

4.2.2 Discussion of the Awareness Related to Privacy Policies 

By comparing the results in figure 4A and in figure 4B it is visible that 28,7% of the 

non-IT-educated participants respectively 56,9% of the IT-educated participants were 

aware of what a privacy policy is and that  9,2% of the non-IT-educated participants 

respectively 2,2% of the IT-educated participants were not aware of this. Moreover, 

6,9% of the non-IT-educated participants respectively 16,8% of the IT-educated 

participants were aware of what information could be found in a privacy policy and 

24,1% of the non-IT-educated participants respectively 12,4% of the IT-educated 

participants were not aware of this. The first presented result produced a significant chi-

square test on a 95% significance level and the second presented result produced a 

significant chi-square test on a 90% significance level. It can therefore be concluded 

that individuals with an IT education are significantly more aware of what a privacy 

policy is and what information could be found in it compared to non-IT-educated 

individuals.  

The above stated is interesting if compared to the groups’ corresponding behaviors 

because only 2,3% of the non-IT-educated participants respectively 2,2% of the IT-

educated participants agree to reading privacy policies before accepting them (see figure 

5A and figure 5B, although it should be noted that this difference was not statistically 

significant) meaning that even if the IT-educated group are significantly more aware of 

what a privacy policy is and what information could be found in it, they are not more 

inclined to read the privacy policy. However, this could be explained by the research 

done by Steinfeld (2016) who found that very few individuals read privacy policies 

since they find them to be too long and too complex which made them difficult to 

understand. By difficult to understand the author states that privacy policies are often 

written with legal and vague terms. Therefore, it is argued in this thesis that IT 

education does not contribute to make privacy policy easier to understand. Although, 

based on the findings in this thesis together with the findings done by Steinfeld (2016) it 

could be a suggestion for further research to investigate whether individuals with law-
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education would have an easier time understanding privacy policies and therefore be 

more inclined to read them.  

So to answer the research question How is privacy awareness of IT-educated 

individuals expressed in the context of privacy policies? it can be concluded that 59,6% 

of the IT-educated individuals express that they are aware of what a privacy policy is 

and 16,8% are aware of what information could be found in them. Although, even if a 

significant positive correlation between IT-educated individuals’ awareness and 

behavior was found it seems like being aware of what a privacy policy does not mean 

the individual will read it since only 2,2% expressed that they read the privacy policies 

and 51,1% state that they do not read privacy policies. This conclusion is not in line 

with the conclusion made by Malandrino, Scarano and Spinelli (2013) since they state 

that awareness and education can reduce the exposure an individual faces online. 

Exposure is here argued to be the same as accepting a privacy policy without reading it 

first. Moreover, the result in this study is not either in line with the results found by 

Büchi, Just and Latzer (2016) since they concluded that internet skills are a key factor 

for explaining individuals’ privacy protecting behavior. Although, this contradicting 

result could be based on the fact that internet skills may not be equalized to the IT 

education mentioned in this thesis since it was not investigated what kind of IT 

education the survey participants have. 

4.2.3 Discussion of the Privacy Paradox 

Barth and de Jong (2017) state that users online have a tendency to conduct actions that 

are privacy-compromising even though they have concerns for their privacy. This is a 

clear example of the meaning with the privacy paradox - when concerns are not aligned 

with the actual behavior. However, this is not a paradox that the results of this study 

support. For both non-IT-educated and for IT-educated individuals there is a positive 

and significant correlation between information privacy concerns and privacy protecting 

behavior (see figure 7A and 7B), meaning that the more concerns an individual has the 

more privacy protecting the behavior is.  

Although, a possible explanation for this is the research presented by Kokolakis (2017) 

which is challenging the privacy paradox. More specifically, the author states that 

young people may not be objects for the privacy paradox since they restrict access to 

their profiles, use pseudonyms, and adjust their privacy settings. Since 74,1% of the 

survey participants in this study have an age below 31 years old (see table 2) it is argued 

that Kokolakis’ (2017) statements could be applied to the results produced by this study. 

However, it should be noted that the author does not name privacy policies as a 

behavior specific to young people, which weakens this argumentation. So to answer the 

research question Is the privacy paradox present for IT-educated individuals and for 

non-IT-educated individuals when it comes to privacy policies? it can be stated that the 
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privacy paradox is not present for neither of the two subpopulations. However, if a 

deeper analysis is made of figure 6A and figure 6B (concerning individuals information 

privacy concerns) and of the survey questions Q18C and Q19C it is visible that a larger 

group of IT-educated individuals compared to smaller group of non-IT-educated 

individuals (21,2% respectively 8,1%) are concerned about their personal information 

and if it is used for unforeseen purposes (27,0% respectively 20,7%). (It should be noted 

that the difference for question Q18C is statistically significant on a 95% level, although 

the result for Q19C is not significant.) Despite this, the two groups, when comparing the 

survey questions with results in figure 5A and figure 5B, barely answered differently to 

how they behave when it comes to privacy policies. Therefore, it can be argued that IT-

educated individuals behave the same as non-IT-educated individuals even though they 

are more concerned about their information privacy. 

4.2.4 Discussion of the Implication of Gender on the Research Results 

Based on the results of the Spearman’s correlation analysis it is clear that the chosen 

research model is fitting to the survey since all the questions related to each construct 

are positively correlated to all the other survey questions related to the same construct 

(see table 1 to table 4). The correlation between the survey questions is significant at a 

99% significance level. However, when analyzing the gender distribution in the two 

examined subpopulations it is also made clear that there is a significant difference in the 

percentage of males versus the percentage of females between the two subpopulations 

(see figure 2). Based on this, there was a strong incentive to investigate this further in 

order to see if gender could be a hidden explanatory. Although, it was quickly decided 

that the relationship between IT education and age would not be analyzed deeper. This 

because the distribution of the survey participants’ ages was not large enough, most 

participants were younger than 31 years old (74,1%, see diagram 2) and it was, 

therefore, no incitement to investigate this further.  

Moving on to the relationship between gender and IT education it was visible that there 

was a higher percentage of male participants in the group of participants with an IT 

education than in the group of participants with no IT education, in this group the 

percentage of females was instead larger. This difference was significant and had a p-

value of 0,000. Therefore, a PLS regression was performed on the data when it was split 

into male and female instead of IT-educated and non-IT-educated. It should be noted, 

however, that the three participants that marked their gender as other were excluded 

from the PLS algorithm since that group was not large enough. For both females and 

males awareness of privacy policies was positively and significantly related to privacy 

protecting behavior. For females, perceived vulnerability to privacy risks has a positive 

significant relationship with information privacy concerns (see figure 8A). For males, 

information privacy concerns have a positive significant relationship with privacy 

protecting behavior. This is in line with the statement made by Steinfeld (2016) when 
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stating that users who express concerns for their privacy are more likely to report 

reading privacy policies/behave in a privacy protecting behavior. However, the author 

also states that females are more likely to behave in a privacy protecting way than males 

and this statement could not be reinforced by the results in this study. Moreover, it is 

interesting that Benamati, Ozdemir and Smith (2017) state that females have more 

privacy concerns than males since that was not something that could be confirmed in 

this study. 
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5. Conclusion 

Based on the results of this study and the discussion a couple of conclusions can be 

drawn. Firstly, there exist positive and significant relationships between some of the 

constructs in the research model (see figure 1) for both the group of non-IT-educated 

and IT-educated. For the non-IT-educated there is a relationship between information 

privacy concerns and privacy protecting behavior. However, for the group of 

participants with an IT education there exists multiple positive relationships, namely 

awareness of privacy policies and information privacy concerns. These have a positive 

relationship with privacy protecting behavior and perceived vulnerability to privacy 

risks is implied to increase an individual's information privacy concerns. 

Secondly, it was found that IT-educated have more awareness but that does not imply 

that they are behaving in a more privacy protecting behavior than non-IT-educated 

individuals. This implies that there exists another paradox (see discussion under 4.2.2). 

Moreover, this result is not in line with previous research which states that 

education/skills can improve an individual’s privacy protecting behavior.  

Based on these results, it can be concluded that both females and males awareness of 

privacy policies positively have a positive relationship with their privacy protecting 

behavior, although this effect is stronger for females. For males there is also a second 

positive and significant relation namely between information privacy concerns and their 

privacy protecting behavior. Interesting is that the same relationship for females is 

negative although it is not significant. 

Lastly, it can be concluded that the privacy paradox is not present for any of the 

investigated subpopulations. Although, it was found that IT-educated and non-IT-

educated individuals behave similarly even though the IT-educated individuals have 

more concerns than non-IT-educated individuals. 
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6. Limitations and Further Research 

In this section the limitation of this thesis will be presented, followed by suggestions for 

further research.  

6.1 Limitations 

One limitation of this study is the number of survey participants. 224 participants 

succeeded in filling in the survey correctly, however, if the number of participants 

would have been bigger it would have made it easier to use the results for generalization 

purposes. Additionally, a larger number of participants could have contributed to a 

wider spread in the participants’ demographics as for instance more variation in age. 

The results in this study regarding privacy concerns, privacy awareness, privacy 

vulnerability and privacy behavior is based on the survey question that is used and it can 

be argued that the survey questions are not highlighting enough important factors of 

these construct and that the survey could have been extended with more questions 

related to each of the four constructs. A further limitation is that the research model is 

not tailored for the purpose of this study since it was derived from Al-Saqer and 

Seliman (2016) and the exclusion of the construct “perceived response efficacy” could 

be a factor for the fit of the model.  

Moreover, the answers of the participants can be argued to not be truthful to reality 

since there is no guarantee that the participants did answer the survey truthfully. It could 

also be the case that the participants answered the survey as they wish to behave 

towards privacy-related issues.  

6.2 Further Research 

For further research within this area, it is suggested to conduct studies in order to see 

what kind of IT education is the most relevant in order for individuals to behave in a 

privacy protecting manner. There could exist a difference in how individuals with an IT 

security education behave online compared to how individuals with an education in 

software development behave online. 

Another interesting aspect for further research would be to see if mandatory IT 

education in the first years of school (elementary school/high school) would have an 

effect on individuals’ privacy concerns, awareness and behavior. 

Moreover, research on the design of privacy policies would be interesting, in order to 

exam if their form has an impact on privacy protecting behavior. Namely, if privacy 

policies were easier to understand would it have an impact on awareness and behavior.  
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Appendix  

1. Statistical measures 

Here, the statistical measures of importance for this study are presented. 

1.1 Significance Level 

Sig (2-tailed) or the so-called p-value is a value that shows if a correlation between 

values is significant or not. If a correlation is significant it means that the correlation 

was not formed by a coincidence, it is rather a correlation that can be expected for the 

entire population of data. When the p-value limit or the so-called significance level, is 

set to 0,05 respectively 95% it means that there is a 5% risk that the observed result was 

a coincidence and that it therefore might not be repeatable again. (Saunders, Lewis and 

Thornhill, 2009) 

1.2 Spearman’s Correlation 

In this study, the Spearman’s correlation analysis is used since it measures the strength 

and direction of the relationship between two ranked ordinal, interval or ratio variables. 

The Spearman’s correlation is used for monotonic/parametric relationships and 

therefore more fitting for this study than the Pearson’s correlation which is used for 

linear/non-parametric relationships. If a significant correlation exists, the change of one 

variable will affect the second correlated variable. How the second correlated variable is 

affected depends on whether the correlation is negative or positive. The correlation 

value can vary from -1 to +1. (Saunders, Lewis and Thornhill, 2009) 

1.3 Chi-square 

The chi-square test, also known by the denotation χ
2
, is a statistical hypothesis test 

where the null hypothesis assumes that the tested data can be classified into mutually 

exclusive classes. More specifically, the chi-square test is a test which determines if the 

observed difference between different classes is statistically significant or not. It is 

normally constructed from the sum of squared errors or from the sample variance. 

(Saunders, Lewis and Thornhill, 2009) 

1.4 Partial Least Square Regression Analysis 

Partial Least Square (PLS) is a regression tool used for multivariate correlation analysis. 

It can measure the relationship between some constructs and between multiple 

quantitative variables. PLS is a fitting tool to use when the goal of the research is to 

predict or investigate. (Garson, 2016) PLS can be used for analyzing both relationships 
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of formative or reflective nature. The choice to use either a formative or reflective 

model should depend on the variables. In a reflective model, the construct is assumed to 

be the “truth” and the variables are reflecting the truth of the construct. This implies that 

dropping one of the variables will not have a significant implication on the model since 

the construct still is considered to be true. In a reflective model, the arrows move in the 

direction from the construct to the variables. Contradictory, in the formative model all 

the variables represent a layer of meaning for the construct, more specifically the 

variables represent the “truth”. Because of this, dropping one variable will have a 

consequence on the model. Moreover, the arrows in a formative model move in a 

direction from the variable to the construct. (Garson, 2016) 

1.5 Bootstrapping 

Bootstrapping is a method commonly used for validating data. It is used to determinate 

and evaluate the significance level of each formative indicator. Bootstrapping estimates 

models for each subsample by drawing a large number of subsamples from the data. 

The subsample size often varies from 5000 and up. These estimates are used to establish 

the consistency of the results. (Hair Jr, Sarstedt, Hopkins and Kuppelwieser, 2014) 

1.6 R-Square 

R-square is a commonly used statistical measure of how the model fits your data, more 

specifically the predictive accuracy of the model. It is a goodness-of-fit measure on a 

scale from 0 to 1. Where the 0 and 1 represent 0 and 100%, the value of R-square is 

always between 0 and 100%. This percentage indicates how much of the variance of our 

constructs (deviation from the mean) can be explained collectively by our independent 

variables. (Hair Jr et al., 2014) 

1.7 Path Coefficient 

Path coefficients represent the relationships linking the constructs in a PLS model to 

each other. The range of the path coefficients is standardized to range between +1 to -1. 

The coefficients close to -1 represents a strong negative relationship and the strong 

positive coefficients are closer to +1. Bootstrapping is done to test for significance. 

Generally, the path coefficients closer to -1 or +1 are statistically significant, although 

this is not always the case. (Hair Jr et al., 2014) 

1.8 Outer Weights 

Outer weights are the representation of the relative contribution of each individual 

variable to the associated construct. It is a tool used for measurement in formative 

models. More indicators belonging to the construct will lead to a smaller maximum 
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value for the current weight. Outer weights do not measure in scales from 0 to 1, 

instead, the weights vary from 0 to an absolute maximum lower than 1. (Garson, 2016) 

2. Conclusion of the Literature Review 

 

Reference 1 Steinfeld, Nili. 2016. “I agree to the terms and conditions”: (How) do 

users read privacy policies online? An eye-tracking experiment. 

Computers in Human Behavior. Vol 55. pp. 992-1000. 

The purpose of 

the study 

The purpose of this study is to research what users’ behavior and 

attitude towards privacy policies look like. The research includes 

studies on if the users tend to read the policy if it is by default 

presented to them or not. The participants in the study are split into 

two groups one is where the privacy policy is presented by default and 

the other group is presented with a link leading to the privacy policy. 

The result of the 

study 

The result of the study is showing that the participants that were 

shown the privacy policy by default spent about 1 minute to read the 

document, the article states that it indicates that the policy was read 

relatively carefully. 79.7% of the participants in the other group did 

agree to the privacy policy without clicking on the link and reading it. 

The study also discusses further the comparison between the two 

groups.  

Significance for 

this study 

The research on how people interact with privacy policies and their 

understanding of them can, therefore, be relevant for the background, 

problem description and discussion. 

Critical 

reflections 

There were 64 participants in each group and it can be argued that the 

amount is not high enough for making any generalizations.  

Reference 2 Kokolakis, Spyros. 2017 Privacy attitudes and privacy behavior: A 

review of current research on the privacy paradox phenomenon. 

Computers & Security, vol 64, pp. 122-134. 

The purpose of 

the study 

The purpose of the study is to review literature and research done on 

the privacy paradox. The main purpose of the article is to answer 

these two questions: 
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- Does the information privacy paradox exist? 

- What explains the dichotomy between privacy attitude and privacy 

behavior? 

The result of the 

study 

The result of the study is a compilation of the different literature and 

research the author has reviewed. From this compilation the author 

claims that the privacy paradox is a complex phenomenon and 

requires more research.  

Significance for 

this study 

The study is significant for this study because it creates a further 

understanding of the privacy paradox. Through the articles 

presentation of earlier research and analysis of the privacy paradox it 

contributes to deeper understanding. 

Critical 

reflections 

The study consists of a systematic literature review on earlier research 

done on the privacy paradox. It is of importance that the author 

includes literature and research that both can contradict and support 

the privacy paradox. It can also be said that  

the author's own opinion can have an impact on the result since it is 

the author that choose which literature should be included in the 

study.  

Reference 3 Al-Saqer, Noora S. and Seliaman, Mohammed E. 2016. The Impact of 

Privacy Concerns and Perceived Vulnerability to Risks on Users 

Privacy Protection Behaviors on SNS: A Structural Equation Model. 

International Journal of Advanced Computer Science and 

Applications, vol. 7, no. 5.  

The purpose of 

the study 

The aim of this paper is to investigate Saudi users’ awareness levels 

together with their privacy protection measures and privacy concerns 

in the context of Social Networking Sites (SNS). The authors are 

aiming to do this while also focusing on privacy policies. 

The result of the 

study 

The results showed that information privacy concerns and perceived 

vulnerability positively influence privacy-protection behaviors and 

increases the awareness levels of privacy policies. It also positively 

affects information privacy concerns. No correlation between users’ 

awareness level of privacy policies and their privacy protecting 

behavior were found. 
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Significance for 

this study 

Foremost, this study has a highly relevant research model for this 

thesis. Because of its relevance it has been chosen to be the theoretical 

framework for this thesis. Similar to this thesis the study presented 

there is focusing on privacy policies in the context of privacy 

concerns, behavior, awareness and vulnerability. 

Critical 

reflections 

In order to enhance the research model in this study, more constructs 

could be added. Moreover, the sample size (108 participants) could be 

increases as well as that a qualitative approach to interpret the results 

could have assisted the quantitative methodology now used in order to 

give more depth to the analysis. 

Reference 4 Malandrino, Delfina, Scarano, Vittorio and Spinelli, Raffaele. 2013. 

How increased awareness can impact attitudes and behaviors toward 

online privacy protection. International Conference on Social 

Computing. 

The purpose of 

the study 

The study is aiming to analyze the general perceptions, attitudes, 

beliefs about privacy online in relation to the resulting behavior users 

exhibit for two different populations - ICT students and non-ICT 

students. 

The result of the 

study 

Non-ICT students have more privacy concerns and are less aware of 

privacy risks. Awareness about privacy risks and education about how 

a user can control personal information by the use of privacy-

enhancing technology can reduce the degree of exposure online. 

Significance for 

this study 

The study divides the population into ICT students and non-ICT 

students which is similar to what will be done in this thesis, thereof 

this study’s result can be used as a comparison. 

Critical 

reflections 

The studied population was composed by only italian students with a 

high degree of education and with an age of 20 to 30 years. So it 

could be discussed if this study could be used to generalize a more 

distributed population. 

Reference 5 Büchi, Moritz, Just, Natascha, and Latzer, Michael. 2016. Caring Is 

Not Enough: The importance of Internet Skills for Online Privacy 

Protection. Information, Communication & Society, vol. 20, no. 8. 
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The purpose of 

the study 

The authors’ focus is on how users’ privacy protecting behavior can 

be influenced by privacy awareness, privacy breaches and their 

overall internet skills. 

The result of the 

study 

Stronger privacy awareness does not alone explain privacy protecting 

behavior, however internet skills is a key factor as well as experienced 

privacy breaches when discussing privacy protecting behavior. 

Significance for 

this study 

Since this research has found that internet skills are of importance for 

privacy protecting behavior it, together with Malandrino, Scarano and 

Spinelli (2013) form the base argument for dividing the the studied 

population of this thesis into IT educated and non-IT educated 

individuals.  

Critical 

reflections 

The result of this study is based solely on the Swiss internet users 

answer to a survey. It can therefore be discussed whether the result 

can be generalized on the world’s population or if its only 

representative for the population of Switzerland. 

Reference 6 Barth, Susanne, de Jong, Menno D.T., Jungerc, Marianne , Hartelad, 

Pieter H.  and Roppelta, Janina C.. 2019. Putting the privacy paradox 

to the test: Online privacy and security behaviors among users with 

technical knowledge, privacy awareness, and financial resources. 

Telematics and Informatics. vol. 41, pp. 55-69. 

The purpose of 

the study 

The author have conducted an experiment on the actual privacy 

behavior of smartphone users. The aim of the article is to examine if 

technically skilled mobile phone users show a distinction between the 

actual privacy behavior and the privacy concern. 

The result of the 

study 

The experiment showed that the privacy concerns were high and the 

participants did have concerns about the potential misuse of their 

personal information. Although most participants privacy behavior 

did not match these concerns. The authors conclusion is that when it 

comes to protection personal information the users do not want do 

invest time, money or effort. 

 

Significance for 
This literature can be used for the writing of the background and 

problem description since the article highlights various problems 
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this study found within the field of privacy.  

Critical 

reflections 

The study is done only on smartphone users from the Netherlands and 

the participants were mostly men (83%). In consideration of this it can 

be discussed if the results can be used for generalization of the 

world’s population or not. 

Reference 7 Barth, Sussane and de Jong, Menno D.T.. 2017. The privacy paradox 

– Investigating discrepancies between expressed privacy concerns and 

actual online behavior – A systematic literature review. Telematics 

and Informatics. vol. 34, Issue 7, pp. 1038-1058. 

The purpose of 

the study 

The authors' reason for this study was to compile and review previous 

research done on the privacy paradox. 

The result of the 

study 

The result of this study is a compilation of previous research and a 

discussion of these research results.  

Significance for 

this study 

This literature discusses the privacy paradox and results from 

previous research.The findings  can be used in the discussion of the 

results produced by the survey conducted in this study. Further, the 

article can be used in the background and problem description for 

further understanding of problems related to privacy. 

Critical 

reflections 

It is important to note that the authors might have chosen only 

literature that supports their theory and left out or missed literature 

that contradicts their results. 
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3. Survey 
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