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Abstract 

 

Video game developers have implemented multiple measures to combat piracy throughout history. 

One of these measures, defined in this study as in-game anti-piracy measures, prevents player 

progression on unauthorized copies by degrading gameplay or drastically increasing the difficulty. 

This study conducts a content analysis research on textual data gathered from the world wide web 

to assess the public perception in regards to this type of anti-piracy measures. The data gathered 

for this study consists of 425 statements in the form of comments and forum posts that have been 

coded, divided into themes and then analyzed inductively to generate findings that can be linked 

to Moshirnia’s (2012) previous research. 

Even though no clear results occurred that can confirm Moshirnia’s (2012) findings, this study has 

discovered a potential connection between in-game anti-piracy measures promoting piracy. The 

findings also suggest that the unique “broke features” might lead to the popularization of games 

modded to let legitimate users experience them too. 
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1 Introduction 

Video game developers have been “struggling to keep software pirates at bay since the dawn of 

commercial video game development, with mixed results” (Gamasutra, 2016). Same as other forms 

of digital entertainment businesses, the video games industry has been heavily affected by online 

piracy. The latter represents the illegitimate action of downloading and distributing copyrighted 

content such as movies, books, music and video games (Choi and Perez, 2007). In 2015, media 

analytics firm ‘TruOptik’ reported that an estimate of 2.5 billion copies of video games have been 

illegally downloaded just in the second quarter of 2014. It was widely reported that an approximate 

loss of 74 billion dollars was generated in the gaming industry’s total revenue of the same year 

(CNBC, 2016; PC Gamer, 2016; TorrentFreak, 2015; Nwogugu, 2016). 

Over the course of video games history, developers have implemented several different techniques 

for combating piracy. This study focuses on the game design methods used in order to degrade 

gameplay as an anti-piracy technique. Such degrading strategies might not be aimed at averting 

online piracy but rather at making illegal video game products unplayable or sending illicit 

consumers a message through visuals, sound or text inside the game itself. 

This study aims to analyze and understand the public perceptions of in-game anti-piracy measures. 

The research is conducted through content analysis applied on internet sourced media texts such as 

comments and forum posts. 
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2 Background 

One of the first PC games at retail, Microsoft Adventure (Microsoft, 1979) had on disk protection. 

This type of security system is often referred to as DRM (Digital Right Management) or TPM 

(Technological Protection Measures) (CBC, 2009), and means to prevent consumers from 

performing a backup operation or completely installing the game on the hard drive of their system, 

thus running the game without the original cartridge available. This type of early copy system was 

more likely to be found in games running on systems such as the Commodore Amiga and Atari ST. 

(LGR-History of DRM& Copy Protection in Computer Games, 2012). 

In more recent years, video game developers have started hiring third-party companies such as 

Denuvo to implement the DRM security system by encrypting the video game content, allowing 

access only if the copy of the game proved to be legitimate (How to Geek, 2018). A different 

technique used by some game developers to combat online infringement is the in-game anti-piracy 

measures applied through game design1. Instead of focusing on copy protection, in-game anti-

piracy measures prevent gameplay of illegitimate copies by degrading the game or drastically 

increasing the difficulty.  

Gameplay altering systems have been a method of discouraging piracy ever since the 1990s. One 

example of using these sorts of security implementations is represented by the real time city 

building strategy video game The Settlers III (Blue Byte and released in 1998). Once it detected an 

unauthorized copy being played, the game would stop generating resources or valuable items for 

the player to use in the construction of the level and instead spawn an indefinite number of pigs 

that could not be used in the game. This prevented any progress from being made and made the 

game unplayable (LGR-History of DRM & Copy Protection in Computer Games, 2012). 

Upon its release in 1994, Earthbound (HAL Laboratory) was using a similar gameplay degrading 

technique. The game would verify if it was played on the television standard specific to that region 

in which it was purchased. If it noticed a different format, Earthbound would become an unplayable 

game due to the high number of enemies that were being spawned2. Furthermore, it prevented the 

completion by freezing the game during its last level and deleting all the progress made previously. 

Same tactic can be referenced back to Spyro the Dragon, a 3D platformer game released in 1998 

for the Playstation console. It used in game text messages to let the player know that they were 

playing an illegitimate copy and did not offer any kind of reward resources necessary for 

progression. After several minutes the game would reset and erase its saved files (LGR-History of 

DRM & Copy Protection in Computer Games, 2012). 

Game studio Bohemia Interactive has declared that “one of the aspects of developing any game in 

this modern age is how to protect it” (VG247, 2011). Therefore, the company has created its own 

system of mitigating piracy called DEGRADE, previously known as FADE (PC Gamer, 2011). It 

functions by deliberately introducing errors in the game’s disc. Once the game is launched, it will 

look for those errors present within the disc and if absent, it will know that the game has been 

copied since both CD-ROMS and DVD-ROMs launch error correction measures when copying 

files. If these errors are still present, then DEGRADE will treat it as an authentic version. If not, it 

gradually starts degrading certain aspects of gameplay without any notification or error message, 

making software hackers unaware of the success of cracking3. DEGRADE was used in titles such 

as Operation Flashpoint: Cold War Crisis (Bohemia Interactive, 2001) and generated tactics such 
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as reducing both accuracy and performance of weapons, increasing the enemy hit endurance and 

player injuries or altered the player movement. DEGRADE  has been used ever since in more recent 

titles such as ARMA II (Bohemia Interactive, 2009) and ARMA III (Bohemia Interactive, 2013). 

However, Bohemia Interactive’s CEO, Marek Španěl has declared that these measures are not 

considered a “substitute to conventional copy protection, but rather as a supplement to it” (PC 

Gamer, 2011). 

Other video game studios have implemented similar techniques into their releases. Batman: 

Arkham Asylum, developed by Rocksteady Studios which was released in August 2009, disabled a 

key gameplay mechanic on pirated copies. Without the ability of gliding, players would get trapped 

within the game level which rendered it unfinishable. This resulted in a high number of people 

complaining on various online forums about this problem followed by an Eidos forum 

administrator by the name of Keir to respond: “The problem you have encountered is a hook in the 

copy protection, to catch out people who try and download cracked versions of the game for free. 

It is not a bug in the game’s code, it is a bug in your moral code” (cited on Kotaku, 2009). 

In the first-person shooter game Serious Sam 3 (Croteam, 2011), the Croatian developer integrated 

a different approach. The game featured an overpowered enemy in the form of a red scorpion to 

harass the player during the first few minutes of the introductory level. It was invulnerable to bullets 

and could deal damage to the player from a much greater distance than usual. To make matters 

worse for players of the pirated copy, the game would save automatically right before the encounter 

and reload it after every defeat. In the case of a relaunch, all saved files were immediately corrupted 

or permanently deleted (Pirate THIS! Episode 8- Serious Sam: BFE, 2017). 

However, gameplay degrading measures of combating piracy are not only present in AAA releases. 

Game Dev Tycoon released in 2012 and developed by Greenheart Games is a business simulation 

video game where you start your own game studio and manage resources to gain more sales, 

produce additional titles and expand your company. The indie studio deliberately uploaded a 

cracked version of their game to illegal downloading sites. They also claim that ninety three percent 

out of 3318 total users had downloaded it from torrent websites (Greenheart Games, 2013). In this 

case, the anti-piracy measure came into play by ironically bankrupting the player’s company due 

to piracy. 

One severe example of punishments against pirate players can be found in Cross Days, a Japanese 

erotic visual novel produced by Overflow, called Cross Days. The illegitimate version of the game 

contained a malware that instanced a survey and asked for personal information to be filled in, such 

as email address and password. Moreover, it took a screenshot of the player’s desktop and made it 

public on a website along with the IP address of the culprit (Torrentfreak, 2010). 

 

 

 

 

 



7 
 

2. 1 Warez Scene 

Hetu,Morselli and Langlois, in their study called “Welcome to the Scene: A Study of Social 

Organization and Recognition among Warez Hackers” (2011), define illegally distributed products 

such as books, music, movies, games and software as “warez”. The community of hackers that 

specializes in the removal of copy-protection schemes and distribution of warez gather in groups 

called the “warez groups”. The environment or online community in which these groups thrive is 

also known as “the warez scene”.  

As Reinhard Blaukovitsch, managing director at Denuvo, stated “piracy […] can result in 

potentially huge revenue losses for publishers if their games are compromised within the 14-day 

window following release” (cited in Irdeto, 2018). The process of cracking a video game is done 

first by gaining access to the authorized version of the video game which is then shared among the 

warez group members. If a hacker manages to obtain the source code for a video game, then they 

are able to break (crack) the copy protection, rendering the security measure worthless, thus being 

able to illegally distribute the video game freely without a license. This is achieved without any 

sort of monetary gain in mind but rather as a competition between multiple warez groups in which 

the first to release a crack of a new video game title is more respected within the community (Craig 

et al, 2005; Kammerstetter et al, 2012). Some estimates claim that 80% of sales for anticipated 

titles occur within 14 days from release (Irdeto, 2018), and it is therefore crucial for video game 

companies to implement measures that will delay the release of cracks for as long as possible in 

order to profit from those sales. 
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3 Previous works within the subject area 

Early research on combating piracy argues that DRM represents a solution that will most likely not 

disappear in the near future due to its constant use in battling “zero-day piracy”, term defining a 

game that was cracked before or on the day of the official release (Moshirnia, 2012). An early leak 

can be economically devastating for the games studios as stated in 2007 by Martin Slater, senior 

programmer at 2K Australia: “you can’t afford to be cracked. As soon as you’re gone, you’re gone, 

and your sales drop astronomically if you’ve got a day-one crack” (Slater, cited in Gamespot, 

2007). However, game studios need to “make sure that their efforts to quash piracy don’t impinge 

on legitimate customers enjoyment” (Gorder, 2004, p. 17). In his article, “Balancing Video- Game 

Piracy Issues” (2004), Gorder mentions that the use of DRM can also affect valid buyers by making 

the game unplayable, if used improperly. He gives the example of the role-playing video game 

Wizardry (Sir-Tech, 1981), where more and more customers returned the game since the software 

became less reliable due to DRM. Therefore, the potential tradeoff between the limitation of piracy 

and negative reviews from users might turn to be unfavorable for the reputation of video game 

studios.  

This phenomenon is also likely to occur within the use of gameplay degrading measures. Moshirnia 

(2012) states that the subtle use of game design anti-piracy techniques can lead to a delay of a fully 

functioning cracked release. Without playing through the entire game, crackers might not be aware 

of the subtle in-game protection measures. This too can have negative repercussions of the 

developers though, as illegitimate players unaware that they are playing a game that is deliberately 

flawed might review the game poorly. Such was the case with Assassin’s Creed (Ubisoft, 2007), a 

game that was purposely defective as a piracy security prevention, but after being leaked before its 

official release, the game studio’s reputation was severely damaged due to the high number of 

negative reviews from unlawful users (Gamespot, 2008). 

Nevertheless, creative game design techniques of rendering the game unplayable for pirates, if 

applied correctly, can lead to positive feedback from individuals who are aware of the presence of 

these measures and have encountered internet reactions from frustrated infringing users. Since 

these methods, as Moshirnia states, “entertain rather than offend” (2012, p. 39), their reactions 

might cause a general feeling of aversion within the gaming community against the illegitimate 

players that are being humiliated by the vindictive developers. Moreover, Moshirnia’s article 

affirms that the anti-piracy message is more agreeable if disguised as a malfunctioning video game 

due to its comical nature. Moshirnia’s study concludes that “endogenous DRM, which frustrates 

pirates using in-game elements, appears to deter piracy without angering licensed users” (2012, 

p.66) as opposed to the regular copy protection methods.  

The current research aims to investigate Moshirnia’s (2012) claims that in-game anti-piracy 

measures are effectively combating piracy without upsetting legitimate players and that their 

comical nature can make the anti-piracy message more palatable by treating pirates as players 

rather than as criminals or by “entertaining rather than offending” (2012, p.39).These prerogatives 

serve as a reference for this study debate as they are closely examined in relation to the public 

perception of in-game anti-piracy measures present within data. The study is conducted through 

qualitative content analysis on online comments and forum posts to assess the general public 

opinion on in-game anti-piracy measures, focusing mainly on Serious Sam 3 (Croteam, 2011). 
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4 Purpose 

This study aims to answer the question of ‘what is the public perception of in-game anti-piracy 

measures?’. Moreover, it discusses examples of anti-piracy techniques and analyses the reaction 

from the consumer part through a qualitative method of content analysis.  

A previous study done by Moshirnia (2012), claims that gameplay degrading methods that 

“frustrate pirates with in-game elements, appear(s) to deter piracy without angering licensed users. 

In fact, games have received positive press for novel DRM techniques, which highlight the 

creativity of developers and amuse consumer-base” (2012, p. 66). Moreover, Moshirnia states that 

“endogenous DRM treats pirates as gamers rather than as criminals” (2012, p. 62) and that they” 

entertain rather than offend” (2012, p.39). The current research aims to compare these claims to 

the public perception through content analysis on consumer feedback gathered from internet 

sources. 

The purpose of the current study is to inform future game developers about the effect gameplay 

degrading methods can have on consumers’ opinions and how effective they can be in the eye of 

the public in regards to the video game piracy situation. 
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5 Method and materials 

This study uses qualitative analysis of data collected from the world wide web. Since the purpose 

of this study is to gather general beliefs or perceptions of a certain theme by examining statements 

belonging to a specific group of a considerable size, content analysis has been chosen as an 

adequate and practical method of gaining insight into the issue of anti-piracy methods and its 

effects upon the perception of the gaming community. 

Content Analysis represents “one of the most important research techniques in the social sciences” 

(Krippendorff, 2004, p. 13). It describes the methodological process of understanding messages in 

the form of texts, symbols, audio data and images (Gheyle and Jacobs, 2017). This form of research 

was developed in the 20th century in the United States when sociologists started making use of 

survey research and polling (Flick et al., 2004; Krippendorff, 2004). Although initially content 

analysis was used as a form of quantitative research (focused on counting and measuring), it later 

adapted towards a more qualitative approach of interpreting and understanding the semantic 

relationships and meanings behind texts (Hsieh and Shannon, 2005; Gheyle and Jacobs, 2017). 

Researchers make use of content analysis by learning about different messages and purposes within 

the content of historical or contemporary recorded communication. It can be used as a way of 

quantifying the occurrence of specific phrases, words or concepts and can be applied to a broad 

range of collected data (Scribbr, 2019). Content analysis is applied to a broad range of fields such 

as marketing and media studies, cultural studies, sociology, political science, literature and 

psychology (Writing@CSU, 2020). As Krippendorff states in his study “Content Analysis an 

Introduction to Its Methodology” (2004), content analysis was mainly used in journalism and 

communication research. In more recent years, this type of research has shifted to an effective 

alternative of assessing public opinion. 

Content analysis consists of two categories: Conceptual and relational. Conceptual analysis 

investigates the occurrence and presence of concepts in textual data while relational analysis 

encompasses the conceptual type and expands it in order to also examine the relation between 

certain discovered concepts. These two types of concept analysis can generate different 

interpretations and consequently different results (Columbia.edu, 2012). For this study both 

conceptual and relational types are used since the aim is to identify different opinions within the 

video game consumer community as well as to find if they are related or influenced by each other. 

Due to the human nature of researchers, it is important to mention that content analysis may 

generate errors in both the process of coding the gathered data and of categorizing it. Columbia 

University Mailman School of Public Health defines three criteria for reliability of content analysis: 

• Stability: Consistently re-coding the same data similarly over a period of time. 

• Reproducibility: Classifying categories membership in the same way  

• Accuracy: The rate at which the classification of texts corresponds to a standard. 

The same source enumerates multiple advantages of content analysis such as being an unobtrusive 

means of analyzing interactions, providing insight into human thought processes and language 

usage and being able to directly examine communication using textual data. Although there are 

also disadvantages to this research method such as being subject to interpretational error or simply 

being reduced most of the time to word counts studies, content analysis represents the correct 

approach of conducting this study. 
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The consumer category on which the opinion discourse investigation is focusing consists of both 

individuals that have either purchased or illegally downloaded and played video games modified 

to discourage piracy and those who are informed in regards to this phenomenon through the use of 

internet sources or word of mouth. The user feedback data analyzed comprises of forum posts and 

commentaries gathered from the internet. 

Taking into consideration that this research is focusing on how an explicit group of individuals 

may be able to share the same belief in regards to the video game piracy situation, it is important 

to mention that the data results are being analyzed in a subjective manner and thus the interpretation 

of the results might prove to be biased. It is also important to mention that one of the disadvantages 

of content analysis, when it comes to analyzing contextual data, is the misinterpretation of tone. 

For example, some comments might display irony or sarcasm which might be wrongfully 

interpreted by the researcher, which can cause a margin of error within the analysis of data and 

consequently in the results of the study. Since most online sources contain information related to 

anti-piracy methods which may have also been referenced from other previous sources, the 

measures used in certain games may be repeated and therefore are more popularized within the 

gaming media community. This might lead to a potential portion of the statements to be biased or 

influenced by these sources.  

The data is collected from online sources discussing game design anti-piracy techniques and 

consists of user statements such as forum posts and blog or article comments. Data gathering is not 

only limited to online reports of individuals who have experienced these gameplay degrading 

measures, but also to consumers of video games who have learned about the discussed phenomenon 

from different sources and expressing their opinion through the online medium.  Due to the 

restricted timeframe in which this study was conducted, the scope of data collection has been 

limited to forum posts and commentaries discussing the issue of in game anti-piracy techniques 

and it does not include data results from surveys or interviews.  

The framework for conducting research is based on Zhang and Wildemuth paper entitled 

“Qualitative Analysis of Content” (2009). They describe the process of content analysis as being 

conducted within eight steps, as follows:  

• Preparing the necessary data for the study 

• Defining the unit of analysis 

• Developing a coding scheme 

• Testing the coding scheme on a sample of text from the gathered data 

• Coding the data 

• Assess the coding consistency 

• Drawing conclusions 

• Report the findings 

For the current study, the above-mentioned steps of the qualitative method process have served as 

reference to how to conduct a proper content analysis research. The approach to analyzing and 

interpreting the data is done through the inductive method. As opposed to the deductive method in 

which the study presents an initial theory and supports it with facts from gathered data, the 

inductive method forms the theory as a result of data interpreting. It is more commonly known as 

the grounded theory method (Walsh et al., 2015). 
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5. 1 Data set 

The chosen method of content analysis through qualitative approach requires information and facts 

to be categorized in order to identify patterns or links between multiple groupings. For this study, 

a series of online statements discussing in-game anti-piracy methods in the form of comments and 

forum posts have been selectively chosen as follows: 

• 17 comments from the gaming news website The Sixth Axis. 

• 22 reply posts from the video game digital distribution platform Steam 

• 32 forum posts from the message board of website GameFAQs 

•  11 comment replies from the video game website and blog Kotaku 

• 25 posts on forum website Tech Power Up 

• 179 comments from the blog Rock Paper Shotgun 

• 7 article comments from website Slash Gear 

• 97 article comments from website Tech Report 

• 35 forum posts from the online magazine and video game website The Escapist 

The data selection process focused on finding online sources with the highest presence of debates 

on in-game anti-piracy methods. Serious Sam 3’s (Croteam, 2011) reference to its in-game anti-

piracy measure was used for the search criteria within the Google search engine. This particular 

game was chosen due to its popular in-game anti-piracy measure and the high possibility of 

displaying a decent amount of debates about it. The Google search criteria of ‘invincible scorpion 

Serious Sam 3’ revealed 509 000 search results at the time this study was conducted. Within these 

results, the first 12 articles, forums and blogs were selected as the data sample, out of which 425 

statements in the form of comments and forum posts were chosen as being relevant for this study. 

All comments and statements were then gathered together to be coded and analyzed. Although the 

search criteria has focused on the in-game anti-piracy method present in Serious Sam 3 (Croteam, 

2011) there are multiple references to other video games and their respective measures and  present 

within the data which have also been used and analyzed for this study such as: Batman Arkham 

Asylum (Rocksteady Studios, 2009), Earthbound (HAL Laboratory, 1994), Crysis Warhead 

(Crytek, 2008), ARMA II (Bohemia Interactive, 2009) and GTA IV (Rockstar Games, 2008). 

The process of coding is done by first analyzing the textual data and then finding words that 

represent the predominant qualities or faults consumers attribute to in-game anti-piracy measures 

or that define the general feelings expressed in the consumer statements. Those words are 

abstracted meanings of statements and they represent the code and some statements might fit within 

the criteria of multiple codes. Secondly, after assigning each sample of consumer statements to 

their respective codes, a different sorting criterion will then be applied to the codes. For this second 

step the codes are categorized according to several themes which encompass and represent the 

definition of multiples codes. 

Categorizing the data is done by assigning each statement under one or multiple codes and then 

grouping the codes into their respective themes. Due to the nature of this research of interpreting 

opinions expressed through text it is worth mentioning that some statements might be subjectively 

interpreted thus they can be assigned biased codes or themes leading to minor errors within the 

results of the study. The identified themes are qualitatively analyzed in relation to Moshirnia’s 

(2012) findings from his previous study. By applying the qualitative method of analysis on online 
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statements discussing in-game anti-piracy measures, this study generates a clear overview and 

identifies communication patterns within the public’s opinion about the current research.  
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6 Results and analysis 

This section of the study explains the data categorization criteria and provides the results and the 

analysis of the process in two parts. The first part will look into the codes identified within the data 

and will display the results of theme division. The second part will present a qualitative analysis 

conducted on the identified themes in regards to Moshirnia’s (2012) claims mentioned in chapter 

three. 

6.1 Codes 

For this section the following codes have been developed, as a result of reading and interpreting 

the data: 

• Better than DRM - Opinions that consider in-game anti-piracy to be an improved 

alternative to regular Digital Rights Management. 

• Do not punish legitimate players- Statement that consider in-game anti-piracy measures 

to function correctly with a very low possibility of false triggering (when anti-piracy 

measures activate even when the game copy is legitimate) 

• Decent disguise from pirates- Opinions that regard these measures as a good protection 

against piracy due to the high difficulty in identifying them 

• Exposes potential pirates online- Statements of players that are experiencing issues with 

these measures/Comments or replies which are either criticizing or shaming individuals 

who express these issues 

• Creative- Statements that consider in-game anti-piracy measures to be ingenious 

• Funny- Opinions that deem these measures as amusing 

• Demo Functionality- Opinions that consider in-game anti-piracy measures as a way of 

limiting gameplay so that they can be tested by pirates 

• Extra Challenge – Statements that refer to in-game anti-piracy measures that drastically 

increase the difficulty as a challenge or an extra gameplay feature/ Opinions that refer to a 

desire of altering the original version of the game in order to experience the challenges 

offered by these measures in the illegal version (also referred to as “modding”) 

• No different than DRM- Comments or posts that deem anti-piracy measures the 

equivalent of regular Digital Rights Management due to their similarity in the way they 

activate or function 

• False Triggering- Statements that express concerns of false triggering 

• Non-Practical- Arguments which sustain that anti-piracy measures are a futile attempt at 

delaying piracy and that eventually all efforts will sooner or later be resolved by hacking 

groups 

• Promotes Piracy- Opinions which consider anti-piracy measures to actually influence 

some players into illegally downloading games in order to experience these measures 

• Generate Bad Reviews- Statements that deem subtle in-game anti-piracy measures to have 

a negative effect on the reputation of a video game. 
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6.1.1 Results of theme division 

The following themes have been identified, as a result of interpreting the data and the developed 

code. The codes have been assigned to a specific theme as follows: 

 

Efficient Entertaining Inefficient 

Better than DRM 

Do not punish legitimate 

players 

Decent disguise from pirates 

Exposes potential pirates 

online 

 

Creative 

Funny 

Demo Functionality 

Extra Challenge 

No different than DRM 

False Triggering 

Non-Practical 

Promote Piracy 

Generate Bad Reviews 

Fig.1 Example of code divisions within the developed themes 
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6.2 Analysis 

 

6.2.1 Efficient 

The qualitative analysis of this theme shows that in-game anti-piracy measures represent a method 

of exposing or publicly embarrassing potential unlawful players online. Present within the gathered 

data are statements from users who are experiencing issues similar to in-game anti-piracy measures 

and who are seeking help or advice in order to trouble shoot them. This study has found that some 

replies to these statements display a general tone of criticism or mockery that can even lead to 

bullying without a confirmation that the complaining users are indeed illicit or not. The data also 

contains mentions from users who have encountered or heard about individuals seeking help for 

issues such as in-game anti-piracy measures and which display certain feelings about them. 

• “heres a fix for ya buy the game its impossible that you bought the game and got the 

scorpion! youre breaking the 

laaaaaaaaaaaaaaaaaaaaaaaaawwwwwwwwwwwww!!!!!!!!!!!” (Steam, 2019) 

• “They are not hard to kill if you have a license. E is your friend” (Steam, 2019) 

• “The best and only way I've seen to beat the Scorpion is by getting a job. Yes, real money 

is the key ingredient in beating this monster.” (GameFAQs, 2012) 

• “I have a strong feeling that you actually did pirate the game TC.”(GameFAQs, 2012) 

• “I love to see dumb pirates fall for these pirate only things by posting about them. Awesome 

Fail.” (GameFAQs, 2012) 

• “You're an idiot, OP, don't pirate good games.” (GameFAQs, 2012) 

• “but I never encountered the super-speedy giant unkillable pink spider creature in the first 

level. Know why? Because my copy isn’t pirated." (Kotaku, 2011) 

• “I remember the devs on Batman AA also did this (batman unable to glide) and in GTA4 

(wobbly camera). Affected users would claim these bugs on official forums only to be 

flamed of having an illegal copy ” (Tech Power Up, 2011) 

• “TPB's comments are always hilarious. I am guessing everyone is saying, "I GOT STUCK 

AT THIS PART WHERE A GIANT SCORPION RAPES ME AND IT WONT DIE, HOW 

TO BEAT?" From what i am reading on there people are crying about it crashing every 5 

mins lol.And saying its a fake up load.AS you can see by there post,s there crying about 

this in the full lol” (Tech Power Up, 2011) 

• “Go die in a hole you not-paying-for-your-games dirty scum. Because of you *cough* used 

games market *cough* I have to deal with Securom/GfWL/Limited Activations/Delayed 

Ports/etc. (Tech Report, 2012) 

• “Bohemia turned you into a bird so you were publicly shamed” (Rock Paper Shotgun, 2011) 

Moshirnia (2012) concludes his study by stating that “in the long run, it (in-game anti-piracy 

measures) may change consumer attitudes about piracy by making it more enjoyable to mock 

pirates than to join them” (2012, p.67). The findings of the current study corroborate this claim due 

to the high recurrence of statements found within the data that publicly mock or criticize potential 

pirates. Increasing the use of these measures in future video game titles might lead to a higher 
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chance of exposure of potential pirates and consequently to more criticism against them within the 

online medium. However, this study has not been able to find any connection between this 

phenomenon and how it might change consumer attitudes towards piracy. 

A significant portion of the statements assigned to the Efficient theme, mention in-game anti-piracy 

methods as being a better alternative to regular Digital Rights Management protection measures 

due to their ability to not affect legitimate consumers. To comprehend this phenomenon, it is 

required to understand how regular DRM functions and the general opinion which media or users 

have in regards to this technology. 

According to the developers of the anti-piracy technology platform Denuvo, DRM prevents 

crackers from debugging or reverse engineering the game and controls or restricts usage of 

copyrighted games (Irdeto, 2020). However, there is a constant criticism present within the user 

and gaming media communities that while technologies similar to Denuvo are preventing piracy,  

they represent an “aggressive form(s) of protection” and “can have a negative effect on the game 

experience, requiring a constant internet connection” which “hogs valuable system resources that 

could be used by the game”(cited in Windows Central, 2017). Another source quotes Guillaume 

Rambourg, the managing director of the video game digital distribution platform GOG, saying that 

“by putting DRM in your game you are working against your consumers, you are harming those 

you should cherish. It’s only hurting your loyal consumers which is counter-productive” 

(Rambourg, cited in Gamesindustry, 2011). This type of concern is also present in the sample data 

for this study. Multiple users have expressed criticism against regular DRM that can potentially 

affect even legitimate users. 

• “rather than implementing DRM which makes actual customers suffer while pirates bypass 

it with cracks” (GameFAQs, 2012) 

• “DRM causes issues, sure. They slow down PCs, can freeze/crash and can generally make 

things horrible for the end-user” (Rock Paper Shotgun, 2011) 

• “I know what DRM is supposed to do, but i don’t think it does, I think it does something 

else entirely. I think it tries to rob the benefits of an open platform away from the consumer. 

DRM is about taking rights away from the person. Digital Rights Management. What a 

laugh. And this is precisely what drives people to pirates.” (Rock Paper Shotgun, 2011) 

Having taken this into consideration, this study has identified a pattern of communication within 

the gathered statements regarding the effectiveness of in-game anti-piracy measures. A significant 

number of users consider these methods as a beneficial alternative to regular DRM. Most claims 

express a general positive attitude towards in-game anti-piracy measures due to their potential of 

not affecting paying consumers. It is worth noting that some statements may refer to the concept 

of in-game anti-piracy measures as DRM or a form of DRM. 

• “That’s certainly true, but it’s a way of implementing a form of DRM without punishing a 

legit player.” (The Sixth Axis, 2011) 

• “yeah, the PC version of Arkham Asylum removed Batman’s cape if you pirated it. So no 

glide. Brilliant and much more constructive than things like Ubisoft’s egregious online 

DRM nonsense.” (The Sixth Axis, 2011) 
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• “Somewhat similar to what toe Dark Souls dev team did to the people playing it before it’s 

release date, love the whole concept; it’s just so much cooler and more creative than DRM.” 

(The Sixth Axis, 2011) 

• “This is a much better DRM method, and entertaining. And I bet it's harder to actually get 

rid of than it is to crack the game.” (Tech Power Up, 2011) 

• “But yeah such methods are a better way to deal with piracy than DRM for sure. You'd me 

more likely to say okay okay I buy the damn game just stop annyoing me.” (Tech Power 

Up, 2011) 

• “Yeah, I love these kinds of anti-piracy measures. They're entertaining and don't affect 

legitimate consumers and while they're not very strong anti-piracy measures, the developer 

gains consumer respect at least.” (GameFAQs, 2012) 

• “LOL. I love the idea. It's a deterrant, and it won't piss off legitimate consumers. Perfect.” 

(Tech Power Up, 2011) 

• “We need more things like this, which make the game unplayable for pirates but do not 

affect paying customers in any way.” (Rock Paper Shotgun,2011) 

• “This DOES NOT AFFECT LEGITIMATE PLAYERS in any WAY. It’s funny and 

brilliant. Now go buy the game and don’t give me that DRM is bad crap on this. On any 

other game yes but not on this.” (Rock Paper Shotgun, 2011) 

• “Now that is seriously funny. At least they aren’t holding your Internet connection hostage 

like some other unmentionable corporate swine-lickers. :)” (Rock Paper Shotgun, 2011) 

These findings resonate with Moshirnia’s (2012) statement from his previous study that 

“endogenous DRM (as the author refers to in-game anti-piracy measures), which frustrates pirates 

using in-game elements, appears to deter piracy without angering licensed users” (2012, p. 66). 

This statement, compared to the results of this study, seems to confirm so far that the general public 

perception of in-game anti-piracy measures are an effective way of combating piracy by not 

negatively affecting legitimate consumers. However, this claim is further confronted later in this 

study, in the analysis of the inefficient theme. 

 

6.2.2 Inefficient 

Statements assigned under this theme criteria deem anti-piracy measures as inefficient due to 

multiple reasons. Two of these reasons defined by the no different than DRM and false triggering 

are analyzed in relation to Moshirnia’s (2012) claim mentioned above.  

Opinions within the data have expressed criticism towards in-game anti-piracy measures, most of 

them being similar to DRM in the way they activate or function.  

• “This isn't really any better than normal DRM, and it certainly going to piss off legitimate 

users any less. They will still be stuck with false positives and make the game they paid for 

unplayable, in extremely rare cases, and in 99% of cases legitimate users will never notice 

this just like normal DRM.” (Tech Power Up, 2011) 

• “How do they guarantee this (in-game anti-piracy measures) only affects those who have 

pirated the game, and never a legitimate buyer? Because if they can somehow absolutely 
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guarantee that, I’m sure literally every game company in existence would like to know.” 

(Rock Paper Shotgun, 2011) 

• “I had a game that would hang within ten minutes of playing due to DRM issues, despite 

being a legit game. Can’t remember what it was off the top of my head, but it was published 

by EA unsuprisingly.I think it was the original Mass Effect.” (Rock Paper Shotgun, 2011) 

• “Sadly, it happens, about a year ago 12000+ owners of Modern Warfare 2 on Steam were 

affected by an issue with the checksum based DRM, as there was an corrupted file on the 

retail discs, so if you installed the game from the disc instead of just directly activating the 

key on Steam you’d get an corrupted install that would be identified by VAC as modified 

and banning the user from playing” (Rock Paper Shotgun, 2011) 

• “ Have you looked at the problems people had with Portal 2 for example? I have to disable 

my anti-virus every time I want to run it because otherwise the copy protection errors out 

with a cryptic message or the game just crashes, and when it was first launched the game 

just plain didn’t work for many users because of copy protection bugs” (Rock Paper 

Shotgun, 2011) 

• “While this is cute, it is also still DRM, and that it renders the game unplayable in a funny 

way rather than rendering it unplayable with a “fuck you” dialogue doesn’t change that.”  

(Rock Paper Shotgun, 2011) 

• “Yea, all those idiots at reddit (and dare I say… right here?!?) praising this move as “DRM 

done right” miss the point. This is exactly the bullshit that always sneaks its way into the 

legit version, then buyers can deal with support treating them like pirates. Plus some kids 

who would never” (Rock Paper Shotgun, 2011) 

• “One thing that people who talk about stuff like this and Arkham Asylum's anti-piracy 

"Easter eggs" forget about is that there has to be an actual DRM system in place to make 

them work, one that might cause the same issues for legitimate customers as the lockout 

kind if it's not implemented fairly.” (Rock Paper Shotgun, 2011) 

• “You guys and your “everything is perfect, DRM never screws up, bits are beautiful” are 

completely off, man.I worked tech support for two years. Installs corrupt ALL THE TIME” 

(Rock Paper Shotgun, 2011) 

Due to this belief, there is a tendency within the gathered statements of arguing that if regular DRM 

can present issues with false triggering, then in-game anti-piracy measures (which are sometimes 

seen as functioning similar to DRM) can also display signs of instability or being falsely activated 

even in the case of legitimate copies. It is unlikely to know for certain by interpreting the data if 

users have been affected by false activation of in-game anti-piracy measures on authorized copies. 

Firstly, because those who claim to have bought the game and complained about these issues online 

might own an illegal version without admitting it. And secondly, no statements have been found in 

the data that confirm a real case of false triggering of in-game anti-piracy measures. Although the 

amount of user opinions that share the same credence of false triggering similar to DRM is 

significant within the data, without evidence of a confirmed scenario where anti-piracy measures 

have malfunctioned, it is impossible to reach the same conclusion as Moshirnia (2012) that in-

game anti-piracy measures “appear to deter piracy without angering licensed users” (p. 66). 

Moreover, this study has found that in-game anti-piracy measures might promote piracy. This 

finding is augmented by comments or forum posts from individuals who are aware of these 

measures from different sources and want to experience them by illegally downloading the 
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respective video games. Though it is unknown how many of these claims lead to a potential illegal 

download, the statements found provide a decent overview of this phenomenon. 

• “Wasn't interested in this game but now I kind of feel like pirating it.” (The Escapist, 2011) 

• “I own this, yet I am tempted to download it simply to see if I can beat the scorpion 

somehow…” (Tech Report, 2012) 

• “I have bought the game and played it, but I still accept that challenge” (Rock Paper 

Shotgun, 2011) 

• “This is going to make me download it to see for myself. It’s a great idea though. I will buy 

it when i can afford it, or when steam inevitably puts it on sale” (Rock Paper Shotgun, 2011) 

• “  lol, that's not how you combat piracy, that's how you create an awesome challenge for 

people.Watch as people who love insane modes download the game illegally just so they 

can play the first level while being harassed by an unstoppable giant scorpion thing biting 

at their heels the whole time.What a great challenge.” (Kotaku, 2011) 

• to be honest, I’d totally pirate SS3 just to fight this thing.and kill it.because Sam is too 

serious to be killed by some silly pink scorpion. (Rock Paper Shotgun, 2011) 

• “If there was no scorpion, I wouldn’t pirate the game. I’m really not interested in playing 

Serious Sam, and never have been. I want to fight an invincible scorpion for fun." (Tech 

Report, 2012) 

This study has only looked into a small portion of 425 statements discussing Serious Sam 3 

(Croteam, 2011) and other video game measures compared to the high amount of search results 

generated by Google. Although the recurrence of this belief within the data is low, the potential 

increase of in-game anti-piracy measures popularity in the future can consequently lead to a higher 

number of individuals who want to experience these measures by illegally downloading video 

games. 

According to some user statements, in-game anti-piracy measures can negatively impact potential 

buyers’ perception due to the possible negative reviews from players who are unaware that they 

are playing a purposefully flawed game. 

• “What Vagrant said. This “let’s deliberately break the game for pirates” seems like a clever 

idea on paper, but in practice it just leads to spectacularly bad word of mouth.” (Rock Paper 

Shotgun, 2011) 

• “Totally agree, people horribly underestimate word of mouth and customer confidence. NO 

BIG SURPRISE! Developers should focus on making good games with good online 

features, because good games will always sell. Gimmicky DRM of any sort wont help you 

sell more copies.” (Rock Paper Shotgun, 2011) 

• “I can’t count the amount of times a friend pirated something, found he liked it, bought it, 

and suggested it to me and I ended up purchasing it. This is actually the resounding majority 

of my purchases come from “pirate reviews.” And when I heard ARMA II was garbage and 

the aim was all horrible? Didn’t touch it with a 10 foot pole. By putting in their stupid tages 

system without anyone knowing until weeks after they managed to lose likely thousands if 

not more sales, as people on forums and everywhere were saying the aiming was 

horrible.Your word of mouth is unbelievably more important than review scores.” (Rock 

Paper Shotgun, 2011) 
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• “Another issue that tends to happen with this, is that if you don’t make the fact that it’s 

targeting pirates very, very, very obvious (a pink monster isn’t obvious enough, it’d need 

to be holding up a sign saying “YARR! Pirate Scum!” or something), it will end up creating 

bad word of mouth for the game.” (Tech Report, 2012) 

• “But people all over the web complained about the game beeing crashy and unplayable and 

shite, even reviewers of amateur blogs. Really bad press for the game overall, i think this 

probably snowballed piracy for the game even more. People hear about the game beeing 

crashy and buggy and get carefull with their money, so they pirate it first to see if the game 

really is as buggy as everybody says. Of course, it is because the DRM kicks in…In the end 

this killed the game and the studio and to this day is probably the only case where you could 

argue that piracy killed a developer, but tbh i would say the DRM killed that developer….” 

(Rock Paper Shotgun, 2011) 

• “Seems a bit of a misstep. As others have stated, it’s not obvious what’s going on, I should 

it would be better if three levels in, after the person playing it could tell they were enjoying 

it, the crazy scorpion popped up, with some way to make it obvious why it was there.” 

(Rock Paper Shotgun, 2011) 

Some people state that when it comes to video game sales, word of mouth plays a very important 

role in the decision of purchase. While in-game anti-piracy measures can help combat piracy, if 

done in an inconspicuous manner, players might think that their specific game is faulty and give a 

negative online review or not recommend it to others. This finding endorses the similar theory 

founded by Moshirnia (2012) that “while developers may have adopted subtle methods in order to 

delay detection of the DRM, the potential trade-off of negative reviews from clueless users is 

simply too great” (p.62). 

 

6.2.3 Entertaining 

The results of the content analysis conducted on this final theme have produced several interesting 

findings. The first outcome that this section will discuss consists of statements that consider in-

game anti-piracy measures similar to the ones implemented by Croteam, for their Serious Sam 3 

video game title, to be entertainingly challenging. These kinds of methods that drastically increase 

the difficulty, such as in the case of the afore mentioned video game where an invincible enemy 

prevents the player from progressing through the game, can lead to an increasing “modding” trend 

within the gaming community. Statements discussing Serious Sam 3 (Croteam, 2011) in-game anti-

piracy measures also discuss about or express a general desire of altering the original version of 

the game in order to experience the anti-piracy scorpion feature present in unauthorized copies due 

to its entertaining factor. Some opinions also mention that developers should release official 

versions of the game with the anti-piracy methods implemented so that legitimate users can also 

experience them.  

• “So I heard about the Invincible scorpion that was put into this game to deter pirating, Is 

there any way to ...like MOD it into the game for legit customers? Or maybe a way to fight 

it?” (GameFAQs, 2012) 
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• “I want to create mod that adds the Pink Scorpion into the game... but not as an enemy. At 

various points in the game, Pinky will appear out out of nowhere and lend Sam a hand, heal 

him, then vanish mysteriously until next they meet.” (GameFAQs, 2012) 

• “That is truly beautiful. I wonder if they’ll enable the pink scorpion on legal copies” (Rock 

Paper Shotgun, 2011) 

• “Chances of a 'Scorpion Hardcore Challenge' community arising and becoming a rather 

serious affair: 70%I expect people will be modding the game very shortly, now.” (The 

Escapist, 2011) 

• “They should release the invincible scorpion as a challenge mode later on for people to see 

how far they can get without dying.” (The Escapist, 2011) 

• “IF I get this game there better be a game mode where I have to survive as long as possible 

from this scorpion else I will be a sad panda ):” (The Escapist, 2011) 

• “lol, I actually would like to see a mod that added in the invincible Pink Scorpion but hostile 

towards everything including Sam. Then the game would be about going through and 

avoiding the Pink Scorpion, mitigating his invincible damage while surviving a wave of 

enemies before proceeding further. “(GameFAQs, 2012) 

The invincible scorpion feature that was first designed as a way of making the game unplayable 

for illegitimate players is currently available online and can be legally downloaded and added to 

authorized copies of the game (Steam, 2014). Therefore, one can conclude that while some 

developers might be tempted to implement similar entertainingly challenging in-game anti-piracy 

methods, this might lead to an increase of demand from legal users of these exclusive features. 

Some might take matters into their own hands and develop and publish online “modded” versions 

of the game that include the specific features.  

 

The second outcome of this study has identified the theory that the popularity of the Serious Sam 

3 (Croteam, 2011) anti-piracy method might be closely related to its engaging and humoristic 

characteristic. This finding is supported by statements that have been assigned the demo 

functionality, funny and creative codes.  As opposed to some DRM methods that prevent 

unlawful players from opening or running illegal copies of video games (Cinemablend, 2015), in-

game anti-piracy measures allow unauthorized copies to function as normal up to a specific 

moment in the game. In the case of Serious Sam 3, this apparently happens ten minutes into the 

game after which the invincible scorpion appears and the game becomes drastically more 

challenging.  Apart from the unbeatable enemy, the game appears to run as intended for as long as 

the player survives. This might be the reason why a considerate amount of statements considers 

the anti-piracy method implemented by Croteam to render the game as a demo (informal term 

describing a version of a computer software produced to demonstrate its capabilities or for use as 

a trial (Lexico, 2020)). 

• “but with the scorpion, it still lets you glimpse the game without playing it – I.e. it almost 

turns the pirated version into a demo.” (Rock Paper Shotgun, 2011) 

• “In the absence of a demo, this might actually offer a good way to see if the thing runs on 

my pc (which is the reason for the solitary time I pirated a game – as it turns out it didn’t 
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work. I later bought it for a different machine anyway, partly out of slight guilt).” (Rock 

Paper Shotgun, 2011) 

• “Ten minutes of time before the Scorpion o’ Death makes it, IMO, a decent ‘demo” (Rock 

Paper Shotgun, 2011) 

• “and they’re not even treating him like a thief. they’re letting him play the pirated game as 

an extended demo.” (Tech Report, 2012) 

Some of the statements that consider this in-game anti-piracy measure to be creative or funny: 

• “Brilliant move” (Rock Paper Shotgun, 2012) 

• “HAHAHA! that is hilarious and brilliant. A great game with great drm.” (Rock Paper 

Shotgun, 2011) 

• “A wickedly brilliant bit of DRM, there.” (Rock Paper Shotgun, 2012) 

• “Brilliant and much more constructive than things like Ubisoft’s egregious online DRM 

nonsense.” (The Sixth Sense, 2011) 

• “Oooo, that's a fun and creative way of dealing with douchbagging game thieves. LOL =)” 

(Slash Gear, 2012) 

•  “I think their way of addressing piracy is at least creative and somewhat entertaining –“ 

(Tech Report, 2012) 

• “love the whole concept; it’s just so much cooler and more creative than DRM.” (The Sixth 

Sense, 2011) 

• “My god I love Croteam. Everything they do is hilarious, from press releases, to adverts 

and now they've even made DRM funny.” (The Escapist, 2011) 

• “more reasons than just the fact that this is genuinely funny,” (The Escapist, 2011) 

• “that's just a damn funny solution to the problem, two thumbs up!” (The Escapist, 2011) 

The demo functionality, creative and funny characteristics attributed to this in-game anti-piracy 

measure might constitute the reason why the invincible scorpion technique is so widely popular 

online due to its entertaining factor. It is one of the most known in-game anti-piracy techniques 

featured in over 30 articles online. This study considers that the popularity surrounding Serious 

Sam 3’s invincible scorpion method is due to its engaging approach. In contrast to regular DRM, 

this in-game anti-piracy measure does not interrupt gameplay nor shuts down the game. Its 

immersive, entertaining and “demo” qualities allow users to test and play for as long as they can 

survive the scorpion. It can be concluded that in the case of Serious Sam 3, Moshirnia’s (2012) 

claim that in-game anti-piracy measures “treat(s) pirates as players rather than as criminals” (p.62) 

to be the cause of their popularity within the gaming community due to their ability to respect 

pirates’ needs for gameplay regardless of their intent. 

In summary, through the content analysis of data on user statements in the form of comments and 

forum posts, this study has found that in-game anti-piracy measures can be a method of exposing 

pirates online which can lead to criticism, mockery and even bullying of potential unlawful players. 

This study has not managed to corelate this finding to Moshirnia’s (2012) claim that these methods 

might change consumers’ mind about piracy. Moreover, it discovered a pattern of communication 

within the gathered data that users consider in-game anti-piracy measures to be a better alternative 

to regular DRM due to their ability to not affect legitimate customers in a negative way. This 

represents a similar finding to Moshirnia’s (2012) study. However, the high number of statements 
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expressing concerns over issues such as false triggering and the difficulty of confirming the validity 

of statements that have experienced them it, is impossible to verify this claim. In-game anti-piracy 

measures were also found as potential factors for promoting piracy due to the interest some users 

might have in experiencing those measures for themselves, by downloading illegal copies. This 

phenomenon might also explain the desire of some players to mod the original game to include 

these measures. Furthermore, in-game anti-piracy measures were linked to have a negative impact 

on sales if done subtly and that their engagingly entertaining features increase their popularity 

within the gaming community. 
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8 Discussion 

This study was aimed at assessing the public perception of in-game anti-piracy measures through 

a qualitative analysis of online statements. The inductive method approach has generated multiple 

interesting findings in relation to Moshirnia’s (2012) study about “endogenous DRM” methods and 

the effect they have on consumer opinions. 

One of the outcomes of this study proves that in-game anti-piracy measures might represent an 

unintentional factor in promoting piracy. By analyzing a substantial number of statements that 

expressed desire to try these measures exclusively designed for illegitimate copies, it was found 

that this phenomenon might represent a potential motive, within a small portion of the gaming 

community, for piracy. Since some in-game anti-piracy measures are implemented as a way of 

discouraging illegal downloading of video games, the discovery that they might actually have a 

reverse effect and lead to more piracy is unexpected. However, this consequence might not be 

entirely appliable towards all anti-piracy measures achieved through in-game elements.  Out of the 

analyzed data, only those statements referring to Serious Sam 3’s (Croteam, 2011) method were 

linked to having a possible effect towards promoting piracy. This was mainly due to the way the 

Croatian developer had decided to implement the mentioned measures, by drastically increasing 

the difficulty and challenging the player with an invincible enemy. This approach was highly 

appraised as being fun and creative in the gathered data and it was also considered an exclusive 

feature that many would possibly want to experience. Since it is unknown how much this discovery 

contributes to piracy, future research focusing mainly on this subject is needed. 

Moreover, the current study has also identified that the similar demand for Serious Sam 3’s in-

game anti-piracy measure, which might constitute a factor in promoting piracy, can also lead to a 

potential increase in the development and online distribution of “mods”. It was also found that, if 

applied in an engagingly fun and creative fashion, in-game anti-piracy measures could in fact prove 

beneficial both in preventing gameplay on illegal copies and in generating positive publicity for 

game studios that implement them. Over time, this strategy might consequently become an 

alternative to regular methods of preventing piracy such as DRM, due to its engaging quality and 

positive response from the gaming community. 

Since this study was conducted through content analysis of online statements, the interpretation of 

textual data might have been influenced by personal beliefs or by misunderstanding the tone of 

some comments or forum posts. Therefore, the three criteria of reliability for content analysis: 

stability, reproducibility and accuracy mentioned in chapter five might consequently also have been 

affected by this. The human nature of the researcher can be considered as a deficiency of the chosen 

research method and a factor for subjective data coding and analysis. Nonetheless, the current study 

has managed to find correlations to Moshirnia’s (2012) findings, but failed in providing any 

concrete evidence for two of his claims.  This was caused by insufficient data in regards to two 

issues. Firstly, the lack of confirmed cases of false triggering of in-game anti-piracy measures 

within the statements and secondly, the impossibility of linking online public shaming of potential 

pirates to the claim that “in the long run, it may change consumer attitudes about piracy by making 

it more enjoyable to mock pirates than to join them” (2012, p.67).  More research on this topic is 

therefore needed.  
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9 Conclusion 

This study has intended to assess the public perception of in-game anti-piracy measures through 

content analysis conducted on statements gathered from the world wide web, in relation to 

Moshirnia’s (2012) previous study which contains the following claims: 

1.  “Endogenous DRM, which frustrates pirates using in-game elements, appears to deter 

piracy without angering licensed users” (2012, p.66) 

The current research was unable to confirm this claim due to the high recurrence of statements in 

the data that expressed concerns over false-triggering and the impossibility of validating the claims 

as being authentic. 

2. “Endogenous DRM treats pirates as gamers rather than as criminals” (2012, p.62) 

This study has discovered a similar. In-game anti-piracy measures in Serious Sam 3 (Croteam, 

2011) were perceived as respecting the player’s desire for gameplay, indifferent of their intent, by 

making games to function similarly to a demo in an engaging and challenging way. 

3. “Endogenous DRM introduces barriers to piracy that entertain, rather than offend, 

noninfringing users” (2012, p. 39) 

The challenging, creative and fun approach some developers take in implementing in-game anti-

piracy measures, such as in the case of Serious Sam 3 (Croteam, 2011) has been found deemed as 

entertaining by individuals in the gathered data. These qualities have also been found to be 

determinant factors of their popularization. 

This study has identified that in-game anti-piracy measures can potentially promote piracy due to 

gamers need of experiencing these measures for themselves. This phenomenon can also be linked 

to the likely increase in development and online publishing of altered versions of the original games 

that contain these measures. 

 

9.1 Summary of Contributions 

Overall, in-game anti-piracy measures are seen to be a better, more entertaining, creative and 

generally approved method of dealing with piracy, according to the content analysis that has been 

conducted on the 425 statements gathered from online sources at the time this study was conducted. 

These measures have proved to align with the player’s desire for gameplay, regardless of their 

intent and that they might lead to an increase in the piracy rates or in the appearance of “modded” 

versions of the games due to their potential growing popularity. 

9.2 Future Research 

More investigation is needed in the context of exposing or shaming pirates online and the effect it 

has on the consumer attitudes towards piracy. Furthermore, future research is needed to determine 

if in-game anti-piracy measures are more likely to falsely trigger than prevent gameplay for pirates. 
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10 Glossary 

1 game design - term used to describe the process of creating rules, challenges, mechanics and 

aesthetics 

2 spawned - term used to describe the creation of characters or items within a game environment 

3 cracking - term used to describe the process of gaining access to the game without any need of 

licensing 
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