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Abstract

The association between market concentration and the level and location of
cyber risk, affects the vulnerability of a system. Major services are targeted
of malicious activity more often and will eventually fail to resist all attacks.
Insurance was only recently applied to the cyber world, causing many new
challenges. The aim of this thesis is to explore the relationship between
cyber risk and market concentration. We propose some mathematical models
of data breach costs related to cyber risk, to reason about possible effects
in oligopoly markets. We also introduce the main pricing principles that
are fundamental to any valuation in cyber insurance context. One of the
main issues of the cyber insurance market is the quality and availability of
data. Even though the proposed models have their limitations, due to lack
of historical data, they may still be worth exploring further.
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1 Introduction
In the last decades the world is facing a new kind of risk that has emerged
as one of the most important challenges facing businesses around the world,
namely cyber risk. The term cyber risk refers to a number of phenomena that
damage or, in an undesirable manner, affect the information or information-
related technology of a firm, an individual or a government institution. There
are different types of cyber incidents. One type, that has gained much atten-
tion in the cyber risks literature, is data breach incidents. A data breach is a
breach of security in which information is accessed without authorization. As
technology develops, more of our information is moving to the digital world.
As a result, cyberattacks have become increasingly common and costly.

As the Internet ecosystem becomes more concentrated where a few web-
sites on each subject area are consuming the most visits, the locus of cyber
risk shifts towards these major nodes and the systemic cyber risk increases.
Examples of such points of concentration range across operating systems,
e-commerce sites, social networking sites, protocols, antivirus vendors, cloud
computing services, aggregation platforms and so forth. People tend to fre-
quent software, online shops and services that are already widely used. This
tendency towards market concentration affects the systemic cyber risk. Mit-
igating cyber risk requires attention to market concentration in insurance
pricing and the choice to avoid ubiquitous interconnection in critical sys-
tems. [1]

1.1 Outline

This thesis aims to explore some mathematical models of cyber risk and
market concentration. Chapter 2 introduces the reader to the theory and
identifies some important processes in the insurance market. Further, dif-
ferent types of cyber incidents are introduced and we identify how market
concentration is associated with cyber risk. In chapter 3 we present our own
contributions. Inspired by Geer et al. [1] we set up a mathematical model
for losses from data breach, based on a regression analysis by Jacobs, cited in
[2], of the Privacy Rights Clearinghouse dataset. We then propose models of
Bertrand competition and of Cournot competition, for reasoning about data
breach costs and market concentration.
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2 Background
In this chapter we define the terminology that will be used and introduce
the basic theory of insurance and its pricing concepts. In 2.4 we introduce
market concentration and identify the effects it may have on cyber risk.

2.1 Terminology

Insurance is a contract between a legal person (insured) and an insurance
company (insurer). The contract, also known as the insurance policy, gen-
erally states that the insured will pay a premium in exchange for a promise
of indemnification. An insurance claim is a formal request by the insured
to the insurer for compensation for a covered loss. The premium is a de-
fined amount of money the insured pays to the insurer and indemnification
is a financial payment that compensates the insured in case of a loss defined
in the contract. Since the event of loss may or may not occur, the indem-
nity payment is uncertain, unlike the premium which is paid to the insurer
independent of events. [3]

2.2 Insurance theory

Every claim process involves two independent random variables, the claim-
size random variable and the claim-count random variable. Combining these
two variables we create a third fundamental claim variable, the aggregate-
loss random variable, which represents the total claim amount generated by
the underlying claim process. [4]

2.2.1 Claim size

Every occurrence of a claim means that the company has to pay a compen-
sation which basically covers the economic loss of the insured. A claim-size
random variable is usually assumed to have a discrete distribution. How-
ever, sometimes it is useful to assume that the size of the underlying claim
population are modeled by a continuous distribution. Thus the task is often
to fit a continuous parametric claim-size distribution to a discrete sample of
claim data. In addition, distributions of various derived random variables are
neither wholly discrete nor continuous, but of the mixed discrete/continuous
type. In general insurance, it is natural to restrict the claim-size variables
to non-negative values. Thus for all such variables X, Pr{X < 0} = 0.
That is, FX(x) = 0 for all x < 0. The probability density function f(x)
for a continuous size-of-loss distribution for which claim size is unbounded
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from above takes on positive values over a semi-infinite interval of the form
0 ≤ ξ < x <∞. For positive b in this interval, the portion of the distribution
defined on the subinterval (b,∞) is called the long tail of the distribution.
An actuarial setting suggests that the claim sizes should be modeled using a
long tailed distribution, such as the the lognormal distribution. [4, 5]

2.2.2 Claim counts

It is natural to describe the number of claims during a fixed time interval,
known as a policy year, by means of a non-negative random variable. We also
call it the claim-count variable. Values of the claim-count variable, denoted
by N , are just the numbers of insured events occurring during the policy year
that give rise to claims against the policy. Let us consider a simple discrete
model of a claim process, based on the following assumptions about claims:

(A) The probability of a single claim occurring during a short time inter-
val t is a fixed number p (0 ≤ p ≤ 1) and the probability of two or more
claims occurring is zero.

(B) The numbers of claims occurring in disjoint short time intervals are
independent random variables, each with the probability structure described
in (A).

Thus, the number of claims occurring during a single short interval is a
Bernoulli random variable, that takes on the value 1 with probability p and
the value 0 with probability 1− p. The poisson distribution is essential for a
model of insurance claim counts. [4, 5]

2.2.3 Joint distributions

Since the values of one variable may influence the values of another, it is
often necessary to consider the probability distribution of the two variables
jointly. The probability distribution of the total claim amount S for a claim
process is called an aggregate loss distribution. Because S depends on two
independent random variables (the number of claims N and the claim size
X) the distribution of S is a compound distribution, that is, a combination
of the claim-count and claim-size distributions. [4]
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2.3 Risk measurements and premium principles

The components of a model required to price risks are a statistical model
for the risks, an economic model for preferences and premium principles to
convert risk measures into monetary terms. Prices or premiums must also
satisfy some basic properties.

2.3.1 Measurement of risk

To introduce a premium principle, we first have to introduce the notion of a
risk. A risk X can be defined as a random variable, whose actual outcome
is unknown. Formal definitions are given below.

Definition 2.1. Let (Ω,F ,P) be a probability space.
(1) A risk X is a nonnegative random variable on (Ω,F ,P).
(2) A functional p(.) on the space of risks X is called a premium principle.

In order to price risks, premium principles are used to convert risk measures
into monetary terms. [6]

2.3.2 Pricing in non life insurance

In order to determine a price or premium for a risk it is necessary to convert
the random future possible loss into financial terms. The first step in pricing
a premium is to assess the possible claim amount. During a policy year,
a random number N of claims will be recorded. Each claim will cause a
random loss to the insured. Let Yk denote the claim amount for claim k.
Then the total payout of the insurer X, during the policy year is defined by:
X = 0 if N = 0 and

X = Y1 + Y2 + Y3 + ...+ YN , if N > 0 (1)

Usually we assume that the random variables Yi are mutually independent
and identically distributed and independent of the random number N . Given
the distributions of N and Y , the distribution of X is a compound distribu-
tion. The expected claim amount E[X] can be factorized as follows:

E[X] = E[N ]E[Y ] (2)

and the variance V ar[X] is given by:

V ar[X] = E[N ]V ar[Y ] + V ar[N ](E[Y ])2 (3)

If the insurance is fair, the premium is equal to the expected present value
of the insurer’s payout. In practice, fair insurance contracts are not viable.
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Insurers hold a safety capital and risk aversion is modeled by this require-
ment. Therefore insurance premium should reflect both the expected claims
and certain loadings. [2]

2.3.3 Premium principles

The premium of an insurance contract is that part of its price that should
be sufficient to cover the risk that the insurance company takes over with
this contract. As well as a probability distribution for the loss, a so-called
premium principle is also required. By definition, the equivalence premium
π is given by the expected value of the insurer’s payout E[X], discounted at
the annual interest rate expressing the time-value of money i. Due to short
duration of the policy, the usual choice is to set i = 0. Thus,

π = E[X]. (4)

In order to determine the net premium, a safety loading must be added to
the equivalence premium. The rule adopted to determine the safety loading
is called premium principle. There are many suggestions around for different
premium principles and their properties. Four quite common properties and
premium principles in insurance practice are stated below. [2]

Definition 2.2. Let X1 and X2 be two risks. Then, some reasonable prop-
erties of a premium principle p(.) are:
1. Subadditivity: p(X1 +X2) ≤ p(X1) + p(X2)
2. Monotonicity: p(X1) ≤ p(X1 +X2)
3. Nonnegative safety loading: p(X1) ≥ E(X1)
4. No ripoff: p(X1) ≤ supω∈Ω X1(ω)

We can interpret the first property as it should not be profitable to split
the risk X1 + X2 and sign two contracts, one for X1 and one for X2. The
second property requires that additional risk needs additional premium. The
non-negative safety loading property states that if the insurance company
would charge less than the expected loss E(X1) or fair premium, it would
go bankrupt if the number of sold contracts is large, motivated by the law
of large numbers. The fourth property states that no customer would sign a
contract that costs more than the highest possible claim size.

The following four premium principles are some of the most common. The
expected value principle Pev(X) for a claim X and a constant µ > 0 is given
by

Pev(X) = (1 + µ)E(X). (5)

A weakness with this principle seems to be that the fluctuations of the risk X
plays no role for the premium. Principles that explicitly take the fluctuations
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of the claim sizes into account are the variance, the standard deviation and
the semi standard deviation principles. The variance principle Pvar(X) is

Pvar(X) = E(X) + µ · Var(X). (6)

The standard deviation principle Psd(X) is

Psd(X) = E(X) + µ ·
√

Var(X). (7)

Both these premium principles might violate the subadditivity requirement.
The semistandard deviation principle avoids this problem, which incorpo-
rates only deviations from the mean due to high claims: The semistandard
deviation principle Pssd(X) is given by

Pssd(X) = E(X) + µ ·
√
E[max{0, X − E(X)}]2. (8)

[6]

2.4 Cyber risk and market concentration

Market concentration tends to have various effects on cyber risk. It tends
to shift the risk of being attacked from minor actors towards major hubs.
Market concentration can also increase systemic vulnerability, the odds of
high impact and system-wide failure. Therefore, dealing with cyber risk
requires dealing with market concentration. [1]

2.4.1 Defining cyber risk

Cyber risk is often defined as exposure to harm or loss resulting from attacks
on or breaches of information systems. It is perhaps more broadly defined
as the potential of harm or loss related to technical infrastructure or the use
of technology. Another way of defining cyber risk is as a function of threat,
vulnerability and impact. The threat component is the probability of be
targeted by malicious activity. The vulnerability component captures what
would happen if an organisation gets targeted by a malicious activity. Some
intrusion attempts will fail and others will succeed. The final component is
impact, which denotes the costs, hours of downtime, or some other measure
of fallout from a malicious attack. By multiplying the three components
together, they provide a sense of an organisation’s level of cyber risk over a
given period. [1]
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2.4.2 Defining market concentration

Market concentration is used when a small number of firms account for large
percentage of the total market. If a system is highly concentrated, it means
that most of the total market share is locked up by a small number of firms.
Concentrated organisations or systems tend to have lots of links, customers,
users or clients. This implies that concentrated systems are ones where the
choices of a big few affect the outcomes of the many.

Formally, the Herfindahl-Hirschman Index (HHI) is a commonly accepted
measure of market concentration. The HHI is measured as the sum of the
square of each organisation’s market share. It can range from 1 to 10, 000,
with perfect monopoly at 10, 000 and a perfectly competitive system at an
HHI value of 1.

As a market concentrates, the risk of being targeted by a cyberattack
transfers from minor players to the more central organisations. This implies
that, for highly concentrated organisations, the increased volume of attacks
that need to be dealt with impose additional operating costs. Being a major
hub in the Internet economy is often necessary for profitability, but it also
implies that the platform will act like a magnet for malicious activity. [1]

2.5 Data breach incidents

There are different possible approaches to categorising different types of cy-
ber incidents. Four broad categories, developed by the CRO Forum, are data
confidentiality breach, system malfunction/issue, data integrity/availability
and malicious activity. Incidents involving the compromise of sensitive, con-
fidential or otherwise protected data, belong in the first category. It could be
incidents involving own confidential data and incidents involving third party
data. The category related to system malfunction/issue includes the inci-
dents due to own system malfunction or own system malware affection and
those coming from the network communication malfunction, the inadvertent
disruption of third party system and the disruption of external digital infras-
tructure. Incidents involving the corruption or encryption and the deletion of
either own or third party data falls in the category on data integrity/availabil-
ity. Finally, the malicious activity covers those incidents due to the misuse of
system, targeted malicious communication (e.g. phishing), and cyber fraud
or theft.

Market concentration affects all components of the cyber risk equation.
Concentrated providers usually have greater security services which can lead
to an average reduction in the individual vulnerability of users, website oper-
ators and organisations. But, concentrated points get targeted by malicious
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actors more often because of their size and hence they need to resist huge
volumes of attacks. The probability that an organisation that is defending
a network will be successful across all attacks falls to nearly zero remark-
ably quickly. This suggest that market concentration can increase systemic
vulnerability and worsen cyber risk. [1]
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3 Observable cyber risk
In this chapter we start our treatment of market concentration and cyber
risk. We will look at the consequences of letting cyber risk be observable,
i.e., that all market actors are fully aware of the cyber risk entailed by use
of certain products and services.

3.1 A data breach problem

Inspired by [1], consider a data breach problem: Let a firm have r records
of personally identifiable or otherwise business-critical data. According to
the regression analysis by Jacobs, cited in [2], losses l from data breach are
described by Eq (9):

log(l) = 7.68 + 0.76 log(r) (9)

Letting s = 7.68 and t = 0.76, we can equivalently state that l = 10s · rt.
A key insight from [1, section 4.2] is that highly valuable targets are sub-

ject to more attacks. Attackers keep trying, meaning that even though the
probability of defense against any one attack is high, the joint probability
decreases. Thus, define a baseline probability p0 that a single attack suc-
ceeds, but let the number of attacks suffered be determined by the number
of records r at stake so that the joint probability becomes:

p = 1− (1− p0)αr (10)

α is a parameter governing how attractive the records are to attackers. Us-
ing a MacLaurin expansion, the joint probability p can be approximated as
follows:

p ≈ αrp0 (11)

Remark that Eq. (11) is a MacLaurin expansion which is not valid for too
large p0. As r might span many orders of magnitude, the approximation only
applies for p0 small enough with respect to r.

Now, the firm with r records has to decide: Should all r records be put
in a single place, attracting more attacks, or should they be divided into n
different places with r/n records at each place? More precisely, the firm faces
the following cost minimization problem:

min
n

n
(
a+ b

r

n

)
+ n

(
1− (1− p0)

αr
n

)
10s
( r
n

)t
≈

≈ n
(
a+ b

r

n

)
+ n1−t

(αr
n
p0

)
10srt =

= n
(
a+ b

r

n

)
+

10s

nt
αp0r

1+t (12)
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In the first term, a is the fixed cost of each data storage place, b is the
variable cost per record. The second term represents the n losses risked from
any place being breached by the attacks occurring with a joint probability
determined by the number of records in place.

Taking the derivative of Eq. (12) and setting it to zero yields the first-order
conditions for the optimum n∗:

∂c

∂n
= a− t 10s

n1+t
αp0r

1+t = 0 (13)

Re-arranging gives the optimum n∗:

n∗ = r

(
10stαpo

a

) 1
1+t

(14)

Thus, under these conditions, n∗ grows linearly with the number of records
r.

The problem in Eq. (12) assumes that data can be split over n places
without extra overhead cost. In some cases, this may be unrealistic. More
precisely, in some cases, data thus split may need to be integrated over the
n places so that the attractiveness of the integrated total system may make
division by n is no longer warranted in Eq. (10). In other cases, however, it
may be perfectly realistic. Consider, for example, the widespread idea of us-
ing homomorphic encryption for privacy-preserving storage and computation
[7, 8, 9]. Such cases correspond very well to problem in Eq. (12).

3.2 Bertrand models

The Bertrand model investigates the interdependence between rivals’ deci-
sions in terms of pricing decisions. It describes interactions among firms that
compete using prices, whereas their customers choose quantities at the prices
set. The model rests on specific assumptions. There are at least two firms
producing a homogeneous product and the firms cannot cooperate. Firms
compete by setting prices simultaneously. Costumers want to buy everything
from the firm with the lowest price. If two firms charge the same price, the
costumers’ demand is split evenly between them. [10]

Now, consider a problem related to the previous data breach problem. The
data owner has to choose between different service-providers i. Each service
provider stores an amount of records Ri (which is the sum of all their client
records). Assuming that the data owner’s number of records is r, and that
service provider i charges a fixed charge ai and a variable charge bi per record,
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the problem becomes:

arg min
i

ai + bir +
(
1− (1− p0)α(r+Ri)

)
10srt ≈

ai + bir + α(r +Ri)p010srt (15)

From the supplier side, this basically amounts to the case of Bertrand
competition, i.e., the (oligopoly) suppliers compete with their prices.

If service-provider 2 stores m times the number of records of service-
provider 1, i.e., R2 = mR1, then service-provider 2 will also attract more
attacks and be breached more often. Specifically, for service-provider 2 to
offer the same expected cost to the client, the following has to hold:

a1 + b1r + α(r +R1)p010srt = a2 + b2r + α(r +mR1)p010srt ⇒
a2 + b2r = a1 + b1r − (m− 1)αR1p010srt (16)

The subtracted term is a kind of ‘discount’ that has to be offered to compen-
sate for the higher risk entailed by the greater number of attacks. Note that
the αrp010srt term is present on both sides and thus cancels out. In other
words, the additional attacks attracted by the client’s own data r will happen
wherever r is placed, and are thus irrelevant for the placement decision.

Clearly, for Eq. (16) to hold, the fixed cost a1 and the variable cost per
record b1 of service-provider 1 has to be larger than that of service-provider
2 if m > 1. So a service-provider who stores a larger number of records, also
has to charge the client a lower price. Otherwise the client would choose
another less expensive service provider.

If, for simplicity, we remove the fixed costs a1 and a2, then for service-
provider 2 to offer the same expected cost to the client as service-provider 1,
the following has to hold:

b1r + αR1p010srt = b2r + αmR1p010srt ⇒
b2 = b1 − (m− 1)αR1p010srt−1 (17)

Here, m will be limited by the size of b1, i.e. the size of the service-providers
or the total amount of records they can store will be limited. In a competitive
market, R2 of service-provider 2 cannot grow much larger than R1 of service-
provider 1, meaning that there is no possibility for market concentration.

However if we have a market where service-providers can manage to get
economies of scale, then service-providers will increase their data storage
Ri and lower their cost per record. The larger the business, the more cost
savings. Under these conditions the market could become more concentrated.

Let us now consider that each service provider has a choice on investment
in information security xi ≥ 0, which can decrease the probability p0 that a
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single attack succeeds, so that p0,i = p0β
−xi . This means that an increase in

investment x decreases the probability of being breached by an attack. Thus
by investing in information security a larger service provider will be more
competitive in this market. Now for service-provider 2 to offer the same
expected cost to the client as service-provider 1, the following has to hold:

b1r + αR1p010srt = b2r + αmR1p0β
−xi10srt + xi (18)

3.3 Cournot models

The Cournot model of oligopoly assumes that rival firms produce a homo-
geneous product, and each attempts to maximize profits by choosing output
independently. The market determines the price at which it is sold. The
basic Cournot assumption is that each firm competes using quantity, tak-
ing as given the quantity of its rivals. The resulting equilibrium is a Nash
equilibrium in quantities, called a Cournot (Nash) equilibrium. [10]

More formally, we can distinguish a few cases. In the following, we adhere
to two assumptions: First, as before, the price per record r just has the
variable component b and no fixed component a. Second, as a simplification,
we let the data breach cost to service-provider i with m customers be:

αRip010s
m∑
j=1

rtj ≈ αRip010sRt
i = αR1+t

i p010s (19)

where Ri =
m∑
j=1

rj

Since t < 1, the left hand side is actually larger than the right hand side,
except in the single customer case, when equality holds. Thus, the following
reasoning represents the best case for the service-providers and gives a lower
bound on the impact of data breach cost.

3.3.1 Best case breach cost and infinite demand

First and most simply, let demand be infinite, so that price b is constant
and unaffected by the quantity of service offered. Then, the profit πi of
service-provider i is, independently of what the others do,just:

πi = Rib− αR1+t
i p010s − cRi (20)
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where c is the variable cost of providing service for r. For convenience, denote
αp010s = T (for threat), and differentiate to find the minimum:

∂πi
∂Ri

= b− (1 + t)TRt
i − c = 0⇒

⇒ R∗i =

(
b− c

(1 + t)T

)1/t

(21)

This is our first result: Even on a market where an infinite amount of
service can be sold at a unit price, service-providers that bear the cost of
breaches have an upper bound to their size. Note that by setting c = 0, this
result also applies to the case where there are fixed but not variable costs of
providing service for r, as the fixed cost (a constant term) disappears in the
differentiation.

3.3.2 Best case breach cost and decreasing demand

Second, let demand be finite. More precisely, let there be an inverse demand
function P (R) = P (

∑n
i=1Ri) that depends on the total quantity R of service

available, and let P ′(R) < 0 so that inverse demand is strictly decreasing.
Service providers thus cannot collectively offer too much service, lest price
decrease to an unsustainable level, but each decision is still taken individually.
This is the Cournot oligopoly model. The new profit of service-provider i now
becomes:

πi = RiP (R)−R1+t
i T −Ric (22)

Differentiation and setting to zero yields a system of equations:

P (R) +R1P
′(R)− (1 + t)TRt

1 − c = 0

P (R) +R2P
′(R)− (1 + t)TRt

2 − c = 0
...

P (R) +RnP
′(R)− (1 + t)TRt

n − c = 0∑n
i=1Ri = R

(23)

Now, subtract row j from row i. We have:

P (R) +RiP
′(R)− (1 + t)TRt

i − c− (P (R) +RjP
′(R)− (1 + t)TRt

j − c)
= 0⇒ −P ′(R)(Rj −Ri) = (1 + t)T (Rt

i −Rt
j) (24)

Observing this difference, we note that (1+t)T and−P ′(R) are both positive,
so for equality, Rj − Ri and Rt

i − Rt
j need to have the same sign. But Rt is
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monotonously growing, so whenever Rj ≤ Ri, Rt
i ≥ Rt

j. Thus equality must
hold, Ri = Rj, and all service-providers produce the same quantity R∗. To
find it, let R = nR∗.

As a simple illustration, assume that the inverse demand function decreases
linearly in R until it becomes zero:

P (R) =

{
b1 − b2R if 0 ≤ b2R ≤ b1

0 if b2R > b1

(25)

Solving one of the first n equations in Eq. (23), we have:

b1 − b2nR− b2R− (1 + t)TRt − c = 0⇒
b1 − c = (n+ 1)b2R + (1 + t)TRt = Rt((1 + t)T + (n+ 1)b2R

1−t)⇒

R∗ =

(
b1 − c

(1 + t)T + (n+ 1)b2R∗1−t

)1/t

(26)

Even though we have not obtained R∗ in a closed form, we can still compare
it to Eq. (21), if we let b = b1, as is natural if the price with infinite demand is
the baseline highest possible price, from which the effects of increasing supply
are deducted. It can then be observed that, as expected, R∗ is smaller in
the Cournot case than in the case with infinite demand. Again, note that
by setting c = 0, this result also applies to the Cournot case where there are
fixed but not variable costs of providing service for r, as the fixed cost (a
constant term) disappears in the differentiation.

3.3.3 Allowing different variable costs

Let’s now allow different ci for different companies. The system of equations
in Eq. (23) now becomes

P (R) +R1P
′(R)− (1 + t)TRt

1 − c1 = 0

P (R) +R2P
′(R)− (1 + t)TRt

2 − c2 = 0
...

P (R) +RnP
′(R)− (1 + t)TRt

n − cn = 0∑n
i=1Ri = R

(27)

Subtracting row j from row i, we have

P (R) +RiP
′(R)− (1 + t)TRt

i − ci − (P (R) +RjP
′(R)− (1 + t)TRt

j − cj)
= 0⇒ −P ′(R)(Rj −Ri) = (1 + t)T (Rt

i −Rt
j) + (ci − cj). (28)
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Assuming the same inverse demand function as in Eq. (25), this yields a
system of nonlinear equations which can be solved numerically using a soft-
ware. See Appendix A’s code for solving this nonlinear system of equations
in Matlab.

3.3.4 Worst case breach cost and infinite demand

Now, consider the case when we have m customers and each customer has
just a single record. The data breach cost to service-provider i is then

αRip010s
m∑
j=1

rtj = αRip010sRi = αR2
i p010s (29)

where Ri = m =
m∑
j=1

rj since rj = 1∀j.

This represents the worst case for the service-providers and gives an upper
bound on the impact of data breach cost.

If we again consider the case with infinite demand, so that price b is con-
stant and unaffected by the quantity of service offered, the profit πi of service-
provider i is

πi = Rib− αp010sR2
i − cRi. (30)

We differentiate to find the minimum:
∂πi
∂Ri

= b− 2TRi − ci = 0⇒

⇒ R∗i =
b− ci

2T
(31)

3.3.5 Worst case breach cost and decreasing demand

If we instead let demand be finite with inverse demand function P (R) =
P (
∑n

i=1Ri) the new profit becomes

πi = RiP (R)−R2
iT −Rici. (32)

Differentiation and setting to zero yields a system of equations:

P (R) +R1P
′(R)− 2TR1 − c1 = 0

P (R) +R2P
′(R)− 2TR2 − c2 = 0

...
P (R) +RnP

′(R)− 2TRn − cn = 0∑n
i=1Ri = R

(33)
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Now, subtract row j from row i. We have:

P (R) +RiP
′(R)− 2TRi − ci − (P (R) +RjP

′(R)− 2TRj − cj) = 0⇒
(−P ′(R) + 2T )(Rj −Ri) = ci − cj (34)

We now allow different ci for different companies. Suppose that we have a
linear cost function and let the variable cost of service-provider 1 be c1 = c
and suppose that the cost increases by c up to cn = nc, then

∑n
i=1 ci =∑n

i=1 i · c. Let’s assume that ci − cj > 0. Since service-provider i has a
higher variable cost than j, it produces a smaller quantity Ri and therefore
∆R = Rj − Ri > 0. From Eq. (34) we know that ∆R = − ∆c

b2+2T
using the

inverse demand function given in Eq. (25). Here ∆c = cj − ci < 0 and thus
ci − cj = −∆c > 0 , which explains the minus sign in front of the expression
for ∆R. The quantity produced by each service-provider is

n∑
i=1

Ri = nRn +
n∑
j=1

(n− j)∆R⇒

n∑
i=1

Ri = nRn +
1

2
(n− 1)n∆R (35)

The nth service-provider has the highest variable cost and thus produces the
smallest quantity Rn. The 1st service-provider has the lowest variable cost
and produces the largest quantity Rn+ (n−1)∆R. Solving the nth equation
in Eq. (33), we have:

b1 − nc− b2(nRn +
1

2
(n− 1)n∆R)− b2Rn − 2TRn = 0⇒

b1 − nc− b2
1

2
(n− 1)n∆R = Rn(b2 + b2n+ 2T )⇒

R∗n =
b1 − nc− b2

1
2
(n− 1)n∆R

b2 + b2n+ 2T
(36)

Now we can solve any of the first n equations in Eq. (33):

b1 − ci − b2(nRn +
1

2
(n− 1)n∆R)− b2Ri − 2TRi = 0⇒

b1 − ci − b2(nRn +
1

2
(n− 1)n∆R) = Ri(b2 + 2T )⇒

R∗i =
b1 − ci − b2(nRn + 1

2
(n− 1)n∆R)

b2 + 2T
(37)
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The market shares becomes:

R∗i∑n
i=1Ri

=
b1 − ci − b2(nRn + 1

2
(n− 1)n∆R)

(b2 + 2T )(nRn + 1
2
(n− 1)n∆R)

(38)

3.3.6 Basic Cournot model as baseline

Now let’s model the profit using the basic Cournot model framework. Here
we assume that the profit πi of service-provider i simply depends on the
income RiP (R) and the variable costs cRi and not the data breach cost.
The profit becomes:

πi = RiP (R)−Rici (39)

Differentiation and setting to zero yields the following system of equations:

P (R) +R1P
′(R)− c1 = 0

P (R) +R2P
′(R)− c2 = 0

...
P (R) +RnP

′(R)− cn = 0∑n
i=1Ri = R

(40)

Now, subtract row j from row i. We have:

P (R) +RiP
′(R)− ci − (P (R) +RjP

′(R)− cj) = 0⇒
(−P ′(R))(Rj −Ri) = ci − cj (41)

From Eq. (41) we know that ∆R = −∆c
b2

using the inverse demand function
given in Eq. (25). The quantity produced by each service-provider is

n∑
i=1

Ri = nRn +
n∑
j=1

(n− j)∆R⇒

n∑
i=1

Ri = nRn +
1

2
(n− 1)n∆R. (42)

Solving the nth equation in Eq. (40), we have:

b1 − nc− b2(nRn +
1

2
(n− 1)n∆R)− b2Rn = 0⇒

b1 − nc− b2
1

2
(n− 1)n∆R = Rn(b2 + b2n)⇒

R∗n =
b1 − nc− b2

1
2
(n− 1)n∆R

b2 + b2n
(43)
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Now we can solve any of the first n equations in Eq. (33):

b1 − ci − b2(nRn +
1

2
(n− 1)n∆R)− b2Ri = 0⇒

b1 − ci − b2(nRn +
1

2
(n− 1)n∆R) = Ri(b2)⇒

R∗i =
b1 − ci − b2(nRn + 1

2
(n− 1)n∆R)

b2

(44)

The market shares becomes:

R∗i∑n
i=1Ri

=
b1 − ci − b2(nRn + 1

2
(n− 1)n∆R)

b2(nRn + 1
2
(n− 1)n∆R)

(45)

It can be observed that R∗ is larger in the basic Cournot case where we
remove the cyber risk term, which is to be expected. With an increasing
cyber risk term, service-providers will not be able to store the same amount
of data. Therefore, when the cyber risk is observable it gives no space for
market concentration. The following example illustrates how the market
shares are affected in the various cases.

3.4 Numerical example

Suppose that the market consists of five service-providers, i.e. n = 5. The
limiting case for finding reasonable numbers for b1, b2, c and T is Basic
Cournot, i.e. Eq. (44), the case with no present cyber risk. This is where
service providers will store the largest amount of records, and hence this
is where Eq. (11) might go wrong as r becomes too large. Recall that the
probability of breach is:

p = R∗iαp0 (46)

As a rule of thumb, we might say that p should not exceed 1%. Looking
at Eq. (44), and demanding (i) that the resulting joint probability p does
not exceed 1%, (ii) that R∗ is reasonably large (in the order of at least 103

and quite possibly 106 or larger) we can find reasonable vales for T (or,
equivalently, αp0 · 10s), b1, b2 and c.

As a simple illustration we let b1 = 0.1, b2 = 10−10, c = 0.005. Further, we
let αp0 = 4 · 10−11, so that T = αp010s = 1.91 · 10−3. For the five different
models discussed, the amount of records stored are shown in Figure 1. The
breach probability for the largest service provider in the Basic Cournot case
is now αp0R1 = 4 · 10−11 · 2.42 · 108 ≈ 1%. The HHI index introduced in
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2.4.2 are shown above the bars. Note the difference in size between the Basic
Cournot case and the other four cases. The presence of cyber risk restricts
the amount of service R∗ offered and this effect is greater in the worst than
in the best case, for both decreasing and infinite demand. In the absence
of observable cyber risk, over 700 million records are stored, whereas in the
presence of cyber risk the number of records stored are a few hundred, thus
the need to use separate plots with much smaller axis scales.

Figure 1: Bar plots of the optimal number of records stored for five different
companies, for the five different cases discussed. The four risky cases with
smaller quantities are also separately depicted in inset plot.

In Figure 2, we let instead αp0 = 4 ·10−13, so that T = αp010s = 1.91 ·10−5

and b2 = 10−5 with b1 and c kept unchanged. Note that the difference between
the optimal numbers of records stored decreases in the presence of cyber risk.
As seen in Figure 1, the market is pushed towards much more equal shares
in the presence of cyber risk, illustrated by the HHI index. In Figure 2,
the cyber risk is lower which increases the HHI index in the Cournot cases
with decreasing demand. Note also that the optimal numbers of records of
the Cournot decreasing demand scenarios and the infinite demand scenarios
are equal in Figure 1, whereas in Figure 2 the Cournot model restricts the
amount of service R∗ offered. When the cyber risk T is high and b2 goes to
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zero, the cyber risk removes the competition aspect in the Cournot model.
In other words, the competitive situation between different service-providers
caused by b2 is negligible in Figure 1.

Figure 2: Bar plots of the market shares and optimal number of records for
five different companies under different scenarios.
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3.5 Risk aversion and insurance

There are different ways for a customer to protect against cyber risks. One is
self protection, namely an investment to reduce exposure to risk, mentioned
in 3.2. By investing in information security, the loss probability can be
decreased. Another way is cyber-insurance, where the agent shifts the risk
to the insurer, by paying a fixed premium. A generally accepted hypothesis
is that any customer is risk averse and will accept to pay a fixed payment
instead of bearing an uncertain risk. Depending on the values of p0, α,
and Ri, the expected data breach cost may be large and the probability
of a single breach small. A pricing example made by Carfora et al. [2],
based on the Privacy Rights Clearinghouse data set, estimates the insurance
premium using the premium principles described in 2.3.3. Their results show
a relatively large variance of the claim amount and since the risk averse
customer will be reluctant to face a situation with a risky outcome he might
be willing to pay a high insurance premium to avoid that risk.

In particular, a risk averse customer is willing to buy insurance if the
premium P is chosen such that the expected utility in case of insurance
at least equals the expected utility in case of no insurance. Let L be the
random variable denoting the final loss and let X be the random variable
representing the aggregate claim amount. Moreover, let W be the random
variable representing the final wealth of the insured. Now, let U : R → R
be a utility function which maps monetary wealth W into utility u = U(W).
UI(W ) and UN(W ) measure the utility of W in case of insurance and in case
of no insurance, respectively. With an initial wealth W0, a risk averse agent
is willing to buy insurance only if the following relation holds:

E [UI(W )] ≥ E [UN(W )] (47)

where
E [UI(W )] = E [U (W0 − P ′ − L+X)]

and
E [UN(W )] = E [U (W0 − L)] .

Regarding the form of the utility function, in the cyber insurance literature
the CARA function is often used for its mathematical tractability. The
CARA function is characterized by a constant absolute risk aversion. The
exponential utility form is the unique in exhibiting constant absolute risk
aversion:

U(W ) = −e−ρW (48)

The maximum acceptable premium for the insured is the premium P ′

that equals the expected utilities E[UI(W )] and E[UN(W )]. It represents
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the “indifference” premium to shift from uncertainty to a certain position,
buying insurance.

Now, losses l from data breach described by Eq. (9) and the joint proba-
bility p in Eq. (11) of a succeeding attack describe the final loss L = p · l.
Since l is a deterministic variable, L has a Bernoulli distribution. Estimating
the variance for L, we get:

V ar(L) = p(1− p) · l (49)

This is a conservative estimate, as it ignores the variance of l. Thus we are
underestimating the real variance of L.

Just to give an example, we set the initial wealth W0 = 2E(L) and we
choose µ = 0.1, ρ = 0.01. Moreover, we let l = 108 and p = 10−2. We refer
to the case of full compensation, so the indemnity paid by the insurer fully
covers the losses. According to the expected value principle, with E(X) = p·l,
the premium is:

Pev = (1 + µ)E(X) = (1 + µ) · p · l⇒
Pev = (1 + 0.1) · 106 = 1.1 · 106 (50)

The standard deviation principle premium is:

Psd = E(X) + µ
√
V ar(X) = E(X) + µ

√
p(1− p) · l2 ⇒

Psd = 106 + 0.1
√

10−2(1− 10−2) · (108)2 = 1.99 · 106 (51)

The indifference premium P ′ for the insured satisfying Eq. (47) will be
given by the following expression:

P ′ =
1

ρ
log
[
E
(
eρ·L
)]

=
1

ρ
log
(
(1− p) · e0 + p · eρ·l

)
⇒ (52)

P ′ =
1

0.01
log
(

(1− 10−2) · e0 + 10−2 · e0.01·106
)

= 9.995 · 105 (53)

The example above offers a rough estimation of the premium required
by the insurer based on basic actuarial principles and of the indifference
premium, that is the maximum premium the insured is willing to pay. In
our example, the indifference premium for the insured is less than both Pev
and Psd. Recall that V ar(L) is a conservative estimate that underestimates
the real variance of L, so Psd would in fact be even larger than the obtained
value.
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4 Conclusions and future work
In an always-connected world, the vulnerability to malicious attacks in-
creases. Therefore, cyber risk has emerged as a key threat faced by companies
worldwide.

There is an often malign association between market concentration and
the cyber risk within a system. Attackers tend to target the concentrated
systems because that is where the biggest reward resides. As a consequence,
big services are targeted so much that they eventually fail to resist all attacks.

The goal of this thesis is to model observable cyber risks in oligopoly
markets. Focusing on data breaches, we proposed models of Bertrand com-
petition and of Cournot competition. The results aim to offer a better under-
standing for the relationship between cyber risks and market concentration
and eventually contribute to better actuarial risk and pricing models.

Insurance is an alternative way to deal with cyber risks. Cyber insurance is
a rapidly developing area which draws more and more attention. The cyber
insurance market faces unique challenges on the way to its development. In
3.5 we propose an illustrative example, focusing on the pricing techniques
in cyber insurance from insurer and insured perspectives. The premium
determination is addressed and we offer a rough estimation of the premium
based on basic actuarial principles.

To conclude, the development of cyber loss and pricing models is a great
step forward in the progression of cyber risk understanding, but there are
limitations. There is an inherent lack of historical data to utilise in calibrating
any model. The relationship between cyber risk and market concentration
continues to be an interesting area for future research. A future interesting
direction is to apply the proposed models on historical data. Cases where
cyber risks are unobservable, perhaps using Akerlof [11] as a model, are also
worth to be investigated.
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Appendix A

f unc t i on bestCase
b1=0.1 ;
b2=10^(−10);
c =0.005;
t =0.76;
T=0.00191;
n=5;
x0 = [1 1 1 1 1 1 ] ;
opts = opt imopt ions ( ’ f s o l v e ’ , ’ Algorithm ’ , ’ l evenberg−marquardt ’ ) ;
s o l = f s o l v e (@fun , x0 , opts )
t e s t = fun ( s o l )
f unc t i on eq = fun (x )
Sum = x ( 1 ) ;
R1 = x ( 2 ) ;
R2 = x ( 3 ) ;
R3 = x ( 4 ) ;
R4 = x ( 5 ) ;
R5 = x ( 6 ) ;
eq (1)=(R1−R2)−((1+ t )∗T∗(R2^t−R1^t)+c )/b2 ;
eq (2)=(R2−R3)−((1+ t )∗T∗(R3^t−R2^t)+c )/b2 ;
eq (3)=(R3−R4)−((1+ t )∗T∗(R4^t−R3^t)+c )/b2 ;
eq (4)=(R4−R5)−((1+ t )∗T∗(R5^t−R4^t)+c )/b2 ;
eq (5)=Sum−(R5+R4+R3+R2+R1 ) ;
eq (6)=R1−(b1−b2∗Sum−(1+t )∗T∗R1^t−c )/ b2 ;
eq (7)=R2−(b1−b2∗Sum−(1+t )∗T∗R2^t−2∗c )/ b2 ;
eq (8)=R3−(b1−b2∗Sum−(1+t )∗T∗R3^t−3∗c )/ b2 ;
eq (9)=R4−(b1−b2∗Sum−(1+t )∗T∗R4^t−4∗c )/ b2 ;
eq (10)=R5−(b1−b2∗Sum−(1+t )∗T∗R5^t−5∗c )/ b2 ;
end
end
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