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Abstract

Risks of Internet of Things

Henrik Siljeströmer

The internet has become a vital part of peoples everyday life and 
helped connect the world together. With the explosive growth of 
smaller IoT devices during the 2010s users have surrounded 
themselves with ever more smart devices. These IoT devices, 
equipped with sensors and wireless communication capabilities, are 
capable of forming small networks which support peoples everyday 
life. Security in IoT has been considered to be somewhat of a joke 
in the industry due to it often being neglected by manufacturers. 
This is due to it being built with the SCADA framework in mind but 
faces many more challenges, for example the limited hardware of 
the devices, the number of devices communicating and wider range 
of environments in which they operate. Apart from hardware related 
risks, the users also runs the risk of having their entire life 
monitored by these IoT devices by collecting the entire stream of 
data produced by them as well as these IoT devices can be abused 
to gain more than necessary information about them. The behaviours 
of users play a large roll in keeping systems secure. Humans make 
mistakes, not because they are lazy or stupid, but they tend to 
choose the path of least resistance, writing passwords down or 
skipping security measures when it becomes overwhelming. However, 
developers carry a certain level of responsibility for this, since 
a well designed user interface can facilitate the use of such 
security measures. A survey was sent out to get a better 
understanding of consumers knowledge and behaviours regarding IT, 
a survey was distributed with almost 100 respondents. The results 
showed that background were tied to greater knowledge and 
understanding of IT but did not mean that you had a better mindset 
of security. Similarly, both consumers with less or more IT 
knowledge could be lazy for the sake of convenience.
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Glossary

API - Application Programming Interface
DoS - Denial of Service
GDPR - General Data Protection Regulation
GSM - Global System for Mobile Communications
GUI - Graphical User Interface
IoT - Internet of Things
IT - Information Technology
LTE - Long-Term Evolution
NFC - Near field communication
QoS - Quality of Service
R&D - Research and Development
RFID - Radio Frequency Identification
SCADA - Supervisory Control And Data Acquisition
T&C - Terms and Conditions
ToS - Terms of Service
UI - User Interface
UMTS - Universal Mobile Telecommunications System
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1 Introduction

In today’s modern world, technology is being integrated deeply into most parts
of the everyday life. The internet has gone from a being a communication tool for
smaller communities of researchers in the nineteen-seventies[Leiner et al., 1997]
to a global accessible resource, a vital part in peoples lives and even declared
a basic human right by the UN[General Assembly resolution 32/13, 2016]. The
world has become intertwined with complex systems allowing it to be run quicker
and smoother, appearing smaller than ever before.

Moreover, in line with Moore’s law1, the continuing advancements in pro-
cessor technology made them both smaller and more powerful, prompting a
plethora of small devices capable of collecting data and wireless communication
while still being energy-efficient and cheap. For these reasons, there has been an
explosive growth in the amount of devices used to control and automate different
aspects of our lives through the internet infrastructure. As such, the idea of an
Internet of Things (IoT), with potentially thousands of devices communicating
with each other in large complex systems, has become more of a reality.

However, as consumers continue to automate their homes and surround
themselves with these complex systems of communicating small devices, what
types of risks are they putting themselves in? Having a large amount of de-
vices around oneself poses big privacy concerns as most of the consumers daily
routines, conversations and behaviours could be stored in these devices or cen-
tralised systems. As of such, these devices are at a big risk of being attacked by
intruders who can get access to sensitive information which can cause a great
deal of damage when placed in the wrong hands, especially in the commercial
sector. However, what types of security systems have the manufacturers imple-
mented to keep this data secure from unwanted intruders? How do these devices
keep the transmitted information safe, or what should they be doing? Are there
obvious flaws with the current devices that are being sold to consumers? More-
over, how can one be sure that the manufacturers are honest and not abusing
their devices to gather more information about their consumers? What is stop-
ping them from adding microphones or internet monitoring software into their
devices, to name a few possibilities for the intrusion into the privacy and in-
tegrity of the user. Finally, what can one expect from the consumers? How
much understanding do they have of IT and what are their behaviours with IoT
devices? Do they take security into consideration when choosing these devices
and if so, how much are they willing to pay to get a level of security they feel
comfortable with?

1.1 Related work

There are numerous reports on the problems with the architectural design as well
as the security issues of IoT. Securing the Internet of Things[Xu and Li, 2017]

1Moore’s law is the observation that the number of transistors in a dense integrated circuit
doubles about every two years. This prediction, made in 1965 by Gordon Moore has been
correct up until current years.[Mack, 2011]
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dives deeply into security risk in the IoT network and offering solutions on how
to keep it secure.

A roadmap for security challenges in the Internet of Things [Riahi Sfar et al., 2018]
gives a good summary of the IoT growth and then proceeds to both give a de-
tailed explanation of what types of security challenges and privacy risks that
exist in the entire IoT network and presents solutions to this problem.

Stupid Users - Do they exist? [Oestreicher, 2020] serves as an introductory
textbook in the topic of Human-Computer Interaction and analyses behaviours
of users as well as offering a different way of thinking for programmers regarding
users.

Internet of things: Privacy issues revisited [Weber, 2015] talks about privacy
issues in IoT networks and explains what type of risks exist for users as they
surround themselves with more smart devices.

1.2 Structure

This report will start by giving a short explanation of Internet of Things in
section 2 – What is the Internet of Things as well as popular areas for IoT
applications. Section 3 – Explosive growth - The Hows and Whys? starts by
discussing and analysing the explosive growth of Internet of Things during the
2010s, the causes around it and the projected future of Internet of Things.

Section 4 – The risks- Where and how dangerous are they? will discuss the
potential risks that arise as more devices are added to our homes and give an
explanation to why these can be difficult to combat. Section 5 – The users anal-
yses the users, how they can be responsible for security risks and an explanation
to their behaviours regarding IT security.

Section 6 – The survey explains the distributed survey and the results from
the answers received without any analysis. Section 7 – Discussion will give a
summary of the results gathered from the survey and relates them to the theory
presented in previous sections and ending with Section 8 – Conclusion which
provides a conclusion to the report.

1.3 Research questions

This reports aims to answer the following questions:

• What are the risks of Internet of Things? Where do the exists?

• What are the user behaviours regarding IoT and IT security? What type
of security risks do they pose for IT?

• How much do users know about IT, IoT and IT security? Is the personal
or professional background of the user connected to their understanding
of IT and IT behaviours?

• Do people which much IT knowledge have a better understanding of se-
curity and think more critical about their own IT security?
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The first two questions will be answered by analysing previous research in the
subject. User behaviours and knowledge of IT security will be answered by
a survey which will be distributed to get a better understanding of consumers
knowledge. The results of the survey will be used together with research material
to be able to get an answer.

2 What is the Internet of Things?

Simply speaking, the Internet of Things is a collection of ”smart devices”
equipped with sensors and wireless communication capabilities that share data
with centralised systems or each other for various means. These, sometimes
called ”machine-to-machine” (M2M) communicating devices, create a small net-
work with the purpose of analysing data. These small networks are then working
together to create a large web of devices working together for the purpose of
creating a self regulating automatic system that can support humans in their
daily life whether it is in the private, commercial or industrial sector. Don-
ald Degraen gives a more technical explanation of IoT in his report ”Exploring
Interaction Design for the Social Internet of Things”[Degraen, 2019]:

”The foundation of the IoT refers to interconnected networks of
everyday objects equipped with sensors and actuators, while having
individual and autonomous processing capabilities. The integration
of these objects into embedded and connected systems, results in
more general cyber-physical systems such as smart homes or smart
cities. This leads to a highly distributed network of devices commu-
nicating with human beings as well as other devices.”

The concept of the ”Internet of Things” was first coined in 1999 by Kevin
Ashton[Riahi Sfar et al., 2018]. However, the term was originally used to de-
scribe supply chain management as a term mostly intended to impress investors.[Elder, 2019]
However, it didn’t take long before the concept was used more extensively with
the explosion of the wireless device market, the Radio Frequency Identification
(RFID) and the Sensor Networks (WSN) technologies. The Internet of Things
became a future vision where everything is connected to everybody everywhere
at anytime. But as for a concept of a promising future, most of the IoT concept
is viewed often/mainly through a societal or corporate lens with a vision of a
interconnected city or factory filled with different devices connected into large
networks. What does the IoT mean to an individual and what does the average
consumer gain from the 2010s IoT revolution? It can be broken into two main
areas: Smart Consumer Products and Wearables.

2.1 Smart Consumer Products

Smart Consumer Products are in many meanings synonymous to Home Au-
tomation. By installing various sensors and devices around the house as well
as replacing already existing mundane appliances with smart ones capable of
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wired or wireless communication, it is possible to remove many of the boring
everyday tasks. Smart Consumer Products also provide users with the tools
needed to keep track of and control specific areas within our homes like setting
the temperature, managing light schedules or ordering food through a smart
speaker.

2.2 Wearables

Wearables are, as the name suggests, wearable technology which is focused
on collecting data about the wearer, as well as tracking their activities. This
information can then be used to better tailor experiences for the user and im-
prove their lives. Most of wearable technology does not constitute new types
of products but rather existing products which become smart with more added
technology and thus can act as an extension of the mobile phone. These devices
are today mainly in the shape of smart watches but can also include glasses,
clothes and even jewelry. According to ”Projecting the Growth and Economic
Impact of the Internet of Things”[O’Sullivan and Thierer, 2015], wearables is
the product category that is experiencing the fastest growth in IoT, with smart
watches leading the charge.

3 Explosive growth - The Hows and Whys?

Saying that the Internet of Things has had an explosive growth is almost
an understatement in itself. From the introduction of the concept in 1999
[Riahi Sfar et al., 2018], with a mass market launch in 2014, the number of
Internet of Things devices exceeded the number of human beings in 2011 with
9 billion interconnected devices in 2012, a number expected to reach 24 billion
in 2020 [Riahi Sfar et al., 2018].

Figure 1, Growth of number of IoT devices. Short-range IoT are devices with a
typical range of up to around 100 meters, such as Wi-Fi and Bluetooth.
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Wide-area IoT consists of devices using cellular connections such as GSM,
UMTS and LTE.[Ericsson, 2016]

As figure 1 shows, the majority of the growth have come from the expanding IoT
market with Short-range IoT being the main factor. There are many underlying
reasons to why this is but most of them are connected to some key points.
These are hardware advancement, improvements to the internet infrastructure,
the smart phone and the smart speaker.

3.1 Hardware advancement

Even though we are reaching a point where the predictions of Moore’s law
is starting to decline according to some[Rotman, 2020][Naughton, 2020], the
Internet of Things still have plenty to thank for from the recent advancements in
hardware. As processors have gotten more powerful with more internal storage,
they have also been able to become smaller and cheaper while maintaining
the same processing power. As a result of this, it has become more viable
for companies to invest in them and integrate them in their own products,
making more everyday objects smart, such as kitchen appliances, thermostats
and vacuum cleaners.

3.2 Internet infrastructure

Since the beginning of the millennium, the wireless communications infrastruc-
ture has become increasingly more powerful. From 270 Kbit/s with GSM to
LTE peaking at 300 Mbit/s, an increase of around 1100x in 20 years.With short
range communications, Wi-Fi networks have gone from 54 Mbit/s to as much as
9600 Mbit/s in the same amount of time. This massive increase in bandwidth
coupled with more advanced hardware has allowed a greater number of devices
communicating simultaneously.

Another great benefactor was the introduction of the IPv6 standard which
increased the total number of IP addresses from 232 to 2128 ending the need
to hide IoT devices behind internal router networks due to lack of available IP
addresses. With IPv6 it is possible for IoT devices to communicate with the
outside world themselves and can be placed in more remote areas without the
need of a router.

3.3 The phone centre

The growth of the smartphone from the late 2000s has also benefited the Internet
of Things greatly. As the smartphone have placed itself as the most commonly
used device, it has provided a general design philosophy which have acted as a
standard for controlling Internet of Things (IoT) for consumers, namely through
apps on a touch phone. By utilising the functions and designs already present
in the Android, iOS or other kernels, manufacturers could focus more on the
devices without worrying too much about designing an interface.
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3.4 The smart speaker

The release of smart speakers, such as Amazon Echo in late 2014 and the Google
Home in the late 2016, brought with it a large boost for the Home Automation
market and the Internet of Things. By being able to converse with the Smart
Assistant in the speaker, the user can issue commands to it through voice. This
opens up the possibility to more swiftly control the various IoT devices in the
house as well as getting information from them delivered through the smart
speaker. This functionality has turned the smart speaker into a central point
for the home. On top of this, the smart speaker encourages users to purchase
additional IoT devices which the smart speakers are integrated with.

4 The risks - Where and how dangerous are
they?

As mentioned above, Internet of Things is quickly becoming one of the largest
topics within IT with consumers and companies investing heavily into these
various types of available devices. However, as IoT continues to grow, it becomes
clear that security has been left behind by many manufacturers and some are
still unaware of the mistakes they are doing. But how could such an obvious
gap in security for these IoT devices not have been noticed by the developers
and manufacturers? This is even more strange when we realize that it does
not take long to find reports, articles or presentations which describe how to
create secure IoT networks. What are these risks and why haven’t they been
mitigated?

4.1 The ”S” in IoT stands for security

The quote ”The ”S” in IoT stand for Security” has surfaced on various sites and
forums on the internet, becoming quite a famous joke in the IT world and used
as part of the title of many presentations and topics on the subject. Humour
aside, this quote does a great job in summarising the state of IoT security as
there are still major security flaws in many products currently on the market.

Most of the IoT framework have been built with the SCADA2 framework in
mind. Therefore, previous security models have also been adopted to guarantee
basic security services, including authentication, confidentiality, integrity, non-
repudiation, access control and availability. However, the IoT industry has
several other factors to think about when designing security for their products
and solutions. First is the numbers of devices communicating with each other.
IoT networks can contain hundreds or thousands of different devices interacting
with each other in complex manners through many different security techniques
and policy requirements. Secondly, the environments in which these IoT devices

2SCADA is a high-level process supervisory management system which offers a way for
several local modules to be controlled by an central computer or operator through networked
data communications and a GUI
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operate are different from each other and many of them are working with a
limited power supply and therefore very limited hardware and computational
power. Third, some IoT devices have the possibility to communicate with a
large numbers of nodes which gives them a dangerously big influence on other
devices in the network.

Another note for the lack of security is the intended use for these IoT devices.
As many of them are small and made to be bought and used in bulk, often by
individual consumers instead of large companies, their price is a large factor for
their success. For these reasons, the manufacturers need to keep their price low,
often saving costs on security by implementing little to no security measurements
in them.

The reason could also boil down to the priorities of the manufacturers. For
them it could be better to offer a simple and reliable device which can be used no
matter the situation than having something that is more secure. This attitude
could be applied to situations were the likelihood of an attack is very small
and designing software and hardware capable of withholding higher security
standards seem unnecessary.

4.2 The four layers

There are many potential risks factors in an IoT network or within the compo-
nents themselves, from the smallest of sensors to the application that interacts
with the users. This could potentially lead to many problems as there are many
devices and services working together, all of which are sensitive to different
forms of attacks. However, as previously mentioned, the types of risks differ
greatly from one part of the network to the other. To help understand and
categorise the potential risks better, it is possible to divide the IoT network
into four different layers[Xu and Li, 2017]. These are the sensing layer, network
layer, service layer and interface layer.

Figure 2, The different layers of IoT networks.[Xu and Li, 2017]
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4.2.1 Sensing layer

The sensing layer handles all the sensing and gathering of the information. It
comprises of many different sensors and small devices working with limited pro-
cessing power and storage capabilities. This is mainly for two reasons, resource
conservation and price. Most of these devices are battery powered and must be
able to utilise their power source as effectively as possible and as their intent is
to be used in large quantities they must be cheap to produce and purchase. This
consequently is problematic as the security requirements in the sensing layer is
an important concern and the expectations on these devices are high. These ex-
pectations are device(s) authentication, decision making of which devices should
be trusted or whether to accept a command or execute a task. But with their
limited capabilities, it is difficult for these devices to enforce these requirements
as they will take too long time to process or be too power consuming.

These sensing devices are vulnerable to unauthorised access from intruders,
which allows them to both extract data from the device itself or use it to trick
other sensors or applications to send vulnerable data to them. Also, the com-
munication between these sensors is at risk from several transmission threats
such as data manipulation and forgery as well as DoS attacks on the network.
Finally, one issue that is unique to the sensing layer is that the risks aren’t
limited to software and network attacks. These devices also fall into the risk of
physical harm as unwanted attackers might try to physically damage or alter
them to gain access to the networks.

4.2.2 Network layer

The network layer is the backbone of the IoT infrastructure that connects all
the devices and allows them to be aware of their surroundings. It handles
all of the transmissions between the sensing layer, service layer and interface
layer. The networks layer consists of many different types of networks, both
wired and wireless, each with its own limitations which, taken together, present
many difficulties in communication and security. The network layer needs to
be energy efficient with proper network management technologies while still
preserving information confidentiality as well as security and privacy for the
user.

Information confidentially and human privacy and security are the most
vital topics here as an intruder must be unable to gather or extract sensitive
information from the network. The network layer suffers from similar risks as
the sensing layer, but are more vulnerable to Man in the Middle attacks and
Fake network messages. Another issue is the risk of overconnection by having
too many devices communicating in the same network. Here, the networks
insufficient bandwidth required by authentication signalling causes congestion
and even DoS or that the amount of key operations could consume a lot of the
networks resources.
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4.2.3 Service layer

The service layer is the interface between the small devices and sensors in the
IoT and provides functional communication between them and the applications.
The service layer process the data collected from the sensing layer and provides
links for the storage of said information for the applications in the interface
layer. Included in this task is the ability to find, in an effective way, the correct
infrastructure and provide the required service which the interface requests. For
this reason it is important that the service layer handles authorisation, service
and group authentication, privacy protection, security of keys, etc, to be sure
that each device it uses is not trying to abuse the system and steal data.

As with the network layer, the major concerns in this layer are the risks
of privacy leakage and malicious location tracking as the service layer contains
much personal information being transported between the sensing and interface
layers. There is also a risk of service abuses where an attacker gains access and
uses the services illegally or try to gain knowledge of the different services and
even tries to manipulate them as well as DoS attack to prevent the user from
gaining access to the different services.

4.2.4 Interface layer

The interface layer contains all of the front-end applications, API:s and inter-
faces which the user will work with. From RFID tag tracking to smart home
solutions which are implemented by standard protocols. The security require-
ments varies strongly depending on the type of applications, however, there
are some requirements that should exist regarding maintenance of the network
which serves the interface layer. The interface layer should offer remote safe
configuration, software downloading and updating as well as security patches
to its sensors. On top if this, it should also have administrator authentication
for accessing and supporting integrity and confidentiality for transmission be-
tween layers, authentication and authorisation and be able to isolate sensitive
information.

The biggest security threat in the interface layer is the leakage of logs and
keys, as it will let intruders gain complete access to the entire network. Other
risks include failure to configure sensors and devices from the interface or mis-
configuration of said devices.

4.3 Handling the maintenance

A question that has been emerging together with the rise of IoT devices is how
to keep these devices secure during their expected lifetime. As hackers and
other intruders continue to search for exploits in the systems, the devices in the
IoT networks must regularly be updated to prevent leaving potential security
holes open. The problem is that this might become difficult due to the nature
of IoT networks. IoT networks can consists of hundreds of different devices
communicating with each other over a network simultaneously. These devices

12



can also come from several different manufacturers bought over a span of several
months or even years. To ensure that these networks are kept secure, all of the
potentially hundreds of IoT devices included must be regularly updated from
their manufacturers, as it only takes a few devices with low security to give
intruders access to the network.

4.3.1 How can one do this?

The maintenance process can be based on the SCADA model, allowing the
central hub to be the supervisor of updating the devices. When the hub receives
a new update from the manufacturer, it will process the update and start to
update each affected device in the network. To minimise power usage on the
small devices, the hub should process as much of the update as possible before
distributing it. The update shall be sent through the wireless network to each
sensor with encrypted communication together with a confirmation message
when the update where successful. This adds the requirement that the hub
both have a clear knowledge of all of the different devices in the network and
keeping track of their software version to be able to ensure that all devices use
the latest one.

Maintenance could also be handled without the SCADA model. Without a
central hub, each device would keep track of a few other devices to which they
could communicate directly. As an update is sent out to these devices, they will
distribute it with each other and ensure that each device will respond with a
confirmation that they have the latest update. This does however mean that
each IoT device must be powerful enough to be able to handle the update itself.

4.3.2 Why isn’t this working?

There are some problems to why a proper maintenance process is impossible to
implement in current IoT networks. Most of the devices are battery powered and
have very limited processing power to be as power efficient as possible meaning
that they are unable to stay active for longer periods of time to receive updates
or perform the computations needed for encryption algorithms.

There are also problems connected to the manufacturers themselves. Many
IoT manufacturers treat the IoT devices as any other product and do not provide
support after they have been shipped to customers, meaning that the software
which they were shipped with is their final version, no matter if it contains
errors or bugs. This ”one time purchase from vendor” mentality is something
manufacturers of IoT devices need to move away from, and begin to start offering
continuous updates for their devices for their expected life time. This will both
increase the security of the devices but can also expand the device lifetime, as
manufacturers can integrate older devices when they release updated ones.

Unless manufacturers change their current mentality as well as invest in
stronger hardware for their devices, every day IoT devices are going to pose a
security risk for the users.
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4.4 A total surveillance

As more IoT devices are being added to homes as well as more existing products
becomes smart, there is a risk where every part of a user’s life could be monitored
by at least one sensor from within or outside of their homes. Each individual
device will not get all the necessary data but summarising the collective data
from the entire network will give complete access to all of the user’s behaviours,
putting them under a total surveillance. An example is explained in ”Internet of
things: Privacy issues revisited [Weber, 2015] of how this complete surveillance
could be achieved from each device collecting a small amount of behavioural
information.

”The house sensors will know when to start the coffee machine
and to pull up the blinds, thus the time when somebody gets up is
known to the data collectors. The amount of coffee as well as the
used products from the fridge will determine the number of people
residing in the house on that day including their eating habits. The
car will then communicate the driven route through its GPS system
and the onboard entertainment will know the driver’s favourite mu-
sic. The automated seatbelt warning system will know how many
people are in the car.”

Even if these IoT devices collect information with the purpose to benefit the user
and not to spy on them, they could offer that possibility if the data collectors
choose to store that information and use it together with other data. A big
privacy issue is that the devices could collect information about the users, even
when they are not actively being used and give collectors access to sensitive
information which they should not have access to.

Mobile phones have also become a powerful tool in collecting information
about their users. With their tracking and recording capabilities together with
a large amount of other sensors and constant communication capabilities they
are capable of collecting every move of the user throughout the day and storing
it for future use.

4.5 Abusing the IoT

Now, it is possible get the impression that the risks that exist in IoT all have
their origins in the manufacturers being revenue oriented or inexperienced in
the field. Sadly however, the risks don’t stop there. Even when the devices
are secure and functioning properly, there are several risks for the consumers
of these products. The problem here is that they are not properly informed
of what the devices actually contain or what type of data the companies are
storing. What are the chances that a smart thermometer also contains other
sensors or its software sends more information about its users than it should?
The companies suddenly have access to loads more personal information about
their users than they have ever had before. How can users trust them in keeping
this information secure? What stops companies from selling or abusing the
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information the users’ provide them for extra profits? Especially as the users in
question already agreed to their terms when they accepted their terms of service
(which few users read).

One area where this has actually been discussed recently, is in connection
with the introduction of voice-controlled application. These have had a sharp
rise to popularity these last 5 years with the launch of the smart speaker solution
Amazon Echo[Welch, 2014] in late 2014 and Google Home[Bohn, 2016] in the
mid 2016 spearheading the curve. These devices have integrated themselves
with the IoT and home automation infrastructure to become a central platform
for the smart home, offering the users the option to control it through voice
commands. But these devices, although practical, could pose a huge privacy
risk for their users, mainly as they could constantly be listening on the users.

The most common practise for these smart device are that they are listening
for their activation keywords (e.g., ”Alexa” or ”Hey Google”) upon which they
will start to record the voices of the users to get their request. After the request
is recorded it is then processed by the device voice assistant, such as Amazon’s
Alexa, Google Assistant or Apples’s Siri. But for these activation keywords to
work, these device’s must have its microphones activated and enough process-
ing power to analyse each sound or spoken word, to determine if they are the
activation words. This means that the device will always have its voice recog-
nition activated and have the possibility to store that background information
as well. On top of this these smart speakers are usually placed in very central
areas[Lau et al., 2018] of the users’ homes to be able to have the longest range.
This will however, also make it possible for the speakers/microphones are able
to record most of the conversations around the home, something that becomes
even more problematic as the user installs smaller speaker/microphone combos
in the parts of their homes where the central hub does not reach. It is possi-
ble to raise the question of what these smart speakers are doing with all the
recorded voices and other sounds that are emitted in the close presence of the
microphones in between the activation keywords and user requests?

On top of these activation keywords, third party applications can get ac-
cess to user inputs from the smart speaker by adding so called ”trigger words”
telling the smart speaker when to start recording. These trigger words can be
defined to many different things and missused. A study from Security Research
Labs[SRLabs, 2019] in December 2019 showed that you can change the trigger
words after the software have gone through the review process without requiring
a second review process. This means that you can set the trigger words to oth-
erwise forbidden everyday words as ”start” or ”stop” which are typically used
when using the smart speakers normal functions. Another exploit from the study
is that you can abuse the smart speakers Text-to-Speech engine to extend the
time in which the software can record voices. This is done by making the smart
speaker continuously ”say” a soundless character, keeping the microphones ac-
tive on the speaker even after giving the user a fake ”goodbye” message. For
the Amazon Alexa, this would allow eavesdropping for a few seconds after the
ending the request. For Google Home devices, this allowed unhindered eaves-
dropping as long as it picked up any type of conversation within a 30 seconds
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break.

4.6 Risk conclusions

IoT networks have proven to be one of the most difficult areas to implement
security in due to two main reasons. The first one being the scope of the
networks. IoT networks have every type of security risk that exists in a computer
network but with additional risks from physical attacks on the various sensors.
These risks become even worse due to the second reason, limited hardware.
Many sensors do not have the processing power or storage to properly implement
encrypted communication, mainly for financial reasons. Many devices are going
to be sold in bulk and manufacturers try to keep the cost down to make them
more attractive on the market. Another large problem with the manufacturers
is, that many are inexperienced with IT. We see a whole new industry moving
into the IT field by connecting their devices and making them smart. This is
a field which they have little to no experience in, and no proper guidance and
support, they stand the risk of making the same mistakes as the IT field did
years ago. But this time the results can be much more devastating if proper
security support is not implemented.

5 The users

Even a very secure system, containing multiple security checks and solutions to
ensure its safety, could still have large security breaches if the users aren’t en-
couraged to help keep it secure. Laziness, being forgetful or lacking the required
understanding are among the reasons why users might not be using software cor-
rectly and posing security risks. But we can and should not put the blame on
the users as a software with bad UI might be the cause of the users negative
behaviours[Oestreicher, 2020]. We know as a fact that the human is by default
a ”lazy” being, although the laziness might in most cases be referred to as
”resource and energy optimisation”[Oestreicher, 2020]. Let us not forget that
developers can create security breaches in software by making mistakes on the
same basis as the users.

But why do both the users and the developers make these mistakes, and why
do they keep making similar errors? Shouldn’t we have learned by now how to
make and keep data secure? To try to answer these questions, we must both
look at the users and the developers of software.

5.1 Logical design - The problem with Humans

Humans are faulty creatures, at least seen from a computer standpoint. We
can be unstructured, forgetful and irrational, often doing what feels correct
based on our own interpretations rather than approaching a problem logically.
It is no wonder that human errors account for upwards of 90% of all security
breaches[Cybsafe, 2020].
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Using a code or a password is the most common way to ensure security,
whether it is accessing one’s e-mail account, doing bank transactions online or
going through a secure gate. A study by Dashlane3 [Bras, 2015] done in 2015
shows that users have upwards of 90 different online accounts associated with
them. How can one keep track of the unique passwords to so many sites in ones
head? The obvious answer is that we don’t. Users mostly have a few passwords
(which themselves can be very similar to each other) that they will use between
all of their online accounts[Turner et al., 2019]. Most of these passwords are
also just upholding the bare minimum requirements for the site, usually around
8-12 characters long with 1 capital letter and 1 number. Without such explicit
requirements, they tend to become even simpler. No matter the complexity of
them, passwords also run the risk of being predictable because of how the human
mind works. Humans tend to be bad at remembering random word sequences as
it gives no associations for them to help them remember it[Oestreicher, 2020].
For this reason users tend to pick passwords which they can associate with
other memories like family names, pet names, hobbies etc with a numeral that
sometimes is connected to a birth year or other celebrations.

The other common practice for remembering passwords is to write them
down. Usually as a fallback strategy or as a hint to help users remember pass-
words they might not use as often [Stobert and Biddle, 2014]. But by doing so
you create the risk of having passwords being exposed to unwanted intruders.
So why do users keep doing it? Sure one could just blame it all on laziness and
continue with their life but there is more than meets the eye to this question.
Firstly, one can ask: When do these situations happen? Mostly around when
the user has a hard time remembering the passwords so they must make sure
to remember it by having it on an easy accessible place for when they forget

3Dashlane offers one of the most popular password management software in the world.
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it. Then why are they forgetting it? As previously mentioned, the human mind
have a harder time remembering things without a association with other mem-
ories, which could happen when the user is given a unique password rather than
choosing one themselves. When being forced to remember something which can
carry a lot of value, many users resort to writing it down in hopes of remember-
ing it later. However, knowing that the password is close by is another factor
which discourages the user to learning it as you have made sure that the pass-
word is already easy to access without the need to remember it. The user will
sometimes also have the option to let the site, software or computer remember
the login information for them, eliminating the need to remember it, while not
displaying it in the open. This sounds like a win-win situation for many users
until the day they are forced to enter their password or the unlucky event that
somebody unwanted gets access of their devices.

Another issues which users face which can compromise the security of their
accounts are the attempts of social hacking where an intruder specialises in at-
tacking the users rather than the system to get access to passwords[Hadnagy, 2018].
Usually the attacker will take advantage of the user’s lack of knowledge to gain
access to their information. This is done by pretending to be a representative of
a company which needs help with an IT related issue and they will acquire this
by providing the user with partially faulty information. For example, by telling
the user that ”2+2=5”, the user will respond by explaining that ”2+2=4”, and
therefore giving the intruder the correct information.

However, the users’ knowledge about the computer can play a role in their
behaviour as well. If the users have little knowledge of how the computer works,
it becomes easier for them to just accept the information being displayed to them
without reflection on the credibility of the source. In these scenarios the users
might click the ”OK” or ”Accept” button on a pop-up window without really
understanding what they are giving the green light to. Similar user might also
be at the risk of being exploited by being frightened or scammed. A simple
message like ”Your computer is infected with virus!” or ”We have taken over
your computer!” can cause many users to be scared and be exploited because
they don’t have a good enough understanding to know what is fake and what
is real.

5.2 How much is too much?

Truth be told, the answer to the question of ”How much security is too much
security?” varies greatly from users. Some user’s threshold is reached quickly
and some can endure many steps before ”giving up”. But what do we mean by
”too much security”?

As one start adding layer after layer of security measurements which the user
will have to go through to gain access to their data, the whole process of logging
in takes more effort and time for the user. When the user feels like they are
putting in to much effort, they will start to find shortcuts to make the process
quicker or even stop using the software completely[Oestreicher, 2020]. The user
has given up on trying to uphold these implemented security measurements.
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Password overload is a phenomenon which is one common example of too
much security. The users have too many passwords to keep track of, or they
are forced to updated their current ones too frequently to be able to remember
them. This will in turn lead to the user using alternate means to remember
them. Such as creating passwords which are easier to predict, writing them
down or turning to incremental password changes where they only change one
character of the password (usually the number) to create an almost identical to
the previous one.

Another example are the Terms and Conditions documents which the users
are forced to accept every time they want to create a new account or installing
new software. However, these documents are anything but an easy read and can
be upwards of 70 pages long [Paris, 2012]4 On top of this, these ToC documents
are usually written to be as difficult to understand as possible for the user,
which further discourages them from actually reading them.

5.3 Bad UI - The other side of the coin

It is easy to blame the users whenever there is a security breach caused by misuse
of software. Common criticisms are that they can be ”too lazy” or ”too stupid”
to be able to learn how to use it correctly. But there is a degree of developer
responsibility to be able to produce software with a UI that doesn’t hinder the
user by being too complicated. But to be able to do this, the developers needs
to both understand their target users and create a user interface that caters
to them without making them annoyed when using it. A task which can be
difficult as the developers are very invested in their own product. As they have
developed the software, sometimes from the very beginning, they know all the
ins and outs of it. They also have in many cases more knowledge surrounding
the software and IT than the average user thanks to their job or background.
This will give them a very different viewpoint on what information is obvious
and what is not. Words and phrases could also have a different meaning for the
developers and the users. What seems like a valid expression, message or word
for the developer could mean something completely different for the users which
leads to them not understanding the impact of their choices.

However, even if the developers are the ones with a better understanding,
it doesn’t mean that they can’t make simple mistakes. We are all human,
after all. Fatal bugs or big security holes have been created because of the
developers being forgetful, lazy or trying to be more efficient[Xie et al., 2011].
As an example, a developer can implement a temporary workaround to bypass
some security measurements, which he/she finds time consuming to do every
time they want to do tests. This workaround could be one of many different
implementations and will improve the developers work-flow, but there is a risk
that the workaround will not be removed in the final release of the product. It
could be due to short deadlines, stress or the fact that the workaround became so

4Based on PayPals Terms and Service document being rougly 36.000 words and each page
contains around 500 words.
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commonly used, that it felt like a regular feature for the developers who used it
so they simply forgot. Other common errors from the developer side are when a
temporary quick fix (a fixed maximum value or list length for example) becomes
a permanent solution as time moves on in the development process. These types
of bugs could go unnoticed for years before being discovered ending up costing
millions (or even billions) of dollars in damage[Zhivich and Cunningham, 2009].

5.4 User Discussion

Designing a good UI is still a craft which too few developers master, which
is a shame as it could pose serious risks. Not only can it seriously damage
a product’s reputation from a bad user experience but it could lead to users
taking dangerous shortcuts in an attempt to make the software easier to use. It
is important to have an understanding about the overall knowledge of the users,
and for the developers to make the effort of trying to both teach the users their
viewpoint but also to interact with them to create a UI that is good for both.

6 The survey

IT devices are used by the entire modern world on a daily basis and IoT becomes
a bigger part of it each year as devices supporting more functions and more
powerful hardware become cheaper and easier to get hold of. But how much
knowledge do the consumers have of IT and how do they use it? Do they put
much thought to their own personal security? Are age, hobby or background
large factors in their behaviours or understanding in IT?

To answer these questions, a survey was sent out to around 300 respondents
with almost 100 people answering. This survey consisted of 45 questions divided
into 3 different parts. The first part focused on the respondents background and
behaviours with IT, the second focused more on their knowledge regarding IT
and the third part presented some scenarios for the respondent.

The survey was written in Swedish as it was the most commonly used lan-
guage for the planned respondents. Half of the respondents got the survey di-
rectly from the author of this report, 26% from a friend, 16% from a colleague,
and 7% from a family member.
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6.1 Respondents

The age-group of the respondents where an almost even split between the ages
26 to 55, taking up three fourths of the respondents with 24% being 26-35 years
old, 25% were 36-45 years old and 25% were 46-55 years old. The remaining
”25-ish” percent was split between the ages 18-25 with 13.7%, 56-65 with 11.6%
and one respondent above 65 years old. None of the respondents where younger
than 18 years old.

Figure 3, Age groups of the respondents.

Most of the respondents had a work background in either IT, Industry or Re-
search & Development. Following those are Project Management, Teacher and
Restaurant Services.

Figure 4, The work background of respondents. The respondents could choose
more than one background.
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6.2 Results from the survey

This section will summarise the results from the survey, presented without any
analysis. To view all questions and the answers, see Appedix A

Most respondents would classify themselves as being rather knowledgeable
about IT, giving themselves a ”4” on a 1 to 5 scale. Almost two thirds of the
respondents, 64,6% where not currently working in the IT field as a software
developer, web developer, IT support etc.

Two thirds felt comfortable enough to discuss work and work related topics
both with their family and friends while 15,8% would only discuss with their
partner and 11,6% would discuss work related topics with their family as well.
5,3% wouldn’t discuss their work with anybody. Most of the respondents value
their personal information greatly with more than 70% placing it at a 4 or 5
on a 1 to 5 scale and when given the option of choosing the most important
personal information from private or work phone number and private or work e-
mail, more than half of the respondents choose that their private phone number
were their most important private information. Following this, 50% of the
respondents wouldn’t give their passwords to anybody while around 40% would
feel comfortable to give it to their partner. Roughly a fourth would feel safe to
share their passwords with a family member. More than half of the respondents
have 3-5 different passwords in circulation, (not including number codes).

Continuing on security measurements, there were an almost equal split be-
tween different usages of two step authentication. Almost a fourth (24%) of the
respondents will always use it if such a function is available for their accounts.
An equal amount of respondents (24%) use two step authentication on most of
their account but not all, even if such a function was available. A few more
(26%) only uses two step authentication on those accounts they use the most,
and a fifth (19.8%) do not use Two step authentication. Finally, 6 (6,3%) re-
spondents did not know what two step authentication was. On keeping your
computer secure, 60,4% of the respondents have installed their own anti-virus
software on their computer at home. Half of them (30,2%) have a premium
software which they have paid for, and the other half installed a free anti-virus
software. 22,9% uses the anti-virus software that came pre-installed with the
computer and 14,6% don’t use or have a computer at home. 2,1% do not know
what anti-virus software they have installed on their computer.

For phone usage, around three quarters of the respondents (74%) don’t dis-
able their Wi-Fi on their phone when leaving home, work or school (Question
19). Moreover, almost a third (31%) would never connect to a public Wi-Fi.
28,1% would only connect to public Wi-Fi networks if they knew that they
would use a lot of data and 12,5% would connect if their phones own ”data
threshold” ”had been reached”. 16,7% will use public Wi-Fi if the connection
process is simple and 9,4% connects to public Wi-Fi in places they visits often.
When asked about enabling GPS Positioning on their phone, 34,4% will always
have it enabled on their phone and 45,8% only enable it when an app they trust
demands it. 9,4% enable it when any app asks for it. 4,2% never enable GPS
positioning and 6,3% have never enabled or disabled it on their phone. More
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than half of the respondents (54,2%) have a general understanding of what each
app on their phone has access to (camera, microphone, etc.) and 28,1% are re-
lying mostly on common sense in determining what apps have access to. 13,5%
makes sure to fully understand what each app have access to and 4,2% have no
idea what their installed apps have access to.

41,7% of the respondents have never read a ”Terms and Conditions” docu-
ment and 25% have read through 1 or 2 documents. 21,9% have read through a
few documents and 8,3% read through most of them. 3,1% read through all of
the ”Terms and Conditions” documents before use. Continuing on users’ laws
and rights, 42,7% of the respondents say that they both know what the law
GDPR5 is and how they can use it. 29,2% know of GDPR but not how to use
it, 19,8% have limited knowledge of GPDR and 8,3% have very limited (5,2%)
to no (3,1%) knowledge of GDPR. Almost two thirds (63,5%) of the respondents
know about what rights they have regarding the data which they upload to the
internet (see question 32 in appendix A) and most of the respondents have a
limited knowledge of the size of their social media footprint6. On a scale of 1
to 5, 1 being clueless and 5 having full knowledge of the size, 30,2% answered
”2”, 20,8% answered 3 and 26% answered 4.

When asked what the most important aspect is, when buying a new IT
device, the majority (55,2%) answered that it should be of high quality and
last for a long time. A quarter (25%) answered that it should be price-worthy.
When asked the same question when buying a new IT device for their home.
28,1% answered quality, 22,9% answered that it should be secure, 18,8% looked
for compatibility with their other devices, 16,7% want the new device to be easy
and simple to set up and 13,5% said that it should be price-worthy.

More than half (53,1%) of the respondents would not pay any extra amount
of money for added security to their IT devices. Roughly a third (36,5%) would
pay 10% above the original price for added security, 4,2% would pay 25% above
the original price, 2,1% would pay 50% more, 1% would pay double the original
price and 3,1% would pay more than double the original price for extra security
for their IT devices.

Almost two thirds (59,4%) would change their password on other sites if
there was a 10% chance that the same or a similar password had been stolen
from another site, whereas 40,6% would not. When asked if they would change
their previous answer if they knew for certain that all of the password from the
other site had been stolen, 75% answered No and 25% answered Yes.

When presented with 2 bad situations, one being that somebody having
your keys and access to all of your property, the other being that someone had
access to all of your passwords, and having to pick the worst one (physical or
IT breach to make it short). 69,8% of the respondents choose that a physical
breach was worse and 30,2% choose the IT breach. When asked why, those who

5The General Data Protection Regulation is a data protection law aimed primarily
to give control to individuals over their personal data.

6A user’s social media footprint means the trail they leave behind when using social media
like uploading videos or images. The bigger the social media footprint, the easier it is to find
the user through social media
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choose a physical breach to be the worse option mentioned economical damage,
removing the ”secure feeling” from their home and that their online presence
isn’t big enough to be of any threat. Those choosing a ”technological” breach
as the worst option mentioned the possibility of having classified information
stolen, losing personal information and ruining ones reputation or image through
social media.

When purchasing a new chargeable IT device without a power socket, 96,9%
would use another power socket to charge it. 43,8% would charge it in their car,
38,5% through their personal computer, 31,3% through their work computer
and 49% would charge it with a power bank.

7 Discussion

At the start of the survey (Question 3), each respondent where asked to rate
their own knowledge in IT on a scale of 1 to 5, 1 means having little to no
knowledge of IT and 5 being very knowledgeable in IT. Much of this summary
is using that rating as a base when comparing respondents to each other or
when noticing patterns.

7.1 Private information - Sharing and caring

Regardless of where the respondents would rate themselves it was clear that
they value their private information greatly and not wanting it to be known by
many companies or other individuals as 70% of the respondents choose a ”4”
or a ”5” on Question 10. It was also clear that the respondents private phone
number was the most important one to keep safe, followed by private e-mail.
These two stood for almost 90% of the answers with private phone number
being the choice for more than half of the respondents. A strong majority of
67% discussed work and work related topics with both their family and friends.
The remaining discussed their work with ether their family or just their partner.
Only a few individuals would not discuss work with anybody.

Roughly half of the respondents would entrust their password to others for
convenience. Almost half of them felt that they could give their passwords to
their partner and 80% felt that they could give it to their partner or a family
member. However, this trust would not reach outside the family members as
no one chose relatives and only 2 choose friends.

However, the respondents had a varied understanding of the size of their
own social media footprint, meaning how big total presence they had in social
media. An almost equal amount answered ”2”, ”3” or ”4” on the 1 to 5 scale
with little correlation with how knowledgeable they had rated themselves or
other previous answers.
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7.2 Background = Knowledge = Understanding

Many of those who thought themselves to be more knowledgeable in IT were
currently working in the IT field with a work background of IT or R&D. Those
with a good IT knowledge who weren’t working in the IT field nor had IT
background used IT (computer, smartphone, etc) to do many of their work
related tasks or spent most of their free time on IT.

The respondents who viewed themselves as very knowledgeable in IT proved
it throughout the survey. Especially in Question 28 where they answered ”a lot”
or ”a bit” on the 17 different terms and subjects presented to them. With those
who rated themselves less knowledgeable, some of the less ”mainstream” terms
became unknown. Terms like RFID, NFC, Keylogger and Internet of Things
many respondents had barely or never heard of before, especially those who
rated themselves with a ”3” or less. There were some exceptions as terms like
Social Media, Apps, Cloud and Wi-Fi were well known by all of the respondents.
The more knowledgeable respondents also had a better general understanding
of what their apps had access to on their phone, with more of them doing a
thorough review of the requirements before installing or giving a once-over for
requirements which obviously deviated from the rest. The European GDPR law
was better known by those with more IT knowledge with many who also under-
stood how to use it to keep their private information safe. As with those with
less IT knowledge, there was a smaller percent who had a similar understand-
ing, with the majority not knowing how to utilise it or limited to the results
from a Google search. Finally, those being very knowledgeable in IT also had
a better understanding of the rights they had to the the data they uploaded to
the internet.

7.3 Knowledge 6= security

When it comes to security, there were varied results from the respondents. There
were no clear patterns visible between the respondents knowledge and their
behaviours regarding security. Examples of this can be seen in Questions 13,
14, 17, 27, 33 and 36 where barely any patterns could be seen between IT
knowledge and security behaviours. In question 13, there were respondents who
had very little IT knowledge but still used more than 10 unique passwords and
very knowledgeable respondents who didn’t use more than 5 unique passwords.
In Question 14 we see that many respondents answered Sometimes or Rarely,
here as well, regardless of their previous knowledge or their answer in Question
13. Similar patterns are seen in Question 17 on usage of two-step authentication,
in Question 33 on the understanding of the size of their Social media footprint
and Question 36 regarding the most important factor for a Smart Home device.
The respondents’ answers had little to no correlation to knowledge or previous
questions. In some cases the distribution of the respondents’ IT knowledge was
almost identical to the total distribution of IT knowledge for the entire survey.

There were however some questions which gave some connection between
knowledge and security mindset. In Question 27, those who had more IT knowl-
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edge were more accepting for paying a higher price for security, and on Question
16 regarding clearing browser meta-data, respondents with more IT knowledge
had a tendency to clear browser history, cookies and download history a little
bit more often (emphasis on the little bit) than those with less IT knowledge.

Even when taking into account those few instances where a connection could
be found between knowledge and security mindset, a secure mindset seems to be
tightly connected to persons, and not to their work background or IT knowledge,
it seemed to depend more on what the user feel is important. There weren’t
any respondents who had an overall secure mindset and answered every question
withwhat was most secure.

7.4 ”Lazy” for the sake of convenience

Even though there were barely any correlation between perceived IT knowledge
and having a secure mindset, there was a more clear pattern to sacrifice security
for the sake of convenience and laziness. Starting with the most clear pattern
we have Question 24 asking how many Terms and Conditions the respondents
have read through. 42% of the respondents answered that they had never read
through a ToS for any created website or installed software and 25% said that
they have read through 1 or 2 ToS. Question 24 even specified that ”reading
through” a ToS did not mean analysing every sentence from start to finish and
could be just quickly going through it to get the gist of what they where accept-
ing. This means that the majority of the respondents haven’t looked through
more than a few ToS despite accepted well over 100 ToS. Some of them are on
sites or software they use daily. We also see from Question 14 that although
No-one ticks the remember me option every time when logging into accounts,
only 17% answered ”Never” with the rest having varied answers between ”Of-
ten”, ”Sometimes” and ”Rarely”. Although it is due more to convenience than
a bad memory, since the majority of the respondents, 55%, used 3-5 unique
passwords (excluding digit codes) across all of their accounts. Other types of
private information which many respondents allowed their browser to store was
such needed to make online shopping easier. Half of the respondents would let
their browser save information such as their address, phone number, full name
and social security number. Roughly half of the respondents would also make
limited effort managing browser Meta-data as around 55% of the respondents
would clear their browsers history, cookies and download history yearly or less
with a fifth never clearing any of those three.

With phone usage, a third of the respondents will always have GPS posi-
tioning activated on their phone and almost half will enable it whenever an
app they trust demands it. Although barely anybody would always connect
to public Wi-Fi, many users (66,7%) were prone to use public Wi-Fi after a
certain criteria was fulfilled. For the most part those criteria were when they
felt that they were going to use a lot of data, but a simple connection process,
or when their own data plan had run out were enough of a criteria for an equal
amount. Lastly a few had the habit of connecting to public Wi-Fi in areas they
visit often. A third of the respondents would never connect to public Wi-Fi
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networks.
Similarly to the lack of connections between a secure mindset and own per-

ceived knowledge, there were neither any with more or less knowledge about IT
who were over-represented. A knowledgeable respondent could be equally lazy
for convenience as a respondent with little knowledge and vice versa. However,
respondents had better consistency to their answers and tended to continue in
the same pattern.

7.5 Owning smart devices - A hobby for many

There where many respondents who barely owned any Smart Devices and some
didn’t own any at all (with the exception of the smart TV) but automating
the home is a hobby which isn’t just for those with an large interest in IT.
Even though the highest concentration of owned devices was amongst those
who spend the most of their free time on IT, there was an almost equally large
amount of owned devices amongst those who spent a bit of their free time on IT
(choosing a ”3” on a scale of 1-5). Unsurprisingly the most commonly owned
smart device was smart TV. This was followed by Wi-Fi connected printer and
smart power sockets. The least owned devices were smart irrigation systems and
smart fridges. The type of devices which had the largest total number owned
were app controlled light bulbs.

When looking for new IT devices, two thirds of the respondents would spend
plenty of time doing research before buying it, doing enough so that they know
everything about the product or just enough to know that it is perfect for
them. Otherwise they would usually go with the product that has good overall
reviews. The majority of the respondents would prioritise quality followed by
affordability when buying new IT devices, something that becomes much more
varied when the device is for home automation. Quality, while still being the
top answer, became less of a priority with security, compatibility and simplicity
becoming a more common answer, while affordability became the least popular
choice.

7.6 IoT - A future here to stay, with complications

IoT is a concept which is here to stay. Its explosive growth shows no signs at
stopping as the world keeps expanding and improving its internet infrastructure.
New technologies will make all the small sensors and devices even more powerful
and their hubs capable of handling a larger network with higher accuracy. More
data will be possible to collect and transfer at a quicker rate to help users with
more things in their everyday life. However, manufacturers need to seize this
opportunity and use the extra available processing power to start implementing
more advanced methods to make these devices more secure. There are many
security risks that exist for IoT devices, some in harsher environments which
have barely been seen before for retail devices, offering even more challenges.
However, first of all the manufacturers need to stop cutting safety and security
corners for their devices. Many current IoT devices are filled with obvious
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flaws and shortcuts in order to save on processing power and reduce costs. But
even with access to more processing power, manufacturers need to not see it
as an opportunity to reduce the costs even more, rather as an opportunity to
implement more security. The selling strategy must change as well, to better suit
the nature of IoT devices by offering security updates and continuous updates
for a time after the launch of their products instead of the current one time
purchase mentality.

There also exists the risks that the users lose their own privacy and integrity
completely to the companies as more devices becomes smart and are capable
of storing their users behaviours. Should companies have the right to access
such a vast amount of data from their customers? Especially since much of it
could be collected even when the user is not actively using the device, as is the
case with many Smart Speakers/Microphone combos. Who will the companies
allow to access this type of behavioural data and when do you cross the line
from just using the data collected to start abusing the data. Something both
large companies and even governments have already been involved in, by using
devices against the consumers for their own gain.

The discussions about users’ control of their own private information have al-
ready been discussed in many political forums such as the GDPR law in Europe.
But there must be more effort put into regulating the type of data companies
collect and securing the users’ privacy. Otherwise the fine line between using
and abusing could be removed entirely.

We are many years from seeing the full potential of IoT being achieved but
at this moment we can still shape the environment in which they operate. If the
many security risks of IoT are not properly identified, understood and handled,
the IoT future might be more of a painful experience than a pleasant one.

7.7 Are passwords the correct way?

Passwords are still the default option for security in today’s world and perhaps
for good reasons. They are a quick and easy way to ensure security, with a
potential for being almost unbreakable for intruders if done correct by the user.
However, this is where there is a mis-match between the logical structure for
passwords and the structure of memories in the users. Passwords are inherently
designed to be complex to make them harder to crack, which also makes them
harder to remember for the user. The most unbreakable password is also the
one which is the most difficult to remember. The required complexity to be
functional coupled with the amount of accounts each user has, password overload
would be a huge issue for the users if they try to uphold these standards on all
of them. This is why many users end up using the same password for many
accounts, writing them down or using as simple passwords as possible often
together with sentimental values to make them easy to remember.

However, should passwords really be the default way to maintain secure
authentication for users? As everybody in today’s modern world own smart-
phones or have access to the internet, two step authentication can take a more
dominant role by complementing a simpler password with much needed se-
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curity. Both Microsoft[Weinert, 2019] and Google[Thomas and Moscicki, 2019]
have shown that using a simple two step authentication could boost the security
of the account, regardless of strength of the password.

The biggest advantage of the two step authentication is the fact that it almost
eliminates the possibility to hack it by trial and error. The intruder must have
access to the user’s other devices or accounts before even trying to hack the
first account, adding more steps to the process. Two step authentication is also
very flexible and can be implemented in many different ways. It can be done
through a phone app, ones phone number (both calling and text message), e-
mail and even through a physical means with NFC tags. In many cases two
step authentication can replace the password entirely while maintaining the
same level of security.

The biggest risk to authentication lies in the phone itself, as many of the
authentication apps use the phone as the default device. If your phone is lost,
stolen or broken, then the damage could be catastrophical with many time-
consuming processes to move all of those authentication apps to another phone.

The users’ acceptance of two step authentication is still somewhat of a mixed
bag, with many respondents never using it or only using it on those accounts
they use the most. This is a good thing in itself as those accounts are probably
their most important ones. Still, with almost half of them answering that they
barely or never use, there is still much need for improvement. Especially when
informing users about the large benefits two step authentication offers without
added complexity.

7.8 The risks of Convenience

The users, or maybe rather the developers’ lack of understanding the users and
their behaviours, will always be going to pose the biggest risks in any security
system. Many times they are unaware of the risks which they are posing. Users
are forgetful, non-logical and generally everything a software isn’t. To combat
the requirements software puts on them, they are bound to take some shortcuts.
Sure, some of the shortcuts are initially harmless but they can turn into breaches
with fatal results if they are used continuously and become a habit. Short, easy
to remember passwords for example have been the reason for countless breaches,
some causing great damage both in cost and in reputation. Habits are sometimes
a dangerous thing and can be difficult to break for the user, especially if the
habit originally came from solving an inconvenience the user had. Remembering
passwords, keeping track of different passwords and filling in the same personal
information over and over again are prime examples of inconveniences which
users get the habit of skipping whenever possible. It isn’t just down to how
good memory the user has, it is also about the human behaviour and how we
tend to choose the path of least resistance. It does not take much for many
before they start giving in to convenience. It can be as simple as offering a
quick connection process to convince the user to connect to a public Wi-Fi,
or asking them to update their password after three months so they decide to
start writing them down. Perhaps the best example is the Terms and Condition
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documents which are designed to discourage the user to read through them.
An advanced level of English, differentiating fonts and the sheer size of them
have given many users the habit of just clicking accept as quickly as they are
presented one. However, memory or laziness, the true background to most of
these habits is caused by the user in some way feeling overwhelmed. To need to
remember several ever changing passwords, understanding a complicated UI on
a new system and having to use multiple security features can all easily make
the user feel overwhelmed by all of the responsibilities.

But how can we combat these user behaviours? As developers we need to
create systems that are more engaging for the user, rather than putting the
blame on them. In many cases there is a vast gap between the developers and
the users, often seeing things from completely opposite angles. It is much easier
for developers to try to understand the user base than it is for the users to
explain what they want. Developers need to be more aware of the shortcuts the
users try to take, and design solutions that will encourage users to use them
correctly and promote the users to uphold the security measurements required
of them. But let us not forget that the tendencies to cut corners are present in
the developers as well. They also create habits to make their work easier with
less tedious hassle. In many cases these habits are more dangerous, as they
can pose a threat on a much deeper level of the software with the potential of
bypassing much of the intended security.

In the end, it isn’t the users who pose the biggest risks. It is down to the
habits the user create when they use software. It might sound that both are the
same in blaming the users but the latter one puts an equal responsibility on the
developers. No matter how good or secure a system is, it will never reach its full
potential if its users aren’t encouraged to use it correctly. They also need to be
given security means that are taking the normal user behaviour into account.

7.9 What could have been done differently?

The survey was sent to many working in R&D, because of the work environment
the author. This might have lead to the survey having more pro technology
angled respondents rather than reality, where more people aren’t that good
with IT.

The survey could have been made more extensive, with more options of
having a ”Why?” after questions to give a better understanding of the answers
of the respondents. However, this would have extended the time it would take
to finish the survey, and consequently increase the risk of the respondents not
starting or finishing it.

We must take into account the fact that the respondents’ IT knowledge was
self assessed by themselves. Although respondents who rated themselves higher
understood the terms better, their perspective on their own knowledge could
vary. The most popular option was to rate oneself as a ”4” on a scale 1-5 which
gives the feeling that some would think themselves to be quite knowledgeable
but maybe scared to give themselves a ”5” as their expectations for a very
knowledgeable person could be very high.
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Interviews could also have been done with some of the respondents, to get a
better understanding of the answers, but the decision was made not to do so as
it would most likely not have contributed much to the final conclusion gathered
from the survey.

8 Conclusion

The security risks in IoT are many with plenty coming from its SCADA im-
plementation together with the added risk of physical harm from unwanted
intruders which could affect the various small devices in the network. Sadly,
many manufacturers have yet to taken these risks seriously and security in IoT
is seen as somewhat of a joke in the industry. But manufacturers aren’t avoiding
to implement these security measurement because they don’t want to or that
they are unaware of them. Many of the small devices in IoT needs to be power
efficient, cheap to produce and to be battery powered meaning that some corners
must be cut to make them attractive to consumers. There is also the lingering
”one time purchase from vendor” mentality which prevents future discovered
security holes from being corrected.

However, the risks of IoT aren’t just limited to weak hardware or manufac-
turer decisions. As more IoT devices are placed in homes and existing devices
becomes smart, it creates the risk of users having their ”entire life” monitored by
them. By collecting the entire stream of data from all of the devices, manufac-
turers or intruders can have total surveillance of individuals, even if that was not
the intended case for each individual device. A great example of this is the GPS
positioning tracker on phones, something which will always give updated infor-
mation about the users position if kept which a third of the respondents of the
survey admitted to having. There is also the issue of abusing these IoT devices
or the information collected by them. Not just by intruders utilising the plenty
security flaws but also the manufacturers themselves, especially smart devices
which can record and process speech. The survey showed that a large majority
of consumers discusses work or work related topics at home or in other personal
spaces, meaning that if they have smart devices with capability of recording
voice in the vicinity. There is a chance for sensitive information about company
strategies being recorded and leaked to other manufacturers or even intruders.

But not all of the blame can be placed on the devices themselves because
it is also down to what users are doing to uphold the security requirements of
the software. Because upwards of 90% of security breaches are from human
errors shows how important it is to combat negative behaviours which users
tend to fall into. Users will try to cut corners when possible, especially if they
feel overwhelmed when being presented with security requirements. And by
doing so they will start writing passwords down or stop using security features
entirely. As developers, it is important to create UIs which will encourage users
to use the security features offered, or offering them other means of security
which does not rely on their own memory, like two-step authentication.

However, user would still not fully utilise security features even when pre-
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sented to them in a easy to understand and effective way because of the human
nature. As showed on the survey, users usually sacrificed security for sake of
convenience and laziness. Whether it was using public unprotected Wi-Fi to
save on private data plans, using only a few different passwords for accounts or
never reading the ToS documents for new software.

Continuing on users behaviours on IT security, there doesn’t seem to be any
connections between the respondents’ self assessed IT knowledge and their be-
haviours regarding IT security. Though there were many correlations regarding
respondents’ self assessed IT knowledge and how well they knew the different
subjects, the behaviour patterns, like IT usage, phone apps and behaviours re-
garding IT security could not be similarly tied to knowledge or previous work
experiences. The results were always varied with a distribution of knowledge
similar to the total distribution of the entire survey on some questions. There
were also no patterns between the results on all of the security focused questions
for each individual respondent. There was an equally big chance of a knowl-
edgeable person choosing the most convenient solution as a respondent with
less knowledge choosing the more secure one. This means that having a secure
mindset and being careful with IT is neither based on how much IT knowledge
you have nor your work background. It rather boils down to the respondents
own personality and what they feel is important which could be influenced by
many different things. Previous bad experiences with IT can definitely help
shape ones attitude towards it.

With this in mind, it is not that hard to explain not seeing any patterns in
the answers from the security focused questions of the survey. Each respondent
has had different experiences and will mostly be worried about things that have
happened to them previously. This is typical for us humans; we have a hard
time to prepare for risks in advance and we usually need to experience something
bad before we start to acknowledge the risks of it. Users who have experienced
an account theft are more likely to have more or stronger passwords and those
who have lost data through a hard drive error are, for example, more likely to
use backup services.

Behaviours regarding security will always be a subject on which users will
have different opinions, making it hard to provide solutions which will make
everybody happy. This is because things that are vital for some have barely
crossed others minds when it comes to risks, and for many the understanding
of the risks usually comes too late, when the damage has already been done.

8.1 Final words

Security in IoT networks is a very complex subject which requires both knowl-
edge about and a thorough understanding of many different parts of IT. It is a
unique topic, as there seems to be a clear split between those analysing the risks
and those who manufacture the products. It does not take long time to find
reports, discussions and news articles presenting obvious faults in IoT products,
but the manufacturers barely do anything to correct them. It is also a place
of mixed opinions, where recommendations clash against the interests of com-
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panies. It is important to find a common-ground agreement on the necessary
balance of price versus security rather, than the current situation where IoT
security is regarded as a joke in some parts. But creating a secure IoT network
is not only a manufacturer responsibility. The users themselves need to follow
the security measurements implemented, but they must also be encouraged to
do so to avoid creating dangerous habits. One important research field in this
sector is how to incorporate usability in the area of security and safety. Creating
UI:s and security systems that are easy to learn and simple to use will boost
the security of systems incredibly. In the end there might actually be possible
for a ”S” to exist in IoT, not directly seen as it should not need to be visible,
but still doing wonders in the background.
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A Complete results from the survey

Following is results from all of the questions. Questions are presented in order
of appearance in the form, numbered from 1 to 45. Question 9, 16 and 28 had
multiple parts with each individual answer presented. Question 22 was removed
as it was incorrectly designed and did not provide any additional evaluation to
the results. Question 39, 41 and 43 were individually written motivations which
provided additional evaluation to Question 38, 40 and 42. Question 45 is not
included as it was a multiple choice question which did not provide anything
helpful to the report.
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