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Abstract 

Cryptographic systems consist of encryption and decryption algorithms, which are used 

to exchange information while keeping it secret from unauthorized parties. These 

systems have several practical applications and play an important role in computerized 

communication. How they work, and their safety, is therefore of interest. In this paper, 

the functions of a few common cryptosystems will be researched.  

Firstly, symmetric encryption and the Diffie-Hellman key exchange will be examined. 

Thereafter, the algorithms of the two asymmetric ciphers ElGamal and RSA will be 

explained with derivations to illustrate why they work. The arithmetic constructions that 

they are built upon, such as integer divisibility and congruence operations, will be 

examined. Simple examples and codes will be used to show how they are implemented. 

Where they are implemented will be discussed as well, to highlight the importance of 

the security of the systems. Possible threats and weaknesses will be discussed to 

investigate if our information online is secure and explain why that is. 

During the research, the derivations of the algorithms have been explained and they 

show how the encryption and decryption processes work. The codes which implement 

said algorithms are able to encrypt and decrypt messages using different keys. They 

return the original message and are found to indeed be working.  

High security of these cryptosystems has been found vital due to the many 

implementations of cryptography today. Without it, we would lose several useful 

functions, including digital signatures. 

A sufficient key length can protect from brute-force attacks and collision attacks on 

symmetric cryptosystems; however, it increases the security of asymmetric systems as 

well. The arithmetic constructions that RSA, ElGamal and the Diffie – Hellman key 

exchange are built upon are able to ensure security, due to hard computable problems 

such as factorization and the DHP. While there are algorithms that can solve such 

problems, it is not feasible to do so within a reasonable time frame for well-chosen keys 

with the computable power currently at disposal. It can thereby be concluded that 

security can be ensured for the foreseeable future.  

Keywords: Modern Cryptographic, Diffie-Hellmans key exchange, ElGamal, RSA, 

Digital Signature.  
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1. What is encryption? 

Cryptosystems use mathematical foundations to alter some data, seemingly randomly, 

to enable parties to communicate and exchange information without unauthorized 

parties being able to interpret it. This process is called encryption. To obtain the original 

information, the encrypted data must be decrypted. [1] 

 Historically, encryption has had a lot of use in the military, and several cryptosystems 

were developed by mathematicians working for the military. Nowadays, cryptosystem’s 

primary purpose is to encrypt data and information transferred via internet. It is used to 

encrypt emails, bank transactions and much more. To prevent unauthorized parties from 

obtaining this information, the used cryptosystems must be secure. [1] 

There are two different types of cryptosystems: Symmetric and asymmetric.  

 

2. Symmetric encryption 

Symmetric ciphers are, usually, fast to encrypt and decrypt. Symmetric cryptosystems 

either use the same key for both encryption and decryption, or the decryption key can 

easily be computed from the encryption key. Therefore, it is important that the key is 

distributed to both parties through a secure communication channel. It requires a pre-

established, secure, method to exchange the key. If the security of the key is 

compromised, anyone would be able to decrypt the information. [1] 

 

 

2.1 How does symmetric encryption work? 

A secret key k is chosen from a set of keys, K, to encrypt information m, some plaintext, 

chosen from a set of different messages M. The result is a cipher text c, from a set of 

cipher texts C. It is convenient to view keys, plaintext and cipher text as numbers 

written in binary code. Both encryption and decryption can be viewed as functions: 

𝑒 ∶  𝐾 ×  𝑀 →  𝐶 

with the domain being the set of all pairs (k, m) and the range being the set C, and 

𝑑 ∶  𝐾 ×  𝐶 →  𝑀 
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with the domain being the set of all pairs (k, c) and the range being the set M. 

The decryption process can be described by 

𝑑(𝑘, 𝑒(𝑘, 𝑚))  =  𝑚 

The dependence of k can instead be written as a subscript, so that for every key k, there 

is the encryption and decryption functions 

𝑒𝑘: 𝑀 →  𝐶 

𝑑𝑘: 𝐶 →  𝑀 

such that for every m in M; 

 𝑑𝑘(𝑒𝑘(𝑚))  =  𝑚. [2] 

2.2 Blocks 

It can be convenient to break a message into blocks since, while a message can be of an 

arbitrarily length, both encryption and decryption can be performed one block at a time.  

The elements of M can be considered to consist of bit strings of some fixed length Bm, 

the blocksize of the cipher. The message m and the ciphertext c then consist of several 

blocks from each set. If a message ends with fewer bits than the chosen blocksize, zeros 

can be added at the end.  

In the same way, we can consider the elements of K to be of some fixed length Bk and 

the elements of C to be of some fixed length Bc. The blocks are identified with the 

corresponding number in binary form. Then the sets K, C and M can be identified as :  

 

𝐾 =  {𝑘 ∈  ℤ ∶  0 ≤  𝑘 ≤  2𝐵𝑘 − 1} 

𝑀 =  {𝑚 ∈  ℤ ∶  0 ≤  𝑚 ≤  2𝐵𝑚 − 1} 

𝐶 =  {𝑐 ∈  ℤ ∶  0 ≤  𝑐 ≤  2𝐵𝑐 − 1}  [2] 
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2.3 Security 

Today, it is often known which cryptosystem is used. [3] By Kerckhoff ’s principle, the 

security of every cryptosystem should depend only on the secrecy of the key, and not the 

system itself. It is therefore safer to assume that the encryption method used is known 

by some unauthorized party.  [2] 

By this principle, for a cipher using K, M, C, e and d to be successful, the following 

must be fulfilled: 

1. For any key k in K and plaintext m in M, it must be easy to compute the 

encryption function e.  

2. For any k and c, it must be easy to compute the decryption function d.  

3. Given any 𝑐 ∈ 𝐶 encrypted by using some 𝑘 ∈ 𝐾 it must be very difficult to 

compute any of the corresponding m without knowing the key.  

  

It is desirable that the cipher has security against a chosen plaintext attack, defined as 

below.  

4. Given n pairs of plaintexts and their corresponding ciphertexts, (m1, c1), (m2, c2), 

…, (mn, cn), it must be difficult to decrypt the cipher texts that are not in the 

given list without access to the key k. [2] 

Note: It this context, a function is considered to be easy to compute if a common desk 

computer is able to do so in the matter of a few seconds and is considered to be difficult 

if it takes several years to compute with the best technology available.   

To be a strong cryptographic algorithm, it should be infeasible to find the plaintext m, 

from its corresponding cipher text c without access to the secret key and be infeasible to 

reconstruct said key. Theoretically, a strong cryptographic algorithm can be broken, 

though it rarely happens in practice. [1]  
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By Kerchoff’s principle, the encoding process is assumed to be public knowledge. For 

the key to be secure, the set K cannot be too small. If that would be the case, then an 

unauthorized party would be able to check every number from 0 to 2𝐵𝑘-1 by computing 

dk(c) for ever k in K until the key is found. Such an attack is known as an exhaustive 

search attack, or a brute-force attack, and is considered to be infeasible if 𝐵𝑘 ≥ 80. [2] 

Collision and meet-in-the-middle attacks are other possible attacks. These algorithms 

rely on finding matching elements within one or more lists and are based on the 

observation that it is usually significantly easier to find matching objects. [2] Consider 

the Birthday Paradox. 

Indeed, suppose that there is a class of 40 people. The likelihood that at least two of the 

pupils in the class share a birthday is just above 89 %. The probability to find matching 

objects is high, which is used when searching for matching numbers. 

Instead, consider a set of N numbers. Choose n1 distinct numbers from N and put them 

in a list. Choose n2, not necessarily distinct numbers, from N and put them in a second 

list. If both lists are larger than √𝑁, the likelihood that they contain a common element 

is high.  

Similarly, a collision algorithm takes approximately √𝑁 steps before a collision 

between N objects are found. The safety of the encryption algorithm then heavily 

depends on the size of Bk. If meet-in-the-middle attacks or collision attacks are 

available, a Bk of at least 160 bits should be chosen. When choosing key length, you will 

have to balance speed and security. Longer keys are more secure as these are more 

resistant towards both collision and exhaustive search attacks, as well as brute- force 

attacks, but are harder to compute during encryption and decryption. [2] 

Note: As the methods to break cryptosystems improve, so must the security of the 

ciphers. Due to this, keys might have to be longer, and sometimes established ciphers 

must be replaced entirely.  

There are several different symmetric cryptosystems which have been, or still are, 

widely used. As the computing capability has increased, so has the requirement of high 

security. The cipher has been developed to meet higher standards continuously. Some of 

these are the DES and AES algorithms. [1] 
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2.4 The DES and AES cryptosystems  

The DES (Data Encryption Standard) algorithm was the previous standard symmetric 

cipher. It is a block algorithm, which transform 64-bit block of plaintext into 64-bit 

blocks of ciphertext. The algorithm uses a 56-bit key, although an 8-bit parity bit is 

often added to the string.  

During encryption, the plaintext goes through several steps, which are called rounds. 

The algorithm applies 16 rounds. These are based of the two attributes, substitution and 

transposition. Substitution refers to replacing some character with another, and 

transposition refers to interchanging the positions of the characters. [1]  

With these algorithms, it is easy to compute both the encryption algorithm and the 

decryption algorithm. The DES algorithm is considered to be well designed, apart from 

its key length, which is the biggest threat to the algorithm. The best, known, attack in 

practice is an exhaustive search attack over all 256 possible keys in the set K. 

As there has been successful attacks on the DES algorithm, it was replaced with triple-

DES. The triple-DES algorithm uses three different keys and implements the DES 

algorithm three times, using each respective key. By doing so, it has increased the total 

key length to 168 bits. However, it has nowadays in many instances been replaced with 

the AES algorithm, as the total key length is not considered long enough.  

AES was design with these concerns in mind. It has a key length of 128, 192 or 256 bit 

and a block length of 128 bit. This algorithm uses the same attributes as the DES 

algorithm, namely substitution and transposition. AES is the current standard symmetric 

cipher and is widely used today. No significant security weakness has been discovered 

as of yet. [3] 

 

In this paper, it has been discussed how to ensure security and withstand brute-force and 

meet-in-the-middle attacks by the size of the key and the design of the cipher. However, 

it should be noted that the communicating parties must be able to safely exchange the 

encryption key. This aspect is important, since if it is obtained, it will be easy to 

compute and decrypt any message using said key for encryption. To solve this problem, 

the Diffie-Hellman key exchange was developed. [2] 
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2.5 Diffie-Hellman Key exchange 

Diffie and Hellman was faced with the problem of two parties who wanted to exchange 

an encryption key but had no access to a safe communication channel. The goal was to 

find a way for the two parties to share the key without it being obtained by some 

unauthorized party. Diffie and Hellman found that the difficulty of the discrete 

logarithm problem could provide a solution. [2] 

Before introducing the logarithm problem, a couple of definitions is needed. 

 

2.5.1 Definitions 

Let 𝔽𝑝 be a field with p number of elements, where p is some arbitrary, large, prime 

number. 

Let 𝔽𝑝
∗ =  {1, 2, 3, . . . , 𝑝 − 1}. Thus 𝔽𝑝

∗  consists of all nonzero congruence classes 

modulo p. As p is a prime, and a natural number b is invertible modulo p if gcd(b, p) =1, 

all elements in 𝔽𝑝
∗  are invertible. 

The primitive root theorem states that there exists a primitive element g, also called a 

primitive root of 𝔽𝑝. The element is also known as a generator of  𝔽𝑝
∗ , since the 

complete list of elements in 𝔽𝑝
∗  can be obtained as follows: 

𝔽𝑝
∗  =  { 1, 𝑔, 𝑔2, 𝑔3, 𝑔4, . . . , 𝑔𝑝−1 }    [2] 

2.5.2 The DLP 

Let g be a primitive root for 𝔽𝑝 and h be an element of 𝔽𝑝. The problem of finding the 

exponent x such that 

𝑔𝑥 ≡  ℎ (mod 𝑝) 

is called the discrete logarithm problem, DLP. x is the discrete logarithm of h to the 

base g and is denoted 𝑙𝑜𝑔𝑔(ℎ).  

The DLP is used in the Diffie-Hellman key exchange. [2] 
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2.5.3 The Algorithm of the Key exchange 

Suppose that there are two parties who want to exchange a key.  

1. First, they must agree on a large prime p and a positive integer g, which is a 

primitive root of 𝔽𝑝. Thereafter, they make p and g public knowledge.  

It should be noted that it is not necessary for the integer g to be a primitive root. 

Any element in 𝔽𝑝
∗  could be used and the algorithm would still be successful. 

However, for security, g should be of a high order, where the order of g is the 

smallest, positive, k such that  

𝑔𝑘 ≡  1 (mod 𝑝). 

By using a primitive root, the order of g is the greatest it can be.  

 

2. Both parties choose an integer each, a respectively b, without revealing it to 

anyone else.  

 

3. The integers a and b are then used to compute 

𝐴 ≡  𝑔𝑎 (mod 𝑝) 

𝐵 ≡  𝑔𝑏 (mod 𝑝) 

A and B are then exchanged between the two communicating parties.  

Note: A and B are known by the unauthorized party as well.  

 

 

4. The communicating parties use their own, secret, integers to compute: 

𝐴′ ≡  𝐵𝑎 (mod 𝑝) 

𝐵′ ≡  𝐴𝑏 (mod 𝑝) 

 

These two values, A’ and B’, are in fact equal;  

𝐴′ ≡  𝐵𝑎 ≡  (𝑔𝑏)𝑎  ≡  𝑔𝑎𝑏  ≡  (𝑔𝑎)𝑏  ≡  𝐴𝑏  ≡ 𝐵′  (mod 𝑝). 

 

𝐴′ ≡ 𝐵′  (mod 𝑝) is used as the secret key. [2] 
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The unauthorized party watching this exchange only has access to 𝑔𝑎 (mod 𝑝) and 

𝑔𝑏 (mod 𝑝), and the public integers g and p. They would be able to find the secret key 

if they can solve for 𝑔𝑎𝑏 using this knowledge.  

The problem that must be solved is called the Diffie – Hellman problem. [2] 

 

2.5.4 The DHP  

Let p be a prime number and let g be an integer. The problem of computing the value of 

𝑔𝑎𝑏(mod 𝑝)  from known values p, g, 𝑔𝑎 (mod 𝑝) and 𝑔𝑏 (mod 𝑝) is called the Diffie-

Hellman Problem (DHP). [2] 

  

2.5.5 Security 

The security of the cryptosystem depends in the difficulty of solving the DHP. By 

current guidelines, a prime p of at least 1000 bits should be used in the Diffie-Hellman 

key exchange. For such primes, solving the DHP is considered unfeasible. Private 

communication between the parties has thereby been obtained, despite lacking a safe 

communication channel. [3] 

In the DLP, the goal is to solve for the exponent. If a third party can solve the DLP, then 

they are also able to solve the DHP. Indeed, if they would successfully determine a and 

b from 𝑔𝑎and 𝑔𝑏, then they would be able to compute the key 𝑔𝑎𝑏(mod 𝑝), since both 

g and p are public.  

With the Diffie-Hellman’s key exchange algorithm, private communication without 

access to a private channel has been achieved. This method can thereby be used for 

secure key exchange. [3] The algorithm is also used within SSL and TLS protocols, 

which ensure that the information exchanged between a server and a website remains 

private. SSL is also used to ensure secure transaction. [1] 

Despite this, it is not a public key cryptosystem, as a cryptosystem should permit 

exchange of specific information, while the Diffie-Hellman key exchange algorithm is 

only able to exchange a string of bits. [2] However, the same idea is used in the 

construction of asymmetric cryptosystems. 
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3. Asymmetric encryption 

Asymmetric cryptosystems differ from symmetric, as these use two different keys, one 

public key and one private key. The public key is used to encrypt a plaintext message, 

and the private key is used to decrypt the ciphertext to said message.  

The public key can be public and available for everyone to use and encrypt information 

with. However, as the key cannot be used to decrypt data, the private key is necessary to 

decipher the ciphertext. The private key is, in contrast to the public key, only available 

to the owner. The result is that only the owner will be able to decipher the information.  

Due to this, there is no need to share the public key via a safe channel. The private key, 

however, must remain secure. [1] 

 

3.1 ElGamal Algorithm 

The ElGamal algorithm is an asymmetric cipher and can be viewed as a modification of 

the Diffie-Hellman algorithm.  

3.1.1 Key Algorithm 

1. Choose a prime p, a primitive root g modulo p, and an arbitrary integer x such 

that  𝑥 <  𝑝.  

2. Compute y ≡ 𝑔𝑥 (mod 𝑝). 

The private key will be (x) and the public key will be (g, p, y). [2] 

 

3.1.2 Encryption Algorithm 

Suppose that the plaintext m < p is to be encrypted.  

1. Choose an integer k such that gcd(𝑘, 𝑝 − 1)  =  1 

2. Compute 𝑎 ≡  𝑔𝑘 (mod 𝑝) 

3. Compute 𝑏 ≡  𝑦𝑘 ∙ 𝑚 (mod 𝑝) 

The result is the ciphertext c = (a, b).  

Note: The algorithm has 2-to-1 message expansion, i.e. it takes twice as many bits to 

write the cipher text as it takes to write the corresponding plaintext. [2] 
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3.1.3 Decryption Algorithm  

Suppose the ciphertext c is to be decrypted. 

1. Compute d ≡ (𝑎𝑥)−1 (mod 𝑝) , 

2. Compute 𝑚′ ≡  𝑏 ∙ 𝑑 (mod 𝑝) 

Then 𝑚′ = 𝑚, the original message. 

Note that d is the inverse of 𝑎𝑥 . Due to the primality of p, an inverse d will always 

exist. [2] 

 

3.1.4 Derivation 

The decryption algorithm follows from the rules of congruence computation and the 

given definition in the above algorithms. Indeed, by the definition of d and b, it follows 

that 

𝑏 ∙ 𝑑 ≡  𝑦𝑘 ∙ 𝑚 ∙ (𝑎𝑥)−1 (mod 𝑝) . 

By the definition of a and y, it follows that  

𝑦𝑘 ∙ 𝑚 ∙  (𝑎𝑥)−1  ≡  ((𝑔𝑥)𝑘)  ∙ 𝑚 ∙ ((𝑔𝑘)𝑥)−1 (mod 𝑝) . 

Due to the commutativity of multiplication, it follows that 

((𝑔𝑥)𝑘)  ∙ 𝑚 ∙ ((𝑔𝑘)𝑥)−1 ≡  𝑚 ∙ 𝑔𝑥𝑘 ∙  (𝑔𝑘𝑥)−1   ≡   𝑚 (mod 𝑝) .   

So, the computed value 𝑏 ∙ 𝑑 (mod 𝑝)  ≡  𝑚 (mod 𝑝)  ≡  𝑚, and the original message 

is obtained. [1] 
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Algorithm 1  

Encrypt a message using ElGamal 

Input: Some public key (g, p, y). Some message                     

m = [m1, m2, …, mn], which is divided into n blocks such 

that for every i ∈{1,2,…,n}, mi < p.  

Output: The encrypted message: ciphertext =                                               

.          

Create a matrix, ciphertext, of zeros with two columns 

and n rows.  

 

Find a k coprime with p-1.  

 

for all i in [1,2,…,n]  

    bi = mi ∙ yk (mod p) 
    Set the element in i:th row in the second column of 

.   the matrix ciphertext to bi.  

 

a = gk (mod p) 

Set all elements in the first column of ciphertext to a.  

     

Return ciphertext 

3.1.5 Pseudocodes 

Pseudocodes for the encryption and decryption algorithm using ElGamal could be given 

as follows.  

 

3.1.5.1 Algorithm 1.  
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Algorithm 2  

Decrypt a message using ElGamal 

Input: Some ciphertext c =  ,    . Some private key (x)                       

and p from the public key.  

Output: The original plaintext: message = [m1,m2,…,mn] 

 

Create a vector, message, of zeros with one row and n 

columns.  

 

Find(ax)-1. 

 

for all i in [1,2,…,n] 

      mi = (ax)-1 ∙ bi (mod p)  
      Set the i:th element in message to bi. 

 

Return message 

 

 

 

 

  

 

3.1.5.2 Algorithm 2 

 

 

 

                                                                                  

 

 

 

 

 

 

 

Note: These pseudocodes have been implemented in complete codes, which can be 

found in appendix 1 and 2. 

 

3.1.6 Example 

To find keys to use during encryption and decryption, the key algorithm for ElGamal 

will be used. To simplify the example, small numbers will be chosen, although 

significantly larger numbers should be used in practice to ensure security.  

Firstly, let us choose the prime p = 467. Choose some primitive root g of 𝔽467 and an 

integer x such that  

 𝑥 <  𝑝 

Let g = 2 and x = 5. Then  

y ≡ 𝑔𝑥 (mod 𝑝) 

will be computed. The result is the private key (x) = (5) and public key                                         

(g, p, y) = (2, 467, 32).  
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These can be used to encrypt and decrypt information. However, some random integer k 

such that gcd(k, p-1) = 1 is also needed. Such k is found in the implementation of 

algorithm 1 by using the Euclidean Algorithm.  

 

3.1.6.1 Euclidean Algorithm  

The algorithm computes gcd(a, b) for two natural numbers a and b.  

Let a and b be two positive integers such that 𝑎 ≥ 𝑏. 

1. Let 𝑟0 =  𝑎 and 𝑟1 =  𝑏.  

2. Set i = 1.  

3. Find the quotient qi and remainder ri+1 such that 

𝑟i−1 = 𝑟i ∙ 𝑞i + 𝑟𝒊+1 

with 0 ≤  𝑟i+1 <  𝑟i.  

4. If 𝑟i+1  >  0, set i = i+1 and return to step 3. If 𝑟i+1  =  0, then the algorithm 

terminates with  𝑟i = 𝑔𝑐𝑑(𝑎, 𝑏). [2] 

 

In this case, we will perform the algorithm to examine if gcd(k, p-1) = 1. To begin,              

k = 3, since for all large primes p, p - 1 will be divisible with 2. If gcd(k, p-1) is not 

equal to 1, k will be increased to the next prime number, and the algorithm will be 

performed again until such k is found. It is not expected that many values for k will need 

to be tested before a k which satisfies the above criteria is found. For p = 467, the first 

value of k, i.e k = 3, satisfies gcd(k, p - 1) = 1. k is thereby set to 3.  

Suppose that the message m = 2 536 210 is to be encrypted. Firstly, it must be divided 

into blocks, as 𝑚 > 𝑝. Let it be divided into three blocks, 𝑚1 = 253, 𝑚2 =  62 and 

𝑚3 =  10. Then 𝑚1, 𝑚2, 𝑚3 < 𝑝. The code described in appendix 1, which implements 

algorithm 1, can be used to encrypt the plaintexts. If the chosen public key is used, the 

corresponding cipher text will be 𝑐1 = (8, 120), 𝑐2 = (8, 166) and 𝑐3 =  (8, 313).  
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To return the plaintext, the decryption algorithm for ElGamal is used. In this algorithm, 

an inverse of ax must be found. This can be accomplished with the extended Euclidean 

algorithm.  

3.1.6.2 Extended Euclidean Algorithm 

Let a and b be positive integers. Then there will be some integers v and u which solves 

𝑎𝑢 +  𝑏𝑣 =  gcd(𝑎, 𝑏) 

First, the Euclidean Algorithm is performed. Suppose that the algorithms terminates 

when 𝑖 =  𝑗 + 1.  Thereafter, all the equations given in step 3 are rewritten as  

𝑟i−1 − 𝑟i ∙ 𝑞i = 𝑟𝒊+1 

for all i ∈ {1, . . . , 𝑗} . 𝑟𝑗 can be expressed in terms of previous remainders by 

substitution, and therethrough be written in terms of a and b of the form 

𝑟𝑗  =  𝑎𝑢 +  𝑏𝑣 . 

 As 𝑟𝑗  = gcd(𝑎, 𝑏), a solution (𝑣, 𝑢) is thereby found. [2] 

 

 

In this case, we want to find u and v such that 

 

𝑎𝑥 ∙ 𝑢 +  𝑝 ∙ 𝑣 =  gcd(𝑎𝑥, 𝑝) = 1 

Note that 

𝑝 ∙ 𝑣 ≡  0 (mod 𝑝) 

𝑎𝑥 ∙ 𝑢 +  𝑝 ∙ 𝑣 = 1 ≡  1 (mod 𝑝).  

 

It thereby follows that  

𝑎𝑥 ∙ 𝑢 ≡  1 (mod 𝑝).  

 

Thus, by finding the value of u, the inverse of 𝑎𝑥 modulo p is found.  

Let us return to the example. Here, we have that 𝑎𝑥 = 85 and p = 467. Let us implement 

the extended Euclidean algorithm.  
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Set 𝑟0 =  𝑝 = 467 and 𝑟1 =  𝑎𝑥  mod(𝑝)  =  78 and i=1. In step 3,  

 

𝑟0 = 𝑟1 ∙ 𝑞1 + 𝑟2. 

 

Then 𝑞1 =  5 𝑎𝑛𝑑 𝑟2 =  77. Set i = 2. In step 3,  

 

𝑟1 = 𝑟2 ∙ 𝑞2 + 𝑟𝟑. 

 

Then 𝑞2 =  1 𝑎𝑛𝑑 𝑟3 =  1. Set i = 3. In step 3,  

 

𝑟2 = 𝑟3 ∙ 𝑞3 + 𝑟4. 

 

Then 𝑞3 =  77 𝑎𝑛𝑑 𝑟4 =  0. The algorithm terminates.  

 

The greatest common divisor has been found: 𝑟3 = 1. Although, unlike the Euclidean 

Algorithm, the extended version continues afterwards. 

 

The above equations are rewritten for all 𝑟𝑖,  𝑖 ∈  {1, 2, 3};  

 

 467 −  5 ∙ 78 =  77 

 

78 −  1 ∙ 77 =  1 

 

77 −  77 ∙ 1 =  0 

 

Now, by using these equations, we find that 

 

gcd(𝑎𝑥, 𝑝) = 1 = 78 − 1 ∙ (77) = 78 − 1(467 − 5 ∙ 78) = 6 ∙ 78 – 1 ∙  467. 
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We find the solutions 𝑣 =  1 and 𝑢 =  6. Indeed,  

85 ∙ 6 ≡ 1 (𝑚𝑜𝑑 𝑝). 

Thus (𝑎𝑥)−1 =  6 . 

 

The extended Euclidean algorithm is implemented in the code for decryption, which can 

be found in appendix 2, to find the inverse of 𝑎𝑥 modulo p; (𝑎𝑥)−1 =  6. This inverse is 

thereafter used to compute 𝑏 ∙ 𝑑 (mod 𝑝), which returns the original message. By using 

the private key and the code for decryption, the plaintexts 𝑚1 = 253, 𝑚2 = 62 and 

𝑚3 = 10 will be obtained. The original message m is returned, which shows that the 

encryption and decryption processes were successful.  

 

Other possible keys are:  

• Public key (g, p, y) = (2, 83, 32) and private key (x) = (5).  

• Public key (g, p, y) = (5, 107, 25) and private key (x) = (7).  

 

3.1.7 Security 

y, p and g are part of the public key, and by Kerckhoff’s principle, it is supposedly 

known that ElGamal is used. Thereby, it is known that  

y ≡ 𝑔𝑥 (mod 𝑝).  

For a third, unauthorized, party to be able to decrypt the information, they would have 

to solve the equation above for x to find the private key. The safety of the ElGamal 

cryptosystem depends on the difficulty of solving said problem. This is recognized as a 

hard computational problem and is thereby able to ensure security if keys of sufficient 

length are used. [1] 

 

Although ElGamal can be viewed as a modification of the Diffie-Hellman key 

algorithm, it was in fact not the first known asymmetric cryptosystem. The first known 

asymmetric cryptosystem was the RSA algorithm. [2]  
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3.2 RSA 

RSA is a widely used asymmetric cryptosystem. 

3.2.1 Key Algorithm 

1. Choose two large primes, p and q. 

2. Choose a random integer e such that  

1 < 𝑒 <  (𝑝 − 1)(𝑞 − 1)  and gcd((𝑝 − 1)(𝑞 − 1), 𝑒)  =  1 

3. Find an integer d such that ed ≡ 1 mod((p-1)(q-1)).  

4. Compute n = pq. 

The public key will be (e, n) and the private key will be (d, n).  

Note: It is recommended to delete the primes p and q after n is computed, to prevent 

possible eavesdropper from obtaining them. Additionally, primes p and q should not 

be too close to each other, otherwise one would be able to check primes close to the 

square root of n and quickly find the chosen primes. [1] 

 

3.2.2 Encryption and decryption algorithms 

To encrypt some plaintext m, we use the public key (e, n). Then  

𝑐 ≡  𝑚𝑒 (mod 𝑛) 

where c is the ciphertext. The ciphertext is decrypted by using the private key (d, n), and 

computing  

𝑚 ≡  𝑐𝑑 (mod 𝑛). 

Then the original message m is returned. [1] 

Note that m must be less than n when using RSA. Otherwise, the message must be 

divided into blocks so that each block is less than n. The encryption and decryption 

processes are then performed block-wise. [1] 

 

The derivation of the equations above follows from several theorems and propositions 

which will now be introduced.   
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3.2.2.1 Euler function 

The function Φ ∶  ℕ →  ℕ is called Euler´s function and assigns to the input 𝑛 ∈ ℕ the 

number of natural numbers less than n, which are coprime with n.  

 

3.2.2.2 Fermat’s little theorem  

For all primes p and integers a, if gcd (a, p) = 1, then 

𝑎𝑝−1 ≡  1 (mod 𝑝) . [2] 

Fermat’s little theorem can be generalized to Euler’s theorem. [1] 

 

3.2.2.3 Euler’s theorem 

For every positive integer n which is coprime with some integer a 

𝑎Φ(𝑛) ≡  1 (mod 𝑛) 

where Φ(𝑛) is the Euler function. [1] 

 

3.2.2.4 Theorem 1 

If p and q are primes, then  

Φ(𝑝 ∙ 𝑞)  =  (𝑝 −  1) ∙ (𝑞 −  1).  

3.2.2.5 Theorem 2 

Let c and a integers, with m positive. Then there exists an integer b such that 

𝑎 ∙ 𝑏 ≡ 1 (mod 𝑐) 

if and only if gcd(a, c) = 1. [2] 

 

Note that theorem 2 applies (with c = (p − 1)(q − 1) and a = e) in the RSA Key 

generation algorithm: Namely, since we are there assuming gcd( e,(p − 1)(q − 1) ) = 1, it 

follows that there exists an integer d with ed ≡ 1 (mod (p − 1)(q − 1)). [2] 
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3.2.2.6 Derivation 

Recall that 

𝑒 ∙ 𝑑 =  1 (mod (𝑝 − 1)(𝑞 − 1)) 

 

By definition, this means that there is some integer k such that 

 

𝑒 ∙ 𝑑 =  1 +  𝑘 ∙ (𝑝 − 1) ∙ (𝑞 − 1) 

 

Since p and q are primes, it follows from theorem 1 that 

 

𝜙(𝑝 ∙ 𝑞)  =  (𝑝 − 1)(𝑞 − 1) 

Thereby 

 

𝑒 ∙ 𝑑 =  1 +  𝑘 ∙ (𝑝 − 1) ∙ (𝑞 − 1)  =  1 +  𝑘 ∙  𝜙(𝑝 ∙ 𝑞)          

 

This will be remembered until later. Return to the encryption and decryption algorithms. 

As  

𝑐 ≡  𝑚𝑒 (mod 𝑛), 

it follows that  

𝑐𝑑 (mod 𝑛)  ≡  (𝑚𝑒)𝑑 (mod 𝑛)  ≡  𝑚𝑒∙𝑑(mod 𝑛).  

Use that 

𝑒 ∙ 𝑑 =  1 +  𝑘 ∙  𝜙(𝑝 ∙ 𝑞).         

Then  

𝑚𝑒∙𝑑 (mod 𝑛)  ≡  𝑚1 + 𝑘∙𝜙(𝑝∙𝑞) (mod 𝑛)  ≡  𝑚 ∙ 𝑚𝑘∙𝜙(𝑛) (mod 𝑛)  

≡  𝑚 ∙  (𝑚𝜙(𝑛))𝑘 (mod 𝑛) 
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Apply the Euler’s theorem.  

𝑚 ∙ (𝑚𝜙(𝑛))𝑘 (mod 𝑛 ) ≡ 𝑚 ∙  1𝑘 (mod 𝑛)  ≡  𝑚 (mod 𝑛)  ≡  𝑚. 

 

It follows that 𝑐𝑑  (mod 𝑛)  ≡  𝑚. This would show that by using the presented 

encryption and decryption algorithms, the original message is returned. [1] 

 

As Euler’s theorem is used in the equations above, they hold if gcd(m, n) = 1. If this 

would not have been the case, it would be easy to use the Euclidean Algorithm to find 

the common divisor of m and n. As 𝑛 =  𝑝 ∙ 𝑞 , the solution would be either the prime p 

or q. If one of the primes is found, n can be factorized. [1] 

To show this, let p = 73 and q = 127. Let m = 𝑝 ∙ 𝑘 and 𝑘 =  3. The Euclidean 

algorithm will be used to find the greatest common divisor between m and n.  

Set 𝑟0 =  𝑛 and 𝑟1 =  𝑚 and i=1. In step 3,  

𝑟0 = 𝑟1 ∙ 𝑞1 + 𝑟2 

Then 𝑞1 =  42 𝑎𝑛𝑑 𝑟2 =  73. Set i = 2. In step 3,  

𝑟1 = 𝑟2 ∙ 𝑞2 + 𝑟𝟑 

Then 𝑞2 = 3 and 𝑟𝟑 =  0. As the remainder is equal to 0, the algorithm 

terminates, and the greatest common divisor has been found. gcd(𝑛, 𝑚)  =

 𝑟2  =  73, which we know is the prime p. Note that 𝑟2 always will be a multiple 

of p for any arbitrary positive integer k, and step 3 will therefore be performed 

exactly two times.  

 

The common divisor is quickly found. The known n can then be divided with p to find 

q, and n has thereby been factorized. This would compromise the ciphers security, 

which will be further discussed in section 3.2.4. [1] 
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3.2.2.7 Pseudocodes 

The pseudocode of the encryption and decryption processes could be as follows. 

3.2.2.7.1 Algorithm 3 

3.2.2.7.2 Algorithm 4 

 

Algorithm 3 

Encrypt a message using RSA 

Input: Some public key (e, n) and some message      

m = [m1 , m2, m3, …., mk], which is divided in k 

blocks such that all elements in m is less then n. 

Output: Some ciphertext c = [c1, c2, c3, …, ck] 

ciphertext = [];  

i = 1;  

while i ≤ k   
    y = m(i)e (mod n) 

    add y to the vector ciphertext 

    i = i+1;  

end 

 

Return ciphertext 

Algorithm 4 

Decrypt a message using RSA 

Input: Some ciphertext c = [c1, c2, c3, …, ck], which 

is divided in k blocks, and some private key (d, n)  

Output: Some message m = [m1 , m2, m3, …, mk] 

message = [];  

i = 1;  

while i ≤ k 
    y = ciphertext(i)d (mod n) 

    add y to the vector message 

    i = i+1;  

end 

 

Return message 
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Note: These pseudocodes have been implemented in Python codes, which can be found 

in appendix 3 and 4 respectively. The codes have thereafter been used to implement 

keys and encrypt and decrypt messages. 

 

3.2.3 Example 

To demonstrate the RSA cryptosystem, its algorithms have been used in an example. 

Here, smaller primes are chosen when generating keys, to simplify the examples. In 

practice, these would have to be significantly larger to ensure security.  

Firstly, two distinct primes will be chosen. Chose 𝑝 =  73 and 𝑞 =  163. Now, by 

using the key algorithm, some e and d is chosen, such that 

1 < 𝑒 <  (𝑝 − 1)(𝑞 − 1)  

gcd((𝑝 − 1)(𝑞 − 1), 𝑒)  =  1 

With the chosen primes, these conditions can be written as 

1 < 𝑒 <  (73 − 1)(163 − 1) = 11664  

 gcd((11664, 𝑒)  =  1 

Use the code described in appendix 5 to find the prime factors of (p-1)(q-1). Find that  

2, 3 | (𝑝 − 1) ∙ (𝑞 − 1)  =  11 664 

So, e must be chosen such that it cannot be divided by neither 2 nor 3. Additionally,  

ed ≡ 1 (mod (p-1)(q-1)). 

Know from proposition 2 that an inverse d will always exist. By proposition 3, the latter 

of these conditions can be written as 

𝑒 ∙ 𝑑 =  1 +  𝑘 ∙ (𝑝 − 1) ∙ (𝑞 − 1) 

Let us decide that k = 2. Then  

𝑒 ∙ 𝑑 =  23 329 
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Use the code described in appendix 5 to find the prime factors of 23 329. Find that  

41, 569 | 23 329 

Let e = 569 and d = 41. Then 

ed = 23 329 ≡ 1 (mod 11 664) 

gcd((𝑝 − 1)(𝑞 − 1), 𝑒)  = gcd((11 899, 569)  =  1 

1 < 𝑒 = 569 <  11 899  

So the chosen p, q, e and d satisfy all conditions. Have thereby found a public key                 

(e, n) = (569, 11 899) and a private key (d, n) = (41, 11 899). These keys are quite 

small, and would not be recommended to use in practice, but can still be used to encrypt 

and decrypt some message m and its corresponding ciphertext c.  

 

Suppose that we want to encrypt the same message as when using ElGamal,                  

m = 2536210, using these keys. First, as it is required that 𝑚 < 𝑛, it has to be divided 

into blocks and the encryption process will be performed block-wise. Let 𝑚1 = 2536 

and 𝑚2 =  210. The code described in appendix 3, which implements algorithm 3, can 

be used to encrypt the message with this public key. The corresponding ciphertext will 

be 𝑐1 = 5510 and 𝑐2 = 8403.  

Similarly, if the private key is used with the code described in appendix 4 to decrypt the 

ciphertexts, the plaintexts 𝑚1 = 2536 and 𝑚2 =  210 will be obtained. The original 

message is returned, showing that the encryption and decryption processes were 

successful.  

Other possible keys are:  

• (e, n) = (9051, 45 500 011) and (d, n) = (10 051, 45 500 011) 

• (e, n) = (3463, 19 149 101) and (d, n) = (5527, 19 149 101)  
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3.2.4 Security 

By Kerckhoff’s principle, it must be assumed that potential eavesdropper knows that the 

RSA algorithm is used. Note that n is both part of the public and the private key. As e is 

also public key, the one private part of the keys would be d. d is dependent on both e 

and the product of (p-1) and (q-1). The reason RSA encryption is considered secure is 

due to the factorization process. To find d, one must first find the primes p and q. The 

security of the private key depends on the difficulty of this process. [1] Factorizing is a 

classic example of a hard problem, both because it is simple to describe and since it has 

been recognized as a hard computational problem for a long time. [3] 

Note: It is only necessary to find one of the primes p and q, as the other can be 

computed by dividing n with it. 

One possible method of factorizing n is by examining the quotient of n and some 

arbitrary prime to see for which primes the remainder will be equal to zero. A 

pseudocode for such algorithm can be found below.  

 

Algorithm 5 

Find the prime factors of some arbitrary number n.  

Input: Some positive integer n 

Output: divisor, a vector containing all prime factors 

primes = [2, 3, 5, 7, 11, …, 9973] 
i = 1 
Set j to the total number of elements in primes 

divisors = [];  
 

while i < j+1 

 

    if n is equal to primes(i) 

        add primes(i) to the vector divisors 
        break 

    end 

     

    if remainder of n/primes(i) is equal to 0 

        n = n/primes(i)  
        add primes(i) to the vector divisors  

    else 

        i = i + 1;  

    end 

 end 

 

Return divisors 
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The time it takes to execute such an algorithm depends on the size of the primes p and 

q. For a higher number, there are more possible primes the quota will have to be 

computed for. It is therefore important to carefully chose p and q. The algorithm 

describe above is used to factorize smaller integers in this project, but would not be 

recommended to use for larger integers. By choosing large primes, we can ensure that it 

is harder to run the algorithm to factorize n. However, there are more efficient 

algorithms to find p and q. The most efficient known method to factorize n with more 

than 100 decimal digits is the General Number Field Sieve algorithm. [4] 

 

3.2.4.1 The GNFS algorithm 

In this case, n = pq for some primes p and q. The GNFS algorithm is used to find two 

perfect squares, 𝑠2 and 𝑟2, and compute gcd(n, s+r) and gcd(n, s – r)  to find the factors 

of n.  

Indeed, suppose that there are some positive integers s and r such that 

𝑠2 ≡ 𝑟2(mod 𝑛) 

⟺ 

 𝑠2 −  𝑟2  ≡  0 (mod 𝑛) 

Then 𝑠2 and 𝑟2 are so called perfect squares. Recall that n = pq. Hence, we have that 

𝑝𝑞 | (𝑠2 − 𝑟2)  ⟺  𝑝𝑞 | (𝑠 − 𝑟)(𝑠 + 𝑟)  

It follows that  

{
 𝑝 |(𝑠 −  𝑟)(𝑠 +  𝑟)
𝑞 |(𝑠 − 𝑟)(𝑠 + 𝑟)

 

From this, it follows that that unless pq divides (s – r) or (s + r), we must have               

gcd(pq, s + r) = p and gcd(pq, s − r) = q, or vice versa. Note that both cases result in a 

successful factorization. While not all s and r will result in successful factorization of n, 

it is not expected that many must be found. [4] 

It is thereby possible for some unauthorized party to use this algorithm to factorize n. 

However, this is not practically possible if the primes are well chosen.  
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Despite being the fastest known algorithm to factorize large n, the GNFS algorithm is 

quite time-consuming. It is not recommended to use for integer with less than 140 

decimal digits, and it takes several months to factorize such an integer using the 

algorithm, despite its efficiency. [5] If the used keys are of the suggested length of 2048-

bits [3], factorizing n from the public key and obtaining the private key of the RSA 

cipher is an unfeasible task for a common computer within a reasonable time frame. [5] 

The only known computers that could successfully factorize n within an acceptable time 

frame are quantum computers. These differ from common desk computers in the aspect 

that they use quantum mechanics and have the ability to compute several problems at 

once and can use quantum algorithms such as Shor’s algorithm to factorize numbers. 

By doing so, these computers are able to severely cut the time it takes to break the RSA 

cryptosystem, from years to hours. As of yet, quantum computers with this capability 

have not been built, but impose a possible threat to the asymmetrical cryptosystem at 

the currently used key lengths. [6] 

 

3.2.5 Explanation of the requirement on the size of m 

It has been stated that it is assumed that 𝑚 < 𝑛 when RSA is used. If this is not the 

case, then the plaintext must be divided into blocks and solved one at a time. This is due 

to the use of congruences computations in the algorithms for encryption and decryption. 

To explain this, suppose that 𝑚 ≥ 𝑛. To encrypt such a message with RSA,  

𝑐 ≡  𝑚𝑒 (mod 𝑛) 

is computed. The algorithm will return a ciphertext c such that 0 ≤  𝑐 ≤  𝑛 − 1. While 

decrypting the message m,   

𝑚 ≡  𝑐𝑑  (mod 𝑛) 

is computed. The algorithm will return the plaintext m such that 0 ≤  𝑚 ≤  𝑛 − 1. It is 

thereby impossible for the RSA algorithm to return the original message if 𝑚 ≥ 𝑛. 

Therefore, m must be less than n when RSA is used.  

The similar requirement of 𝑚 < 𝑝 for ElGamal algorithm depends on the algorithms’ 

use of congruences as well.  
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Indeed, suppose that some private key (x) and some public key (g, p, y) is used to 

encrypt the plaintext m with the ElGamal encryption algorithm. The result is the 

ciphertext  

c = ( 𝑎, 𝑏 ) 

where 

𝑎 ≡ 𝑔𝑘 (mod 𝑝)  

 𝑏 ≡  𝑦𝑘 ∙ 𝑚 (mod 𝑝). 

During decryption, 

𝑏 ∙ (𝑎𝑥)−1 (mod 𝑝) 

is computed, which will return the plaintext m such that  0 ≤  𝑚 ≤  𝑝 − 1. However, if      

𝑚 ≥ 𝑝, the decryption algorithm will be unable to return the original message, and the 

ElGamal algorithm will fail.  

 

3.3 Where are asymmetric cryptosystems used? 

The operations performed when executing algorithms of an asymmetric cipher are 

relatively complex and time consuming in contrast to the algorithms of a successful 

symmetric cipher. If, for example, 1024-bits primes are used, the RSA algorithm will be 

significantly slower than DES. Even if special integrated circuits for RSA are applied, it 

will remain slower than DES by a factor of up to 1000. Due to this, asymmetric 

cryptosystems are rarely used to encrypt large amounts of data. They are instead used to 

encrypt and transport keys used for symmetric encryption, such as AES. [1] 

Asymmetric cryptosystems can also be used for electric signatures.  
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3.3.1 E- signatures 

Electronic signature, or E-signature, is used to sign electronic documentation and for 

authentication online. BankID is one well-known and commonly used example. [7] 

A digital signature scheme uses a public key and a private key. The public key serves as 

a signing key and enables the party with access to this key to generate signatures for the 

sent messages. The public key then acts as a verification key, which allows everyone 

with access to the public key to verify the signature. [1] 

It is required that the electric signature is uniquely linked to the signatory and that it is 

maintained under their sole control. It should have verifiability, i.e be able to identify 

the signatory. [1] The signature scheme should also be able to offer non-repudiation, 

which makes it possible for some third party to present the signed document to another 

party without it losing its credibility and make it impossible for the signatory to deny 

that they have in fact signed it. [2] It is also required for it to have unforgeability, i.e be 

impossible, or at least as difficult as with a handwritten signature, to forge the e-

signature. It must also be linked to the signed document in a manner which makes it 

feasible to detect any ensuing change to the signed document. [1]  

 

3.3.1.1 ElGamal Signature scheme 

Suppose that a private key (x) and a public key (g, p, y) has been generated as described 

in the key generation algorithm for ElGamal, and that we want to use said keys to sign 

some document m. 

3.3.1.1.1 ElGamal Signature Algorithm 

1. Choose an integer k such that gcd(𝑘, 𝑝 − 1)  =  1 

2. Compute 𝑎 ≡  𝑔𝑘 (mod 𝑝) 

3. Use the extended Euclidean algorithm and find the number b such that 

𝑚 ≡  𝑎 ∙ 𝑥 +  𝑘 ∙ 𝑏 (mod 𝑝 − 1) 

The signature is the pair (a, b).  

To verify the signature, compute 𝑦𝑎 ∙ 𝑎𝑏 and 𝑔𝑚(mod 𝑝). If these are equal, the 

signature is accepted. [1]                                                                                                                                
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3.3.1.2 The RSA Signature Scheme 

Consider the public key (e, n) and private key (d, n) that are used in the RSA 

cryptosystem. These can be used for e-signatures as well.  

3.3.1.2.1 RSA Signature Algorithm 

Suppose that we want to sign some message m, assuming that m < n. The signature, s, 

can be computed as 

𝑠 ≡  𝑚𝑑  (mod 𝑛) 

To verify the signature, we can compute  

𝑠𝑒 (mod 𝑛) 

If this is equal to the message m, the signature has been verified.  

These equations can be compared to the algorithms for encryption and decryption with 

RSA cryptosystem, and recognized as the same if the cipher text c is replaced with the 

signature s. Then the security of the signature scheme, just like the RSA algorithm, is 

dependent on the difficulty of factorizing n for large primes p and q. [1] 

 

3.3.1.3 Modern Web Threats 

The above signature schemes fulfil all the requirements for an e – signature. As the 

security of said schemes rely on hard computable problems, forging an e-signature is 

considered unfeasible, and can therefore be considered even more reliable than a 

traditional, handwritten, signature. However, there are a few threats to consider. [1] 

When exchanging the signed information, the public key must be made accessable to 

the other party, perhaphs by using some web-site, e-mail or some other form of 

electronic exchange. The method used to exchange the information must be secure, to 

ensure the relaiability of the public key. Additionally, it is important that no one is able 

to impersonate the signatory before receiving their private key, to prevent an 

unautharized party to obtain it. [1]         

This can be ensured by implementing cryptographic systems, reinforcing the importants 

of encryption during data transfer and login, among its many other uses. 
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4. Conclusion 

 

Cryptosystems have an important function when information is stored and shared by 

computers, as these enable the communicating parties to keep the information private, 

even if some third party are able to listen in on the exchange. It enables sensitive 

information to be shared online by encrypting emails, and safe online purchases with 

the use of protocols such as SSL. Additionally, it enables electronic authentication and 

signatures. This, however, is only possible if security can be ensured.  

As discussed in the section about symmetrical cryptosystems, information which has 

been encrypted using these can easily be decrypted by a third, unauthorized, party if 

they obtain the encryption key. Possible attacks to find said key includes brute force 

attacks and collision attacks. To protect against such attacks, the chosen keys must be of 

sufficient length. By doing so, none of these attacks will be feasible within a reasonable 

time length; the key, and thereby the used cryptosystems, are secure.  

Instead, the security of commonly used symmetric cryptosystems such as AES is 

primarily dependent on whether or not the encryption key can safely be exchange. By 

the Diffie-Hellman key exchange, or more commonly used asymmetrical cryptosystems 

such as RSA, this has been achieved.  

The RSA algorithm follows from several arithmetic constructs such as modulo 

operations and Eulers function, and its security depends heavily on the difficulty of 

factorizing large integers. While there are methods that are able to factorize large 

integers, factorizing the integer n used in practise with the available computable power 

is considered unfeasible, ensuring safety of the system despite having a public key.  

Similarly, ElGamal is another asymmetric cryptosystem which algorithms follow from 

arithmetic constructs such as modulo operations. The algorithms to encrypt and decrypt 

messages are implemented using both the ordinary and the extended Euclidean 

algorithm. Its security depends on another hard computable problem and is thereby able 

to ensure a safe exchange of information.  
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Both the RSA and ElGamal algorithms can be applied as a signature algorithm. It 

enables safe electronic signatures, which is even more safe than ordinary, handwritten 

signatures, due to hard computable problems.  

Similarly, the safety of protocols such as SSL and TLS rely on the difficulty of solving 

the DHP. These protocols are thereby able to ensure web security. 

There are, however, possible future threats. As the computable power improves, so must 

the security of the ciphers. Key lengths may have to be increased, and if quantum 

computers will someday be at disposal, entirely new cryptosystems may have to be 

developed, as seen with the previous standard cipher DES. Though, with the 

computable power available today, the information shared via internet will be safe 

decades to come.  
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function out = ElGamal_encryption(m, g, p, y) 

%%% Elgamal Encryption, will output a, b 

  

% Find a k coprime with p-1 

k = 2;  

GCD = 0;  

  

while GCD ~= 1 

    k = k+1;  

    GCD = gcd(p-1, k); %Euclidean Algorithm 

end  

  

 

% Compute a 

a = mod(g^k, p); 

  

% Create an empty matrix for all c_i 

cipher = zeros(numel(m), 2);  

  

% Compute all b_i 

for i = 1: numel(m)   

    b = mod(m(i)*y^k, p); 

     

    % Add a and b to the i:th row of the matrix cipher 

    cipher(i,:) = [a, b];  

end 

  

out = cipher;  

 

Appendix 
 

Appendix 1. ElGamal encryption 
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Appendix 2. ElGamal decryption 
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function message = ElGamal_decryption(c, x, p) 

%%% ElGamal decryption, output message m 

  

% Find the inverse of a^x  

a_x = c(1)^x;  

[g, u, v] = gcd(a_x, p); Extended Euclidean algorithm 

a_x_inverse = u;  

  

% Create a empty vector for the message 

m = [zeros(1, size(c, 1))]; 

  

% Decrypt all ciphertexts 

for i = 1:size(c, 1) 

m(i) = mod(c(i,2)*a_x_inverse, p) ;  

end 

  

%Plaintext 

message = m;  
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Appendix 3. RSA encryption 
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Appendix 4. RSA decryption 
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Appendix 5. Factorization of small integers 

 

function divisors = prime_factors(n) 

%%% Find all the prime divisors of integer n 

 

% List of primes  

primtal = [2, 3, 5, 7, 11, 13, 17, …, 9973];  

 

%Initiate 

 i = 1;  

 j = numel(primtal);  

  

 divisor = [];  

  

 while i < j+1 

    p = primtal(i);  

    y = round(n/p);  

      

    % Break if all divisors has been found 

    if n/p == 1 

        divisor = [divisor, p];  

        break 

    end 

     

    % Control if the rest is equal with zero 

    if y - (n/p) == 0   

        n = y; % Divide with the found prime factor 

 

        % Add the prime factor to the vector 

        divisor = [divisor, p];  

 

    % Index  

    else 

        i = i + 1;  

    end  

     

    

  

 % Return all divisors in a vector 

 divisors = divisor;  
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