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Abstract

Compliance & Standards - The Journey To
Security

Johan Boström

We are in the age of Information Technology (IT) and amazing
innovations are developed. Management systems are now completely
digitalized and it has enabled people to continue working remotely in
the midst of a pandemic. With great innovations there are those that
seek to misuse or destroy systems for personal gain. Therefore IT &
Information security is paramount both for organisation and products.
To offer both an international approach for common security practices
and provide best results for IT & Information security there exists
standards and frameworks. In this thesis, the standard frameworks
general impact and value from both an organisational and a vendors
perspective is evaluated and assessed. To answer the research questions
of this thesis, standards and supporting theory were analysed and
interviewees with security professionals were held. Standards provide
organisational goals for developing a well-functioning and resilient
security. Standards also provide a common baseline between customer
and vendors, minimising the need for tailoring in products’ security
requirements. Furthermore, a certification for standards can increase
the confidence of the organisation or product, and generate a business
value. Whilst there are many benefits, the standards offer a structure on
how security can be built, but an organisation needs to understand and
develop a security adapted to their organisation. In addition to setting up
a security framework and implementing controls, organisation need to
create security assurance processes to continuously review and evaluate
measures to ascertain security posture.

Supervisor: Christine Dovander, Ericsson AB
Subject reader: André Teixeira
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Sammanfattning

Vi befinner oss i Informationsteknologins (IT) tidsålder, under en tid då fantastiska
innovationers skapas. Ledningssystem kan vara helt digitaliserade och det har tillåtit att
människor fortsätter bedriva sitt arbete hemifrån mitt under en pågående pandemi. Med
stora innovations så finns det också dem som ämnar att missbruka eller förstöra system
för eget gagn. Därför är IT Informationssäkerhet av största vikt för både organisationer
och i produkter. För att kunna erbjuda en gemensam internationellt tillvägagångssätt
för säkerhetslösningar och samtidigt erbjuda bästa resultat för IT Information säkerhet
så finns det standarder och ramverk. I den här uppsatsen kommer standarder och
ramverk betydelse och värde att undersökas och bedömas, både från en organisations
såsom en tillverkares synsätt. För att besvara de forskningsfrågor som togs fram för
den här uppsatsen, så har standards och litteratur granskas samt så hölls intervjuer med
säkerhetsexperter. Standarder tillhandahåller organisatoriska mål för att utveckla ett
välfungerande och motståndskraftig säkerhet. Standarder erbjuder också en gemensam
nivå mellan kunder och tillverkare, vilket innebär att behovet att skräddarsy produkter
minskar. Ytterligare så kan en certifiering mot en standard öka förtroendet för att en
organisation eller produkt, vilket kan generera i ökat affärsvärde. Fastän många
fördelar, så erbjuder en standard bara en struktur för hur säkerhet kan byggas, men en
organisation måste förstå och utveckla en säkerhet som är anpassade för deras
organisation. Ytterligare så måste organisation definiera säkerhetsramverk och
implementera kontroller, till detta måste organisation skapa processer för att
kontinuerligt granska och mätta åtagande för att säkerställa en önskvärd nivå.
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1 Introduction

1 Introduction

Knowledge is power, is a famous and powerful saying used to emphasise the
importance and the potential of knowledge. Let us analyse the saying further, this
implies the possession, or acquisition, of information generates power. Power implies a
supremacy towards others. Therefore an interpretation knowledge is power could thus
be supremacy by information.

Information is available in abundance in our society, there is more information available
through a mobile phone than in any library. It is not only the data publicly available that
is of value, data regarding users, their interest and activities is also valuable [30]. One
of our most successful companies today, Google, has built their fortune on analysing
user data and use the result for targeted advertising [18].

Undoubtedly, information is the new currency and it needs to be protected as well as
handled with consciousness. Once upon a time it might have been sufficient to keep
handwritten secrets behind key and lock in a guarded area. With our times technological
advance the stakes have changed.

Multi-national, distributed organisations is just such an example. Ericsson for instance
is present in 180 different countries with more than 100 000 employees [42]. To
protect the accumulated information off past, present and future products and solutions
is fundamental to maintaining a strong market position. Beside their product portfolio
Ericsson needs to protect internal information and assets. Due to a market position
which makes them part of the supply chain towards vital infrastructure, affecting
national security in telecommunication, the demand for security increases. This is
further reflected in legislative demands which enforces security and privacy demands.

The need to protect information is reflected throughout history. One of the earliest
discoveries of cryptographic inventions was the Spartan skytale, a cryptographic tool to
protect messages [27]. Similar to how the spartans created a protocol for secure
messages, modern society have created security protocols and solutions to modern
technology. The aim of this thesis is to investigate what impact and level of protection
that security standards offer.

To answer the thesis goals literature and standards for IT & information security were
reviewed and compared towards the knowledge and experience of security
professionals. The thesis presents an assessment of the value and impact of security
standards and frameworks for an organisation.
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2 Purpose, Goal and Limitations

2 Purpose, Goal and Limitations

The following sections describe the purpose, goals and delimitation of the thesis.

2.1 Purpose and goal

The core concept of this thesis is to deep dive into an area where business and
management meets technical solutions. How security, through various frameworks,
laws and regulations are defined and what this means in terms of technical
implementation and solutions for a company. One aspect of frameworks is that they
can change and have different meanings depending on the context which they are to be
used. The context is paramount for security. For this thesis, there will be two primary
standpoints that set the context. The first is what it means for a corporation to
safeguard privacy and information for the company and how this is done, i.e. company
interest. The second is what it means in terms of products or solutions sold by the
corporation, which is to add the parameter of customer interest to product security and
security assurance.

For this thesis it is important to differentiate between what is meant by IT and
information security, although the two terms are to a certain degree interchangeable.
Information security often defines the means of protection all information according to
the Confidentiality, Integrity and Availability (CIA) triad. IT security specifically
focuses on controls for protection of IT assets and environment, as most organisation
keeps their information in IT assets. With global digitalization it is thus safe to say that
IT and information security is largely dependent on one another.

A common term when working with security standardisation is compliance:
Compliance in essence means fulfilment of requirements, for security it often aims to
show if a cooperation or organisation fulfil certain standards or frameworks, such as
the ISO-27000 standard. What is meant by compliance and can a certificate of
compliance be sufficient enough to prove validation of a secure business?

Another goal of this thesis is to investigate how the Geo-political situation affects and
drives the need for IT security.

The following research questions has been derived from the goals of this thesis:

• How does a company guarantee IT security both in their role as vendor and as a
company?

• Does compliance with security frameworks guarantee a secure business?
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3 Case study

• What impact does a security standard and a certification of compliance have on
the daily security operations.

• How has the need for IT security evolved and what Geo-political factors and
events accelerate this?

• What does security assurance mean in the life-cycle of a product?

Furthermore, the research questions will be investigated with the use of a case study:
Ericsson.

2.2 Delimitation

Given the broad aspect of the research questions for this thesis, the delimitations are:

This thesis will only research in frameworks, standards and process with a focus on
security controls. This is regardless if the control is used for enterprise Info/IT security
or product security. Other security measures, such as physical security, or insider
prevention will be excluded.

There will be no research or analysis of technical solutions used to achieve the desired
outcome of security controls.

There will not be a one-to-one mapping of security controls and corresponding solutions
or processes. With the general aspects of most standards and frameworks this thesis is
delimited to analyse their applicability and usage with the telecommunication industry.

Privacy is often grouped together with security. For this thesis, privacy related demands,
organisational impact and controls will not be included.

3 Case study

The technology industry is diverse. Some threats and risk will be common across several
industries, other will be unique. As such, security controls and measures will differ. For
this thesis the telecommunication industry will be used as a case study. This section will
cover a general description of the telecommunication industry.
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3 Case study

3.1 The Telecommunication Industry

The telecommunication sector falls within the branch of Information and
Communication Technology (ICT). ICT refers to all means of communications ranging
from telephone lines to communication of internet networks, cellphones, computers
and other applications and services enabling users to access, retrieve, store, transmit,
and manipulate information in a digital form [5] [15].

The telecommunication dates back to the 1830s with the telegraph marking the starting
point of a new industry. This field of technology inventions covers a wide range of
products, such as radio, television, computers, mobile device and fixed telephone
lines [5].

The business interest and biggest revenue generator of the telecommunication industry
has traditionally been voice calls. With modern technology the industry is facing a
change. In the steadily evolving ICT industry, the importance of voice calls are
challenged by other growing areas, such as video, text and data transfer. The
infrastructures development and access to high-speed internet has increased both
demands, but also the possibilities of mobile networks [5]. With this development the
telecommunication industry will also face new threats. The Global System for Mobile
Communications (GSMA) made an assessment [19] in 2019, that the biggest threats
for mobile telecommunications are IoT attacks, an uneducated over-reliance on cloud
and new threats vectors arising with 5G.

3.2 Ericsson

Ericsson is a world leading vendor of telecommunication equipment with iconic
equipment, such as the Radio Base Station (RBS). As this thesis is conducted at
Ericsson, the company will also serve as the target of the case study.
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3 Case study

Figure 1 Ericsson organisation structure

The telecommunication subsector of ICT can be generalised into three categorises, in-
order of size, the categories are [5]:

• Telecommunication equipment

• Telecommunication services

• Wireless communication

As per above, figure 1 is the hierarchical structure of Ericsson. Ericsson is divided into
a number of different Business Areas (BA). Each BA can also be matched towards the
three categories of telecommunication. For instance BA Networks [14] is described as
to develop, deliver and manage telecommunication networks. By providing hardware,
software, and services to enable the full value of connectivity. From 5G and IoT to
virtualisation, Ericsson is supporting digital transformation for the next generation of
mobile services [13].

Ericsson Global Management System (EGMS) describe their way of working and
control operations. The EGMS holds a number of certification:

• ISO 9001 - focus on Quality Management

• ISO 14001 - focus on Environment Management

• OHSAS 18001 - focus on Occupational Health and Safety Assessment Series

7
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• ISO 27001 - focus on Information Security

For the purpose of this thesis, the importance and impact of a ISO 27001 certificate will
be relevant and play a crucial role in the interview phase. The other certificates will not
be further reviewed.

3.3 Security Challenges for Ericsson

Ericsson needs to assure their customers and regulators that their equipment, services
and wireless communication are secure and all data is protected. This can be described
as customer-related security interest. Additional areas Ericsson needs to protect are
their facilities, assets, development environment and personal. Both from the
perspective of company interest and to assure confidentiality and integrity of the
development of products and services. This can be describe as company-related
security interest. Given a general division between company and customer interest,
there are cases were company-related interest correlate with customer-related interest.
For instance, if the customer wants to know that there are security controls in place to
protect the production environment.

Customer-related security requirements is commonly agreed upon by customer and
vendor in what is known as Service Level Agreement (SLA). SLA defines the level of
service expected by a customer from a supplier, laying out the metrics by which that
service is measured, and the remedies or penalties, if any, should the agreed-on service
levels not be achieved [41].

There are several process for information security in Ericsson. One of these process is
the process that Ericsson employs for Information Security Risk Management (ISRA).
This process stipulate from the ISO27005 and the process aims to identify and manage
information security risks. Another process is Ericsson process for incident
management of a deployed product, which is the Ericsson Product Security Incident
Response Team (PSIRT) [12]. PSIRT is responsible for Ericsson product vulnerability
management process, coordination of customer product security incidents and reported
security issues affecting Ericsson products, solutions, and services.

8
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4 Background

Security is a broad subject. In the following sections, several relevant aspects for this
thesis will be presented and discussed. Section 4.1 addresses the Geo-political
situation in Sweden and how the need for IT Security has developed. Section 4.2
covers fundamental security concepts and two different approaches to drive security
implementations. Lastly section 4.3 presents background material for the interview
process of this thesis.

4.1 Geo-political impacts on security needs

2020 is a year that will be remembered as a year of great insecurity and fear in the
world. A President of the United States of America that, by some, where deemed the
worst president of all time [34]. Other events includes the COVID-19 pandemic [52],
the Anti-Extradition Law Amendment Bill Movement commonly known as the Hong
Kong protests [50], the potential poisoning of political opposition in Russia [44] and
the drawn out Brexit negotiations [43].

IT incidents occurs almost daily [45]. A major incident, originating in negligence of
duty, regarding information security for Sweden which had severe backlash occurred in
2017. It was revealed that the Swedish Transport Agency had outsourced the storage
of classified information to data centres on foreign soil. Furthermore, the agency had
neglected to take adequate measures to ensure the continued integrity and confidentiality
of the information [37].

In the aftermath of the reveals of negligence of duty in the Swedish Transport Agency
the question of cybersecurity, and by extensions information security, became an
elevated topic in Swedish politics. In the political discussions that followed it was
proposed to establish a governmental agency responsible for cybersecurity [31].

Although a new agency has not been established as of 2020, the Swedish government
has tasked the Swedish Armed Forces, National Defence Radio Establishment, Swedish
Civil Contingencies Agency and Swedish Security Service to jointly establish a centre
for national cybersecurity [33].

This can be further reflected in ”Cybersecurity within the total defence” in the Swedish
Defensive Committee’s report for 2021-2025 [17]. The report highlights an intention to
increase defensive and offensive cyber operations capabilities to protect Swedish
interest and information assets. Although the Defence Committee are sparse in an
actual description of threats towards Sweden, the Swedish Security Service does not
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4 Background

hold back in their description of the current situation.

“Foreign power more often relies on cyber espionage to collect
information and conducts operation threatening the security in
Sweden. The Swedish Security Service assess that these methods of
attack will become more important in times ahead. At the same
time there exists flaws in the protective measures [46] .” [Writer’s
translation]

In other press releases [45], the Swedish Security Service describe how every day of
every year attacks and espionage are conducted towards Sweden and other countries.
The goal of these attacks is to steal information and knowledge. A common tool in
these attacks is cyber espionage. In the same press release, the Swedish Security
Service emphasise the need for both corporations and governmental agencies to
increase protective measures of their assets. The value of information stolen each years
is estimated to an equivalence of billions Swedish krona.

This trickles down from a global stage to a national stage and from a national stage
to independent organisations and corporations. An example of how increased demands
on security and privacy have affected corporations is reflected in the recent Swedish
discussion on the 5G network.

In another press release [47], the Swedish Security Service discusses its role and
responsibility together with Swedish Post and Telecommunication Authority and the
Armed Forces when permits for frequencies in the 5G net are to be issued. When
evaluating a permit, a risk assessment on that manipulation and unlawful mapping are
prevented and preventive measures are taken towards potential future attacks [47]. This
is important because telecommunication is deemed to be vital infrastructure on a
national level, and according to a study done by the Swedish Defence Research
Agency, Sweden is crucial dependent on its well developed telecommunication
network [4].

A change to the political climate regarding cyber security is not something unique to
Sweden. Forbes predict a ramp up in spending’s on cyber security. The current global
cyber security market is currently worth $173B in 2020, growing to $270B by 2026.
Some reasons behind the increased need of cyber security is partially explained due to
growing cloud solutions and how the pandemic has started a new form of remote
working [9]. A study [35] by the Australian Cyber Security Growth Network
(AustCyber) also predicts significantly increases on cyber security. According to
AustCyber, the global cyber security market is currently worth around US$145 billion
and is set to increase by 86 per cent to US$248 billion by 2026, as shown in Figure 2.
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Figure 2 Predicted development of global spending on the cyber security market
Source: Australian Cyber Security Growth Network

According to the Edelman trust barometer, prediction of challenges for 2021 based on
the events of 2020 are summarised as:

“After a year of unprecedented disaster and turbulence – the
COVID-19 pandemic and economic crisis, the global outcry over
systemic racism and political instability – the 2021 Edelman Trust
Barometer reveals an epidemic of misinformation and widespread
mistrust of societal institutions and leaders around the world.
Adding to this is a failing trust ecosystem unable to confront the
rampant infodemic[too much information including false or
misleading information], leaving the four institutions – business,
government, NGOs and media – in an environment of information
bankruptcy and a mandate to rebuild trust and chart a new path

11



4 Background

forward.”

With this renewed focus on security and the telecommunication industry’s role as vital
infrastructure the demands increases. This was recently highlighted in Swedish
expansions in the 5G network, where Huawei was initially banned from the Swedish
market. As it was deemed by the Swedish Armed Forces and the Swedish Security
Service that Huawei and ZTE possessed a risk to Swedish National Security due to
alleged connections to Chinese cyber espionage [39]. This resulted in China putting
pressure on Sweden or they might retaliate with similar actions towards Ericsson
saying that [40]:

“We [China] do not wish to see the development of European
companies in China affected due to discrimination against Huawei
and protectionism in France and other European countries,”

This is one example of how global tension between nation states can affect a single
cooperation or industry.

4.2 Security Concepts

This section aims to highlight some core concepts on security. The first subsection
explain basic concepts with information and IT-security such as the CIA triad and
some supplementary terminology. The second subsection compare and analyses two
different approaches, risk- and compliance-based, which an organisation can take when
implementing security processes and controls.

4.2.1 Security Concepts and Terminology

An organisation, regardless if it is a private or governmental organisation, profit-driven
or non-profit, may have the need to protect the interest of the organisation, the people in
it and the interest of people associated with it.

When discussing security, the CIA triad is a fundamental cornerstone. The CIA triad is
an acronym for Confidentiality, Integrity and Availability. The basis of the CIA triad is
as follows:

Confidentiality: Information is not made available or disclosed to unauthorised
individuals, entities, or processes [25]. Information is only available to the authorised
users or systems. For IT solutions this is done by encrypting information that only
authorised users are able to decrypt it and by denying access unauthorised users. This

12
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4 Background

might seem trivial, but confidentiality must be applied to all aspects of a system. This
means preventing access to all backup locations including log files if those files can
contain sensitive information [49].

Integrity: That data maintains its accuracy and completeness [25]. Integrity specifies
information can only be added or updated by authorised users. Unauthorised changes
to data cause it to lose its integrity. In the case of integrity breach, access to the
information must be cut off to everyone until the information’s integrity is restored.
Allowing access to compromised data will cause those unauthorised changes to
propagate to other areas of the system [49].

Availability: This property specifies being accessible and usable on demand by
authorised entities [25]. The information needs to be available in a timely manner
when requested. Unable to access data is just as bad as being able to access
compromised data. No process can be performed if the data, on which the process is
based, is unavailable [49].

Beside the CIA triad, there are additional properties that can also be taken into
consideration when considering means for security [25]:

• Authenticity - an entity is what it claims to be

• Accountability - actions of an entity to be traced uniquely to that entity

• Non-Repudiation - ability to prove the occurrence of a claimed event or action
and its originating entity

• Reliability - consistent intended behaviour and results

Beside taking the CIA triad and the additional properties into consideration when
determining protective measures, the assets that needs protection must also be
identified and evaluated. To an extent, information security is a matter of risk
management. Information will always be essential to an organisations efficiency and
success, thus all information processed within an organisation comes with a risk. Risk
is the effect of uncertainty on objectives [25]. By this it means a deviation from the
expected objective of the system, which in theory can be both positive or negative [25].
A risk impact could be sabotage or data theft by a disgruntled employee. The impact
can thus be unwanted consequences or events that harm the organisation. By managing
the risks and introducing mitigation and safeguards, risks can be reduced to an
acceptable level.

13



4 Background

Security controls are used to describe the safeguards or countermeasures employed
within a system or an organisation to protect the confidentiality, integrity, and
availability of the system and its information and to manage information security
risk [16].

A risk is defined by the probability of a threat and the impact of a vulnerability. A
vulnerability is a weakness of an asset or control that can be exploited by one or more
threats [25]. A threat, is per definition, the potential cause of an unwanted incident,
which can result in harm to a system or organisation [25]. In summary: Security risks
are associated with the probability that a threat will exploit vulnerabilities of an
information asset or group of information assets and thereby cause harmful impact to
an organisation [25]).

4.2.2 Risk- and Compliance-based approach

When an organisation aims to implement security controls, there are two different
approaches that can be used: risk or compliance based approach. In this section, both
approaches will be covered in general with a discussion on respective advantages and
disadvantages.

Risk-based approach: This approach focuses on an organisation identifying their own
risks and vulnerabilities that may be subjected to a threat. By identifying these, the next
step will be to implement adequate security controls, mitigation or other measures to
reduce the probability and impact for a given risk.

Risks are not static and therefore there is a need for continuous monitoring. Although
a continuous monitoring may be both costly and time-consuming, it has the benefit of
potentially being proactive rather then reactive. In turn, this means that an organisation
can stay ahead of threats and implement controls and mitigating before a threat becomes
reality. Another benefit of a risk-based approach is that it gives the organisation the tools
needed to prioritise its security efforts. By continuously keeping track of and mapping
areas of vulnerability, an organisation remains in control and can dedicate resources to
targeted areas to assure protection of vital corporation or customers assets [48].

One weakness is that a risk is either assessed as too low or unrecognised. This
emphasises the need for a identification and analysis process when doing a risk based
approach [1]. An additional weakness is that risk assessments can be subjective. A risk
that might lead to a single unit not being able to perform their tasks may be considered
for them very high, but on a broad level and in respect to the organisation, it may only
be a medium risk or even low. It is therefore important to remain objective when
performing risk assessments [1].
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Compliance based approach: This approach focuses on compliance with
international, or organisation, standard frameworks, laws and regulations. By driving a
security implementation process with a goal to fulfil frameworks and regulations an
organisation entrusts the international community that forms these standards to
stipulate all needs for the organisation.

The Federal Information Security Management Act (FISMA) is an act in the U.S. that
put demands on information security for federal systems [8]. The NIST SP800-53 is in
turn a framework that helps an organisation meet the requirements of FISMA. From a
business perspective this in short means that any information system used in conjunction
with federal information system needs to either prove FISMA compliance on its own or
compliance towards NIST SP800-53 [16].

The benefits of compliance based approach are several. First, the frameworks are taken
forth by experts in their field [25] which may reduce the cost and time and organisation
needs to put into their own analyse and research of what is needed. Another benefit
is market value [10], this can be either to increase the credibility and trust towards
the company or because a market demands compliance as a minimum requirement, as
exemplified above with the FISMA act, compliance can be regarded as a ticket to trade.

A compliance based approach also comes with some drawbacks. Regulations and
frameworks follows a bureaucratic pattern meaning that updates and revision are
slower then what the advancing technological market would need. Threat actors find
new ways to penetrate organisations and exploit vulnerabilities. When regulations are
updated, they may be weeks behind the latest attack vector, leaving compliant
businesses vulnerable. Another issue is that frameworks are adapted to be implemented
as silos in an organisation. Although it is important that each department in an
organisation is adequately protected, it is equally important to ensure an end-to-end
guarantee and organisation can thus benefit from a more holistic approach. A final
drawback is that an organisation might find itself trapped in a mindset where
compliance becomes more a check in a box rather then analysing why (and if) a
security controls is needed and its intended outcome [48].

4.3 Interviews

Interviews were held to assess the need and value for security frameworks, the role of
security assurance and security controls in general. The interviewees are experts within
varied fields of the security community in Ericsson. The interviews served as the main
method of data collection for this thesis.

15



4 Background

In the following sections, theory regarding different interview methods, qualitative
compared to quantitative and structure of the interview and data analysis will be
discussed, with motivation as to which approach was chosen for this thesis and why.

4.3.1 Interview methods

In this section two different interview methods are described, qualitative and
quantitative.

Qualitative: Qualitative methods aim towards data collection in which questions often
are presented in free text and the goal is to catch meaning and purpose behind the
input. As such the collection methods is often either through interviews or
observations and results can be described [29].

Quantitative Quantitative methods aim towards data collection in which questions
often are in ordinal range within pre-defined parameters. The aim,is to collect a
magnitude of data which is suitable to be presented in graphs, diagram or tables [29].

The interviews for this thesis aimed to collect opinions and experience of interviewees
and data was collected in free text, thus a qualitative approach is more suitable for this
thesis.

4.3.2 Interview structures

Interviews are conducted with a structure, these structure can be either structured,
unstructured or semi-structured. In this section, each structure will be explained and
their strength and weaknesses discussed.

Structured: These interviews are the most closed form of the three given structures.
Structured interviews are limited to a script and a fixed set amount of questions, these
questions are often formulated in a manner such that answers are set in a ordinal
manner, such ranges could be 1-5 or ”very bad”-”very good”. The strengths of this
structure is that a questionnaire or survey can be created and spread en masse and
aggregating, comparing and assessing collected data is fairly easy. A weakness to this
structure is that the questions need to be thoroughly designed with several aspects
taken into consideration ,such as, can the question be interpreted differently then
intended? can the interviewee interpret a bias towards a ”correct” answer from the
interviewer? This structure also puts the interviewee in a more passive position and
may have little to no way to further develop or enhance an answer [51].
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Unstructured: The unstructured interviews are the most open of the three given
structures. The basis for this structure is an open conversation on a general topic. This
structure encourage an open atmosphere where the knowledge and experience of the
interviewee or group freely can be expressed and discussed which has the potential of
generating rich data. Although this approach has the potential of a very rewarding
outcome, it also comes with some drawbacks. The interview can be unstructured but
not unprepared. The rich potential of this structure can as easily end in a catastrophe
filled only with awkward silence or unnecessary rabble depending on the skill of the
interviewer. This structure is thus most suited for a well experienced interviewer [51].

Semi-structured: This structure combines the detailed plans and methodology of the
structured interviews with the openness and possibility to explore questions further as
described in the unstructured interviews. Semi-structured interviews are well suited in
areas whereas previous knowledge of the field exists but the aim of the interview is to
get an enhanced insight with the experience and knowledge of the interviewee. This
interview structure also allows for questions to be any mix of open-ended or
closed-ended, thus can also be used for either qualitative och quantitative data gather
process. Although with the many benefits with this approach there are some drawbacks
that mainly centres around the skill of the interviewer, much like the unstructured
interviews. The interviewer can by accident either lead and interviewee to a particular
answer or put words in their mouths. To avoids this end its important to thoroughly
analyse the design and purpose of each question that it to be asked [51].

The structure of the interview will need to be general enough to be applicable within
different fields of security such as enterprise security, IT security and product security.
At the same time the interviews needs to be capable of going in-depths in areas of
expertise of the interviewee and allow for freedom in how the interviewee answer, thus
with the more opened ended approach of semi-structured interviews was most suitable
for this thesis.

4.3.3 Interview analysis

According to Eriksson et al. [29] some common methods of analysis are:

• Deconstruction - is a method to analyse literature with the pretence that there is
not fixed meaning

• Discourse analysis - is a method to the analyse written, spoken, or sign language
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• Narrative analysis - aims to follow a narrative red line on why certain decision or
approaches were made.

• Grounded theory - aims to integrate collected data into new hypothesis and
theories.

None of these method addressed the analysis of the data in a way that felt suitable for
this thesis, thus additional research on analysis method were conducted. Two suitable
approaches were thematic analysis and qualitative content analysis. In essence, both
methods are quite similar [28] according to a paper [32] by Bondas et al. within nurse
researching where they compare thematic analysis and qualitative content analysis part
of their conclusion is:

“/.../ in spite of many similarities between content and thematic
analysis, for instance cutting across data, and searching for
patterns and themes, their main difference lies in the possibility of
quantification of data in content analysis by measuring the
frequency of different categories and themes, which cautiously may
stand as a proxy for significance.”

Based on the comparison [28] done by the Örebro regional council, thematic analysis
is highlighted as:

“/.../ where you want the interviewees as individuals and their
stories to be highlighted. Suitable for rich data, which is based on
lightly structured interviews. ” [Writer’s translation]

According to these papers, thematic analysis was deemed suitable for this thesis. The
most common approach to a thematic analysis is a six-step approach [7]:

• Familiarisation - aims to familiarise with collected data, some steps in this stage
might be transcription and several read through.

• Coding - aims to classify collected data according to different codes

• Generating themes - in this step you group several codes into themes.

• Reviewing themes - in this step you review the themes if the are representative for
our data.
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• Defining and naming themes - this step is the final summarising of themes and
what defines them.

• Writing up - aims to structurally analysis the data.

5 Methodology

There were three different stages for the methodology of this thesis first, there was
a need to research within security theory. Second, after this research and literature
review, additional data collection in the forms of interviews with security professionals.
The third and final stage was a analyse of both the first and second stage.

This section will describe the three different stages, research and literature review,
interviews and data analyse.

5.1 Preparatory research

A fundamental requirement for this thesis was to understand the applicability and usage
of security standards such as the ISO27000 and NIST SP 800-53. The later is publicly
available through NIST website. ISO27000 on the other hand is not publicly available,
but rather behind paywall. Due to Ericsson subscription to the Swedish Institute for
Standards (SIS), access to the ISO27000 standards were available. The standards in
themselves, although fundamentally important, was still one piece of understanding
that was needed. Therefore, books, papers and articles was an additional source of
knowledge.

5.2 Data collection

For this thesis a qualitative, semi-structured approach was chosen for the interviews.
The purpose of the interviews was to gain insight and experience from an expert
audience within the security field. Qualitative is thus prioritised over quantity as the
purpose is to intemperate the results rather than measuring. A semi-structured
interview allowed for a predefined set of questions but to keep an open-ended
formulation of the interview questions. The aim of the open-end is to collect rich data
but also provides the possibility to augment a questions within a field of subject were
the interviewee has extra expertise, in contrast, it enables one to shorten or even skip
questions where the interviewee has less knowledge.
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Seven interviewees were selected from within Ericsson Security community with a
broad range and variation between their different expertises. The purpose of having a
varied expertise amongst the interview subject is to catch common and different
thematic viewpoints between their fields.

5.3 Interview process

In an ideal situation, interviews would have been conducted in person. This is desirable
as the interviewer can read body language of the interviewee and get a more relaxed and
familiar feeling to the interview. With the current pandemic and in line with Ericsson’s
company restrictions all interviews were needed to be held remotely through company
laptop with Microsoft Teams.

To facilitate the interview process a PowerPoint with descriptive images was used. The
purpose of the images was that they were to be used as a talking point around a subject
rather then providing the questions. Another aspect was to use web cams as it creates a
more familiar and relaxed environment and allows some reading of body language. To
collect data, all interviews were recorded and later transcribed. By recording the
interviews, it allows the interviewer to focus on the actual interview and adapt or add
questions, depending on which direction the interview takes. The interview might
otherwise have been stalled or slowed down as the interviewer might have needed to
both steer the interview and note down answers. A benefit of the remote interviews
was it was easy to record for further usage. Furthermore, by conducting them and
saving raw data on Ericsson laptops the interviewees could use examples from
Ericsson without the risk of confidential information being leaked.

In accordance with Ericsson standard, the interview questions were written in English,
but interviews where held both in English and Swedish. This may contribute to some
differentiation in interpretation or formulation of questions. Furthermore any
confidential information had to be analysed and translated to what the intent or purpose
was with that particular example. Although there could be linguistic differences
between interviews that were held in English or in Swedish it is unlikely to affect the
result.

5.4 Analysing interviews

Analysis was conducted on the collected data according to the six steps of thematic
analysis describe in section 4.3.3. With data originating from security experts in
different fields of security and on different organisational the strength of thematic
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analysis comes to fruition. The purpose of the interviewes was to attain common and
differentiating views of experienced security personnel. In line with the six steps, the
first step was to become accustomed to the data and transcribe relevant parts. After this
initial step, the data was coded and mapped towards different themes relevant to the
thesis research questions.
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6 Security Standards and Controls

6 Security Standards and Controls

For this thesis, the two standards for IT and Information security, NIST SP800-53 and
ISO27000 have been discussed. Section 6.1 gives example of two standards which
are analysed throughout the thesis. Section 6.2 covers in more detail what a security
controls is, and models to implement and measure controls. Section 6.3 addresses life-
cycle aspects relevant for product security. The last section covers a comparison of
standard importance and impact will be reviewed from the perspective of the automotive
industry.

6.1 Information Security Frameworks

This section will go through two common frameworks for handling information
security within an organisation, the first one being the NIST SP800-53 and the second
the ISO/IEC-27000 series.

6.1.1 NIST SP800-53

The NIST was founded in 1901 and is now part of the United States of America’s
Department of Commerce. NIST measurements support the smallest of technologies
to the largest and most complex nanoscale devices [16].

The NIST SP800-53 created to facilitate the requirements fulfilment for the United
States of America’s federal information systems. The standard covers the necessary
controls required by FISMA. The NIST SP800-53 standard aims to increase the
security of federal agencies and any contractors. This demand also applies for all
equipment used by federal agencies of by contractors maintaining federal information
systems. Federal agencies and contractors handle information that can impacts the
national security of the United states of America. Therefore, insufficient security
measures could result in severe consequences. The federal information systems ranges
from compromising military and law enforcement system to attaining medical
journals [11].

NIST security controls are listed in control catalogue that are to be employed by an
organisation as part of their risk management process. The risk management process in
turn aim to support the organisational information security requirements. Furthermore,
it is important to note that the controls listed within the framework, with a few
exceptions, are policy-, technology-, and sector-neutral, meaning that the controls
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focus on the fundamental measures necessary to protect information and the privacy of
individuals across the information life cycle [16].

6.1.2 ISO/IEC-27000 Series

The International organisation of Standardization (ISO) and the International
Electrotechnical Commission (IEC) published this standard to support organisation in
implementing, maintaining and auditing Information Security Management Systems
(ISMS). The purpose is as follows [25]:

• Define requirements for an ISMS and for those certifying such systems

• Provide direct support, detailed guidance and/or interpretation for the overall
process to establish, implement, maintain, and improve an ISMS

• Address sector-specific guidelines for ISMS

• Address conformity assessment for ISMS

The ISO27000 series is a family of standards that together helps an organisation create
an ISMS. The standard is technology and vendor neutral and thus applicable for all
organisations irrespective of their size, type and nature, but this also means that
organisation need to analyse and understand the standard before applying an adaptation
towards their own organisation.

The ISMS is a systematic approach where the focus of controls are on people,
technology and process. The controls are meant to be selected through a risk
management process. This is meant to be a continuous process where risks are
monitored, reviewed and improved as per the organisational needs. Amongst the
ISO27000, the 27001 specifies details and implementations of the ISMS and overall
description of the 114 controls. In the 27002 the controls are described into details.
The ISO27000 series also helps organisations fulfil the requirements of regulations
such as the European General Data Protection Regulation (GDPR) [38]. Additional
supporting documents exist such as the ISO27005 which specifies the ISRA process.

6.2 Security controls

Both NIST and ISO are built on the basis that an organisation implements security
controls to mitigate risks. In the implementation of security controls, a good practice
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is the Plan-Do-Act-Check (PDCA) cycle, also known as a Deming cycle. The basis for
this cycle is:

• Plan - Decide on what needs to be done and layout a plan on how to achieve it.

• Do - Execute the plan

• Check - Review the ’Do’ phase, did the implementation fulfil its intended
purpose?

• Act - If the check phase revealed flaws or short-comings of the previous cycle,
take actions to respond and initiate a new cycle.

Applying the PDCA cycle on the ISO27000 series gives the organisation a cycle
equivalent to figure 3. This model represent the ISMS process on a higher abstraction
level. Amongst the processes needed for a ISMS are defining policies for the
organisations ISMS and scope, perform security risk assessments and risk
management, implementations of security controls and preparing Statements of
Applicability (SoA) [23] . SoA is the main link between an organisations information
security risk assessment and treatment work, and shows which controls and where the
organisation has chosen to implement security controls. An ideal SoA would also be
made in such a way that it is possible to show how a control has been implemented as
well [20].

Figure 3 PCDA model applied on ISMS process
Source: [24]
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In theory, this may seem like a clear and straightforward approach for an organisation
to become both secure and compliant. In the outdated version ISO/IEC-17799, which
is today replaced by the ISO/IEC-27002, there is a suggested security model as per
figure 4

Figure 4 ISO 17799:2005 security model
Source: [2]

Although the model is withdrawn, it shows that securing an organisation is much more
then technical controls and emphasising the need to focus on people and processes. A
way for an organisation to track and achieve their goal of being secure is by using a
maturity model. A maturity model can come in many different shapes and forms but it
always follows the same principles. The principles of a maturity model is to measure
a set of characteristics or indicators, that represent capability and progression within an
organisation discipline.

One approach on implementing information security, based on the withdrawn ISO
17799, was proposed by Saad Saleh AlAboodi. AlAboodi proposed an Information
Security Management Model (ISMM) with a corresponding content matrix. The
ISMM supports an organisation with a possible approach to a maturity model for
implementation of the ISO 17799 standard.
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Figure 5 Information Security Management Model
Source [49]
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Figure 6 Content matrix for ISMM each control is associated with a certain layer of the
maturity model
Source: [49]

ISO was written with a technological- and industry-neutral stance. Therefore, both
maturity models and prioritisation of controls might differ from organisation to
organisation. Thus, it is difficult to create a general maturity model applicable for all
organisation for a framework meant to be tailored after the organisations risks.
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6.3 Security throughout Product life-cycle

The process of validating that a security controls is on a sufficient level and fulfil its
intended purpose is security assurance. By National Institute of Standards and
Technology (NIST) definition [36], security assurance is the measure of confidence
that the security features, practices, procedures, and architecture of an information
system accurately mediates and enforces the security policy.

As part of security assurance, customers can request that vendors shows compliance
towards certain frameworks both from the perspective of product development process
and integrated in either product, solution or service provided. Besides this, specific
controls outside of framework standards can be requested. The level of details a
customer can request varies depending on the customers skill level, local mandate,
laws and sensitivity of the project.

Security assurance for a product means that the product meets its security requirement
throughout its entire life-cycle, meaning from a conception stage till it meets its End-of-
Life (EOL). This is a theoretical definition, a more practical a business definition would
be that both security requirements and life cycle is defined as per the SLA.

As discussed in section 3.3, the SLA can depend on several factors, but regardless of of
the exact details it can be generalised to two different stages of time development and
deployment.

With development stage means while the product is still being built by the vendor and
respectively maintenance means the stage whilst the customer owns the product. This
need to change if the customers, for instance, instead buys it as a service or managed
service.

During development stage security requirement can be on either specific functionalities
or capabilities, as well as showing compliance towards a specific standard. During this
stage, a business needs to break down high level security requirements into low level
implementation details. Assurance can be classed into the four following
subcategories [6]:

1. Policy assurance is the evidence establishing that the set of security requirements
in the policy is complete, consistent, and technically sound.

2. Design assurance is the evidence establishing that a design is sufficient to meet
the requirements of the security policy.

3. Implementation assurance is the evidence establishing that the implementation
is consistent with the security requirements of the security policy
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4. Operational assurance is the evidence establishing that the system sustains the
security policy requirements during installation, configuration, and day-to-day
operation.

Assurance relies heavily on the understanding of and breaking down the security
requirements. When the security requirements has reach an adequate level a design and
implementation process can begin. Bishop [6] suggests an iterative method as
illustrated in Figure 7. The principles for this model is that in each refinement step it
also provides to the assurance justification. By applying this model on multiple levels
during the development of a system, the iterative process will eventually provide a
complete assurance of the system.

Figure 7 Design and implementation of a trusted system.
Source: [6]

After a successful development stage a product needs to be prepared for deployment
to the customer. The deployment stage is in turn divided into two stages. The first
stage is production, distribution, and shipping. In essence this stage aims to assure that
the product is not compromised whilst in transit between vendor and customer. The
second stage is installation and configuration, the essence of this stage is to assure that
the product will work as intended in the customer environment [6].

When the product has been delivered and installed, the vendor’s remaining tasks and
responsibilities can be to patching or fixing of bugs, maintenance and customer service.
Another aspect is incident management for products. For instance, in the
telecommunication industry, if a base station or the net of internet providers
malfunction and their customer in turn lose connectivity, this needs to be swiftly
solved [6].
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6.4 Automotive standards and impact

The telecommunication industry is not the only industry affected by international
standard. The Federal Motor Vehicle Safety Standards (FMVSS). FMVSS is a US
standard equivalent to European regulations, known as Economic Commission for
Europe (ECE) standards, both standards has the aim of safety performance and
outcomes. Similar to how ISO27000 or NIST SP 800-53 certificate, functions as a
ticket-to-trade within ICT industries can manufacturer receive and equivalent
ticket-to-trade by showing compliance to FMVSS or ECE [3].

A study [26] conducted by the National Highway Traffic Safety Administration
(NHTSA), evaluated the effectiveness of vehicle safety technologies associated with
the FMVSS. In total thirteen technologies were analysed by the FMVSS, including
technologies such as lap belts, windshields. Electronic stability controls amongst
others. These thirteen technologies contributed to saving the lives of over half a million
vehicle occupants.

The study [26] conclude that vehicle safety technologies and their associated FMVSS
have greatly reduced fatality risk for cars, light trucks and vans occupants over the past
decades in the United States of America. Given the same mileage by the same drivers
on the same roads, the average vehicle on the road in 2012 would have an estimated 56
percent lower fatality risk for its occupants than the average vehicle on the road in 1955
to 1960.

FMVSS[26] also brings up an interesting aspect that between 1984 and 1988 the number
of lives saved, thanks to seat belts, increased from 4’835 to 11’265. This was not due to
technological advances or manufactures compliance, but to buckle-up laws, efficiently
forcing vehicle occupants to wear seat belts.

In relation to IT and information security, the automotive industry came earlier and can
potentially lead to fatalities, which is more severe outcome in comparison to data theft
or leakage. This has driven a change both in the car industry and society, a key aspect
to why FMVSS success is that these kind of technical controls must be implemented
and tested in cars as the consumer demands proof of a safe car, its not enough to claim
or state compliance. In ICT industries, security implementations may have been slower
due to being a newer technology. As an example, the first firewall was proposed in a
paper by Digital Equipment Cooperation (DEC) in 1987 [22] whilst the first airbag was
patented in 1953 [21]. Another similarity between these security controls is that,
regardless if it is an air bag in a car or a firewall in a computer, the aim is to reduce the
impact of a collision and to respectively block malicious packages. In comparing the
FMVSS and NIST SP800-53, Both are standards originating for the United States of
America. Additionally, both standards have been developed with the intent of fulfilling
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national regulations. This gives a view on the way of working where laws and
regulations stipulate requirements. Standards are then developed to facilitate fulfilment
of the requirements. What impact this implies for providers and equipment vendors in
the ICT industry was included the interview questions.

7 Interview Result and Analysis

This section contains the result of the interview phase described in section 4.3.
According with the methodology of thematic analysis as discussed in section 4.3.3,
this section is divided into different subsection corresponding with identified themes.
Each theme is a consolidation of information collected across all interviews
corresponding to that theme. In some cases individual quotes from different interviews
have been elevated.

7.1 Achieving security

This section addresses the relationship between compliance, security assurance and
security controls. Furthermore, how security assurance and security controls, both
separately and in unison, contributes to an increased security posture. To understand
the interviewees viewpoint, the interviewees were asked a series of questions related to
defining the respective terms of compliance and security assurance. The interviewees
had a common view on the compliance concept, that compliance is the concept of
fulfilment of requirements, and how these requirements could be on multiple levels,
not just security. The interviewees took up different examples as of what the
requirements could be. As an example, security standards, such as ISO-27000 series or
NIST SP800-53, were common. Other examples were regulatory demands, coming
from either national or international laws. The last categories of examples were either
customer demands or organisation internal demands. As one interviewee explained it:

“There is a large part of the industry or our stakeholders that
primarily views compliance as a legal term whilst the security
community primarily refers to compliance as adherence to
standards.”

Such compliance requirement can vary depending on the context. As mentioned in
delimitation (section 2.2), the focus for this thesis lies on IT and information security
so the compliance focus is more one security controls, either derived from standards,
customer demands or by the organisations own design. The interviewees also shared a
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common view on what was meant by security assurance. The basic conception of
security assurance was that it is the process of measuring the level and quality of
requirement fulfilment. It is important to highlight that a security assurance process
can consist of several sub-processes, such as a reporting process and auditing process.
These processes need to be continuously iterated to ascertain that desired or achieved
levels of compliance is maintained. Likewise, security assurance processes can also
have multiple entities that receive the result of a process and such entities can be either
internal or external stakeholders. As a clarification, for the context of this thesis the
processes for security assurance mainly focuses on the assurance of security controls.
With a series of questions on the relationships and dependencies between compliance
and security assurance, the interviewees were asked on a first note if there was a
connection between compliance and security assurance. A common standpoint was
that there is a connection between them. An organisation needs to show compliance
from both a business but also a legal standpoint. To an extent, compliance was
perceived as a straightforward approach. For instance with the ISO-27000 series, a
regulator would want to see if the organisation has an Information Risk Management
System (ISMS) as stipulated in ISO-27001, and that is basically a yes or no question.
The quality and efficiency of the ISMS is measured in a security assurance process. As
one interviewee stated on the relationship between compliance and security assurance:

“We will be liable towards a certain set of standards, policies,
mandated laws and regulations and there will be impact if we are
non-compliant. Whereas assurance is just a posture that we’re
demonstrating, so there is a liability difference from a compliance
and assurance perspective”

The existence of an overlap between compliance and security assurance was a common
viewpoint with security assurance viewed as more complex. One option to reduce this
complexity was mentioned to be certifications. Certifications are issued by independent
regulators are part of an audit, certification will be discussed more in the next theme. On
this theme, the interviewees were asked if, in case the ISMS would hold a certificate,
whether that would mean that security assurance actions towards the ISMS were no
longer needed: All interviewees had a firm standpoint that was not the case. As one
interviewee put it:

“The problem with certification and compliance process is that an
organisation can set up a number of requirements to be fulfilled,
for instance the ISO27002 requirements, and an audit can prove
that you have actions on those requirement. But this tick in the box
does not equal a secure organisation. This tick in the box only tells
that there is a decent standard and your organisation have reached
a good enough level and passed for a specific control. Does this
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mean you will never be able to be attacked? Yes you will be, an
organisation needs security in depth both in practice and in theory,
ISO27000 series is just baseline and there is no standard that can
guarantee security. ”

A shared aspect between compliance and security assurance is their relationship with
security controls. A security control can be applicable on multiple levels or an
organisation and the end goal can be, depending on the control, anything from a policy
to a software safeguard or a locked door. With the broad aspects of security controls,
the interviewees were presented with a statement that controls could be divided into
either administrative or technological controls. Furthermore, they were asked which
type of demand was found most important. To a large extent the interviewees agreed
with the division, some interviewees felt different terminology appropriate such as
process and functional demands rather that administrative and technological, another
interviewee wanted to append a physical demand to the existing ones. A point of
disagreement was that each interviewee valued the importance of each demands
differently and valued those more related to their discipline higher. Even with a small
bias towards one or the other demands, each interviewee also stated both demands were
needed. Beside needing both administrative and technological controls these needed to
be measured, evaluated and improved in dedicated processes to achieve security.

7.2 Impact on Organisation’s Security due to Compliance to
Security Standard.

This theme aims to highlight and bring forth the impact on an organisation’s security due
to a compliance towards standards. Such a standard could be the ISO27000 series for
which a organisation can receive a certification to prove a good implementation level.
Multiple interviewees view ISO27001 as a baseline standard that gives an organisation
a good starting point in creating a dedicated process that is needed to identify and act on
security concerns. As in the case of ISO27001, the interviewees highlighted the fact that
the ISO27001 standard is generalised and meant to be applicable over several industries
of different focuses. To highlight and review the impact of compliance, the interviewees
were asked a series of question in which their daily interaction with security controls
was reviewed. One aspect that was especially discussed were the origin of controls,
were they taken from standards, industry best practice or experience? One interviewee
perceived that standards and best practice had a intersected to some degree and discussed
a blurred line between them:

“ISO27001 or NIST are not the tablet of Moses, presented by god.
The standards are to an extent a collection of best practices taken
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forth by a standardisation organisation were most of the work is
done in a contribution driven process together with different
stakeholders and the industry. ”

And given the same context, it was highlighted that, with rapidly evolving technology,
the industry lacks either standards or best practice. Each organisation in that industry
build their solution to the best of their knowledge. With time, the different solutions
grow into a best practice which in turn can result in an industry standard. The
following quote also highlights both a short-coming but also a benefit with frameworks
and standards:

“Frameworks within telecom have not always been up to speed
and then the vendor has taken forth their own solutions. Then,
when a standard finally comes the vendors prove that they fulfil it
with their previous implemented solution. The risk with too many
frameworks or different frameworks is colliding demands, so
therefore standards and frameworks have a purpose to solidify a
common baseline between vendors and operators. ”

The interviewee continued to express that a certification had no direct bearing on
whether developed products were secure or not, rather that certification shows
customers that Ericsson takes risk management and security seriously and have
on-going processes to handle it on a enterprise level. Continuing with processes and
security assurance, another interviewee pointed on several processes that were done
because they are mandatory from the standards. The processes were also highlighted to
be part of best practice within the industry. Although the processes in itself was
mandatory, there was a challenge of running the process due to that the standard in
itself do not provide the technical insight or competence needed to implement or
measure the controls. This was something auxiliary that the organisation needed to
develop. The controls, although needed to be interpreted and developed by the
organisation itself, were described to provide a bridge between vendors and customers
as well for internal discussion. One interviewee discussed the benefits with controls
demands from customer:

“Customer request on compliance towards certain standards or
controls gives an organisation a reason to put time and money on
security, it creates a business value. Standards, regardless if it is
ISO27001, NIST or GSMA gives handles so that security issues
can be identified and addressed in a way that previously was not
possible. Now we can use the standards to point on controls that
are needed to comply with customer demands. ”
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Customer demands and requirement are one of the most recurring and heavily
emphasise reasons behind the business value of security and compliance. This is also
highlighted to be a fine line. One interviewee witness to the challenges with customer
demands on security standards:

“Customer that demand that one must be compliant with ISO
27001 is a straightforward answer: we give them our certificate
and say that we are compliant. But when one receive a demand
from the customer of a standard which is an amalgamation of
multiple areas of both technical and administrative controls, one
needs to then make sure that those compliance are reviewed across
the security community of your organisation. ”

7.3 Operative Security and Security Compliance Activities

This theme aims to delve into the differences between operative security and
compliance activities. By operative security it refers to the daily activities to maintain
security security. In contrast to compliance activities, which means activities to achieve
or maintain a compliance requirement. The goal was to investigate where there are
bridges or differences between these two concepts. An obvious correlation between
assessments on whether a security activity contributes to compliance or not, that was
recurrently mentioned by the different interviewees was on which level in the
organisation the activity is performed. One interviewee explained it as:

“ISO27001 stipulates demands on, for instance, incidents
management. This process, as a whole, is implemented on multiple
levels and consist of multiple processes, one such sub-process can
be detection and response. On one of these levels some process
handles the actual compliance part. On our level, we do not think
about compliance because we focus on the practical part. For ISO
certification, it is sufficient to check that we have a process, check
in the box, done. Of course, how deep compliance goes depends on
the standard. Compliance is part of the security package, but it is
not the main player. It is easy that compliance becomes the goal
due to business value but in an actual attack a certification will not
stop an attacker. ”

Another interviewee took a security assessment process on products as an example. This
process was derived from ISO27001, but the content and steps that were taken were
adapted to Ericsson product. By running this process on a product, a product owner
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got a verification that the product fulfils given security requirements, but by running the
process the organisation can also show confirmation that it has a process stipulated from
a specific compliance demand. The choices that needs to be highlighted when striving
for compliance and a secure business is further highlighted by another interviewee:

“There is always multiple angles, for those that owns the
compliance requirement it often becomes a tick in the box, to do
what is needed. For those that practically work with and develop it
becomes more needs adapted. To succeed with security
implementations it needs to be put in a business perspective, if you
have technical competence you can create a well-functioning
control but you maybe miss the business context, and the protection
may not always need to be perfect, it depends on risk and cost. “

With compliance related work, there are several policies and other documentations that
needs to be taken forth, to set requirement and expectations on processes and controls.
Some interviewees highlighted that, for organisations, it often starts with and becomes
a driving force to write and establish policies. But given the abstraction level that was
previously mentioned, they also highlighted that it can be difficult for lower levels in
the organisation to understand expected outcome of the policies and also to break down
requirement or solutions to adapt to their level, as one interviewee put it:

“The process of breaking down requirement to policies to
technical controls is a complex area, and the further down in an
organisation and in detail the complexity increases and the bigger
the organisation the bigger the complexity.”

7.4 Product Security impact with Standards

This theme aims to delve more into product security and what roles compliance and
security assurance play. A cohesive view of the interviewees was that traditional
product security focuses on functional security demands of the product. In this sense,
products have to a large extent been treated as a black box in a customer context. The
customer has not necessarily needed to know or understand how security demands
have been developed and built in the product and the vendors needs to provide
evidence towards a checklist that all requirements have been addressed. The focus on
functional and capabilities requirement of the product was often mentioned as the
traditional take on product security. Continuing with the traditional view on product
security and what role standards have. The importance of standardisation organisations
such as 3rd Generation Partnership Project (3GPP) and the Network Equipment
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Security Assurance Scheme (NESAS) by GSMA are mentioned to play a important
role in defining interface and functionality. In this way both vendors and customers
work from the same premises, in this context a compliance was highlighted a directly
beneficial for product security. A challenge that follows with implementations of
functions or capabilities in a product based on security requirements derived from a
standard was also highlighted to be the importance of understanding how the product is
to be used and environment. Furthermore, it is important to analyse and understand
common security requirements across several products, so that an vendor can create a
baseline of security requirements applicable. Given this some requirement can be
generic over several product families whilst some controls are specific for a given
product. The understanding of security demands from standards on a product is not
only the vendors responsibility, the customer also plays a crucial role in taking forth
their demands. As part of a customer purchase the customer stipulates their security
requirements and with a lack of understanding their demands it can create problems, as
told by one interviewee:

“Due to that customer sometimes have either limited knowledge
and understanding of security standards or receive new national
mandated demands. This leads to that telecom vendors receive a
compliance demands on requirements that may not even be
applicable for the product or service provided. This force both
parties into a cumbersome compliance process.”

The standards can function as a common baseline and language between vendors and
customers. One interviewee highlighted another benefit if a customer follows and
understand industry standards:

“A benefit with standards is that it minimises the need for product
tailoring and it gives operators the option to use equipment from
multiple suppliers.”

Moving on to Security assurance and its role in product security, there are two areas of
product security assurance. How technological demands are fulfilled and what
processes are used to securely develop the product, such as secure coding practices.
From this perspective the interviewees stressed the importance for easy and
understandable processes so that each developer practices the same approach to secure
coding, as one interviewee put it:

“A proper and functional process is valued both internally for our
developers, but it also has a value in communication with customer
and regulators. If the internal process also is mirrored towards
external standards it increases the confidence of the process.”
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It is also mentioned how important it is to actively review, evaluate and improve the
processes. To be able to take in and analyse standards, to identify both needs for
compliance and gaps, and to continuously measure to ascertain that a process fulfils
intended outcome. Most interviewees have the impression that the general demand on
security from customers has increased, this is in turn motivated by an increase of laws
and regulations on security. With the increase demand, what traditionally is product
security is evolving to also include processes and environments during product
development. The interviewees were asked how they see that enterprise security
contributes to product security. Enterprise security was deemed fundamental to have
the possibility to develop secure products. For instance enterprise security enables
secure development environment, that Human Resource screen and hire competent
personnel and so much more. A perfect enterprise security can never guarantee secure
products though, but it gives a good starting point. As one interviewee put it in the
context of enterprise incident management in relation to product security:

“Enterprise security has the responsibility to keep our
environments safe so that incidents are managed and does not
jeopardise the product development.”

In context to product security compared to enterprise security, the interviewees were
asked what auditors from a regulator and respectively from a customer where most
interested it. A summary of the interviewees opinions were that regulator audits were
more focused on that process, policies and directives exists, more towards tick in the
box. Whilst customer audits are more reactive and triggered by either an incident, a
discovered vulnerability or other events. The customers audits are often more detailed
both in what they want to review and in expected response.

7.5 Geo-political impact

This theme aims to identify aspects related to what drive security needs and how Geo-
political situation impact the need. The interviewees shared a view that both the need
and importance of security will increase. As one interviewee put it:

“A driving force behind this is a national interest to secure data
and stipulate regulatory demands. This in turn will affect
operators which will increase the demands on vendors. This will
affect vendors in terms of people, process and technology and
standards will be a huge support to streamline these demands.”

Several reasons are highlighted as to why nations will take a firmer stance. One reason
mentioned is that successful attacks are generating huge publicity. Another reason is
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that nations and organisations alike have realised the cost and risks associated with
data theft, leakage or manipulation. As it is a matter of when you will be hacked and
not if you will be hacked several interviewees predict that organisations will invest in
monitoring, detection and response capabilities. In the product context this change of
view on security will most certainly be reflected. Many interviewees deemed that there
will be an increase focus on secure technology, as such cloud solutions, but also
demands on the entirety of the product supply chain.
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The discussions aim to connect the results of the identified themes together with the
background material.

8.1 Achieving security

A common viewpoint from the interviewees are that there is no straight path to achieve
security for a business and neither are there shortcuts. Standards such as ISO27000 and
NIST SP800-53 were discussed, and although many interviewees claimed that
ISO27000 is not a golden ticket to achieve security, this is not an unexpected claim.
Just as many interviewees themselves mentioned, as well as ISO own standpoint
mentioned in section 6.1.2, ISO goal is to help an organisation create a system to
identify and manage risks and apply processes and controls to mitigate identified risks.
In line with the tools and guidance given by ISO, the interviewees also stressed the
importance of understanding the risks of the organisation and treat them accordingly.
Recurrently risk assessment and risk treatment were mentioned as key concepts to
increase security, in this aspect compliance due creates value but mainly from a
business value perspective (this will be further discussed in subsection 8.2 ). From an
approach on security, the interviewees advocated for a risk-based approach if the goal
is to achieve security.

To this approach, security assurance is crucial. In theory the view on assurance
processes align with what the process that was presented in section 6.3. An important
insight from the results that deviates from the process description is the weight the
interviewees puts in capabilities to measure a control. In Bishop’s model, Bishop
highlight developers responsibility for both functions and assurance activity but there
is a lack of description for designing measurements in this iteration process.

The interviewees stressed the importance of being able to measure controls because that
is the only way for an organisation to track the maturity of their organisations security
level. A control might be scoped wrongly or miss a crucial part and without a proper
measure points that security assurance process can be hampered. The need for measure
points will deviate from control to control and their type.

Both control implementation level and the continuous monitoring and measurement
needs to be put in contrast to the organisation needs and ambition levels. Furthermore
the organisation needs to create a maturity model mapped to their risks.
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8.2 Impact on Organisation’s Security due to Compliance to
Security Standards

As briefly mentioned in the previous section, compliance was mainly mentioned during
the interviews as important from a business value perspective for the enterprise
perspective. The business value was also emphasised as being context dependent, the
context in this case would be on which business level and organisation community.
Whilst the security community often focus on standards or frameworks, other focuses
can be laws or mandates. An important highlight is that the business value is not
singular, one value of compliance can be due to mandatory compliance such
compliance demands towards national or international laws. This is reflected in other
industries, such as the automotive industry as mentioned in section 6.4. For the
automotive industry in the United States of America, the FMVSS is comparable to
what GDPR means for the ICT industry. Another business value can be that customer
desire an assurance that vendor addresses and handles security issues, in that case a
certification to a standard can be sufficient to satisfy the customer demands.

Continuing on security compliance aspects. Standards also serves an ulterior purpose
as they become a common language between vendors and customers. As seen in the
US market and the FISMA regulations a compliance to those can be achieved by
showing a compliance towards NIST SP800-53 requirements. Likewise in Europe the
ISO27000 supports in compliance towards GDPR. Of course then it becomes an issue
of evaluation of the coverage and level of the standards. For instance, the ISO
standards are contributed to by both national bodies and industries, it is a contribute
driven process where best practices are elevated and included. The standards, as
frequently mentioned, are general and it takes time for new standards and updates to be
included. Although the standards are internationally acknowledged and accredited both
customers and vendors need to actively evaluate their risks and security needs. From
this internal process then stipulate what additional controls might be needed beyond
what is covered by a standard. Regardless a certification often serves as a ticket to
trade, an evidence that an organisation has reach a good enough level.

Organisations need to set expectation on their security. For instance if a customer
demand compliance to every known standard just to feel extra secure, what impact will
it have on the daily operations of the vendor and what cost will it have. At the end of
the day security is an investment organisations makes to mitigate the loss in case of an
attack or data leakage.
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8.3 Operative Security and Security Compliance Activities

In order to cover this theme, there was a need to start with the basics of a security
control. The interviewees were given a chance to take a stance on a division that
controls could generally be administrative or technological, this is one of many
division that can be made. As mention in the ISO27000 series, the standard focus on a
division on People, Process and Technology (PPT). Other division are possible ,such as
process and functional, or administrative, technological and physical. The division
varies depending on framework and standard therefore it was important to the stage
and clarify the interviewees viewpoint.

In the general discussion on security controls, several statements of interest were made.
Firstly, most interviewees had a slight bias in which type was most important, and the
bias leaned towards the controls most relevant for their field of work. It is not really an
unexpected answer, it rather showed signs of pride in their work. That said, all the
interviewees underlined the importance of all control type and a balance between them.
Secondly, the interviewees were asked to discuss the impact of standards in their daily
work. The impact varied depending on organisational level and area. Most cases
standards served as high level goals and tasks to be achieved by a process or control,
but the interpretation and implementation of the control is up to the organisation. What
was also highlighted was the organisation complexity of how controls are to be
implemented and provided satisfactory cover in each organisational level and unit.
Adding further to this complexity is people. A recurring answer that was discussed was
that an organisation can have amazing technological controls and processes, but if the
organisation fail in training, awareness and understanding of the individual employee
all other work can be for nought. To summarise the main aspects of this theme:
standards and frameworks provides strategic goals on controls and process while how
it is to be achieved, is up to the organisation to solve. Compliance to such standards
provide organisation both with a international accreditation and guidance.

8.4 Product Security impact with Standards

In the other themes, enterprise security has largely been discussed. This theme aims to
go further into product security. As previously mentioned, a general view on what is
meant by product security is functionalities and capabilities of a product. Likewise,
most security assurance process associated with product security aims to ascertain that
security is embedded in products with secure ways of workings. Product security faces
their own challenges, if enterprise security faces a challenges of adapting solutions
applicable for the enterprise environment, then product security has the challenges of
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adapting to a customer environment. Standards and frameworks are highlighted to
fulfil a role to streamline expectations from customers and demands on vendors. Due
to enabling products to follow a set of security requirement and otherwise act as a
black box, it allows customer to mix and match equipment from different vendors. The
traditional view on product security that a product is treated as a black box and a
vendor only have to show fulfilment of either customer or standards security
requirement also gives the vendor freedom in how they chose to implement the
solutions. This follows the patterns as described in section 6.3, a product user does not
need to understand the underlying design and implementation. They need to know that
their requirements are satisfactory fulfilled. To this end security assurance within
product security aims to measure how both the embedded security and also that the
development process is secure.

Security assurance for development is thus a process with two masters, principles and
practices would originate for frameworks and ways of working for product development.
The development environment often falls within the responsibility of enterprise security.
This is of course a theoretical division and how it is achieved may vary from organisation
to organisation. The important aspect here is to understand that there are two approaches
to product security assurance.

8.5 Geo-political impact

The interviewees views and opinions matches well towards the situation as described
in section 4.1. The value of data seems unquestionable, and attacks, regardless if they
are national or international, create headlines. Security has become a matter of national
interest and is highly likely that the need for security will only increase. As reflected
through the different themes laws and regulations are a crucial driving force behind that
justification of security. Therefore the Geo-political arena need to understand the threats
and risks associated with data in transit and take an active role in driving forth security
changes.
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The aim of this thesis was to review how the usage of standards and frameworks
contribute to increase security for a organisation, both from the role as an enterprise
and as a vendor.

How does a company guarantee IT security both in their role as vendor and as a
company: A crucial aspect of how security is achieved as an organisational goal have
been the role and impact of standards and frameworks. From the parameters of this
thesis, it is obvious that standards and frameworks create a cohesive and transparent
view on security goals. Depending on the standard or framework, the amount of
guidance and detail in control requirement varies. ISO27000 has been one of the most
recurring standards for this thesis and analysis its particular impact further. By having
a common standard cross the organisation and cross vendors and customers, it creates a
common language. Risks can be accurately identified and described, implementation
of controls to mitigate and reduce the risk share a common set of parameters. Despite
the many benefits, it can also create a false sense of security. This emphasis that the
standard can set security goals, but the organisation must analyse and understand the
goals and set relevant requirement. When setting requirements an organisation need to
be able to weight and compare the consequences of a risks compared to the cost of
creating adequate controls. Because no framework, regardless of its level of details,
can guarantee security. Security is about being aware and understanding the risks and
introduce controls to minimise the probability of a risks being triggered, or reducing its
impact.

With this mindset, an organisation can begin to achieve security. A first step, as already
mentioned, is to set the security goals, the next step is to analyse and understand the
goals, what risks are associated with them and what controls can be implemented. This
process need to be done iteratively on all relevant levels of an organisation. The
foremost challenge in this iterative process is to create an understanding between how
a policy motivates a process, and in turn how a process is associated with a certain sets
of technological controls. In conjunction with an iterative process of understanding the
purpose and outcome of policies, process and technology an organisation need to set
realistic and reachable maturity levels in context of a maturity model. Although the
importance of a maturity model it is equally important to understand that this model,
nor the policies, processes and technology can be allowed to be static. A security
organisation must be dynamic and open to change and adapt the protective measure to
match the risks, threat and organisational goals.

Does compliance with security frameworks guarantee a secure business: With a
dynamic and active security organisation that follows and contributes to best-practices
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for security the degree of confidence of organisational security increases. To tie back to
the initial discussion on standards and frameworks, a certification serves as an evidence
that an organisation is working towards improving security and managing risks.
Certification and security professionals comes a long way, but no organisation, certified
or not, will ever be able to guarantee an absolute and impenetrable security without
risks. It can on the other hand demonstrate and measure the capabilities of security
implementation, with security assurance initiatives.

What impact does a security standard and a certification of compliance have on
the daily security operations: Controls are applicable to different levels and different
abstraction levels depending on the level in the organisation. An organisation can have
an access management policy, this policy contributes to strategic goals and requirement
of the organisation, it can stipulate different user categories and the rights and
privileges. From these goals and requirements technological implementations are the
derived to complete the control. To the end user, it can be hard to understand or even
see connection between these different levels of abstraction. It the same ways, many of
the interviewees gave proof to that standards, such as ISO27000, often stipulate end
goals and ambitions but the organisation needs to understand and implement the
solution. Another aspect is that maintaining and adherence a certification and
compliance demand can differ from actually driving and execution on a associated
process. For instance, in ISO27000 there is a need to have an ISRA Process. The
management level responsible for maintaining the ISRA process from a tick in the box
compliance perspective would likely have a different mindset and view on the process
than the ISRA driver. Compliance impact on the operative security is that it can
stipulate demands and goals for processes but does not provide details and instruction
for how the organisation is to achieve the goals or build their processes.

What does security assurance mean in the life-cycle of a product: Product security
has traditionally had a focus on function and capabilities embedded in the product.
This is understandable as this is what the customer has focused on. As long as the
products fulfil the security requirements, it has been satisfactory. There is both a need
from a customer and vendor perspective to understand and measure that a product is
developed in a secure manner and delivered without integrity compromised. Applying
a iterative assurance process stipulating from security requirements that refines design
and implementations steps and how to measure and evaluate is crucial. This iteration
process aim to increase confidence that a product is secure. Besides development
security assurance activities needs to exist along the entire supply chain to guarantee
that neither software or hardware has been compromised.

How has the need for IT security evolved and what Geo-political factors and
events accelerate this? To an extent, the world has had a crude awakening and
realised the importance and value of data. This together with the damage and cost
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associated with successful attacks drive a Geo-political change where international and
national laws creates a chain reaction of increased demands on security throughout
operators and vendors. Telecommunications is hit especially by this because of its role
as vital infrastructure. A continued digitalization will likely resulted in a increase in
cyberthreats and this in turn will increase demand on security.

9.1 Future works

This work provides a high level view suitable for the management of an organisation
curios on if it is worth the investment to strive for a certification. Possible extension of
this work could be to take one of the arbitrary standards mentioned and either display
what it means to implement on an organisation or how a specific standard or controls
would be implemented in a product. This thesis also focused on the impact of security
and IT related aspects, other aspects and other academical fields could be legal,
environmental or sustainability and compare similarities and differences between them.

Another extension of this thesis would be an investigation on how security controls and
standards differ from privacy controls and standards.
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[39] M. Skogelin. (2020) Säpo: Därför är Huawei en risk för Sverige. (accessed
2021-04-30). [Online]. Available: https://www.nyteknik.se/sakerhet/sapo-darfor-
ar-huawei-en-risk-for-sverige-7013577

[40] R. Staff. (2020) China to France: Don’t discriminate against Huawei on 5G
networks. (accessed 2021-04-30). [Online]. Available: https://www.reuters.com/
article/us-france-china-huawei-idUSKBN2030NP

[41] L. G. Stephanie Overby and L. G. Paul. (2017) What is an SLA? Best practices
for service-level agreements. (accessed 2021-04-21). [Online]. Available: https:
//www.cio.com/article/2438284/outsourcing-sla-definitions-and-solutions.html

[42] D. D. Stockholm. (2021) Ericsson. Digital Demo Stockholm. (accessed
2021-02-02). [Online]. Available: https://www.digitaldemostockholm.com/
partners/ericsson/#:∼:text=Grundades,idag%20verksamma%20i%20180%20l%
C3%A4nder.
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[47] Säkerhetspolisen. (2020) Säkerhetspolisens arbete med 5G. Totalförsvarets
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