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Abstract 

During the last decades, the space sector has gone through many changes; more private actors 

have joined, the dependence on space assets has increased, and the threat of cyberwarfare and 

private cyber attacks is growing. With this recent development, one wonders how we can ensure 

cyber security in such a specific industry. This is a multifaceted matter since there is a need to 

have technical solutions and to ensure that stakeholders take their responsibility, both of which 

will be considered in this thesis. Thirteen qualitative interviews with Swedish space stakeholders 

were conducted to understand the current industry landscape and which aspects should be 

prioritised for the future. We found that all Swedish actors must begin to cooperate, both state 

and businesses should contribute to a change in priority and technical experts should have more 

influence. The results were also applied and evaluated with the Multistakeholder Model. We 

examined distributed ledger technology and which adjustments were needed to make it applicable 

to satellites to include a technical aspect. We found that an update of the underlying structure and 

the choice of Proof of Stake as a consensus method could make distributed ledgers less 

demanding of computational power and storage.  
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Populärvetenskaplig sammanfattning

Rymdindustrin har historiskt sett varit dominerad av offentliga aktörer som har sett
rymden som ett civilt omr̊ade med fokus p̊a forskning. De senaste årtiondena har rymd-
sektorn genomg̊att många förändringar: fler privata aktörer har anslutit, beroendet av
rymdtillg̊angar har ökat och hotet om b̊ade cyberkrig och privata cyberattacker har växt.
Med det här stora industriskiftet har det skett en otrolig utveckling men som väntat har
vissa omr̊aden hamnat efter och vi tror cybersäkerheten är ett av dem. B̊ade cybersäker-
het och rymden är komplexa ämnen som kräver samverkan mellan flera discipliner och
aktörer, n̊agot vi ans̊ag centralt att ta hänsyn till i den här studien. Vi har därför dels
undersökt hur samtliga, svenska aktörer inom rymdindustrin kan samverka och dels utrett
en möjlig teknisk lösning för att cybersäkra satelliter.

I och med det internationella politiska läget blev det tidigt tydligt att ett samarbete mellan
rymdaktörer i en nära framtid kräver ett nationellt fokus. Därför valde vi att genomföra
semistrukturerade intervjuer med 13 av Sveriges aktörer inom rymd och cybersäkerhet
fr̊an b̊ade privat och offentlig sektor. Efter att ha analyserat intervjuerna kunde vi dels
måla en tydlig bild av den svenska rymdindustrins dagsläge men ocks̊a se vilka aspekter
som är vitala för dess cyberäkra framtid. Idag lyder n̊agon typ av vilda västern i rymden
där samtliga aktörer f̊ar ta sitt egna ansvar och säkra sina satelliter i den mån de tycker
är lagom. Ansvaret för cybersäkerhet är splittrat mellan fem myndigheter och det finns
inga ordentliga regleringar för hur cybersäkerhetslagar ska appliceras p̊a rymddomänen.

För att se till att det tas hänsyn till cybersäkerheten i framtiden, anser vi utifr̊an denna
studie att en etablerad samverkan mellan samtliga aktörer är den bästa vägen framåt.
Alla rymdaktörer är redan beroende av varandra och därför är det enda rimliga att utöka
beroendet till en samverkan där alla aktörer kan gynnas och förbättra den totala säker-
heten. Det gäller att b̊ade privat och offentlig sektor justerar sin inställning och börjar
prioritera cybersäkerhet, det är en förändring som måste ske fr̊an samtliga aktörer sam-
tidigt. Vi ser ocks̊a vikten av att inkludera tekniska experter i en större utsträckning
för att planera för framtiden och implementera nya regleringar. Det krävs ett möte av
lagstiftare, politiker, företagare och tekniska experter s̊a de först̊ar varandra och kan se
till att cybersäkerhet är centralt fr̊an första till sista steg. Hur en samverkan för dessa
ändamål skulle kunna utformas ger vi ett exempel p̊a utifr̊an en Multistakeholder Model.
Vi beskriver hur valet av mål, deltagare, omfattning, tidslinje, koppling till beslutstagare,
inkludering, auktoritet och krav p̊a medlemskap skulle göras.

När det gäller att hitta tekniska lösningar för att förbättra cybersäkerheten i satelliter finns
det nästintill oändliga möjligheter. Vi valde att undersöka den relativt nya tekniken som
används i blockkedjor där hela systemet decentraliseras, kallad en DL (eng. distributed
ledger). Istället för att ha en central server s̊a agerar alla medlemmar i nätverket som
verifierare och förvarar information om alla genomförda transaktioner. Detta innebär
att data blir sv̊ar att korrumpera d̊a det kräver att alla medlemmars data m̊aste ändras
samtidigt. Vi s̊ag möjligheten att nyttja varje satellit som en medlem och därmed säkra
samarbete mellan dem. Ett problem är dock att DL kräver stora mängder beräkningskraft
och lagring vilket det ofta är brist p̊a i satelliter. Därför var målet med detta projekt att
justera den grundläggande arkitekturen för DL för att tillmötesg̊a dessa tv̊a krav, vilket
gjordes genom att ta inspiration fr̊an lösningar inom Internet of Things (IoT). Vi hittade
flera förändringar som kunde minska kraven p̊a b̊ade beräkningskraft och lagring där den
största var att ändra kedjestrukturen. Den nya arkitekturen möjliggör att radera data
som inte längre är relevant och därmed krävs inte lika mycket lagring.
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Division of Work

The thesis was written by two authors and we have experienced that the collaboration
was effective and fairly divided. First we started by searching for literature and then
divided the articles between us. A summary was written about each work and read by
the other one to ensure both created a similar base of information. The literature was
constantly discussed and often understood by joint efforts. In the beginning, Linnea read
most about blockchains and therefore wrote most of that part and Hillevi did the same
for the organisational collaborations part. However, both always iterated the whole text
and gave feedback on each other’s writing. During the work when the understanding was
deepened, the division became blurrier and both contributed to all parts of the thesis.
Hillevi constructed all figures and Linnea dealt with most of the correspondence with both
interviewees and those helping with the thesis. When conducting interviews the division
was very clear and even, we performed half of the interviews each and also transcribed
those same halves. For the analysis and discussion we always sat down together and de-
cided what should be included and then one of us wrote it down in comprehensible text.
We believe this collaboration worked great and we both feel responsible and proud of the
final thesis.
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Glossary

Ad hoc satellite constellation A type of constellation of satellites collaborating for
one specific mission.

COTS Commercial Off the Shelf Components.

COPUOS Committee on the Peaceful Uses of Outer Space

Cubesat A class of miniaturised satellites with a volume of around 1 dm3.

DL Distributed Ledger.

ESA The European Space Agency.

Genesis Block The first block in a blockchain. The only block without a parent or
predecessor block.

GEO Geosynchronous Equatorial Orbit, often referred to as Geostationary Orbit.

Geo return Member countries pay a member fee to ESA who develop technologies and
conduct space activities. In return, ESA member countries get technological space
orders which correspond to their financial contribution to ESA.

Harmonisation of law Nations actively collaborating to internationally homogenise leg-
islation.

Hash A fixed-length string of characters created from a hash-function.

IoT Internet of Things.

ISL Inter Satellite Links.

Jamming A malicious signal that prevents a computer system from functioning by jam-
ming the frequency of true signals.

JSON JavaScript Object Notation.

LEO Low Earth Orbit.

MEO Middle Earth Orbit.

Ministry of Foreign Affairs [Utrikesdepartementet]

MSM Multistakeholder Model.

Swedish Military Intelligence and Security Service [MUST]

The National Defence Radio Establishment [FRA]

NIS directive The EU Network and Information Security directive.

NIS-2 directive The most recent update of the NIS directive.

OST Outer Space Treaty, an international treaty.

PoS Proof of Stake, a consensus method for blockchain.

PoW Proof of Work, a consensus method for blockchain.

6



Contents

Ransomware A malicious hardware that locks computer systems until a ransom is paid.

SAF The Swedish Armed Forces [Försvarsmakten]

The Swedish Civil Contingency Authority [MSB]

The Swedish Defence Research Agency [FOI]

SNSA The Swedish National Space Agency [Rymdstyrelsen]

Spoofing A malicious signal disguised as a true one enters a computer system and per-
forms malicious actions.

SQL Structured Query Language is a programming language used to communicate with
databases.
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Introduction

Space and cyberspace are growing in every direction, or almost every direction. They get
more attention in the media, and more actors are moving up into space and becoming
digitised but it seems every week there has been a new cyber attack. So what about the
cyber security in space, does it keep up with all this expansion? The issue is complex and
demands a multidisciplinary perspective from both social and natural sciences.

Twenty years ago, the space industry was governed by a few states on a national level but
then the industry shifted, expanded and a lot of privatised companies entered the market.
The number of stakeholders has expanded and now includes people from private space
companies, state authorities, the national armed forces and researchers. (White 2017)
With more actors sending satellites into space, we increase the possibilities but also invite
more threats into space. Every time we send a satellite into the orbit of the earth, a new
agenda is introduced and we provide a new access point for hackers. Satellites mainly
communicate with signals, both with each other (inter-satellite links) and the ground seg-
ment. These signals are sent to and from satellites through the air and can be corrupted
by a cyber attack. (Livingstone et al. 2016) To prevent such corruption, satellites need
to implement proper cyber security, something that has not been prioritised by everyone.
(White 2017) What is done by stakeholders today to cyber secure their space activities?

Space can appear to be inaccessible but it becomes more available each day, both for
protagonists and antagonists. In orbit both commercial and societal functions need to
exist next to each other, the ground and space segment increase their codependency and
this all takes place without any national borders in effect. (Dunn Cavelty 2010) Since
there are no borders, the possibility of implementing regulations has been significantly
crippled and space is still quite unregulated. It is difficult for countries to agree on an
international level and generally, the regulatory process is too slow compared to the tech-
nological development. Once new laws are in effect, the conditions have already changed.
(Ziemblicki et al. 2021) We believe this calls for a more flexible and agile approach beyond
regulations - cooperation. Since space is a public domain all countries are codependent
in their activities but because each nation is internally fragmented (Carr 2016), inter-
national cooperation is prohibited. In the end, this study aims to enable cooperation
between countries regarding cyber security in space, but for this, we first need to create
an institutional structure for national cooperation. This is why this thesis will investigate
the Swedish context, first after we have a structure for the national space sector, then we
can make a difference internationally. The Swedish stakeholders are already intertwined
and codependent; private businesses can provide technical solutions while the state acts
as a customer, financier and regulator. It is an entangled and complex coexistence where
the assignment of responsibility for cyber security can seem to be forgotten (ibid.). When
only states acted in space, security was only a matter of national security but private
actors can perhaps not be expected to share this unconditional priority. How can these
stakeholders cooperate to ensure cyber security in space?

One method for cooperation called the multistakeholder model (MSM) has been proposed
for the Internet sector, an industry with several similarities to space. (Almeida et al. 2015)
The Internet has expanded and developed explosively and today it concerns many stake-
holders from both the private and public sectors. (DeNardis et al. 2013) The Internet is
a global asset and cyberspace is borderless, just like space. A multistakeholder model is a
tool that can be used by several actors to cooperate and achieve common goals together.
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(Almeida et al. 2015) If the MSM fits the Internet industry, perhaps it can also be applied
to all the stakeholders in space?

The space sector has even more similarities with the Internet, more specifically their
respective physical objects: satellites and the Internet of Things (IoT). Both contain
generally quite ”small” computers with a limited amount of storage and computational
power. These are both aspects that complicate the implementation of solid cyber security
with today’s technologies. Because of the huge amount of data flow through both of these
systems, the question of security should be a major and central issue to consider but it has
not been prioritised in development. A recent addition to the research for increasing cyber
security is the concept of distributed ledgers (DL). (Kshetri 2017) Traditionally, networks
are built around one centralised server through which all transactions are conducted.
This entails that if someone succeeds in hacking this central component then the whole
network is compromised. And the worst part, each participant in the network creates a
new possible entrance to the network, enabling an attack. Distributed ledger technology,
on the other hand, exploits the number of participants as a strength. Instead of having
one single point of failure, a DL makes each point dependent on all the others, which
means that you would have to hack all or a large majority of participants in the network
to create damage. (Axon et al. 2018) But a problem with the basic implementation of
this type of technology is the need for great amounts of both storage and computational
power. These attributes are limited in IoT and satellites, but some progress has been
done within IoT research to decrease these demands. (Pyoung et al. 2019) (Shahid et al.
2019) Perhaps such research can be further developed and applied to satellites?

This work attempts to answer all the questions above, which span from the organisational
perspective to the technical one and address the actual problem of cyber security in space
with a holistic approach.

1.1 Problematisation

It was decided that the thesis would be written with the support of the space company
Unibap. Unibap is a Swedish company founded in 2013 that is active in the New Space
sector. One of the services they provide is called SpaceCloud® which can be used for
onboard data processing in space. During the first meetings with some of the company’s
experts, the investigation of the new space law was brought up. When diving deeper into
literature concerning the current regulatory landscape for space, it became apparent that
responsibility for cyber security was not explicitly dealt with, therefore, Unibap wanted
us to investigate this. No one wants to take on this huge responsibility. (Carr 2016). It
also became apparent from Livingstone et al. (2016) that a solution to this can not be
found by only one stakeholder changing their ways. They are all entangled and dependent
on each other in space which means that the future must include some sort of coopera-
tion between all stakeholders. For such a cooperation perhaps new regulations are not
the solution, a view shared by several researchers: Migaud et al. (2021), Chrysaki (2020)
and Simon (2021). When we continued and searched for articles examining stakeholders’
actual attitudes and their prospects for the future, we came up short. This obvious lack
of empirical data has to be filled to know what the step forward should be. We know
stakeholders should cooperate but such cooperation cannot be designed without an ac-
tual understanding of each stakeholder and their point of view. This made it necessary
to first create a description of the situation today which then could be a foundation for
the possibilities going forward.

There was a model found for cooperation between stakeholders, MSM. To further evaluate
our resulting theories for future initiatives, a possible implementation of MSM should also
be discussed. We could not find such an implementation in previous works, the closest we
could come was the discussion of MSM for the Internet sector. The space and Internet
sectors have their similarities but we wanted to fill the gap specific for space.

It became obvious in the literature study that we need some sort of cooperation between
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all stakeholders since they are codependent. They all coexist in space and are therefore
exposed to each other vulnerabilities and this, in turn, demands that everyone has secure
technologies. In the articles found it was apparent that many had a focus on either social
sciences or natural sciences; they discussed cooperation or possible technical solutions,
never the combination. We found this to be yet a weakness in previous research since
these two incentives are so obviously connected in the space sector. Since we tried to find
a way to decentralise responsibility for cyber security by sharing it between stakeholders,
we wanted to have a similar approach in the technical addition to our solution. The
distributed ledger technology has been developed a lot during the last years and its possible
implementation in space has been brought up. However, there are limitations to satellites
that do not mix well with the standard DL technology. Once again we found more
research concerning these aspects when looking at the Internet, and more specifically the
Internet of Things. We wanted to use these ideas of including DL in appliances with less
computational power and storage by applying them to satellites.

1.2 Research Questions

This thesis aims to contribute to the research field of cyber security in space, which today
lacks empirical data and theory concerning cooperation between actors. We believe the
future in space should be led by such cooperation and to enable it we need to understand
the state today but also create visions for the future. This will be done by answering
the three first research questions presented below. Lastly, we could not find a lot of
previous work done on how to implement decentralised ledger technology in space. The
main gap we found was that many ignored the contradictions between DL and satellites
- DL requires a lot of storage and computational power, two aspects that are limited in
satellites. These contradictions will be dealt with when answering the fourth research
question. By answering all of these questions, we will provide guidance and tools for a
more cyber secure future in space.

1. How do Swedish stakeholders view the state of cyber security in space?

2. Which aspects should be included in cooperation between all relevant Swedish stake-
holders to improve cyber security in space?

3. How could a multistakeholder model be applied in Sweden to ensure the aspects
from research question 2 are fulfilled?

4. How can distributed ledger technology be made less demanding of computational
power and storage to make it applicable in inter-satellite links?

1.3 Contributions

The subject of cyber security in space is multifaceted and therefore demands a multidis-
ciplinary perspective. We have found several gaps in previous research that needs to be
filled to formulate a theory of how to move forward. First, we must answer research ques-
tion 1 by interviewing the stakeholders in the Swedish space sector. From the literature
review, we will have a basic understanding of how the industry is constructed but we also
need to understand how the industry is experienced by all stakeholders. This can only
be achieved by actual contact with the stakeholders and it is a well-needed contribution
of empirical data to the area.

The mapping of the current situation will then be followed up by a discussion of its cor-
relation to previous research. We will formulate a new theory of how the stakeholders in
space should evolve and optimise their coexistence, providing an answer to research ques-
tion 2. This theory will be based on the current state and which possibilities it entails for
future improvements. To increase this contribution’s applicability we will provide some
concrete changes needed for the Swedish space industry. The result will also be compared
to the multistakeholder model which enables further development of the theory. This
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comparison will provide the theory with some structure for possible implementation and
response to research question 3.

When investigating how distributed ledger technology could be optimised to fit the de-
mands of satellite communication, we expand the knowledge front. We will take inspi-
ration from previous research within areas facing similar limitations as satellites; com-
putational power and storage. These two aspects are shared with the IoT devices and
for such devices, we have found more promising results in previous works. Therefore the
investigated solutions to the fourth research question will not be completely new methods.
We believe there are similarities between IoT devices and satellites but there is a need to
customise each solution for every application area. This is what we will contribute to the
technical aspect of the thesis.

1.4 Limitations

For this thesis, we decided on several limitations to focus the work. First, we decided
to focus on cyber security within the space sector since it does have different demands
in comparison to other sectors. International initiatives can only be realistically crafted
after states have built up their own structure for cyber security and space. Thereafter, in-
ternational regulations and means for collaboration can be created. Since Sweden, as any
other state, lack a good structure for collaborations, the study is limited to the Swedish
context for building such. This does however not leave out the international aspect from
the Swedish context, that is, how the Swedish actors consider the international demands,
particularly in the future. Hence, how Swedish actors consider cyber security in space
both nationally and internationally is of importance. This is why this study is limited to
Swedish stakeholders experiences and ideas about cyber security in space. For Sweden we
found the primary groups of stakeholders to be: state actors, private businesses, experts
and researchers within both space and cyber security. These four groups are therefore our
primary ones when searching for interviewees.

When it came to the technical contribution, it was decided early on that the focus would
be satellites communicating with each other, called inter-satellite links (ISL). To secure
such projects we wanted to limit our research to distributed ledger technology. The idea
was to take inspiration from previous research within similar sectors to space and it was
decided the sector would be the Internet of Things. Many parameters influence whether
DL is applicable or not but for this study we focused on storage and computational
power. Some aspects that were more or less ignored in the proposed architecture were:
throughput, latency, synchronisation and sensitivity for the chosen consensus method.
The system will be based on a collaboration between a system of satellites that trust each
other and mainly deal with information becoming irrelevant after a certain amount of
time. Since we mainly deal with the communication between satellites, we assume that
the ground segment is secure. Since the technical contribution was a smaller part of the
work there was no time for lengthy comparisons with other solutions or simulations of the
resulting framework. This is left to future research.

1.5 Disposition

This thesis is multidisciplinary and applies to both social sciences in the form of a case
study and natural sciences in the form of a technical contribution to increase cyber secu-
rity in space. The difficulties of cyber security in space are complex and multifaceted and
therefore they must be approached from several standpoints. However, since the two parts
require quite different structures and methods they will mostly be kept apart in the work.
The thesis starts with a solid introduction to the subject of cyber security in space which
is relevant for both parts. We then continue with the literature review, diving deeper into
the area of social sciences and the matter of organisational collaboration. This is followed
by presenting the chosen method for data collection and analysis for the case study. After
this we provide a presentation of the results, how they have been analysed and conclude
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this with a discussion and some conclusions to answer the research questions. The same
structure is used for the technical part and lastly, some concluding remarks for the thesis
are presented in part III.

When presenting the technical part we begin by further describing the difficulties that
come with cyber security in space. A suggestion of a possible solution is presented but
its limitations are also brought to the light. Then follows the description of an example
which is used when introducing the proposed architecture. How this solution applies to
a greater range of problems is motivated and the architecture is discussed. The thesis is
then summarised with an overall conclusion.
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A Case Study
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Literature review

To gain a basic understanding of the space industry, cyber security and historical coop-
eration between the public and private sector, a thorough literature review was written.
Literature concerning existing regulations of cyber security in space was also of interest.
The review aimed to establish what is already known about cyber security in space, what
research methods have been used, and which information gaps needed to be filled.

The method for the case study was planned to be qualitative and according to Bryman
et al. (2017), a narrative literature review would then be the more fitting choice rather
than a systematic one. However, to make sure all relevant literature was included a group
of keywords were defined, making the review a bit more systematic. These words were
then used to search several databases to find articles on the subject. The keywords were
determined in collaboration with the supervisor and are presented below in Table 2.1.
Complementary literature was retrieved from the supervisor, through specific searches on
Google Scholar and by searching which articles had cited the articles we had read.

The library of Uppsala University was used when searching for available databases. We
narrowed the search down to natural science (52 databases) and technology (19 databases),
the summaries for content were read and from this, the possibly usable databases were
determined. The final eleven databases are presented in Appendix A and they were
searched with the help of Boolean operators in three rounds, see Table 2.1.

Table 2.1: Phrases used for searches in the databases.

Cybersecurity OR Cyber security OR Newspace OR Blockchain OR Satellite

Space AND (Economy OR Ecosystem OR Policy OR Organisation OR Strategy)

Innovation AND Policy

When searching the databases, the relevance of each article was evaluated manually by
reading the abstract. No article written before the turn of the century was used since
there has been a lot of progress within the field in the last twenty years, it was for instance
a clear majority of articles published after the year 2015. The articles were then divided
between the two authors for reading a summarising, the one not reading the article read
the summary. When the first draft of the literature review had been written there, were
still some gaps that needed to be filled. To find this additional literature to complete the
review we mainly used Google Scholar.

The literature review is divided into four sections. Section 2.1 aims to give a background
to the thesis by introducing the space industry and cyber security, and we argue why
cyber security is necessary for space. Then in Section 2.2, we present some historical
examples of when the public and private sector has worked together to create change and
we follow that up with an explanation of why responsibility and accountability have been
lacking in the Swedish space industry for some time. Section 2.3 then builds on this and
we present the current regulatory landscape for cyber security in space and discuss the
difficulties with stakeholder cooperation. Lastly, in Section 2.4 we argue why this study
is necessary and present some studies that inspired this thesis.
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2.1 Cyber Security in Space

We will begin by summarising the history of the space industry and Internet governance
to give an understanding of the situation today. This is then followed by the fundamentals
of what cyber security is and which aspects this work will focus on. Thereafter it will be
motivated why cyber security in space is important, what obstacles it entails and what
should be the next area of research. This section aims to give a background relevant to
all research questions.

2.1.1 From Old Space to New Space

The space industry has during the last twenty years shifted from what is called Old Space
to New Space. The Old Space industry was dominated by a few countries which during
the Cold War had a race to create satellites with mostly military purposes. The satellite
manufacturers could at this time ignore cyber threats since it was a more pressing matter
to ensure a good strategic position in space and prevent nuclear war. Hence the cyber
security aspect was often neglected during this period of the space race. (White 2017)

The competitor to the traditional satellite manufacturers during Old Space emerged from
Silicon Valley where the first New Space actors started developing smaller and cheaper
satellites. The entrepreneur founded companies quickly attracted investments from ven-
ture capitalists and business angels which accelerated the development of small satellites
and the New Space era commenced. (White 2017) The disruptive privatisation of the
space industry entailed many changes; the time frame for space missions shrunk from
years to months and it became standard procedure to have smaller, agile teams working
with less comprehensive projects which created a faster turnover. (Manulis et al. 2021)
The shift from space being used by wealthy states and academia into the market-driven
industry it is today resulted in an explosive increase in development and information that
is more accessible than ever before. (Livingstone et al. 2016) With this said, it may be of
importance to emphasise that even if many investments are coming from business angels
and venture capitalists the majority of the money still emerges from governmental invest-
ments. (OECD 2019) There are many great aspects of New Space but we can no longer
ignore the dangers that also grow with this new industry. To keep the evolution of space
a secure venture we need to start taking some precautions.

The Swedish Space industry has a turnover of 20 billion SEK, employs 12 000 people
and has international competitiveness. A reason for this is possibly the good technical
base and cooperation with universities and the world-class production. Many of the big
Swedish space companies have components aboard several international space projects.
(European Space Agency 2007) This is an example of how intertwined the actors in the
space industry already are. The public sector act as both customer and financier whereas
the private sector act as a supplier of solutions and innovations.

2.1.2 History of Internet Governance

Information and communication technology (ICT) has a history of its own that unfolded
in parallel to the New Space era. Until the end of the ’80s, the main users of information
and communication technology were academics and the next wave of users stemmed from
civil society who during the ’90s developed several protocols that merged into what is
called the Internet. The World Wide Web is often mistaken for the Internet but is in
reality a mere service of the Internet by which users get access to information and they
are also allowed to participate in cyberspace activities. (Almeida et al. 2015)

Today the Internet is a part of everyday life and in practice, it is governed by the private
sector it emerged from, i.e. all of the protocol creators from the ’90s. There is no
unitary system that administrates the Internet, instead, there are several different organs
that oversee different parts of the Internet. (DeNardis et al. 2013) This makes Internet
governance into a joint venture where several actors have to cooperate. It also shows
that the Internet is not something that just exists in a void we call cyberspace, but it is
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rather something tangible that is kept operational through big and expensive coordination
between several stakeholders. (DeNardis et al. 2013) The availability and dependency of
the Internet today has also increased the need to protect it and the cyberspace it is a part
of, hence the emergence of cyber security.

2.1.3 What is Cyber Security?

To understand what cyber security is we first need a definition for cyberspace and accord-
ing to Dunn Cavelty (2010, p. 155) it is the following:

”Cyberspace connotes the fusion of all communication networks, databases and
sources of information into a vast, tangled and diverse blanket of electronic
interchange. Thus, a ‘network ecosystem’ is created, a place that is not part
of the normal, physical world”

Dunn Cavelty (2010) further defines cyber security as all measures taken to secure cy-
berspace (of which the Internet is a big part). The measures taken include both those of
technical and non-technical nature that operate to protect the physical and immaterial
assets of cyberspace. The assets constitute all the satellites, computers, software, data
and much more that come with the network ecosystem. According to Von Solms et al.
(2013) cyber security also includes ensuring the security of humans and societies, this we
believe is an important extension to emphasise for this work. There are three primary
goals with cyber security: confidentiality, integrity and availability. Confidentiality refers
to the protection from unauthorised parties to access information and integrity entails pro-
hibiting unauthorised parties from changing information. Availability presses the right
for authorised parties to access information whenever they want. There are many threats
to cyberspace and they can also be divided into three subcategories: failures, accidents
and attacks. Failures are generally caused internally in the system whilst accidents are
externally generated. (Dunn Cavelty 2010) It is the attacks that are deliberately executed
with the intent of compromising systems (ibid.) and these will be the focus of this thesis.
The attacks are also the ones most difficult to track, the perpetrator can often manage
to stay anonymous and therefore avoid responsibility. (Cassotta et al. 2019) This is just
one of the many reasons the quest for cyber security is a difficult one to achieve.

Today countries can no longer protect their borders and feel safe, a cyber attack can hurt
anyone from anywhere. Our reliance on cyberspace has become a weakness and threatens
our critical infrastructure which has made cyber security an important topic for politicians.
Cyber threats can make individuals, companies and whole countries into victims, and since
the threats are shared so should the responsibilities be. (Dunn Cavelty 2010) However
today some people are sceptical towards cyber security because of its implications on
privacy. When one tries to prevent cyber attacks it often infers surveillance which in
itself presents yet another risk. (Toch et al. 2018) What is evident is that cyberspace is
fundamental for the life we live today and it needs to be protected in some way. The area
of focus in this work is however cyber security in space which makes the problems even
more complex and harder to solve.

2.1.4 Why Do We Need Cyber Security in Space?

Our society as we know it today is heavily dependent on cyber assets in space such as
satellites, they are fundamental for everything from the GPS in aeroplanes to the weather
forecasts. It is therefore pivotal that we secure our satellites from threats in space. (White
2017) In a quantitative study by Van Camp et al. (2022) 109 globally distributed space
experts were surveyed and asked to rate the risk with different space threats on a scale of
1-7 (where 7 was high risk and 1 low risk). Cyber security received the highest risk scores
with 30.3% of the respondents rating it with a 7 and 93.6% rating it with a 4 or more.
This is one of the reasons why cyber security will be the main focus of this thesis. With
the rise of New Space, the barrier to market entry has been lowered and innovations have
started to emerge faster than ever. This then enhances the number of potential access
points for malicious actors such as hostile governments, terrorists and individual hacker
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activists to perform illicit cyber attacks. This new arena for warfare does not need to
protect physical borders but instead a need to protect the critical infrastructure that our
society relies on (Dunn Cavelty 2010).

There are numerous threats affecting the space industry and more specifically satellites.
The attack can be directed to the ground segment, between the ground segment and the
satellite or directly to the satellite and its communication with other satellites. (Living-
stone et al. 2016) One example of an attack is that by exfiltrating key information or
planting malware (malicious software) it becomes possible to hijack a satellite and take
control of its manoeuvring system. (White 2017) By doing so a hacker could potentially
steer the satellite out of orbit so it burns up in the atmosphere or even crashes it into
other satellites causing a Kessler Effect. The Kessler Effect describes the phenomenon
where space debris collides with other objects in the same orbit, breaking into smaller
pieces which in turn crash into more objects and causes a cascade of damaged space
resources. (Livingstone et al. 2016) Another major problem with satellites is that their
communication systems can be compromised due to jamming, spoofing, eavesdropping or
ransomware. Jamming entails that a signal to or from a satellite is disrupted or degraded
by a malicious signal sending out noise on the same operational frequency. Spoofing is
a more elaborated version of jamming where a malicious signal conceals itself as a true
signal and hence enters a satellite system and feeds it incorrect information. Eavesdrop-
ping means that an unauthorised entity can overhear communication or access data from
a satellite. (Manulis et al. 2021) Ransomware is a type of malware that encrypts data
and systems until a ransom is paid. (Axon et al. 2018)

Traditional satellites were designed to operate only with ground segments and to send
down raw data directly to ground stations for analysis. In today’s space climate there
exist networks of satellites connected to each other and satellites can even process data
in orbit and only send down results to ground stations. This increased communication
between satellites intensifies the risks of above mentioned cyber attacks as it creates more
access points and the New Space era has surfaced even more threats to this evolving
network. The usage of commercial-of-the-shelf components (COTS) in satellites has in-
creased with the New Space industry. The wide availability of COTS is not only for the
actors working in good faith but also for the malicious ones. They can now also access
components used in satellites, learn how they work and hence attack satellite systems
with ease or insert their own modified COTS as an affordable choice in the satellite sup-
ply chain. (Sthapit et al. 2021) Combine this with enterprises who are focused on a fast
turnover that may pick the cheaper COTS or choose to overlook security issues to save
time and money and you have a recipe for cyber attacked space resources. In Section 8,
a solution to secure satellite networks from cyber attacks is proposed.

It is now established why cyber security is important in space. Now it needs to be mo-
tivated why it has to be handled differently from cyber security on the ground and why
it is so problematic to implement it in the space segment. Firstly, if a satellite is in orbit
and it becomes compromised it is nearly impossible to repair it from a distance. If a
malicious COTS component has been installed in a satellite it can’t be removed from
orbit and if the software is detected to have flaws after launch it is not always feasible to
send an update to space. (Sthapit et al. 2021) On earth a compromised component could
be replaced or updated but that ability is removed when talking about space resources.

Secondly, the cost of implementing cyber security is high and still on the rise and there
will still never be a 100% guarantee that the satellite is fully secured. Cyber security is
expensive and does not proportionately increase the asset’s value, so when comparing the
cost to the total value of a space mission many companies may conclude it is better to
ignore the security issues and hope they will not get hacked. (Livingstone et al. 2016)
This means that the cost of cyber security implementation gives little to no incentive for
private stakeholders to invest in cyber security even if a lost satellite would mean a loss
of investment.
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Thirdly, even if it is known that cyber attacks occur and that some attacks have had
major consequences on business’ economy and national security we presume that there
are still hidden statistics in this area. It is in most cases not beneficial for a business or
state to share information about cyber breaches since it can impair the public’s trust.
This leads us to believe that many of these cyber attacks are never surfaced because
of the catastrophic effects they can have on a business or state’s reputation and trust-
worthiness. This line of thought is shared with Van Camp et al. (2022). The assumed
reluctance to share information about cyber breaches may decrease public awareness of
the austerity and scope of cyber threats. If the general public does not understand or care
about said issues, the market for developing or implementing countermeasures is inhibited.

Lastly, in high-security sectors such as defence and intelligence security is instead a pri-
oritised matter where resources are well spent. For those sectors, it is crucial to protect
their satellites to ensure critical national infrastructure. What is sometimes missed even
by these high-security sectors is that no matter how well protected their satellites are
they can still be damaged if unprotected commercial satellites are located nearby. Dunn
Cavelty (2010) emphasises this and states that government and businesses must cooperate
to ensure cyber security since they will influence each other. When discussing national
security the private space sector needs to be involved since their satellites can
also compromise and ensure the critical national infrastructure, this means
that cooperation between public and private stakeholders is fundamental but
today overseen. (Livingstone et al. 2016)

It is of course possible to argue that cyber security in space does not differ that much from
on earth and therefore should be dealt with in the same way. Security implementations
are expensive for ground-based organisations as well and COTS components can be found
in other industries too. The space sector may also not be exclusive when it comes to
suffering from cover-ups of cyber attacks but several important facts remain that make
outer space a unique case. First of the fact that societies have a huge dependency on
space infrastructure in which thus far, security has not been prioritised. You can not
implement security measures as you go, after launch you are stuck with your choices
and therefore greater measures need to be taken now. Secondly, space does not belong
to anyone which makes such measures difficult to implement. The outer space arena is
shared among various stakeholders with various intentions which do not always adhere to
the same laws and incentives. This calls for a joint effort by several stakeholders active
in space today.

2.2 Cooperation Between Public and Private Stake-

holders

It is very important with cyber security in space and this need is growing more each day.
Even though the number of actors in space is constantly increasing there are very few
stakeholders taking responsibility for cyber security. In this section, we will discuss how
governments historically have managed to improve aspects of industries through regula-
tions and incentives. However, some difficulties arise with how stakeholder cooperation
could take form to ensure responsibility for cyber security in space, and this will be dis-
cussed below. This section aims to give a background relevant to the second and third
research question.

2.2.1 Historical Examples of State Influence in Sweden

It has been proven time and time again that governments can and sometimes should
use their influence to push technological innovation in the right direction. Something
they already do to some extent within the space industry by acting as a customer (see
Section 2.1.1). One way this influence could be expressed is with regulations and laws
that force change and often promotes business development. During the years 1960-1989
Sweden was one of the countries that changed laws regarding the environment, safety
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and health. This led to an increase in investments which enforced new technologies to
develop and fulfil the new requirements. An example of this is when a company within
the Swedish paper industry wanted to expand its business. The Swedish government
allowed this expansion but with the condition that the company had to implement a
new and more environmental technology for their paper production. This resulted in the
company gaining a competitive advantage and forcing the rest of the industry to also
make environmental changes. (Bergquist et al. 2011) Another example is the Swedish
implementation of Vision Zero with the ambition to decrease the number of serious injuries
on the roads. To achieve this the focus had to switch; instead of blaming individuals, the
responsibility was put on those designing the transportation system. (Belin 2021) When
the state gave a new point of view of what the problem was it changed how individuals
and companies saw the situation and hence their strategies changed. We believe a similar
change of perspective is needed within the space sector concerning cyber security. It needs
to be established who is responsible and how change can be achieved.

2.2.2 Responsibility and Accountability for Stakeholders

There are many success stories of when the government has interfered with the private
sector and created positive change for all parties. However, there is yet to be made such
an example concerning the cyber security in the Swedish space industry. This issue needs
structured organisational cooperation, but it seems difficult to find a common ground.
It has not been prioritised by politicians to implement laws for cyber security and there
is a problematic view on accepting responsibility for national security from the private
sector. (Carr 2016) Hence there are no distinctions on where responsibility and
accountability for security lie. According to Carr (ibid.) though, it is only the private
sector that can take the needed technological innovations to the market but it is the gov-
ernment that has the important role of enabling the private sector’s work. Simultaneously
Livingstone et al. (2016) argues that technology alone cannot be a basis for policymaking
since it risks excluding important stakeholders from the discussions. Livingstone et al.
(ibid.) also stresses that the cyber security discourse is too segregated and that the rel-
evant stakeholders act in a very egoistic manner where no light is shed on how much
each stakeholder can damage another in the cyber-realm if no cooperation is established.
This gives the impression that opinions concerning the division of responsibility are still
striking and that it needs to be clarified and agreed upon.

The next step is then to decide what all these stakeholders actually can agree upon, who
should the cyber security actually benefit? Generally, the state believes what is good
for the state is good for its citizens. This kind of reasoning made perfect sense when
only whole countries were active in space and targeted by cyber threats. However, when
privately-owned companies began to dominate space, profit became their main purpose.
There is no reason for enterprises to develop money- and time-consuming cyber security
technologies for any other purpose than securing their assets if there is no market or in-
centive for it. Right now the general public has no interest in cyber security and therefore
it is not prioritised by companies. Governments often stress that cyber security is an
issue for the greater good but businesses need to gain money or a better reputation as
further incentive. (Carr 2016) Both private stakeholders and the states are acting in their
interests but countries’ interests are often more including in today’s climate. (Cassotta
et al. 2019) However, according to Livingstone et al. (2016) the commercial companies
could even be inhibited if the state takes responsibility by introducing regulations since
they could hinder innovation and opportunity exploitation.

As of now these stakeholders do not fully understand each other and thus can not collab-
orate and create a clear division of responsibility for cyber security in space. We must
understand the shift in discourse that occurred when the industry was redefined. With
the research performed by Balogun et al. (2014) concerning discourses in mind, we aim to
understand how the view of cyber security differs between actors. This can give a nuanced
understanding of the challenges that come with organisational cooperation. To formu-
late an effective approach for this cooperation we must pin down the current regulatory
landscape, its flaws and how the experts believe these can be improved in the future.
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2.3 The Current Regulatory Landscape

Today there are several, active regulations concerning both cyber security and space actors
in Sweden. There are both soft and hard laws, strategies, international and national
regulations, voluntary norms, organisational initiatives etc. We will now introduce those
initiatives we believe have or perhaps should have the most influence over Swedish actors
concerned with cyber security in space. Lastly, we discuss the difficulties of cooperation
between stakeholders, the different ideas researchers have for going forward and which
path we intend to follow in this study.

2.3.1 International Space Regulations

There are several levels of regulations and strategies that affect the landscape of the
Swedish space industry. First of all, we have the international laws in The Outer Space
Strategy (OST) formulated during the 1960s which no longer can be counted as relevant
since space laws of the time were created for those then active in space; namely state
actors. (Linden 2016) The industry has changed so much since the Cold War
era but no new international, forcing laws have been accepted. (Simon 2021)
A reason for this may be that each nation has its laws to follow and each national space
agency is governed and operated uniquely with its missions. (Migaud et al. 2021) That
can make it complicated for several states to agree on international standardised rules.
It is also pointed out in the OST that the ultimate responsibility for space activity lies
with the state, even if it is a private company acting. One can view this in contrast to
the international regulations concerning seafaring and aviation where nations have no re-
sponsibility for damages caused by private companies. This is a relevant parallel since all
those three industries act in spaces not belonging to anyone and one of the problems with
international space regulations is determining where one country’s responsibility starts
and ends. (Ziemblicki et al. 2021) Also cyberspace is a domain not belonging to one state
which makes its combination with outer space extra complex.

Secondly we have the space strategy in force within the EU. The strategy contains four
goals of which one mentions security. It is stated that cyber threats are increasing and that
we should work to prevent attacks but there is no clarification of who is responsible for
making it happen. (Commission 2016) In the regulations formulated for the EU it is also
specified that no harmonisation between countries’ space regulations will be developed
by the EU. (European Union 2016) Harmonisation of law means actively collaborating
between countries to homogenise the legislation internationally. According to Linden
(2016), harmonisation is explicitly excluded because states prefer self-governing when it
comes to space.

2.3.2 International Cyber Security Initiatives

Today there are no international laws that are specific to cyberspace except for the Bu-
dapest Convention on Cybercrime. However, according to the majority of states, the
existing international laws can be applied to cyberspace but it is not decided how they
are applicable. Generally, international law is regarded as a regulatory tool for states and
not private actors. This creates a sort of discrepancy in the cyber realm which mainly
consists of private actors because it means international regulations are not the only ones
influencing cyberspace. Instead of trying to implement new international laws, other ini-
tiatives have been taken by both nations, organisations and industries. (Hollis 2021).

In 2015 the United Nations (UN) established eleven, non-mandatory norms for behaviour
in cyberspace. These norms were formulated by the Group of Governmental Experts
(GGE) which include representatives from 25 countries. Since the year 2015, this group
has not managed to agree on any new consensus reports concerning cyber security. The
Group of Governmental Experts never included non-governmental stakeholders and the
resulting norms are mainly relevant for the behaviour of states and not private actors.
(Ciglic et al. 2021)

22



Literature review

The European Union (EU) initiated the Network and Information Security Directive (the
NIS directive) which came into force in 2016. To increase the EU members’ resilience
to cyber attacks the directive urges states to appoint competent authorities, introduce a
”computer-security incident response team” and apply their cyber security strategy. The
directive also formulates how states should cooperate regarding both strategies and tech-
nology. It is also established that essential-service providers must take relevant measures
to ensure cyber security and if a serious breach occurs, national authorities need to be
informed. (NIS 2016) The directive has been in effect for several years but has proven
difficult to implement. To counteract these problems a new and improved NIS2 directive
is being designed. This new version will for the first time introduce space as an essential
entity. (NIS2 2020) However, they define it as ”operators of ground-based infrastructure”
which does not include pure space activity independent of the ground segment. (ibid.,
p. 147) Therefore one question remains; what regulations apply to satellites communicat-
ing directly with each other in orbit without ground interference?

Beyond the norms and laws described above, there are several new initiatives which con-
sider different stakeholders. The Internet Governance Forum arranges meetings every
year where all Internet stakeholders can be represented and present their opinions con-
cerning public policy issues for the Internet. (IGF 2022) There are many similar forums
for different industries active in cyberspace but they do not have any direct effect on
regulations. Since cyberspace is mainly built by private actors some industries take the
question into their own hands. A couple of examples of initiatives by and for global tech-
nology companies are the Charter of Trust and the Cyber Tech Accord. Such forums
can formulate their own principles, foster cooperation between organisations and influ-
ence both governmental and intergovernmental bodies. Some states take initiative and
include private stakeholders in the shaping of international principles. The Paris Call for
Trust and Security in Cyberspace is one example where states, the industry, civil society
organisations and academics came together in an international commitment. The list of
different initiatives continues with names such as the Global Commission on the Stability
of Cyberspace, the Contract for the Web and Let’s talk cyber. (Ciglic et al. 2021) It
seems as if the international arena for cyberspace has recently shifted since the realisation
of all stakeholders should be taken into consideration. The next question to answer then
is how the Swedish regulatory landscape is structured.

2.3.3 Swedish Regulations

To fill the gaps in international space regulations we have the Swedish Space Strategy
and the Swedish Space Law. The law is from 1983 and with its six paragraphs, it is
best described as obsolete and inane for today’s needs. (SFS 1982:963) It is stated in
the strategy from 2017 that an update of the law is required. In the strategy, it is also
emphasised that we need to collaborate internationally and that the benefit to society
should always be central in all space activities. The security issue is handled by giving
the Swedish government the responsibility of making sure private actors have Swedish
security in mind. Both military and private actors should work together to develop space
systems for this purpose. (Skr. 2017/18:259) Swedish national security is further regu-
lated by law in The Protective Security Act (SFS 2018:585) where handling of information
that may harm Swedish national security is regulated for both public and private actors
as well as for individuals. The problem is that this law cannot regulate the information
transactions made in outer space between satellites and only affect the ground-based seg-
ments related to Sweden where Swedish law applies. The strategies’ promises sound
good but there is no direct mention of cyber security, neither is it clarified
how Swedish security should be ensured nor in what way the private sector
and the military actually can cooperate.

In the Swedish Strategy for Information- and Cyber Security the issue of cyber security
is more thoroughly handled. There are several relevant goals set and the importance of
responsibility is emphasised but still, no clear lines are drawn for where public and private
responsibility starts and ends. In this strategy, the word ”space” is not mentioned once
and as previously discussed cyber security in space is not always the same as on earth.
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(Skr. 2016/17:213) The strategy for cyber security is mainly based on the EU’s NIS di-
rective and therefore it mainly focuses on implementing the EU legislation and protecting
basic yet important values such as democracy. (Cassotta et al. 2019) Both these strategies
have been in action since 2017 and we need to know if they have achieved anything and
what the private sector thinks about these plans. A concerning development can be found
in a report by the Swedish Agency for Economic and Regional Growth regarding safe dig-
italisation for small and medium-sized enterprises. In this report, it is stated that 80% of
Swedish companies were exposed to at least one cyber attack and that 50% of Swedish
companies lack the resources to withstand a cyber attack in 2020. (Tillväxtverket et al.
2020).

We are still stuck with the space law from the 80s and it seems like the process for de-
termination of regulations is always too slow to keep up with reality. Every iteration of a
strategy will be based on old news since both the space industry and the cyber security
field are constantly changing. The international approach to cyber security and Internet
governance now revolves around a multistakeholder approach where all parties involved
are participating in its development. In parallel to this, it has seemed difficult for inter-
national initiatives concerning space to agree on common goals and regulations. Neither
stakeholders nor states have succeeded in any new, binding laws. In Sweden, cyber secu-
rity initiatives are emerging mostly from public actors for private actors (Tillväxtverket
et al. 2020) instead of with private actors for all of society. The space sector is still pretty
unregulated and it is difficult to see how responsibility is taken for the combination of
cyber security in space. Sweden should perhaps try a new approach for the future.

2.4 The Future Regulatory Landscape

The Swedish regulations are lacking and we have yet to see adequate improvements con-
cerning responsibility for or development of cyber security in space. We do not intend to
keep working towards this dead-end by giving national regulations an update but instead
want to explore other ways forward.

There has always been a dream about international laws for space that everyone can
agree upon. However, attempts have been made since the 60s and there is still no true
consensus on what should be regulated internationally. The international approach to
cyberspace has expanded beyond regulations and instead focused on cooperation between
stakeholders. How the space sector should deal with the cyber security issues has yet to
be explicitly handled. There is no time for us to continue waiting for this dream about
international laws because the New Space era is already here together with the rising
number of cyber attacks. If nothing is done there is always the risk of ensuing anarchy
when actors take these questions into their own hands. (Simon 2021) All countries
have self-seeking agendas and goals which makes international cooperation
too difficult in today’s political space climate. (Migaud et al. 2021) Some aspects
of space should be regulated internationally but security is not one of them since nations
also have a need of protecting themselves against other nations. (Linden 2016) The
possible conflict of interest makes countries even more reluctant to cooperate. Having a
smaller, national scope could allow for a more flexible method which is needed for this
industry that is constantly changing. However, one necessary aspect to keep in mind for
this approach is the risk of regulatory competition between nations. If states differ a lot
in regulations, companies can choose the best fit and this can have two outcomes. Either
the possibility of choosing can put pressure on the regulations leading to the ineffective
ones being removed and resulting in more versatile choices and a race to the top. Or
states start to lower their demands to attract companies resulting in others lowering their
demands, even more, creating a race to the bottom. (Ziemblicki et al. 2021) Cassotta
et al. (2019) argues that the cyber security question is so complex that both international
and national initiatives are needed. This may be true but this thesis will only focus on
the perceptions of Swedish actors in the space industry and let them be the lens outwards
for the possibilities of international cooperation.
There are many stakeholders involved in the New Space industry but there are even more
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opinions on how the cooperation between private and public sectors should be designed.
According to Migaud et al. (2021) we need agile governance, Chrysaki (2020) promotes a
code of conduct whilst Simon (2021) clings to the dream of international regulation. All
of these authors give relevant insight into the problems facing us but neither of
them tries to find a compromise which all stakeholders can sign off on. During
the “First Sustainable Space Economy Workshop” held in Finland 2019 there was however
an attempt to coordinate several affected actors. According to Palmroth et al. (2021),
the most important conclusion from these discussions was the need for experts from all
space-related sectors to be heard in these negotiations. This conclusion fits strikingly well
with those new international initiatives taken for cyberspace and Internet governance.
We believe it is time for Sweden to apply a similar multistakeholder approach to secure
the combination of outer space and cyberspace to fill the gaps left by international ini-
tiatives. We hope that this cooperation may transcend to become an international space
cooperation in the future.

During this literature review it has become apparent that methodology has not been
prioritised in this line of studies and there is a lack of collected, empirical data. Beyond
the aforementioned workshop and the quantitative study by Van Camp et al. (2022)
(described in Section 2.1.4), no structured methods have been properly described in the
literature. These deficiencies are also discussed by Fujs et al. (2019) who investigated
qualitative methods used for research concerning cyber security. We will utilise semi-
structured interviews (a method used in other research areas) to develop and systematise
the knowledge within this field. By doing this we will explore how different stakeholders
experience the situation and how they believe the problems the industry is facing should
be solved. These results will then be compared with the multistakeholder model which
has previously been applied to cyber security internationally.
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In this section, we will present the theory regarding multistakeholder models (MSM) and
how it has emerged from the field of sustainable development.

The year 1992 the UN agreed on a sustainable development model called ”Agenda 21”
and it was the first UN document that recognises different stakeholders’ roles in a global
issue. (Almeida et al. 2015) The climate change discussion called for various sectors to
learn from each other because they were all influenced by the issue at hand and today the
multistakeholder approach is widely used in international environmental policy. A recog-
nised implementation of a multistakeholder model is within Internet governance (ibid.).
This field has several examples of multistakeholder processes (ibid.) probably because the
Internet was not founded by one actor but by several different ones which created a need
to cooperate. An MSM can be valuable because it can ’bring together all major stake-
holders in a new form of communication, decision-finding (and possibly decision-making)
on a particular issue’ to achieve equity in representation, transparency and strengthened
networks between actors. (ibid., p. 74)

The components of an MSM is divided into five segments that should be specified since
they can be set up in different ways depending on the case one is examining. (ibid.) See
Table 3.1 for segment descriptions, the top five are those presented by Almeida et al.
(ibid.).

Table 3.1: Segments to set up for a MSM, taken from Almeida et al. (2015), Fransen et al.
(2007) and DeNardis et al. (2013).

Segment Description

Goals Goals that would not be achievable by one stakeholder alone

Participants Identification of parties interested or affected by the issue

Scope
Where does the model address issues? On national,
regional and international level?

Timeline
Is the model designed for continuous work or for an annual
or single event? What is the timeline for the collaboration?

Connection to
decision makers

Is the model informative, monitoring or a developer of best practices?

Inclusiveness Does the model apply narrow or broad inclusiveness?

Authority What kind of authority distribution does the model require?

Multistakeholder models can bring value to organisations ”because of their effective consensus-
building, knowledge-sharing and interest representation. (Fransen et al. 2007, p. 2) How-
ever, it is emphasised in the work of Fransen et al. (ibid.) that the stakeholder involvement
may vary and that two different polarising concepts exist under the term MSM; broad
and narrow inclusiveness. Narrow inclusiveness describes the scenario where the imple-
mentation of an MSM is led by a company, where stakeholders may give input and where
members of the model contribute on an annual basis by advisory representatives. The
other side of the spectrum includes full board membership for entire stakeholder groups,
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the implementation of the model is a joint venture and the representation of stakehold-
ers is wider. (ibid.) This inclusiveness becomes an important aspect of an MSM since
it determines how stakeholders interact within the model and also decides if the model
includes some type of hierarchy.

The authority relations between stakeholders can vary in an MSM and in the article by
(DeNardis et al. 2013) three relevant authorities are described: hierarchy, homogeneous
polyarchy and heterogeneous polyarchy. Hierarchy is when one stakeholder holds a com-
manding position and others are obligated to obey. Polyarchy is when the authority is
distributed between stakeholders either homogeneously or heterogeneously. A homoge-
neous polyarchy entails that the chosen stakeholders with authority have equal formal
power whereas a heterogeneous polyarchy instead entails that different stakeholders have
more power in some aspects and less power in other matters.

The scope of an MSM can thus be extended to include authority and inclusiveness as two
more aspects to consider for an MSM beyond the segments described by Almeida et al.
(2015). It is important to emphasise that there does not exist one true model of multi-
stakeholderism but different researchers include different segments and different cases call
for various implementations. For example, many practices with MSM stand somewhere
between narrow and broad inclusiveness in the aspects of membership, governance and
implementation. Some even vary between broad and narrow inclusiveness within these
three categories. This makes the model more complex and its implementations more
varied. Sometimes the model border other collaborative models. Thereby its specific
benefits could be questioned if implemented similarly to another. (Fransen et al. 2007)
When comparing the multistakeholder model with the aspects conceived in this study, it
is the segments presented in Table 3.1 that will be used.

To establish a true multistakeholder model may however be difficult. What defines a cor-
rect and good stakeholder and what does correct stakeholder involvement mean? These
are questions that Fransen et al. (ibid.) pose to dispute the model. If these questions
are not answered when using a multistakeholder model in practice it becomes hard to
evaluate the achievements of the model entirely. It also opens up the ability to exclude
those stakeholders who may be of an opposing standpoint and thereby avoid true interest
representation. (ibid.)
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This section will present an overview of how the study concerning organisational collab-
oration will be conducted. We begin by presenting our research strategy and design,
followed by the chosen methods for data collection and analysis method.

4.1 Research Strategy & Design

When most of the literature review had been executed three main issues crystallised, three
points that seemed important but hard to agree on for different stakeholders when it came
to collaborating.

• First, how can we ensure responsibility?

• Secondly, how can all stakeholders profit?

• Lastly, how do we make sure innovation is promoted?

These three issues became the pillars for the hypothesis that the study was founded on.
Whether these three questions truly were the most important ones would be answered
by the study but the main focus would be to generate a theory for how they could work
together. There are presented ideas for how this sort of collaboration could and should
work but they often come from one point of view. Many other articles argued collabo-
ration was fundamental but no one based theories on all stakeholder’s opinions. This is
why this study was constructed with an inductive approach, theory would be generated
by taking all stakeholders into account from the start.

It became apparent in the literature review that there have not been many methodological
studies conducted within the field of organisational collaborations within cyber security in
space. There are many points of view raised and suggestions for possible lines of action to
answer similar research questions but they are seldom based on empirical data. Because
there were no formulated hypotheses within the subject that could be tested in this study,
the aim became to generate a theory. (Bryman et al. 2017) For this endeavour exploratory
research was conducted with an inductive approach, a fitting choice when there is little
information available on the subject (Khan 2014).

When applying an inductive approach it often implies conducting a qualitative study.
(Bryman et al. 2017) Fujs et al. (2019) states that the subject of cyber security has
historically mainly been researched with quantitative studies but that there is much to
learn with qualitative ones. It could provide us with reasons for why things are the way
they are. We need to understand the situation of every stakeholder and take into account
how they view the problem, this would not be possible to the same extent in a quantitative
study. Since the study would revolve around the Swedish space industry the most fitting
choice was to conduct a case study. We wanted to focus on the situation right now in
that specific industry which made it an interesting single case to explore. (Bryman et al.
2017)

4.1.1 Case study

The work for this study belongs to the area of social sciences and therefore we believe it is
important to acknowledge that the generated theories will be context-dependent. During
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the literature review, no such knowledge was found within the field of organisational
collaboration for cyber security in space and we believe it is an important gap to fill.
Based on the reasoning from Flyvbjerg (2006) and the found gap in context-
dependent knowledge, it was decided a case study would be the best fitting
choice. We do however emphasise that the ungeneralisable context-dependent knowledge
created in this study still has a scientific value and a place in the literature since general
rules may be seen as overrated in some aspects. (ibid.)
There are five big misunderstandings regarding case studies: they are ungeneralisable,
have low scientific value, are most fitting for generating hypotheses, have a bias towards
verification and have questionable knowledge creation abilities. (Flyvbjerg 2006) In the
well-cited work of Flyvbjerg (ibid.) that was mentioned above these misunderstandings
are corrected and it’s argued that as long as the case is chosen strategically, case studies
can be a great choice of design.

According to Flyvbjerg (2006) there are two kinds of people within every field - beginners
and experts. A beginner can master knowledge available in books, rules or computers. An
expert also possesses this context-independent knowledge but beyond that has acquired a
lot of real-life examples within the field. These experiences are based on context-dependent
knowledge and let the expert act more fluently than a beginner. Flyvbjerg (ibid.) claims
that experiences with cases are the necessary tool for creating the bridge between begin-
ners to experts. Furthermore, it is argued that in social sciences (or studies of human
affairs) there cannot be any predictive or universal theories and hence the only existing
knowledge within such fields is context-dependent. Another important point Flyvbjerg
(ibid.) highlights are that a single case can, depending on how it is chosen, be general-
isable and he compares this statement with the natural sciences. In natural sciences, a
single case can be sufficient to rebut an entire rule and hence be generalisable.

4.1.2 Scientific standpoint

For this study, a standpoint is taken in Critical Realism meaning that ontologically we
believe that we are investigating one reality that has several different interpretations.
(Adler et al. 2014) The standpoint supposes an objective reality does exist but that it
is described through a series of filters such as language, context and meaning-making
ensuring that the real world is always closed from our knowledge (Oliver 2012) and that
the description given in this thesis may be one of many. The one who coined critical
realism, Roy Bhaskar divided the world into three domains; the empirical domain, the
’actual’ domain and the ’real’ domain. The empirical domain consists of what is observed
and experienced whereas the ’actual’ domain is where events are generated whether we
experience them or not and the ’real’ domain is where underlying structures and causal
powers that trigger these events exist. When we observe something in the empirical
domain it can be rationally explained with the help of the other two and give a possibility
to rationally deduce certain phenomenons. (ibid.)
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4.2 The Steps of this Qualitative Study

We will now present the steps taken in this qualitative study and provide a set of criteria
that were to be fulfilled. An overview of the steps that were taken can be seen in Figure 4.1.

Figure 4.1: A graphic overview of the
steps that will be taken in the qualita-
tive study. Inspiration for this figure was
taken from Bryman et al. (2017, p. 375).

First the research questions were formu-
lated since they make out the basis for
the whole qualitative study. These ques-
tions went through several iterations at the
beginning of the study during the liter-
ature review. After the literature re-
view was conducted a more detailed de-
sign was made for the study where meth-
ods were chosen. Collection of data in-
cluded both conducting interviews, transcrib-
ing them and summarising extra notes that
were taken. The analysis began while the
collection of data continued to streamline
the process. Lastly, the results, conclusions
and generated theory were presented in this
work.

To further ensure the quality of the study, be-
yond the validity given by the case study design
as argued in Section 4.1.1, a set of criteria from
Bryman et al. (2017) was used. There are dif-
ferent opinions on what such criteria should in-
clude but for this study, authenticity was used
since it coincides well with the research ques-
tions. This requirements were originally de-
scribed by Guba et al. (1994) and were referred
by Bryman et al. (2017).

4.2.1 Authenticity

To ensure the study was authentic five questions were to be answered. (Bryman et al.
2017, p. 383)

1. Does the study give a fair representation of all views raised by the participants?

2. Does the study help the participants better understand their social situation and
environment?

3. Does the study help the participants better understand others’ views of the situa-
tion?

4. Does the study help the participants to change their situation?

5. Does the study increase the possibility for the participants to make necessary changes?

The first question can be confirmed since the selection of participants was based on rep-
resentativeness and also clearly motivated, making sure all relevant opinions were raised.
To make sure the representation of these opinions is properly described the respondent
validation was an effective tool. Questions two and three were a great match for this study
since a big part of the goal was to increase the mutual understanding between different
stakeholders. We needed to understand how and why their views differ and on which
points they could agree and collaborate. The concluding two questions also coincide well
with the aim of the study of constructing an organisational collaborative framework for
the public and private sectors. This hopefully gives the participants both incentive and
tools to make the necessary changes for cyber security in space.

30



Method

4.3 Data Collection Method

There are several ways to conduct a case study but in this case, interviews seemed the
best fitting choice since it has historically been a popular choice of method for cyber
security, both for organisational and state areas. However, in most of the articles writ-
ten about cyber security, the method is poorly described and therefore the amount of
inspiration that can be taken from previous research is limited. (Fujs et al. 2019) It was
the perceptions and opinions of the participants and their description of the social world
that were the focus and those could be easily understood through qualitative interviews.
This study had a relatively specific focus which works well for a semi-structured interview
rather than an unstructured one. Yet another incentive for that choice was the fact that
we were two researchers which demands a bit more structure to ensure all interviews were
conducted similarly.

The semi-structure entailed that a list of themes (an interview guide) was dealt with dur-
ing each interview but the interviewee could answer rather freely to the questions. This
allowed the interviewer to follow up on interesting answers and ask questions that were
not determined beforehand. The same interview guide was used for all interviews and can
be read in Appendix B. All themes were formulated from a standpoint in the first, second
and third research question and for every theme, a handful of questions were constructed.
(Bryman et al. 2017) The interview guide was iterated once after conducting a test in-
terview with our supervisor. All questions were formulated with two different incentives;
partly to get a direct understanding of the situation and opinions and partly to compile
a basis for analysis. To get an idea of the problem and its possible solutions we believe
it is important to grasp the actors’ perception but also to dive deeper with analysis and
thereby find a more profound understanding. This is achieved by posing questions with
different incentives. The semi-structured interview process is very flexible and the most
important part was always to comprehend how the interviewee perceives their thoughts.

(Bryman et al. 2017) For analysis we used grounded theory coding and according to
Lazenbatt et al. (2005), this methodology has to be seen as a package of research meth-
ods that make up the approach of grounded theory. Theoretical sampling is part of this
package (ibid.) and entail that data collection is used to generate theory through analysis
and then the data decides what data to collect next and from where the data should
be collected to develop the emerging theory (Glaser et al. 1967). Because of the time
constraints for this project the selection of interviewees was decided early on. However,
since we analysed data simultaneously as the interviews were being held we could let the
analysis guide us to pose new questions we needed answers to which coincided well with
semi-structured interviews. This became a sort of theoretical sampling.

When contacting possible interviewees via email or LinkedIn we gave a brief background
to ourselves, our research and what we wanted help with. They were also given the choice
to only participate through unofficial emails or meetings to contribute with some exper-
tise or information that we could use for the study. Some participants were also asked
to view the questions before the interview, this was allowed since their participation was
valued as more important than all interviewee’s prerequisites being identical. These sorts
of questions can be sensitive for certain organisations and therefore possible interviewees
had to ask their respective employers in which capacity they could participate. However,
the questions were not deemed sensitive in a way making the results less usable if the in-
terviewee read them beforehand. According to Bryman et al. (2017), the interview guide
does not need to be secret which we in this case agreed on. We did only send the questions
to those explicitly asking for it since we then knew they would most likely read through
them. If the questions instead would have been sent out to everyone it would be unclear
who read them, this way we can reflect on the fact interviewees had different preparations.
Another possible risk with interviews, especially with two interviewers is that the inter-
viewee feels at a disadvantage. (ibid.) However, there are other aspects beyond numbers
that affect the experienced power balance such as age, gender and expertise within the
subject. When taking all of these aspects into consideration we concluded that the risk
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of interviewees being closed because of a feeling of disadvantage was less likely.

The interviews were mainly held digitally because of the Covid-19 pandemic, the time
frame for the project and since interviewees were stationed all over Sweden. It could
also make an interview seem less exhausting and therefore increase the likelihood that
more people agreed to participate. When conducting interviews through a video call it
becomes similar to a combination of an interview in person and over the telephone. A
factor of great importance in a qualitative interview is the possibility for the interviewer
to read the expressions and body language of the interviewee which is possible with the
help of video. One is however dependent on the Internet connection and the technology
can create troubles but after two years of the pandemic, most people are used to this new
kind of meeting. (Bryman et al. 2017)

The interviews were held in Swedish and during the interviews both researchers were
present, one led the interview and asked the questions while the other took a passive role
and only wrote down notes and pitched in if new questions arose. This allowed the leading
party to engage fully with the interviewee and the passive party could take valuable notes
and gain a more holistic view of the discussed subjects, a setup promoted by Bechhofer
et al. according to Bryman et al. (2017). Allowing the passive party to ask questions
towards the end of the interview also makes the result a bit more nuanced. After each
interview was concluded some additional notes were taken by both of us to remember key
points, important subjects mentioned, how the interviewee behaved and general thoughts
about the discussion.

The interviews were recorded with the interviewee’s approval and transcribed before the
analysis began. The interviews needed to be transcribed so that no valuable information
was lost. The transcripts constituted the main data that was analysed but it was also
complemented by the notes taken during and right after the interviews. To ensure no
nuances or specific wordings got lost in translation the transcripts were kept in Swedish.

4.3.1 Selection of interviewees

In the article by Khan (2014), it is stressed that the research questions and the purpose of
the study have to align with the selection of units to interview. Khan (ibid.) also argues
that the size of the selection depends on what type of research is conducted and what
characteristics the population has. For qualitative studies, the representativeness of a
population should outweigh the size of the selection. (ibid.) We interviewed 13 persons
and in this mix, we had representatives from both the private and public sectors. Similarly
to Palmroth et al. (2021), we scouted people with technical or regulatory backgrounds but
by the results from that workshop, we also extended the scope to include general experts
on the subject for a more nuanced data set (as discussed in Section 2.4). Based on this
we concluded that we had good representativeness where several relevant stakeholders got
their voices heard even if the size of the selection was rather small.

Within qualitative research it is common to work with a goal-oriented selection of partic-
ipants for the research. Goal-oriented selection aims to let the research questions reveal
what units should be selected, therefore the selection was purposefully picked out to fit
the endeavour. (Bryman et al. 2017) Our selection began as opportunistic where our
supervisor referred us to contacts that seemed suitable to answer the first, second and
third research questions. In addition to this, we contacted companies active in space listed
by Rymdstyrelsen (2018) in Sweden and the appropriate ministries in Sweden ourselves.
Some of the contacted companies didn’t want to participate. They deemed themselves
as a bad fit for the study because they didn’t handle cyber security issues themselves or
they were operating mainly in other countries and had no affiliation with the Swedish
regulatory landscape. Several companies never answered the emails we sent out.

From this partially opportunistically derived selection we continued to widen our scope
by a snowball selection method. This meant that we asked the contacts who answered us
to refer us to new contacts that could be suitable for the research and so on. (Bryman
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et al. 2017) We scouted people in this way to gain a nuanced and wide network that could
be of interest for the research and to increase the representativeness. Sweden is a small
country and not many people are involved in the cyber security issue of space, therefore
we believed we could reach the most important and central actors with this method. Most
people we talked to knew or knew of several other relevant possible participants, it is a
quite small network. All of those interested in participating were added to a list and
reviewed based on expertise and experience before making the final selection. Below is
listed what type of people we scouted for the study and in Appendix C information about
the final selection is presented.

• Private companies active in space and/or cyber security.

• Representative from authorities within the public sector dealing with cyber security
and/or space, such as the Swedish Defence Research Agency and the SNSA.

• People with great expertise or experience in the subject of cyber security and/or
space.

4.4 Analysis Method

To analyse the data collected from the interviews a Grounded Theory Coding method was
used and the steps for this method were taken from Bryman et al. (2017). With grounded
theory, one creates a construction of reality based on participants’ views and the theories
are grounded in empirical data. (Charmaz 2006) Such a method can explain the par-
ticipants’ problems and also result in propositions for how to resolve them. (Glaser et
al. 1967) This approach with problem identification and solution generation corresponds
well to the nature of research questions 1-3 and hence seemed to be an appropriate choice.

In this study the data set consisted of the interview transcripts and notes, and the collec-
tion and analysis of the data were conducted in parallel, an important part of grounded
theory methodology (Lazenbatt et al. 2005). Charmaz (2006) advocates for researchers
who only partially adopt grounded theory and states that they can ”bring an imaginative
eye and an incisive voice to their studies”. (ibid., p. 9) This statement compelled us
to adopt this analysis method even though we could not use theoretical sampling to its
full extent since we believe that there is a need for a new and innovative organisational
collaboration to be formulated from our participants’ experiences.

Grounded theory coding entails several steps and tools to distinguish a theory from mas-
sive amounts of data. The main tool that is used for this analysis was the coding which
is a process where data is broken down and labelled. The goal was to divide the data
into labelled sections which then were systematically connected and this created a clear
understanding of the data. For this study, the transcribed interviews were analysed with
three levels of coding: first by open coding, then by axial coding and lastly by selective
coding. An explanation of these methods follows below and is visually presented in Figure
4.2.

Open Coding The open coding entailed dividing each transcript into smaller pieces of
text which then were coded based on their respective contents. For this part, it
was important to analyse and compare pieces of answers from different interviews
so that those with similar contents and underlying implications were labelled in the
same way.

Axial Coding After the transcripts were openly coded each code was interpreted and
connected to other similar codes in categories. This was done by connecting codes
based on consequences, contexts and patterns etc.

Selective Coding Lastly the categories were connected in themes and unnecessary codes
or categories that did not have enough scientific support were erased. The resulting
themes were then interpreted and tied back to the first, second and third research
questions to formulate a new theory.
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Figure 4.2: A graphic overview of the steps used in grounded theory coding.

Since the data collection and analysis took place in parallel, the process of analysis be-
came iterative. After some transcripts were openly coded the categories started to emerge
and the axial coding began naturally. When new transcripts became available after new
interviews, more codes emerged or existing codes were changed which affected the axial
and the selective coding beneficially and the three coding levels merged into one itera-
tive work process where the work was constantly developed and compared. This constant
comparative method is another important part of the package in grounded theory method-
ology (Lazenbatt et al. 2005). The axial and selective coding was done collaboratively
while most of the coding was done individually. However, the coding was executed in a
common document which allowed us to see each other’s process and also move snippets
of transcripts we thought fit better in another code. The axial and selective coding was
conducted together since it allowed discussion and deeper reasoning, which we believe
achieve a better result. When half of the interviews were conducted we created one set
of categories and themes. These were then largely altered when all interviews had been
coded and summarised. The second iteration of coding led to some codes being split up
and others combined, we also changed the division and names on categories and themes.
After the second alteration, we were content and felt that they correlated well with our
research questions.

The analysis started to take shape in the form of memos, another important part of
grounded theory (Lazenbatt et al. 2005). These memos consisted of our thoughts for fu-
ture questions to pose in upcoming interviews (part of the theoretical sampling) and the
conceptual ideas that emerged from coding. Memos encourage analysis that is grounded
in the data since we as researchers must understand how our codes relate to each other
and prove it from the data (ibid.). We used memoing to develop our analysis iteratively
in the report.

Another important tool used in grounded theory coding is the continuous comparisons of
data both within transcripts and between them. This ensured that data, created cate-
gories and themes were closely entwined so that an accurate theory could be formulated
from it. (Bryman et al. 2017) One obstacle to ensuring this was the fact we were two au-
thors and therefore perhaps would not automatically make the same coding. Therefore all
categories were thoroughly described and constantly updated after some codes had been
connected to them during the axial coding so that we gained a good understanding of
the category’s true meanings. All transcripts were coded in their corresponding language,
therefore all code words were translated during the analysis.

To ensure all interviewees felt comfortable with publishing what we used from their in-
terviews we conducted a respondent validation for ethical reasons. An email was sent out
to the interviewee with all direct quotes that we used from them and other information
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that we had used from their interview respectively. Every respondent was given the op-
portunity to ask questions about the quotes we had used and to make sure we had not
mixed them up with another interviewee’s answer at some point. In the article by Lazen-
batt et al. (2005), it is argued that respondent validation cannot be used as an absolute
test of the accuracy of research findings in grounded theory. Instead ”the value of the
grounded theory methods of constant comparative analysis and theoretical sampling is that
they provide an integrated research approach to data collection, analysis and checking the
quality of research findings” (ibid., p. 51). We want to emphasise that the respondent
validation was only made from an ethical standpoint to show our interviewees respect.
This is further discussed in Section 14.

The grounded theory methodology was chosen to fill the gap of empirically derived the-
ory on how to implement cyber security in space. The study aimed to result in concrete
concepts derived from the coded transcript pieces and categories. These concepts would
reflect real phenomenons to realise how an organisational collaboration could be designed
for cyber security in the space sector. After the analysis was finished a last step was con-
ducted by comparing the results with the multistakeholder model. Since the established
model entails a group of components they were compared to the results of this work. This
would let us know if a multistakeholder model would be a good choice to improve cyber
security in space.
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In this section, we will present the results from the grounded theory coding and also give
a summary of how the interviews unfolded and some main points we noted from each
interviewee. Then we will dive deeper into the codes, categories and themes that were
created during the analysis and present their content.

5.1 Interviewees

The people who participated as interviewees are summarised in Table 5.1 and even more,
details are presented in Appendix C. During the interviews, all the participants seemed
comfortable and mostly open. Some of them did however not have time for the allotted
2 hours we had asked for and this could result in some stress for the one interviewing.
Depending on how much time the interviewees had for the meeting it allowed for varying
levels of deeper follow-up questions.

Table 5.1: An overview of the interviewees participating in the study.

Nr Area Org. type
1 Space Public
2 Space Public owned company
3 Cyber security Public
4 Cyber security Both
5 Space Private
6 Space Public
7 Space Both
8 Space Public
9 Space Public

10 Cyber security Both
11 Space Public
12 Cyber security Private
13 Cyber security Private

All interviewees were male and between the ages of 30-79. We had a mix of people
from both private and public organisations and they had backgrounds in either space
or cyber security or both. To ensure that the interviewees stay reasonably anonymous,
their titles are not presented. Some examples of titles present were: head of research and
development, head of security, system architect and strategic manager. Of the thirteen
participants, three of them asked if they could read the questions beforehand. Interviewees
8, 12 and 13 also asked for a meeting before the interview to establish if they could and
wanted to take part in the study. We will now give a short presentation of how we
perceived the interviewees.

1. It felt as if he was a bit stressed and he also stated that this subject was impossible
to cover in only two hours. He spoke freely and only regretted one answer that was
deleted from the transcript.

2. As an employee at SSC he mostly works with the ground segment and it was no-
ticeable in his answers. In general, he seemed positive about the present situation.
He only had 45 minutes allocated for the interview.
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3. He stated his main focus would be cyber security since he has no expertise in space.
During the entire interview, he seemed calm and gave an impression of truly want-
ing to contribute. It was pointed out that he in no way represented the Swedish
government, he participated as an individual.

4. He was very calm and confident but felt like the one thus far with the least expertise
within space. When given a question he did not know the answer to he was very
open to speculating and still come up with a response.

5. During the interview he felt very calm but was quite short in his answers. There
was very little inclination toward free speculation.

6. A very talkative person who was used to communicating with people from the public.
He gave confident answers, was very concrete and seemed to have a lot of time for
the interview.

7. It was very apparent that he had been in the business for quite a while but also
felt he did not have any strings attached. He felt honest, open and calm during the
entire interview. When answering he could be both very specific and concrete but
also think for himself and speculate.

8. He felt quite secretive during the interview and never gave a hasty answer. When a
question was asked most often a moment of silence followed when he thought about
his answer. There was very little speculation and he felt he was in no position to
criticise anyone so instead he gave very general answers.

9. This was the only interview that was held in person. He was very open until we
came to the subject of his organisation, which is the Swedish Armed Forces (SAF)
which he could not discuss in detail. Otherwise, he felt relaxed and answered the
questions seriously but also had a humorous tone towards the end of the interview.

10. A very philosophical man who preferred to give speculative answers with references
to other industries. He gave a quite different perspective on several areas, it was
noticeable he knew most about cyber security and not space.

11. Because of a change in his schedule, the interview was held while he travelled to
work. This did however not prevent him from answering freely and giving his own
opinions. Perhaps he did not seem to be the most knowledgeable in cyber security
and its regulations but he had told us before the interview that his expertise lay
within space issues.

12. A very calm and talkative man who gladly shared his thoughts. He talked a lot
about how his company Netnod views certain problems and it was noticeable he
came from the private sector.

13. The main obstacle in this interview was to agree on a definition of cyber security
because without it he deemed the questions unanswerable. But when he felt he
could give an answer he did so with confidence and often gave a new, interesting
perspective.

5.2 Result

After the iterative process of coding the transcripts, a finalised setup of codes, categories
and themes was defined. The result is presented in Table 5.2 and we will now motivate and
describe our sectioning. We will start with the first theme ”Stakeholders in Space Today”
in which we aim to describe the current situation in the space sector. The mapping
will provide a deeper understanding of the historical impact and which roles different
stakeholders have today. This is then followed up with a vision for the future in ”A
Swedish Future in Space”. It is in this section we describe what would happen if we make
no change and how this change should be made.
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Table 5.2: Here we present the resulting themes, categories and codes.

Themes Categories Codes

Stakeholders in Space Today

Current Lanscape 
Depiction

Definition
Views on the Cyber Threat
Historical Priority
Historical Events
The Market Today
Societal Awareness

The Private Sector

Private Actors
Actors' Awarness
Actors' Responsibility
Today's Technological Landscape

The Public Sector

State Actors
State Capacity
Swedish Regulations
State Responsibility
Space Based Projects

The International Arena

International Contrapositions
International Regulations
The Role of the EU
International Influence on Sweden
International Information 
ExchangeA

 Sw
edish Future in Space

Consequenses

Societal Functions 
Types of Cyber Attacks
Corrupted Data
Self-Regulatory Market

Regulations
Future Swedish Regulations
Harmonisation of Regulations
International Future

Market Prospects
Market Priority
Demands on the Market
Economics

Dissemination of 
Knowledge

Increase in Awareness
National Information Exchange
Future Research and Development

Joint initiatives
Division of Responsibilities
Holistic Defence
Cooperation

5.3 Stakeholders in Space Today

Our first theme intends to mainly answer the first research question: ”How do Swedish
stakeholders view the state of cyber security in space?” We will provide reasons for why the
space sector deals with cyber security in the way it does. This will give an understanding
of how today’s climate correlates to historical events. All stakeholders will be presented
and their roles described, we mainly focus on the differences between those working in
the public and private sectors. The focus of the thesis is mainly on the Swedish context
but here we also include some international aspects. It is impossible to view Sweden as
disconnected from the rest of the world which means the international context provides
an important perspective.

5.3.1 Current Landscape Depiction

This category emphasises the interviewees’ definition of cyber security, their views on
the cyber threat and how the history of both space and cyber have affected the current
landscape, market and societal awareness within the field.

The definition of cyber security diverse during the interviews. Some saw the term as
narrow and some discussed it in a broader sense but it was clear that no shared definition
existed. Something that was shared however was the opinion that the cyber threat in
space is huge and that there are many, many reasons for working with cyber security,
especially in space.

The field has been neglected because space has been regarded as a scientific area for many
years, which is reflected in the public sector structure and because the private sector lacks
the financial resources to invest in cyber security. Incidents in the world are what drive
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cyber security to evolve and move from a scientific area to a security area. Both historical
and current events affect the overall view on cyber security both for the worse and the
better and it also shows the capabilities available in space and the societal dependence
on space today.

Definition

From early on when conducting interviews it became apparent that the definition of cyber
security was very fluent. We never made an effort to change the interviewees’ definition
of cyber security since we wanted to know how they interpreted the reality they were
facing. Our definition used for the thesis (see Section 2.1.3) is very broad and included
all of the interviewees’ definitions as well. Some thought that the term cyber security was
too narrow and that the term information security was needed to understand the threat
against the space sector. (Int. 1) Int. 4 saw cyber security as a buzzword that recently
became popular and pointed out that MSB (one of the five Swedish authorities handling
cyber security) has a definition of what cyber security is. Int. 13 claimed that the SAF
and the Swedish Academy of Engineering Sciences are the only ones with a definition of
cyber security and that those two are not the same. He continued to address that there
is a problem that people discuss different things when talking about cyber security. Int.
13 was also the first person to ask us how we define cyber security before we engaged in
the interview questions. In his own words:

”This is my take on cyber security in space: one of the biggest problems is
that the ones who discuss it today are referring to different things. So I am
just gonna say good luck to you with doing this study.” [Own translation, see
Appendix D.13]

Views on the Cyber Threat

When asked about their view on the current threat to the space sector, most answered
that it is huge. (Int. 1,2,5,8,10,11,12) Later in his interview Int. 1 did however also
say that the cyber threat was one of the space industry’s smallest problems. Many of
them discussed the fact that we become more dependent on space and the equipment we
put up there, but cyber security does not increase at the same pace. (Int. 1,3,5) The
space sector has become more intertwined with the whole world and it makes space more
exposed to the small-time, private hackers that could not reach space before. (Int. 8 &
9) Interviewees 5, 10 & 13 all agree that the threat toward space is the same as towards
the ground segment. But both Int. 5 & 10 say space becomes a bit more sensitive and
difficult to protect since everything has to be dealt with at a distance once the satellite
is launched. Actors seem to agree that the threat is big; but what is actually threatened
and what are the weak links? That seems to be a bit more disputed.

For example when talking to Int. 13, he believed that the weakness lies in all those com-
panies where risks in IT is a new risk since they are unaware of the new cyber-related
threats to their existing, old processes. According to Int. 10, it is instead legal contracts
that are the biggest threat, people take the technical part of sharing information too
lightly: ”cyber security is one of the easiest things to set aside by the use of contracts”.
(Int. 10)

Cyber security is a complex area and it is easy to make mistakes if you ask Int. 2, and
Int. 6 believes that today’s antagonists are better than the protagonists. This makes
the threat important and difficult to deal with because it is just like Int. 12 said: ”the
one attacking only needs to succeed once, while the one protecting himself needs to succeed
every time”.

Historical Priority

What many interviewees could agree on was that cyber security in space has not been a
prioritised matter for many years in Sweden. (Int. 6,7,9) The area is therefore lacking
today but many also saw that some change is underway. The space domain established a
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Research and Technology (R&T) group within the Swedish Armed Forces in 2021. (Int.
7) Int. 9 believes that it is only when there is war in the world (referring to the war
in Ukraine 2022) that we realise what shortcomings there are. The reasons for why the
area has been historically neglected are varied depending on who you ask. Int. 12 thinks
that historically the goal was to make functioning equipment whereas today the goal is
starting to shift towards making security a priority. The space sector in particular was
not constructed with security in its foundation because historically, it has been viewed
as a research area. (Int. 3 & 5) But it is believed by Int. 3 & 5 that the industry
is now quickly transforming from research- and innovation-driven to more of a security
policy area. The evolution of space, therefore, becomes analogous to the Internet where
protocols were not always written with security by design and now they both have a large
cyber security debt to pay for. (Int. 3)

Int. 1 & 5 thinks we should prioritise other issues in the space sector before cyber se-
curity. The big problems according to them are space traffic management, space debris
management (Int. 1) and the fact that in Sweden, it is still unclear who one should
ask when launching assets into space (Int. 5). Int. 3 also believes that cyber secu-
rity is a huge societal problem and that the space industry has been disconnected from
that issue. He does however believe that the issue has been handled better on earth lately.

Int. 13 highlighted an aspect that no other interviewee touched. He explained how
companies themselves are doing well in the security aspects but that there is no mechanism
for sharing information regarding security to collectively get an effect on the number of
cyber breaches. There are no proposals for actions or help to companies to implement
any measures to counteract cyber attacks.

Historical Events

During the interviews, several known cyber attacks were mentioned as examples and in
this code, we collected those we deemed relevant. We did specifically ask our interviewees
how they thought the invasion of Ukraine has affected the view of cyber security and
therefore a majority of this code consist of thoughts regarding Ukraine.

One attack mentioned by several interviewees was the VIASAT attack that occurred in
2022. The cyber attack on the Swedish community Kalix was raised and Int. 3 said
that the county had to turn to the private sector for help since ”there is no alternative
right now ”. Other than that the malware NotPetya found in 2016 was mentioned, the
OPCW (Organisation for the Prevention of Chemical Weapons) attack etc. Int. 4 told us
about a danish shipping company called Maersk which in 2017 got hacked and lost track
of all of their cargo worldwide. This attack nearly bankrupted the company and Int. 4
said that this attack sent a shock wave through the security industry. These attacks are
not specific to space except for the VIASAT attack where satellites were used to target
ground systems with the help of space systems. Int. 8 proposed that this could have
been a deliberate strategy by the attackers to not be seen as escalating the conflict into
the space domain. The attackers did not destroy any space assets during the attack but
instead used space assets to destroy ground systems.

The invasion of Ukraine has made the world more aware of cyber security (Int. 4 & 6)
and it has also shown the capabilities that exist in space according to Int. 5. When Rus-
sia attacked Ukraine and knocked out their Internet, the American New Space company
SpaceX offered Ukraine to use their Starlink constellation instead. (Int. 5) This provoked
Russia to direct their electronic warfare capabilities toward Starlink which in turn made
Elon Musk use his RnD department to develop security systems for military use on com-
mercial resources. (Int. 9) Int. 6 said the invasion also meant that all SNSA cooperation
with Russia got cancelled. They had projects that were supposed to be launched with a
Russian rocket, but this was cancelled the same day as Russia invaded Ukraine. (Int. 6)
A lot of space actors are now looking for new ways to launch their projects and many are
looking to SpaceX for this. (Int. 6)
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Russia initiated their attempt to take over Ukraine back in 2014 (Int. 4) and for many
years, Ukraine has been a test lab for Russian cyber abilities (Int. 3). They have shut
down airports, parts of Kyiv, power stations and ”played around with cyber assets”. (Int.
4) The invasion has increased the awareness and the need for cyber security but Int. 13
warned of other consequences too:

”It [The invasion of Ukraine] has unfortunately made it even more popular to
talk about cyber security. Everyone who previously were experts in epidemiol-
ogy are now experts in cyber security.” [Own translation, see Appendix D.13]

The Market Today

Cyber security has been lacking especially in small- and medium-sized companies because
they lack the economical resources for it. (Int. 7) The subject has been treated as a
separate problem for a long time but now it has to be more integrated into solutions.
(Int. 3) Since the area is becoming more political, Int. 3 thinks we can only cooperate
with companies who manage a high level of security. Int. 5 similarly claimed that all
companies today, regardless if they are a space company or an IT company have to work
with cyber security. Cyber security as a field has not grown at the same pace as the
space industry and therefore the field now has to accelerate to match the space industry’s
pace. (Int. 6) Int. 4 told us that within innovation, the security aspect often becomes a
post-construction:

”There is so much digitisation happening very fast right now and there is
always innovation and forward-thinking that drives it. And then we come
from the security industry, running after and trying to patch and fix things.
It is rarely the other way around, I do not think I have ever experienced that
really. Security and thereby cyber security is therefore always behind.” [Own
translation, see Appendix D.4]

Int. 12 described the market for cyber security technologies today as being in a period of
”gold-digging attitude”, where a lot of new actors are trying to get into the market but
with varying results. Specifically, within the space industry, Int. 8 believes that we have
more space engineers/technicians with an interest in cyber security than trained cyber
security experts and that this may affect where startups emerge from and what ideas they
focus on. Meanwhile Int. 11 has the perception that there is a need for cyber security
awareness and implementation in the space industry and that therefore, a market has
emerged and we have actors who are generally good at cyber security. Int. 2 described
the SSC’s attitude as follows:

”Security as a part of the brand shall provide a competitive advantage”

Societal Awareness

”We are naive” was one of the first things that we got to hear during our interview with
Int. 1. After Int. 7 had spent a day with the cyber security experts from FOI he realised
that people are ”gullible in a frightening way”. This credulity was later elaborated by
Int. 12 who said:

”Previously people have thought that ’no one wants to harm me and I have
nothing to hide so whatever’. But it does actually affect much more than the
individual” [Own translation, see Appendix D.12]

Awareness increases when cyber incidents occur (Int. 2) and the awareness regarding
digital warfare is also currently growing because of the invasion of Ukraine (Int. 2 & 10).
Int. 7 jokingly said that ”Every human is dependent on GNSS-signals because no one can
read a map anymore”. Int. 7 & 6 agree on the fact that we are heavily dependent on
space assets and that the awareness regarding that fact is slowly increasing.
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5.3.2 The Private Sector

This category presents thoughts and opinions regarding the private actors active in the
Swedish space industry today, what they say about each other, how they view cyber
security and their responsibilities. Also what challenges lie ahead of them is brought up
in this category.

The big companies within the Swedish space industry are today mainly owned interna-
tionally but there are a lot of smaller actors who are currently joining the Swedish market.
For these smaller companies to survive they rely to a large extent on state funding and
support.

Much like the IT industry the space industry in Sweden has a technical debt to pay when
it comes to cyber security and with the long launch times that the industry suffers from
the need to start making a change is urgent. Because all that was produced 4-5 years
ago will be up in space today and all that is produced today will probably not be in
space before 2027. There is awareness regarding this among the Swedish private actors,
mostly by the bigger companies, but the will to make a change or invest in cyber security
is not quite there yet. The modus operandi is also that each actor is responsible for
implementing cyber security.

Private Actors

Int. 2 described how many of the big companies are dependent on Geo return but also
try to decrease their dependence. According to Int. 6, the Swedish space industry has
been dominated by four main companies: Beyond Gravity, Ericsson Space, SSC and OHB
Sweden. Int. 6 further pointed out that three of these are internationally owned, and
two do not even belong to the EU. Something we reacted to, was the fact that the only
Swedish-owned, big company (SSC) is also state-owned. A possible issue with SSC was
raised by Int. 7, he senses small actors do not always appreciate when ”SCC wants to
barge in and help themselves”. Since SSC is a government-owned enterprise, they have a
guaranteed minimum level and perhaps this creates a chafing with the smaller companies.
(Int. 7)

Int. 7 said that in Sweden, most private companies are small just because the big ones are
internationally owned. This was further established by Int. 8 who rarely gets in contact
with Swedish businesses in his work in the international arena, they are too small to be
present in that market. Int. 11 claimed that the European and Swedish space sector must
adapt and include more small actors, something that for instance the incubator ESA-BIC
aims to encourage. The amount of private actors is already increasing and it has been
since space started to become more available. (Int. 10) Before the end-user has always
been the state but now even private companies can provide services to the space industry
itself and other industries. (Int. 5) Which private companies are currently active in space
can be found on a list on SNSA’s website. Space businesses themselves can report their
existence, but it is not mandatory and many companies have less than ten employees,
therefore the list is probably incomplete (Int. 11) There are however some middle-sized,
private companies such as GomSpace and ÅAC Clyde Space which are a bit more mature
and include people from the Old Space era. (Int. 6) If small companies create specific
parts for different space projects, then the middle-sized ones can construct entire Cube-
Sats. (Int. 6) There seems to be consensus on the fact that there are more private, small
actors joining the space industry but Int. 8 pointed out that they are all still to a large
extent dependent on state money. This means that the state keeps its influence and power
as long as they continue funding. (Int. 8)

Actor’s attitude and confidence towards each other’s cyber security was somewhat variant.
Int. 2 believed some have a strange view on cyber security such as ”it will not happen
to me”, ”commercial solutions are enough” or perhaps ”my hard disk is better protected
than the Cloud”. According to Int. 5, private actors in space are just as good and bad as
on earth, the spectrum is the same. Meanwhile, Int. 1 sees that there is a lack of cyber
security in the upstream sector where it has not been prioritised, but the downstream
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sector is generally better protected.

Actors’ Awareness

Several interviewees seem to agree that historically actors in space, both private and pub-
lic, have not been prioritising cyber security in their projects. However, to what extent
actors are actually aware is experienced differently depending on who you ask.

According to Int. 9, regions are starting to become more aware and this then trickles
down to smaller actors. Int. 3 was convinced that the space industry is at least more
aware than the Internet sector was in the beginning. Many really do try to implement
cyber security and especially big defence companies need to be competent in the field to
sell. (Int. 11) Even though Int. 11 believed many make an effort he also thinks awareness
needs to increase when the number of actors increases, and this is something that people
need top improve. According to Int. 4 people are aware of the risks but still take them,
he compares it to the wild west. Int. 6 provided nuance to this since he believes people
are aware but do not know what to actually do about it. Whether you work with it or not
is simply a question of priority if you ask Int. 12, people do the bare minimum to satisfy
regulations and then focus on their product. Both Int. 8 and Int. 13 were even more scep-
tic and believed cyber security is a hype word, something many wants to say they work
with but few truly do. But what is it then that has made cyber security into such a trend?

Int. 6 believed some of the bigger companies started implementing protection about ten
years ago, often after they had been targeted. Generally, the awareness seems to increase
with incidents and Int. 12 mentioned examples such as the situation in Ukraine and the
IT attack on the Swedish corporation COOP. It was first after Russia invaded Ukraine
that the SNSA looked over their dependence on Russia and realised that the international
market could not be taken for granted. (Int. 6) Another aware-increasing event mentioned
by Int. 8 was the attack on VIASAT, he even said it could be a ”blessing in disguise”
since it was not a catastrophic event but serious enough to make more people react. Int.
12 is convinced that we can expect a harsher world climate in the future and it will induce
more awareness.

Actors’ Responsibility

When discussing the current division of responsibility between actors most interviewees
that mentioned private actors seemed to agree. They believe each actor is supposed to
take their responsibility for their product and specific protection value. (Int. 2,4,7,10,13)
According to Int. 2, this works well, Int. 13 believes it is clear while Int. 12 thinks
responsibility is quite fluid. Another obstacle to taking responsibility that was mentioned
by Int. 12 was the difficulty to find the antagonist after an attack.

Today’s Technological Landscape

One of today’s big challenges that was mentioned by two interviewees (Int. 2 & 5) was the
long waiting times for launching technology into space. Things that are built today are
sent up in 4-5 years (Int. 5). Int. 5 continued and claimed that because of these waiting
times, security demands must come into play earlier because it is too late for everything
launching today since it was built in 2017. Therefore we also have a technical debt to pay
from the space industry’s neglect of taking the costs for security (Int. 5 & 7). Int. 10
added to this by stating that ”You can’t go to space and re-make something, it has to be
done right from the start”.

Apart from these problems, other interesting things were mentioned about the technolog-
ical landscape of today. Int. 6 described the terms of spin in- and spin out technology,
two terms that describe technology that is adapted to space from earth (spin-out) or
from space to earth (spin-in). Int. 10 claimed that a huge part of the technical debt is
found in the lack of hardware that works in space, but he also said that this field is now
on the rise. He then continued to describe how the space industry is making more and
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more low-quality data available. According to Int. 5, the space sector is not more or less
competitive than any other ground-based IT company on the technical security front:

”They are as good or bad as usual IT companies. That is that. It’s not like they
either have a hundred times better knowledge or a hundred times worse. These
are normal technology companies, there is no difference. [...] It is normal
technology that happens to be in space” [Own translation, see Appendix D.5]

5.3.3 The Public Sector

In this category, the public sector is mapped and discussed similarly as the private sector.
The authorities that handle cyber security in Sweden are presented and the SNSA seems
central to Swedish activities in space. This category also includes the capabilities of the
Swedish state and which regulations are in effect today, together with the interviewees’
thoughts. Lastly, some Swedish space initiatives are discussed.

In Sweden five different authorities handle cyber security and one for space activities.
Because of the way Sweden is structured their cooperation is not always easy and the
communication from departments to their authorities does not always seem to be the
best. Regardless of how the public sector is structured, it remains clear that it plays a
vital role in Swedish space activities.

Legislation in space does not seem to be an easy topic to entangle and legislation for cyber
security in space seems to be close to non-existent. However, there are a lot of regulations
that affect cyber security on earth that may or may not be applicable for space but the
non-existing borders in space make enforcement of those difficulties. There is a new space
law underway in Sweden that hopefully can bring clarity to other problems in space so
that cyber security can be moved up on the priority list.

State Actors

There are five, Swedish authorities concerned with the question of cyber security: the
Civil Contingency Authority, the Swedish Armed Forces, the Security Service, the Post
and Telecom Authority and the National Defence Radio Establishment. (Int. 5) In addi-
tion to those five two others were mentioned: the Swedish Defence Research Agency (Int.
2 & 9) and the Ministry for Foreign Affairs (Int. 3). When it came to responsibility for
space the most named authority was the Swedish National Space Agency. (Int. 6,7,8,9,12)
We will now dive deeper into the interviewees’ perception of the role these state actors
hold.

The Swedish Civil Contingency Authority is currently establishing a cyber security centre
but there was not a lot more said about them. (Int. 5) When discussing the SAF, Int. 6
believed they would be a bit more tight-lipped during interviews. We did generally not
experience this from Int. 9 except when talking about how they implement cyber security
in their work. According to Int. 9, the SAF has a strategic goal of making use of the
innovative part of the space industry. Int. 3 from the Ministry for Foreign Affairs, said
that they mostly work reactively and that he ”hopes” that the Civil Contingency Author-
ity and the SAF are more proactive. When it comes to research within the field of cyber
security, Int. 9 mentioned the Swedish Defence Research Agency which assists the SAF.
He also stated that the National Defence Radio Establishment has a lot of responsibility
for cyber security and can develop its technology.

The state actor that was discussed the most during interviews was the SNSA and their
role. Currently, the SNSA is active under the Ministry of Education whereas the rest of
the innovation systems are under the Ministry of Enterprise and Innovation. (Int. 7) This
position mirrors the traditional Swedish civil focus on space activities (Int. 8) and Int.
12 believes there are several arguments for changing it. However, Int. 8 does not see this
as the highest priority, and that there are pros and cons to every position. He believes
it is more important to keep SNSA flexible and open to new instructions regardless of
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which ministry they act under. Today the SNSA acts like an expert authority and the
government generally does as they recommend, but with the new space law, this role will
change. (Int. 6) This will be further discussed in Section 5.3.3.

Some of the interviewees believe we have some problems with the state actors of today.
Generally Int. 1 does not think politicians even understand cyber security or that they
are aware of its necessity. Today we have a system where people need to report incidents
but the implementation is too ineffective and does not give the intended effect. (Int. 13)
According to Int. 4 Swedish authorities are too scared of the possible risks and therefore
we get behind other nations and cannot excel at the same speed. There are several
problems pointed out but how the interviewees think these should be tackled is presented
in Section 5.4.1.

State Capacity

The state with all of its authorities has a large stake in the Swedish Space Industry because
in all space activities there is always a state responsible when conflicts are discussed. (Int.
9) Int. 9 further explained that in Sweden we have an ’Oxenstierna’-structure, meaning
that all authorities are self-ruled under the government and he claimed that this makes
it hard for one authority to have more power over another. In Sweden, we have these
five authorities which handle the question of cyber security (Int. 7) and to let these au-
thorities cooperate a cyber security centre has been installed but is not yet operational,
more of this is discussed in Section 5.4.5. Int. 8 however, highlights that even if this
cooperation is important there may be a need for some kind of centralisation in this area
if the cooperation does not work efficiently.

One thing that government can and should do in their role as both government and
customer is to make demands on security in the private sector (Int. 3 & 5). According
to a member of the Ministry of Education (which has the overall responsibility for space-
related questions in the Government Offices), these demands are being made:

”Maybe the Swedish National Space Agency told you this. Just over a year
ago we changed the Swedish National Space Agency’s regulation letter. All au-
thorities get an instruction and there we added that they must, in all of their
activities, consider foreign-, defence-, and security policy aspects. We added
this because even if they are funding civil research today it may be used on dif-
ferent types of applications and therefore you have to consider what that means
on a security level. So this is something that permeates all space operations
now - that we think about security.” [Own translation, see Appendix D.11]

But this does not seem to be communicated through to the Swedish National Space
Agency since the person we talked to from there claimed:

”Every authority has an instruction, a regulation letter, and it says nothing in
our regulation letter, me knowingly...I don’t read it every day this regulation
letter, we get a new one every year...that we should give funding based on cyber
security as a criterion.” [Own translation, see Appendix D.6]

Even if the Ministry of Education believes that their policy changes have changed the
way their agency SNSA views security, this does not seem to be the case. The SNSA is a
small agency that according to themselves has been working on getting a digital archive
since 2018 (Int. 6) and they seem to need a lot of time to adjust their work strategies
overall. Simultaneously Int. 6, who is from SNSA, claims government would rarely decide
against what an expert authority says because they are supposed to be the experts:

”It is the government who makes all of the decisions in the end even if we [the
SNSA] are an expert authority. You have seen this during the pandemic. The
Public Health Agency of Sweden, it is rare that the government turn against
an expert authority.” [Own translation, see Appendix D.6]
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Swedish Regulatory Landscape

When asking which regulations are relevant for Swedish space actors today, the answers
varied a lot with some being very specific and others not having any insight. We will now
start with presenting the current regulations and then follow this up with the interviewees’
opinions about them.

The current space law is very old and does not cover enough if you ask Int. 6. There
has been an investigation regarding the new space law and it included state actors such
as the Swedish Armed Forces, the Civil Contingency Authority, the Ministry for Foreign
Affairs and the Swedish Defence Research Agency. (Int. 6) No private actors were in-
cluded in the whole process but if certain questions arise they can always be consulted.
(Int. 6) This new law will move responsibility for launching from the government to the
SNSA (Int. 6) and since it includes security, then cyber security is also included. Another
addition mentioned by Int. 6, is the clarification of to which extent private actors can
become economically liable, an addition he believes will be very appreciated. By giving
this old law an update, the government shows that they believe space is important and
that Sweden has a place in its future. (Int. 7 & 11) In general, the attitude towards
the old space law is that it is not enough but that there is hope for the new one and it
includes several relevant additions.

When focusing on the regulations for cyber security and IT, there were several examples
mentioned. According to Int. 4, the foundation for all regulation is the relatively new
Security Protection Act. Both Int. 2 & 11 believe this law is purposeful. Int. 2 also
believes that it resulted in a great dialogue where people could realise what was truly
important. There were a lot of regulations mentioned by Int. 4: the Swedish Civil Con-
tingency Authority regulated IT for authorities and regions, we have the advisory NIST,
KFS is relevant for the Swedish Armed Forces and GDPR. GDPR was criticised by two
interviewees; it is too obscure (Int. 12) and there are no demands on taking measures,
only a need to report incidents (Int. 13). There were several laws mentioned but often
the interviewees did not mention the same ones as the other ones.

When looking at the general approach to regulations, both interviewees 1 & 2 had a
positive view. They believe there are just enough laws and they do what they should.
Int. 2 thinks there might be sceptic actors who experience the regulations as obstacles but
they have to ”just face the facts and do it”. Several interviewees think that the regulatory
landscape in Sweden is insufficient. According to many of them, space is very unregulated
and for a long time, cyber security has not been prioritised. (Int. 3,4,5,6) There are some
laws active on the ground that perhaps are not legally binding in space but they can still
be used in an advisory manner. (Int. 4) One problem with space is the fact that there
are no borders which makes it difficult for national regulations to have an effect, Int. 9
expressed it as follows:

”It is a problem that international law, for example, is defined and makes a
fundamental assumption axiomatically, that it is the state, its territory and
sovereignty over it that is some kind of starting point” [Own translation, see
Appendix D.9]

But it was pointed out by Int. 8 that ownership is established and that should count for
something and Int. 12 believes this is the same problem as the borderless Internet has
faced. The visions for future regulations are presented in Section 5.4.2

State Responsibility

When talking about state responsibility it was quite striking how many ministries, au-
thorities and agencies were brought up in interviews. This was noticed by Int. 7 who
believes five responsible authorities are too many and he also thinks that the government
is already aware of this fragmentation. Depending on the interviewee’s background they
often focused on either space or cyber security, it proved difficult for them to point the
finger when it came to responsibility for the combination. For example, Int. 5 brought
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attention to the fact that Sweden has no Accident Investigation Board for IT incidents.
This makes it very unclear on earth but probably even more obscure in space. (Int. 5)
There are some international codes of conduct that the Ministry for Foreign Affairs are
responsible for, but the details are regulated by different ministries. (Int. 3) It seemed
as if space and cyber security were often dealt with by different agencies. When talking
to Int. 9, he focused on the Swedish defence and he believes their internal responsibility
is clearly defined. For them, it works similarly to sea, flight and ground systems. (Int.
9) However, no one during these interviews could point to one definitive authority who is
responsible for cyber security in space.

Space Based Projects

During the interviews, several projects and initiatives were mentioned and those deemed
relevant for the study will be highlighted in this section. Especially Esrange and Galileo
were brought up as examples of space projects that were relevant to the subject of cyber
security.

The Swedish space market and national space initiatives are emerging ”because Esrange
is growing and we are getting satellite launching capabilities and so on” according to Int.
3. He continued to claim that these increased capabilities will affect other Swedish sectors
such as defence and intelligence, they will also have to increase their efforts because of
Esrange. When Int. 6 discussed Esrange’s future as a base for launching, he emphasised
the importance to change routines in Sweden (something that is underway with the new
Swedish Space Law). He also thinks that we need a better space situational image if we
are to send up satellites from Esrange.

Int. 10 discussed an initiative to create ”a pipeline to space” where several actors in
Sweden are collaborating to create a lab for hardware- and data testing before launching
components into space. This initiative includes the European Space Agency, the Swedish
National Space Agency, universities, Vinnova and some private companies.

The ESA is in charge of Galileo, a constellation of satellites for satellite navigation that
can be accessed by ESA’s member states. Provided by this constellation is an encrypted
Public Regulated Service (PRS) that is available for police, fire departments etc. with a
higher security than open transmissions through satellite links. (Int. 6) This means that
better security is given to critical elements of society to ensure their functioning. One of
the five authorities working with cyber security in Sweden is responsible for handing out
the needed encryption keys for PRS. (Int. 6) In the Galileo project, Sweden has contracts
to fulfil to use the services and according to Int. 2, this is a project that is functioning
well. There is also a commercial service version on the way that companies can pay to
use that also uses encryption keys (Int. 6) An open service version that can be accessed
from anyone’s phone is already operational today (Int. 6). Int. 11 stated that Galileo is
more precise than the public part of the American GPS.

5.3.4 The International Arena

This thesis mainly focuses on Sweden but it became apparent early in the work that the
international arena affects Sweden and that Sweden as a country is dependent on EU
and international agreements regarding cyber security. Therefore the interviewees’ views
on the international situation are included here. What also became apparent from this
category is that the international arena is not well functioning within this field.

To start there is a significant polarization between the Western World and for example
China and Russia. The values differ so much that forcing agreements cannot be achieved.
Even within the Western World, cooperation is hard to handle. The result of this is
that the few norms and rules that are set from space are becoming outdated and that
mainly non-forcing agreements are being signed today (and sadly also violated without
consequences). Within the EU the climate becomes better and some measures regarding
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cyber security have been taken.

Security is a national endeavour but it is also highly dependent on the global security
situation. The responsibility for space activities is here pronounced to be on each state.

International Contrapositions

There are international declarations regarding space from the 60s’ that are impossible to
update since we no longer can agree on anything. (Int. 1) We are struggling to get along
internationally regarding nuclear weapons and Int. 3 said: ”if we have difficulties with
nuclear weapons then it’s not easy with anything else either”. He believes this is caused
by fragmentation where China and Russia are on one side and the western world on the
other, in addition to this there are several countries in between that haven’t decided
where they stand yet. (Int. 3) We can no longer share these international treaties with
states who consider themselves superior to others (Int. 7). For example when discussing
Internet governance, Int. 3 said that the Swedish standpoint is that civil society and
tech organisations should be included in the discussions regarding regulations, and norm-
making and this standpoint transcends to every technical area. China and Russia have the
opposite opinion and do not want to include these organisations at all. This Int. 3 believes
to be extra difficult with China having a lot of international influence in several domains,
of which space is one. To increase these tensions both China and Russia have shown their
capabilities to destroy space assets. (Int. 6) What the future holds is expressed by Int. 3
as follows:

”It will become clear who can work with who. [...] The world is splitting.”
[Own translation, see Appendix D.3]

To end on a more positive note, Int. 6 did mention that the cooperation regarding
frequency sharing is working better internationally. There are international recommenda-
tions on what frequencies should be used for what purposes, and this has actually been
agreed on.

International Regulations

When we are on the ground we have states divided by borders and within each country,
different regulations are applied. In space, there are no states. This probably confuses a
lot of actors regarding how they should behave in this common domain. (Int. 4) Int. 6
agrees with this and said:

”Yes it is quite unregulated outer space...Everyone has to take responsibility
for themselves is the modus operandi of outer space ” [Own translation, see
Appendix D.6]

When looking beyond the contrapositions previously described, one can pose the question;
what if we only include the western world in international negotiations? Will that help
and enable international agreements for all of space? Int. 4 describes an event where
America spied on Sweden and its JAS Gripen planes by using Denmark as a mediator.
He further claimed that:

”It is a huge game out there, one second you smile and the other you stab
each other in the back. And they are all democracies”.[Own translation, see
Appendix D.4]

This shows that working internationally within the western world is also a difficult en-
deavour. Int. 8 added to this by stating that everyone will always be dependent on each
other and therefore international regulations will be needed, but if we can get regulations
passed faster in Sweden, we should start there.

Within the field of cyber security, international norms for what is okay and not is under
negotiation and there are already UN norms for how to behave within the cyber domain
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that are accepted but non-mandatory (Int. 3) Int. 9 does not even see these norms as
applicable to the space domain. Int. 4 said that the Internet and cyber domain have be-
come a geopolitical and security policy issue. Even if there are norms and rules made up
internationally, there will always be deniability and difficulties when looking for evidence
of wrongdoing. Hence according to Int. 4, it will be hard to prosecute anyone for cyber
attacks regardless of what regulations are in place.

UNOOSA has Outer space treaties and they are trying to figure things out in space
regarding peaceful and acceptable behaviour, much as the UN is doing in the cyber domain
with the non-mandatory norms. But as mentioned they have been quite stuck in their
positions since the 60s’. (Int. 6) Int. 11 told us that the committee COPUOS adopted
Long Term Sustainability guidelines for peaceful use of outer space just a few years back.
This sounded very promising until he continued to say that a country recently ignored
these, ”so that went so-so, but still”.

The Role of the EU

What the EU mainly tries to do is stimulate the space market in the EU and make sure
that their flagship programs succeed by cooperating (Int. 2) Meanwhile, in the cyber
domain EU has executed its first cyber sanctions against different cyber attacks. (Int.
3) EU will start to regulate the cyber domain harder because large businesses have mis-
used their monopoly positions according to Int. 3. One measure in this direction is a
new and updated NIS directive called NIS-2. (Int. 3) Sanctions include that there are
some regulations regarding cyber security and the EU has some of those in place and
even some for cyber security in space. (Int. 8) But EU as well as Sweden, have been very
slow at acknowledging space infrastructure as part of the cyber security area. (Int. 8) Int.
10 pointed out that he believes the EU has to do more for security from a legal standpoint.

Int. 3 mentioned an effect that can erupt from EU regulations; the Brussels effect. He
stated that regulation from the EU can create an international norm without the need
for internationally signed agreements. This means that EU regulations can become an
international standard. An example Int. 3 mentioned was GDPR which has been adopted
outside of the EU for non-EU-based companies to cooperate with EU-based companies.
Int. 3 thinks this is the best way forward for international regulations today. Int. 6,
7 & 8, all believe that the only international regulation affecting Sweden and other EU
countries will come from the EU and Int. 7 added that ESA will have an important part
in this for the space domain.

Internationally, most regulations affecting Sweden emerge from the EU and the EU should
be autonomous and create important legal components if you ask Int. 6. However, he
thinks cyber security is also of national interest and Sweden will need national security
as well. Int. 7 emphasised the dependence that Sweden has on the EU because we are
such a small nation.

EU has issued the GDPR but still, countries have different implementations of it, making
it difficult for companies to implement similar solutions in different countries and this
becomes very expensive when trying to scale up one business. (Int. 2) EU is suprana-
tional and can make rules such as GDPR that apply to EU states, whereas ESA is an
intergovernmental organisation that does not issue laws. Instead, ESA researches and
have no mass-producing. (Int. 6) Sweden is still dependent on ESA and their Geo return
but Int. 2 said that this dependence is decreasing.

International Influence on Sweden

In smaller countries, space regulations are lacking because it has been seen as a civil and
scientific issue for a long time. (Int. 8) Another problem voiced by Int. 7, is that the
large Swedish space companies are sold to international owners. Since Sweden does not
know how other countries are doing in this area, it is pivotal that Sweden keeps up with
development within the field of cyber security. (Int. 12) Int. 4 believes a factor that may
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slow down the Swedish development is that we always try to be ”brother good” (Transl.
’bror-duktig’) in comparison to other countries.

The structure of the Swedish space industry is related to the global and European arena.
(Int. 2) An example of this is that states are held responsible for all launched projects
from within their borders, the state is held accountable if something goes wrong even
if it is a privately owned satellite. (Int. 9) According to Int. 9, this is a remain from
the Cold War when states became responsible for launches of ballistic robots which then
were linked to nuclear weapons. The fragile trust capital between states was thereby
maintained and it was ensured that no one made a move that could be misinterpreted.
(Int. 9)

International Information Exchange

According to Int. 1 ”The way we work in country A is not to be shared with country B”.
This standpoint is shared by several interviewees who claim that security is a national
issue. Int. 3 & 6 however, argue that information exchange already occurs with other
countries regarding security, mainly within the EU but that it is a very sensitive matter.
Int. 6 continued to say that international cooperation remains important but that they
are today limited to the EU because countries outside the EU (namely the USA) want a
lot of insight when cooperating with the EU which is seen as an obstacle.

5.4 A Swedish Future in Space

In this theme we will follow up on the mapping made in theme 1, answering research ques-
tion 2: ”Which aspects should be included in a cooperation between all relevant Swedish
stakeholders to improve cyber security in space?”. We will describe the possible conse-
quences if no changes are made to the space industry concerning cyber security. How
these looming threats should be avoided will then be further described. The analysis will
include aspects such as regulations, funding, distribution of expertise and how stakeholder
cooperation could take form.

5.4.1 Consequences

This category presents what can happen in the future if cyber security remains neglected.
Here it is discussed what societal functions there are in space and how they affect us, how
they can be attacked and how corrupted data can damage society.

Many societal functions are today based on space systems and all actors in space are
thereby operating side to side with societal systems in a sense. There is a debate about
which orbits are most important to secure and why and it is explained in what way these
systems can be attacked.

One danger that emerged during many interviews is corrupted data and its possible impli-
cations on society. It can be damaging to everything ranging from science to democracy
to personal integrity. One question that also arises is if the space industry itself will adapt
to face the threats it is experiencing or if it will need some help along the way.

Societal Functions

Int. 9, who works for the Swedish Armed Forces, described how societal functions are
moved up into space which creates an infrastructure where everything connects to every-
thing. By doing this, we have introduced all the cyber insecurities we have on earth to
the space sector. (Int. 9) According to Int. 2, it is up to the SAF to handle the most
threatening cyber threats to ensure Swedish societal functions.

Back in the day, the greater threats in space came from state actors but today also
smaller actors can be harmful. (Int. 8) There is also an increase in cybercriminals and
cyber warfare between nations according to Int. 7. Then a division of opinion was noticed
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in the interviews, how much damage can be done to societal functions by hacking a less
critical satellite? Int. 9 admitted that the SAF never saw smaller research and student
satellites as a threat, something that Int. 3 agrees with. Int. 6 added that in LEO-
and MEO orbit it is hard for a satellite to crash into one another because in LEO the
manoeuvring abilities are limited and in MEO the distances are too large. He also claimed
that the smaller actors from New Space are stationed in LEO because their technologies
are not viable up in MEO yet and that: ”the more critical the infrastructure becomes
to society, the more security is added”. Int. 8 gave another perspective where he too
acknowledges that most societal functions are indeed stationed in MEO and GEO but
that enough important infrastructure is located in LEO for it to be a sensitive area. A
small satellite does not have to actually crash into another satellite to cause harm, it only
has to be within a certain radius to force another satellite to make an averting manoeuvre.
Int. 8 argues that this may shorten satellites’ lifetimes and cause cascading effects in the
orbit. He, therefore, believes that even small-sats require having some cyber security.
Int. 10 also added that except for societal functions, there are not a lot of legal demands
controlling space. I.e. the small student and research satellites do not have the same
demands as other satellites with societal functions.

Types of Cyber Attacks

A constellation used by many of the interviewees to explain certain problems was the
Galileo constellation. Int. 6 explained that if the stations controlling Galileo were to be
attacked and an antagonist could send harmful signals to Galileo that destroy it, that
would ”really not be good”. Int. 1 said that Galileo has weak signals that therefore are
easy to jam and spoof. This jamming and spoofing seem to be the main type of attack that
is addressed by the interviewees as Int. 6 & 7 also mentioned these attacks. They both
discussed how today, jamming can be done by anyone with the help of some equipment
from the Internet and that spoofing is also getting easier to perform. Int. 1 & 10 also
recognised the long distances the signals must travel between earth and space and Int.
10 pointed out that in these communication links it is easy to intercept the information.
Int. 9 also described that a non-stationary satellite is also more perceptible to territorial
attacks since it moves over large areas of the earth. The discussion concerning what should
be protected with cyber security is brought up by Int. 6 who thinks that cyber security is
not always as important, depending on what could be jammed or spoofed. For example,
he mentions that those providing satellite images do not need the best protection. Int. 12
does however believe that no one should be able to listen in to any information regardless
of what it is.

Corrupted Data

Int. 1 said rather sarcastically that ”we believe we have an open and free flow of informa-
tion in the west”. He then continued and gave a good quote to illustrate the importance
of data not being corrupted:

”Data security is fundamental so that we all have the same information. We
shall make our decisions based on the same information. That is what it is all
about.” [Own translation, see Appendix D.1]

Int. 10 gave another striking quote for this:

”There are always actors who have interests that are different from your own,
almost per definition. But to give a sort of philosophical answer again: knowl-
edge is power. So if you have the information channel then you have an obli-
gation regarding information quality and information security actually. But
from a cyber security perspective, it is more like this: the information you pro-
vide should not be distorted in any manner on its way to the recipient without
you knowing.” [Own translation, see Appendix D.10]

Int. 1 used Copernicus (an earth observation program from ESA) to exemplify the se-
riousness of corrupted data. He explained that Copernicus provides us with data on
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urbanisation, water levels, forest lumbering etc. but he believes that ”no one thinks about
what happens if someone decides to spoof that information ”. Int. 2 said that the same
information that is needed for analysing climate change or some other good cause, can
create a lot of harm in the wrong hands. And he claimed: ”that is a problem that we to
a quite large extent have yet to solve”. Int. 13 said important decisions are based on the
data that comes from space and you have to be able to trust that you are protected from
different types of advocacy campaigns. He does not believe that this is a threat specific
to the space sector and that any communication link can be affected and have its data
corrupted. The big problem is that people trust satellites more than other devices and
believe that they are safer than they are. (Int. 13)

According to Int. 7 the threat of corrupted data increases the longer we transport the
bits and bytes and GDPR forces us to save sensitive data within our own country. He
sees an opportunity with Esrange and the fact that SSC has a wide network and thereby
owns a lot of the network for data collection and data supply.

Self-Regulatory Market

Self-regulation of cyber security in the space sector was something a few interviewees
touched on during our conversations. Int. 2 believed that self-regulation is a possibility
and if only companies had a dialogue with authorities and fulfilled the demands required,
then the market would self regulate and actors who did not meet the security demands
would disappear. An argument against this was made by Int. 3 who thinks that the space
industry in Sweden is too small to create the competition needed for a self-regulatory
market, and therefore more regulations are needed. Int. 5 described another possible way
forward and claimed that ”private companies like to more self organise within an industry
and use best practice from the industry and stuff like that”. He thinks we should let the
industry reach its agreements and find best practices instead of legislating everything.
Int. 9 believes that with time the actors of the industry will begin to understand ”the
rules of the game” and then arrange themselves accordingly.

5.4.2 Regulations

This category is filled with thoughts and opinions regarding future regulations both na-
tionally and internationally as well as their possible implications on society and industry.

The future regulatory landscape will have to find some sort of minimum standard and
those who do not want to put money into cyber security should not and probably will not
be part of the future space industry in Sweden. Similarly to the landscape today there
will be a need for more Swedish regulations that regard the international climate. The
international arena may offer advice for best practices and also some kind of harmonisa-
tion of laws so that different countries at least try to adhere to similar laws in space. A
few questions that arose were what should be regulated and if the most important part
for the future were more regulations or more consequences and who will actually regulate
cyber security in space?

Future Swedish Regulations

A lot of critiques were directed toward the current regulatory landscape and many of the
interviewees believe we need new laws to ensure cyber security in space. It is by imple-
menting hard laws that we can guarantee an acceptable minimum level. (Int. 8,10,12)
Both Int. 6 & 8 mentioned the increased need for regulations with Sweden becoming a
launching state when the new space law comes into effect. We need to have proactive dis-
cussions and regulations before they are needed, not after. (Int. 10) When asked whether
stricter laws would act as a motivation or a deterrent, Int. 8 answered:

”And I believe such demands would definitely increase the security. And in
some cases, perhaps it can be viewed as too complicated, too expensive etc. It
could discourage people. And I only see that as something positive because that
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is the path we need to follow. If someone does not want to work with security,
well then they should not be sending things up into space. ” [Own translation,
see Appendix D.8]

When it comes to formulating new laws, one question becomes whether you should focus
on Swedish or international regulations. Regarding this, Int. 6, 11 & 12 agreed that we
need to start with Sweden but still be aware of other countries. Concerning laws within
Sweden, there are split opinions on whether all cyber security should be regulated together
or separately for each sector. According to Int. 3, we need to keep regulations horizontal,
they should come from the top and trickle down and then industry organisations can
create the detailed regulations. Int. 11 & 5 agrees that a general cyber security law is the
way forward while Int. 8 believes space may need specific regulations since it implicates
too severe consequences if shut down. Int. 3 wants one law for all cyber security but he
also points out the difficulties with trying to make all industries fit under one regulation,
he even says different types of satellites can not be regulated in the same way.

When talking to Int. 10 & 12 it was clear they believed politicians must listen more to
the industry and take part in the expertise they possess. They need to communicate and
understand each other so that they can formulate a clear law, does not inhibit innovation
and can be easily updated. Both of them mentioned GDPR as a horror example because
it is too vague in its formulation, and the old ways of constructing laws are a bad fit for
the future of technology.

Yet another aspect for future regulations was also raised by Int. 10; perhaps we do not
need more regulations but instead more consequences after a law break. He did however
also say that there are not many space laws in effect today and his knowledge about IT
regulations was limited. But the scarcity of regulations should perhaps not be seen as
a weakness, Int. 4 thinks that instead of laws we should have morals and ethics as our
primary guide.

Harmonisation of Regulations

When discussing regulations and their future, Int. 2 repeatedly came back to the concept
of harmonisation. He believes it is important to coordinate on many different levels; both
in each value chain but also among EU members. If those that are active within the same
value chains and share interests would use similar regulations then he believes the security
would improve. By harmonising directives on an EU level it would make it cheaper for
companies to develop solutions and also increase the possibility for ”on the edge capacity”.
The positive aspects of international harmonisation is a concept that Int. 1 also agrees
with:

”If all national laws are fairly similar, then the competition becomes more of
an open business.” [Own translation, see Appendix D.1]

International Future

How the international landscape will develop for cyber security was also a discussed sub-
ject. Int. 1 believes that there will always be some parties putting in a veto against
proposals which will make international cooperation difficult. A global cyber security au-
thority is not to be expected either if you ask Int. 4, since there is no global predominant
in the area today and it would be hard to create one now. Some sort of international
minimum standard was brought up as a possible way forward by Int. 3 & 4. They said
that we will need national regulations for Swedish actors but that we should look to in-
ternational treaties to find ”best practices” (Int. 4).

A theme throughout the interviews has been that it is hard to regulate space and therefore
Int. 10 believes that instead of regulating space itself, countries will have to regulate its
interaction with the earth instead. And if every country will have its regulations ”it will
get messy”. Int. 13 believes that the interaction is already somewhat regulated and that
it functions rather well. What becomes problematic according to him, is when countries
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start having very diverse regulations. And he did admit that people cannot agree yet on
how to handle a situation where there are different regulations operational in different
countries.

Int. 3 believes that the EU will regulate space rather than Sweden because the Swedish
space industry is too small. In comparison to this, Int. 4 believes we need both types
of regulations, both national and international through the EU. Int. 7 wants to see ”an
international regulation that has an umbrella under which nations that buy into different
services may apply their waterproof shots”.

5.4.3 Market Prospects

In this category, the prospects for the market are presented. What demands need to be
made and how the priority of cyber security can be increased as well as the economic
perspective.

What became clear here was that the space sector and the cyber security sector need
to start exchanging information and reach out to each other to evolve cyber security in
space. There is a market where new businesses can emerge and find their niche within
this field.

Beyond this what is needed is money. The state needs to start demanding security but
also be prepared to pay for their demands and the same goes for other customers. The
cost of security needs to be taken and for that to happen people must understand its
value and be able to see the effects of their investments.

Market Priority

During the interviews, it became apparent that the participants had very different ideas
of what should be priorities in the future. Int. 4 believes that what is needed in order
make things happen on the security front, is money for innovation from the state. He said
that if you can attract good developers to work with security instead of app development,
a lot could happen. In his own words:

”We usually say within security that if we can get 1% of turnover for security
issues and security solutions then we are very happy. Can we then say that
1% of all innovation money goes to IT or cyber security then I think it would
help us a lot for our solutions.” [Own translation, see Appendix D.4]

When talking to Int. 7, who is a former employee of the SAF, he said that some of the
money that is flowing into the Swedish defence at the moment should be directed to space-
related missions and help Sweden to get a better space situational analysis. For Int. 13
the priority should be to make people stop talking about incidents and start talking about
countermeasures instead. According to Int. 6 (working at the SNSA), if the government
were to tell the SNSA that Sweden needs to participate in more security programs for
space, then they would put money into that. However, this may already be a demand
from the government in the SNSA’s regulation letter and has simply been missed by Int.
6.

Demands on the Market

Int. 9 thought that because the subject of cyber security has been neglected for some
time, it is now implied that there is ”free grazing” where actors can establish themselves.
Since both space systems and the threat landscape is complex, there are many ways for
new cyber startups to find a niche. This will entail that the space sector will have to turn
to the cyber sector for new contacts. (Int. 9)

The space industry needs resilient systems that are no longer vulnerable to cyber attacks,
in part because of the great expenses with satellite launches (Int. 6). Concerning this,
Int. 9 believes that the innovative nature of New Space will accelerate the technology
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development because the New Space industry can assimilate knowledge and technology
better than the old space industry. Int 7. put it like this:

”I believe that as the cyber threat increases, alternative means will emerge
because that is how innovative the human is.” [Own translation, see Appendix
D.7]

Another thing is that the demand from different customer target groups will differ de-
pending on their niche in the space industry and therefore the expectations of different
groups will also differ. (Int. 11) However, you have to be able to guarantee that you have
done everything you can to secure your systems, otherwise you will not get any customers
in the future. (Int. 11) Int. 3 & 5 have similar thoughts on how to handle cyber security
in the future, they claimed that actors will have to invest in cyber security to be part
of the game; ”it should pay of” (Int. 3) and ”customers must have the competence to
understand the need to pay for it” (Int. 5). A proposed solution for this is given by Int. 3
who thinks we should mimic what was done when promoting environmental friendliness.
Environmental products were made profitable and he wants the same for cyber-secure
products.

There will be an increased demand for actors in the space industry and it will come with
some challenges according to Int. 3. He expressed it as follows:

”It is hard to find people within the cyber security field and the interface to-
wards space will be even harder.” [Own translation, see Appendix D.3]

Int. 13 fears the same thing, that there is a lack of people who truly works with cyber
security. He thinks that competence decreases where it is needed because of, among
other things, differences in salaries. Int. 11 argued that the space industry needs to offer
something to attract the people educated in cyber security at this time when everyone
wants them. He thinks a solution can be to cooperate with actors who already have a
niche in cyber security, a thought similar to the one Int. 9 had.

Economics

A subject that was naturally brought up by interviewees was money. Int. 6 claims that
actors in the space industry must cooperate since every stakeholder needs governmental
funding because space research is expensive. For Int. 5 it is evident that the public sector
has to start demanding security in their role as customers of the space industry. He also
emphasised that they have to ”be prepared to pay for it”. According to him, this goes
for any future customer in the space industry. One addition to this was given by Int.
9 who said that a state will never put as much money into an industry as the industry
itself. Therefore, he thinks that the major stakeholders should be the ones conducting
continuous cyber security work.

Int. 11 thinks that financiers have to analyse what they are giving money for the cyber
security area to be prioritised. According to Int. 12, successful funding can accomplish
greatness:

”If you succeed with 1 out of 100 things and this radiates to society and ev-
eryone can make use of it, then I believe that it is still incredibly valuable. I
also think that a lot of projects or organisations that deal with these fun things
are missing the financial strength to set aside time to do it for real.” [Own
translation, see Appendix D.12]

Furthermore Int. 12 stated that the state and business management has to view security
as a cost with an important effect. Int. 13 was however more reluctant to say that
money is the solution to getting organisations and people to prioritise cyber security. He
claimed that there are many organisations out there that get plenty of money but without
producing any effect. The solution may not be throwing money at the problem, we should
be careful with taxpayers’ money and he ”just wants more effect”.
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5.4.4 Dissemination of Knowledge

There were a lot of interviewees that in some way brought up knowledge as an impor-
tant aspect of the future. These awareness-raising thoughts are presented in this category.

What seemed most pressing was getting people to understand that we need space and the
general awareness of cyber security must increase. Why it is needed, what it entails and
how each and everyone needs to think about their behaviour were discussed. An increase
in awareness and knowledge may be a way to attract funding to the area and get the ball
in motion.

A shift in thinking is also required regarding what has to be shared to increase awareness.
Intellectual property and trade secrets are not what is needed but rather the counter-
measures that are taken after a cyber attack. Security by design, AI and open source
are attractive topics for future innovation that can benefit the space industry. The pub-
lic sector can and maybe should start demanding more transparency so that companies
may learn from each other’s mistakes and efforts to promote communication between the
public and private sectors will be needed.

Increase in Awareness

What several interviewees agreed on is that we need to inform actors and that every actor
has to do what they can to increase awareness regarding cyber security in space. (Int.
6,8,11,12) Int. 10 pointed out that the goal of cyber security needs to be more clear. It is
believed by Int. 12 that one goal must be to get everyone to understand the importance
of cyber security and that it has to be ”a red thread through everything”. He claimed that
this could be achieved by increasing awareness. Then he continued to explain that the
people working with the technology have a higher awareness of cyber security than ”the
management” and that they all need to meet and understand each other to evolve.

The entire space industry needs to mature (Int. 5) and when awareness of the impor-
tance of space increases that will hopefully bring more funding from different sources, for
instance, defence departments and other areas (Int. 11). Int. 12 hopes we will reach
an awareness level where the public sector, private sector and individuals realise that
cyber security is a need and that this will bring more funding to that type of research.
Larger companies already have a need to consider cyber security and therefore have higher
awareness but they still need to constantly evolve because the cyber security landscape
is always changing. (Int. 11)

National Information Exchange

Something that over half of the interviewees agreed on when it came to information ex-
change was that solutions from companies can not be shared. (Int. 1,2,4,5,6,7,12). The
reasons for this were however diverse. Int. 1 believed that the fewer people who know
things, the better and Int. 2 believed that if you share a solution then it is no longer a
solution. The security consultant, Int. 4 worried about being disloyal to customers by
sharing solutions and Int. 5 simply stated that it would be hard to make companies com-
fortable about sharing their solutions. To this, Int. 7 added that private space companies
may have trouble surviving the industry as it is and that they therefore may be reluctant
to share the solutions they make their living on.

What information could or should be shared was also a well-discussed topic in the inter-
views. Int. 6 who represented the SNSA, told us that they as an authority are governed
by the principle of openness, i.e. you can ask for any information from the authority.
Then he continued:

”But we always make a confidentiality check before we hand out documents.
So you can always get a hold of documents but if the content is very secret
then most of the document will be crossed out and you will not be able to read
a thing.” [Own translation, see Appendix D.6]
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It was claimed by Int. 5 that the Internet is a human right in today’s society and there-
fore we need to share information regarding cyber attacks. He thinks that private actors’
preferences should not be a priority in that question. This does not mean he thinks that
details of companies should be shared, but rather those things that can lead to learning
and improvement. Int. 5 believes it should be a demand from public actors. This opinion
was shared by Int. 6 and he also added that details regarding implementations from com-
panies’ products are not relevant, but rather solutions to threats and attacks. Also Int.
8 believes that it is very relevant to learn from others’ mistakes but he thinks all kind of
information exchange is essentially good, even if it is sensitive information.

Cyber security can become much more effective with an increase in information exchange.
(Int. 2) Two of the interviewees (Int. 12 & 13) specified more on what exactly should be
shared. They do not say anything about sharing product solutions or trade secrets but
rather that countermeasures to cyber attacks should be shared. Int. 13, who works with
security, was especially firm in his belief that the attacks themselves are not relevant and
that it is the ”countermeasures to them” that needs to be shared. He stated:

”Like I said previously, you profit from sharing information because hopefully
others can then share information with you. Then we can implement some-
thing ourselves before we are exposed to it and then it is good that one party
distributes information to others. [...] That is the profit.” [Own translation,
see Appendix D.13]

This opinion was shared by Int. 12. He continued the line of thought by saying that most
companies do not share anything relevant because everything is media washed when their
exposure to an attack becomes public. It is however not important that everyone shares,
it may be enough if only some shares because in many cases, they use the same open-
source codes. Int. 12 thinks the use of open source also makes the private sector better at
sharing than the public sector. When talking to Int. 5 from ESA-BIC, he said that the
space sector should mimic the behaviour of the IT sector and use their best practices and
learning. Int. 10 also thinks it is pivotal that actors share how they have solved cyber
security problems to encourage others to do the same without forcing anyone’s hand, he
also believes one of the biggest challenges to solve is:

”A catch-22 situation. To give access to data to enable us to extract infor-
mation but to not give access to data in a way that is understandable to a
human.” [Own translation, see Appendix D.10]

What Int. 13 thinks is needed is some sort of Accident Investigation Board for IT in
Sweden that handles the issues of sharing good countermeasures. The ability of certain
authorities to share information with industries is limited and this is a major but also
complex problem. (Int. 3) As previously stated, the cyber security centre may help
the collaboration between authorities (Int. 3) but how it will help authorities to share
information to industries is barely discussed in the interviews. An interesting polarisation
that emerged was that Int. 3 & 4 were not agreeing on who is the weaker link for
information exchange. Int. 3 claimed that private sectors can not handle security rated
information whereas Int. 4 said that some private actors do not report their cyber breaches
to MSB (as they should according to law) because they do not trust that MSB can handle
security rated information.

Future Research and Development

What is the way forward for future technology development for cyber security in space?
Int. 9 can see change is on the way and he thinks that more cyber security innovation is
underway, not just for the space industry. According to Int. 1, there is no difference in
securing space systems to the ground system and therefore innovation in general cyber
security will benefit space as well. To promote such development Int. 9 thinks we should
let the entrepreneurial creativity flow in the research field which could benefit several
sectors, such as his own (the SAF).
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Another outlook for the future is to overlook the trade-off in security and money and
according to Int. 2, it can not be too expensive to secure systems. Int. 8 thought that
security by design will be cheaper than patching things at the end of product development.
That was a thought in line with what Int. 12 said:

”As I said, security is not a one-time effort where you once a year test your
environments. [...] In the planning phase it should be discussed, that our
developers should remember to program securely and they should challenge each
other and test their code to ensure it is securely written” [Own translation, see
Appendix D.12]

We can expect a change in the cyber security landscape when the number of space actors
increases. (Int. 10) In addition to this, Int. 10 mentions the added complexity that will
come with several actors sharing a satellite. Since each party will have third parties in-
volved, the cyber security criteria change too. (Int. 10) A technical solution he mentioned
was the enabling of AI in satellites which he is sure can be done. This would enable smaller
data packets to be sent to and from the earth and these smaller data packets would be
easier to encrypt and secure.

Int. 10 also described how a lot of knowledge can be retrieved from other industries and
then applied to the space industry. He did for example describe a likeness between cyber
security needed in automotive cars and the one needed in satellites. Something Int. 9 saw
as important was the use of open-source software since it enables a large user community
that can contribute with diverse solutions.

5.4.5 Possible Joint Initiatives

What can actors in space today agree on to do together? That is presented in this last
category. The division of responsibility for the future is debated and how cooperation
should and could look like in the future is presented.

What is clear is that the road ahead is anything but clear. There are differing opinions
on whether Sweden should have one authority for cyber security or if the structure today
will be sufficient. Actors need to start sharing information - but they need to share the
information that can bring the industry and cyber security forward.

SNSA will have a large responsibility in the future and also a renewed influence over the
space industry and may together with ESA be able to create change. The cyber security
centre will also play a vital part and should act to increase awareness of actors and help
the industry forward. What is most important is that everyone needs to start pulling in
the same direction and find a joint goal to work towards.

Division of Responsibilities

When mapping the current division of responsibility between private and state actors,
interviewees seemed to somewhat agree. However when discussing the way forward, sev-
eral different approaches were presented; the state should take responsibility, we need new
regulations, the SNSA has an important role and what should be up to the private actors?

Right now it is quite unclear who is responsible, and even if there are private actors in
space it should be in the state’s interest to ensure cyber security. (Int. 8) Space is a very
narrow sector and therefore Int. 9 thinks that the final responsibility should lie with the
state. According to Int. 7, there are no current authorities that could take on the whole
responsibility for cyber security and even though he is against adding yet another one, he
agrees with Int. 4 that there is a need for a new regulatory authority. However, one of
them believes we need a new authority for cyber (Int. 7, with a background in space) and
the other for space (Int. 4, with a background in cyber). When discussing the subject
with Int. 11, he made it clear that all agencies need to deal with cyber security, it can
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not be up to one single agency. Another aspect which speaks for the state taking more
responsibility is the fact that they often can afford the risk of not making a profit or loose
money. (Int. 10) If the state evolves their cyber security then they should share it with
everyone else to ”promote a higher purpose”. (Int. 10) But Int. 12 thinks it is up to both
legislators and the private sector to make an effort.

First of all, Int. 12 believes too much is left to the private user today. It should be difficult
for the average person to make mistakes that lead to devastating cyber breaches. (Int.
12) Int. 9 thinks it should be up to each actor to ensure security:

”It means that a part of the traditional state responsibility must also be shared
with the industry. But at the same time, in the same way, we need to make
security solutions available. That is, if one enables threats from all possible
actors, then the protection against the threats also needs to be available for all
actors. ” [Own translation, see Appendix D.9]

It was pointed out by Int. 10 that a relatively new problem the space industry is faced
with is the matter of sharing satellites. Nowadays several actors can share a satellite,
this means the division of responsibility becomes even more obscure and this must be
dealt with. He thinks that private actors can contribute to cyber security by sharing their
solutions. It should not be up to anyone to tell everyone how to secure their satellites,
but if you inform others how you solved the problem, they can take inspiration. And this
is something anyone could do but as was mentioned before, the state-owned actors may
have more financial leeway.

One authority that was regularly mentioned when discussing responsibility was the SNSA.
In the proposal for the new space law, it is suggested that the SNSA will be responsible
for permitting launches in Sweden and therefore be a licensing authority. (Int. 6) Int.
7 believes that the SNSA is the right authority for such a responsibility, as long as they
are provided with a proper resource reinforcement. When given this new role, Int. 9 is
convinced that strict and clear demands on cyber security for launch will be set by the
state together with the Swedish Military Intelligence and Security Service. According to
Int. 6, who works for the SNSA, there are currently no laws in effect that imply that the
SNSA should have security demands when giving support. They could encourage cyber
security but not set any demands for it based on today’s regulations. (Int. 6) Int. 8
believes that it would have a big and fast effect if the SNSA and ESA started to make
demands on cyber security in most, if not all, of their tenders. The SNSA employee Int. 6
agreed that ESA and the EU could create big change but had less confidence in the effects
of the influence of the SNSA. By having cyber security as a requirement for financing, he
thinks the ESA could influence the industry but according to him, the SNSA is too small.
(Int. 6) The SNSA is a small agency today and Int. 9 thinks their security knowledge
is limited. It is a very new position they will be in and he thinks they will need a lot of
work to fulfil the new needs. (Int. 9)

There was one final aspect brought up for future division of responsibility - regulations.
Several interviewees were sceptic about the addition of more regulations but at the end of
the day, they still believed it was needed to ensure security. (Int. 3,9,12) Int. 3 predicted
space will have a similar journey as 5G. First, the private actors were given free reins but
it was realised they did not care for security which made the security service step in and
take responsibility. The space actors have been given a lot of freedom but Int. 3 believes
authorities will soon have to take a bit more control. All security services are dependent
on regulations, not least concerning responsibilities because if that is unclear it can be as
dangerous as deficient technology. (Int. 9)

Holistic Defence

A term mostly mentioned by Int. 2 was holistic defence. He believes that everything
is connected in society, if the cyber domain is not properly secured it will affect other
industries and vice versa. Int. 8 concurred with the fact that all sectors need to be
secured together, and Int. 2 declared:
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”But this whole society needs to be balanced, there needs to be a holistic defence
capability based on resilient systems. ” [Own translation, see Appendix D.2]

It is believed by Int. 2 that space plays an important role in the holistic defence since
many societal functions are space dependent. Int. 1 agreed with this and he believes they
have been lagging in space. But while you need to include all different industries in the
holistic defence, Int. 10 also points to the need that we must include all different types
of security such as information security etc.

Cooperation

According to Int. 11 who works in the Ministry of Education and Research, Sweden is
very good at cooperation and he exemplifies this with the Cyber Security Centre that is
underway. This centre will include the Swedish Authorities the National Defence Radio
Establishment, Civil Contingency Authority, the Security Service and the Swedish Mili-
tary Intelligence and Security Service and will be directed toward cyber security and not
space specifically. (Int. 3) Int. 2 argued that this centre should take an advisory and
controlling role and review companies and organisations. This would not be done with
the intent of busting anyone but to increase knowledge toward the next step in cyber
security. (Int. 2) He also thinks the centre may be of help to the industry that delivers
solutions to important societal functions. When we asked Int. 9 whether actors from the
industry would play a part in this centre we got the reply ”no, no”. Instead, they will
benefit through dialogues and actions from the centre but they will not be on site. (Int.
9) Furthermore, Int. 9 envisioned that as the Swedish space industry grows, it will have
to break free from the public methods since they will eventually become inhibiting if they
can not keep up. As Int. 10 then added, it is difficult for the private sector to collaborate
with the public sector because the bureaucracy takes too much time.

A problem that Int. 12 raised is that legislators and industry ”talk different languages”
and that there is a need for them to understand each other, something that Int. 3 agrees
is lacking today. The communication and cooperation between authorities and industry
regarding incidents is also needed for legislative purposes where the industry should have
a role as an operative collaborator. (Int. 3) It may also be easier for those responsible
for societal functions to agree on cooperation but harder when actors compete with each
other. (Int. 2) Int. 3 further stated that ”we need to get a flow of communication to and
from the business community”. An elaborated of this was given by Int. 10 who explained
that all actors have different motivations regarding cyber security but that they share the
same goal and should therefore work together. Another phrase for sharing the same goal
that was used by both Int. 2 & 4 is the need for ”people to pull in the same direction” in
this field. Int. 9 thinks that it is important that people meet and exchange ideas because
cyber security issues are not solely one-sided issues anymore.

The thoughts on cooperation are overall optimistic during the interviews. However, we
received differing opinions on what effects it will have and how the cooperation should
work. Int. 7 proposed to coordinate actors’ interests in a state-funded network. This idea
was also proposed by Int. 12 who said that hive-mind knowledge is very important for
the future and that conferences and standardising forums will be vital. He did however
also issue a warning that forums between public and private actors may not always bring
the desired effects. Int. 5 thinks the ideal situation would be to let the tech-savvy people
create standards for the industry and Int. 9 also saw the need for standardising. If Int.
9 would decide then the cooperation would resolve in the public sector telling the private
sector what should be standardised and leaving the how to the industry itself. (To explain
standardising he exemplified the standard in the USB outlet)
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Our analysis brought up many aspects of the current and future cyber security landscape
in the Swedish space industry. We will now discuss the aspects that stood out to us in
relation to the previous works presented in Section 2.

The current regulatory landscape is insufficient and the interviewees believed more reg-
ulations are necessary. It became obvious that international regulations beyond the EU
are unreliable today and not something to count on for the near future. The international
climate is too polarised to accomplish anything meaningful and effective that could be
used today. When looking at the more narrow scope of Sweden, it also became apparent
that our borders create a problem. Any law made in Sweden can affect Swedish stake-
holders to a certain extent but their legal applicability remained somewhat unresolved
for space activities. We have borders down on earth but not in space, and additionally,
many companies are multi-state owned. On top of this, because of the fragmentation of
authorities for cyber security within Sweden, we do not see further national regulation
as a prime solution. This leaves us with the possibility of EU regulations and according
to us, this option is the only viable one for the implementation of further regulations.
Perhaps the processes are a little slower than national regulation but the EU laws have
the power to make several national space industries work with the same or at least similar
regulations. We did however receive some criticism of the EU regulations that are already
in effect today and GDPR was often used as an example to illustrate this. According to
interviewees, it is a law with good intentions but whose variant implementations amongst
EU countries have caused more confusion than anything else. GDPR shows how badly
the legislative parties and the industrial parties understand each other and we do not
want this to happen again. Therefore we propose that for the regulatory part, Sweden
should follow the EU and give them time to develop regulations for cyber security in
space. Nationally the space industry should engage in more dynamic cooperation that
could act in a more agile and understanding manner. In summary, we too cling to the
dream of international cooperation that Simon (2021) has but we realise that this is not
yet possible beyond the borders of the EU. Nationally the way forward is more agile gov-
ernance, a finding in line with what Migaud et al. (2021) has previously proposed.

From our analysis it became evident that international cooperation is hard to create for
cyber security. In line with our literature, not much could be said about how such co-
operation should unfold. Our interviewees dream of international cooperation but could
not give any concrete measures to make it happen. This makes it a bit harder to draw
clear conclusions about how the international actors should cooperate. As stated above we
should at least look to the EU which is the least polarised internationally. In our analysis,
we noticed that on an EU level some sanctions have been made for cyber attacks, and
both norms and regulations are emerging. The field of cyber security is being dealt with
- on earth. However, in space, it is still a neglected field and we believe that it correlates
to how the EU is still treating space as a civil arena. The ESA mainly deals with research
and development and works to promote space activities in the EU, similar to how the
SNSA operate in Sweden. Internationally, the space sector needs an authority that has
the power to regulate cyber security but currently the existing authorities for this are not
moving forward at a pace that matches the technological development. In the literature
review, we found international cyber security initiatives that became operational in 2015
(Ciglic et al. 2021), 2016 (NIS 2016) but for space regulations, we are still stuck with
the Outer Space Treaty from 1967. Internationally the cyber initiatives and regulations
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are ahead and the space authorities should look to them, become more intertwined and
use their more recent initiatives as a guideline for developments in space. We do not see
that the EU should have as close cooperation as we advocate for nationally. Instead, they
should take the more regulating role and create a minimum standard for cyber security
in space that each state then has to live up to. The EU should thereby promote national
cooperation and put down demands on how states should act and the ESA should work
with countries to develop cyber-secure technologies for space.

We found it difficult to admit that new regulations could arrive in time nationally since
the Swedish public sector is very fragmented when it comes to cyber security. Our analysis
showed that the communication between ministries and corresponding authorities is lack-
ing and that the SNSA is currently being given a lot of responsibility they are not ready
to take on yet. It was mentioned that the visions for Esrange and the new Swedish space
law that is underway both act as proof that the state acknowledges space as an important
area. We, on the other hand, think this is a peculiar way of showing the significance of
space. The state is piling responsibility for space on a small authority that is today barely
equipped to handle its current responsibilities. We do think that the SNSA can evolve
and grow into its new responsibilities with the right support, resources and time, whether
they will have either is unclear. Moreover, the fragmentation and poor communication
within the public sector is an alarming obstacle we need to overcome before we can achieve
good and functioning cooperation together with the industry to promote cyber security.

The state does already have a relationship with the space industry both as a customer,
financier and regulator. They have some type of influence over the private sector and this
should give them a lot of incentive to ensure the solutions they buy are resilient to cyber
attacks. Therefore the communication and cooperation between the public and private
sectors are vital but the fragmentation within the public sector makes this rather difficult.
Efforts are made to create a cyber security centre where authorities can cooperate without
one of them having more power than the other. It is a way to get around the sensitivity
of self-governed authorities and make their work easier. We see this establishment as an
optimistic step toward a kind of multistakeholderism within the state that could transpire
in several industries. Since the centre would consider cyber security it is unclear what
role space would play if any. There are so many industries that are dependent on cyber
security and therefore it would be vital to establish how further cooperation will function.
As previously mentioned we do not envision that a new regulation from the state on cyber
security will influence the space industry to change in the same way as the paper industry
did in the late 1900s’ (Bergquist et al. 2011). Nevertheless, we see the cyber security
centre as a possible future example of state influence in Sweden and that maybe they will
be the ones to set an example that the space industry can follow. If the public sector
shows that cooperation within cyber security is possible, then hopefully the space sector
will also realise this and follow in their steps.

While the space industry in Sweden is growing and companies of all sizes are active on
the market, they are all still reliant on one collective pillar - public funding. Following
the report from OECD (2019), the Swedish space industry is not yet self-supporting and
most funding comes from the state, which thereby has an extra influence over the pri-
vate stakeholders. Carr (2016) discussed the non-existent division of responsibility for
cyber security in space. The analysis made it clear that nationally the responsibility was
distributed to each stakeholder. Every company or organisation active in space has its
responsibility to ensure its products or services are resilient against cyber attacks. This
separate and egoistic division of responsibilities is something Livingstone et al. (2016)
warned would be a consequence of poor cooperation. We got three main excuses for why
the issue has not yet been handled; lack of competence, money and priority. This has put
the space industry in a technical debt that has to be paid. However, we found little to
no drive to resolve these issues individually, which is why we think it is naive to expect
self-regulation as a solution. Cooperation is needed and for that to happen someone needs
to extend a hand. For cooperation to then be effective a shared vision and goal are vital.
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Especially the lack of money was often used as an excuse by stakeholders from the pri-
vate sector for not implementing cyber security and thus they also saw more money as a
solution to many of their problems. Of course, resources are of great importance when
trying to create something new, but it also becomes important to use the available re-
sources wisely. After a closer look at the public sector, we got another perspective on the
current situation. The SNSA is the main public actor in the funding of the space industry
but as of today, they have no explicit demand on cyber security when funding research.
Therefore there exist little incentive for implementing security within the private sector
beyond the self-benefiting need to secure their assets. There is also limited demand for
cyber security on the market, which may correlate to the limited amount of funding since
most customers are publicly owned. Why would private businesses put money into de-
veloping something no one is prepared to pay for? Even if the SNSA is being handed
a lot of new responsibilities for space, we think they should not lose focus of their tra-
ditional assignments. They are the ones distributing the state funding to space projects
and should have cyber security as a demand. We believe this would create demand and
therefore give the private sector an incentive to prioritise it. Development has to come
from both sides in this case. Livingstone et al. (ibid.) warned that technical efforts can
not be the basis for policymaking, we agree and instead argue that an immaterial effort
could be. We propose that the public sector should not just enable the private sector’s
work as Carr (2016) suggests, but also create a demand for them to do so. The private
sector should in turn respond to this new demand by increasing its awareness and efforts.
Security as an afterthought will not make the cut and security by design is, therefore, the
answer. It will require a change in perspective and understanding so that business strate-
gies can improve, just as it did with the Swedish Vision Zero implementation (Belin 2021).

We realised during the analysis that the understanding between stakeholders is low. It
was also noticed that the people with the more technical backgrounds are those who
truly could explain how to solve the problems facing us. They also stood out with their
optimism when it came to sharing information. There was no talk about sharing trade
secrets or specific products, but rather sharing information on how they counteracted
cyber attacks. It is about asking the correct questions: how could it happen, how did
you fix it and how can others prevent this from happening again? And stop asking: what
happened? The tech experts valued the few that already ask the right questions and share
the right content. It became of extra importance when the hacked assets used open-source
software since many stakeholders could benefit from similar solutions to a problem. In-
formation exchange between stakeholders has also been mainly reactive. The community
of Kalix was hacked and then they turned to the private sector for help, nothing was
done before the attack to ensure they had resilient systems. Cooperation has to start
earlier and demands must be made on systems so they can be protected. We believe it
is very important that these people with a technical background are heard when making
such demands and that they begin to be seen as important stakeholders to improve cyber
security in space nationally.

Throughout this study, the raised opinions have differed a lot. Something everyone did
agree on, however, is that the cyber threat is enormous and our society has become heavily
dependent on the applications provided by space assets. Outer space has never been this
available or vulnerable and activities on earth are becoming more and more intertwined
with space. During our analysis, we identified a split in opinions of great importance
about what assets in space should be secured. What assets do not need the same atten-
tion and where are each of these assets located? Most societal functions are stationed in
MEO or GEO and for these orbits, it was obvious in many interviews that cyber security
had an important role which should be highly prioritised. LEO however, is the most
crowded orbit where the diversity of stakeholders is the greatest. Here research satellites
coexist with commercial satellites and also some satellites critical for societal functions.
This orbit was by some interviewees not seen as equally important to secure and it was
often argued that research satellites and commercial satellites were not in the same need
of cyber security as the ones carrying societal functions. This shows the segregation of
opinions between stakeholders as (Livingstone et al. 2016) warned would be another con-
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sequence of poor cooperation. Based on our analysis we deem this claim that LEO is
in less need of cyber security as naive for two reasons. Firstly, there is a risk in LEO
that any satellite with propulsion can be hacked and then steered into other satellites.
Either if the hacked satellite actually crashes into another one, or just enters the risk zone
for collision, there will be consequences. This means even the ”less” important satellites
can cause physical damage or affect the lifetime of the ”important” ones. Secondly, the
effects of corrupted data are critical regardless of who is using it and where it emerges
from, especially since we live in a world where fake news has become a growing problem.
It may not cause two cars who lost their navigation to crash into each other but it can
result in science-based space imaging being questioned because it can not be ensured that
the data used is not spoofed. We believe that even LEO requires much increased cyber
security to create the holistic defence needed in space and cyberspace. We also think that
stakeholders need to understand what vulnerabilities they expose to each other too.

Even if things are starting to happen and public cooperation can be glimpsed at the
horizon, the entire system is moving slow. There are long waiting times for launches,
regulations arrive too late, understanding between stakeholders remains low and the only
thing moving fast is the change in cyber threats and the technical innovation in space.
Functioning cooperation between the public and private sectors will take time and require
a joint effort to be established. This does not mean that the efforts to implement cyber
security should solely rely on this cooperation. Some measures can be taken by organisa-
tions individually too and they could even be important measures to take to enable such
cooperation. One of these measures is to use security by design both in mindset and in
work processes. Cyber security should not be a shield that protects a product or service,
but instead, be part of the core and that is the needed change in mindset. Cyber security
should also be present in each step of the work process; brainstorming, planning, testing,
evaluation and all the steps in between those. Security by design can make it more likely
for compromised hardware to be found earlier in development, an issue that Sthapit et al.
(2021) see as a possible risk. It can also be a cheaper way to implement security, which
is important to give an incentive to invest in cyber security (Livingstone et al. 2016) for
small- and middle-sized companies. Lastly, it may align the mindset of how stakeholders
view cyber security and hopefully make them understand each other better.

The view of space as a scientific and civil area is, unfortunately, one reason why cyber
security in space has been neglected, but this view is now obsolete. Space is quickly be-
coming a sensitive area where cyber security should be a central part. The stakeholders
we have talked to have seemed to consider themselves to be very aware of this problem.
We did however notice that they often correlated their awareness to historical incidents
as a way of emphasising the actual importance of cyber security. These incidents have
made them more aware of the problem and its threats but it does not seem to help them
understand how to solve the problem to the same extent. Many examples were given dur-
ing interviews, but still, some sensitive access points to space assets were not discussed
at all. For example, the usage of COTS was only seen as a threat when used as a tool
for antagonists to jam or spoof signals. As mentioned, however, (Sthapit et al. 2021) see
another risk where COTS components can be compromised earlier in the supply chain,
before instalment in a satellite. We have not read any reports where incidents actually
have been caused by a malicious COTS component in a satellite and perhaps this is why
the interviewees are not yet aware of this possible threat. This will be a prediction, but
since the waiting times for launches are long, the instalment of a compromised compo-
nent today can cause damage first in a few years. It would for this reason be foolish of
the stakeholders in space to remain reactive. Instead, we think all stakeholders need to
become the opposite; proactive. This is one of the main goals we consider necessary for
future cooperation within cyber security in space.
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6.1 Goals for Cooperation

From this extensive analysis and discussion of previous research and interviews with the
stakeholders, we have found one reoccurring theme - cooperation. Cooperation can take
many shapes but there is always one common core composed of joint goals. During our
analysis, we have detected seven main goals that stakeholders within the Swedish space
industry should agree on.

1. They need to agree on a common definition of cyber security. It became evident
in the interviews that people have different perceptions of what cyber security is
and should be. To cooperate in an effective matter, they must all know they are
cooperating within. Today it is already difficult for different sectors to understand
each other and we believe a common definition is an important first step to improving
a mutual understanding.

2. Furthermore we believe communication should be used to a greater extent to broaden
the understanding. Today there already exists a lot of expertise for how to coun-
teract cyber insecurities but this expertise is often limited to people working hands-
on with the technology. It needs to be a common endeavour for all stakeholders to
understand each other so that we can make the most of each step forward.

3. The space and cyber security sector must both make efforts to approach each
other. Since the task in question demands expertise from both areas, they must
become more intertwined. There are cyber security solutions out there but they
need to be implemented in the space assets which have certain specific demands.
This means we need both sectors to make a collaborative effort.

4. Our first three goals all focus on an increase in understanding and knowledge ex-
change. For security cooperation to take place, there must exist a secure infor-
mation exchange method for all actors. There will always be a fear of sharing
sensitive information and therefore we need an established and secure method to
reassure participants in the cooperation.

5. Another main issue is the need to become more proactive when dealing with cyber
security in space. Awareness can not continue to be as incident-dependent as it is
today since it is both dangerous and expensive. Each actor must be more proactive
in their work and not wait for the next disaster before making changes.

6. The sixth goal is for all actors to implement security by design, improving the
holistic defence. All actors in space are already codependent and we know that
one weak link in the chain can break the whole system. This is why security must be
taken into account in each step and each project when planning to send something
up to space. Cyber security should not be up to each stakeholder, it needs to be a
joint effort where everyone does their part.

7. Lastly we believe a goal within Sweden should be to constitute a united front
towards the EU. If Sweden leads the way by including all stakeholders in our
international positions, we hope it can create bigger and better changes fast which
is exactly what is needed.

6.2 Applying the Multistakeholder Model

We have now presented our thoughts about what aspects are important for space stake-
holders to take into account when collectively moving forward to a more cyber secure
future. To follow up on our theory we will compare it to the more structured multi-
stakeholder model which includes several segments in need of discussion. This will be our
contribution to answering research question 3.

Goals First, the MSM also starts with establishing a set of common goals. We have just
presented those we believe would be relevant in stakeholder cooperation and think
they fit well in MSM too.
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Participants There is already a suggested cyber security centre for public stakeholders
but we believe we need to look beyond this group. Since there is so much expertise
to utilise from researchers, those developing technology, and private actors within
both space and cyber security the MSM needs to include all. We believe all who
want and can contribute to such cooperation should be welcome.

Scope When it comes to the scope we believe a national level would be best. To make the
cooperation more effective and manageable, it can not include too many stakehold-
ers. Within Sweden, we have noticed that opinions and perceptions already vary
quite a lot, which will probably lead to some bumps along the way of cooperation. If
we were then to include actors from other countries we believe the obstacles would
grow far too big to overcome in a foreseeable future.

Timeline Cyber security can not be dealt with as a one-time effort and therefore we
believe continued work is needed. Regulations being so stiff and slow in evolution is
one of the problems we want to prevent with this cooperation. We believe the needed
agility could only be achieved with continuous contact, making the communication
more effective and valuable.

Connection to decision makers For cyber security an important part is how to create
more secure ways to operate. This includes all aspects from technological solutions
to new guidelines, but either way, we believe the most effective improvements are
found in best practice.

Inclusiveness There have been several attempts to create more narrow collaborations
specific for private stakeholders or state authorities. We believe it is pivotal that
these groups meet and create a forum where all are heard. They all have their
respective expertise which needs to be taken into consideration and therefore we
want an implementation which leans toward more broad inclusiveness.

Authority When it comes to defining the hierarchy within the cooperation we are sure
some sort of polyarchy is needed. Since there is no evident choice of one leader that
should have more influence in this fragmented industry we see it as the only viable
option. It is also the whole purpose of cooperation, to let everyone put forward
their opinions. However, we do not feel equipped to evaluate whether it should be
a heterogeneous or homogeneous polyarchy. In general, we think that those with
technical expertise need to be more included in decision making and discussions
than they are today. But exactly how the internal dynamic should be designed
demands further research.

Our Addition - Membership Requirements There is one final addition we wish to
make to this list of segments. Since it is cooperation concerning very sensitive
matters there should be certain demands for being included. Perhaps you should be
expected to share certain information and this may entail a need to include some
sort of NDA. If everyone agrees on being open concerning central aspects in a secure
way, we believe the cooperation could be made more effective. Also, this entails that
measures can be taken if demands are not met.

By trying to fill in all the segments included in the MSM it became apparent that this
thesis has mainly focused on the goals. We believe it is important to find a common
ground composing the foundation for cooperation between all stakeholders. The goals
may have been our primary focus but the thesis also resulted in a general understanding,
making it reasonable to make a statement about each segment. For example, we have
gotten a clear picture of which stakeholders would be possible to include cooperation but
we would need a more solid investigation to locate them all. In total, we believe our
results align well with the multistakeholder model but there needs to be more research
executed before establishing cooperation based on it.

Particularly when looking at the participants we believe are important it becomes im-
portant to emphasise that more research is needed before the suggested stakeholders can
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be considered the correct ones. These should be seen as a suggestion based on the lit-
erature and our empirical findings. Whether they are the true stakeholders needed for
this cooperation remains unanswered in this thesis. What can be said is however that
the inclusiveness should be broad when it comes to both membership, governance and
implementation. Our empirical findings showed that a holistic approach was needed and
that a joint effort was needed from several directions. We, therefore, argue that any
multistakeholder model implementation for cyber security requires broad inclusiveness.
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This section will summarise the findings of this case study by answering research questions
1-3.

How do Swedish stakeholders view the state of cyber security in space?

In short the Swedish stakeholders view cyber security variously. The is little consensus
regarding the definition of what cyber security is and the understanding and communica-
tion within this area are lacking. The views on how important cyber security is and how
prioritised the issue should be is also various. Therefore there is little effort being made
to approach each other cooperatively to solve this issue. Another striking characteristic
explaining how the Swedish stakeholders view cyber security today is reactive. It is mainly
when attacks occur och scandals arise that measures to promote cyber security is taken
causing it to always be an after construction, a patch or an add-on.

Which aspects should be included in cooperation between all relevant Swedish
stakeholders to improve cyber security in space?

In a cooperation between the Swedish stakeholders we have concluded that it is very
important for them to agree on a definition of what cyber security entails to promote it
through a joint effort. Furthermore, we believe that the understanding of how to solve
cyber security issues has to be developed. There has to be less focus on what happened
and more focus on what can be done to prevent it from happening again. Therefore it is
also important that a secure way of communicating such matters is established especially
for the communication bridge between public and private stakeholders. Lastly, a shift in
mindset from reactive to proactive is needed and a measure that can be taken to promote
this is to implement security by design. That could make cyber security become a contin-
uous component in stakeholders’ work processes and hopefully help cyber security catch
up with the development of the industry.

How could a multistakeholder model be applied in Sweden to ensure the as-
pects from research question 2 are fulfilled?

By using the entire analysis of data the multistakeholder model could be applied. We
mainly contributed to the element Goals in this thesis by answering research question 2
but by holistically viewing the analysis some things could be said about the other elements
in the model as well. We also made an addition to the model which we named Membership
Requirements. This element was added because we thought the model did not cover a
way to ensure that poor involvement in the cooperation could have consequences.
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A Technological Contribution
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Background

There needs to be more established cooperation between public and private sectors to
promote technologies for cyber security and ensure responsibility. One possible technol-
ogy that is argued to improve cyber security will be researched in this thesis. We will
explore the concept of blockchains when applied to the space segment, more specifically
to the inter-satellite links (ISL) systems in space.

ISL refers to one of the new trends emerging with the New Space era. The old concept
was satellites always communicating with the earth segment but now satellites can create
networks up in space communicating directly with each other. This enables onboard pro-
cessing and space-based data collection but also requires new and advanced technology in
satellite communication systems. (Kodheli et al. 2020) Several big space companies are
already planning for huge low earth orbit (LEO) constellations of satellites which will re-
quire investments in cyber security due to the increased risk of being hacked through ISL
(Sthapit et al. 2021). The reason for wanting ISL communication despite the increased
risks of cyber attacks is the money-saving and latency aspects. It is very expensive to
send data to and from space and it also takes time to download and upload data. ISL
will minimise the need for ground to space communication, save companies money and
speed up processes in space (Bruhn 2022).

Satellites can be divided into two types: orbital and geostationary. The orbital satellites
are kept in the low earth orbit (LEO) within 2000 km of the earth’s surface or in middle
earth orbit (MEO) over 10 000 km but less than 36 000 km above the earth. (Das 2014)
LEO satellites may have an inclination in their plane relative to the equator which opens
up several paths around the earth. It takes a LEO satellite around 90 minutes to orbit
the earth and it travels at a speed of around 7.8 km/s. The orbit is often used for high-
resolution imaging due to its proximity to the earth. MEO satellites are more often used
for navigational purposes. A geostationary orbit (GEO) satellite is placed at 36 000 km
above the earth with an inclination of 0° from the equator and travelling at a speed of
around 3 km/s (European Space Agency 2020). A GEO satellite hence moves with the
rotation of the earth and appears stationary when observed from the ground segment. A
geostationary satellite has constant communication with the ground segment but can only
cover a certain area of earth (Das 2014), these are often used for telecommunication or
weather monitoring (European Space Agency 2020). With the use of only three equally
spaced GEO satellites global coverage can be achieved because their altitude allows them
to cover large areas (Das 2014).

The following Section 9 will present the difficulties that come with ISL and how these
problems have been solved in similar industries. However, these solutions bring their
problems when applied to the space segment and this is the main issue in focus for the
technological part of this work. In Section 11 we will then present a proposed architecture
to answer the fourth research question.
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9.1 Problems with ISL

Even if ISL technology may bring opportunities it also comes with new problems. As
mentioned in Section 2.1.4 the new use of ISL and increased amount of satellites opens
up several new access points where malicious actors can compromise space resources by
jamming, spoofing or ransomware attacks. Imagine if a node is attacked and then
controlled by a malicious user, this will threaten the whole satellite network. The now
malicious node may attack other nodes by sending malicious requests and hence disrupt
the functionality of the entire network. This means that as the number of satellites de-
pendent on each other increases so do the possible places for attacks to occur increase.
In addition to this the usage of COTS as also discussed in Section 2.1.4 opens up even
more access points for malicious users.

Another problem is that satellites today are not as big as they used to be (for economical
reasons) which limits the amount of computational power and storage available in each
satellite. This makes it hard to implement complex security measures that may be used
on ground-based systems since they usually need a lot of computational power.

9.2 Possible Solutions

There are limitations with satellites in space and as mentioned it brings both new possi-
bilities and dangers when they communicate directly without ground interference. New
solutions for these problems are constantly being developed and already there are several
proposed methods. We will present some of these tools and compare the space industry
with the Internet of Things (IoT) industry to understand what could be a possible solu-
tion to our problems.

There are several options available to research further for securing satellite-to-satellite
communication and even securing satellite cluster communication. Both quantum tech-
nology (Yin et al. 2017), artificial intelligence (Fourati et al. 2021) and space-based
blockchains (Han et al. 2019) are presented as good options. Furthermore, Ibrahim et
al. (2021) presents several research papers that investigate how blockchains specifically
can solve many of the problems that the space industry is experiencing. For example,
blockchain has been proposed to enable the tracking of space debris, solve the cyber
security issue for network nodes in space and reduce latency in space communication.
This leads us to believe that the space industry has something to gain from investigating
blockchains further (both in a cyber security aspect but also for many other purposes)
and hence we will continue the exploration of space-based blockchains and try to solve one
of the issues that Ibrahim et al. (ibid.) mention in their article. The issue is that storage
and computational power in space resources are too limited for a blockchain solution to
be viable. These problems are very similar to obstacles the IoT industry has been faced
with, making it a possible field of research to gain inspiration from.

An emerging area of technology is the Internet of Things which is defined as ”the net-
worked interconnection of everyday objects” (Santoso et al. 2015, p. 1) and is often seen
in smart homes for automation. IoT consists of sensors and processors that are connected
to networks directly. (ibid.) This technology shares several characteristics with satellites
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and therefore also many of the obstacles these attributes induce. Kshetri (2017) presents
four main problems with IoT that can be solved by blockchain and the first one is the cost
and capacity constraint. The number of IoT devices connected to each other increases
exponentially just like the number of satellites. By the year 2020, the space company
SpaceX had the goal of launching 12000 satellites (Kodheli et al. 2020). Secondly, the
deficiency of the architecture is raised - every device is an access point for a malicious
actor. It is the same for satellites which makes the systems vulnerable to several differ-
ent cyber attacks for instance distributed denial of service attacks, hijacking and hacking.
The last two problems are caused by the information being centralised, for IoT devices, all
transactions go through ”the cloud” and similarly, satellites often use the ground segment
as an intermediator. This makes the information easy to manipulate and if the middle-
man (ground segment or the cloud) is down the whole system gets paralysed. (Kshetri
2017) There is also a lot of research on how to create an IoT network (Salimitari et al.
2020) which means the devices are connected directly to each other just like ISL networks.

We believe blockchain may be a possible solution for the problems satellites are faced
with even though this brings its problems. We will use the research within the field of
IoT to bring inspiration to solve these problems for satellites and space-based blockchains
because of their discussed similarities. However, before we focus on these new problems
and their solutions we need to understand the concept of blockchains.

72



Preliminaries

10.1 Blockchain

A digital distributed ledger (DL) is a ledger that is shared between all of its users. The
entire ledger is replicated at several network nodes which implies that each network user
holds its copy of the ledger instead of it being stored in one central server. This decen-
tralises data and authority which creates a transparent record of transactions with corre-
sponding time stamps. The DL can then be viewed by the entire network. A blockchain
is a type of DL in which each transaction made by a member of the network has to be
verified by the rest of the network and once appended the transaction cannot be altered
because of the blockchain architecture. (Axon et al. 2018)

A blockchain consists of blocks which are connected by chains - hence the name. One
block is created when a network member makes a transaction request but is appended
first after the whole network verifies the transaction via a consensus method, see Figure
10.1. The block bi−1 that the newly appended block bi connects to is called its Parent
or Predecessor. The first block in a blockchain is called a Genesis Block and is the only
block without a parent or predecessor.

Figure 10.1: An overview of how a blockchain works. First, there is a transaction request
creating a block. The request is verified by the network and then the block gets appended
to the blockchain, thus completing the transaction.

Each block contains: its data, a timestamp, a hash from the previous block and its new
hash based on its data, see Figure 10.2. A hash is a string of characters created when
data is fed through a hash function. The output is the hash that is always the same
length regardless of the input to the function. A hash cannot be reversed into its original
data again. These hashes create a seal preventing old blocks in the blockchain from being
corrupted because every block knows the former block’s hash. A new block creates its
hash based on the previous block’s hash, data and timestamp. When there is a change in
a block’s data the corresponding hash will be recalculated and that affects the next hash,
which affects the next hash etc. This chain reaction makes it impossible for corruption
to go unnoticed and one can always find its origin. The ledger consisting of all blocks is
updated in all nodes whenever a new block is appended. (Axon et al. 2018)
Even in its most simple form (as explained above) a blockchain network can offer some
cyber security measures. The decentralisation of data removes the problem with single
points of failure and prevents censorship because a copy of the blockchain is held at each
network node (availability & integrity, see Section 2.1.3). This can prevent encryption by
ransomware since a hacker would need to encrypt every node in the network for the data
to be locked from the authorised users. The decentralisation of authority also prevents
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Figure 10.2: An overview of a blockchain structure

single points of failure of control systems if they were to be held by a malicious entity. One
entity alone cannot do something to the blockchain because it needs the verification from
the rest of the network nodes to execute a transaction (integrity, see Section 2.1.3). (Axon
et al. 2018) Although for this to be of use for businesses there is a need to solve some
privacy issues regarding the blockchain architecture (confidentiality, see Section 2.1.3).
Since data on a blockchain is public malicious users can walk right into the blockchain
and view all the data in the network. Even if they cannot alter the data they can still
view it, breaking the confidentiality - a solution to this is discussed further in Section
10.1.1.

10.1.1 Privacy in a Blockchain

The transparency of a blockchain can cause issues regarding data privacy. Since data
is stored over several nodes it makes it possible to unintentionally or intentionally share
data with unintended entities. For blockchain technology to be more versatile and usable,
privacy-enabling techniques have been introduced. These techniques ensure privacy of
information (see Figure 10.3), privacy of party and permissioned blockchains (see Figure
10.4). The first entails the ability to hide data content from network users, the second
the ability to hide the identity of a network user and the last the ability to regulate which
nodes are allowed into the network (ibid.). These techniques enable blockchains to be
privatised so they are only available for a specific entity i.e. an organisation of some sort
and allow for different levels of privacy within an organisation and the exchange with
third parties.

A blockchain has a high level of security in its foundation and by adding privacy into the
blockchain it loses parts of its security advantages. There are benefits to both open and
closed blockchains and therefore it is important to balance the two to gain a decent level
of privacy while still ensuring the decentralisation of authority and data (ibid.).
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Figure 10.3: Privacy of information types. Entity E1 adds a transaction A to the
blockchain and in the figure to the right every entity E2-E8 can view the transaction.
In the figure to the left only entities E4 and E6-E7 can view the transaction given some
conditions are met. Inspiration for this figure taken from Axon et al. (2018, p. 247).

Figure 10.4: Permissioned/permissionless blockchains. To the left is a permissionless
network where every node can access the entire network. To the right each entity requires
a permission P to access the network. Inspiration for this figure taken from Axon et al.
(2018, p. 263).

10.1.2 Consensus Methods in Blockchain

The backbone of a blockchain is its consensus method which is the mechanism a network
agrees on for validation of data. By having such a method a new validator within the
network can be chosen every time and there is no need for a static third party to authorise
the transaction. Therefore every time someone wants to make a transaction and thereby
create a new block the blockchain needs to allow it. One of the most commonly used
consensus methods for blockchains is called Proof of Work (PoW). With this method,
nodes try to solve a cryptographic hash function called SHA-256 to find a 256-bit hash
that is used to create the next block in the chain. This process is referred to as ”mining”
and requires great amounts of computational power. (Salimitari et al. 2020)

To reduce the computational power needed in PoW another consensus method was devel-
oped by King et al. (2012) called proof of stake (PoS) where no hash puzzles need to be
solved. In PoS nodes that may validate and add blocks are instead chosen randomly. A
node’s chance to be chosen as a validator is higher if its stake is higher. Stake si is mea-
sured as the number of indexed tokens ti (cryptocurrency coins) a node holds combined
with the amount of time the tokens are held ci (coin age).

For example if node A receives 5 coins from node B and holds on to these for 10 days then
node A has 50 coin days as its coin age. It is the coin days that are put out as a stake for
every node and used as a weight for the random selection. When a transaction request is
sent out, a weighted random process decides which node gets to validate the transaction.
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The more coin days a node possesses the higher the probability of being chosen but it is
still random. If node A becomes the validator then the 50 coin days are consumed (set to
zero) and a transaction fee is received in the form of more tokens ti. From here the coin
age starts to grow again but this time faster since you have more coins that are collecting
days. (King et al. 2012)

An algorithm used to calculate a node’s stake is the Follow-the-Satoshi (FTS) algorithm.
This is a hash function that takes the previous block’s hashed header as a string input and
gives a token index ti as output. The algorithm then searches the blockchain for previous
transactions to find the owner of ti who becomes the validator. This entails that the node
with the most stake si in terms of total coin days has the highest probability pi to be
chosen as a validator in a network with N nodes (see Equation 10.1). This method re-
moves the need to solve energy-consuming hash puzzles and is hence less computationally
demanding. (Nguyen et al. 2019)

pi =
si∑N
j=1 sj

(10.1)

The nodes that are not chosen as validators become attests to the block created. The
validator creates and validates a block which will not be added to the chain until a strong
majority of 2/3 of attesting nodes attest to the validity of the new block. (Ethereum 2022)
A node acting maliciously i.e. attests to a block that is rejected by 2/3 of the network or
validates a block that is later rejected by 2/3 of the network gets penalised in terms of
stake. Hence it is expensive for a node to act maliciously.

10.2 Blockchain in Space

A space-based blockchain network can be attractive to the space industry for several
reasons and Torky et al. (2020) proposes various conceptual blockchain frameworks with
different assets for satellites. For example the ability to manage launch logistics where
several parties are involved, tokenising space assets to enable stakeholders to monitor
and track space resources transparently, ISL communication without ground segment
interference and securing communication between satellite clusters. The article by Torky
et al. (ibid.) discusses great opportunities and industrial problems that are solved by
space-based blockchains but neglects to mention the problems that blockchain technology
also introduces to the space segment. Maybe they cling to the belief that even if they
have far too little computational power to implement security in space so will be the case
for malicious users trying to hack their resources. It is a problem shared between good
and bad actors which may level the playing field. We do not believe it is a sustainable
strategy to ignore these disadvantages and instead intend to confront them head-on.

10.2.1 Problems With Blockchain

A blockchain is tamper-proof since every new transaction is stored in a secure ledger at
every network user. This means that with every transaction the ledger grows and takes
up more and more space for every user. Storing this ever-growing blockchain is not op-
timal in satellites since it will require a great amount of storage as it increases in size.
Another implication of blockchain is the enormous amount of computational power
that is needed when creating a new block in the ledger. Both computational power and
storage are something satellites have limited access to making this two of the problems
that are yet to be solved. (Ibrahim et al. 2021).

Several researchers propose promising storage and computationally efficient implementa-
tions of blockchain technology to IoT and hence we look at these to try and find a viable
solution for a space-based blockchain to operate and secure ISL communication.
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We have now given a background to the problems we wished to solve and information
about the technology that is believed to solve them. Now we will present our solution
to these problems by focusing on one specific system as an example. First, we present
this example and give an overview of how the problems it faces are solved and the system
is secured. Then we will dive deeper into every building block of this architecture since
they are based on different concepts which need explaining. Every building block gets its
section to ease the understanding but they are all part of the same architecture.

Example 11.0.1. In order to concretise our proposed system we will use an explanatory
example with ad hoc satellite constellations inspired by Bruhn et al. (2013) but mod-
ified for this endeavour. Ad hoc is Latin for ”for this purpose” which in this case means
satellites enter a temporary collaboration in order to execute one common task.

In such constellation radar satellites and communication satellites are connected in one
network to create positional and identifying imaging of stealth targets (see Figure 11.1).
This means one satellite can use radar, another an optical camera and a third one in-
frared spectral imaging. These three satellites all try to create an image of a stealth object
and pinpoint its position. When every satellite has collected data it is combined into one
united result.

By having this network it creates an illusion of one single satellite with several func-
tions and a much wider geographical and visual coverage. One satellite alone may not get
an as accurate picture as several, different satellites working together. Perhaps a cloud
is in the way which makes the optical satellite less effective but together with the other
satellites’ capabilities, a clear image can still be constructed. According to Bruhn et al.
(ibid.) this constellation present the ability to overrun most stealth-mode techniques and
get a precise position and image of stealth objects.

We assume such a system will communicate data in big files (such as images) and not
have the same need for fast throughput. Further, we assume satellites maximum capacity
for storing a blockchain is small so they need to download results to the ground segment
after identifying a single target and they will produce a lot of data that loses its value and
importance over time. The last assumption made was that the ground segment, to which
the constellation is connected can be regarded as secure.

Figure 11.1: A conceptualisation of ad hoc satellite constellation. Each satellite analyses
a stealth target from their position with their own technology. The different results are
combined into a better image and more precise position of the object.
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We propose a blockchain-based solution to enable the type of network collaboration de-
scribed in Example 11.0.1 because it may allow several space actors to work together in a
trusted decentralised manner, secure inter-network communication and increase resilience
against cyber attacks. In space we have thousands of satellites, imagine that many of
them are connected in one giant blockchain network spread out in the atmosphere. These
satellites can enter different collaborations and thereby create ad hoc constellations. As
previously discussed, the general blockchain structure itself entails some security advan-
tages for ISL communication within these constellations. By decentralising the commu-
nication the number of access points is changed from a weakness into a strength. You
can no longer hack one node and thereby access the whole system, instead, you would
have to attack at least a majority of all nodes in the system. This creates a natural and
strong defence against attacks such as jamming, spoofing and ransomware. By further
introducing the consensus method PoS it becomes even more cumbersome for an attacker
to hurt the system since their influence is constantly reset and malicious behaviour is
penalised. The use of PoS also makes it easier to exclude malicious actors, as long as
there is a majority of friendly nodes they can decide who is welcome. This is great for an
ISL system since there is always a risk that one satellite is compromised, either by bad
COTS or attacks.

However, blockchain also entails high demands on computational power and storage and
in the proposed architecture these difficulties will be dealt with in several ways. First, the
global blockchain is divided into small local and permissioned blockchains which will make
the blockchain itself smaller and therefore less demanding of storage. The blockchain will
however continue to grow and eventually require too much storage - this is counteracted
by the second approach where we enable the deletion of blocks that have fulfilled their
purpose. This will keep the blockchain from growing into an infinite size and by adding a
tree structure to the blockchain structure it can be kept at a manageable size. Lastly, the
consensus method is chosen wisely to minimise the need for computational power. These
three tools will now be further described in the following sections to give a thorough
understanding of the blockchain architecture when applied to Example 11.0.1. Then a
generalisation of the architecture will be given and other possible applications proposed.

Workflow of a Mission

Figure 11.2 shows a graphic representation of the proposed workflow for satellites in an
ISL network. Steps 1-6 in the Figure are explained below. All satellites are connected
in one common blockchain Bi, in the figure, it looks like the network is centralised since
all nodes are only connected to the mission satellite but this is not the case. The actual
system has connections between all nodes but these lines were not included in the figure
to focus on the important parts.
(1) First of all, a mission is broadcasted to the satellite network from the ground segment
to identify a suspicious target.
(2) Thereby a mission request is sent out to the network of satellites and they can either
accept or decline the mission.
(3) With the consensus method PoS a validator block is chosen and it appends the block
(containing the mission) to the blockchain and the block is attested by the other nodes.
The consensus step is repeated every time any satellite wants to append a new block to
the blockchain, but it is not included in the figure or ahead in this summary.
(4) Satellites that can contribute, join the mission. If not enough satellites adhere to
the mission it will be cancelled since the security given by the blockchain may lose its
function.
(5) Each satellite then executes the mission by imaging the target with its sensors and
broadcasting its results to the blockchain where they are stored in blocks bi. Each block is
given a lifetime depending on how long the project will take and whether the information
needs to be stored after the project is executed. Each block within a mission is encrypted
so that only those satellites present within the mission can view the data. The rest of the
blockchain members will be excluded from viewing the data.
(6) After the mission is conducted and each satellite has appended its results to the chain
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and one satellite will be chosen by the network to start downloading the blockchain con-
taining the results to the earth segment. These results will then give the ground segment
a complete position and image of the target. After the download is complete the satellites
are free to join new missions (1).

Figure 11.2: A graphic representation of the architecture described above. Blue dot - The
mission. Grey dots - members of the blockchain network. Green dots - mission partaking
satellites. Yellow dot - validator satellite.

Spatial division of Earth

Since satellites can only keep in contact when they are within each other’s reach (about
eight minutes (Bruhn 2022)) it is not feasible to have one global blockchain. Ad hoc
constellations are only interested in collaborating with satellites that are near, not those
on the other side of the earth. Therefore the blockchain will be spatially divided which
also contributes to decreasing the needed storage. Shahid et al. (2019) proposed to divide
a global IoT blockchain into smaller local blockchains based on the geographical position
of the actual IoT devices. When comparing the spatial approach for the IoT devices and
satellites the first apparent difference is the dimensions - on earth, we mainly work in 2D
and ignore the height differences of the IoT devices. In space, however, it is required to
use this third dimension since there are different orbits at different heights in which the
satellites can travel. Sometimes they may want to collaborate between these orbits since
satellites in different orbits may be able to analyse a target with different technologies
and from different angles based on their altitude. Therefore our spatial division also con-
siders different orbits. This enables LEO, MEO and GEO satellites to collaborate and
combine their characteristics in one single mission; high-resolution imaging, navigation
and constant communication to a ground station.

Imagine that the earth is segmented into different cells C as shown in Figure 11.3. Each
cell Ci contains k nodes (satellites) which share a local blockchain Bi. While a satellite
is within a cell Ci it can identify stealth targets within Ci together with other satellites
located in Ci via the blockchain Bi in a decentralised manner. When a satellite travels in
its orbit it will cross through several different geographical cells. A satellite ni

k travelling
to a new cell Cj leaves its current blockchain and by permission joins the new blockchain
Bj. The satellite deletes the old blockchain and fills the empty memory with Bj.
An important implication of this division is that at least one satellite needs to be within a
cell for that local blockchain to remain operational. To ensure this is always the case, the
areas can be optimised in both size and shape to fit the movements of satellites. The use
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Figure 11.3: A representation of how clusters of satellites can be divided based on their
spatial position. Each hexagon represents a 3D space called a cell C, each dot a satellite
called node n and the connecting lines represent the network and blockchain B.

of GEO satellites could be important to ensure one satellite in each area. A geostationary
satellite appears stationary relative to the earth and can hence be a constant part of Ci

and ensure a constant ground connection for each cell. Exactly how this division can be
further optimised will be left for further research.

It also stands that blockchains from different cells cannot be connected. By making smaller
clusters of satellites depending on their geographical position we need less storage and
the communication becomes faster. However, fewer participants in each blockchain mean
fewer demands on the consensus which makes it easier for malicious actors to penetrate
the network and possibly damage it. The trade-off between security and storage has to
be taken into consideration and will be further discussed later.

Hinder Eternal Blockchain Growth

Ad hoc satellite constellations work with opportunity based missions where they find
stealth targets to identify and therefore there is seldom a need to store data forever. Data
from a previous mission where satellites identified one target over a spatial area is often
irrelevant for future missions since the information has already been downloaded to the
ground segment and the object has possibly moved. Since there is neither storage nor
a necessity to save all blocks forever the goal would be to keep the blockchain under a
maximum size. However, it still needs to be longer than a minimum size to ensure the
security benefits given by the blockchain structure since a small blockchain is vulnerable
to cyber attacks. Therefore the structure of the blockchain will be quite radically elabo-
rated to always keep the blockchain between this minimum and maximum size. If there
was a way to delete specific blocks when their information no longer is needed this could
make the size of the blockchain controllable and limited. The fundamental idea for such
elaboration is taken from Pyoung et al. (2019) who created a blockchain for edge-based
IoT, which will be altered for our application in satellites.

Each satellite will separately collect imaging of the target and process the data in their
systems and then post the results to the blockchain. This means every block can contain
several transactions and each transaction can have a different expiration time, but the
block’s expiration time will be the longest of all the transaction times. The point of
giving every block an expiration time is the possibility of arranging the blocks based on
their lifetimes in a tree structure. In this tree structure, the genesis block has an infinite
lifetime and will never expire. To understand how blocks will be added to the tree see
Figure 11.4. Every block bi that is added will compare its expiration time with every
other block’s expiration time in the tree. If there are blocks with expiration times higher
than that of bi, then bi will connect to the one with the shortest time. The block that bi
connects to will be called its parent, b∗. In the case where there is no block with a higher
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expiration time than bi, then bi will be connected directly to the genesis block. This will
lead to a tree structure where the leaves consist of the blocks with the lowest expiration
times for that branch. (Pyoung et al. 2019)

Figure 11.4: Graphic representation of how blocks are added to the tree structure. At the
top is the genesis block, below it blocks bi where i represents the order they are added
in and the number within the circle is the expiration time. Inspiration for the figure is
taken from Pyoung et al. (2019, p. 2105).

By sorting blocks based on their expiration time we enable the deletion of irrelevant
blocks without disconnecting the blockchain, see Figure 11.5. When the expiration time
is reached and there is no block dependent on block bi (it is a leaf) then it can simply be
deleted without causing any disturbance to the rest of the chain. (Pyoung et al. 2019)

Figure 11.5: Graphic representation of how blocks are deleted from the tree structure. At
the top is the genesis block, below it blocks bi where i represents the order they are added
in and the number within the circle is the expiration time. Inspiration for the figure is
taken from Pyoung et al. (2019, p. 2105).

When using this tree structure it both means the blockchain will be kept a smaller size
since blocks are deleted and that each branch sort of becomes its own chain. This is great
for minimising storage but also makes the blockchain less secure, the smaller the chain
the easier it is to manipulate. Pyoung et al. (2019) counteracts this by re-adding a chain
structure to the tree structure, see Figure 11.6. The tree structure is kept but when a
new block bi is added it will be connected both to its parent b∗ and to its predecessor bi−1.
The predecessor is the block that was added just before, just like the chain structure in a
basic blockchain.
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Figure 11.6: The combination of the tree structure (blue) and the normal chain structure
(orange). (Pyoung et al. 2019, p. 2106)

The combination of tree and chain results in every block being dependent on two other
blocks; its parent and predecessor, see Figure 11.7. By adding this extra dimension the
security of the blockchain will always be based on the longest possible chain, the orange
one in Figure 11.6. This makes the blockchain more secure but also entails difficulties
when you want to delete blocks. (Pyoung et al. 2019)

Figure 11.7: A graphic overview of how a block dependens on its parent and predecessor.
Inspiration for figure taken from Pyoung et al. (2019, p. 2106).

A block can only be deleted if it is a leaf that no other block is dependent on since it
otherwise would disconnect the blockchain. Imagine that a block b4 reaches its expiration
time of 22 but it is also the predecessor of another block b5 with a later expiration time
of 27. If b4 would be deleted then b5 would lose its predecessor and the blockchain is no
longer connected. Therefore we need to add another attribute to each block - deletion
time. Block b4 was created at time 4 and had a lifetime of 18, making both the expiration
time and deletion time 22. However, block b5 was created at time 5 with lifetime 22, giving
it both expiration and deletion time 27. When the blockchain reaches time 22 block b4 is
expired but can not be deleted since it is connected to b5. Therefore the deletion time of
b4 is changed from 22 to 27 and both b4 and b5 are deleted at time 27. By actually chang-
ing a block we deter from the previous blockchain definition from Section 10.1, however,
only the deletion time is changed and therefore we keep with the notation of blockchain.
This means that the blockchain will have to store a lot of blocks longer than needed and
therefore claim more storage. It is now only possible to delete the most recently added
block if it has the shortest expiration time, making the tree structure seem redundant.
There is a way around this, making sure the blockchain is as long as we want it but still
allows for blocks to be deleted. Initially, both structures are applied when adding blocks
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until a certain blockchain length k has been reached and then only the tree structure is
used. This makes the blockchain long enough to be secure but also allows for blocks to be
deleted, making the blockchain small enough to fit in satellite storage. (Pyoung et al. 2019)

Depending on how many blocks are added, what lifetime they have and in which order
they are added there is also a risk that the blockchain never becomes big enough to be
secure. To counteract this risk it is possible to add empty blocks to make the blockchain
longer than a predetermined limit l. Whenever the blockchain is too short an empty block
is created with a certain lifetime t, when the time has expired it is either deleted or if the
chain is still too short copied and given a new expiration time. The blockchain will know
when these blocks should be generated by construction in the code.

This combined structure of tree and chain provides the users with the possibility to create
their trade-off between storage and security. It can be defined in the blockchain structure
as the maximum length k determining which structures are applied and minimum length
l when empty blocks are added. Pyoung et al. (2019) executed several simulations to
investigate the value k for certain cases and similar tests could be made for ad hoc satellite
constellations to properly decide the parameters for such systems.

Download Results to Earth Segment

When a mission is finalised the results have to be downloaded to the earth segment and
stored for further ground-based evaluation of this identified stealth target. In Ethereum
and Hyperledger Fabric (two blockchains active today) transactions in blocks are stored
as JSON key/value pairs where the timestamp and transaction ID are predefined in the
system and all other pairs are user-definable (La Beaujardiere et al. 2019). This setup
will be used for our system as well. As earlier mentioned, satellites may work with dif-
ferent sensors and collect different kinds of data that require different keys but data for
the same target should be stored in the same database. To enable this it is required that
data is structured in the same way by all participants so that the data can be downloaded
in an organised matter into an SQL database (see Figure 11.8). Previous attempts of
downloading data from satellite constellations in this manner have gained a performance
of thousands of transactions per second in an ideal testing environment. (ibid.) An im-
portant aspect to consider is that data from a block (a result block) has to be downloaded
to the earth segment before it is expired otherwise the collected data is at risk of being lost.

Figure 11.8: Explanation of how the downloading to the earth segment is structured. A
blockchain containing the data from all satellites is downloaded to earth and the infor-
mation is then divided up in Time, ID and Keys.
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Consensus method

Ibrahim et al. (2021) mentions PoW, PoS, and several other methods as good consensus
methods for space-based systems but also points out that more research is needed to fully
determine which of them is the best fit. This further research is left for other studies
and for this thesis one of the less computationally demanding consensus methods was
simply chosen - PoS (proof of stake). Even though PoW is the most common consen-
sus method the computationally demanding mining process makes it a bad option for a
satellite network. We do not argue that PoS is without question the best choice since its
implementation brings both pros and cons which are discussed below.

Shahid et al. (2019) use PoS in their implementation of a blockchain for an IoT network
and the theory behind it was described in Section 10.1. In short, a node that has been
active and done a lot for the blockchain has a higher probability of being chosen as a val-
idator. It is a weighted random process which means anyone can still be chosen and start
building their own reputation. A node that however acts maliciously will be penalised
and thereafter is less likely to be chosen as a validator.

The PoS consensus method provides a set of cyber security benefits. It can protect against
so-called 51% attacks where malicious nodes control over half the network. They can still
occur but are way more expensive to execute when using PoS instead of PoW. (Ethereum
2022) A node will also be required to provide a deposit in the cryptocurrency used by the
blockchain to be considered a possible validator of blocks. This means that a malicious
node will need both access to a specific cryptocurrency to be a possible validator and
need a big amount of said cryptocurrency to have a plausible probability of being chosen.
For a node to be in control of over 50% of the cryptocurrency is hard to achieve. To
then attack a network where one as a node holds the majority of the currency would hurt
the network and in turn the currency that the node holds so much of. This lowers the
incentive to attack a PoS network and instead promotes good behaviour. If a malicious
node was to succeed with this and prevent transactions from occurring then it could only
do so until its coin age is consumed. Then the node is once again without a stake and
has to start from the beginning to attack the network. (King et al. 2012) In addition the
node is also penalised for causing harm to the network by having its tokens destroyed.

PoS also comes with some drawbacks and weaknesses. Hackers can find ways to create
digital tokens from nothing and by doing so gain power within a network without con-
tributing to the work of the blockchain. There is also the possibility of ”nothing at stake”
attacks where a node without anything to lose acts maliciously repeatedly in hope of
sometime being chosen as a validator to cause harm to the network. This can however
be counteracted by adding a rule of maximum strikes before a node is blacklisted from a
network. Wang et al. (2019) Several other possible attacks are presented by (ibid.) and
counteracted in different ways but we will not present all of them here. PoS is not as
tested as PoW and is still in the earlier development stages. (Ethereum 2022) Therefore
there may come several new ways to attack a PoS network that are yet undiscovered
which can cause harm in the future.
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Discussion

This architecture is presented as a solution to Example 11.0.1 but we believe it could
be applied to satellites in other ISL systems as well. We start by summarising the steps
taken when customising the concept of blockchains to the ad hoc constellations.

• Decentralisation - Each satellite holds all transactions, making data harder to cor-
rupt.

• Spatial division - Earth is segmented into smaller local areas which all hold a separate
permissioned blockchain.

• Size management - Blocks can be deleted which keeps the blockchain at a manage-
able size and prevent eternal growth.

12.1 Generalisation

In Example 11.0.1, several aspects were pointed out as specific for ad hoc constellations.
It was assumed such a system would mainly communicate big files and not need a big
throughput. The fact that blockchains generally have a poor throughput and PoS doesn’t
help is therefore not seen as a problem for this implementation. (Cao et al. 2019) We be-
lieve this could however be a problem if applied to other ISL systems demanding a better
throughput. One strength we see with this architecture is the fact that the blockchain
is permissioned since it improves the throughput. (Pyoung et al. 2019). The main issue
for throughput is when one scales up the blockchain, this is counteracted by the spatial
division. When there are too many satellites in an area, that one area can be split into
two and thereby halve the demanded throughput.

Another attribute of the ad hoc constellation is the need to download results to the ground
station. How this could be done in a structured manner has already been described but
it does mean all satellites in the network needs to use JSON key/value pairs for their
data. This should not be a problem but it is still something all participants need to agree
on. It also needs to be established whether the blockchain can be downloaded to the
earth segment at the same time as new blocks are being added. Otherwise, there is a risk
the blockchain needs to pause and not be updated during the download, a latency one
should take into consideration. However, in an ISL system where data does not need to be
downloaded but collaborations appear in the form of communication between satellites,
the need for storing data, in the same manner, becomes less relevant. The requirement
for such a case is that the communicating satellites’ protocols can adhere to the same
blockchain and communicate through that.

Thirdly it was stated that data in ad hoc constellations can become irrelevant quite
quickly. This is exploited in the presented tree-chain structure where blocks are given
lifetimes and once expired the blocks can be deleted. Because data loses its value we
argue one can delete it and avoid the problems that come with ever-growing blockchains.
Data will eventually always become outdated, this is not specific to ad hoc satellites.
However, depending on blocks’ lifetimes, in what order they are added and how often
they are added, the blockchain will grow at different paces. This is why we introduced
the variables l and k which allow for a blockchain to be customised for each ISL system.
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Another assumption made for these satellite networks is that there are always enough
satellites within each spatial area. First, at least one satellite needs to be present in each
area for the blockchain to be kept. Then one also needs to make sure there are enough
satellites present to make the blockchain secure. If there are only a few satellites it makes
it easier for malicious actors to access the system and spoil the blockchain. Therefore
the ability to cancel a mission if not enough satellites accepted it was added. Another
aspect to consider is how many satellites need to be in the blockchain network to keep
the blockchain secure at all times. It cannot just be one satellite in a spatial area since
a blockchain with only one member will have weak security. Somehow it would need to
be ensured that a certain number of satellites were present in a spatial area to keep the
blockchain network large enough to withstand malicious activities. The blockchain is only
well functioning when a majority is well-behaving.

The last assumption made in Example 11.0.1 was that the ground segment could be seen
as secured. Each satellite however could be malicious and we argue that this constellation
may detect such a satellite. If during a mission several satellites report one result that can
be combined to identify a target and one satellite broadcast a very dissimilar result it can
be flagged as suspicious activity. Thereby a malicious network member can be identified.

For this architecture the consensus method was chosen to be PoS because of its com-
putational efficiency compared to the standard PoW. PoS comes with pros and cons of
which the most striking are presented in the thesis but this choice has not been the most
prioritised in this work. A comparison of different consensus methods was made and we
deemed PoS to be fitting because of its efficiency and its various practical and scien-
tific implementations (both in existing blockchains such as Ethereum but also in several
articles using blockchains for IoT) but that does not entail it is the perfect choice for
space-based systems. It fits well for this endeavour together with the limitations of the
work but could probably be replaced if other consensus methods develop more or if the
area is researched further.

12.2 Trade-offs

Cyber security should entail insurance of confidentiality, integrity and availability of data.
This system comes with solutions to protect all three of these aspects but for all of them,
some sort of trade-off had to be made.

When adding privacy to a blockchain it becomes more centralised and hence loses some of
its security benefits. For this architecture, the local blockchains will be permissioned ones
and a key has to be distributed to those satellites that are to join the network. Our choice
creates a need for some central authority to distribute the key which becomes a weakness.
However, we deemed this necessary to ensure some confidentiality defence for the work
executed in the network. If a malicious user succeeds to enter a network it successfully
breaks the privacy and hence confidentiality requirement but the user has to overcome
several other problems to affect both integrity and availability. Without the permissioned
blockchain, this system would have no protection besides encryption of data to protect
the confidentiality of the network and since satellite data may be sensitive we believe the
confidentiality has to be prioritised.

What can affect the integrity and availability of data in a network is the trade-off between
security and storage. When the blockchain is too short it becomes easier to tamper with
and hence the risk that data is corrupted increases. The choices of the parameters l and
k presented in Section 11 should therefore be made with care to prevent attacks compro-
mising integrity and availability.

The size of each blockchain network will also have implications on its security. A smaller
network becomes more vulnerable to 51%-attacks even if PoS lower the incentives for
such an attack. The strong majority needed for attesting new blocks in the chain also
becomes weaker if the number of participating nodes is too small (in a network of three
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nodes only one has to reject a block for it to not be appended to the chain). To overcome
these problems we emphasise the importance of carefully dividing the spatial areas; they
cannot be too big for storing but either too small so that the security is impaired.

In summary several parameters need to be considered for the system to be cyber resilient
but the fact that there are actual parameters that can be customised to increase the
cyber security shows an important aspect of the architecture; it is designed with security
in mind from the beginning. The goal was always to find a solution to the problems of
ISL where security was an important factor to consider and we believe this was achieved.
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Conclusions

This section will summarise the findings of this technological contribution by answering
research question 4.

How can distributed ledger technology be made less demanding of computa-
tional power and storage to make it applicable in inter-satellite links?

We have presented an extensive architecture for how ad hoc satellites for stealth target
imaging could secure their inter-satellite communication with distributed ledger technol-
ogy. The example mainly acted as a tool to ease the understanding of the applied concepts.
It has been discussed how the architecture can be generalised and most likely be applied
to different ISL networks. Our focus has been to manage constraints in storage and com-
putational power in satellites while other aspects such as throughput were not prioritised.
Our investigated aspects are important elements in applying distributed ledger technology
for inter-satellite links. We believe we succeeded with our part in managing storage and
computational power for this endeavour and leave the other aspects to further research
that may find new additions to this architecture.

Many of the concepts were inspired by the IoT industry which faces some of the same
difficulties as the space industry. What became clear is that innovation and research
from the IoT industry helped us answer our fourth research question because of their
similarities.
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Concluding Remarks
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Ethics

According to The European Code of Conduct for Research Integrity that ALLEA - All
European Academies (2017) released in 2017, there are four main pillars to rely on when
conducting research; reliability, honesty, respect and accountability. Reliability entails
that the researcher should ensure the quality of a study through a professional and mo-
tivated design and methodology while honesty emphasises the need to report and review
research clearly in a transparent and unbiased manner. Respect is about respecting the
people around and in the conducted study. Research objects, society and environments
are to be treated in a good way. The last pillar entails that as a researcher you are respon-
sible for your research from beginning to end and you are accountable for your findings.
(ibid.)

These pillars were considered throughout the entire research and the third one (respect)
became extra important for the case study since it revolved around people’s perceptions.
When contacting possible interviewees we clarified what the purpose of the study was and
that the interview would be used for this research only. For those who then agreed to
participate all personal information was handled with care and all participants were given
the option to remain anonymous in the study. Even if all of our interviewees agreed to
publish their titles we chose to not include those explicitly to preserve some anonymity.
They also got the opportunity to view what we used from their respective interview so
they felt comfortable with what we published.

Our proposed architecture in Part II is a system that would have to be integrated into
new space systems. That implies that it would need to be sent out into space in new
satellites. There is already a growing problem with space debris, especially in LEO orbit
where many companies today send out a lot of satellites. This proposed system could be
a part of escalating this problem because of its need to be installed into new satellites.
However space companies today are working on several solutions to this where they are
innovating in new technologies to remove space debris by sending it into the atmosphere
where it burns up or by taking it down to earth again.
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Future Research

By interviewing different stakeholders, we have been able to draw important conclusions
about how well their perception correlates with previous research. We experienced there
was a lack of research including several stakeholders and this thesis provides an attempt
to fill this gap. There is however still a lot of room for further research within the area.
It would be of great interest to expand the inclusion of stakeholders and get more per-
spectives. To provide more well-founded directions in the multistakeholder model, further
research should be executed to investigate the other segments beyond goals. It is a well-
repeated statement but since the industry will continue to evolve, the possibilities for
further research will never end.

During the search for a fitting method for this thesis we came into contact with the Delphi
Method. (Fujs et al. 2019) Since it allows for participants to have an exchange with each
other, we believe this could be one of many possible ways forward. Many of the intervie-
wees did not agree with each other at all and we believe it would be of great interest to
let them hear each other’s reasoning.

Another area we found a lot of interest in, but that fell outside the focus for this study
was the international perspective. From our results, we could not envision a near future
with effective international cooperation even though several interviewees put their hope
into it. It is apparent that the international influence on security-related matters is big
but it has also become clear that the international arena is stuck. We believe there is
meaning in continuing the research within this area because if international cooperation
is possible it would probably get huge effects. It would especially be interesting to dive
deeper into the possibilities within the EU since they appear to be more attainable.

In our technical contribution we neglected to regard throughput, latency, synchronisation
and sensitivity for the chosen consensus method. These are aspects that would need to
be researched further to develop our proposed architecture as well as simulations on how
to choose the parameters presented in the architecture. Our result only provides an idea
but it would be of great interest to investigate a possible implementation in a satellite.
We believe there are great possibilities for the architecture but thus far it is theory and
needs implementation to create true change for the space sector.
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Final Reflections

In this thesis, we have provided a multi-faceted view of how and why the Swedish space
sector is structured the way it is. We have contributed with a solid addition to the
comprehension of how the space sector is experienced by its stakeholders and how this
correlates to previous research. Furthermore, we continued to formulate a theory of what
should be prioritised going forward, both within the organisational aspect but also the
technical. There was yet to be a confrontation of some of the difficulties with introducing
blockchain to satellites, and we began to deal with those questions.

This is merely a thesis written during a limited time span with limited resources, which
makes it impossible to give an absolute complete picture. We believe that we by conduct-
ing this thesis have been able to raise some vital aspects and weaknesses of the current
space sector. There is an evident need for increased efforts concerning cyber security in
space. If we continue to have cyber security as an afterthought the consequences could
be fateful and we would in addition miss magnificent future possibilities.

If we were to do this work all over again we would like to extend our portfolio of inter-
viewees as the interviews unfolded. To make use of the full theoretical sampling and base
new interviewee choices on analysed data could have been very valuable but unfortunately,
there was no time to do so in this work. It would also have been beneficial to interview
more space companies within Sweden for this thesis, sadly we had a hard time getting in
contact with them and even if we emailed several companies almost none of them replied
to us.

During this project we have grown and both developed an interest in cyber security which
at first surprised us both. The subject is highly relevant in the current global climate and
in much need of attention. We hope that this thesis can shed some light on the subject
and that someone else may find an interest in cyber security too.
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talisering i sm̊a och medelstora företag”. In: Report 0387.
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Databases

Table A.1: Which databases were used for the literature review.

Database Was it used Comments
AccessEngineering No -
ACM Digital Library Yes 5 articles
arXiv Yes 3 articles
Astrophysics Data System No Refers to others
IEEE Explore Digital Library Yes 11 articles
Knovel Yes 7 books/articles
Lecture Notes in Computer Science No Not searched
O’Reilly Yes? 1 book
ScienceDirect (Elsevier Journals) Yes 11 articles from 2000-2022
Synthesis Digital Library of No -
Engineering and Computer Science
Web of Science Core Collection No Refers to others
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Interview guide

Most interviews where conducted in Swedish, below are the translated themes, questions
and information said to the interviewee.

Introduction

Hi! We will start recording right away if that is okay?

Before we start the interview we will just go through some formalities. We emailed you
before this meeting with some information, have you read it thoroughly? Do you have
any questions concerning it? Are you alright with us publishing your name, age, gender
and the name of your organisation?

We will now have a semi structured interview which will take approximately two hours.
I will be the one asking you questions and XXX will mainly take notes but can also ask
some additional questions.

The questions are divided under themes and before we start each theme I will present the
area of focus. We want you to answer as freely as possible and therefore the questions are
quite open and there is no problem if you start touching on themes that we already have
discussed or will discuss later. We can however stop you if we feel we need to continue
with the questions. Feel free to elaborate your answers thoroughly and please concretise
when it is possible. There are many different people that will be interviewed in this study
and therefore you may not feel you can answer all questions since they are the same for
everyone. It is alright if you do not have an answer but always know you can answer a
question with your point of view even if you do not always have specific facts to back it.

Are you ready to begin?

Theme 1 - The interviewee

In this interview we will talk about the fact that there are different actors and that
mainly refers to private companies, public sector and regulatory authorities. Regulatory
authorities refer to those formulating laws and strategies for cyber security and space.
Throughout this interview the focus will mainly be cyber security in space and if nothing
else is apparent from the questions this is what we are asking about.

We will now start with some questions about you and your work.

• What is you name and your work title?

• How old are you and which gender do you identify with?

• Where do you work now and for how long have you been working there?

• Do you work in the private or public sector?

• In short describe what you do in your work?

• Which part of you work has to do with cuber security and/or space?
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Theme 2 - Generally

Focus for the next theme will be your general view of cyber security in space. This
industry, as you probably know, has gone through some changes in the last decades and
become more privatised. In the following questions we are mainly interested in your views
concerning the situation after the shift.

• Describe how you perceive the (Swedish) space industry and the role of cyber secu-
rity.

• What is you view of the cyber threat to space?

• Who should cyber security protect?

• Is it important to you that it is established who is responsible for cyber security in
space? Motivate.

• How do you perceive today’s market for new cyber security technology in space?

• How do you believe that the situation in Ukraine has affected the view of cyber
security?

Theme 3 - The Organisation

Now we will dive a little deeper in the organisation you work for and how you work with
the cyber security question in space.

• How does your organisation work in order to ensure cyber security in space?

• Which aspects of cyber security in your space activity do you outsource/leave to
others? Which others?

• How is your work or your organisation affected by the regulations of cyber security
in space?

• What is you view on sharing security information to other parties and receiving
such information from others?

Theme 4 - Current Methods

The next theme will focus on the current regulations that affect cyber security in space
for (Swedish) actors. The term regulation is broad on purpose since we want to include
both international and national initiatives, everything from soft to hard laws to strategies
etc.

• Which regulations concerning cyber security in space do you believe actors in Sweden
are affected by?

• What is your attitude to the current regulations within the subject?

• What attitude do you believe other actors have towards the current regulations?

• How do you perceive that responsibility concerning cyber security in space is cur-
rently distributed? What do you think about that distribution?

• Which future challenges do you believe will be crucial for cyber security in space?
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Theme 5 - New Methods

To follow up on the last theme we will now discuss your view on future initiatives to
ensure cyber security in space. Here you should feel free to think outside the box and
present ideas and concepts you believe could work.

• How do you think one should ensure that responsibility is taken for cyber security
in space?

• Which aspects do you believe are the most important to consider in order to ensure
cyber security in space?

• Who do you think should be responsible for cyber security in space?

• How do you believe innovation within cyber security is most effectively promoted?

• How do you think one should evolve the current regulations and strategies?

• If one would try another approach than strategies and regulations to distribute the
responsibility, what do you think would be a good solution?

• How could several actors cooperate in order to increase cyber security in space? To
which extent would it be possible and which challenges would it entail?

• How do you believe your opinions differ from other actors and how do you view
these differences?

Theme 6 - International vs. National

Today there are both international and national regulations for space and cyber security.
How these relate to each other and should relate to each other in the future is the theme
for our next discussion.

• Do you think international och national regulations would be best for this purpose?
Why?

Outro

Now the interview is done and we would like to thank you so much for your participation.
We would like to once again ask if you are okay with us publishing your name, age, gender
and the name of your organisation? When all the interviews have been conducted we will
send parts of the result to you so that you can give feedback and thereby validate the
fact that we have represented you accurately in the study. We will email you about this
but the feedback can either be written through email or we can have another meeting in
a similar forum as this.

Do you have any questions for us?
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Interviewees

Table C.1

Nr Org. type Age Gender Orga. name Q. Time

1 Public 60-69 Male Former SNSA No 75 min

2
Public
owned

company
60-69 Male SSC No 45 min

3 Public 40-49 Male
Swedish

Government,
MFA

No 75 min

4
Private

Former public
40-49 Male

Skydome Cyber &
Fortify Security

No 55 min

5 Private 50-59 Male
Arctic Business &

ESA-BIC
No 45 min

6 Public 40-49 Male SNSA No 90 min

7
Private

Former public
70-79 Male

Swedish Armed
Forces

and Innovair
No 60 min

8 Public 40-49 Male
Swedish Defence
Research Agency

Yes 65 min

9 Public 40-49 Male
Swedish Armed

Forces
Yes 60 min

10 Both 30-39 Male AI Sweden No 60 min

11 Public 50-59 Male
Government

Offices
Yes 60 min

12 Private 40-49 Male Netnod No 60 min

13 Private 50-59 Male Netnod No 60 min
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Original Quotations

Here we will present the quotations from the report in their original language. They are
presented in order of interviewee number.

D.1

”Om alla nationella lagar är n̊agorlunda likadana d̊a blir konkurrensen mer
öppen affär.”

”Datasäkerheten är fundamental för att vi ska ha samma information. Att vi
ska basera v̊ara beslut p̊a samma information. Det är det det handlar om.”

D.2

”Men hela det här samhället m̊aste balanseras s̊a det m̊aste finnas en to-
talförsvarsförm̊aga som bygger p̊a resilienta system.”

D.3

”Det kommer bli väldigt tydligt med vilka som kan jobba med vilka. [...]
Världen h̊aller verkligen p̊a splittras.”

”Det är sv̊art nog att hitta folk p̊a cybersäkerhetsomr̊adet och gränssnittet mot
rymden blir väldigt sv̊art.”

D.4

”Det är ju en enorm digitalisering som g̊ar otroligt fort och det är ju alltid
innovation och fram̊atanda som driver. Och sen s̊a kommer vi som jobbar med
säkerhet springandes därefter och försöker lappa och laga. Det är sällan det
är tvärtom, jag har nog aldrig varit med om det egentligen. Det är alltid s̊a
att säkerheten och därmed cybersäkerheten ligger efter.”

”Vi brukar ju inom SÄK säga s̊a här ungefär, att kan vi f̊a 1% av omsättnin-
gen till säkerhetsfr̊agor, säkerhetslösningar d̊a är vi väldigt glada. Kan man
d̊a säga 1% av all innovation p̊a lösningar, de pengarna g̊ar p̊a IT eller cy-
bersäkerheten s̊a tror jag det skulle göra väldigt mycket p̊a v̊ara lösningar.”

”Det är ju ett jättestort spel där ute, ena sekunden ler man och andra sekunden
s̊a hugger man varandra i ryggen. Och alla är demokratier. ”

D.5

”Dom är lika duktiga eller d̊aliga som vanliga IT-bolag. Det är det. Det är
inte s̊a att de har 100 g̊anger bättre koll och inte 100 g̊anger sämre koll heller.
Det är vanliga teknikbolag det här, det är ingen skillnad. [...] det är normal
teknik som r̊akar snurra runt uppe i rymden.”
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D.6

”Varje myndighet har ju en instruktion, regleringsbrev och det st̊ar ju ingenting
i v̊arat regleringsbrev, mig veterligen. Jag läser det inte varje dag det här
regleringsbrevet, vi f̊ar ju ett nytt varje år, om att vi ska ge bidrag baserat p̊a
cybersäkerhet som ett kriterium.”

”Det är ju regeringen som tar alla beslut i slutändan även om vi som expert-
myndighet...det har ni ju sett under pandemin. Folkhälsomyndigheten, det är
sällan regeringen g̊ar emot en expertmyndighet.”

”Ja den är ganska oreglerad rymden. . . alla f̊ar ta ansvar för sig själva är lite
modus operandi för rymden. ”

”Men vi gör alltid en sekretessprövning innan vi lämnar ut handlingar. S̊a
man f̊ar alltid ut dokumenten men är det väldigt hemligt s̊a kommer det bara
vara svartat hela skiten, d̊a g̊ar det inte att läsa n̊agonting.”

D.7

”Men jag tror att det kommer att i takt med att hotet ökar bli alternativa
sätt som kommer fram för s̊a innovativ är människan s̊a att det kommer att
komma fram.”

D.8

”Och jag tror att s̊adana krav skulle höja säkerheten definitivt. Och i vissa
fall s̊a kanske det ses som för komplicerat, för dyrt och s̊a vidare, s̊a att det
kan avskräcka folk. Och det ser jag bara som positivt för det är den vägen vi
m̊aste g̊a här. Är det n̊agra som inte vill jobba med säkerhetsfr̊agorna, ja men
d̊a ska de inte skicka upp saker i rymden.”

D.9

”Det är ju ett problem att all folkrätt till exempel är ju beskriven och definierad
och gör ett grundantagande axiomatiskt att det är nationalstaten och dess ter-
ritorium och suveräniteten över det som n̊agon sorts utg̊angspunkt.”

”Det gör att en del av traditionellt statliga ansvar m̊aste delas med även
näringslivet. Men samtidigt p̊a samma sätt s̊a m̊aste säkerhetslösningarna
möjliggöras. Det vill säga man möjliggör hot fr̊an alla möjliga aktörer. D̊a
m̊aste även skyddet mot hoten ocks̊a möjliggöras för alla aktörer. ”

D.10

”Det finns alltid aktörer som har intressen som skiljer sig fr̊an ens eget in-
tresse, nästan per definition. Men här återigen lite av ett filosofiskt svar, att
kunskap är makt. S̊a om du sitter p̊a kunskapskanalen s̊a har du en skyldighet
runt informationskvalitet och informationssäkerhet, faktiskt. Men sen fr̊an ett
cybersäkerhetsperspektiv s̊a är det snarare, den informationen du tar fram att
den inte p̊a n̊agot sätt förvanskas p̊a vägen utan din vetskap.”

”Ett moment 22. Att ge accessen till datan s̊a att vi kan extrahera kunskapen,
men inte ge accessen till datan s̊a att du faktiskt kan se den som människa.”
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D.11

”Det kanske rymdstyrelsen sa till er. För ett drygt år sedan ändrade vi Rymd-
styrelsens instruktion. Alla myndigheter f̊ar en instruktion och där la vi in
d̊a att de ska i all sin verksamhet beakta utrikes, försvar och säkerhetspoli-
tiska aspekter. Det är för att även om du finansierar ren forskning idag s̊a
kan den användas p̊a olika typer av tillämpningar och d̊a m̊aste man lägga in,
vad betyder det rent säkerhetsmässigt. S̊a det är n̊agot som genomsyrar all
rymdverksamhet nu. Att det finns ett tänk kring säkerhetsfr̊agor. ”

D.12

”Tidigare har människor tänkt att ja det är ingen som vill mig n̊agonting och
jag har inget att dölja s̊a att skitsamma. Men det p̊averkar faktiskt rätt mycket
mer än individen.”

”Lyckas man med 1 av 100 som sedan sprids i samhället och alla kan nyttja
det s̊a tror jag det är otroligt värdefullt fortfarande. Och jag tror att väldigt
m̊anga projekt eller föreningar eller organisationer som pysslar med s̊anna
här kul grejer saknar just den finansiella styrkan att avsätta tid att göra det
p̊a riktigt.”

”Som jag sa att säkerhet är inte en eng̊angsinsats, en g̊ang per år där man gör
en s̊an här penetrationstest av sin miljö [...] Utan det ska vara liksom med, i
planeringsfasen s̊a ska man prata om säkerhet, v̊ara utvecklare ska tänka att
de programmerar p̊a ett säkert sätt och utmana varandra och testa ens kod att
den faktiskt är säkert skrivet.”

D.13

”Ja, det här blir ju min syn beroende p̊a cybersäkerhet i rymden, ett av de
största problemen är att de som diskuterar det idag menar olika saker. S̊a att
jag säger bara lycka till vad gäller att göra den här undersökningen.”

”Det har tyvärr gjort att det har blivit ännu mer poppis att prata om cy-
bersäkerhet. Alla som tidigare var experter p̊a epidemiologi är nu experter p̊a
cybersäkerhet.”

”Precis som jag sa tidigare att man vinner p̊a att dela information för d̊a kan
förhoppningsvis ocks̊a andra dela information med en själv. D̊a gör det att
kanske vi kan implementera n̊agonting innan vi själva r̊akat ut för det och d̊a
är det bra att den parten sprider det till andra, inklusive oss s̊a att inte vi
behöver r̊aka ut för det. det är det som är själva vinsten.”
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