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Abstract 

The purpose of this thesis rose from tackling a specific project led by Cybercom Group. Water 

Sense was proposed after municipalities expressed the need to conveniently conduct 

measurements on water in Swedish lakes, and remotely get access to these data. The varying and 

infrequent nature of measurements result in an inefficient power consumption when a 

conventional sensor platform is used. Internet of Things is a relatively new and ever-evolving 

field for wireless sensor networks, where Low Power Wide-Area Network protocols are utilized 

to cleverly save power. One of these LPWAN protocols is LoRaWAN, a MAC layer protocol that 

runs on top of the PHY layer protocol LoRa. The chosen platform hardware for sensor nodes is 

an Adafruit feather equipped with a LoRa radio module, and the Contiki operative system was to 

be imported and integrated. Contiki OS is developed for small IoT systems with low-power, 

while offering networking mechanisms and a range of protocols typically utilized in WSNs. The 

adaptive and modular nature of Contiki allows for custom pairing of protocols to target a specific 

topology. LoRaWAN has a number of constraints that are disadvantageous for Water Sense, 

most prominently being a single-hop protocol. Contiki already supports several platforms with 

drivers, but the CPU and radio module of the Adafruit feather are not one of them. The goal was 

to integrate the LoRa PHY hardware with Contiki and have an adaptive platform for Water 

Sense and other scenarios. Unfortunately not all initial goals were achieved, and the physical 

layer was not fully integrated with Contiki’s APIs. However, the drivers needed for an 

operational physical layer were completed and range test could be conducted. Therefore, this 

thesis details the work done for implementing the physical layer and a study on Contiki’s data 

link protocols in proposed configurations for Water Sense. 
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Sammanfattning 

 

Water sense är ett projekt som leds av företaget Cybercom efter Jönköping kommun uttryckt 

önskan om att bekvämt kunna genomföra mätningar på vatten från Sveriges sjöar. Mätningar 

ska sällan ske under året, och frekvensen ändras beroende på årstid. 

Första prototypen var en plattform med GSM (2G) radio modul, men nackdelen på grund av 

radiovalet blev märkbart. En GSM radio måste alltid vara påslagen och med Water Sense 

behov i åtanke, så slösas det mesta av batterilivslängden på grund av hur sällan mätningar 

sker. Nästa iteration av prototypen blir att implementera en radio modul med 

vilolägesmekanismer från LPWAN (Low-Power Wide-Area Network) protokollfamiljen som 

är avsedd för liknande applikationer. 

En av dessa teknologier är LoRa (Long-Range) som definierar hur en plattform skickar och 

mottar meddelanden från en annan LoRa modul. Kommersiella system som använder LoRa 

brukar implementera LoRaWAN protokollet, som kan betraktas som ett handlingssätt för hur 

flera sensornoder kommunicerar med varandra. LoRaWAN har dock några begränsningar 

som skadar effektiviteten, nämligen att det är ett "single-hop" protokoll som bara kan 

kommunicera mellan två noder, och detta i sin tur begränsar täckningen i en realistisk miljö. 

Därför var idén att kombinera LoRa teknologin med Contiki OS, ett operativsystem avsett för 

trådlösa sensornätverk med uppsjö av protokoll för alla delar av nätverken. 

Contiki är uppbygd på ett modulärt sätt, som tillåter utvecklare att enkelt konfigurera system 

och anpassa till applikationen. Stöd erbjuds för en del radio moduler och CPU, men den valda 

hårdvaran är exkluderad från detta. Därför gick det mesta av arbetet åt att skriva källkod och 

drivrutiner för kompabiliteten mellan hårdvaran och Contiki, och möjliggöra integrationen av 

flera protokoll. Målet var att implementera hela systemet och genomföra tester, men inte alla 

mål kunde uppnås under examensarbetets gång. Däremot blev implementationen av 

drivrutinerna tillräckligt bra för räckviddstester, och rapporten genomför en studie av Contikis 

Rime stack med förslag av konfigurationer som ackommoderar Water Sense. 
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1. Introduction 

 

This thesis revolves around the implementation of Low-Power Wide Area Network 

(LPWAN) protocols for long range applications in wireless sensor networks. A certain design 

for the hardware and network topology is chosen, with respect to the Water Sense application 

scenario.  

The initial goal was to develop a sensor node platform that measures data and transmits them 

using the LoRa (Long-Range) radio technology in the PHY (physical layer). A gateway 

platform would itself measure, gather the received data from the sensor nodes, manage the 

addressing and have a backhaul to the network server so everything can be routed back to the 

application server. 

Unfortunately, not all goals were achieved during the period of the thesis. Most of the time 

went into implementing the hardware support for the platform, and the radio driver in the 

physical layer of the network protocol stack. This resulted in a platform that worked for data 

transmission but did not realize the initial goal of fully utilizing the Contiki architecture and 

its protocols. Thus, a change of focus was needed to address relevant areas, and this report 

will detail the implementation of radio physical layer and a study of Contiki’s Rime stack 

with regard to Water Sense. 

The operative system Contiki is imported to the sensor platform. It manages all the layers in 

the OSI communication model and provides several protocols. 

Contiki offers support for a range of hardware, but the chosen platform is not one of them. A 

large portion of the effort in this project went to making hardware support for the platform, so 

that Contiki’s Rime, a lightweight network stack specifically designed for Wireless Sensor 

Networks (WSN) can be utilized. 

While LoRa defines the PHY, LoRaWAN is the complementary networking protocol that 

controls the upper medium access control (MAC) layer. It has some limiting factors, and the 

purpose of this thesis is to use the long distance PHY communication technology of LoRa 

combined with the flexible open-source protocol stack of Contiki. 
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2. Background 

 

2.1. Water Sense 

This thesis is a part of a larger project led by the company Cybercom Group. Water Sense is a 

project developed during the summer of 2019 with purpose of collecting valid water data 

from Swedish lakes and public beaches. The rate at which the data is gathered depends on 

whether it is bathing season or not. Previously, many municipalities of Sweden such as 

Jönköping county’s administrative board collected data manually at varying rates. This led to 

consuming and labor-intensive manual tasks, which can be solved by implementing a WSN 

[1]. 

Before the start of this thesis, an iteration of the hardware prototype was already made. The 

issue at hand was the use of GSM (2G) to send data packets through a cellular network to the 

database of a website. The GSM radio module has no capability of a “sleep” mechanism, 

which leads to wasting a large portion of the energy consumption since data measurements 

are taken infrequently. Thus, the implementation of a LPWAN protocol was needed to 

optimize the efficiency of the system regarding the application scenario [2].  

 

2.2. Contiki 

Contiki is an operative system for networked, memory-constrained systems with a focus on 

low-power wireless IoT (Internet of Things) devices. It’s written in Standard C and runs on 

Linux. It has built-in light-weight network stacks, provides multitasking, and only needs about 

10 kilobytes of RAM and 30 kilobytes of ROM [3]. 

Contiki provides three network mechanisms:  

• uIP TCP/IP stack 

• uIPv6 stack 

• Rime stack 

The uIP TCP/IP stack provides IPv4 networking and the uIPv6 stack provides IPv6 

networking. Both allow communication over the internet. The Rime stack is a set of custom 

lightweight networking protocols designed specifically for low-power wireless networks.  

Out of these mechanisms, only Rime will be discussed in the scope of this thesis since it is 

regarded as the optimal choice for the application scenario. 
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2.3. LPWAN 

Low Power Wide-Area Network refers to a group of technologies that cater low-complexity 

and low-power devices such as sensors in Internet of Things (IoT). The deployment of WSNs 

require a technology that provides long range, extended battery life and low-end point cost. 

All challenges which LPWAN address.  

There are mainly two techniques used in the PHY for LPWAN, Ultra Narrow Band (UNB) 

and Spread Spectrum (SS). UNB transmits a signal with a very small bandwidth, making it 

suited for small uplink traffic. SS transmits a signal by spreading it over a large frequency 

band and is one of the oldest communication techniques used by the military due to its 

security. LoRa belongs to the SS group and uses Chirp Spread Spectrum as a modulation 

technique.  

Some critical factors for evaluating difference in performance between UNB and SS 

techniques are interference, capacity, and link budget. The spreading of an original signal in 

SS techniques over a frequency band larger than the actual signal makes it harder to intercept, 

especially when the spread signal has no noticeable peaks in the spectrum, making it resemble 

with noise. However, interference in LPWAN is a trade-off between range and transmission 

time. UNB techniques have lower data rates than SS and offers longer range, but the increased 

transmission time increases the possibility of collisions with other packets in the LPWAN 

network. Despite the difficulty of intercepting an SS signal, the chance of interference is 

higher due to the tolerance limit of received signal power as a threshold for rejecting 

incoming packets. Every SS device becomes a source of interference and increase the chance 

of a receiver processing a signal with higher power than the transmitted packet, deeming it a 

corrupted signal. 

UNB surpasses SS in capacity when it comes to practical scenarios, due to the difficulty of 

achieving optimal conditions for an SS network. The addition of extra data in SS coding to 

offset the higher noise floor also further impacts the capacity capability of SS networks. 

Link budget is a metric used to compare coverage for wireless technologies. It includes gain 

loss factors to indicate the strength of a received signal. The typical deployment areas for 

UNB and SS technologies cause significant path and propagation loss, which severely impacts 

link budget. Both UNB and SS can attain similar link budget under same parameters and 

environment. [4] 
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2.4. Hardware 

 

 

Figure 1: Adafruit feather M0 with LoRa 

 

The hardware used as a platform for the sensor nodes is an Adafruit feather M0 with LoRa 

radio. Two versions exist with a radio module for either 433 MHz or 900 MHz band. The 433 

MHz version was chosen to follow Europe’s ISM-band laws for operation under the license-

free frequency band. 

Although not implemented, an ideal hardware for acting as the gateway unit would be a 

Raspberry Pi. Beside itself conducting measurements, it would handle the back-routing of 

information from child-nodes to application servers and send instructions to nodes. 

In the implementation part of the thesis, a computer with Contiki in a Linux environment was 

used both as a gateway and platform for developing code. 
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3. Theory 

 

3.1. WSN 

Wireless sensor network or WSN is the use of a group of sensors to cover a certain area and 

conduct measurements and monitoring of physical elements of that environment. The 

gathered data is to be collected at a central unit, the gateway, and organized to be sent back to 

a remote server. Sensor nodes offer either unidirectional or bi-directional capability, although 

most modern sensor nodes are bi-directional [5]. From the node’s perspective, this allows 

transmitting measured data to the gateway and receiving instructions that change the behavior 

of the node. Instructions can include more frequent or immediate measurements, higher 

transmission power for longer range, or traffic data for efficient mesh network traversing. 

Main components of a sensor node platform include a microcontroller, radio transceiver, 

antenna, sensors, and a battery. The microcontroller processes information from other 

components and sends commands to them.  

Typical WSN data gatherings include temperature, sound, pollution levels, humidity, wind, 

and other attributes for obtaining awareness of said environment. 

 

3.2. LORA (PHY) 

LoRa in the physical layer uses chirp spread spectrum (CSS) as a modulation technique. In 

radio communication, spread spectrum is a method where the original signal gets spread along 

a wider frequency band. Resulting in certain benefits such as more secure communications, 

and increased resistance towards interference and noise. 

Beside using SS, LoRa also divides the spread signal into chirps representing a part of the sent 

payload. The transmitted symbol will be a chirp with a frequency range from 𝑓𝑚𝑖𝑛 to 𝑓𝑚𝑎𝑥. 

The symbol period 𝑇𝑆 is a function of the spreading factor SF and bandwidth BW. 

                                                                    𝑇𝑆 =
2𝑆𝐹

𝐵𝑊
                                                          (1) 

A symbol will take 𝑇𝑆 seconds to transmit. The Spreading Factor determines how many 

chirps are used to represent a symbol. Higher SF value means the signal is spread over larger 

frequency band, where more chirps are used to represent the signal. 

Another advantage of LoRa is the use of Forward Error Correction (FEC), where data 

transmission errors in a noisy communication channel can be corrected without the need for a 

retransmission. The data is encoded with redundant information along with the data frame, 

allowing the receiver to detect a limited number of errors in the message. If the decoder 

detects too many errors, then a retransmission is requested. FEC improves the resilience 

against interference from the environment and increases the effective range of LoRa. [6] 
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3.3. Gateway 

The gateway is a device that acts like the bridge between one type of network to another, 

communicating through more than one communication protocol. In the case of conventional 

LoRa use, the gateway would use LoRaWAN to communicate with deployed sensor nodes 

and relay data back to the upper layers through e.g. GSM or LTE. The upper layers could 

comprise of cloud services or user equipment such as smartphones. 

An important aspect of IoT is the use of low-complexity devices for achieving low-power 

consumption and easier scalability. The deployment of many low-complexity sensor nodes 

increases the chance for message collisions and gateways are built with higher complexity to 

handle such collisions, protocol conversions and data storage. Some might even incorporate 

artificial intelligence or optimization for traffic routing through e.g. mesh networks.  

 

3.4. LoRaWAN 

LoRaWAN defines the MAC protocol and the system architecture for wide access network. 

The architecture of the network is a star-of-stars topology where multiple end-devices can 

send messages to one or multiple gateways through a single-hop link. The gateway acts as a 

bridge between the end-devices and central network server, converting the RF (radio 

frequency) packets to IP packets and vice versa.  

 

 

 

 

 

 

 

 

 

 

 

   Sensor nodes 

Figure 2: LoRaWAN Network structure diagram 

 

In figure 2, LoRa PHY and LoRaWAN is used for communication between sensor nodes and 

the gateway. That information is routed back through the backhaul from gateways to the 
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Gateway 

Network server Application server 
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network server. The communication protocol for the backhaul is not specific and can be 

anything from Ethernet to WiFi. The network server connects the sensors and gateways with 

the end-user applications, making it possible to monitor data and is responsible for ensuring 

security.  

 

3.5. OSI Model 

The Open System Interconnection Model is a way to describe and standardize the core 

functions of telecommunication networks. The reason for using OSI model as a reference 

point instead of TCP/IP in this thesis is the ease of visualization for network operations. 

Especially when comparing it to Contiki’s network protocol stack. 

OSI consists of seven abstraction layers in a top-down fashion, where each layer is served by 

the layer below it. 

 

OSI Model layers 

7 Application 

6 Presentation 

5 Session 

4 Transport 

3 Network 

2 Data link 

1 Physical 

 

    

• Physical layer: The physical equipment responsible for transmission of raw data over 

a physical medium. The microcontroller, LoRa radio with its modulation technique 

would be in this layer. 

• Data link layer: Similar to the network layer but describes data transfer between two 

nodes on the same network. Can also be addressed as the Medium Access Control 

(MAC) layer, where network medium access for device transmission is controlled. 

This layer is also responsible for  flow control and error correction methods like 

retransmission. 

• Network layer: Responsible for data transfer between two different networks. 

Messages are divided into packets and reassembled on the receiving side. Routing 

techniques for finding the best physical path for data to reach its destination is 

described in this layer. 

• Transport layer: Provides bidirectional end-to-end communication between source 

and host destination. Also responsible for error and flow control, where the rate of 

transmission is adjusted for smooth and continuous reception. 

• Session layer: Decides when to open and close communication between nodes. 

Ensures sufficient time window for transmission, also known as the session. 

Figure 3: OSI Model layers 
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• Presentation layer: Prepares and organizes data in a presentable way for the 

application layer. Preparation methods include translation, encryption, and 

compression of data. For instance, presentation layer can translate data transferred 

from one device to another with different syntax, where the application resides. If 

encryption is used, data from sender is encrypted and decrypted at the receiver side 

into a readable format. Presentation layer also serves the session layer through 

compressing to-be-sent data from the application layer, thus increasing efficiency and 

speed. 

• Application layer: The only layer where users have direct access with data. Software 

applications use protocols and data manipulation techniques to present data to the user. 

An example of such protocol would be HTTP. 

 

3.6. Contiki’s network protocol stack 

 

Figure 4: Composition of Contiki’s stack and examples of their respective modules  

In comparison to the OSI model, Contiki’s Netstack (network protocol stack) can be compiled 

into four layers. 

In the Radio layer, data arrives in bytes or as a full packet via interrupt handlers. The input 

data is read out into the buffer, so called packetbuf and the process is polled. This polling 

process will cause the process to be sent to the special event and passed to the upper layers. 

This layer includes radio drivers that enable communication from and to the CPUs. 

The netstack implemented in Contiki is a little bit different than the usual 5-layers model 

typically adopted in TCP/IP. The MAC layer is usually located between the Physical and 

Network layers, but in Contiki the traditional MAC layer is divided into three parts: Framer, 

Radio Duty-Cycle (RDC) and Medium Access Control (MAC). 

The Framer is a set of auxiliary functions that either create new frames to-be-transmitted, or 

parse incoming frames. Contiki provides two framer protocols: framer-nullmac and framer-

802154 
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• Framer-nullmac: the most basic protocol, which only fills sender and receiver 

addresses in the packet header. 

• Framer-802154: creates and parses frames compatible with the IEEE 802.15.4 

standard. 

Radio Duty Cycling (RDC) handles operation time of the radio, allowing the transceiver to be 

off most of the time and save energy. Contiki has three duty cycling mechanisms:  

• ContikiMAC: based on the principles behind low-power listening but with better 

power efficiency. 

• Contiki's X-MAC: based on the original short-preamble X-MAC protocol but has 

been enhanced to reduce power consumption and maintain good network conditions. 

• Contiki's LPP: based on the receiver-initiated Low-Power Probing (LPP) protocol but 

with enhancements that improve power consumption as well as provide mechanisms 

for sending broadcast data.  

One of the primary objectives of the MAC layer is reduce power consumption of the sensor 

nodes. Since radio operation is the usually the most consuming activity, having an efficient 

MAC protocol is essential. It would aim to turn the radio off as often as possible, while being 

awake long enough ensure successful communication with other sensors.  

There are two MAC protocols in Contiki: 

• NullMAC: a simple pass-through protocol that simply calls the appropriate RDC 

functions. 

• CSMA: implements addressing, sequence number and retransmissions. It keeps a list 

of packets to each of the neighbors and calculate statistics such as number of 

retransmissions, collisions, deferrals, etc. Despite having the name Carrier-Sense 

Medium Access, the implementation in Contiki does not rely on the carrier sensing, 

because the medium access is performed by RDC protocols. 

 

3.7. Protothreads 

Protothreads are a programming abstraction invented by Adam Dunkels. It combines event-

driven programming with threaded programming to reduce the number of explicit state 

machines in event-driven programming for memory constrained embedded systems [7]. 

Figure 5 is an example of a pseudo code that represents radio duty cycling protocol with the 

use of protothreads. 

 

 

 

 



10 
 

 

Figure 5: Pseudo code of radio duty cycling with protothreads [7] 

Protothreads are declared with PT_BEGIN and PT_END statements. Other protothread 

statements like PT_WAIT_UNTIL() must be placed between the PT_BEGIN and PT_END 

statements. The program is segmented and protothreads uses PT_WAIT_UNTIL() to set 

switching points and build sections. PT_WAIT_UNTIL() takes a conditional statement and is 

used to block the protothread until that condition is met. If the condition is already met during 

the first time the protothread is run, it continues without interruption. When a switching point 

is reached, the protothread will determine blocking the process or not. If the process is 

blocked, resources are released to other actions and the switching point is saved so that the 

program can resume at the next invoking if the conditions are met.  

 

3.8. Chameleon architecture 

Chameleon is an adaptive communication architecture for WSNs. It aims to simplify and 

modularize the implementation of WSN communication protocols. Contiki achieves this 

through the Rime protocol stack, which allows protocols applied on top of the Rime stack to 

take advantage of its underlying features. These features are protruded through using packet 

attributes instead of packet headers. A problem with having an architecture WSN that tries to 

encompass as many patterns as possible is the header packet size, which is proportional to the 

number of patterns. Chameleon uses packet attributes as an abstract representation of the 

information usually found in the packet headers. [8] 

Separate packet transformation modules handle the packet headers, making it possible to form 

them independently from the protocols and applications of the chosen architecture. 

Application data and packet attributes are stored into packet headers and payloads. 

 

radio_wake_protothread: 

    PT_BEGIN 

    while(true) 

        radio_on() 

        timer ←  tawake 

        PT_WAIT_UNTIL(expired(timer)) 

        timer ←  tsleep 

        if (not communication_complete()) 

            wait_timer ←  twait_max 

            PT_WAIT_UNTIL(communication_complete() or 

                expired(wait_timer)) 

        radio_off() 

        PT_WAIT_UNTIL(expired(timer)) 

    PT_END 
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Figure 6: Chameleon architecture [8] 

 

As shown in figure 6, the Chameleon architecture consists of three major parts. The first one 

is the Rime stack, which provides a set of communication primitives to applications running 

on top of the stack. Secondly, a set of network protocols running on top of the Rime stack. 

Thirdly, the packet transformation modules that create packet headers from the output of the 

Rime stack. The communication protocols between the Rime stack and applications like 

Collection or Routing protocols are optional. 

From top-to-down approach, application data is passed down to the Rime stack which adds its 

packet attributes before being sent down to the chameleon header transformation modules. 

With the attributes as input, correct packet headers would be constructed and sent down to the 

MAC layer. The MAC layer in Contiki is implemented to parse passed packet attributes and 

decide which MAC protocols to use for sending the packets. If it happens that the Chameleon 

module cannot immediately send a packet to the MAC layer, for reasons such as an 

underlying MAC mechanism has turned off the radio device, Chameleon queues the packet to 

be processed later. 

Although possible to add additional packet attributes, the pre-defined packet attributes are 

sender and receiver addresses, packet IDs, link quality, feedback information from lower 

layers, and number of retransmissions. 

 

3.9. Rime 

Rime provides a set of basic communication primitives ranging from best-effort single-hop 

broadcast and best-effort single-hop unicast, to best-effort network flooding and hop-by-hop 

reliable multi-hop unicast [8]. Being based on lightweight layering principle, the 
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communication primitives are designed in a layered fashion, where more complex primitives 

are built upon simpler ones. 

Unlike single-hop, multi-hop can not specify how packets are routed through the network. 

The node sends a packet that reaches all other nodes within reach, and every receiving node 

invokes the application or upper layer protocol that decides the next neighbor to hop to. The 

freedom to design routing in the upper layers makes it possible to define arbitrary protocols 

on top of the conventional multi-hop primitive.   

 

 

Figure 7: Communication primitives of Rime [8] 

 

Figure 7 shows the communication primitives of Rime and how they build upon each other. 

Only the relevant primitives are elaborated below. 

 

3.9.1. Broadcast primitives 

A communication primitive under the group Broadcast means the transmitted packets are 

intended to be received and addressed to all nodes of the network.  

The most basic primitive in Rime is the anonymous best-effort single-hop broadcast (abc), 

which simply sends a packet to all nodes on the same channel. All other primitives are based 

on abc. It does not include information about sender or receiver address. 

The identified best-effort single-shop broadcast primitive (ibc) sends a packet to all local 

neighbors. It adds the sender address as a packet attribute to outgoing packets, which is 

needed for Rime primitives that require sender address. 
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3.9.2. Unicast primitives 

Unicast is a one-to-one transmission from one sender node to another receiver, identified by a 

network address.  

The best-effort single-hop unicast primitive (uc) sends a packet to an identified single-hop 

neighbor. Since it requires an address attribute to be sent with outgoing packets, it uses the ibc 

primitive to add receiver node address. Receiver nodes discard the packet if address attribute 

does not match with own address.  

The stubborn single-hop unicast (stuc) and reliable single-hop unicast (ruc) utilize uc 

primitive. Stuc will repeatedly send a packet to a single-hop neighbor until an upper layer 

primitive or protocol cancels the transmission. While stuc can be used directly as the chosen 

primitive, usually it is used indirectly by ruc. Ruc uses acknowledgements and 

retransmissions to ensure the neighbor successfully receives the packet. When the receiver 

receives and acknowledges the packet, the ruc module notifies the sending application via a 

callback. Ruc uses stuc to do retransmissions, while itself handling acknowledgements. 

 

3.9.3. Multi-hop primitives 

Unlike single-hop where a packet is sent from one sender and received from one receiver, 

multi-hop uses other nodes as relays to hop from one to another until intended target is 

reached.  

The best-effort multi-hop unicast primitive (mh) sends a packet to a targeted node in the 

network by using multi-hop forwarding at each node. The application or protocol that uses the 

mh supplies a routing function (Routing protocol in figure 6) for selecting the next-hop 

neighbor. If no suitable next-hop neighbor is found during the routing, a route discovery 

process can be initiated from the upper layers. 

The hop-by-hop reliable multi-hop unicast primitive (rmh) is similar to mh but uses the 

reliable single-hop primitive for the communication between two single-hop neighbors. 

 

3.9.4. Mesh routing 

To plan the routing of a packet, the mesh protocol floods the network with route request 

packets. Consider two nodes in the network where the one is the initial broadcasting node, and 

the other node is the next-hop neighbor. When a receiver node receives a request from a 

sender node, a backward path to the sender of the request is established. The route request is 

rebroadcasted to the other neighbor nodes and the cycle is repeated until the destination node 

receives the request. The destination node sends back a rout reply packet along the same 

backward paths that have been established when forwarding the sender’s route request. Route 

requests in mesh are sent using the network flooding primitive (nf), and the best effort multi-

hop primitive for the data packets. 
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3.10. RDC protocols 

MAC protocols in general can be divided into two categories, synchronous and asynchronous 

methods. The problem with synchronous methods are primarily the complexity they bring to 

the system, where sensor nodes must synchronize schedule information that specifies the 

cycle of active and sleep period of the control packets [9]. All RDC and MAC protocols in 

Contiki are asynchronous. 

The RDC protocols X-MAC, ContikiMAC are sender-initiated, whereas Low-Power Probing 

is receiver-initiated. Typically in receiver-initiated protocols, the sender node would 

periodically turn on its radio to listen for probes from the receivers. In this study’s case, a 

gateway would keep sending a probe until a sender node receives it and sends back the data 

packet. LPP operates on the principle of sending a probe packet periodically. 

In this study, only LPP is discussed in detail as an option for MAC protocol since being a 

receiver-initiated scheme it makes the design become less complex for the water sense 

scenario. 

 

3.11. LPP 

Being receiver-initiated, a receiver would send out a probe packet to other nodes declaring it 

is ready for reception. After sending the probe, the radio is kept on for a certain duration 

waiting for the sender node to send the data packet after receiving the probe. The sender node 

is always periodically checking if there is a probe from the receiver and keeps sending the 

queued packet until an acknowledgement is received.  

Contiki’s LPP has two important parameters: Ontime and Offtime. 

 

 

 

 

 

 

 

Figure 8: LPP protocol in Contiki  

 

Ontime determines the duration the radio is on after transmission of a probe packet. Offtime is 

the time between probes. There is a phenomenon where nodes get stuck in loops due to 

synchronization effects. LPP avoids it through having random offsets added to offtime. [10] 
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The probe is a packet that is shorter than the data packets but with the same structure of 

having a header and data section. The header contains the addresses of the receiver itself and 

the destination node, while the data part of the packet contains announcement messages 

detailing ID, value, and number. The probe is sent using a broadcast primitive and received 

by all nodes, but only the node with the destination address will wake-up from idle listening 

mode and transmit data packet, as represented by the grey area in figure 8. All packets to be 

broadcasted, including the probe, are queued as pending until the radio verifies that no 

neighbor is currently broadcasting.  

When a packet is read from the underlying radio driver, the length of the received packet is 

compared to size of a LPP header. If shorter, the packet is deemed a bad packet and is 

discarded. The type of the packet is determined afterwards, where probe packets would 

undergo operations like announcement_heard(), encounter registering, transmission of queued 

packets. Announcement_heard() is only used if the collect protocol (Figure 6) is implemented, 

and it declares the announcement part of the probe has been heard.  

Encounter is a method LPP uses to reduce radio power consumption through precisely timing 

when the sender radio should be turned on. With every probe received, the node keeps and 

updates an encounter list that details address, current clock time and two ctimers named 

remove and turn_on_radio timer. These parameters are used to create an entry for every 

neighboring node so that a ctimer is started for turning on the radio just before an incoming 

packet is to be transmitted. Ctimer is a Contiki module that stands for Callback timer, and it 

calls a specified function once the set timer mechanism expires.  

The ability to use encounter optimization is optional, and when LPP calls the function 

turn_radio_on_for_neighbor() it checks if there are any encounter entries in the list. If there 

is, a timer will be started based on the entry and the radio will send queued packets once that 

timer expires. If there are no entries, the packet will be queued immediately.  

Every encounter has a lifetime and once an encounter has surpassed it, the entry is deleted. 

With every probe, if the address matches one of the entries in the list, the lifetime of that entry 

is updated. The lifetime parameter is mutable but has the default value of 16 times of offtime.  

The encounters are expected to happen roughly every OFF_TIME time units. The next 

expected encounter is at time e->time + OFF_TIME. To compute a relative offset, we subtract 

with clock_time(). Because we are only interested in turning on the radio within the 

OFF_TIME period, we compute the waiting time with modulo OFF_TIME. 

 

 

 

 

 

Figure 9: Calculation of wait time in the file lpp.c for the ctimer that turns on the radio   

 

 

    now = clock_time(); 

    wait = (((clock_time_t)(e->time - now)) % (OFF_TIME + LISTEN_TIME)) - 

2 * LISTEN_TIME; 
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4. Implementation 

 

While working on the implementation during the thesis timeframe, some goals were 

unfortunately not reached. For instance, the radio driver is written and works as a bare-metal 

implementation but is not fully coupled with Contiki’s Radio.h API for radios. It was a 

helpful approach to directly test and debug code while eliminating the OS overhead but 

resulted in being unable to fully utilizing Contiki’s abstraction between the radio and upper 

layers. Nevertheless, this section of the report will describe both the current state of 

implementation and how it should theoretically be done. 

 

4.1. Radio PHY driver 

 

 

       

 

 

 

 

 

Figure 10: Main radio file (RFM95.c) and included files 

 

4.1.1. Achieved state of the radio PHY driver 

The achieved state of radio PHY driver, which is what the test results are based upon, is 

similar to figure 10 with the exception of using Radio.h or being written in a way to adhere to 

the API.  

 

RFM95.c 

The main radio driver file with functions such as rfm95_init(), rfm95_write(), and 

rfm95_read(). 

Rfm95_init() initializes the radio through opening the serial communication between radio and 

CPU, setting it to sleep mode and ready to read. Rfm95_write() and rfm95_read() are for 

writing and reading packets. 

 

 

RFM95.c/.h 

Radio.h GPIO.h SPI.c/.h 
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SPI.c  

The driver for serial communication between radio and CPU. The radio driver upon 

initializing with rfm95_init() calls the function spi_init() with certain configurations passed as 

arguments. Spi_init() handles configuration such as enabling a bus clock for the SPI, setting 

up a generic clock for the chosen serial communication port, data order and format, clock 

polarity and phase, and character size. 

Spi_write() and spi_read() are for sending and reading bytes, which are used for sending and 

reading instructions from the CPU to the radio and vice versa, and within rfm95_write() and 

rfm95_read() for reading packets stored in the FIFO buffer.  

 

GPIO.h 

Includes board pinout definitions and a set of APIs for configuring pins. For example a pin 

can be configured as an input with pullup or pulldown, analog or digital output, or attached to 

an alternate function such as PWM.  

 

Figure 11: The rfm95 radio driver struct in RFM95.c 

 

const struct radio_driver rfm95_driver = 

  { 

    rfm95_init, 

    rfm95_prepare, 

    rfm95_transmit, 

    rfm95_send, 

    rfm95_read, 

    rfm95_cca, 

    rfm95_receiving_packet, 

    pending_packet, 

    rfm95_on, 

    rfm95_off, 

    get_value, 

    set_value, 

    get_object, 

    set_object 

  }; 
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4.1.2. Desirable complete state of the radio PHY driver 

The radio API module defines a set of functions that a radio device driver must implement. 

When writing the driver, it must be in the context of the universal radio API of Contiki. Each 

radio has a set of parameters that designate the current configuration and state of the radio. 

Parameters can either have values of type radio_value_t or a generic object that is specified 

by a memory pointer and the size of the object. The radio_value_t type is set to an integer 

type and is recommended for the radio in question, since it suffices to hold most values used 

to configure the radio. Some radios however require an object of considerably larger size than 

radio_size_t. The parameters are either prefixed RADIO_PARAM when expected to vary 

during runtime, and RADIO_CONST when guaranteed to remain immutable. Not all radio 

drivers in Contiki implement some of these parameters, and if the application tries to set or 

fetch these parameters, the radio will return RADIO_RESULT_NOT_SUPPORTED.  

 Figure 12: The radio initializing function and the process thread it declares 

Int rfm95_init(void) { 

  spi_init(SERCOM4, 63018, SERCOM_SPI_CTRLA_DIPO(1) |  

   SERCOM_SPI_CTRLA_DOPO(1)); 

  spiWrite(RH_RF95_REG_01_OP_MODE, RH_RF95_MODE_SLEEP |  

   RH_RF95_LONG_RANGE_MODE); 

  process_start(&rfm95_process, NULL); 

  return 1; 

} 

PROCESS_THREAD(rfm95_process, ev, data) { 

  int len; 

  PROCESS_BEGIN(); 

  PRINTF("rfm95_process: started\n"); 

  while(1) { 

    PROCESS_YIELD_UNTIL(ev == PROCESS_EVENT_POLL); 

    PRINTF("rfm95_process: calling receiver callback\n"); 

    packetbuf_clear(); 

    len = rfm95_read(packetbuf_dataptr(), PACKETBUF_SIZE);   

    packetbuf_set_datalen(len); 

    NETSTACK_RDC.input(); 

  } 

  PROCESS_END(); 

} 
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Figure 11 shows the rfm95 radio driver struct of the type radio_driver which is declared in 

the radio.h file, inheriting all its parameters. This is what the layers above radio PHY use 

when they control the radio. It abstracts the hardware and modularizes the structure in a way 

that is predictable and replaceable. 

For the sake of being brief, the function rfm95_init() in figure 12 has minimized to initializing 

SPI communication between CPU and radio module, and setting the operation mode. Upon 

being called, it starts a protothread with its own process named rfm95_process that is yielded 

until the process event itself is polled somewhere else. In its infinite while loop, the packet 

buffer is cleaned before the newly received packet is read and its length measured. The same 

length is used to set the length of data part in the outbound packets. The environment variable 

NETSTACK_RDC points to the chosen RDC protocol specified in the application makefile. 

Just like the radio.h API, every RDC protocol must follow the rdc.h API. The input() callback 

function is always called to notify that a new packet has arrived and needs processing by the 

RDC layer. 

Every platform in Contiki has its own contik-conf.h file, detailing all chosen configurations 

for the netstack protocols and assigning environment variables for ease of access. When the 

application layer decides to execute a command that can be summed up to the node’s radio 

sending an outbound packet, the lowest point in the stack will be a call for 

NETSTACK_RADIO.send() that equates to rfm95_send() preparing and transmitting a packet. 

Upon calling the function rfm95_send() in figure 13, multiple factors must be accounted for to 

ensure optimal transmission. Before sending the packet, waitPacketSent() ensures that no 

outgoing packet is interrupted, and radio mode is set to idle which is needed for writing to 

registers. The RFM95 radio unfortunately does not support channel activity detection 

capabilities, which would have been beneficial to call before sending the packet and lower the 

packet error rate. Before finally sending the packet, the FIFO buffer is written to with header 

information detailing sender and receiver addresses, header ID and its set flags. These header 

attributes are set through APIs used in upper layers. 
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Figure 13: The packet sending function of rfm95 driver 

 

4.2. The physical layer driver and RFM95 radio 

In this section, the physical layer driver RFM95.c and the architecture of the RFM95 radio 

itself will be discussed in a manner that couples the software abstraction of Contiki with the 

radio hardware. As displayed in figure 14 the physical layer can be seen as two entities, the 

RFM95.c primitive and the hardware. Communication between the primitive and hardware is 

done through writing control words to the registers of the radio. The SPI driver is used to send 

the control words via an SPI bus to the FIFO buffer. Beside the SPI bus connection, the two 

entities can communicate through the hardware interrupt pins and the interrupt handler in the 

primitive. 

Communication between the physical layer and upper layers happen in either passive or active 

manner. All upper layers have the ability to directly call the radio receive or send functions, 

while the MAC layer (LPP) can be passively notified that a packet has been received through 

static int rfm95_send(const void *payload, unsigned short payload_len) { 

  if (len > RH_RF95_MAX_MESSAGE_LEN) 

     return false; 

  waitPacketSent(); // Make sure we dont interrupt an outgoing message 

  setModeIdle(); 

  if (!waitCAD()) //Wait until no channel activity detected or timeout 

     return RADIO_TX_COLLISION;  // Check channel activity 

  // Position at the beginning of the FIFO 

  spiWrite(RH_RF95_REG_0D_FIFO_ADDR_PTR, 0); 

  // The headers 

  spiWrite(RH_RF95_REG_00_FIFO, _txHeaderTo); 

  spiWrite(RH_RF95_REG_00_FIFO, _txHeaderFrom); 

  spiWrite(RH_RF95_REG_00_FIFO, _txHeaderId); 

  spiWrite(RH_RF95_REG_00_FIFO, _txHeaderFlags); 

  // The message data 

  spiBurstWrite(RH_RF95_REG_00_FIFO, data, len); 

  spiWrite(RH_RF95_REG_22_PAYLOAD_LENGTH, len + RH_RF95_HEADER_LEN); 

  setModeTx(); // Start the transmitter 

  return RADIO_TX_OK; 

} 

 

 

return RADIO_TX_OK; 
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hardware interrupts. As a consequence of the platform’s design, specific pins between the 

radio and CPU are mapped as interrupt pins, and the interrupt handler in the primitive is 

designed to monitor those pins for callbacks. Once the MAC layer has been notified by a 

callback function from the primitive, other upper layers are notified. The passive aspect 

comes from not needing to explicitly call the radio read function, since rfm95_interrupt() 

polls a process with a predefined Contiki function process_poll() that triggers a callback from 

receiver_callback(). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 14: The interface between RFM95.c and radio hardware  

 

4.3. Rime configuration 

The deployment and integration of Rime in the platform was not achieved, therefore this 

section will only detail a theoretical proposal on the use of Rime stack. The flexibility of 

Rime lies in it being divided to basic communication primitives, where the user can modularly 

choose the complexity of protocols that efficiently align with the deployment strategy. Thus, 

two Rime configurations are proposed for different deployment strategies. Configuration A is 

a simple configuration regarded for more forgiving environments, where a star-of-stars 

topology would suffice, and no complex primitives are needed. The environment would allow 

a direct route between the gateway and node and a relatively reliable bit error rate, thus 

eliminating the need for protocols such as multihopping and mesh respectively. Configuration 
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B would cater to a deployment environment where reliability, scalability and coverage are 

considerable factors. Packet loss rate, bit error rate and other negative factors would be 

significant due to bad routing conditions or large distances between node and gateway that 

prevent a direct link, thus the need for more complex primitives such as mesh.  

In figure 15 and 16 there are some modules not displayed, the likes of packetbuf and 

announcement are auxiliary functions used by Rime, but only primitives reflective of Rime’s 

data transmission have been displayed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 15: The Rime architecture for Configuration A & B 
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Figure 16: Chart of the data transmission files used in data link and PHY layer for 

Configuration A & B 

 

4.4. Configuration A 

This section describes the flow of function calls from a top-to-down approach, starting from 

the application calling runicast_send() up to the radio PHY turning on for transmission. 

The decision to send a packet starts in the application where it calls runicast_send(), but 

different primitives need to be used first to fill the packet with relevant information. Such 

information would be the data itself, receiver address and packet attributes that constitute how 

the packet should be sent. Before the data is written to the data section of the packet, the 

function packetbuf_copyfrom() is used to copy the given input into the packetbuf, and the 

address of the receiver is set. 

Before calling Stunicast_send_stubborn() from the lower primitive stunicast, 

packetbuf_set_attr() is used to set attributes exclusive to runicast, such as 

PACKETBUF_ATTR_PACKET_TYPE and 

PACKETBUF_ATTR_MAX_MAC_TRANSMISSIONS, where the former denotes if it is a 

data or acknowledgment packet. Every casting primitive from runicast to anonymous 

broadcast (Figure 15) declares a callback struct that comprises of two functions. For runicast, 

the callback has recv_from_stunicast() and sent_by_stunicast() that notify the application 

when events have triggered the callback, but mainly sends an acknowledgment packet when 

recv_from_stunicast() inspects that the received packet is of a data type. Every primitive has a 

callback that relates to the primitive below, where sent_by functions are called after a node 

transmits a packet, starting from the top at runicast and concluding at anonymous broadcast. 

Similarly, the recv_from functions are called when recursively when a packet has been 

received. 

Another function that is similar across the casting primitives is Runicast_open(). Beside 

setting channel attributes, they initiate the chain of callbacks for the casting primitives. The 

first call is done in Application.c is, which itself calls stunicast_open() and so on. 

Although stunicast is usually used in conjunction with runicast, as in this case, it only uses 

stunicast_send_stubborn() to set a timer for transmission duration and calls unicast_send(). If 

used on its own, the transmission time would be based on a user-set timer. With runicast, the 

Application.c runicast.c stunicast.c unicast.c broadcast.c 

abc.c Chameleon.c Rime.c lpp.c Framer-802154.c 

rfm95.c 

csma.c 

runicast.c 
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maximum number of retransmissions sets the boundary and termination is based on the 

callback recv_from_stunicast() in runicast. 

Before calling broadcast_send(), unicast_send() sets the receiver address in the packetbuf 

structure. Broadcast_send() sets the sender address an forwards it to abc_send() which gives 

the channel to the rime primitive. The first step in Rime is to utilize chameleon for filling the 

packetbuf with packet attributes that have been declared in all previous steps, such as 

attributes in packetbuf_attrs and packetbuf_addrs. However, this step does not include writing 

the data into the sending buffer, which is done finally before sending the packet. The 

disadvantage of this design choice is the waste of memory, but it allows chameleon to create a 

dynamic packet that is compatible with multiple protocols at the same time, that is after the 

header de-transformation has been processed. 

Once Rime and chameleon have prepared the packet with its abstract information, the MAC 

protocol is used to send the packet to the RDC protocol through NETSTACK_MAC.send(), 

where NETSTACK_MAC is resolved to csma_driver that has been declared in the platform-

specific configuration file. Since CSMA is the chosen protocol, it can queue packets for 

multiple neighbors while updating a list for number of retransmissions, collisions, and 

deferrals. Instead of the simple pass-through of Nullmac, the scheduling of packets with 

regard to previous mentioned status list decreases the packet probability rate. Once CSMA 

has finished queueing the packets into the queuebuf, the RDC protocol LPP will copy the 

packet into the packetbuf after attaching an LPP header that contains addresses of the sender 

and receiver.  

Before reaching the radio driver, the framer protocol framer-802154 is called to create an 

IEEE 802.15.4 frame. It injects some static words needed for IEEE 802.15.4, but also parses 

the abstract packetbuf attributes declared in previous primitives to create the appropriate 

packet. 

After the frame has been created, LPP will call the radio driver for finally sending the packet, 

but only after it has received a probe from the receiver denoting it ready for reception. When a 

receiver’s radio has received a probe packet and notified LPP via a callback, LPP calls 

NETSTACK_RADIO.read() to inspect if the incoming packet is a probe through packet length, 

and if the address of the probe sender matches the destination address of the queued packet. If 

so, the radio is turned on for transmission. 

When a receiver node receives a data packet and notified via the underlying radio driver 

callback, LPP checks if the destination address of the packet matches the receiver’s address. If 

not, the packet is discarded. Another reason for LPP to discard the packet would be if the LPP 

header size is shorter than anticipated, since it is deemed a bad packet.  
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4.5. Configuration B 

Since most of the primitives in Configuration B are the same as in Configuration A and 

behave in the same way, only new primitives and different aspects are discussed in this 

section.  

 

4.5.1. Collect protocol 

There are multiple network layer primitives that support multi-hop functionality, but Contiki’s 

offer can be summarized to two primitives, namely the mesh and collect protocol. The mesh 

primitives uses a route-discovery primitive that in return uses the networking flooding 

primitive to send out request packets and establish routing. Data packets in mesh are sent 

using the best effort multihop primitive. 

The mesh primitive will not be explained further in this report, since configuration B uses the 

collect primitive. The collect protocol is deemed the most suitable approach with regard to the 

water sense scenario, since the deployed nodes would be static and the topology would not 

change.  

The collect protocol is a part of the Rime stack and is an address-free data collection protocol 

that uses one or multiple nodes as sink to build a tree for data routing. The tree is built by 

having all nodes periodically send out announcement packets containing the number of hops 

relative to the sink. These announcement messages are sent through the ibc (identified 

broadcast) primitive, while data packets are sent through the rmh (reliable multihop) 

primitive. Two separate Rime channels are created for announcements and data respectively. 

The collect protocol collects payload data and its information, such as sender address, data 

length, sequential number, and the number of hops taken for data to reach destination. A node 

can be set as a sink through collect_set_sink(). When a non-sink node receives a packet and 

inspects the destination address, it will forward the packet and not discard it. The non-sink 

nodes forwarding a packet do not need to know the address of the sink node but need to know 

their single-hop neighbor address.  

Collect utilizes the neighbor module that creates and updates the neighbor list for its own 

node. The best single-hop neighbor is based on the computed variable rtmetric which stands 

for routing metric. The structure is based on a link list struct containing address, the rtmetric 

value and other information. The neighbor list contains the rtmetric value of nearby 

neighbors, and the best next-hop is chosen from the neighbor with the lowest rtmetric. The 

value of the rtmetric is updated dynamically when a neighbor’s probe from the LPP module is 

received.  

 

4.5.2. LPP sending packet 

Since this configuration uses the collect protocol, announcement and encounter registering 

are conducted before turning on the radio for transmission. In the case of receiving a probe 

packet, the function announcement_heard() is invoked to inform the module that an incoming 

announcement has been heard. If the ID of probe matches on the entries in the announcement 

list, a callback is made. The function announcement_register_listen_callback() initializes an 
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listening callback between LPP and collect protocol, where announcement_heard() is invoked 

to update the neighbor list. After being invoked, the encounter is registered for the sending 

node to figure out the neighbor’s phase. When a packet is to be sent by send_packet(), 

turn_radio_on_for_neighbor() uses the neighbor phase data to optimize radio on-time and 

energy consumption.  

Another optional optimization is the ACK optimization, where after the packet has been sent, 

a calibrated time is calculated for when the radio is turned on again for receiving expected 

acknowledgement from receiver node.  
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5. Result 

 

Since the progress of implementation in this thesis was not fully conducted and the physical 

layer was not properly coupled with the upper modules, only the physical layer was tested. 

Two sensor nodes acting as receiver and sender were used in the city of Uppsala, in an 

environment that provided line-of-sight. The test is an RSSI (Received Signal Strength 

Indicator) over distance test, where the RSSI in dBm was obtained through the physical radio 

module’s own RSSI functionality. The measurements were conducted over different 

distances, and each measurement consisted of sending out twenty anticipated messages to be 

received by the receiver. The RSSI of twenty messages is used to calculate the average RSSI 

value for that distance, and higher counts of sent out messages would have yielded a more 

accurate average value. Sending out anticipated messages was to inspect the quality and 

determine if they have been corrupted.  

Before conducting the test, an attempt was made to attach an external antenna to the radio 

module of the platform. However, the antenna was inconsistently responsive and did not 

provide reliable results. This is probably caused by a faulty installation of the antenna adapter 

that was needed to connect the uFL type pin on the radio module to the SMA jack of the 

antenna. A wire antenna was made to compensate for the shortcoming, and the transmission 

power was set at 13 dBm. A higher transmission power is possible and would yield better 

range with a proper antenna.  

The Adafruit manual for the feather platform used states that a range of 20 kilometers can be 

reached with a directional antenna, and 2 kilometers with a basic antenna. It is important to 

state that the efficiency of a wire antenna is worse than a proper antenna since they amplify 

the signal among other things. Another factor that would significantly affect the maximum 

operational range of the transmission would be terrain and dense vegetation found in the 

surrounding environment of lakes.  
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Figure 17: The RSSI of 20 received messages over 150 meters distance 

 

 

Figure 18: The RSSI of 20 received messages over 300 meters distance 

 



29 
 

 

Figure 19: The RSSI of 20 received messages over 600 meters distance 

 

 

Figure 20: The RSSI of 19 received messages over 750 meters distance 
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Figure 21: The RSSI of 20 received messages over 1 kilometer’s distance 

 

 

Figure 22: The average RSSI of 5 measurements over different distances with standard 

deviation 
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6. Discussion 

 

6.1. Rime stack & Water Sense 

Reason for why the Rime stack was chosen is for its adaptive nature. Regarding the Water 

Sense project, the distribution of lakes in Sweden highlights the requirement of different types 

of WSN deployments. An efficient solution for some lakes would only require a simple star 

topology, linking a gateway to multiple lakes all within range and good communication 

condition. Other lakes within a distribution might reside in areas with bad communication 

conditions or out-of-range for a sensor node to be linked to a gateway through single-hop. The 

adaptability of Contiki’s Rime stack would allow easy configuration of the topology, granting 

multi-hop routing for out-of-reach sensor nodes and mesh networking for dynamically routing 

traffic out of bad conditions.   

Naturally with time, the number of new protocols, link layers and mechanisms increase. A 

conventional sensor platform would require a primitive approach, where the developer must 

change the system and accommodate for every new addition. The Rime stack and Chameleon 

architecture aims to supply this heterogeneity for the system, through being compatible to a 

wide range of mechanisms from the MAC layer to the transport layer, without the need to 

redevelop the applications or protocols. 

Chameleon can become compatible with another node that implements the same packet 

format standard, but the header transformations alone are not enough to mimic another 

communication protocol. It is important to note that a communication protocol is not only 

defined by its protocol headers, but also by its protocol logic. For the cases considered in this 

study, the Rime stack already implements the logic required to impersonate the protocol. In 

the case of the protocol logic not being implemented by Rime protocols, the chameleon 

module must itself implement the missing parts of that missing logic it is trying to mimic. 

The lightweight layering principle of communication primitives in Rime gives it a few 

benefits from a development point of view. They are easy to implement and test, especially 

for the user to test added functionalities incrementally. The modularity enables users to 

choose the complexity of the system and in return fine-tweak memory footprint.   

 

6.2. LPP 

It is important to categorize the MAC protocols in Contiki into receiver and sender-initiated 

protocols. Sender-initiated would constraint the system to only operating on scheduled times, 

but this can be maneuvered around. An example would be for the receiver, or in this case the 

gateway, to send a packet after receiving from the sender that reconfigures scheduling. The 

programs in the application layer would have to account for this mechanism, distinguishing 

the packet from other data packets and having the data as an input to a pre-defined list of 

possible scheduling times to choose from. 

LPP being a receiver-initiated protocol would inherently make the design for altering 

scheduled wake-up and send times easier. If one would decide to take samplings more 

frequently, the encounter mechanism of LPP would have to adjust the offtime parameter of 
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the sender radio. Consider the scenario where a receiver and sender node have just been 

deployed and initiated, without prior scheduling information for on-time and off-time. The 

sender’s LPP protocol will go through the encounter list and see no entries exist for the 

neighboring receiver, making it que the packet in the pending_packets_list and turn on its 

radio to listen mode until a probe has been received from the receiver. Upon receiving, an 

entry for the receiver is made with the computed estimate for the next expected encounter, 

and the pending packet is sent. However, if there is a desire to change the measurement 

frequency from once to twice a day, the sender offtime would adjust to the once-a-day 

schedule and miss the second probe from the receiver, until the lifetime of that encounter 

entry has expired. 

The drawback of this encounter scheduling aspect is the time spent listening by the sender 

node when the receiver changes wake-up times. This wastes unnecessary energy, which is 

amplified even further by the infrequent samples taken in the water sense scenario. One could 

justify relying on the encounter mechanism for scheduling, if the change in sample frequency 

rarely happens, resembling two frequencies of sampling for the colder and warmer seasons of 

a year.  

Power-saving mechanisms typically focus on reducing radio on-time since idle listening and 

transmission consumes the most, but in the case of Water Sense one could justify being 

generous with on-time, and the power-saving mechanism would only focus on altering off-

time. Below are possible solutions that convey scheduling information through other means. 

 

6.3. Scheduling remedies 

Introduce a scheduling mechanism in the application layer which rewrites the on-time and off-

time parameters of LPP. The receiver would send out a probe to sender, and the sender 

application would parse the probe and acquire scheduling information. Since the probe packet 

has the same structure as data packets, with the exception of length, the same modification 

capabilities are available to us. There are two options for conveying the information, either 

through data or header section of the probe. Both options require the application layer to parse 

the probe, but the callback functions would reach different modules. The data section option 

would have the application call a function that directly reaches lpp.c and modifies on-time and 

off-time. The data section option would have the application parse the data section of the 

probe and adjust for when to call runicast_send() for transmitting a packet. 

The header section option would utilize the chameleon architecture that allows applications 

and lower layer protocols to define additional packet attributes. Conventionally, packet 

attributes are set by the Rime stack before being passed to the underlying chameleon header 

transformation module, which constructs packet headers from the attributes and finally sends 

it to LPP. These attributes are assigned by a module called packetbuf.c which handles 

initialization of the packet buffer structure. In this approach, the predefined packet attribute 

list in packetbuf.c would be modified to include a new PACKETBUF_ATTR_OFF_TIME 

attribute. The receiver would assign a value to the attribute from the application by calling 

packetbuf_set_attr(), and the sender would parse the attribute from the probe to decide when 

to start listening for the next incoming probe, therefore synchronizing the timetable between 

nodes and gateway. 
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6.4. Address-free protocols 

One considerable class of protocols for WSNs is the address-free protocols. The proposed 

Configuration A of a lighter netstack could be re-organized to implement such scheme, where 

the node addresses are not explicitly declared. A common implementation of the address-free 

class are dissemination protocols [11] that send data from one source node to all other nodes 

in the network. Without knowing the receiver address, the data is broadcasted from the source 

node to all the other single-hop neighbors, which themselves rebroadcast to their single-hop 

neighbors. 

Problems with dissemination protocols are redundancy, reliability, and performance impaired 

by collisions. These arise from the broadcast storm problem [12], which is proportional to the 

scalability of the network. These drawbacks could be forgiven in a small deployment scenario 

but forces the system to implement engage in some form of congestion control scheme that 

use congestion-avoidance algorithms for bigger deployments. This would add complexity to 

system and negatively affect the attractive aspect of Configuration A, which is being a 

lightweight netstack. However, the biggest drawback of address-free protocols are them being 

address-free are needed for the Water Sense application scenario to determine exactly which 

lakes are in question. A unique sender address could be manually provided by the application 

as an additional packet header attribute in the packet, but this would increase overhead 

substantially and become redundant in large deployments. 

 

6.5. LoRaWAN versus NB-IoT 

NarrowBand-Internet of Things (NB-IoT) is an LPWAN technology developed by 3GPP [13] 

and operating on the licensed spectrum for the same application scenarios of WSNs with low 

cost, high connection density, low power consumption, and focus on indoor coverage. While 

LoRaWAN uses CSS as modulation technique for both uplink and downlink communication, 

NB-Iot uses Orthogonal Frequency-Division Multiplexing (OFDM) for downlink and Single-

Carrier Frequency-Division Multiple Access (SC-FDMA) for uplink. [14] 

This section describes the difference and appeal between the two technologies from a 

customer viewpoint, and not technical specifications. 

One of the biggest aspects to consider when choosing between NB-IoT and LoRaWAN as the 

LPWAN technology, is the type of network used for coverage. Public networks are a common 

choice for LoRa deployments, where a specific unlicensed spectrum (ISM frequency ranges) 

is used depending on the country. A local private network is also possible, like in the initial 

vision of the Water Sense, where own gateways and servers are to be deployed and 

maintained. The choice of a local private network for Water Sense comes from the lack of 

public gateways distributed in Sweden by operators, especially in the countryside where most 

lakes reside. The downside of a local private network from a customer viewpoint is the need 

for network management knowhow, and additional installation costs that would otherwise be 

covered by a public provider [15].  

NB-IoT in Sweden is being developed by Ericsson and deployed by the operator Telia, as an 

extended variant of 4G and to become a member in the 5G family. The quality of service will 

grow in time and become a key factor to consider for larger deployments. As of today, Telia is 
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working on converting more than 2 million of the 5,4 million electric meters across Sweden 

with cellular connectivity [16]. Some public networks like The Things Network for 

LoRaWAN put a limit on the data volume, and the nature of LoRaWAN operating in the ISM 

range cause loss of quality when too many users are connected to the limited numbers of 

gateways or catch interference from non-WSN devices transmitting on the same band. 

Another attractive aspect of NB-IoT is the lack of gateways since it is based on the 3GPP LTE 

industry standard and runs on the same base station equipment. Thus, customers can depend 

on the already existing LTE network infrastructures and save costs on gateway equipment 

otherwise needed for the proprietary technology that is LoRaWAN. 

While there may be specific scenarios where LoRaWAN would be the optimal choice, the 

mass production and standardization of NB-IoT will drive down the cost of ownership and 

availability, highly likely making it the chosen technology for customers in the future. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



35 
 

7. References 
 

[1]  I. Khalid, "Cybercom," Cybercom Group, [Online]. Available: 

https://www.cybercom.com/innovation-zone/our-projects/smart-lake/. [Accessed 2020]. 

[2]  "Cybercom," 2019. [Online]. Available: 

https://www.cybercom.com/contentassets/741fe6da89b94938b167dc53952c5d8f/better-

communication-protocol_2019.pdf. [Accessed 2020]. 

[3]  A. L. Colina, A. Vives, A. Bagula, M. Zennaro and E. Pietrosemol, "IoT in 5 days," 2015. [Online]. 

Available: http://www.iet.unipi.it/c.vallati/files/IoTinfivedays-v1.1.pdf. [Accessed 2021]. 

[4]  N. Nitin, "LPWAN Technologies for IoT Systems: Choice Between Ultra Narrow Band and Spread 

Spectrum," in 2018 IEEE International Systems Engineering Symposium (ISSE), Rome, 2018.  

[5]  S. L. Ullo and G. R. Sinha, Advances in Smart Environment Monitoring Systems Using IoT and 

Sensors, MDPI, 2020-05-31.  

[6]  Semtech, 8 July 2019. [Online]. Available: https://www.frugalprototype.com/wp-

content/uploads/2016/08/an1200.22.pdf. [Accessed 2021]. 

[7]  A. Dunkels, O. Schmidt, T. Voigt and M. Ali, "Protothreads: simplifying event-driven 

programming of memory-constrained embedded systems," in Proceedings of the 4th 

international conference on Embedded networked sensor systems, 2006.  

[8]  A. Dunkels, F. Österlind and Z. He, "An Adaptive Communication Architecture for Wireless 

Sensor," SenSys, Sydney, 2007. 

[9]  J. Kim, J. On, S. Kim and J. Lee, "Performance Evaluation of Synchronous and Asynchronous 

MAC Protocols for Wireless Sensor Networks," in Second International Conference on Sensor 

Technologies and Applications, Cap Esterel, 2008.  

[10

]  

J. Eriksson, "Detailed simulation of heterogeneous wireless sensor network," Uppsala 

University, Uppsala, 2009. 

[11

]  

J. W. H. a. D. Culler, "The dynamic behavior of a data dissemination protocol for network 

programming at scale," in SenSys, Baltimore, Maryland, USA, 2004.  

[12

]  

S.-Y. N. Y.-S. C. &. J.-P. S. Yu-Chee Tseng, "The broadcast storm problem in a mobile ad hoc 

network," in Proceedings of the Fifth Annual ACM/IEEE International Conference on Mobile 

Computing and Networking, 1999.  

[13

]  

S. Grant, "GSMA, 3GPP LPWAN Technologies," 1 September 2016. [Online]. Available: 

https://www.gsma.com/iot/wp-content/uploads/2016/10/3GPP-Low-Power-Wide-Area-

Technologies-GSMA-White-Paper.pdf. [Accessed 2022]. 

[14

]  

Rohde & Schwarz, "NB-IoT Measurements Application Note," [Online]. Available: 

https://scdn.rohde-



36 
 

schwarz.com/ur/pws/dl_downloads/dl_application/application_notes/1ma296/1MA296_2e_N

B-IoT_Measurements.pdf. [Accessed 2022]. 

[15

]  

"Telekom," April 2021. [Online]. Available: 

https://iot.telekom.com/resource/blob/data/492968/e396f72b831b0602724ef71056af5045/m

obile-iot-network-comparison-nb-iot-lorawan-sigfox.pdf. [Accessed 2022]. 

[16

]  

Ericsson, [Online]. Available: https://www.ericsson.com/en/cases/2019/telia-and-ericsson-

connects-2-million-smart-meters. [Accessed 2022]. 

 

 


