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Abstract

This thesis assesses the influence of language models on decryption of historical
German ciphers. Previous research on language identification and cleartext
detection indicates that it is beneficial to use historical language models (LM)
while dealing with historical ciphers as they can outperform models trained
on present-day data. To date, no systematic investigation has considered the
impact of choosing different LMs for the decryption of ciphers. Therefore, we
conducted a series of experiments with the aim of exploring this assumption.
Using historical data from the HistCorp collection and Project Gutenberg,
we have created 3-gram, 4-gram and 5-gram models, as well as constructed
substitution ciphers for testing of the models. The results show that in most
cases language models trained on historical data perform better than the larger
modern models, while the most consistent results for the tested ciphers gave
the 4-gram models.
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1. Introduction

Cryptology dates back as early as the invention of the writing systems. Since the
dawn of time, humans not only have sought to convey written messages, but also
to protect the information from falling into the wrong hands. Already in ancient
Greece and Rome, secret modes of communication were used for military reasons
(Leighton, 1969), as well as for private correspondence, with the most known example
of Julius Cesar’s cipher. Reasons for using secret communication were various and
throughout the centuries ciphers have found a wide range of applications – from
royal and papal confidential correspondence in the Middle Ages to sending encrypted
messages during the war when the Enigma machine was invented.

Decoding a cipher, if we are in possession of a corresponding key, is a rather trivial
task. However, it is rarely the case that a ciphertexts or a plaintext is kept alongside
its key. In order to protect the messages, keys could have been destroyed, or simply
lost over the time, if they are not stored in different archives (Megyesi et al., 2020;
Pettersson and Megyesi, 2019). Therefore, when we lack the key, decryption often
becomes a more complicated and tedious task.

Despite the fact that historical cryptology today takes advantage of computational
methods, it is still a complex task, that requires experts from fields such as computer
science, history, language technology, linguistics and philology to unite. However,
thanks to the joint efforts of researchers from various disciplines, multiple historical
ciphers have been already solved, such as the Copiale cipher from 1866, decrypted
in 2011 by Kevin Knight, Beáta Megyesi and Christiane Schaefer (Knight et al.,
2012) and the Diplomatic Letters sent by Jan Chodkiewicz to Emperor Maximilian
II solved by Nils Kopal and Michelle Waldispühl in 2021 (Kopal and Waldispühl,
2021). Still, there are plenty of encoded documents hidden in the archives waiting to
be decoded, once digitized.

One of the components of Natural Language Processing that plays a vital role in
historical cryptology is language modelling. Language models (LMs) has become
a key instrument in decoding ciphers and the widespread approach of specifically
using historical language models while decrypting a cipher is based on a common
assumption that they will yield better results than LMs trained on modern corpora.
As languages constantly evolve, historical LMs should be able to capture word forms
specific for time when a manuscript was created. However, the data from which
historical LMs can be created is limited, and therefore one could argue that the
larger size of modern LMs can have a positive influence on their performance. So far,
a systematic understanding of how sources of data for training models contributes
to decryption is still lacking. Thus, this thesis aims to fill in this gap.

1.1. Purpose

There are many factors that can impact the process of decryption of a cipher –
from the parameters of the cryptanalytical algorithms, through the choice of a
language model used during decryption, and finally to the difficulty of a cipher’s
encryption method and length of a cipher. As mentioned before, the focus of this
study will solely lie on the systematic evaluation of the influence of various language
models on cipher decryption. Hence, the aim of the research is to test different
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parameters of language models, such as n-gram sizes and sources of texts for training
the models, without tuning parameters of the cryptanalytical part of the task. The
study is conducted with corpora available in the HistCorp and the Project Gutenberg
collections. The long-term aim of the study is to contribute to a deeper understanding
of the importance of historical LMs in historical cryptology.

The research questions to be addressed in this thesis are the following:

1. Does training of German language models on historical corpora have a positive
impact on decryption of German historical ciphers?

2. Does historical LMs created from the same century as the cipher originates
from lead to an increase in decryption performance?

3. Does increasing the n-gram size of a model result in an increase of accuracy in
decryption of historical manuscripts?

1.2. Outline

The overall structure of the study takes the form of seven chapters. The introductory
chapter provides the problem statement and hypotheses. Chapter 2 begins by laying
out the theoretical dimensions of the research. In Chapter 3 data collection and
preparation is explained. Chapter 4 highlights the challenges as well as the linguistic
aspects of the experiments. Chapter 5 is concerned with the methodology used for
this study. Chapter 6 presents and discusses the research findings, which is followed
by conclusion and future work ideas in Chapter 7.

6



2. Background

In this chapter the previous works on historical cryptology will be revised, as well as
the key terms will be introduced.

2.1. Historical cryptology

The term historical cryptology refers to a young field of science focused on analysing
historical encrypted documents and their decryption. Despite several books and
publications available on the topic, such as The Codebreakers (Kahn, 1973) or more
recent Encrypted books: Mysteries that fill hundreds of pages (Schmeh, 2015), until not
too long ago there was no systematic research conducted within the field. Moreover,
historical cryptology was not established as a discipline on its own, since the weight
in research within cryptology, from the 1960–70s, lied mainly on modern ciphers
based on numerical methods (Megyesi et al., 2020). This resulted in lack of structured
exploration of classical ciphers and research on the methods for transcribing, analysing
and solving them.

The first comprehensive attempt to fill in the gap of systematic research within
historical cryptology, was the DECRYPT Project (Megyesi et al., 2020), which
was initiated with the main objectives of providing infrastructure for collecting
cryptological historical sources, such as keys and ciphers, transcribing and analyzing
them, together with developing tools for the automatic and semi-automatic decryption
of the manuscripts. Since the start of the project in 2018, specialist in various fields
such as history, computer science and linguistics, have contributed to advancement
of historical cryptology by developing software, researching methods for analyzing
ciphertexts and keys, as well as gathering data and making the collections publicly
available.

Moreover, two other research projects – the DECODE and the CrypTool projects,
laid the foundation for investigating classical ciphers in a systematic manner. The
focus of the DECODE project was mostly on collection of historical encrypted
manuscripts. The project was concluded with creating an on-line database1, which
gives access to thousands of ciphertexts and keys in 14 languages. The database is
constantly updated – the number of documents available on the platform increased
from over 1.100 in 2018, when the DECODE database was published, to over 3000
records in 2022 (Héder and Megyesi, 2022; Megyesi et al., 2019). Another database
that was created as a part of the DECODE project is HistCorp (Pettersson and
Megyesi, 2018), which provides historical texts for various European languages, as
well as language models and tools for analysis of historical texts2 and is continuously
updated with new documents, which are sampled from well documented collections.

One more project that helped to strengthen the development of historical cryptol-
ogy as a field is CrypTool (Kopal et al., 2014)3, which was started as an open-source
project in 1998 and has been developed ever since. Although initially focusing on
modern ciphers, CrypTool 2 became an important part of the efforts initiated by the

1https://de-crypt.org/decrypt-web/RecordsList
2https://cl.lingfil.uu.se/histcorp/
3https://www.cryptool.org/en/
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DECRYPT project through releasing tools and algorithms for the cryptanalysis of
historical ciphers and integrating them within the DECRYPT system. The cryptan-
alytical algorithms used in the project were helpful in analysing and solving encoded
historical manuscripts, which include such documents as letters from XVI century of
the Holy Roman Emperor Maximilian II (Kopal and Waldispühl, 2022).

2.2. Terminology

Before proceeding with the more detailed description of the concepts connected to
historical cryptology, the key terminology used within the field will be introduced.

Some of the essential notions within cryptology are cipher, plaintext, ciphertext and
key. Cipher refers to an algorithm for concealing messages, while the term plaintext is
used to describe a message intended to be encrypted. Ciphertext refers to a text that
cannot be understood without processing it according to the specific instructions.
Reverting an encrypted message into a readable format is called decryption, while
concealing the message is conducted during encryption. To transform a given plaintext
into a ciphertext, a key describing how to encrypt the text is needed.

Various historical manuscripts can be easily accessed through the DECODE
database4. To find a cipher, a record ID, which we report in the brackets together
with the date of issuing a cipher, can be used. Two examples of historical ciphers are
presented below. The first is the Copiale cipher in Figure 2.15, while the second is
the Borg cipher in Figure 2.2 6.

Figure 2.1.: Excerpt from Copiale decrypted in 2011.
.

Figure 2.2.: Excerpt from Borg, a cipher encoded with symbols and Roman letters.

4https://de-crypt.org/decrypt-web/RecordsList
5Source: https://cl.lingfil.uu.se/ bea/copiale/display150.html
6Source: https://digi.vatlib.it/view/MSS_Borg.lat.898
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2.3. Classical ciphers

One of the aspects that differentiates classical and modern ciphers is the type of
data they are constructed with – for classical it is text data, while binary data is a
primary type for the modern ciphers. Since the main focus of historical cryptography
are classical ciphers, throughout this thesis, the term cipher will be used to refer to
the text-based ciphers.

Ciphers may be divided into two main categories – transposition and substitution
ciphers. In transposition ciphers the encryption is solely based on rearranging
positions of the letters according to a pattern defined by a key.

In case of substitution ciphers a plaintext entity is replaced with a ciphertext
symbol. Moreover, if a plaintext entity corresponds to more than one ciphertext char-
acter, the cipher is a homophone substitution. Otherwise, i.e. if one plaintext entity
is assigned one ciphertext character, the substitution is called simple substitution.

Depending on the number of the alphabets used for the encryption, ciphers can be
further classified into mono- and polyalphabetic. In monoalphabetic ciphers only one
alphabet is used, meaning that during the encryption, a plaintext letter is substituted
with the letters from the same alphabet every time. As far as the polyalphabetic
ciphers are concerned, several alphabets are used for encryption.

We illustrate monoalphabetic homophonic substitution in the example below, in
which each letter of the alphabet can be encrypted with two homophones, e.g. C
can be encoded either as 01 or as 02, G as 03 or as 04, etc. Moreover, the plaintext
“CRYPTOLOGY” is shown, along with the corresponding ciphertext encrypted with
the presented key:

Key: C = "01", "02" ; G = "03", "04"; L = "05", "06"; O = "07", "08"; P
= "09", "10"; R = "11", "12"; S = "13", "14"; T = "15", "16", Y = "17",

"18"

Plaintext: CRYPTOLOGY

Ciphertext: 01111709150705080318

Based on the number of homophones, we can distinguish homophonic substitution
ciphers of various homophonicity, i.e. two, as in the example presented above; three, if
one letter is encoded by three different homophones, etc. Keys usually use homophones
of various length, depending on the plaintext frequency, i.e. vowels and frequently
occurring consonants receive several codes, while rare letters usually have one code.

2.4. Decryption of classical ciphers

It is rarely the case that we are in possession of a plaintext, a ciphertext and a key.
Based on the available sources we need to take different approaches to retrieve the
missing documents. The retrieval process can be therefore divided into four scenarios,
based on the availability of the sources (Megyesi et al., 2020). If we are in possession
of a ciphertext and a key or a plaintext and a key, we can apply respectively a
decoder or an encoder to generate the missing plain- or ciphertext. In cases when
both ciphertext and plaintext are known, the segmented ciphertext can be mapped
to the corresponding plaintext letters or group of letters to retrieve the key. The
most difficult of all scenarios is the setting, in which only a ciphertext is available.
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To solve this problem, cryptanalysis is used, aiming at reconstruction of the key
and production of the plaintext based on the key and the ciphertext. With help of
cryptanalytical algorithms, we can search through keyspace, i.e. all possible and
valid keys, to find the best solution for a given cipher, and consequently generate
the missing plaintext with the found best key.

Based on the complexity of the encryption method, the difficulty of decryption
varies. For instance, for breaking a simple substitution cipher, simple mapping
of letter frequencies and the ciphertext and the plaintext can be used. Since one
letter is encrypted by a single character, the keyspace is equal to 26 ! ≈ 288, in
case of a text written in the Latin alphabet. Despite having such a large keyspace,
simple substitution ciphers can be solved quite easily. We can assume that without
introducing any additional characters to the ciphertext, the letter distribution will
be similar to the plaintext’s distribution. Hence, assuming that the language of
a plaintext is known, this property enables us to map letters in a ciphertext to
the corresponding plaintext letters, simply by counting letter frequencies of the
ciphertext and matching them to the frequency counts of the plaintext’s language
distribution (Kopal, 2018).

On the other hand, breaking homophonic ciphers is not an equally trivial task.
Although we can still use language statistics during decryption, the increased number
of homophones per letter flattens distributions, in turn making the code breaking
more difficult. For analysis of such ciphertexts, more sophisticated approaches are
required. Classical cryptanalysis is heavily built upon methods based on optimization
and techniques to avoid using brute-force, i.e trying out all the possible keys until
we find the correct one, and plays therefore an important role in breaking more
complex ciphers. The tools for attacking ciphers implemented in CT2 are based on
hill climbing and simulated annealing, which are algorithms shown to be powerful
enough to be able to decipher homophonic ciphers (Kopal, 2018).

2.5. Language models

As already mentioned, historical cryptology is highly interdisciplinary. Another field of
study beside cryptology that contributes to the development of historical cryptology
is computational linguistics (CL). One of the CL’s areas that is particularly helpful
in dealing with cryptological problems is language modelling. Some of the areas
where LMs are utilized are language identification and cleartext detection. Moreover,
they are also a crucial tool used during decryption of historical ciphers. In particular,
n-gram language models help to optimize decryption by improving the guesses made
during cryptanalysis (Megyesi et al., 2020).

In n-gram language models probabilities of sequences of letters or words are
computed. Hence, 2-gram (bigram) estimates the probability of two units, 3-gram
(trigram) of three units, and similarly for the n-grams of higher order. To avoid
operating on very small numbers, probabilities are transformed into log probabilities.
Since the probability values are always between the range from 0 to 1, multiplying
such numbers would result in obtaining smaller and smaller product. We move
therefore from linear to log space, where multiplying is equal to addition. Hence,
this operation allows us to add the values instead of multiplying them.

Probabilities in n-gram models reproduce the distributions from corpora the models
were trained on, and are therefore heavily dependent on the sources of data that we
feed the models with. As languages constantly evolve – not only spelling changes,
but also new words are introduced to vocabulary, while others become outdated,
the present-day state of a language may not reflect the language that was in use
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hundreds of years ago. This is especially important to bear in mind while dealing
with historical sources, which is undoubtedly true for historical cryptology. It can be
assumed that historical language models will be more suited for research within the
field, since they consist of historical data. On the other hand, because of the limited
resources for building such models, one could argue that bigger modern LMs will
perform better due to their size.

The assumption that historical LMs should be preferred over LMs trained on mod-
ern data, has been preliminarily proved to be correct for the language identification
task (Pettersson and Megyesi, 2019). Pettersson and Megyesi (2019) investigated
language identification on three manuscripts – Barb (215, 1628), Francia and Copiale
(Knight et al., 2012), by comparing how well historical models and models built
from modern texts cover the plaintexts of the manuscripts. The results showed that
historical LMs perform considerably better on both tested languages, i.e. German
and Italian. For the Barb manuscript, historical LM outperformed the present-day
LM by 15.06%, on Francia by 13,82%, and by 5.11% on Copiale. The outcome of the
experiment confirmed that using models based on historical texts enables to capture
outdated word forms not present in modern corpora and thus yields better results,
despite the fact that the modern models that the manuscripts were tested against
were built on a larger number of tokens.

Similar approach of using historical language models was taken in a study on
cleartext detection and language identification in historical ciphers (Gambardella
et al., 2022). The authors conducted a series of experiments on 214 documents in 8
languages – Hungarian, French, Italian, Spanish, Latin, Latin/French, Portuguese
and Dutch, and tested the ability of the models in various n-gram setting – both
character and word based, trained on historical corpora sourced from HistCorp,
to detect cleartext and its language in historical manuscripts. The results were
promising, which can further indicate that using historical LMs can be beneficial.
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3. Data

In the following chapter sources of data used in this thesis will be described.

3.1. HistCorp

The HistCorp collection consists of corpora for sixteen European languages. However,
the sizes of the datasets vary between languages. As it was a key aspect of this
study to assess the performance of various historical language models, we decided
that for this study to be comprehensive we needed a larger amount of data to be
able to create language models for the different time periods. Therefore, we decided
to conduct the experiments on the German corpora, which is one of the biggest
collections in HistCorp and, at the time of writing this thesis, is built upon texts
from the following collections: Deutsches TextArchiv (Deutsches Textarchiv. Grund-
lage für ein Referenzkorpus der neuhochdeutschen Sprache. Herausgegeben von der
Berlin-Brandenburgischen Akademie der Wissenschaften n.d.) (DTA), The EDGeS
Diachronic Bible Corpus (Bouma, 2020)(EDGeS), The Nottingham Corpus of Early
Modern German Midwifery and Women’s Medicine (Whitt, 2016) (GeMi), GerManC
(Durrell et al., 2012), German Literary History (German Literary History n.d.)
(LitHist), Reference Corpus of Middle High German (Reference Corpus Middle High
German (1050–1350) n.d.) (ReM), Reference Corpus of Middle Low German/Low
Rhenish (Reference Corpus Middle Low German/Low Rhenish (1200–1650) n.d.)
(ReN), Register in Diachronic German Science (Lüdeling et al., n.d.)(Ridges). The
exact number of texts in the individual corpora, as well as their genre, is presented
in Table 3.1.

The texts in HistCorp are available in one or more of the following formats: plain
text format, annotated format, a syntactically annotated format, a morphologically
annotated format and format with information about spelling. For needs of this thesis
plain format was chosen as the most suitable. From all of the German corpora in
the collection, only texts in LitHist (German Literary History n.d.) are not available
as plaintexts and therefore are not included in the study.

Table 3.1.: An overview of number of the German texts and their genres in the HistCorp
collection.
Name Time period Genre(s) Number of documents
EDGeS 1460–1871 bible 166
GeMi 1500–1690 medicine 20
GerManC 1654–1799 mixed 336
LitHist 1790–1829 literature 3
ReM 1050–1350 mixed 398
ReN 1200–1650 mixed 235
Ridges 1482–1914 science 58
DTA 1600–1899 mixed 1350

The German corpora available in the HistCorp collection cover texts from the
11th to the 20th century. However, each of the datasets contains texts from various
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time periods. Hence, the first step of preparing the data involved sorting texts in
corpora into the 100-year periods, which was necessary for creating test and training
sets, and ultimately creating the time-specific language models.

After analyzing the number of texts for the specific centuries in the corpora, we
decided to exclude the 20th century from this study, as there was only a rather short
text of 3225 words, available for this time period, in the Ridges dataset, which is
not enough data to create the models and to compare the results. In Table 3.2, we
present the number of texts available for the specific centuries.

Table 3.2.: Number of documents for each of the centuries after sorting.
Time range Number of texts

1050-1099 28
1100-1199 193
1200-1299 122
1300-1399 88
1400-1499 93
1500-1599 49
1600-1699 344
1700-1799 717
1800-1899 661

For most of the texts, their dating can be easily found either in the filename or in
the metadata included in the document itself. Furthermore, the metadata include
URL links to the websites of the original databases. Therefore, if the information
about the time of issuing a text is missing, it can often be retrieved using the links
provided in the metadata. However, some texts lack dating and since we need to
create models for the specific centuries, we decided to exclude the texts from the
study, which are impossible to sort into the correct time periods.

Furthermore, the EDGeS dataset contains texts from five translations of the Bible
into German - “Mentelin-Bibel” (1460), “Kölner Bibeln” (1478), “Biblia germanica -
Rosalino” (1781) and “Elberfelder Bibel” (1871). To prevent repetition of the texts
in training set and test set, we only include the oldest ones. This decision is based
on the statistics of the datasets – there are significantly more texts for the 18th and
19th century than it is for the 15th century in the database.

As far as the quality of the texts is concerned, it should be mentioned that a portion
of the datasets included in the HistCorp contains texts in diplomatic transcription,
one of them being ReM. A diplomatic transcription, in contrast to a modernized
transcription, aims to faithfully reflect the original text, i.e. all orthographic mistakes
are preserved in the transcription as well as no standardization of the spelling is
applied.

3.2. Project Gutenberg

Project Gutenberg1, a digital library of free e-books, consisting mainly of older works
for which U.S. copyright has expired. The project was established in 1971 and since
its start it has been providing access to more than 60.000 books in multiple languages.
As the documents accessible through Project Gutenberg are publicly available and
copyright-free, it can be seen a perfect source for large training data for language
models.
1www.gutenberg.org
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The models used in this thesis are built upon 2275 German books sourced from
Project Gutenberg, available in the corpus as of 31-01-2022. The majority of the
documents were issued between 19th and 20th centuries.
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4. Historical German linguistic challenges

In this chapter linguistic challenges that we faced during preparation of data for
the experiments is described. Moreover, in order to gain a better understanding of
the language specifics and possible issues connected to them, a brief overview of
the German language from a historical linguistic point of view is presented. The
description is based manly on A history of German (Salmons, 2012) and Historia
języka niemieckiego (“The history of the German Language”) (Morciniec, 2015).

4.1. German

German is an official language in Germany, Austria, Lichtenstein, Luxembourg, parts
of Switzerland, Italy and Belgium. As one of the Germanic languages, it shares a
common proto-language along with such languages as English, Dutch and Swedish.
Since approximately the third and fifth centuries, German started to undergo major
changes that resulted in establishing modern German, with its variations and dialects,
around the mid 17th century (Roelcke, 1995).

Chronologically, the development of Modern Standard German since its separation
from the Proto-Germanic language may be divided into four three hundred years
long phases:

• Old High German (Althochdeutsch - 750 to 1050)

• Middle High German (Mittelhochdeutsch - 1050 to 1350)

• Early New High German (Frühneuhochdeutsch - 1350 to 1650)

• New High German (Neuhochdeutsch - 1650 to now)1

Between the third and fifth centuries in the territory of today’s Germany, the
High German consonant shift (althochdeutsche Lauverschiebung) occurred. The shift
divided German dialects along the so-called Benrath line and linguistically separated
south and central parts of the German speech area, where the shift started and
impacted the dialects the most, from the northern part, where the dialects were not
influenced by the changes to the high extent. Therefore, the part “high” or “low”
occurs in the name due to the geographical reasons and correspond to respectively
Southern and Northern dialects.

Old High German is a term, which describes all West Germanic dialects present
in the southern parts of the German-speaking area. What differentiated Old High
German from the rest of the West Germanic languages is the aforementioned conso-
nant shift, which resulted in changing the p, t, and k sounds occurring after vowels
to the ff, ss, and hh sound, and to pf, tz or kh in Upper German2.

During the next centuries Old High German dialects continued to evolve and around
1050 the changes were distinct enough to distinguish a new period in the development
of German. The language phase succeeding Old High German is called Middle High
1Some researchers argue that New High German phase should be divided into Middle New High

German (1650 - 1950) and Present-day German 1950 - now. (Elspaß, 2008) )
2https://www.britannica.com/topic/West-Germanic-languages
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German, in which the part “middle” points to the time period when this variant was
mostly used. The differences between Old High German and Middle High German are
inter alia usage of secondary umlaut (Sekundärumlaut) and neutralization of vowels
in unstressed syllables (Penzl, 1949). The example of transition to the secondary
umlaut are presented below (O’Brien and Fagan, 2016):

<o -> ö> Old High German - mohti –> Middle High German - möhte
<u -> ü> Old High German - ubir –> Middle High German - über

Further, another wave of changes influenced Middle High German, which resulted in
the transition from Middle High German to Early New High German in approximately
1350. Invention of the printing press with movable type in 1450 together with
popularization of the Martin Luther bible accelerated unification of the German
writing system. Some of the most characteristic linguistic features for this period
are monophthongization, diphtongization of long vowels and change in inflection of
some verbs from irregular to regular (O’Brien and Fagan, 2016). For instance in the
result of monophthongization diphtongs such as ie, üe, uo disappeared in Early New
High German (Salmons, 2012).

The Early New High German period ended in 1650 and transitioned into New
High German. In the 18th century, grammarians and lexicographers contributed to
normalization of German. However, regulations regarding the writing system where
first introduced after the unification of Germany in 1871. Codification of German was
concluded in 1902 by publishing an orthographic codex with spelling rules (Deumert
and Vandenbussche, 2003). Nowadays, the Council for German Orthography is a
body that regulates Standard High German orthography.

In conclusion, before the uniformly written German language was established,
it was characterized by spelling, lexical, morphological and syntactic variety. This
serves us as a basis for the assumption that the linguistic diversity can be a factor
for why the historical language models, that captures various stages of a language,
can possibly gain better results while decrypting historical ciphers.

4.2. German alphabet and diacritics

Modern German alphabet consists of twenty-six characters: twenty-two Latin letters,
three with umlauts and one ligature:

ABCDEFGHIJLMNOPQRSTUVWXYZÄÖÜß

As explained, German underwent vast changes in terms of grammar and lexicon,
which in turn were reflected in the writing system and led to a high diversity in
the graphic layer of the language. It was hence a crucial step to correctly identify
the characters used in each of the centuries, as the alphabets served as a base for
creating the historical LMs as well as the ciphertexts for this thesis.

4.3. Technical aspects

Before proceeding with processing the historical corpora, we needed to focus on the
computational part of the task with the main issue of how to correctly display the
texts.
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4.3.1. Encoding

One of the important aspects, that needs to be carefully taken into consideration
while analysing and processing the historical corpora is the encoding of data. Since the
German corpora included various infrequent characters such as combining characters,
we needed to make sure that they were correctly processed.

Characters can be represented either in precomposed or in decomposed form. The
difference between the two forms is presented in the example below. As we see, a
letter, which in our case is “ä”, can be encoded both as:

• ä

• a + ”

The first example presents the letter in the precomposed form – it is encoded as a
single character, while the second, the decomposed form, encodes the same letter by
combining the base character “a” and its diacritical sign in the form of a combined
character, i.e. two dots above. From this we can see, that using the decomposed forms
can lead to computational errors, as each of the characters is counted separately
from its diacritical sign. Therefore, we have to ensure that all characters that can be
represented in the precomposed form were transformed into it by using the Unicode
Normalization Form C (NFC). The NFC form converts characters into composed
form, if possible. However, many characters in the diplomatic transcription can
only be encoded in the decomposed form. To handle this issue, we have applied
preprocessing of the texts, which will be described in detail in the next chapter.

4.3.2. Font

To correctly display all the characters in the diplomatic transcriptions in the REM
dataset, the authors of the dataset suggested that the Junicode font should be used3.
Junicode is a font designed especially for medieval texts that includes a wide range
of Latin, Runic and Gothic Unicode characters.

Figure 4.1 shows a text in a diplomatic transcription format taken from the ReM
dataset (Reference Corpus Middle High German (1050–1350) n.d.).

Excerpt from Friedrich Maurer (Hg.), Die religiösen Dichtungen des 11. und 12.
Jahrhunderts, Tübingen 1964-1970, Nr. 62.

3https://junicode.sourceforge.io/
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5. Methodology

The objective of this research was to determine whether using language models
trained on historical corpora can lead to a better performance on decryption of
historical ciphers, when compared to LMs trained on large modern corpora. Moreover,
we aimed to investigate the impact of various n-gram sizes on the decryption.

To achieve the above goals the following steps had to be undertaken: collection
and preprocessing of historical data; establishing German alphabets for specific
centuries; data creation in terms of generated ciphertexts and plaintext, historical
language model generation, decryption of ciphertexts with the help of the generated
models and finally evaluation of performance of the models during decryption. The
step-by-step process is presented in Figure 5.1. Therefore, in this chapter we describe
the overall method step by step including the decryption and evaluation algorithms.

Figure 5.1.: The pipeline.

In this thesis we solely focused on a setting where we have a ciphertext as an input,
and neither its key nor the corresponding plaintext is available. Instead of testing a
ciphertext against language models in different languages in order to see which of
the models would perform best, and in turn what the language of the plaintext is, we
tested various models in one language. As we already knew that the original language
of the ciphers is German, we focused on various models in German from different
time periods. The aim of this approach was to assess the performance of LMs based
on the historical corpora on texts from various time periods given a cipher from
the same or a different time period. To get a better overview of the performance of
the models, we decided to generate manuscripts of various difficulty level – simpler
substitution ciphers with only two homophones per letter and more complex ones
with number of homophones based on the letter frequencies, with maximum of 5
homophones per plaintext letter. Moreover, we investigated whether using models
trained on large corpora of modern texts positively influences the performance and
if in turn such LMs can outperform the period-specific models.

5.1. Alphabet generation and memory constrains

To begin the process of creating the century specific German language models, we
needed to generate alphabets for the specific time periods. Therefore, the first step
was to calculate unigram frequencies for the texts in the HistCorp collection. Next,
the alphabets were created based on the obtained frequencies.

Firstly, it was planned that all unique letters extracted from the unigram frequencies
would be used for the generation of the historical language models. However, this
approach led to memory issues, as the longest alphabet contained as many as 62
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Table 5.1.: The first version of the alphabets.

characters, when the frequency threshold was set to 0.001. Table 5.1 presents the
first version of the alphabets. To solve the memory problem, we decided to limit the
number of characters, otherwise we would not be able to run the analysis because of
too high RAM usage required during training of the models. However, we needed to
be careful with this approach – setting too high threshold could result in excluding
some of the letters, which in turn would not be present in the test data.

We decided therefore to experiment with setting the frequency threshold to several
different values – 0.001, 0.01 and 0.05. Based on the analysis of the obtained alphabets,
we decided to only use characters more frequent than 0.05%. The unigrams were
generated with a Python script – all letters were uppercased, with the exception of
the SS letter, while punctuation marks, digits and white space were removed during
preprocessing. The reason why we have kept the letter SS in lowercase, is that the
Python method for returning the uppercased strings, transforms SS into double S -
“SS”, which would make it cumbersome to count the frequency of this letter.

Moreover, the texts in diplomatic transcription contained various infrequent and
unexpected characters such as 1 , which turned out to be annotation artifacts. These
symbols were left intact at this stage of the data preparation as they constituted only
a fraction of the whole set of characters and in turn did not influence the frequency
distributions to a high extent.

However, since only the defined set of characters present in the alphabets was to
serve as a basis for generating the datasets, it was important to keep as many letters
as possible. To tackle the problem of the diplomatically transcribed texts and to unify
the transcriptions, we decided to apply preprocessing, which included simplifications
of the writing. The rules for the data preprocessing were based on the documentation
of the ReM dataset1. The changes included expanding abbreviations, such as Latin
-us, as well as transforming phonetic extension characters consisting of a regular
letter and a superscript letter into two separate characters. This approach allowed
us to preserve the most common letters in the alphabets for each of the analysed
time periods. Table 5.4 provides an overview of the applied simplifications, the final
alphabets are presented in Table 5.2, while in Table 5.3 the unigram frequencies are
shown. The numbers corresponds to the letters present in Table 5.2.

1https://www.linguistics.rub.de/rem/documentation/simple.html
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Table 5.2.: Final version of the alphabets, with 0.05% frequency threshold.

Table 5.3.: Unigram frequencies computed from the HistCorp data.
Time range Number of texts

1050-1099 6.27, 1.64, 2.56, 5.24, 15.81, 0.91, 2.51, 4.06, 10.86, 0.24, 3.27, 3.27, 9.66, 4.66, 0.75, 0.12, 6.28, 5.35, 6.24, 6.71, 0.32, 1.04, 0.06, 2.14,

1100-1199 5.91, 1.58, 2.6, 5.71, 17.12, 0.7, 2.7, 4.43, 9.96, 0.37, 3.61, 2.85, 9.85, 3.48, 0.56, 0.06, 7.06, 5.46, 5.97, 3.85, 1.66, 2.08, 2.28,

1200-1299 5.69, 1.71, 2.84, 6.21, 16.49, 0.69, 2.72, 4.34, 9.67, 0.1, 0.49, 3.64, 2.64, 10.29, 3.46, 0.53, 6.88, 5.58, 5.6, 2.48, 3.44, 2.03, 0.25, 1.97,

1300-1399 5.51, 1.72, 2.8, 6.53, 18.05, 0.75, 2.65, 4.56, 7.18, 0.16, 0.85, 3.53, 2.64, 10.1, 3.81, 0.08, 0.72, 6.75, 5.61, 5.87, 2.38, 0.07, 3.29, 1.94, 0.69, 1.58,

1400-1499 5.26, 1.52, 2.54, 7.8, 18.91, 0.91, 2.69, 4.04, 5.15, 0.37, 1.54, 3.31, 2.62, 10.83, 3.78, 0.07, 0.8, 6.07, 5.74, 6.1, 2.74, 0.2, 2.69, 2.03, 0.09, 1.56, 0.55,

1500-1599 5.37, 0.12, 1.59, 2.94, 6.99, 17.18, 1.3, 2.82, 4.09, 4.62, 0.44, 1.56, 3.85, 2.66, 10.37, 4.02, 0.34, 0.83, 6.09, 6.04, 6.47, 2.63, 0.4, 2.57, 1.96, 0.09, 1.87, 0.63, 0.11

1600-1699 5.79, 0.39, 1.98, 3.44, 5.12, 16.34, 1.75, 2.91, 5.0, 7.08, 0.33, 0.89, 3.93, 2.55, 9.98, 2.85, 0.31, 0.65, 0.06, 6.65, 7.03, 5.57, 3.97, 0.53, 1.19, 1.75, 0.07, 0.35, 1.0, 0.5

1700-1799 5.61, 0.47, 1.92, 3.38, 5.12, 16.91, 1.51, 2.96, 5.1, 7.38, 0.26, 0.99, 3.76, 2.48, 10.28, 2.78, 0.31, 0.62, 6.68, 6.87, 5.34, 4.24, 0.56, 0.91, 1.69, 0.06, 0.3, 1.05, 0.39

1800-1899 5.75, 0.58, 1.99, 3.23, 5.12, 16.65, 1.56, 3.06, 4.88, 7.62, 0.22, 1.11, 3.75, 2.42, 9.99, 2.65, 0.31, 0.73, 6.88, 6.88, 5.57, 4.3, 0.58, 0.89, 1.57, 0.05, 0.12, 1.12, 0.3

5.2. Ciphertext and plaintext generation

The first step in the process of creating the ciphertext and plaintext data for
evaluation, was to derive frequencies for the letters present in alphabets specific for
each of the tested centuries. The procedure for generating letter statistics has been
described in detail in the section on alphabet generation.

Once the alphabets and the letter frequencies were established we could move
to data generation. Firstly, the texts were sorted into the respective folders and
the metadata information from the plain text files removed. After these steps, the
data was split into training and test set in the ratio of 80%/20%. The training set
was to serve as the training data for the LMs in the next step, while on the test
set further preprocessing was applied, which included normalization of the texts –
making all the characters uppercase, removing double spaces and characters, as well
as non-letter characters. Table 5.5 presents the number of texts in the training and
test sets.

A vital part of preparation for the experiments was to create data for testing
of the historical language models and compare them to the large more modern
Gutenberg models. This included generating ciphertexts based on the shuffled 20%
of the preprocessed German part of the HistCorp corpus, while the rest of the texts
were used for creating the models. We have generated one file for each of the nine
analysed periods (see Table 3.2). Moreover, for each of the periods the ciphertexts
of three different lengths were created – i.e. 200, 500 and 1000 characters. The
decision was determined by the assumption that generating shorter ciphers, e.g. 100
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Table 5.4.: Simplifications of the diplomatic transcriptions.
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Table 5.5.: Number of documents in training and test sets.
Time range Size of the training set Size of the test set

1050-1099 22 6
1100-1199 155 38
1200-1299 98 24
1300-1399 70 18
1400-1499 74 19
1500-1599 39 10
1600-1699 275 69
1700-1799 582 145
1800-1899 529 132

characters long, would significantly increase the level of difficulty for models to solve
them. Furthermore, for each of the ciphertext of a given length and for a given time
period, versions with a different homophonicity – two and with uneven number of
homophones were prepared.

Below, in Figure 5.2 a plaintext prepared for encryption is presented. What can
be clearly seen from the example is that white space are removed, and therefore
words boundaries are not visible. In turn, decryption becomes a more difficult task,
in comparison to solving ciphers with white space present.

Figure 5.2.: A generated plaintext.

GANCZEDEMOFLIEZZENTEMOVVAZZER
AUVNTANEZEIMOSINEOUGENUNTAQUI

TMITDEMOSELBENSEGENADODERALEM
AEHTIGEGOTDEMOREGENPLINTENSEG
ENITASINIUOUGANDERDERDAZDAGES
LIEHTNIENEGESAHUNTAIMOSINGESI

UNMITEGAPDAMITESIDIRDINOUG

To generate keys for the encryption of the prepared plaintexts, we needed first to
calculate distribution of the homophones for the uneven homophonicity. Throughout
this thesis we refer to the ciphers with the number of homophones that varies for the
individual letter as ciphers of uneven homophonicity. The number of homophones in
the uneven setting was based on the unigram letter frequency distributions from the
historical data. Because we were dealing with the historical ciphers, similarly as for
the alphabets, the unigrams were sourced from the HistCorp dataset. Each of the
letters present in the alphabet for the specific time period was assigned a frequency
value. Based on the statistics, the common letters were assigned more homophones,
with the maximum number of homophones for one letter set to five. As far as the
even homophonicity is concern, which in our case was two, each letter was assigned
exactly two corresponding ciphertext codes.

Once the number of the homophones was established, the key could be generated. A
single ciphertext letter is a two digit number, starting from 00. Process of constructing
a key started with creating a list that consisted of a sequence of numbers from 0 to
99, which were then padded into two digits, i.e. after transformation “1” was encoded
as “01”. To ensure that the array is properly shuffled, we randomized positions of the
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numbers according to the Fisher-Yates shuffle algorithm (Fisher and Yates, 1938),
which permutes the array by exchanging a random element with another, not yet
shuffled one. Finally, a dictionary with letters and the corresponding homophones
was created by assigning numbers from the array one by one, according to the given
homophonicity.

When the dictionary with the homophones for the letters was compiled, one value
for each was randomly chosen to encrypt each of the letters from the plaintext. In
the example below the key for the plaintext shown above is presented:

A:[40|49] B:[11|27] C:[42|81] D:[13|45] E:[04|61] F:[37|14] G:[96|06] H:[58|72]
I:[43|75] K:[02|18] L:[16|98] M:[10|54] N:[31|47] O:[22|26] P:[57|33] Q:[89|05]
R:[38|92] S:[25|35] T:[15|30] U:[68|01] V:[82|00] W:[03|12] X:[80|20] Z:[77|23]

In the box below the text encrypted with the key presented above is shown. The
final form of the cipher is a sequence of numbers without spaces:

96403142236113041022379875042323614730611022000049772361
38490100311549476123047554223543476122680661310131154089
6875151043301304102625611627043125040661314045261361384
9980454496172307596619622301361102238619604313398433130
0447250406614775154035754743682668964947130438130492454
9774540960435987504581547756147049604254972684730497554
26254331960435430147107515610640331349104330043575137592

454331260196

5.3. Historical language models generation

The next step in the pipeline of cipher decryption was to generate historical language
models. After establishing the correct alphabets for the specific time periods, the
alphabets served as a basis for creating the LMs. In total, we have created twenty-
seven character-based language models built on the preprocessed data from the
HistCorp collection – one model for each of nine analysed periods – 1050-1099, 1100-
1199, 1200-1299, 1300-1399, 1400-1499, 1500-1599, 1600-1699, 1700-1799, 1800-1899
and for each of 3-, 4- and 5-gram settings. Similarly to Gambardella et al., 2022,
we have decided to create models in 3-, 4- and 5-gram settings and do not include
n-grams of lower order, as the segments in character-based unigrams and bigrams
may be not distinct enough and can therefore be present in multiple models for
various time periods. The algorithms for training of the models were based on the
algorithms implemented in CrypTool 2 (Kopal et al., 2014). Table 5.6 provides the
size of each of the generated models in ZIP format.

5.4. Cipher decryption

Once the models and the data were prepared, we could proceed to the main part
of the experiments – ciphertexts decryption with the help of language models. The
decryption algorithm was based on the CT2’s cryptanalytic component – Homophonic
Substitution Analyzer (Kopal, 2019), which was developed specifically for breaking
homophonic substitution ciphers.
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Table 5.6.: Sizes of the character-based LMs.
Time period 3-gram 4-gram 5-gram

1050–1099 9,71 KB 44,7 KB 132 KB
1100–1199 17,2 KB 111 KB 452 KB
1200–1299 18,6 KB 117 KB 458 KB
1300–1399 20,8 KB 133 KB 518 KB
1400–1499 21,4 KB 129 KB 499 KB
1500–1599 20,6 KB 119 KB 446 KB
1600-1699 43,4 KB 384 KB 2,06 MB
1700-1799 46,2 KB 452 KB 2,57 MB
1800-1899 51,3 KB 539 KB 3,15 MB
1050-1899 56,0 KB 588 KB 3,68 MB
Gutenberg 57,2 KB 639 KB 4,13 MB

5.4.1. Hill-climbing and simulated annealing

The algorithm for attacking the ciphers relied on two approaches – hill-climbing
and simulated annealing. Hill-climbing is a heuristics for optimization problems,
which employs a greedy approach, i.e. its goal is to maximize the objective function
by improving the current state by incrementally introducing small changes. It is
therefore prone to getting stuck at local minima (Lasry, 2018).

In cryptology, hill-climbing is used for finding the most suitable decryption key,
while additionally applying simulated annealing, which helps to avoid reaching only
the local optimum point by introducing randomness into the process. The algorithm
is inspired by the cooling procedure used in metallurgy during strengthening of
materials, called annealing. The process is conducted by maintaining a certain
temperature for a longer time after a quick heating a metal, and only then slowly
cooling it down. If the temperature was decreased too fast, we would risk getting
trapped in a local minimum and in turn would not obtain the desired result, in
this case maximized softness of the material. Similarly, the simulated annealing
optimization algorithm imitates this process by using the objective function to find
the best key.

5.4.2. Ciphertext-only attack

The process of breaking a cipher began with generation of a random initial key.
Again, the number of slots for homophones assigned to each letter was based on the
frequencies from historical texts or, in case of the even number of homophones, each
letter was assigned the number of homophones according to the chosen homophonicity.
The length of the key was equal to the number of letters in ciphertext multiplied by
1.2 to prevent swapping out plaintext letters from the key.

Hill-climbing is an iterative approach, therefore once the initial key is generated,
the algorithm iterates through all the possible transformations in the length of the
alphabet - 1 and in each run two letters in positions i and j are exchanged. However,
if a homophone was deemed to be a correct mapping for a plaintext letter, it was
memorized and stayed unchanged during the next swap. Similarly, if the letters
in positions i and j were equal, they remained unchanged. After the swap, a cost
value was calculated to evaluate if the changes had improved the decryption of
the ciphertext. To do so, the decrypted plaintext was checked against a language
model in order to assess the probability of the plaintext being a text in German.
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Therefore, the cost value in this setting is called a fitness value. The fitness value
was calculated as a sum of logarithms of n-gram frequencies. Each of the decrypted
texts was compared to eleven language models – nine century specific models, one
model containing all texts from HistCorp, regardless of the time when they were
issued, and a model trained on the data from Project Gutenberg.

The models were evaluated one after another, and for each of the evaluation runs,
the fitness value of the current key was checked by a function based on the simulated
annealing. If the value was accepted by the function, the fitness value was set to
the current best value, otherwise the changes introduced to the key in this run were
reverted. The simulated annealing function, always accepted the fitness value if it
was bigger than the value for the current best key. However, to prevent stopping at
the local maximum, even a worse key could be accepted as a new one. In case if the
fitness value for the evaluated key was lower than the value for the current best key,
the acceptance probability p was calculated:

𝑝 =
−|𝐶𝑢𝑟𝑟𝑒𝑛𝑡𝐾𝑒𝑦𝑆𝑐𝑜𝑟𝑒 − 𝑁𝑒𝑤𝐾𝑒𝑦𝑆𝑐𝑜𝑟𝑒 |

𝐶𝑢𝑟𝑟𝑒𝑛𝑡𝑇𝑒𝑚𝑝𝑒𝑟𝑎𝑡𝑢𝑟𝑒

It was therefore more probable that a worse value would be accepted when the
temperature was higher. The current temperature (CT) was calculated every time
before computing the acceptance probability according to the following formula:

𝐶𝑇 = 𝐶𝑇 − [𝐶𝑇 − (𝑆𝑡𝑎𝑟𝑡𝑇𝑒𝑚𝑝𝑒𝑟𝑎𝑡𝑢𝑟𝑒 ∗ 𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛𝐹𝑎𝑐𝑡𝑜𝑟 )]

Finally, the new key value was accepted if the probability p was higher than 0.0085
and a random number between 0.0 and 1.0.

Once the changes were evaluated, the algorithm controlled whether the new local
fitness value was bigger or smaller than the global one. If the value was bigger, it
became the new global best, as well as the global key was exchanged with the local
one. Additionally, a dictionary search was conducted when the new best global key
was found. The algorithm iterated through the putative plaintext in search of words
present in a dictionary corresponding to the LM, the plaintext was tested against.
Twenty-one dictionaries were built with help of IRSTLM toolkit (Federico et al.,
2008), while the dictionary for the Gutenberg model was sourced from CrypTool 2. If
at least three words from a dictionary were found in a putative plaintext, they became
locked, and therefore homophones present in these words were not swapped during
the following runs. The reason why we set a threshold for minimal number of word
occurrences is that finding only one word may be accidental (Kopal, 2019). Thus, we
wanted to increase the probability that the words were the correct decipherments for
the given ciphertext character sequences.

In case if no new global optimum was found after 50 runs, 3 letters in the key were
exchanged with random letters that were present in the plaintext alphabet. After
this step, the swapping of the letters in the key was conducted again, provided that
the maximal number of cycles was not exceeded and the temperature did not drop
below 0.

The procedure, starting from generation of a random key, was repeated n times,
defined by a number of restarts, which in our case was set to 5. The simulated
annealing value, i.e. start temperature, was equal to 10000 and the reduction factor
to 0.0000001. The values of the cryptanalysis algorithm can be adjusted to improve
the performance. However, it is beyond the scope of this thesis to examine this.
The detailed description of optimizing the parameters can be found in Lasry (2018),
which is a comprehensive guide on methods used for attacking classical ciphers.
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5.5. Evaluation

To determine which of the models performed best, accuracy between the text
decrypted with the best global key found for a given model and the actual plaintext
was calculated. We iterated through the decrypted texts letter by letter and compared
them to the plaintext letter. A point was awarded for each of the correct letters:

Correct =

LengthOfDecryptedText−1∑︁
i=0

n

{
1, if 𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝑇𝑒𝑥𝑡 [𝑖] = 𝐴𝑐𝑡𝑢𝑎𝑙𝑃𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡 [𝑖]
0, if 𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝑇𝑒𝑥𝑡 [𝑖] ≠ 𝐴𝑐𝑡𝑢𝑎𝑙𝑃𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡 [𝑖]

Finally, we computed the percentage of the correctly deciphered letters:

Accuracy = (Correct/LengthOfDecryptedText) ∗ 100

After evaluation of all models, the best performing one was given a point. In case
if more than one model achieved the same accuracy score, each of them was awarded
a point. Moreover, the average accuracy of the models was updated after each of
ciphertexts was evaluated.
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6. Results

Overall, the highest accuracies achieved the 5-gram models. However it seems that
their performance on complex ciphers was dependent on the size of the training corpus.
Consequently, on the ciphers of uneven homophonicity the 5-grams performed best
on the ciphers from 17th century and later on texts of length 500 and 1000 (see Table
A.30 and Table A.35), while it was mostly 4-grams that achieved better scores on the
rest of the ciphers. However, on the ciphers of length 200 and uneven homophonicity,
the 5-gram models did not perform equally well and were outperformed either by
3- or 4-grams (see Table A.24). As far as the ciphers of homophonicity two are
concerned, the 5-gram models performed best almost on all tested ciphertext lengths
and time periods.

In the following sections the results of the experiments will be discussed in detail
and performance of the models will be compared. Only selected tables will be included
in this chapter, while the rest of the tables can be found in the appendix.

6.1. Time period

The results obtained from the analysis of models tested on substitution ciphers
with two homophones were consistent throughout the experiments. The models
performed as expected, obtaining the highest scores on the ciphers from the same or
neighbouring time period, e.g. the 11th century ciphers were best solved with the
models from the 11th or 12th century, the 14th century ciphers with the 13th to
15th century models and the 16th century ciphers with the 15th to 16th century
LMs etc. An exemplary table with results for the 5-gram model on 200 characters
long ciphers of homophonicity two is shown below. The first table shows the number
of ciphers solved by a particular model.

Table 6.1.: Results of 5-gram model on 200 characters long ciphers of homophonicity two.
11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 44 36 6 4 4 1 3 1 1 1 2
12th 56 355 59 21 3 0 2 3 6 7 3
13th 12 238 174 66 11 3 2 2 1 1 4
14th 0 100 222 147 9 9 8 4 8 5 11
15th 0 1 24 141 267 68 2 6 0 2 3
16th 0 5 18 97 193 125 31 14 11 3 27
17th 1 9 10 16 4 16 105 91 78 37 147
18th 0 15 18 19 14 28 81 81 74 21 170
19th 0 7 6 7 6 4 55 70 97 36 229
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Table 6.2.: Accuracy scores of 5-gram model on 200 character long ciphers of homophonicity
two.

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 59.70 62.85 49.04 40.25 30.47 25.13 31.50 28.50 30.51 28.05 30.41

12th 64.23 82.34 71.83 62.02 49.17 41.88 46.62 44.92 44.79 41.74 48.25

13th 52.17 77.69 75.17 67.44 50.43 43.02 46.53 43.27 43.99 42.55 47.62

14th 49.76 78.59 81.63 79.27 60.50 53.18 57.33 54.65 53.31 49.06 61.66

15th 44.07 58.03 64.13 75.07 79.36 69.20 46.43 45.14 44.22 42.75 49.60

16th 44.49 58.52 64.72 72.35 76.50 73.34 55.22 49.90 50.28 46.65 58.64

17th 41.45 58.93 60.90 60.76 52.41 54.98 67.82 66.41 65.79 55.20 73.26

18th 45.21 61.91 64.67 66.14 61.44 62.98 69.76 69.40 67.89 57.01 77.36

19th 44.31 66.23 67.19 69.05 62.47 61.12 72.71 73.98 73.25 60.27 84.96

In contrast to the experiments conducted on the simpler homophonic substitution
ciphers, the results for uneven number of homophones were not as indicative, however
some trends could be observed. Although it was not always the 5-gram models from
the same or the closest time period to when a cipher was created that performed best,
as it was for the ciphers of homophonicity two, the historical models outperformed
the more modern LMs. Exemplary tables with results for uneven homophonicity
are presented below. Again, in the first table the number of ciphers solved by a
particular model is presented.

Table 6.3.: Results of 5-gram model on 200 characters long ciphers of uneven homophonicity.
11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 0 8 9 8 3 22 14 12 8 6 15
12th 1 73 60 64 16 119 67 32 32 19 36
13th 0 47 31 61 23 142 61 40 54 39 24
14th 0 84 90 44 11 77 56 38 40 28 47
15th 0 21 24 59 43 262 33 21 22 22 9
16th 0 15 19 43 25 256 39 27 23 25 35
17th 1 28 18 9 6 72 107 84 73 27 86
18th 0 31 12 6 5 72 88 101 101 28 65
19th 0 17 13 12 3 54 79 76 86 38 124

Table 6.4.: Accuracy scores of 5-gram model on 200 character ciphers of uneven homophonicity.

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 5.29 10.27 11.30 11.50 10.09 18.01 13.88 13.59 12.36 11.63 14.52

12th 7.93 22.81 21.78 23.95 19.79 29.53 20.81 18.94 18.57 17.43 21.33

13th 6.11 18.75 16.56 21.30 17.49 27.08 17.90 17.79 17.38 16.08 15.95

14th 8.09 26.80 25.28 22.30 16.45 25.78 19.57 18.07 17.39 15.17 21.77

15th 9.32 24.68 24.73 28.88 25.49 42.26 21.47 21.80 22.56 20.29 20.05

16th 8.63 23.42 23.26 26.18 21.59 41.74 19.82 21.44 20.39 18.55 21.18

17th 7.91 20.97 20.91 17.50 14.47 27.91 27.16 25.53 23.50 19.36 25.98

18th 7.21 23.91 21.31 18.73 13.85 31.80 28.17 29.11 29.25 22.00 28.16

19th 6.83 23.39 20.91 20.00 12.93 30.36 26.50 28.61 28.14 22.13 37.76
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6.2. N-gram size

From all tested n-gram sizes, the highest scores on the ciphers of homophonicity
two obtained the 5-gram models with the average of 86.85% for all text lengths. We
present the average scores for the n-gram obtained on ciphers of homophonicity two
in Table 6.2.

Table 6.5.: Average accuracy scores of the best performing models with regard to n-gram size.
Homophonicity

Two Uneven
3-gram 4-gram 5-gram Average 3-gram 4-gram 5-gram Average

200 char 70.36 77.00 77.33 74.90 34.26 34.68 31.43 33.46
500 char 85.56 89.14 90.39 88.36 55.02 63.26 57.08 58.45
1000 char 88.90 91.09 92.82 90.94 61.53 68.43 62.17 64.04

However, it can be noticed that the differences between the 3-grams and 4-grams
are bigger than those between the 4-grams and 5-grams. While the gap between the
3-grams and 4-grams was on average 13.47%, the difference between the 4-grams
and 5-grams was only 2.57%. Differences between the average scores for the models
are shown in Table 6.6.

Table 6.6.: Differences in accuracy score for ciphers of homophonicity two with regard to the
n-gram size.

Homophonicity
Two Uneven

5-3(gram) 4-3(gram) 5-4(gram) 5-3(gram) 4-3(gram) 5-4(gram)

200 char 6.97 6.64 0.33 2.83 0.42 -3.25
500 char 4.83 3.58 1.25 2.06 8.24 -6.18
1000 char 3.92 2.19 1.73 0.64 6.9 -6.17

As far as the ciphers of homophonicity two from the 17th and later centuries are
concerned, the higher the n-gram the better performance of the model based on the
Project Gutenberg data. The improved performance on the newer ciphers can be
explained by the characteristics of the corpora – the Gutenberg data is multiple times
larger than the data used for training the historical LMs. While the Gutenberg model
is based on 2275 books with dominance of texts from 19th and 20th centuries, the
HistCorp models are based on considerably fewer texts (see Table 5.2). Hence, we can
assume that it can positively influence decryption of ciphers from the neighbouring
centuries.

Turning now to the ciphers of uneven homophonicity, from the data in Table
we can see that the overall accuracy scores are visibly lower than those for the
ciphers of homophonicity two. While the highest average accuracy for the ciphers of
homophonicity two was 92.82% obtained on the documents of length 1000, in the
corresponding setting on the ciphers of uneven homophonicity, the LMs obtained
only 62.17%.

Moreover, for both of the homophonicities increasing the n-gram size from 3-gram
to 4-gram yielded better accuracies than changing the size of the models from 4-gram
to 5-gram. However, while moving from 3-grams to 4-grams did slightly improve the
performance on the ciphers of homophonicity two, it resulted in decrease in accuracy
on ciphers with the uneven number of homophones. The differences in accuracy with
regard to the n-gram size are presented in Table6.6.
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200 characters - 3-gram, 4-gram, 5-gram

As far as the ciphers of length 200 and homophonicity two are concerned, what
can be clearly seen from the data is that on the ciphers from the 17th century and
later, the models trained on the Gutenberg data performed significantly better on
the higher n-grams than the historical models (see Table A.2). Already the 3-gram
Gutenberg model performed similarly on the ciphers of length 200 from the 19th
century as the time specific model for the 19th century. The 3-gram Gutenberg
model obtained 77.19% and outperformed the 19th century LM by 0.58%. Similarly
well performed models for the 18th and 17th centuries that reached respectively
74.87% and 75.88% accuracy. Moreover, from the data we can notice that the 4-gram
Gutenberg model outperformed both the 19th and 18th century models (see Table
A.4). The gap between the scores increased from 1.31% to 5.31% on the 19th century
ciphers, and the Gutenberg model has also slightly outperformed the historical LM
by 1.66% on the 18th century ciphers in comparison to the 3-gram models. Further,
the ciphers from the 17th to the 19th century have been solved best with the 5-gram
Gutenberg model (see Table A.6). The gap between the best performing historical
LM and the Gutenberg model on ciphers from the 19th century increased from 5.31%
with the 4-gram to 10.98% with the 5-gram.

The worst performing model on the ciphers of homophonicity two was the LM
trained on all historical data, which obtained on average 54.7%, 53.3%, 47.03% on
the 3-gram, 4-gram, 5-gram models and has never outperformed any of the other
models.

In comparison to the simpler ciphers with two homophones, the 3-gram models
performed poorly on the ciphers of uneven homophonicity. On average models up to
the 16th century performed slightly better on the oldest ciphers. However, it can be
clearly noticed that the ciphers of uneven homophonicity were more difficult to solve
for all models.

Multiple LMs performed similarly on the ciphertexts of uneven homophonicity
up to the 14th century (see Table A.20). The differences between the best and the
second best performing models became more visible from the 15th century. The best
models were the historical LMs from the 15th and 16th centuries with difference of
5.95% between them. The rest of the models were worse by 8.23% or more than the
best performing model, i.e. the LM based on the texts from the 16th century. The
newer the ciphertexts, the clearer was the pattern, which could be also observed in
the results for the simpler homophonicity – on ciphers from the 17th century, LMs
trained on data from 17th, 18th and 19th century performed better than the other
models.

As we go further to the higher n-gram size, we can notice that the average accuracy
of the best performing models increased insignificantly from 34.26% to 34.68% (see
Table A.22). This is not the case only for the 11th century model, where the accuracy
dropped from 22.87% to 17.71%. The accuracy of the 4-gram Gutenberg model was
higher than for the 3-gram and furthermore it outperformed the century specific LM
on the 19th century ciphers by 7.4%.

As far as the 5-gram models are concerned the best performing model on the
ciphers of uneven homophonicity up till the 13th century was the LM trained on
texts from the 16th century (see Table A.24). Only after the 16th century, we can
again observe the same pattern – newer models perform better on newer ciphers.
Moreover the Gutenberg models performs similarly to the best historical LMs on the
ciphers from the 16th century. However, the average accuracy of the best performing
models decreased from 34.68% on the 4-gram models to 31.43% on the 5-gram LMs.
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500 characters - 3-gram, 4-gram, 5-gram

Turning now to the ciphertexts of homophonicity two and length 500, we can observe
similar trends as for the 200 characters long ciphers. The 5-gram for 19th century
models for 17th, 18th, 19th century performed comparably well (see Table A.12).
However, they were again outperformed by the Gutenberg model with a margin of
5.02% in comparison to the best performing historical model. The 4-gram Gutenberg
model achieved higher scores on ciphertexts from the 17th century.

The quality of the 11th century model decreased significantly in the 5-gram setting,
from 68.89% obtained on 3-gram and 71.05% on 4-gram and then dropped drastically
to 41.27%, including the performance on the ciphers from the same time period. The
11th century model’s average accuracy was 23.23% lower than the last but one worst
performing LM, which was the 16th century LM. Other models’ scores increased as
the n-gram size was higher.

As far as the ciphers of uneven homophonicity are concerned, in the 3-gram models
results we can observe that the tendency for the historical LMs trained on data from
the 17th century to perform well on the ciphers created from texts from the 17th
century and later continued. On the earlier ciphers there was less clear dominance of
one model, if we compare the average accuracies of the models. For instance, despite
the fact that the models after 1500 together gained more points when solving ciphers
from the 12th century, if we analyze the accuracy scores, we can clearly see that seven
models - from the 11th, 12th, 13th, 16th, 17th, 18th and the 19th century performed
similarly with a difference of only 2.81% between them (see Table A.26-A.27).

With the higher n-gram size the average accuracy of the best performing models
increased from 56.94% to 63.26%. Except for the 11th century model, which perfor-
mance is worse the higher n-gram is, it can be more clearly noticed that the ciphers
newer than from the 14th century were solved better with the earlier 4-gram models
than they were with the 3-gram models. After that, we can observe the same trends
as for the 3-gram models, i.e. the 15th and 16th century ciphers were solved best
with the 16th century model and later texts with the models trained on data newer
than from the 16th century.

The results obtained with the 5-gram models are only partially in line with the 3-
gram and 4-gram results. The models’ performances up till the 15th century dropped
critically in comparison to the lower n-gram sizes, which significantly affected the
ranking of the best performing models (see Table A.30). We can see a line going
before the 16th century model – its performance also decreased. However, it remained
the best performing model for the 15th century ciphers and performed well for the
14th and 16th century ciphers. In most cases, later ciphers were solved best by the
17th, 18th and 19th century models. It can be noticed that on average the 5-gram
17th century model performed best of all other 5-gram models.

1000 characters - 3-gram, 4-gram, 5-gram

On the 1000 characters long ciphers of homophonicity two from the 19th century,
Gutenberg model achieved almost the same scores for each of the n-gram types,
i.e. 91.12%, 93% and 94.95%. Again, the 3-gram and 4-gram 11th century model
performed well on the ciphertexts from the 11th and 12th centuries, but we can
observe the decrease in performance in 5-gram models (see Table A.18). The accuracy
of the 3-gram 11th century model dropped from 90.49% on the ciphertexts from
the same century to 24.04% on the the 5-gram 11th century model. The rest of the
models followed the expected pattern.
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Turning now to the ciphers of length 1000 with the uneven number of homophones,
we can notice that multiple 3-gram models up to the 14th century ciphers perform
similarly – for ciphers from the 11th century three models obtained similar results
(above 40%), for the 12th century six models (above 40%) and three for the 13th
century (above 45%) (see Table A.32). The differences between the best and the
second best models became bigger from the 15th century, where the difference is
equal to 14.33%. From the 17th century, as expected, models from the 17th to 19th
century performed best.

The average accuracy increased for ciphers of length 1000 from 61.53% on the
3-gram models to 68.43% on the 4-gram models. However, the 11th century model’s
performance decreased, which resulted in very low scores obtained on all ciphers.
For the rest of the models the tendencies from the 3-grams are preserved – less clear
trends for the cipher up till the 14th century (see Table A.34). On the average the
earlier models achieved slightly better scores in terms of accuracy on the ciphers up
to the 14th century. Moreover, the differences between better and worse performing
models up to the 14th century are smaller. This tendency shifted after the 15th
century.

Again, the results for the 5-gram models differs from those for the 3- and 4-grams.
The best performing model was the 17th century LM. Models before the 16th century
performed significantly worse than the later models (see Table A.36). Moreover, only
for ciphers from the 17th century the accuracy of the 17th, 18th and 19th century
models increased. For the rest of the models the accuracy dropped compared to the
4-gram models.

6.3. Text length

Besides investigating how the n-gram size influences the decryption of historical
ciphers, we also explore how the LMs performance changes depending on various
ciphertext lengths.

As shown in Table 6.7, for both types of ciphers models perform better on longer
texts. However, the length of the ciphertexts seems to be of even greater importance
for the uneven ciphers as the accuracy obtained on the texts of length 200 and
500 increased by 5.56%, 16.34% and 12.59% for the 3-, 4- and 5-gram models in
comparison to ciphers of homophonicity two. Moreover, increasing the length of
ciphers from 200 to 500 characters results in a steeper rise of accuracy, which is true
for both ciphers of homophonicity two and uneven. The differences can be seen in
Table 6.8.

Table 6.7.: Average accuracy scores of the best performing models with regard to the ciphertext
length.

Homophonicity
Two Uneven

3-gram 4-gram 5-gram Average 3-gram 4-gram 5-gram Average

3-gram 70.36 85.56 88.9 81.61 34.26 55.02 61.53 50.27
4-gram 77.00 89.14 91.09 85.74 34.68 63.26 68.43 55.46
5-gram 77.33 90.39 92.82 86.85 31.43 57.08 62.17 50.23
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Table 6.8.: Differences in accuracy scores with regard to the ciphertext length.

Homophonicity
Two Uneven

1000-200 500-200 1000-500 1000-200 500-200 1000-500

200 18.54 15.2 3.34 27.27 20.76 6.51
500 14.09 12.14 1.95 33.75 28.58 5.17
1000 15.49 13.06 2.43 30.74 25.65 5.09

3-gram - 200, 500, 1000 characters

The biggest change in the average accuracy of the 3-gram models obtained on the
ciphertexts of homophonicity two can be observed between the texts of length 200
and 500, i.e. a sharp increase from 70.36% to 85.56% (see Tables A.2, A.8). For
the longer ciphers of 1000 characters, the average score of the best performing LMs
increased by 3.34% to 88.9% when compared with the 500 characters long texts of
homophonicity two (see Tables A.8, A.14). Still, the models performed best when
tested on the ciphertexts from the same or close century, with the exception for the
models from the 17th century, where the Gutenberg models performed similarly or
better. Again, the worst performing model was the combined historical LM.

As far as the performance of 3-gram models on ciphers of uneven homophonicity
are concerned, the longer ciphertexts were, the better was the performance of the
models. The average accuracy of the best performing models increased from 34.26%
to 56.94% on 200 and 500 characters long texts, and further to 61.53% on 1000
characters long (see Tables A.20, A.26, A.32). For the later ciphers, i.e. newer than
from the 14th century it is true that historical LM from the same or a close time
period performed better. However, from results obtained on the longer texts, it is less
clear which of the models is more suitable for decryption, as several LMs perform at
a comparable level. It applies even to the models trained on newer texts and tested
against older ciphers, e.g. on ciphertexts from 11th century of length 1000, three
models achieved similar scores – the 11th (42.46%), 18th (42.06%) and the 19th
(41.57%) models. Ciphers from the 15th and 16th centuries were best deciphered
with the 16th century model, while the newer ciphers with the 17th, 18th and 19th
LMs.

4-gram - 200, 500, 1000 characters

Similarly to the 3-gram models, the leap between performances of the 4-gram models
on the 200 and 500 characters long ciphers of homophonicity two was greater than
that for 500 and 1000 characters long texts. The difference was 12.14% between
200 and 500 characters and only 0.96% between 500 and 1000 characters on the
average performance of the best models (see Tables A.4, A.10, A.16). Again, the
Gutenberg models achieved the highest scores of all models on the 18th and 19th
century ciphers and higher or similar on the 17th century. For the rest of the ciphers,
the same pattern as for the 3-gram can be seen – the best performing models were
those from the same century or a time period close to when a plaintext was created.

From the results obtained on the ciphers of uneven homophonicity, we can clearly
see that with the higher n-gram size, the accuracy of the models increased, only with
the exception for the 11th century model, which performance did not improve or
was worse than the other LM’s (see Tables A.22, A.28, A.34). Moreover, with the
longer texts the trends observed on the 3-gram models became more visible.

33



5-gram - 200, 500, 1000 characters

For the ciphers of homophonicity two, most models followed the pattern visible in
the already presented results, only with minor exceptions. The 11th century model
performed well on the 200 characters long texts from 11th century – despite being
outperformed by the 12th century model by 3.15%, it was assigned 44 points, i.e.
8 more than the second best performing model. However, on the longer texts the
accuracy decreased significantly – from 59.7% on the 200 characters text to 37.51%
on 500 and only 24.03% on 1000 (see Tables A.6, A.12, A.18). It gained 15% of
points (6/40) on 500, but was fully outperformed on the 1000 characters long ciphers
by the 11th century model.

On the ciphers from the 17th century and later, the 5-gram Gutenberg model
performed best already on the shortest texts, exceeding the second best performing
models by 5.44%, 7.6%, 10.98% respectively on the 17th, 18th and 19th century
ciphers of length 200, 2.3%, 4.87%, 5.02% on the ciphers of length 500, and 4.44%,
3.14%, 5.19% on the ciphers of length 1000.

In general, on the ciphers of length 200 and uneven homophonicity the best
performing model was the 16th century LM, which became outperformed by the
17th century model on longer texts (see Tables A.24, A.30, A.36). The 11th century
model was performing poorly from the shortest, while on the longer ciphertexts even
LMs from the 12th to 15th centuries obtained very low scores.
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7. Discussion

From the results presented in the previous chapter it is apparent that on simpler
homophonic ciphers, historical language models perform significantly better. In the
same way, models trained on the Project Gutenberg data perform comparably well
or better on the more modern ciphertexts, i.e. ciphers created based on the data from
the 17th century and later. A possible explanation for these results may be found in
the statistics of the German corpora within Project Gutenberg – it consists of books
from various time periods, however, with the majority of texts created in the 19th
and the 20th centuries. Therefore we can see the Gutenberg model as a merged LM
for these centuries. Moreover, we could observe an increase of the average accuracies
associated both with the higher n-gram size and the length of the ciphers. Another
important finding was that increasing the n-gram size to 5 yields smaller changes
in the accuracy than moving from 3- to 4-grams. This is true for the texts of all
lengths.

Turning now to the uneven homophonicity ciphers, there was a significant difference
between results in comparison to the ciphers with two homophones. Whereas the
results obtained on the homophonic ciphers with two homophones were consistent
throughout the experiments, the result for the uneven number of homophones are not
equally equivocal. The models’ behaviour only to a certain degree follows the pattern
clearly visible in the results of simpler ciphers. On both types of homophonicity the
models trained on the data newer than from the 17th century perform well on the
ciphers from the same or the close time periods. However, the Gutenberg models,
which obtained considerably high results on ciphers with two homophones from the
17th to the 19th century, do not perform similarly well on the ciphertexts with the
uneven number of homophones. The 4- and 5-gram Gutenberg models obtain better
or comparable results as the time specific models only on the 200 characters long
ciphers from the 19th century. Otherwise, their performance is significantly worse.
This indicates that using historical LMs on complex ciphers is more beneficial than
choosing models trained on more modern data.

The most similar results to the ones obtained on the simpler ciphers, yield 3-gram
and 4-gram models. By contrast, the most surprising aspect of the data is the results
given by the 5-gram models on the ciphers of uneven homophonicity. Contrary to
the simpler ciphers, where only the accuracy of the 11th century model dropped
significantly in the 5-gram setting on the ciphers of length 500 and 1000, there is a
clear trend of decreasing accuracy of the models up to the 15th century in comparison
to the 4-gram models. However, it was still the historical LM that performed better
than the larger models trained on the Project Gutenberg data. These results are likely
to be related to the differences in sizes of the LMs, and the 5-grams in particular.
The models trained on data from the 17th century and later are considerably larger
than the earlier ones. While the 5-gram models for the 17th, 18th and 19th century
have the sizes of 2.06 MB, 2.57 MB and 3.15 MB respectively, the models for e.g.
11th, 12th and 14th century have 132 KB, 452 KB, and 518 KB. This could serve as
an explanation for the good performance of the 5-grams from the 17th century on
the uneven ciphers of length 500 and 1000 characters. However, on the ciphers of
length 200 the 5-gram model trained on data from the 16th century performed visibly
better than the other LMs, although it is smaller than most of the other models.
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Hence, further work is required to establish the influence of the size of LM itself on
its performance during decryption. Another finding that emerges from the results,
is that the larger size of more modern LM do not compensate for the information
included in historical LMs, when it comes down to decrypting more complex ciphers.
Therefore, it seems that for more complex ciphers it should be preferable to use
historical LMs, as the Gutenberg model did not perform nearly as good as the other
models.

Moreover, it is interesting to note that differences between the best performing
models within the experiments on the ciphers of a certain length were notably larger
for the texts of uneven homophonicity. While the models of all n-gram sizes reached
between 86% and 94.95% of accuracy when tested on the ciphers of homophonicity
two and the length of 1000 characters, differences in the accuracies for the uneven
number of homophones were between 42.46% and 80.93%. This tendency can be also
observed on ciphers of 200 and 500 characters.

What can be also noticed, is that the highest average accuracy for the ciphers of
homophonicity two was 92.82% obtained on the documents of length 1000, in the
corresponding setting on the ciphers of uneven homophonicity, the LMs obtained
only 62.17%, which indicated that

As far as the ciphers of lower complexity are concerned, the data reported here
appear to support the assumption that there is a positive correlation between using
historical LMs and the decipherment of historical ciphers. The only cases when
the more modern LMs obtain higher accuracy is on the ciphertexts from the 17th
century and later, otherwise they are outperformed by the historical LMs. It could
be therefore recommended to use LMs trained on texts from the similar time period
as the time when the manuscript was created.

What emerge from the data is that using 5-gram models can in some settings lead
to better results than choosing 3- and 4-gram models. However, the differences are
only slight compared to 4-gram models. A comparison of the outcomes reveals that
using 4-gram models gives the most consistent results on ciphers of all types, as they
seem to be less dependent on the size of the LMs.

Moreover, the reader should bear in mind that the study is based on artificially
generated ciphertexts. However, we have employed methods to the best as we could
create texts similar to the real manuscripts. As we needed to conduct our study on a
large number of texts in one language and of a certain type and homophonicity, it
was therefore impossible to rely on real texts because of the lack of these sources.
Hence, the study could be repeated using real ciphers.

Furthermore, it should be mentioned that although initially 1000 texts were
generated for almost all of the tested settings, due to the resource constraints, a
limited number of texts were used for testing the models. For ciphertexts of length
1000, 250 texts were sampled, while for 500- and 200-characters long texts we chose
500 texts, with the exception of the 11th century. Due to the limited data, 102
ciphers for 500-characters long ciphers, 40 for 200-characters long were generated
and 18 for 1000-characters texts for the period of 1050-1099. We decided to include
even these results in the thesis to obtain an overall view of the models’ performance.
However, with this approach we needed to be careful not to compare the absolute
number of the texts that the models performed best on, but instead to analyze the
proportion of the points.
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8. Conclusions and future work

The purpose of the current study was to determine whether training models, used
during decryption of historical ciphertexts, on historical corpora gives an advantage
over using models trained on more modern data. The second goal of this study was to
investigate the effects of different n-gram sizes of LMs on the decryption of historical
ciphers of various complexities and lengths.

We aimed to explore the impact of choosing various sources of data for model
training on decryption of ciphers. Therefore, we have created century specific 3-gram,
4-gram and 5-gram models based on the German corpora from the HistCorp collection,
as well as models trained on the data sourced from Project Gutenberg to assess and
compare their performances on historical substitution ciphertexts. Moreover, to gain
a greater insight into the models’ behaviour, for testing of the LMs, we have created
ciphers of three different lengths - 200, 500 and 1000 characters and two different
homophonicities - two homophones per letter and one to five homophones based on
the letter distribution calculated from the historical corpora.

The results of this study shows clearly that for the ciphers of simpler homophonicity,
the models that perform best are those trained on texts from the same or neighbouring
century, e.g. the 11th century ciphers were best solved with the models from the 11th
or 12th century, the 14th century ciphers with the 13th to 15th century models and
the 16th century ciphers with 15th to 16th century LMs etc. For the ciphers from the
17th century, the Gutenberg model performed comparably well or better than the
time specific models. It seems possible that these results are due to the characteristics
of the Project Gutenberg corpus – the training data consist of 2275 German books,
which is considerably more than the number of texts used for training of the historical
LMs used in this thesis. However, the good performance of the Gutenberg model
do not generalize to the ciphers of uneven homophonicity. In general, our results
indicate that choosing historical LMs are preferable when decrypting ciphertexts,
independently of the length of a ciphertext.

Another findings to emerge from this study is that the 4-gram models give
the most consistent results throughout all experiments. The increase in accuracy
between the best performing 3-grams and 4-grams was steeper than the change in
accuracy between the 4-grams and 5-grams. Furthermore, on the ciphers with two
homophones the 5-gram models achieved the highest accuracy, while on texts of
uneven homophonicity accuracy of the multiple 5-grams dropped sharply comparison
to the 3-grams and 4-grams, which is most likely connected to the size of the models.

Although the current study is based on the artificially created ciphertexts, the
present study contributes to a better understanding of the influence of language
models in decryption of historical manuscripts. A natural progression of this work
is to analyse if the findings of this study can be generalised to the real-life ciphers.
Moreover, further work will have to be conducted in order to determine the impact
of size of the language model on the decryption of ciphers. For this purpose, the
models could be scaled down to the similar size in order to assess their ability to
solve more complex ciphers, especially in the 5-gram setting. Moreover, further work
will have to be conducted in order to determine the impact of size of the language
model on the decryption of ciphers. For this purpose, the models could be scaled
down to the similar size in order to assess their ability to solve more complex ciphers,
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especially in the 5-gram setting. Finally, further research could also be conducted to
determine the effectiveness of merging models of neighbouring centuries, possibly
according to the phases in the development of German, i.e. 1050-1350, 1350-1650
and 1650-now.
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A. Appendix

This appendix includes tables with results of the experiments. For each of the
experiments two tables are presented - the first table reports how many ciphers have
been solved by particular models, while the second shows the average accuracy score
obtained by the models.

Table A.1.: 3gram-200-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 70 12 5 2 1 2 2 3 1 3 2

12th 107 230 96 20 7 4 10 15 7 12 7

13th 67 142 134 74 19 16 11 17 13 22 10

14th 15 79 157 112 14 21 40 22 20 20 20

15th 5 5 25 109 228 107 18 4 5 11 3

16th 2 5 26 77 155 140 49 19 26 7 20

17th 2 6 7 11 7 22 145 139 71 56 50

18th 1 8 15 12 11 22 119 124 102 35 72

19th 1 8 6 7 7 15 81 108 125 47 133

Table A.2.: 3gram-200-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 65.99 53.05 48.64 38.22 33.69 31.92 34.66 36.27 35.12 35.72 35.18

12th 66.18 70.31 64.94 57.08 50.57 47.04 51.36 51.40 51.56 49.46 49.84

13th 61.43 67.30 66.99 61.90 53.68 49.13 51.29 51.23 50.60 49.84 48.99

14th 59.54 67.06 70.36 68.06 59.22 56.74 60.04 59.02 57.77 56.68 57.96

15th 50.26 55.78 59.32 66.13 70.69 65.63 51.93 51.22 50.27 49.49 49.78

16th 51.63 55.74 59.59 65.75 68.93 69.16 59.44 57.53 56.71 54.78 55.49

17th 53.25 55.65 57.93 57.27 53.56 56.88 69.80 70.20 66.25 62.29 65.12

18th 53.97 59.11 60.35 61.64 59.20 61.96 72.03 71.86 69.96 64.49 68.39

19th 57.26 62.17 64.44 64.21 60.97 62.51 74.87 75.88 76.61 70.24 77.19
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Table A.3.: 4gram-200-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 63 27 1 4 0 1 1 1 1 1 2

12th 108 305 61 19 1 2 1 2 4 5 3

13th 40 193 169 88 10 10 4 2 2 1 2

14th 9 116 191 131 16 12 23 8 5 1 8

15th 1 3 19 121 260 100 9 2 1 3 2

16th 0 1 19 102 169 153 32 17 10 9 9

17th 2 18 12 12 2 31 112 112 93 30 107

18th 1 4 7 15 9 39 85 94 107 28 128

19th 2 5 4 9 7 9 58 91 113 32 201

Table A.4.: 4gram-200-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 72.89 62.06 54.54 41.70 37.44 30.71 31.42 34.91 35.99 34.95 35.20

12th 72.50 80.33 70.74 64.12 52.78 47.85 51.05 51.97 49.29 48.28 49.36

13th 65.21 75.25 73.97 67.81 55.18 49.26 51.28 50.20 49.82 46.21 50.29

14th 63.87 75.68 79.37 77.51 63.72 61.62 61.44 59.51 58.35 54.94 61.96

15th 49.97 58.24 64.20 73.10 78.56 71.59 51.92 49.73 49.89 46.21 50.80

16th 51.51 58.78 64.71 72.48 75.88 76.01 60.54 57.55 57.16 53.88 57.45

17th 53.42 58.74 60.56 61.72 56.54 61.55 71.65 71.89 69.84 62.26 71.14

18th 55.02 62.37 64.38 66.13 62.38 66.94 73.89 74.21 71.85 63.83 75.87

19th 57.52 65.63 67.32 67.83 65.19 66.48 74.76 77.62 78.60 69.13 83.91

Table A.5.: 5gram-200-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 44 36 6 4 4 1 3 1 1 1 2

12th 56 355 59 21 3 0 2 3 6 7 3

13th 12 238 174 66 11 3 2 2 1 1 4

14th 0 100 222 147 9 9 8 4 8 5 11

15th 0 1 24 141 267 68 2 6 0 2 3

16th 0 5 18 97 193 125 31 14 11 3 27

17th 1 9 10 16 4 16 105 91 78 37 147

18th 0 15 18 19 14 28 81 81 74 21 170

19th 0 7 6 7 6 4 55 70 97 36 229
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Table A.6.: 5gram-200-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 59.70 62.85 49.04 40.25 30.47 25.13 31.50 28.50 30.51 28.05 30.41

12th 64.23 82.34 71.83 62.02 49.17 41.88 46.62 44.92 44.79 41.74 48.25

13th 52.17 77.69 75.17 67.44 50.43 43.02 46.53 43.27 43.99 42.55 47.62

14th 49.76 78.59 81.63 79.27 60.50 53.18 57.33 54.65 53.31 49.06 61.66

15th 44.07 58.03 64.13 75.07 79.36 69.20 46.43 45.14 44.22 42.75 49.60

16th 44.49 58.52 64.72 72.35 76.50 73.34 55.22 49.90 50.28 46.65 58.64

17th 41.45 58.93 60.90 60.76 52.41 54.98 67.82 66.41 65.79 55.20 73.26

18th 45.21 61.91 64.67 66.14 61.44 62.98 69.76 69.40 67.89 57.01 77.36

19th 44.31 66.23 67.19 69.05 62.47 61.12 72.71 73.98 73.25 60.27 84.96

Table A.7.: 3gram-500-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 28 11 1 1 1 0 0 0 0 1 0

12th 70 271 112 35 3 0 3 5 2 1 2

13th 13 105 102 188 36 37 10 4 2 9 4

14th 4 22 100 210 109 43 8 4 1 0 7

15th 0 0 5 84 284 123 1 4 2 1 2

16th 0 0 13 34 170 217 35 15 8 3 13

17th 0 2 2 3 6 77 123 114 70 25 87

18th 0 1 9 16 31 80 72 95 75 16 149

19th 0 0 0 3 2 8 82 72 85 33 221

Table A.8.: 3gram-500-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 85.28 79.97 70.36 59.24 48.34 43.61 53.57 55.31 51.34 45.90 54.05

12th 79.81 86.12 82.89 76.73 64.20 61.02 64.89 64.30 63.89 60.49 66.20

13th 68.43 75.34 78.49 79.67 71.31 70.00 66.95 65.63 63.17 63.49 65.74

14th 66.98 72.48 78.47 85.62 82.04 78.24 69.14 66.35 65.70 63.95 68.90

15th 60.69 65.19 71.83 82.13 87.74 83.56 66.88 64.76 63.67 63.25 65.00

16th 62.67 67.59 75.61 80.21 85.61 87.40 76.09 73.85 72.06 69.45 72.97

17th 64.89 68.54 71.35 73.54 73.53 81.45 83.06 83.23 81.23 76.01 82.87

18th 65.01 70.87 74.58 77.03 77.61 81.99 81.30 82.06 80.92 74.46 84.57

19th 66.25 71.31 72.23 74.68 75.18 80.45 85.86 84.68 85.94 78.95 90.38
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Table A.9.: 4gram-500-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 19 18 0 0 0 0 0 0 2 1 0

12th 88 308 71 35 4 0 3 1 1 1 2

13th 18 113 102 191 40 30 4 2 1 3 3

14th 4 15 113 225 119 28 3 2 2 1 1

15th 0 0 6 93 294 114 1 2 2 0 1

16th 0 1 8 46 190 207 33 10 6 4 8

17th 0 1 1 9 11 88 98 105 82 25 97

18th 0 5 4 26 36 66 68 63 70 14 162

19th 0 1 0 1 1 8 46 65 113 23 255

Table A.10.: 4gram-500-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 85.56 83.53 70.22 68.99 55.65 49.37 54.73 55.47 59.26 51.02 54.84

12th 86.04 91.11 87.09 82.71 70.34 65.52 66.89 64.41 66.11 62.47 70.14

13th 71.81 80.08 83.99 85.13 76.76 73.63 68.83 66.41 65.31 62.60 69.90

14th 69.80 76.76 84.13 90.23 86.86 82.80 71.12 68.30 66.55 62.91 71.33

15th 60.44 70.15 78.42 87.57 91.49 87.99 67.59 65.47 65.17 62.08 67.15

16th 64.17 72.65 79.81 85.20 89.37 90.55 77.81 76.07 73.85 69.08 76.67

17th 66.14 72.46 74.59 78.35 78.40 85.52 85.24 85.37 84.12 77.20 86.78

18th 67.20 74.56 78.88 81.72 82.05 84.84 84.02 84.17 83.45 76.58 88.13

19th 68.31 74.46 76.31 78.92 79.54 84.26 87.44 87.24 88.81 80.66 93.27

Table A.11.: 5gram-500-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 6 29 2 0 1 0 1 0 1 0 0

12th 25 368 88 17 0 0 1 2 2 1 1

13th 4 119 126 216 28 5 0 3 0 6 2

14th 0 22 126 249 91 13 2 1 2 0 2

15th 0 0 9 98 318 82 1 1 2 1 0

16th 0 1 6 49 210 153 28 22 8 11 20

17th 0 2 0 13 5 23 107 123 64 27 152

18th 0 7 5 31 17 52 71 75 62 12 183

19th 0 0 0 1 3 5 37 84 118 28 241
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Table A.12.: 5gram-500-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 37.51 83.30 72.16 61.29 37.36 24.99 54.43 54.07 59.99 50.77 57.89

12th 50.52 93.85 89.20 83.90 62.83 44.88 65.72 63.70 63.89 61.29 72.03

13th 43.25 82.56 86.40 87.54 74.32 56.80 67.47 65.60 64.00 62.24 70.70

14th 42.89 79.13 86.25 92.38 86.58 69.96 70.86 67.36 66.91 63.77 73.04

15th 45.52 70.67 78.98 89.67 92.94 85.79 66.46 64.47 63.74 62.62 68.56

16th 39.34 73.23 80.57 86.76 90.00 84.05 77.56 74.16 73.47 69.56 78.30

17th 36.33 73.61 75.41 78.59 73.83 66.70 87.05 86.46 84.18 77.78 89.35

18th 41.08 76.68 79.94 83.10 80.93 76.62 84.60 84.27 84.70 76.46 89.56

19th 35.02 75.93 77.31 80.11 78.32 70.75 89.26 89.53 89.27 81.93 94.55

Table A.13.: 3gram-1000-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 9 9 0 0 0 0 1 0 0 0 0

12th 56 78 75 35 5 3 0 1 0 0 1

13th 10 25 65 104 24 14 4 2 1 0 4

14th 1 11 65 98 59 16 3 0 1 0 1

15th 0 0 6 24 159 62 2 0 0 0 0

16th 0 0 6 21 104 93 14 3 1 0 9

17th 0 0 9 13 16 69 41 20 26 4 55

18th 0 0 3 6 14 53 26 33 34 6 77

19th 0 0 0 1 4 3 65 11 21 2 145

Table A.14.: 3gram-1000-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 90.49 88.55 79.59 69.27 56.58 51.2 56.76 64.97 64.97 55.99 66.88

12th 85.34 85.83 86.54 83.37 71.18 68.86 69.94 66.76 66.61 63.95 71.15

13th 74.69 79.23 85.19 86.00 79.03 76.4 72.03 68.86 68.31 64.18 70.86

14th 71.36 75.88 84.25 89.02 86.08 81.41 72.77 68.86 67.41 64.82 72.1

15th 66.18 71.25 79.52 86.39 91.27 87.45 74.6 70.81 70.53 65.89 71.64

16th 66.08 72.38 80.36 85.37 89.74 89.89 78.26 75.84 74.85 67.95 77.03

17th 67.97 73.61 78.08 80.05 82.02 87.76 84.4 81.29 81.37 74.13 86.67

18th 69.43 75.22 78.83 81.32 82.87 87.12 84.1 82.91 83.77 76.44 87.98

19th 67.29 71.15 74.66 77.88 79.28 80.88 86.82 81.46 80.32 71.11 91.12
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Table A.15.: 4gram-1000-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 9 8 1 0 0 0 1 0 0 0 0

12th 74 83 61 28 5 0 1 0 0 0 2

13th 16 28 66 109 27 6 1 1 0 1 0

14th 5 5 65 102 58 15 0 0 0 0 1

15th 0 0 4 44 151 50 3 1 0 0 0

16th 1 0 4 24 107 97 8 3 3 0 9

17th 0 0 6 13 22 66 41 20 21 2 63

18th 0 2 2 3 17 54 22 37 34 4 80

19th 0 0 0 1 2 7 36 11 29 3 162

Table A.16.: 4gram-1000-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 88.11 87.83 81.76 72.93 63.29 56.92 62.32 61.33 58.56 60.81 64.74

12th 89.90 89.97 89.93 87.33 77.07 73.38 72.27 68.40 67.72 64.31 74.47

13th 78.08 83.18 88.86 89.80 83.02 79.33 73.12 70.44 70.12 65.54 74.43

14th 74.21 79.72 88.44 92.19 88.71 84.86 73.33 70.50 69.45 64.91 73.72

15th 66.59 75.23 84.04 90.67 94.00 90.41 74.38 72.86 72.06 67.20 74.25

16th 66.84 76.18 83.98 88.36 92.00 92.15 79.40 76.27 75.16 69.03 79.56

17th 71.36 76.98 81.71 83.96 85.82 89.96 85.71 84.55 84.07 75.91 89.21

18th 72.67 78.72 82.76 84.17 86.43 89.65 85.14 85.68 86.05 78.02 90.66

19th 69.00 75.75 77.18 80.67 82.51 84.58 86.77 83.06 83.99 74.74 93.00

Table A.17.: 5gram-1000-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 0 16 1 0 0 0 1 0 0 0 0

12th 3 159 64 24 0 0 0 0 1 0 0

13th 1 31 83 120 10 1 1 1 2 1 2

14th 0 12 67 113 57 3 0 1 0 0 1

15th 0 0 7 50 156 37 1 1 1 0 1

16th 0 0 1 26 120 63 18 7 7 1 15

17th 0 1 6 17 18 21 39 44 25 12 72

18th 0 1 0 5 10 18 22 47 45 12 93

19th 0 1 1 0 0 0 40 18 27 3 165
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Table A.18.: 5gram-1000-two

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 24.03 92.09 78.93 71.13 49.23 23.14 64.27 67.42 64.71 56.13 72.44

12th 30.82 93.49 91.89 88.34 67.18 38.51 71.35 69.9 69.31 64.31 75.02

13th 35.05 85.64 90.69 90.23 75.41 52.28 74.76 70.35 70.71 66.1 76.55

14th 33.53 81.48 89.55 93.13 83.7 60.19 73.23 70.9 69.73 66.35 75.92

15th 41.01 76.63 85.44 92.23 95.09 85 74.24 72.14 71.72 67.63 76.84

16th 31.11 77.07 84.15 89.89 91.99 81.17 79.4 77.2 76.03 68.96 81.18

17th 27.18 78.94 82.15 84.67 78.77 57.9 87.06 87 86.35 78.41 91.5

18th 33.52 80.37 82.86 84.82 83.54 68.45 87.2 89.31 88.64 80.99 92.45

19th 31.1 76.69 78.44 81.96 79.12 65.48 89.76 84.75 87.58 79.31 94.95

Table A.19.: 3gram-200-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 29 8 6 13 1 13 8 12 8 7 3

12th 40 63 41 59 33 85 62 47 45 27 24

13th 15 50 40 68 32 113 74 47 40 29 10

14th 30 79 74 63 32 69 82 28 38 11 17

15th 12 27 31 62 74 185 41 29 26 23 10

16th 9 21 34 43 51 191 57 42 27 24 14

17th 10 15 19 13 14 43 132 109 80 53 25

18th 5 12 13 5 7 49 168 110 60 67 16

19th 3 17 9 17 3 22 144 87 109 58 49

Table A.20.: 3gram-200-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 22.87 18.21 16.55 16.75 13.50 19.26 15.85 18.35 16.00 17.79 13.67

12th 23.68 27.25 26.38 27.03 25.04 31.52 27.55 26.65 26.23 23.35 26.47

13th 19.51 24.62 20.97 25.04 21.71 27.81 25.41 22.66 22.77 20.64 23.11

14th 23.28 28.12 27.44 26.95 22.63 27.88 26.96 23.60 23.80 20.87 25.15

15th 27.30 29.35 29.39 29.68 32.32 38.27 29.96 29.86 28.61 25.65 30.04

16th 25.87 27.20 27.71 29.60 29.52 38.82 30.31 28.89 26.12 25.14 28.92

17th 23.60 26.79 26.10 23.43 22.59 30.25 37.03 36.85 33.11 28.76 28.85

18th 26.53 29.45 27.77 26.66 25.73 34.81 41.42 38.87 36.25 34.95 32.24

19th 26.13 29.46 28.30 29.17 25.36 32.72 42.50 39.12 39.64 33.09 32.55
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Table A.21.: 4gram-200-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 18 11 12 9 2 12 12 6 7 9 4

12th 32 67 50 72 30 97 58 40 37 18 20

13th 21 43 36 72 39 125 60 46 36 22 20

14th 22 84 83 69 30 59 76 25 25 16 25

15th 8 34 27 63 90 209 27 27 23 9 5

16th 10 12 28 48 54 225 43 30 31 11 22

17th 5 14 13 14 12 56 146 114 76 27 38

18th 9 12 10 12 10 52 117 132 94 41 23

19th 2 25 9 19 6 27 119 83 113 32 84

Table A.22.: 4gram-200-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 17.71 17.01 16.86 17.94 12.64 18.73 16.82 14.28 15.62 15.58 13.79

12th 21.59 26.45 25.14 28.47 24.88 32.30 25.76 23.95 23.29 20.37 23.26

13th 17.18 22.66 20.35 23.72 22.46 27.83 21.89 21.23 21.05 17.28 18.48

14th 22.35 29.93 29.15 29.24 23.43 28.20 25.18 21.55 21.03 18.35 22.44

15th 23.78 27.83 28.41 31.42 33.21 41.27 24.88 26.54 26.56 21.94 22.82

16th 23.29 26.80 28.44 28.99 30.60 43.07 27.18 26.64 25.94 22.40 24.25

17th 21.78 23.66 23.19 22.40 21.77 31.43 38.31 34.68 31.87 25.22 27.14

18th 21.84 27.97 26.54 25.37 24.38 36.68 37.06 40.97 37.93 30.29 28.57

19th 21.92 28.07 27.67 28.10 24.99 34.41 39.73 36.76 39.13 27.26 38.65

Table A.23.: 5gram-200-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 0 8 9 8 3 22 14 12 8 6 15

12th 1 73 60 64 16 119 67 32 32 19 36

13th 0 47 31 61 23 142 61 40 54 39 24

14th 0 84 90 44 11 77 56 38 40 28 47

15th 0 21 24 59 43 262 33 21 22 22 9

16th 0 15 19 43 25 256 39 27 23 25 35

17th 1 28 18 9 6 72 107 84 73 27 86

18th 0 31 12 6 5 72 88 101 101 28 65

19th 0 17 13 12 3 54 79 76 86 38 124

46



Table A.24.: 5gram-200-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 5.29 10.27 11.30 11.50 10.09 18.01 13.88 13.59 12.36 11.63 14.52

12th 7.93 22.81 21.78 23.95 19.79 29.53 20.81 18.94 18.57 17.43 21.33

13th 6.11 18.75 16.56 21.30 17.49 27.08 17.90 17.79 17.38 16.08 15.95

14th 8.09 26.80 25.28 22.30 16.45 25.78 19.57 18.07 17.39 15.17 21.77

15th 9.32 24.68 24.73 28.88 25.49 42.26 21.47 21.80 22.56 20.29 20.05

16th 8.63 23.42 23.26 26.18 21.59 41.74 19.82 21.44 20.39 18.55 21.18

17th 7.91 20.97 20.91 17.50 14.47 27.91 27.16 25.53 23.50 19.36 25.98

18th 7.21 23.91 21.31 18.73 13.85 31.80 28.17 29.11 29.25 22.00 28.16

19th 6.83 23.39 20.91 20.00 12.93 30.36 26.50 28.61 28.14 22.13 37.76

Table A.25.: 3gram-500-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 29 8 6 13 1 13 8 12 8 7 3

12th 18 71 35 47 10 31 92 71 80 43 7

13th 12 35 28 91 19 109 101 46 50 16 2

14th 16 56 51 73 52 117 97 15 13 7 6

15th 2 5 11 42 72 302 39 14 14 2 2

16th 1 4 11 13 16 288 108 32 18 14 3

17th 0 0 1 0 1 14 219 167 64 37 3

18th 0 1 2 0 0 10 211 156 99 33 0

19th 0 0 1 0 0 5 205 102 152 36 3

Table A.26.: 3gram-500-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 22.87 18.21 16.55 16.75 13.50 19.26 15.85 18.35 16.00 17.79 13.67

12th 34.06 41.55 39.65 38.74 34.17 40.05 40.00 39.86 40.11 34.52 35.00

13th 34.11 38.89 38.19 42.24 37.30 43.97 40.71 38.93 36.82 29.92 30.37

14th 40.17 46.26 45.52 47.42 43.22 48.44 44.23 37.56 36.70 31.09 32.69

15th 38.47 41.77 43.28 47.58 48.98 59.42 44.50 43.05 41.78 37.38 35.03

16th 38.53 42.32 44.27 45.35 43.53 63.39 52.65 48.80 44.84 39.82 37.53

17th 40.08 44.39 44.13 40.09 36.18 55.26 71.59 69.84 65.28 57.11 46.10

18th 40.03 47.36 43.63 41.35 38.11 56.11 70.56 69.35 66.40 58.80 43.04

19th 42.66 50.54 48.42 45.46 41.27 57.35 73.41 69.66 71.27 60.61 54.17
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Table A.27.: 4gram-500-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 0 3 2 3 1 5 12 4 7 2 1

12th 4 144 65 78 2 51 66 42 25 19 8

13th 3 25 17 133 12 123 109 39 30 13 4

14th 1 75 63 109 58 129 60 3 5 3 3

15th 0 3 6 24 66 375 19 5 4 2 1

16th 1 2 2 10 12 343 98 15 9 7 2

17th 2 3 1 0 0 57 189 151 70 28 4

18th 0 0 0 0 0 17 208 149 93 37 3

19th 0 1 0 0 0 7 210 106 134 28 21

Table A.28.: 4gram-500-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 12.27 30.28 31.26 30.36 22.19 32.32 37.75 35.86 30.21 29.02 28.79

12th 24.20 49.54 47.00 45.86 34.79 44.39 40.41 41.88 39.63 35.67 37.16

13th 22.44 41.78 41.04 49.74 39.37 50.00 43.87 38.35 35.01 29.68 32.88

14th 33.09 52.62 52.54 55.25 48.13 56.16 44.75 37.97 36.38 31.11 36.15

15th 31.49 45.02 47.19 55.20 56.72 70.92 43.94 42.71 42.14 37.59 36.10

16th 28.56 46.43 48.09 50.89 45.61 74.78 55.37 50.39 49.30 40.02 43.37

17th 28.96 48.03 48.33 42.74 35.19 66.36 77.40 76.41 69.73 61.16 57.53

18th 26.50 50.84 46.19 42.11 35.27 64.69 75.63 74.26 72.24 64.78 50.72

19th 24.79 54.75 52.15 48.61 37.22 65.04 77.19 74.66 76.02 65.96 65.39

Table A.29.: 5gram-500-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 0 0 0 0 0 0 11 11 11 5 3

12th 1 3 1 2 1 16 167 123 104 47 45

13th 0 1 2 3 0 75 177 95 90 34 35

14th 0 20 7 9 6 159 157 53 41 15 39

15th 0 1 0 19 4 334 72 24 19 21 8

16th 0 0 0 3 0 201 164 55 46 20 15

17th 0 0 0 1 0 0 204 159 108 25 10

18th 0 0 0 0 0 0 231 136 107 34 0

19th 0 0 0 0 0 0 187 126 151 31 14
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Table A.30.: 5gram-500-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 6.75 6.47 6.34 9.18 7.23 17.67 35.50 32.00 33.14 25.30 26.08

12th 6.48 12.21 10.99 17.12 13.36 30.13 40.00 41.22 38.43 31.93 36.68

13th 6.13 10.43 10.16 16.05 13.07 35.74 42.66 34.78 34.34 27.25 31.69

14th 6.69 24.31 18.06 19.12 15.55 39.74 43.96 37.90 35.00 29.89 35.07

15th 6.84 20.04 18.21 31.91 19.91 61.11 43.09 40.84 38.95 36.13 35.31

16th 6.43 17.68 14.01 15.52 10.41 51.04 54.54 49.64 47.69 39.73 40.48

17th 6.15 15.18 13.11 12.18 9.31 22.42 78.68 76.77 72.41 62.16 55.09

18th 6.28 17.41 12.01 13.03 10.02 23.78 76.93 75.23 73.61 63.70 46.08

19th 5.79 13.01 10.43 9.68 7.97 17.28 79.16 76.38 76.48 65.35 62.28

Table A.31.: 3gram-1000-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 7 0 1 0 0 1 3 2 4 0 0

12th 12 54 26 21 2 39 25 35 33 16 2

13th 3 14 10 35 6 70 61 25 16 12 9

14th 2 50 24 41 32 59 32 6 3 5 0

15th 2 5 3 6 20 164 24 14 11 1 2

16th 1 1 0 2 5 180 38 9 10 3 1

17th 0 1 1 0 0 69 79 54 39 8 1

18th 0 0 0 0 0 7 90 73 71 9 1

19th 0 2 0 0 0 5 96 62 67 16 3

Table A.32.: 3gram-1000-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 42.46 32.23 33.21 31.89 20.91 31.47 34.91 42.06 41.57 34.72 29.81

12th 37.58 47.73 45.01 43.42 36.57 46.4 39.26 46.05 45.11 38.66 36.37

13th 37.52 43.68 41.76 46.81 39.32 50.96 45.64 39.19 35.93 27.52 31.97

14th 42.66 52.41 49.77 49.55 44.64 52.62 45.34 40.81 40.41 33.05 33.98

15th 43.13 46.94 46.87 50.64 53.27 67.60 49.7 46.75 46.3 38.84 40.91

16th 43.10 47.42 48.76 47.66 48.11 73.64 54.03 50.73 48.23 40.82 40.76

17th 41.71 49.27 48.82 44.15 41.48 68.21 71.98 68.29 65.87 55.71 48.22

18th 43.95 50.86 47.78 43.69 39.98 62.82 72.89 71.51 70.47 61.85 48.75

19th 47.03 53.82 51.19 46.91 43.43 62.41 73.85 70.61 71.06 61.11 57.33
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Table A.33.: 4gram-1000-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 0 0 0 0 1 1 7 1 5 2 1

12th 0 73 37 31 1 30 30 24 11 9 4

13th 0 9 13 51 5 85 54 13 16 3 1

14th 0 47 42 46 30 62 21 3 1 0 0

15th 0 4 4 16 25 164 32 2 2 0 1

16th 0 0 2 8 6 191 32 6 3 3 2

17th 0 0 1 0 0 108 76 36 24 4 3

18th 0 0 0 0 0 10 103 63 62 9 4

19th 0 1 0 0 0 9 94 69 53 11 13

Table A.34.: 4gram-1000-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 9.27 30.92 29.19 29.08 18.36 37.16 48.83 40.38 44.17 34.63 30.08

12th 17.19 56.65 53.75 51.11 37.06 52.58 46.10 49.26 46.31 40.32 40.71

13th 15.94 46.01 45.55 53.03 39.76 56.81 48.31 37.66 38.83 31.29 36.28

14th 28.63 59.09 59.53 58.69 47.11 60.97 46.91 41.71 41.92 33.54 38.22

15th 26.74 51.07 53.75 60.79 59.59 75.91 50.68 49.77 47.84 42.94 44.74

16th 23.90 52.81 54.27 55.54 46.96 80.29 59.29 53.38 51.22 42.90 46.72

17th 23.42 56.48 58.21 49.58 36.88 78.63 78.61 74.20 70.51 59.67 61.61

18th 20.43 55.38 49.99 44.20 33.67 71.78 79.44 77.16 76.56 66.11 58.62

19th 19.11 58.15 55.06 50.29 33.67 70.42 78.34 75.73 76.01 66.06 69.05

Table A.35.: 5gram-1000-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 0 0 0 0 0 0 9 4 4 0 1

12th 0 0 0 0 0 0 69 75 63 36 17

13th 0 0 0 0 0 14 139 32 40 19 6

14th 0 0 1 0 0 39 126 31 36 10 7

15th 0 0 0 0 0 105 73 30 24 13 5

16th 0 0 0 0 0 58 112 40 19 11 10

17th 0 0 0 0 0 0 103 78 49 13 8

18th 0 0 0 0 0 0 89 79 66 17 1

19th 0 0 1 0 0 0 92 68 77 8 5
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Table A.36.: 5gram-1000-uneven

11th 12th 13th 14th 15th 16th 17th 18th 19th All Gutenberg

11th 5.12 6.07 4.92 5.16 5.98 15.82 44.47 42.49 38.68 33.81 24.03

12th 5.70 8.43 8.06 10.84 8.92 21.51 46.68 49.64 48.58 41.02 37.77

13th 5.51 7.46 8.18 10.48 10.04 28.50 54.60 40.45 40.12 31.22 31.80

14th 6.68 15.28 11.84 11.48 10.96 27.13 52.75 43.22 43.13 34.84 32.01

15th 6.29 13.85 12.42 20.62 12.48 51.86 53.73 50.50 47.92 44.32 42.32

16th 6.09 12.47 10.71 10.71 8.56 36.29 62.93 54.97 53.41 43.60 40.13

17th 6.54 11.29 10.31 9.21 8.07 15.89 80.93 78.97 74.90 63.92 47.53

18th 6.23 11.13 10.05 11.39 8.49 17.56 80.35 80.36 78.02 69.31 38.78

19th 5.77 10.08 9.98 9.16 7.34 14.51 80.14 78.26 78.81 69.04 46.56

51



Bibliography

Bouma, et al. (2020). “The EDGeS Diachronic Bible Corpus. In Proceedings of the
12th Conference on Language Resources and Evaluation (LREC 2020)”, pp. 5232–
5239.

Deumert, A. and W. Vandenbussche (2003). Germanic Standardizations: Past to
Present. IMPACT: Studies in Language and Society. John Benjamins Publishing
Company. isbn: 9789027296306. url: https : / /books . google . se /books ? id=
NVw9AAAAQBAJ.

Deutsches Textarchiv. Grundlage für ein Referenzkorpus der neuhochdeutschen
Sprache. Herausgegeben von der Berlin-Brandenburgischen Akademie der Wis-
senschaften (n.d.). https://www.deutschestextarchiv.de/. Accessed: 2022-07-30.

Durrell, Martin, Paul Bennett, Silke Scheible, and Richard J. Whitt (2012). GerManC.
Oxford Text Archive. url: http://hdl.handle.net/20.500.12024/2544.

Elspaß, Stephan (2008). “Vom Mittelneuhochdeutschen (bis ca. 1950) zum Gegen-
wartsdeutsch”. Zeitschrift für Dialektologie und Linguistik, pp. 1–20.

Federico, Marcello, Nicola Bertoldi, and Mauro Cettolo (2008). “IRSTLM: an open
source toolkit for handling large scale language models”. In: Ninth Annual Confer-
ence of the International Speech Communication Association.

Fisher, Ronald A. and Frank Yates (1938). Statistical tables for biological, agricultural
and medical research (3rd ed.) London: Oliver Boyd, pp. 26–27.

Gambardella, Maria-Elena, Beáta Megyesi, and Eva Pettersson (2022). “Identifying
Cleartext in Historical Ciphers”. In: Workshop on Language Technologies for
Historical and Ancient Languages. LT4HALA 2022.

German Literary History (n.d.). https://github.com/UniversalDependencies/UD_
German-LIT. Accessed: 2022-07-30.

Héder, Mihály and Beáta Megyesi (2022). “The DECODE Database of Historical
Ciphers and Keys: Version 2”. In: International Conference on Historical Cryptology,
pp. 111–114.

Kahn, David (1973). The codebreakers / David Kahn. English. Sphere London, iii–xvi,
476 p. : isbn: 0722151462.

Knight, Kevin, Beáta Megyesi, and Christiane Schaefer (2012). “The Secrets of
the Copiale Cipher”. Journal for Research into Freemasonry and Fraternalism
2.2 (May 2012), pp. 314–324. doi: 10.1558/jrff .v2i2.314. url: https://journal.
equinoxpub.com/JRFF/article/view/7999.

Kopal, Nils (2018). “Solving classical ciphers with CrypTool 2”. In: Proceedings of
the 1st International Conference on Historical Cryptology HistoCrypt 2018. 149.
Linköping University Electronic Press, pp. 29–38.

Kopal, Nils (2019). “Cryptanalysis of homophonic substitution ciphers using simu-
lated annealing with fixed temperature”. In: Proceedings of the 2nd International
Conference on Historical Cryptology, HistoCrypt, pp. 107–16.

Kopal, Nils, Olga Kieselmann, Arno Wacker, and Bernhard Esslinger (2014). “Cryp-
Tool 2.0”. Datenschutz und Datensicherheit-DuD 38.10, pp. 701–708.

Kopal, Nils and Michelle Waldispühl (2021). “Two Encrypted Diplomatic Letters Sent
by Jan Chodkiewicz to Emperor Maximilian II in 1574-1575”. In: International
Conference on Historical Cryptology, pp. 80–89.

52

https://books.google.se/books?id=NVw9AAAAQBAJ
https://books.google.se/books?id=NVw9AAAAQBAJ
https://www.deutschestextarchiv.de/
http://hdl.handle.net/20.500.12024/2544
https://github.com/UniversalDependencies/UD_German-LIT
https://github.com/UniversalDependencies/UD_German-LIT
https://doi.org/10.1558/jrff.v2i2.314
https://journal.equinoxpub.com/JRFF/article/view/7999
https://journal.equinoxpub.com/JRFF/article/view/7999


Kopal, Nils and Michelle Waldispühl (2022). “Deciphering three diplomatic letters
sent by Maximilian II in 1575”. Cryptologia 46.2, pp. 103–127.

Lasry, George (2018). A methodology for the cryptanalysis of classical ciphers with
search metaheuristics. kassel university press GmbH.

Leighton, Albert C (1969). “Secret communication among the greeks and romans”.
Technology and Culture 10.2, pp. 139–154.

Lüdeling, Anke, Carolin Odebrecht, Thomas Krause, Gohar Schnelle, and Catharina
Fischer (n.d.). RIDGES-Herbology (Version 9.0). https://www.deutschestextarchi
v.de/. Accessed: 2022-07-30.

Megyesi, Beáta, Nils Blomqvist, and Eva Pettersson (2019). “The decode database:
Collection of historical ciphers and keys”. In: The 2nd International Conference
on Historical Cryptology, HistoCrypt 2019, June 23-26 2019, Mons, Belgium,
pp. 69–78.

Megyesi, Beáta, Bernhard Esslinger, Alicia Fornés, Nils Kopal, Benedek Láng, George
Lasry, Karl de Leeuw, Eva Pettersson, Arno Wacker, and Michelle Waldispühl
(2020). “Decryption of historical manuscripts: the DECRYPT project”. Cryptologia
44.6, pp. 545–559.

Morciniec, N. (2015). Historia języka Niemieckiego. Wydawnictwo Psychoskok.
O’Brien, Mary Grantham and Sarah MB Fagan (2016). German phonetics and

phonology: Theory and practice. Yale University Press.
Penzl, Herbert (1949). “Umlaut and Secondary Umlaut in Old High German”.

Language 25.3, pp. 223–240. issn: 00978507, 15350665. url: http://www.jstor.
org/stable/410084 (visited on 2022-08-21).

Pettersson, Eva and Beáta Megyesi (2018). “The histcorp collection of historical
corpora and resources”. In: DHN 2018 The Third Conference on Digital Humanities
in the Nordic Countries, March 7-9 2018, Helsinki, Finland. University of Helsinki,
pp. 306–320.

Pettersson, Eva and Beáta Megyesi (2019). “Matching keys and encrypted manuscripts”.
In: The 22nd Nordic Conference on Computational Linguistics (NoDaLiDa’19),
30 September–2 October 2019, Turku, Finland. Linköping University Electronic
Press.

Reference Corpus Middle High German (1050–1350) (n.d.). https://www.linguistics.
rub.de/rem/. Accessed: 2022-07-30.

Reference Corpus Middle Low German/Low Rhenish (1200–1650) (n.d.). https :
//corpora.uni- hamburg .de/hzsk/de/islandora/object/text- corpus:ren- 1.0.
Accessed: 2022-07-30.

Roelcke, T. (1995). Periodisierung der deutschen Sprachgeschichte: Analysen und
Tabellen. Studia linguistica Germanica. W. de Gruyter. isbn: 9783110150759. url:
https://books.google.pl/books?id=H6Y2ZXsz4AUC.

Salmons, J. (2012). A History of German. Oxford linguistics. OUP Oxford. isbn:
9780199697946.

Schmeh, Klaus (2015). “Encrypted books: Mysteries that fill hundreds of pages”.
Cryptologia 39.4, pp. 342–361.

Whitt, Richard J (2016). “The Nottingham corpus of early modern German midwifery
and women’s medicine (ca. 1500-1700)”.

53

https://www.deutschestextarchiv.de/
https://www.deutschestextarchiv.de/
http://www.jstor.org/stable/410084
http://www.jstor.org/stable/410084
https://www.linguistics.rub.de/rem/
https://www.linguistics.rub.de/rem/
https://corpora.uni-hamburg.de/hzsk/de/islandora/object/text-corpus:ren-1.0
https://corpora.uni-hamburg.de/hzsk/de/islandora/object/text-corpus:ren-1.0
https://books.google.pl/books?id=H6Y2ZXsz4AUC

	Preface
	Introduction
	Purpose
	Outline

	Background
	Historical cryptology
	Terminology
	Classical ciphers
	Decryption of classical ciphers
	Language models

	Data
	HistCorp
	Project Gutenberg

	Historical German linguistic challenges
	German
	German alphabet and diacritics
	Technical aspects
	Encoding
	Font


	Methodology
	Alphabet generation and memory constrains
	Ciphertext and plaintext generation
	Historical language models generation
	Cipher decryption
	Hill-climbing and simulated annealing
	Ciphertext-only attack

	Evaluation

	Results
	Time period
	N-gram size
	Text length

	Discussion
	Conclusions and future work
	Appendix

