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ABSTRACT

Knutsson, B., 2001: Architectures for Application Transparent Proxies: A Study of Network Enhancing
Software. DoCS 01/118. 190 pp. Uppsala. ISSN 0283-0574.

Proxies, software deployed inside the network, play a fundamental role in the Internet by providing
enhanced functionality to the network. Deployment of proxies is a flexible way of extending the
Internet architecture with new services and to cope with problems that were not foreseen at the time
the original Internet protocols were defined. The creation of the Internet is an enormous investment
in time, effort and money, and proxies allow us to build on the existing infrastructure to enhance its
functionality, rather than replace it.

Asthe use of proxiesincrease, so does the problem of proxy configuration and deployment, especially
with respect to interference between different proxies. With a limited number of different proxies,
this problem can be dealt with manually, or by encoding knowledge of interfering proxies into each
proxy. Asthe number of proxies grow, methods to automatically detect and cope with conflicts must
be devised. Therefore, proxies need to coordinate with each other. Towards this end, a signalling
protocol that can be used to establish and configure a sequence of one or more proxies along an end-
to-end flow is proposed. The protocol is realized as an extension of IP, using an IP option, which
simplifiesits deployment in the Internet.

In order to facilitate reasoning about coordination, conflicts and deployment of proxies, a model has
been developed. The modd is based on the concept of regions, also developed in the thesis. Regions
are interconnected parts of the network that share a common property, e.g. administrative control
or error characteristic. Along with the model, a classification of proxy architectures with respect to
how they gather information and deploy proxies is presented. A method based on this model is aso
proposed.

We also propose an algorithm for controlling compression to maximize perceived throughput in sit-
uations where available bandwidth and CPU power varies. Along with the algorithm, experimental
results that show that the algorithm approximates the best non-adaptive choice in a number of situa-
tions are presented. This algorithm has been implemented as an end-to-end enhancement.
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Chapter 1

| ntroduction

That the Internet is growing has become atruism. Thisthesis deals with one approach to coping with
the growing Internet—deploying programs, called proxies, into the network. But let us stop for a
moment and examine the growth of the Internet. It has developed from a way of giving researchers
without accessto local computing resources access to off-site mainframe computers, to become almost
as ubiquitous as the telephone service.

As the range of services provided on the Internet increases, along with the bandwidth they consume,
the telephone modem becomes less and | ess attractive as the means of connecting to the Internet. New
ways of connecting that offer mobility and more bandwidth are becoming more and more popular.
The options range from telephone network 1SDN to dedicated cables and wireless solutions, both ter-
restrial and satellite, giving awide dynamic range of bandwidth and transmission latency and different
approaches to mobility.

Anincreasing number of households use the Internet for banking, mail order, ticket booking and other
services previously handled by mail, telephone or by visiting brick and mortar stores. Additionally,
many companies use the Internet to provide an enhanced service only available on the Internet.

To allow usto access these services everywhere, we want the Internet to have near universal coverage.
It also means we will need to be able to use the Internet wherever we go. We do not want to carry
bulky laptops around, which implies that small hand held devices like Internet-capable mobile phones
will be more attractive.

1.1 ProblemsWith A Growing Internet

The growth of the Internet has opened new areas where the Internet can be used, but this has aso
opened up new problem areas that the Internet was not originally designed to cope with. Below we
will examine four important problem areas.

1.1.1 Increased Diversity

We are seeing an increasing diversity both in how Internet hosts are connected to the network, and
their capabilities. However, the Internet was not designed for a diversity of this kind. Asan example,
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TCP, which is the basis for much of the communication over the Internet, does not cope well with
networks that 1ose or garble messages [8], but wireless networks have atendency to do just that [24].
Oneway to solve this problem isto replace (or enhance) TCP. However, since thiswould require TCP
to be globally replaced, thisis not a very practical solution.

Similarly, most information on the World Wide Web is presented under the assumption that a fairly
large color display is used to view it, which is not the case with Internet connected mobile phones.
This problem can be handled by convincing Web designers to provide versions of web pages for
devices with small displays. This is happening for some sites, but is far from universally deployed.
Web pages can also be adapted by the device itself, but since many devices with small displays are
also bandwidth limited, this would waste bandwidth, and increase latency.

1.1.2 Service Differentiation

The number of services available on the Internet is steadily growing. One that is till in its infancy,
despite having been pushed for many years, is multimedia services. Telephone and video over the
Internet is possible today, but the quality is often less than satisfactory. The problem is that these
types of services need predictable and bounded latency, and the original Internet protocols were not
designed for these services. If you are watching a movie, you will not accept that it stops or stutters
while your neighbor downloads aweb page.

As operators deploy network infrastructure in larger areas, it is reasonable to believe that they will
want to use them to deliver telephony and cable-TV services in competition with the traditional op-
erators of these services. To be able to provide these services, even just inside their own networks,
differentiation between types of traffic is needed to give preference to latency sensitive traffic.

1.1.3 Address Space

The address space of 1Pv4 is running out since more networks and devices are being added than was
anticipated when it was designed. In many cases, Internet Service Providers have more customers
than they have IP addresses. If al |SPs give one to each customer device, the address space would be
exhausted. Instead, most 1SPs do not assign permanent addresses to their customers. The addresses
are instead assigned dynamically when the customer’s device connects to the | SPs network.

This assignment scheme works when most customers used dial-up modems and there is a limited
number of modems at the operator. Each modem is then assignhed an IP address, and when the maxi-
mum number of users are connected, no new users can connect. With broadband access to homes and
flat-rate connections, more people will leave their computer connected around the clock, tying up IP
addresses. For the Internet’s growth to continue, this must be handled. 1Pv6 , the new version of IP,
provides a much larger address space, but deployment of 1Pv6 has been slow.

1.1.4 Security Issues

Commercial interests, often with no prior background in networking, are moving into the Internet
arena with new requirements on the network, especially in the area of security. Banking and e
commerce on the Internet require that account numbers, PINs and passwords cannot be intercepted,
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and similarly that fields in payment orders cannot be modified by athird party.

The obvious solution to this problem is to extend applications with support for security features, as
has been done with e.g. web browsers. There are, however, a great number of applications that deal
with sensitive data, but have not yet been extended with security features. They have to rely on the
underlying network to provide security.

For offices spread out geographically, it isimportant that trade secrets and internal information does
not leak to outsiders when information is passed between offices in different locations. One costly
solution to this is to order a dedicated connection between the offices. This, however, assumes that
the provider of the connection can be trusted.

Finaly, even if acompany network islimited to asingle location, it isimportant that outsiders cannot
gain access to restricted information or resources on the inside (intranet), except to the extent the
company iswilling to allow such access.

1.2 Whereto Addressthe Problems

Examining the Internet architecture, we find that the choices of where to solve these problems without
going outside of the architecture are limited. The two most prominent ways of generally dealing with
these type of problems are to create new protocols or services, or to modify the existing. This may,
however, involve large scale upgrades or deployment of new software, making this type of solution
impractical for many cases. The layered architecture itself also limits what can be done within the
architecture.

Applications can normally be changed without affecting the architecture at al. However, making
changes to the application requires the cooperation of the software vendor, and may aso require that
the peers run the same version of the software.

A solution in the application layer also means that the application must be able to deal with all types
of network conditions' that can occur, not just the ones known to occur for the particular access
networks being used. A related point is that the need for an enhanced service is not always obvious to
the application, e.g. when packet losses are due to bit errors and not congestion. This makes it hard
for the application to know what enhanced functionality to activate.

Transport and application layer solutions are similar in many ways. The advantage of changing or
adding a new transport layer protocol is that it can be done once and applies to al applications.
This is also a disadvantage, since this puts even higher demands on the solution to work under all
network conditions, but also with al applications, which contradicts the arguments for Application
Level Framing [18]. Additionally, the problem of upgrading all systems is much more difficult, since
the transport protocol istypically part of the operating system.

The network layer isthe hardest layer to change, since it affects both end systems and network equip-
ment like routers. The slow deployment of 1Pv6 is an example of how hard it isto add a new network
protocol.

Link layer solutions have the advantage of being specific to a certain link, allowing them to be tailored
to a specific medium and hop characteristic. The disadvantage of alink layer solution is that unless

1Combinations of bandwidth, latency, bit error rates etc.
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support for service differentiation exists in higher layers, it will affect all traffic going over the link,
meaning that application or flow specific problems cannot be addressed at all.

This thesis argues that a better, or at least more convenient way, to deal with a number of these
problems isto insert proxies into the network.

1.2.1 Proxy Solutions

Proxies can be added to the network either under the control of the application and application proto-
col, or independent of the application.

The most common way to add software under the control of the application is by attaching a new
server to the network that clients connect to for an enhanced service, e.g. HTTP caching. Thisis
referred to as application proxies.

The second option, adding software independently of the end points, is the focus of this thesis. This
type of software will be referred to as application transparent proxies, or in this thesis, just proxies.

Application transparent proxies can be deployed in a variety of ways. The simplest, and still most
common, way is manual deployment, i.e. the proxy is explicitly installed on anode in the network. In
more recent work, like the MARCH [33] and ICEBERG [65] frameworks, deployment is automated.

Proxies can be deployed by a variety of entities, and for a variety of reasons. A user can deploy
proxies on his system, the access network operator can deploy proxies in the access networks and the
core network operator in the core network. Additionally, content providers can deploy proxies on e.g
server farmsin the network.

In most cases, proxies deployed by an entity will only be deployed within that entity’s administrative
domain. For some types of proxies, there are, however, many benefits from cooperation across admin-
istrative domains, and part of the work in this thesis has the objective of facilitating such cooperation.

The problems outlined in Section 1.1 can be solved in the following ways by adding proxies to the
network:

Increased Diversity

Dealing with diversity is one of the most common proxy tasks. It is generally done by hiding the
discrepancy between the expectations or needs of the end points, and the actual network conditions.

The problem of diversity in error rates can be dealt with by inserting proxies into the network that
mask the errors. In the case of TCP, if the lost or garbled messages can be repaired or resent in such a
way that the TCP end points never notice that an error occured, TCP will continue to work efficiently
[7] and will not trigger congestion control mechanisms.

Web pages can be filtered through a program inside the network and the important information in
them be extracted and adapted to fit the small display of a hand-held device [66].
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Service Differentiation

Service differentiation can be implemented using proxies that examine the | P datagrams and interpret
the packet payload to find out what service and flow a particular packet belongs to. The packet can
then be tagged for the appropriate service.

The differentiation between different types of traffic classes can be provided by inserting QoS up-
grades into the network that give preference to real time multimedia traffic over best effort traffic
[11, 20], or by means of reserving network resources. Additionally, other programs can be inserted
to improve the utilization of the available bandwidth and give the users better performance. This can,
for example, be done by caching or mirroring data close to the user, i.e. keeping local copies of data,
and by compressing data, i.e. removing redundancies in the date.

Address Space

The address space problem can generally be dealt with by alowing many end systemsto use asingle
IP address, which implies that some mechanism must exist to route traffic based on both |P address
and higher layer identifiers, e.g. TCP or UDP port number.

A typical solution is to put a Network Address Translator [61, 64] into the gateway connecting the
local network and the Internet. Essentially, the NAT gateway is a proxy that trandlates internal 1P
addresses to one externa |P address, and lets all machines on the local network share the address
of the NAT gateway. Since addresses are transated in the gateway, both the internal and external
networks can be built using standard IP routers and end systems, only the gateway needs to know
about the address trand ation.

Security I'ssues

Proxies can be set up to encrypt communication between legacy applications that do not provide their
own security functions. Depending on the setting and the requirements, this can be done either by
proxies specific to certain applications, or by using IPSEC [43, 63] to encrypt all traffic.

Virtual Private Networks (VPN) [31] provide avirtual link connecting different offices viathe Internet
by sending traffic between offices through encrypted tunnels, providing both the illusion of asingle
network spanning al offices, as well as protecting the traffic when going between offices. The VPN
router is a proxy that takes packets destined for another office, encrypts them and encapsulates them
into | P datagrams that are sent over the Internet to the VPN proxy in the other office.

Another example of security proxies is firewalls, that can similarly be deployed in the gateway be-
tween the local network and the Internet to both protect the network from intruders on the outside as
well as blocking access from the inside to selected hosts.

2Destructive compression will not just remove redundancies, but also reduce informational content.
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1.3 ThesisResearch Areas

Deploying proxies in the network is often easier than solving the problem by other means, but this
does not mean that the deployment of proxies iswithout problems in itself.

One of the biggest concerns with deploying programs into the Internet in thisfashion isthat it does not
fit very well into the traditional Internet-model. In this model, the network should have limited intel-
ligence, essentialy limited to forwarding packets (for efficiency reasons), while most intelligence lies
with the end points. This means that there is very limited support for controlling programs deployed
inside the network.

More importantly, there is no support for controlling how these programs are deployed, nor deter-
mining what effect, if any, they will have on each other and the rest of the infrastructure. The lack
of architectural support for deploying software in the network means that the very existence of such
software must be hidden from the existing protocols, since they do not know how to deal with them.
Thereverse is also true—since the existing protocols do not know about the software deployed in the
network, they cannot interact with the proxies to help them.

This means that software deployed in the network will have to deduce state information relevant to
the operation of a proxy from packet contents. As an example, a proxy that selectively operates on a
specific application protocol must be able to recognize that this protocol isin fact being used. If the
proxy interacts with this protocol, it may also need to be able to deduce the states of the end points
for correct operation. One way to do this is by monitoring the flow between the end points and use
knowledge about the behavior of the protocol used to deduce what state the end points should be in.
For cases where packet content is not enough to deduce the state information, heuristics can be used.
Heuristics may also be used instead of acomplete state machine to reduce the complexity of the proxy.

For example, if the intention of a proxy isto adapt images in web documents to a small display, then
a simple heuristic may be to watch the flows passing by, and intercept and re-code any images it
detects. However, unless this proxy can also recognize what protocol is being used, it would perform
this operation for all image files being transferred for al applications. This is undesirable, some
applications do not want recoded images. By extending the heuristic to only trigger the proxy for
specia flows e.g. HTTP-flows, the number of images converted in error would drop. But since HTTP
also can be used to fetch files, a better heuristic would be to only convert images that are part of an
HTML-document, and fetched because of an IMG-directive.

Research issues in the general area of proxies include various types of proxy functionality aswell as
architectural issues. One architectural issue is how to direct the flow to the proxies using the existing
routing protocols. The work presented in Paper D has a partial solution, but that solution rely on cer-
tain common topological features of the Internet that is not necessarily present in all networks. Other
issues that are not addressed by this thesis is how to deal with crashing proxies, proxy architectures
for mobile systems and security.

The architectural considerations of proxies and proxy deployment isthe major topic of thisthesis, and
isdiscussed in Papers D, E and F.

Papers A and B deal with amethod for controlling how compression is used. Paper Cis an investiga
tion of how the communication performance of machines connected to the Internet can be improved,
i.e. to make them able to send and receive data faster. The earlier papers (A—C) concern problem
areas that are not specific to proxies or proxy architectures, but the results are relevant to proxies.
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The specific research problems that | have worked on and that are presented in this thesis are the
following:

1.3.1 Proxy Interference

When a proxy service is deployed into the network to enhance the service provided to a flow, it is
different from other entities in the network in that it is not formally a part of the network model. It
often needs to deduce the state of the sender and receiver, since no part of the packets in the flow it
operates on are intended for the proxy.

A single proxy service that is deployed for a flow will be able to operate using deductions based on
normal flow behavior. However, if a second proxy service is deployed that alters the flow in any way,
this means that the assumption of a normal flow behavior will no longer be true for the first proxy
service. If the proxy no longer can correctly deduce the information needed for correct operation,
the proxy will no longer work as intended. This can cause effects ranging from a degradation of the
service the proxy service delivers, to a complete disruption of the flow. Unless either proxy becomes
aware of the other, and takes appropriate measures, this problem cannot be prevented from happening.
As more and more proxies are deployed in the network, the risk of interference increases.

Paper D presents an architecture for proxy detection and signalling that exposes the presence of proxy
services to each other, thus allowing them to take steps to avoid conflicts.

1.3.2 Proxy Configuration

When a single entity deploys all proxies, the interactions between proxies can be analyzed off-line,
and any interaction problems solved before deployment. When multiple entities are deploying proxies
independently of each other, thisis not possible. Instead, information about the intended configura-
tion must be communicated, either directly to al proxies, or to an entity responsible for configuring
proxies. With this information, the problem of proxy interference can be approached.

If the only available information is the order and type of proxies, the configuration problem can only
be handled using the stored knowledge a proxy instance has of potential conflicts with other proxy
services. Inthe case of predicted interference, there are few options except to not run to avoid causing
interference. It also means that when faced with an unknown proxy service, it cannot determine if
running will cause interference or not.

Just finding out that another proxy service isin operation helps, but if the deployment of proxies can
be controlled, many situations where interference might otherwise occur can be avoided by shuffling
the order of the proxies being deployed.

The first embryo of a scheme that is not based on explicit knowledge of interference is suggested in
Paper D, and an outline for a scheme is presented in Paper E. A more refined version of a proxy
configuration and deployment model is presented in Paper F.

1.3.3 Controlling Compression

As the Internet growth continues, we can expect to see the Internet being used in more and more di-
verse environments. The lower end of this spectrum will include low and very low bandwidth devices.
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Compression of data, i.e. removal of redundancies, is often used to improve bandwidth utilization and
perceived bandwidth for situations where low bandwidth is a problem. Compression will essentially
trade CPU resources for a higher perceived bandwidth by providing better utilization of the available
bandwidth. In most cases, the more CPU power applied to compression, the better the compression
ratio will be. A better compression ratio means better bandwidth utilization. However, if too much
timeis spent compressing data, the rate at which compressed datais produced will fall below the rate
at which the network can transmit data, and the perceived bandwidth will drop. This can happen ei-
ther if the bandwidth available in the network increases, or the CPU power available for compression
decreases. To avoid this, the compression algorithm will often be configured conservatively, to allow
for fluctuations in bandwidth and CPU power, leading to sub-optimal bandwidth utilization and thus
lower perceived bandwidth.

The trade-off between compression and bandwidth is explored in paper A and an agorithm that dy-
namically adjusts the effort spent on compression to match available bandwidth and CPU power is
presented in Paper B.

1.3.4 Server Capacity

The amount of bandwidth available in the wired core network is increasing. As the increase in band-
width migrates outwards to the end points, servers will have an increasingly hard time keeping up
with the network.

This problem can be handled in a number of ways. We have explored ways of creating server oper-
ating systems and server software that utilizes the hardware better. Others [47] have approached this
problem by putting gateway proxies in front of clusters of servers, and distribute the load between
them while maintaining the illusion of asingle server.

Paper C explores various ways to create better protocol implementations using the low-level access
provided by the MIT Exokernel [25]. Looking back on this work with an eye towards proxies, we also
note that having operating systems that provide good communications performance and flexibility will
be important for the machines that will run proxies in the network.

1.4 Contributions

My scientific contributions are:

e A demonstration of the problem of interfering proxies and that mutually invisible proxies cannot
avoid interference, an example of a proxy signalling scheme that makes proxies visible to each
other and allow them to avoid interference, and a classification of different types of proxy
architectures that helps in understanding and reasoning about their proxy deployment strategies.

e A model for reasoning about proxy deployment, proxy interference and proxy configuration
based on the concept of “regions’, parts of the network sharing some common property, and a
method for configuring and deploying proxies that can detect, and sometimes resolve, interfer-
ence between proxy services, without requiring prior knowledge of the interference.
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e A method for controlling compression in a way that will automatically balance the available
CPU resources against the available bandwidth. In short, it adapts the compression effort to the
currently available resources to maximize perceived bandwidth.

e The demonstration through empirical evaluation that the same mechanisms that allow greater
flexibility and performance in Exokernels, downloadable code, come with a severe performance
penalty when the nature of the function implemented with downloadable code requires that the
downloaded code be updated frequently.

1.5 Research Method

The research presented in this thesis has been pursued mainly with an experimental approach. The
research process starts with the formulation of an hypothesis, based on observations of an existing
system. Thisisfollowed by reasoning about the observation and related information to conclude if the
hypothesis can account for the observation and related information. Once a candidate hypothesis has
been formulated, some tests of the hypothesis are set up (testing single properties of the hypothesis) to
test the consistency and coherency of the hypothesis. The hypothesis will then either be abandoned,
or modified to account for the results of these tests. Paper A is amost entirely concerned with these
steps, and the result of the paper is a hypothesis which has been partially validated.

The next step isto design experiments that test the full implications of the hypothesis. One important
aspect of this step is to ensure that the experiments actually test the properties of the hypothesis that
the experiments were set up to test, and to keep al other properties constant. Designing experiments
is an iterative process, where results are evaluated, and the experiments progressively refined until
the confidence in the experiments ability to test the deciding properties of the hypothesis are deemed
satisfactory.

When designing experiments, various factors that distort the results must be controlled, or considered
and accounted for in the evaluation of the results, and thisis especially true of the act of observing the
system. Controlling the environment isimportant to be able to reason about the effects of the different
factors in the environment.

In the experiments in Papers B and C, there is a trade-off between instrumenting the environment to
capture fine grain detail versus the impact that the instrumentation has on the results. The distortion
of the results caused by instrumentation and other means of observing the system must be carefully
analyzed, and if possible measured, in order to quantify the confidence in the results.

There is also atrade-off between conducting full-scale experiments, and scaling down the experiment
toisolateindividual factors. Scaled down experiments can be achieved in two ways, either by building
a prototype that does not have all functionality, or by running in an isolated lab environment where
external factors can be controlled. Both types of scaled down experiments require that the relevance
of the experiment is verified.

The experiments in Paper C were mostly done on stripped down prototypes of the situation that caused
problems, while the experiments in Paper B were run on the full implementation in alab environment.

A mgjor problem with experiments performed on “live” systems is repeatability. The approach taken
in Paper B was to run the documented experiments in an controlled environment to achieve repeata-
bility, but running validity experiments in areal network environment to verify that the behavior was
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generalizable to “real” or “live” situations. For the experiment in Paper C, the real system was suc-
cessively stripped down to isolate the interesting problem.

When working with models, scaled down systems or in isolation, it is important to avoid systematic
errors. These errors will often not be immediately visible, since being systematic, they will occur
in the same way in all experiments. When the hypothesis is tested in areal system the error will be
noticeable.

For the work in the latter papers (D—F), only small parts of the system described has been imple-
mented. The method has therefore excluded large scale experiments. Instead a more analytical ap-
proach has been taken to complement and reason about the problem. Instead of actually running the
experiments in areal environment, the hypothesis has been used to construct a model that is then
tested on paper (or in simulations) against the known behavior of the environment. We must reason
about the model and the results, and by reasoning show that the hypothesis is sound. Finally, from the
experiments, observations and reasoning we have synthesized abstractions and generalizations of the
results. In the case of Paper F, thisresults in the abstract properties and behavior of proxies.



Chapter 2

Summary of the Papers

This section contains a summary of the papers included in this thesis. The order of the papersis the
chronological order in which they were written, rather than the order in which they were published,
to better show the evolution of the work presented in them.

Paper A laid the foundation of the work presented in Paper B. The settings used in these papers served
asan inspiration for expanding the scope to deal with an environment in which multiple proxy services
operated, as explored in Paper D. The signalling mechanism developed in Paper D was also inspired
by the mechanisms developed in these early papers. Paper D also introduced both the terminology
and the problem areathat is the subject of Papers E and F.

Paper C shares little context with the rest of the papers in this thesis, although the motivation for the
work is similar.

2.1 Paper A: Trading computation for communication by end-to-end com-
pression

This paper was written within the context of the HIPPARCH [21] project. A goa of the project is
to produce a communications framework that increases communications performance, especialy in
low-bandwidth wireless mobile systems.

One obvious way to improve communications performance is to compress data before it is sent. As
outlined in the previous chapter, when using compression the problem is to know how much effort to
put into compression to maximize the perceived bandwidth. An additional problem is at which layer
compression should happen.

The paper argues that tuning the level of compression effort requires that three factors are taken into
consideration in every situation: The available bandwidth, the available CPU power and the type
of data being transferred. To a user, the actual bandwidth utilization is secondary to the perceived
bandwidth, or “performance” of the system. Experiment results presented in the paper show both
how much can be gained by picking the best compression effort, and also that picking the wrong
compression effort may hurt performance.

The paper also argues that it is beneficial to compress data on a per flow (end-to-end) basis, rather

11
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than on a per-link basis. The argument can be summarized in the following points:

e Keeping data compressed over multiple links consumes less bandwidth and thus increases
throughput on these intermediate links.

o If multiple links along the path of a flow use compression, this means that multiple com-
press/decompress cycles will occur, wasting CPU resources and introducing latency.

e Compression performance will usually increase if compression is done on data from a single
context, rather than a mixed set of unrelated contexts.

The key contributions of the paper are an investigation showing that selecting the right compression
effort is important, and an outline of a method for automatically adjusting the compression effort to
match the current resource situation.

In retrospect, the two issues—end-to-end compression and compression adaption—should have been
kept separate since while the arguments for doing end-to-end compression have merit, they are in no
way linked to the problem of adapting the compression effort. All the arguments for compression
effort adaption are just asvalid if compression is done at the link level.

The paper was presented at Third International Workshop on High Performance Protocol Architec-
tures (HIPPARCH’ 97) held in Uppsala, Sweden, June 1997.

2.2 Paper B: Adaptive End-to-End Compression for Variable-bandwidth
Communication

This paper builds on the framework provided by Paper A. An agorithm for adapting compression is
presented and eval uated.

The agorithm was implemented and inserted into the Linux kernel TCP implementation to allow it
easy access to information about buffer use, and to allow it to use TCP options to negotiate about the
use of compression. Various experiments were made to study how the algorithm behaves in different
resource situations. The conclusion isthat it consistently findsagood level of compression effort, and
also that it will not slow down communication in situations when the compression algorithm cannot
produce compressed data as fast as the network can transmit it.

The key contribution is the algorithm and the evaluation that shows that the algorithm behaves as
expected in a variety of resource situations. While explored in the context of TCP in this paper, the
same mechanism can aso be used in link-level compression, e.g. PPP or any other situation where a
queue exists.

In retrospect, it was not the best decision to integrate compression into the kernel. At thetime, it made
sense in order to give easy access to kernel variables during the development, but a better strategy
would have been to modify the kernel to provide the needed information about buffer use, but move
the compression code out of the kernel. This was later done when the algorithm was implemented as
aproxy inthe MARCH framework [33].

The paper was published as an article in Computer Networks, volume 31, issue 7, 1999.
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2.3 Paper C: Exokernels, Protocol Implementation and Erlang

Thework presented in Paper C was done under a contract with Ericsson CSLAB/SARC. The objective
was to examine how the experimental Exokernel [25] operating system architecture could be used to
increase the performance of large legacy programs. We did this by porting the Erlang [4] system to
the Exokernel, and analyzing it with a special focus on protocol implementations.

During the benchmarking of the ported Erlang system, a performance anomaly in the benchmarks was
discovered that was traced to the ExOS [51] Unix-emulation implementation of the select () cdl,
causing this particular benchmark to take 118% more time than in a comparable UNIX system. This
call isimplemented using a wake-up predicate, which is the Exokernel way of letting processes wait
for events. Wake-up predicates are implemented by downloading code into the kernel that checks the
specified memory locations for specified values. However, downloading and installing the code is a
relatively expensive operation. In communication code, select () iSacommon operation meaning
that code is repeatedly downloaded and installed, causing the anomaly.

We suggested a two ways to deal with the specific problem of implementing select ():

e Changing the wake-up predicate to use interpreted code, which would be cheaper to install, but
more expensive to run.

o Install al tests once, and toggle them on and off with variables.

We believe that the underlying problem is inherent in the Exokernel architecture. The paper aso
suggests several ways that the flexibility of the Exokernel can be used to improve the Erlang runtime-
system and protocol implementations written in Erlang.

The key contributions of the paper are the observations about wake-up predicates and the mechanisms
for improving the Erlang runtime system. A more tangible result was the port of the Erlang system
to the MIT Exokernel (also described in [10]). Additionally, a zero-copy networking interface was
introduced into the Erlang system as a result from the discussions between our group and the Erlang
developers during this project.

L ooking back, our timing for this project was unfortunate. Work on the Exokernel at MIT waswinding
down at the time our project started, and by the time the project was coming to an end the effort at
MIT to continue developing the Exokernel had stopped, and a company spun off to exploit the ideas
commercially. Today even this company seems to have disappeared.

We do, however, believe that many ideas from the Exokernd will survive. The mechanism of down-
loadable code is a powerful one, asis the general idea of exporting low-level interfaces. The kind of
flexibility that Exokernels provides would be an excellent platform for implementing proxies.

This paper was published as atechnical report DoCS 103, Department of Computer Systems, Uppsala
University, Sweden, 1999.

2.4 Paper D: Transparent Proxy Signalling

The work on this paper begun during my 7-month visit to the Network Systems Group at Princeton
University’s Computer Science department.
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The aim of the work presented in the paper was to find away of coordinating proxies to avoid inter-
ference between proxy services. In the process of working on this problem, the problem of how to
reason about proxies and proxy deployment was encountered.

The paper begins by introducing the concept of Regions (parts of the network that share common
properties) as a tool for reasoning about proxies and proxy deployment. It goes on to define the
problems that mativate a unified proxy detection and signalling scheme and the properties such a
scheme should have. One such schemeis presented, with afew examplesillustrating how the scheme
works. The paper also introduces the problem of proxy configuration.

The key contributions are the Region concept and the proxy interference problem formulation. The
scheme and the formulation of the proxy configuration problem are also important contributions.

The proxy detection and configuration scheme was initially intended for TCP only. It used TCP
options and was later modified to use IP options and to handle any type of flow it can identify. In
retrospect, this should have been done from the beginning. Using I P options has one big advantage:
Existing routers are already required to handle IP options, whereas looking for TCP options would
require them to be changed. Additionally, this avoids the problems with TCP options in non-SYN
packets [39, sec 1.3].

The paper has been accepted for publication in the Journal of Communications and Networks Special
Issue on Programmable Switches and Routers, March, 2001.

2.5 Paper E: Automatic Proxy Configuration

This paper grew out of the discussions about proxy configuration in Paper D but also in response to
the need for proxy configuration in other proxy architectures.

In this paper the problem of configuring and deploying proxies to avoid interference is explored. The
aim wasto find away to do this that does not require explicit knowledge about interferences between
specific proxy services.

The paper presents a configuration method that requires proxy services to describe the effects they
have on their environment in terms of abstract properties. These properties can then be used to de-
termine if two proxy services will interfere, and to derive interference-free configurations. The use
of properties means that proxy services can be added to the proxy architecture independently of other
proxy services.

The key contribution of the paper isthe idea of using properties to avoid requiring explicit knowledge
about interference between specific proxy services. The set of properties suggested in the paper gives
an idea of what kind of properties that are needed.

This paper was written as an extended abstract describing work in progress, and was presented at the
Workshop on Mabile Multimedia Communication (MoMuC'2000) held in Tokyo, Japan in October
2000.
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2.6 Paper F: Automating Proxy Configuration and Placement

This paper is the result of the continuation of the work presented in Paper E, and the problems ad-
dressed essentialy the same.

The paper refines both the concept of regions and the set of candidate properties for describing proxy
services and proxy hosts, and describes how an algorithm that uses these properties and regions to
derive proxy configurations must behave. A number of proxy services are described using the proper-
ties.

The paper goes into more detail than papers D and E about the problems of proxy interference and the
milder version of this problem, proxy conflicts (which we define to be non-disruptive conflicts between
proxy services). The paper examines how various types of conflicts and interferences can be detected
using the set of properties and the regions created by the deployment of proxy services. Additionally,
a classification of proxy architectures is presented that helps in understanding and reasoning about
proxy architectures and deployment strategies.

Key contributions of the paper include the improvements to the Region concept and the terminology
for reasoning about proxy configuration and proxy architectures. Other contributions included are
the discussion about and description of the proxy configuration problem, the classification of proxy
architectures and, although not finalized, the set of properties. The configuration algorithm presented
in the appendix is intended as a proof-of-concept, to show how the abstract properties can be used to
derive interference-free configurations.

This paper is as yet unpublished.



Chapter 3

Background and Related Wor k

In this chapter, some background that will help in understanding the work presented in the papers will
be presented, along with comments on related work.

3.1 Proxies

Proxies and proxy architectures are the topics of Papers D—F. This section presents some background
information and discussions about these topics, as well as related work. Some related work will be
elaborated on in the background sections, and then summarized in the related work section.

3.1.1 Background

Proxies are diverse objects. Beyond being programs that exist inside the network, there are few
properties that are common to all proxies. Most proxies do, however, belong to one of a limited
number of sub-classes of proxies. The recent Internet Draft on Performance Enhancing Proxies [13]
categorizes a number of such sub-classes, and provides a means of classification based on layering,
symmetry, transparency and other properties. The draft is mainly concerned with proxies that interact
with TCP, but most concepts can be applied to a wider range of proxies.

Proxies can be seen as ad hoc additions motivated either by deficiencies of the networking architecture
or end points, or by artifacts naturally occuring because of bandwidth limitations, propagation times,
latency or cost factors.

Therest of this section will consist of elaborations on afew proxy-related subjects.

Proxy Architectures

The architecture of aproxy consists of two major components, the part which implements the service
of the proxy, e.g. FEC, and the part that interfaces the service with the network and integrates the
proxy with its environment. The former part is, naturally, completely dependent on the service being
implemented. The latter part, however, is more interesting to study, since it deals with essentialy the

16
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same type of problems, regardless of the service implemented, and can thus be categorized according
to its characteristics.

If aproxy is designed, constructed and deployed to counter one specific problem, chances are that it
is not a part of an existing proxy framework, or its architecture is ad hoc. If, on the other hand, it is
constructed to be part of alarger framework, it has to be consistent with the other components of the
framework. One function of such aframework isto decide how to disseminate the information about
proxies needed for configuration, activation and placement.

Examples of such frameworks are Protocol Boosters [27], the ICEBERG [65] and MARCH [33]
projects. M-TCP [15] can be seen as an early framework that supports multiple proxy services, but
support them in a single point. One example of a proxy that has been implemented outside a frame-
work is the Snoop [7] proxy.

Proxy architectures can be classified along two deployment axes—the location axis and the time axis.
The location axis deals with how the information needed for proxy deployment is disseminated—
top-down or bottom-up. The time axis deals with when and how proxies are deployed—a priori or
on-demand.

The top-down model of proxy information dissemination is perhaps the most attractive for a single
organization wanting to deploy proxies. In this model, the organization maintains full control over
proxy deployment. Examplesinclude the MARCH and ICEBERG frameworks. The bottom-up model
essentially means that the configuration information flow is initiated by the proxies in the network,
which implies aless centralized and less controlled environment. The model we outline in Paper D is
a bottom-up model.

What we refer to as on-demand deployment resembles Active Networking [62, 3, 59, 68] in that
proxies are not aready in place and ready to run, but must be downloaded, or at least activated. With
apriori deployment, the proxy is expected to be in place, and possibly aready running, asis the case
with HTTP proxies, NAT-gateways [61, 64] and Firewalls.

We do not expect proxy architectures to be completely polarized according to these criteria, but rather
that they will exhibit more or less of these types of behavior. The mode that is the result of com-
bining Papers D— will be bottom-up, but support a hybrid of a priori and on-demand proxies, while
ICEBERG and MARCH would be characterized as top-down and on-demand. A network with just
a NAT-gateway/Firewall could be said to be part of an ad hoc solution, and the best characterization
would be bottom-up and a priori.

Proxies and the End-to-End Principle

One of the bhigger concerns with the proxy approach to solving problems in the Internet is that it
violates one of the principles that has guided the design of the Internet—the end-to-end principle
[54]. This principle essentially states that anything that can be handled by the communication end
points should be handled by them. David Clark, one of the formulators of the end-to-end principle,
recently co-authored an article [19] that argues that in general, the move away from this principle may
be unwise.

The article, however, also recognizes that there are cases where this move may be warranted, for
example when the network is indeed the best place to put such functionality. The standpoint taken
in this thesis is that the end-to-end principle is a attractive and should be followed when reasonable.
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There are, however, many situations where the network simply is the best place for the functionality.
Ancther argument is the difficulty and cost of end point modifications.

In RFC2775 [16] the effects on transparency of proxy-type functionality in the network is discussed,
also in terms of the end-to-end principle. The conclusion of the document is that while some proxies
have “intrinsic value”, other proxies “must be costing the industry very dearly in constant administra-

tion and complex fault diagnosis”. The position taken in this thesis is that this assessment is correct,
and that the cause for these problems is the lack of architectural framework for proxies. By providing
such a framework, the administration can be reduced and fault diagnosis simplified.

The end-to-end principle [54] and the argument for application level framing [18] are important for
proxy work, since even though some proxies will break these principles, they force the proxy designer
to perform a careful analysis of the cost/benefit of the proxy to motivate every violation.

Proxy Relations

Most proxies are constructed with specific application or transport level protocols in mind. This
means that these proxies are aware of how the protocol works and can deduce, based on the protocol
behavior, the sender and receiver states and make modifications to the flow accordingly.

There is generally nothing that prevents two proxies from operating on the same flow, with either
identical or different purposes. Since both proxies may operate in isolation, i.e. without knowledge
of each other’s presence, they have no choice but to assume that the flow they see isthe flow from the
original sender. When this assumption iswrong, proxies may interfere with each other.

Proxy Conflicts

We define a conflict between proxies to be a situation where the function of one proxy will nullify or
reduce the service provided by one or more other proxies. By this definition, in a proxy conflict, the
end-to-end flow will not be disrupted or atered in such away as to cause problems for the end points.

At first glance, it would seem that applying the same proxy service twice on the same flow would be
afairly clear cut case of aconflict. Imagine, for example, if we have a proxy-pair that compress data
between themselves. If we deploy another pair of compression proxies between the two original prox-
ies, asin Figure 3.1, these “inner” proxies would only be able to operate on a previously compressed
flow, which should not be possible to compress further.

If, on the other hand, the two compression proxy-pairs were applied sequentialy, as in Figure 3.2,
then there would be no conflict. (One could argue, as in Papers A and B, that it would make more
sense to run only a single proxy-pair, like Compression 1 in Figure 3.1, in this case, since this would
eliminate one decompress/compress stage, but thisis an optimization.)

For some types of non-paired proxies, running the same proxy twice also makes sense. One could
imagine deploying two TCP Snoop [7] proxies if there were two independent wireless hops along the
path of the flow, while adistilling [29] proxy that reduces the number of colors used in images should

1There are cases where this is not strictly true, but typically the size reduction is small. One can do asimple experiment
with gzip [22]: Compress the same text file with gzip -1 and gzip -9. Thentry gzip -9 on the compressed files. For
many files, the added compression achieved by this second compression stage is <1%, even though the difference in size
betweenthegzip -1 and gzip -9 compressed version of the same origina file can be on the order of 10-15%.



3.1. Proxies 19

Compression 2 m———

Compression 1

Host B

Figure 3.1: Compression 2 is applied “inside” Compression 1, and is essentialy
nullified. This happens whenever link-layer compression is applied to a previously
compressed flow.

Compression 2 m—

Compression 1 me—

Host B

Figure 3.2: With Compression 1 and Compression 2 applied sequentially, there isno
conflict.

probably not be applied more than once, except in multicast scenarios where different receivers have
different needs.

The case when two different proxy services are running is even more difficult to deal with than multi-
ple instances of the same proxy services, and the situation depends completely on the function of the
involved proxy services. For example:

e A compression proxy-pair inside an encryption proxy-pair is not OK, since encrypted data
typically cannot be compressed.

e Encryption inside compression is OK, since encryption has no requirement on the data being
encrypted.

e An FEC proxy-pair can be applied inside both compression and encryption.

e Compression and encryption applied inside FEC will nullify FEC, since bit errors in the com-
pressed or encrypted data causes decompression/decryption to fail or produce bogus data.

The follow-on question is what the result of a conflict is. The most important property is given by
the definition of a conflict above: It should not disrupt the end-to-end flow. This means that avoiding
conflicts is primarily an optimization. If compression is applied twice, as in Figure 3.1, data may
grow, rather than shrink, and the time and CPU resources will be wasted. Still, the data sent by the
sender will reach the receiver correctly.

For many conflicts, the only effect on the flow is an increased per-packet latency. This means that
latency sensitive applications will suffer. 1t will also take TCPlonger timeto ramp up the transmission
rate to match the available bandwidth.
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Proxy Interference

We define proxy interference to be the situation where the function or implementation of one proxy
interferes with the operation of one or more other proxies in way that causes a complete disruption of
the end-to-end flow, effectively terminating it or making the flow unusable to the end point.

Proxy interference appears when one proxy service applies a transformation that invalidates the as-
sumptions about the flow made by another proxy service. Proxy interference can only occur between
two or more proxies, when each proxy would work correctly if it was the only proxy operating on a
given flow.

One assumption commonly made by most peered proxies is that the packets received by the down-
stream peer will be identical to the packets sent by the upstream peer. Or put another way, that if any
other proxies are operating between the peers, they must be transparent to the proxy peers.

Encryption

Compression

Host B

Figure 3.3: An example of proxy interference: Two different transformations are
applied to the flow. However, the reverse transformations are applied in the “wrong”
order, causing the content of the flow to be garbled.

Figure 3.3 illustrates a situation where this assumption does not hold. The problem in this example
isthat the packets in the Host A = Host B direction will first be compressed and then encrypted, but
when the encrypted packets reach the compression peer, it will either not recognize the packets as
compressed packets and just forward them, or attempt to decompress them and instead garble them.

Assuming that the packets are not discarded, they will reach the encryption peer. If the packets were
garbled, the encryption peer should discard them. If they were not garbled by the compression peer,
they will decrypt correctly, but after this they will still be compressed when they reach the receiver.
If the compression proxy has doctored the IP and TCP headers to look correct, the compressed data
will now be delivered to the application, leaving it to deal with this unexpected data. However, most
likely the headers will not be properly adjusted, and the receiver IP or TCP will discard the packet
as incorrect. However, since all packets in this flow will be incorrect, the connection is effectively
broken.

Summary

The effects of unhandled conflicts and interference between proxies means that proxies deployed to
improve the service provided by the network may end up making the situation worse, or completely
disrupting the communication between end points. Without any mechanism to detect and avoid con-
flicts and interference, the usefulness of proxies will be greatly limited. Then, only proxies whose
scopeislocal to one deploying entity can be safely deployed in the network.
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3.1.2 Reated Work

The Internet Draft on Performance Enhancing Proxies [13] presents aterminology of proxies. In the
process it also goes into an architectural discussion and highlights many of the problems that proxy
deployment both faces and causes. It does, however, not go into the mechanics of proxy deployment,
nor does it do more than recognize the possibility of interference between proxy services.

The work on Protocol Boosters [27] formulates many of the arguments for deploying proxies and the
problem of ordering proxiesisrecognized, but not elaborated on. The ICEBERG [65] project provides
adetailed account of a system for deploying various types of content adapting proxies, and is a good
illustration of atop-down architecture, and a contrast to the bottom-up scheme devel oped in Paper D.

The Conductor [70] framework is a framework that has many similarities with the one presented in
thisthesis. Among the differences is the requirement in the Conductor framework that the end system
is modified to intercept connections and establish a path, and the more extensive work on reliability
[71].

The work on Active Networking [62, 3, 59, 68] is related and in some ways complementary to the
work on proxies described here. Active Networking can essentially be viewed as on-demand loaded
application or transport layer proxies. Some work in the area of active networks come very close to
what this thesis would refer to as a proxy framework [30].

Some specific proxies have aso influenced this work, and the Berkeley Snoop [7] is one of the most
influential. It shows that one of the important functions of earlier work such as I-TCP [6] can be
done transparently, instead of requiring a split-connection approach. M-TCP [15] later refined the
split-connection approach with splicing to preserve end-to-end semantics, the loss of which was one
of the arguments against |-TCP and split-connection approaches in general.

The Snoop proxy has also been used as an example proxy that operates on TCP in this thesis. In a
similar way, the ditilling proxy [29] has been used as an example of a proxy that has a permanent
effect on the flow, and the detour proxy [55] of one that operates completely at the network level.

The introduction of wireless services introduces many new problems for the Internet architecture, and
possibilities for proxies [8]. Satellite services diverge so much from the behavior expected from the
network by e.g. TCP, with a resulting performance penalty that make improvements very attractive
[34, 26].

Issues of mobility are often related to wireless systems, and the area of mobility is also one where
proxy service show up [73]. In fact, Mobile IP [49] isimplemented using proxy techniques.

In telecommunication systems, the feature interaction problem [14] has been studied extensively. In
proxy configuration, thistype of problemislikely to occur when the property set of proxiesis extended
to account for new proxy service. The existing body of work in the telecommunications area can
probably be adapted to feature interactions between proxies.

Finally, although thisthesis has focussed on application transparent proxy services, thereis much work
going on in application visible proxies, especially with respect to caching and content adaptations.
Examples include HTTP proxies [28] and WAP [66] gateways, and the more recent work on iCAP
[40], the Internet Content Adaptation Protocol. For this type of services, application proxies may be
preferable, since being visible to the application, the application can control what services are used,
and also control how they are applied.
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3.2 Compression

Controlling compression is the topic of Papers A and B. This section will give some more background
and motivation for the work done and present some related work.

3.2.1 Background

Compression is apopular way to trade one resource for another. It isused for many different purposes
in different contexts with different trade offs:

e Trade CPU usage for disk space, as seen in compressed file systems and compressed files on
regular file systems.

e Trade CPU usage for memory space — designs for conserving memory in systems with memory
size congtraints, such as embedded systems. For example it is possible to compress the contents
of the main memory and letting the CPU uncompress it on-the-fly as instructions are executed,
as in the decompression core for PowerPC 401 [42].

e Trade CPU usage for faster paging — instead of paging directly to disk, schemes have been
devised where pages are compressed and put into a compressed page-cache in memory [23].
If not reused, the compressed pages can be paged out to disk. This will require a shorter 1/0
operation than handling the uncompressed page.

e Trade CPU usage for more bandwidth, by compressing data before sending them over a com-
munications link, as seen in V.42bis[17] modems.

Compression Algorithms

There exists algorithms that are highly tuned to specific areas such as images and audio, and there are
general algorithms that only exploit that “interesting” data often contains redundancy (as opposed to
random data) [44].

A distinction is made between lossless and lossy algorithms, i.e. those algorithms that will preserve
the original data exactly, and those that will discard parts of the data, reducing the quality. The latter
type is typically domain specific, i.e. knowledge about what type of data is being compressed is
needed to determine what to discard.

For general compression three of the most often used algorithms are;

e Runlength coding— A simple and fast scheme that replaces repeating patterns with the patterns
and number of repetitions.

e Huffman [37] coding — Huffman coding analyses the frequency of different fixed length sym-
bols in a data set, and assigns to the symbols codes whose length correspond to the frequency
of that symbol in the data set. |.e. frequent symbols get short codes, infrequent get long codes.

e Lempel-Ziv [74, 75] — These algorithms basically replace strings (variable length symbols)
found in adictionary with codes representing those strings. The efficiency of these algorithms
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is determined by the size of the dictionary and how much effort is spent searching in the dictio-
naries.

The agorithms used in GIF, several PPP [56, 69, 48] compressors, V.42bis [17], and many popular
compression programs such as UNIX Compress, GNU Zip [22], ARC/PKARC [5, 38] and others use
general compression algorithms based on the two Lempel-Ziv algorithms LZ77 [74] and LZ78 [75]
(or Lempel-Ziv-Welch [67], which is based on LZ78). These algorithms are sometimes augmented
with Huffman [37] coding. Huffman coding on its own is typically faster than Lempel-Ziv based
algorithms, athough it will typically yield less compression.

Run length encoding is extremely fast, but the gain is often small compared to Lempel-Ziv or Huffman
coding.

Trade-offs

Compression uses the CPU and memory to achieve compression, which means that the use of com-
pression always is a trade-off between the resources used and the reduction in space.

Time is adso a factor — while the system may have the CPU and memory to spare, it may not be
able to wait while the data is being compressed or subsequently decompressed, i.e. timein itself isa
tangible resource. For example, for storing data on a disk, the CPU and memory used, and the timeto
compress and decompress the data, istraded off against less static storage space need.

It may seem like a paradox that compression also can be used to trade for shorter access time. |f
compressed data can be produced faster than acommunication channel can transmit it, the time needed
to get data to the other end of the channel is reduced because fewer bits need to be transmitted. This
is the rational for modem- and other low bandwidth communication compression. In these cases, it
may make sense to compress data before sending it and decompressing it on the other side provided
that the compression speed is greater than the bandwidth.

Compression can also be used to reduce CPU consumption for other data manipulations functions.
E.g. if data will be encrypted, then by reducing the size of the data, the amount of CPU needed for
encryption is reduced. Assume that it takes iyt (b) Seconds to encrypt b bytes and time to compress
b bytesinto b bytes is teompress(D,b'). Then if teompress(D, ) 4 terypt (b)) < terype (b) time will be saved
by compressing data before encrypting it.

In summary, the reduction in size of the original data may translate into a gain in one or more of
time, CPU, memory or static storage. But we see that when the gain is a side effect of the reduction
in size, the system must be very carefully tuned to achieve that gain, since it relies on the speed of
compression relative to other factors. E.g. if we misudge the bandwidth of a channel or the CPU
available, then compression can slow down the transfer instead of speeding it up because compression
cannot keep up with the network.

3.2.2 Redated Work

Compression can, and is often used to compensate for low bandwidth. This is done in modems with
V.42bis [17] and in PPP [58] by CCP [52] link protocol. While a modem has resources dedicated
to compression at a known range of speeds, in PPP, the host systems CPU is utilized to perform
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compression. When this is done, the result will depend on what resources in the host system can be
dedicated to compression.

Compression can aso be applied on a per flow basis. SSH [72] can be configured to compress its
connection, but since it also can be configured to tunnel traffic, compression will also be applied to
the tunneled connection.

In the area of adapting compression, the closest related work that we have found is [12], which isa
scheme for rate adaption for packet video. It resembles the work in Paper B in that both use feedback
mechanisms to control the rate at which data is produced.

An interesting example of compression is presented in [60]. This scheme is presented more like a
caching scheme, but essentially implements compression of (substrings of) network packets. Unfor-
tunately, the scheme lacks a coherency mechanism, which means that packets will be compressed
based on the context at the sender, without knowing if the receiver can decompress them.

3.3 Exokerneds

This section will present some background and related work to the MIT Exokernel, which served as
the basis for the work presented in Paper C.

3.3.1 Background

Exokernels [25, 41] is a new paradigm for operating systems design in which the control of the ma-
chine resources (e.g. memory, disk, CPU) to ahigh degree is exported to the application. The operat-
ing system kernel only adds those abstractions that are needed for safe multiplexing of these hardware
resources. Any other abstractions desired are added by alibrary operating system which islinked with
the application in much the same way that function libraries are linked to applications in traditional
operating systems, e.g. Unix. The purpose of this exportation is both to increase the performance of
applications as well as to reduce the resource management effort.

The library operating system is running in the same address space as the application, which means
that the application has full access to internal operating system variables and can replace or modify
operating system code to adapt it to the application. This shortcuts traditional OS abstractions and
will hopefully give a substantial performance gain.

|deas and M otivations

Many of the ideas and motivations for exokernels are the same as for micro kernels such as Mach [32]
[57, Chapter 20]. Mach delegates OS functionality and multiplexing to trusted servers which handle
scheduling, IPC, virtual memory, disk handling etc. Applications communicate with these serversvia
IPC mechanisms in the micro kernel. This means that a single disk read or virtual memory operation
will typically cause four crossings of the kernel/user space boundary where a OS call in atraditional
OS would cause only two. Since these crossings are expensive, the result will be a performance loss
for micro kernels.

In an exokernel most of this functionality is placed in the user level library operating system. The
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exokernd ensures that library OSs do not access resources that do not belong to them. Also, since the
exokernd is typically only involved in resource allocation, most resource management can be done
with no crossings of the kernel/user space boundary.

In summary, the features of exokernel includes a great degree of control over resources and resource
management. This means that the application can chose to implement those schemes for resource
management that best fit the way the application use the resources.

The backside of this decentralized control is that it is very hard to implement global strategies for
resource management that apply to all processes and library OSs. Sharing of resources require coop-
eration, and may force some type of server architecture similar to that found in micro kernels.

3.3.2 Reated Work

Exokernels is one of many efforts to put more control over operating system functionality into the
hands of the application programmer, another ismicro kernels. Thefirst generation micro kernels such
as Mach [32] and Chorus [53] evolved from monolithic kernels, and often carry baggage from their
ancestors that burdens them. Still, they offer a great improvement in flexibility over their ancestors.
The second generation micro kernels, such as QNX [35] and L4 [36] have been implemented from
scratch and have aimed for minimal systems and a clean design, and are not limited in the same way.

Anacther approach of operating systems speciaization is to modify the whole operating system to
provide better support for specific applications. Techniques to improve performance of applications
with this technique has been explored in [50]. The idea is basically the same as in the exokernel
approach, but without the possibility to run multiple OSs at the same time.

Various other approaches to flexible and extensible operating systems have been investigated, includ-
ing Spin [9], Scout [46] and Nemesis [45]. Their objectives are not the same, e.g. Nemesis focuses
on Quality of Service (QoS) guarantees which has guided the designers to trade off performance for
predictability, Scout focuses on abstractions for protocol implementations and Spin on how to safely
download code into the kernel from the user level.

In the general area of trying to get better communication performance from end points, there is a
sizable body of work on network interfaces and communications software. Examples of methods that
are similar in spirit to the work in the MIT Exokernel include the work on Integrated Layer Processing
[1] and zero-copy APIsfor communication[2].

2Called paths.



Chapter 4

Conclusions

The growth of the Internet holds great promise in form of both improved and new services to both
make our life simpler and alow us a greater freedom. But the growth of the Internet into new areas
has also meant that the original Internet architecture no longer is enough to provide the support and
demands that some new services require. Ironically, the very success of the Internet architecture is
also a hindrance in the efforts to accommodate these new services, since changes and additions to the
fundamental architecture of the Internet would require upgrading millions of system.

Proxies are not formally a part of the Internet architecture, but can be seen as a flexible way of
extending the architecture without requiring large scale upgrades. As such, proxies are instrumental
to the continued growth of the Internet.

As more and more proxies are deployed in the Internet, architectural issues for proxies become more
important. The uncontrolled deployment of proxies can have severe consequences for the Internet.
This thesis has highlighted the problems related to interference between proxies, and proposes meth-
ods to deal with these problems.

Thisthesis also proposes a framework and signalling protocol for proxy deployment that can be seen
as one example of a proxy architecture. The particular architecture is designed to be able to span both
end-to-end, as well as limited parts of the network.

Thethesis argues that there are benefits from allowing proxies from different users, network operators,
Internet service providers and content providers to cooperate. However, there exists alot of incentive
for commercial entities to isolate their proxies and instead compete for proxy services. The work in
this thesis suggest that some level of cooperation may still be necessary for correct operation, but the
results presented here also suggests what type of proxy services can be deployed without requiring
cooperation.
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