
Master thesis in Sustainable Development  

Examensarbete i Hållbar utveckling 
 

 

 

 

 

 

 

 

Staff’s perception of students’ 
informational privacy in higher 
education: The case of Canvas 

 

Jan-Philip Tummes  

 

 

 

 

 

 

 

 

 

 

 
 

 

 
 

 

 
  

DEPARTMENT OF 
EARTH SCIENCES 

I N S T I T U T I O N E N  F Ö R  

G E O V E T E N S K A P E R  



II 

                                         Master thesis in Sustainable Development 

Examensarbete i Hållbar utveckling 
 

 

 

 

 

 

Staff’s perception of students’ informational privacy 
in higher education: The case of Canvas 

 

Jan-Philip Tummes 

 

 

 

 

 

 

 

 

 

 

 

 

 

Supervisor: Maria Lindh 

Subject Reviewer: Stanley Greenstein 



III 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

Copyright © Jan-Philip Tummes and the Department of Earth Sciences, Uppsala University. Published 
at Department of Earth Sciences, Uppsala University (www.geo.uu.se), Uppsala, 2023. 



IV 

Contents 

 

1. Introduction .......................................................................................................................... 1 

1.1. Problem statement ............................................................................................................ 2 

1.2. Aim and research question ............................................................................................... 3 

1.3. Scope .............................................................................................................................. 3 

1.4. This thesis in the field of sustainable development ............................................................ 4 

1.5. The researcher ................................................................................................................. 5 

1.6. Thesis structure ................................................................................................................ 6 

2. Background ........................................................................................................................... 7 

2.1. Informational privacy ....................................................................................................... 7 

2.2. Datafication, higher education and privacy principles ....................................................... 8 

2.2.1. Transparency ............................................................................................................ 9 

2.2.2. Consent .................................................................................................................. 10 

2.2.3. Anonymisation........................................................................................................ 11 

2.3. Canvas, LA, and dataveillance in HE .............................................................................. 12 

3. Previous research ................................................................................................................. 16 

3.1. Informational privacy in LMSs and LA in HE ................................................................. 16 

3.2. Perceptions of Informational privacy in LMSs and LA in HE .......................................... 17 

3.2.1. Students’ perceptions of informational privacy in LMSs and LA in HE .................... 18 

3.2.2. Staff’s perceptions of informational privacy in LMSs and LA in HE ........................ 21 

3.3. Informational privacy in Canvas ..................................................................................... 22 

4. Theoretical framework ........................................................................................................ 25 

4.1. Privacy as contextual integrity ........................................................................................ 25 

4.2. Surveillance cultures ...................................................................................................... 26 

4.3. Remarks ........................................................................................................................ 28 

5. Methods ............................................................................................................................... 30 

5.1. Research approach ......................................................................................................... 30 

5.2. Semi-structured interviews ............................................................................................. 30 

5.2.1. Interview guide design ............................................................................................ 31 

5.2.2. Selection and involvement procedure for respondents .............................................. 31 

5.2.3. Conduct of interviews ............................................................................................. 32 

5.3. Method of analysis ......................................................................................................... 32 

5.4. Research ethics .............................................................................................................. 32 

5.5. Limitations .................................................................................................................... 33 

6. Results ................................................................................................................................. 35 

6.1. Dataveillance ................................................................................................................. 35 



V 

6.2. Institutional transparency ............................................................................................... 38 

6.3. User consent .................................................................................................................. 39 

7. Discussion ............................................................................................................................ 42 

7.1. Contextual integrity in Canvas ....................................................................................... 42 

7.2. Surveillance cultures of Canvas ...................................................................................... 45 

7.2.1. Liquid surveillance ................................................................................................. 46 

7.2.2. Immersion in surveillance ....................................................................................... 47 

7.2.3. Power relations around surveillance ......................................................................... 48 

7.2.4. Compliance with surveillance .................................................................................. 49 

7.2.5. Normalisation of surveillance .................................................................................. 49 

7.3. Concluding remarks ....................................................................................................... 51 

8. Acknowledgement ............................................................................................................... 53 

9. References ........................................................................................................................... 54 

10.   Appendix ............................................................................................................................. 60 

 

 

 

  



VI 

Staff’s perception of students’ informational privacy in higher 
education: The case of Canvas 

JAN-PHILIP TUMMES 

Tummes, J.-P., 2023: Staff’s perception of students’ informational privacy in higher education: The case of 
Canvas. Master thesis in Sustainable Development at Uppsala University, No. 2023/03, 62 pp, 30 ECTS/hp 

Abstract: 

This study aims at discussing how students’ informational privacy in the learning management system (LMS) 
Canvas is perceived by staff at higher education institutions (HEIs), as well as identif ying challenges arising 
from dataveillance and from perceptions of informational privacy themselves. The study of perceptions is based 
on a range of interviews at five HEIs in Sweden. While the LMS Canvas includes dataveillance of students 
especially through learning analytics (LA) functions that are novel and opaque at Swedish HEIs, consideration 
of respective flows of personal information and resulting challenges to students’ informational privacy is 
relatively scarce. Even though usage of dataveillance capabi lities appears limited at HEIs, a discrepancy 
between processed data and respective perceptions among staff, in addition to rare institutional discussions, 
make Canvas a problematic case for HEIs. Canvas and its introduction were generally perceived as a s uccess, 
but dataveillance is likely unknown to many students and thus potentially misaligned with their interests for 
informational privacy. 

Keywords: Sustainable development, informational privacy, dataveillance, surveillance cultures, learning 
management system, Canvas 
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Summary: 

Learning management systems (LMSs) are increasingly utilised for the facilitation of online education in the 
context of higher education (HE). This study discusses staff’s perceptions of students’ informational privacy in 
LMSs and identifies challenges to informational privacy which arise both from dataveillance as well as from 
perceptions themselves. The empirical basis of studying respective perceptions is a range of seven semi -
structured interviews with staff managing different aspects of educational technology at five higher educa tion 
institutions (HEIs) in Sweden. The interviews were transcribed , and descriptive coding was utilised in order to 
analyse the material. This research project adopted Nissenbaum’s (2010) theory of contextual integrity, as well 
as Lyon’s (2018b) ideas about ‘surveillance culture’. Situated in the field of sustainable development, this thesis 
thereby holds relevant insights not only about LMSs, but also other digital technologies as well as perceptions 
of and challenges to informational privacy more general ly. The results indicate that the LMS Canvas was 
generally perceived as a success at HEIs, but a range of challenges for informational privacy become apparent 
from the analysis of the empirical material. Data processing in Canvas as well as institutional p ractices were 
partly misaligned with perceptions of respondents. On the one hand, even though very limited in its actual 
utilisation by HEIs, Canvas and pre-installed learning analytics (LA) subject students to dataveillance, which 
results in a wide range of behavioural data about individual interactions to be processed in the LMS. Most of 
the data resulting from dataveillance, and the forms in which these are e.g. provided for download from Canvas, 
are described as largely incomprehensible and without further use for HEIs. Respondents further described HEIs 
as not providing to students any specific information on LA and respectively processed data in Canvas, and 
mostly described discussions at HEIs about data in Canvas as rare to non-existent. It thus seems likely that 
many students are unaware of dataveillance in Canvas. Interviews indicated that students have no possibilities 
to negotiate or affect the ways in which their data are processed beyond official channels of complaint, e.g. 
through data protection officers or national authorities. On the other hand, dataveillance and aspects pertaining 
to the intrusive character of Canvas were rarely addressed by respondents. When dataveillance was addressed, 
a strong focus on non-behavioural data, such as name or the Swedish social security number, was apparent. 
Widely lacking descriptions of behavioural data being part of processing in Canvas indicates that the possibly 
most valuable and sensitive categories of data are often not taken into account, thus limiting reflections about 
(challenges to) informational privacy. Most respondents described students as content with or desiring current 
data processing in Canvas, and mostly described processing as limited to necessary data. In line with this, HEIs 
were mostly perceived as not involved in LA, and most respondents were therefore unconcerned about levels 
of transparency at institutions. However, most respondents also described uncertainty concerning data 
processing, and whether this is acceptable or problematic. St ill, few ethical concerns were referred to in the 
interviews. Overall, the misalignment between practices and perceptions is problematic for students’ 
informational privacy. It appears important for HEIs to create space and transparency for meaningful 
negotiation of data processing. 

Keywords: Sustainable development, informational privacy, dataveillance, surveillance cultures, learning 
management system, Canvas 
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1. Introduction 

This thesis is about students’ informational privacy and learning management systems (LMSs). I 
investigate this topic through interviews with staff managing different aspects of such digital 
technologies at higher education institutions (HEIs). Theoretically, the research project is based on 
Nissenbaum’s (2010) theory of contextual integrity, as well as Lyon’s (2018b) ideas about 
‘surveillance culture’. As evermore digital technologies penetrate even the most hidden and sensitive 
information on individuals, this thesis holds relevant insights not only about LMSs, but also other 
digital technologies as well as perceptions of and challenges to informational privacy more generally. 

Along with the global enhancement and prevalence of digital technologies, individuals and their 
environments are today widely interconnected through exchange of data. Exchanging these data e.g. 
via the internet holds both potential as well as challenges. On the one hand, the utilisation of digital 
technologies widely and conveniently increases the possible amount and speed of social interactions 
over distance and time. On the other hand, the technological facilitation of social interactions creates 
novel vulnerabilities, e.g. due to the availability of recorded data which often hold personal 
information that can be utilised in ways that are not aligned with the interests of respective 
individuals. Personal information is here understood as information relating to an identifiable person, 
as e.g. defined in the European General Data Protection Regulation (GDPR): 

“[P]ersonal data” means any information relating to an identified or identifiable 
natural person (“data subject”); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as 

a name, an identification number, location data, an online identifier or to one or 

more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person; (Regulation (EU) 2016/679,  

2016, p.33) 

The ways in which personal information flow and can be attended to by different actors are often 
opaque. This widespread and at least partly intended opacity was famously highlighted by the global 
monitoring programs revealed through Edward Snowden in 2013 (cf. Lyon, 2014), as well as the 
2018 scandal around Cambridge Analytica’s services of targeting political voters through personal 
information from Facebook (cf. Hinds, Williams and Joinson, 2020). Both cases illustrate how the 
design of digital technologies as part of products and services such as social media or online payment 
methods often includes the storage of data and respective personal information, which can be brought 
to use beyond the original purpose that individuals expect them to be used for.  

In the context of higher education (HE), vulnerabilities created through transitions from analogue 
towards digital interactions currently appear especially pertinent around the utilisation of LMSs. As 
Alier et al. (2021) describe: 

Learning management systems (LMSs) provide virtual spaces (courses or 

classrooms) for the teachers and students to perform the learning activities, both  

as an extension of the physical classroom or as a complete online learning 

experience. (p.1) 

While LMSs are applied because they are widely perceived as providing crucial functionality for 
facilitating courses and teaching activities (e.g. online connectivity and file sharing), the COVID-19 
pandemic has additionally lead to drastic increases in HEIs’ reliance on digital technologies in 
general (cf. Williamson, 2021). Beside many contemporary LMSs being ‘cloud’ -based, often 
transmitting user data internationally and to servers of private companies located off HEIs’ premises , 
the facilitation of education through LMSs currently generates vast amounts of data and metadata on 
individuals and their behaviour (Turnbull, Chugh and Luck, 2020; Munguia et al., 2020) . One 
important dynamic behind this wealth of data is the rise of learning analytics (LA), which can be 
defined as the ‘measurement, collection, analysis, and reporting of data about learners and their 
contexts, for the purposes of understanding and optimizing learning and the environments in which 
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it occurs’ (Siemens, 2010, n.p.). Today, various LA functions are standard implementations among 
many LMSs (Turnbull, Chugh and Luck, 2020, p.6; cf. Jones, 2019). The data thereby gathered from 
users in LMSs concern many different categories ranging from aspects of how users behave in an 
LMS (e.g. where they click and what they view), over information that is ‘actively’ produced by 
users (e.g. through forum or chat functions), to user-provided files with inscribed information (e.g. 
photos or the above-described final essay). The resulting personal information derivable from the 
gathered data may include individual preferences, fears, intimate aspects, political opinions, or times 
of daily activity. They can all be considered descriptions of individuals and the lives they live. While 
such personal information have always existed in ‘offline’ education, today’s increasing routine 
processing in LMSs at HEIs brings about new challenges for informational privacy due to t he ways 
in which personal information are handled as well as perceived. 

While data collected in LMSs prompt challenges to informational privacy, I follow Nissenbaum’s 
(2010) theory of contextual integrity, in which privacy is defined as ‘appropriate flow o f personal 
information’ (Nissenbaum, 2010, p.127): 

Countless books, articles, and commentaries call for reform in law and policy to 

shore up defenses against the erosion of privacy due to swelling ranks of 

technology-based systems practices. Many of them argue that protecting privacy 

means strictly limiting access to personal information or assuring people’s right 
to control information about themselves. I disagree. What people care most about 

is not simply restricting the flow of information but ensuring that it flows 

appropriately, and an account of appropriate flow is given here through the 

framework of contextual integrity. (Nissenbaum, 2010, pp.1–2) 

While informational privacy is in this thesis considered to be one specific dimension of the overall 
concept of privacy (Roessler, 2018, p.137), informational privacy is understood and used as a 
dynamic ideal in a more or less negotiated process of determining and establishing appropriate flows 
of personal information. Privacy and how it is perceived always changes, depends on the person 
considering it, and on the specific context in which it is considered (cf. Soffer and Cohen, 2015). In 
the context of LMSs in HE, the routine collection of increased amounts of personal information , and 
how this affects informational privacy, is hence also perceived differently among individuals 
interacting with such digital technologies in various ways. The introduction and utilisation of the 
LMS Canvas in Swedish HE offered a timely case for investigating through perceptions of 
informational privacy the kinds of challenges arising from novel changes around flows of personal 
information and how these are perceived. with how challenges for informational privacy in LMSs 
can be understood through perceptions. 

 

1.1. Problem statement 

The impetus behind this thesis are novel challenges to informational privacy, which arise from the 
increasing occurrence of dataveillance through the use of LMSs including LA at HEIs. Dataveillance 
can be defined as ‘the monitoring of citizens on the basis of their online data’ (van Dijck, 2014, 
p.205), while the latter author further notes that it ‘differs from surveillance on at least one important 
account: whereas surveillance presumes monitoring for specific purposes, dataveillance entails the 
continuous tracking of (meta)data for unstated preset purposes’ (ibid.). If practising dataveillance, 
HEIs can be understood to be able to gather data on the traces of individual interactions of users, and 
algorithmically analyse these data in order to derive information on social activities captured in 
computational models and classifications (Williamson, 2017). Such information can be utilised not 
only for present monitoring and intervention, but also for prediction of future behaviour, and for 
intervention with cases predicted to become relevant (ibid.). 

Along Nissenbaum’s (2011) ideas, LMSs in HE can be seen as contexts of a greater disconnection 
between flows of personal information and respective perceptions and interests that people connect 



3 

with informational privacy. In other words, on the one hand, dataveillance increases the digital and 
recorded existence as well as dissemination of personal information, enhancing the vulnerability of 
informational privacy in new ways. On the other hand, widespread ‘underdeveloped conceptions of 
privacy’ (Nissenbaum, 2011, p.42) seem grounded in dataveillance being increasingly ‘invisible’ to 
most people, as well as in the lacking utilisation of common and concise language as opposed to 
currently widespread ambiguous and opaque rhetorical elements informing about flows of personal 
information. In light of ever-changing perceptions and expectations of informational privacy, 
dataveillance as part of LMSs in HE appears to create tensions with individual interests because it is 
widely lacking a meaningful basis of negotiation. Nissenbaum (2010) stresses that  

it is a right to live in a world in which our expectations about the flow of personal 

information are, for the most part, met; expectations that are shaped not only by 

force of habit and convention but a general confidence in the mutual support these 

flows accord to key organizing principles of social life, including moral and 

political ones. (p.231) 

Problematically, however, previous research shows how dataveillance in LMSs/LA in  HE widely 
exists without awareness of users (e.g. Roberts et al., 2016; Slade, Prinsloo and Khalil, 2019; Jones 
et al., 2020), and how respective practices create tensions with users’ expectations and interests for 
informational privacy (e.g. Sun et al., 2019). Research thereby mainly focussed on how students 
perceive monitoring and use of personal information around LMSs and LA, but few studies consider 
perceptions of educational actors other than students. The latter approach is largely missing, and this  
study addresses this gap through the case of Canvas utilised in European HEIs, and by engaging with 
students’ informational privacy through perceptions of staff.  

 

1.2. Aim and research question 

This thesis’ aim is to discuss perceptions of informational privacy and LMSs within HEIs, in order 
to explore important assumptions as well as implications for institutional practices concerning 
personal information. Based on the aim, the following research questions can be formulated: 

Among staff, what are the perceptions of informational privacy in LMSs within HEIs?  

Based on these perceptions, what challenges for informational privacy in LMSs can be identified?  

This research project is thereby not meant to criticise participants/respondents, i.e. staff involved in 
introducing and administrating Canvas, but to lead to discussion and common meaning -making 
among actors interacting with digital technologies at HEIs and beyond.  

 

1.3. Scope 

As opposed to directly studying informational privacy within LMSs, this thesis is more specifically 
concerned with perceptions of this subject. I utilise the case of the LMS Canvas through which 
perceptions articulated by staff managing educational technology in Swedish HEIs are explored. 
Staff’s perceptions then, form the basis for understanding students’ informational privacy in LMSs—
the focus of this study. The overall focus lies on students, since students are almost always the data 
subjects in the context of LMSs/LA in HE. Beyond LMSs as the socio-technical systems of concern, 
this thesis also considers aspects of LA and makes use of insights from the respective research field, 
because Canvas contains LA functionality. In practice, LA is usually either part of LMSs in the form 
of built-in features or exists as stand-alone systems often informed by data exported from LMSs (cf. 
Jones, 2019, p.3). However, questions including the use of data for LA and whether this is achieved 
or at all achievable in an appropriate manner lie outside of the scope. Importantly, situating the 
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(moral) value of LA outside the scope of this thesis also affects the question of whether Canvas and 
connected dataveillance possibly ‘legitimately challenge’ informational privacy (Nissenbaum, 2010, 
p.128). It is thus the trade-off between the (moral) value of informational privacy and of LA that this 
thesis does not engage with. Finally, Canvas is the LMS of concern in this thesis, and other LMSs 
are not considered. 

Defining the scope of this study is also a matter of the different actors, individuals, or stakeholders 
interacting with and around LMSs/LA. The concept of educational stakeholders is utilised as 
including educational actors at HEIs that are somehow related to the LMS: students, teachers, 
administrators, academics, and other staff such as within the I(C)T department. Staff means the latter 
educational stakeholders but excludes students. The term staff thereby also excludes individuals, 
actors, or stakeholders such as Instructure or Amazon, which are situated outside the educational 
domain, and which are thus considered non-educational stakeholders. While I do not further 
investigate non-educational stakeholders and their actions, I occasionally attend to aspects of 
informational privacy which are related to such non-educational stakeholders around Canvas at HEIs. 

Considering informational privacy and LMSs in HE, various challenges raised in this study have a 
strong legal character and partly refer to legal terminology. However, even though many arguments 
of a legal nature are elevated, a legal analysis is not further pursued and remains outside this thesis’ 
scope. 

Finally, the motivation for choosing Sweden as a location for the study stems chiefly from the societal 
eagerness to adopt new digital technologies. Sweden is frequently described as an early adopter 
(World Economic Forum, 2015). Regarding the case of Canvas, this eagerness is empirically reflected 
in Sweden’s widespread introduction of the LMS  in HE (cf. Sunet, n.d.). 

 

1.4. This thesis in the field of sustainable development 

Even though I utilise insights from various fields, such as privacy studies, surveillance studies, 
education, sociology, computer science, and educational technology, this thesis is also, at its core, 
part of the field of sustainable development. Sustainable development is a term which theoretically 
penetrates every aspect of human life, being ubiquitously perceivable in political debates, 
policymaking, corporate agendas and marketing campaigns, NGO strategies, city planning, goals of 
HEIs, and other areas. The concept is further and further disseminated and acknowledged, but the 
meaning of sustainable development and its implications for human behaviour are fundamentally 
contested and ambiguous (cf. Williams and Millington, 2004; Mensah, 2019). 

While its roots can be traced back at least to the 18th century, the term sustainability originated 
between the end of the 1970s and the 1980s (Caradonna, 2014, p.1). Arguably the most famous 
depiction of sustainable development emerged from the influential 1987 United Nations report ‘Our 
Common Future’, which states: ‘Sustainable development seeks to meet the needs and aspirations of 
the present without compromising the ability to meet those of the future’ (United Nations, 1987, 
p.39). The apparent ambiguity of this definition as well as sustainable development might be the very 
reason for the ubiquity of the term. For example, the divide between propagating and opposing 
economic growth indicates how contested the meaning of sustainable development is beyond its 
global spread (cf. Williams and Millington, 2004). 

Three interconnected dimensions or pillars are usually the basis of conceptualising sustainable 
development—ecological/environmental, social, and economic sustainability (cf. Mensah, 2019). 
While the historical focus of sustainability considerations was first on economic and then 
environmental aspects, the social dimension of sustainability has only since the 2000s received 
increased (scientific) attention (World Bank, 2020; Caradonna, 2014, p.220). Social sustainability is 
an inherently vague and interpretatively flexible concept (Boström, 2012), also described as elusive, 
opaque, and chaotic (Boyer et al., 2016). In a world that is characterised by vastly differing values 
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and norms of people, social sustainability is also highly context-specific, and its assessment is as 
complex as it is necessary to be continuously revisited as time passes. As Caradonna (2014) 
summarises, 

the social dimension of sustainability involves a range of factors , including a fair 

distribution of resources, equal opportunities for all citizens, social justice, health, 

mental well-being and the ability to live a safe and meaningful life, access to 

education, gender equality, democratic institutions, good governance , and 

political participation. (p.13) 

Finally, however, even though social sustainability is considered its own dimension, social 
phenomena are finally enabled by and grounded in the utilisation of natural resources—natural 
aspects as part of ecological sustainability (cf. Caradonna, 2014, p.9). 

Contributing to the field of sustainable development, this thesis about informational privacy in LMSs 
in HE is above all concerned with social aspects of sustainability. Describing the representation of 
privacy protections in legal systems around the world, Solove (2008, p.4) summarises that ‘there 
appears to be worldwide consensus about the importance of privacy and the need for its protection’. 
Considering that ‘privacy is a fundamental right, essential for freedom , democracy, psychological 
well-being, individuality, and creativity’ (Solove, 2008, p.5), this thesis argues that respecting 
informational privacy is an important part of fostering the sustainability of human existence. 
However, ’[p]eople sustain what they value, which can only derive from what they know’ (Tainter, 
2006, p.6). Following this and acknowledging the inherent complexity of the concept of privacy, this 
research project adds to the field of sustainable development through a furthered understanding of 
challenges for informational privacy. If (informational) privacy is indeed a part of the sustainability 
of human existence, and if people indeed mostly value privacy in different ways, then understanding 
informational privacy afforded by different digital technologies is an integral aspect of living in the 
21st century, because this is increasingly lived with the help of and ‘within’ digital technologies.  

 

1.5. The researcher 

Researchers conduct their research with certain ways of looking at the world, cer tain understandings 
that are more or less obvious and conscious, and which depend on the context of time and space. 
While it seems impossible to investigate objectively and without any existing theoretical 
preconceptions, however, it appears important to attempt to foreground the aspects that affect the 
role and understandings of the researcher. 

It is perhaps most apparent that I am myself a student in Swedish HE. The LMS Canvas was 
introduced as an LMS at HEIs that I am (at the time of this study) and have  been enrolled at. Being 
a student obliged to use Canvas in certain situations, it seems that some degree of a bias is 
unavoidable. Especially triggered through the COVID-19 pandemic and HE’s move into online 
environments, it quickly became apparent that Canvas would be one of a range of interesting cases 
to study in terms of the challenges that novel digital technologies create at HEIs. The study was partly 
steered by my impressions of what was important and necessary to understand as a student, and yet 
left relatively opaque and difficult to engage with in the case of Canvas. As institutional information 
around personal information in Canvas often lead to more questions, conducting interviews as part 
of a thesis appeared a crucial task in an attempt to understand what Canvas means for informational 
privacy and for users of the system. Due to the lack of institutional transparency, it thereby became 
clear that interviews with relevant staff at HEIs would be more meaningful than interviews with 
students, as both my personal experience and previous research indicated far-reaching unawareness 
among students. 

Another aspect having affected this study is my previous engagement in the system administration 
of digital technologies. Without some of the knowledge derived from that work, writing a thesis about 
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socio-technical systems would otherwise most likely not have occurred to me. Also, experiences of 
issues concerning personal information in this context affected the awareness and sensitivity around 
informational privacy that finally led to the specific design and perspective of this study as a student. 
Having become aware of changes in the deployment of digital technologies at HEIs in Sweden (e.g. 
the relatively novel use of Google Analytics in Canvas and the util isation of Amazon Web Services 
as opposed to hosting on-premises) lead to a perceived discrepancy between developments at Swedish 
HEIs and the expectations of myself as a student. 

 

1.6. Thesis structure 

Following this introduction, chapter two (Background) provides a contextualisation of informational 
privacy and LMSs in HE as the main concepts in this research project. The complexity of the concept 
of informational privacy is here engaged with in connection to common dataveillance occurring in 
LMSs today. 

Chapter three (Previous research) consists of three subchapters revisiting previous scholarly work 
relating to this thesis’ research aim and questions. After first engaging with research on informational 
privacy in LMSs in HE (as such), the second subchapter presents research results on the complex 
‘perceptual landscape’ among different educational stakeholders in this thesis. Thirdly, studies 
inquiring aspects of informational privacy specifically in Canvas are regarded more closely.  

Chapter four (Theoretical framework) utilised to discuss this study’s findings in chapter seven, 
delineates how accounts concerning informational privacy are understood in terms of the theory of 
contextual integrity by Nissenbaum (2010) as well as Lyon’s (2018b) ideas about surveillance 
culture. As part of surveillance cultures, the chapter relates to a range of interconnected concepts that 
Lyon (2018b) introduced as common features among surveillance cultures, and which are further 
utilised to structure the discussion chapter. 

Chapter five (Methods) first describes the exploratory research approach, being inspired by, and 
rooted in social constructionism and more specifically ‘The Social Construction of Reality’ (Berger 
and Luckmann, 1966). Thus, understanding (challenges of) informational privacy in LMSs as socially 
constructed was an important aspect of preparing and conducting the semi-structured interviews 
described subsequently. Further, descriptive coding as the method of analysis is described. The last 
two subchapters engage with research ethical considerations and limitations of the study.  

Chapter six (Results and analysis) contains the findings and analysis of the empirical material. Along 
the lines of three categories condensed throughout the process of analysing (‘Dataveillance’, 
‘institutional transparency’, and ‘user consent’), I delineate patterns indicating challenges for 
informational privacy in LMSs in HE. 

Chapter seven (Discussion) discusses the findings of this study in light of the theoretical framework. 
Firstly, the theory of contextual integrity (Nissenbaum, 2010) is utilised to discuss challenges for 
informational privacy in the context of LMSs in HE. The discussion here follows a range of 
assessment parameters introduced by Nissenbaum (2010): (1) context (2), actors, (3) attributes, and 
(4) transmission principles. Secondly, the findings are discussed considering Lyon’s (2018b) ideas 
about surveillance cultures and the features which these are described to have in common: ‘Liquid 
surveillance’, ‘immersion in surveillance’, ‘power relations around surveillance’, ‘compliance with 
surveillance’, and ‘normalisation of surveillance’. The final subchapter (concluding remarks) 
summarises current informational privacy-related practices and perceptions, resulting challenges, 
implications for institutions, and finally possible areas for future research . 
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2. Background 

In this chapter, I first contextualise the concept of informational privacy as one specific dimension 
of privacy. I further provide a background on datafication in HE, and how this relates to informational 
privacy as exemplified in the form of three privacy principles: ‘Transparency’, ‘informed consent’, 
and ‘anonymisation’. The chapter closes with closer consideration of the company distributing the 
LMS Canvas (Instructure) and connected personal information flows as part of dataveillance in the 
LMS. 

 

2.1. Informational privacy 

The concept of privacy is complex, context-specific, ever-changing, and highly dependent on the 
person perceiving it. Even though it is a common problem in debates around privacy to consider 
perceptions of it as homogenous in nature (cf. Steijn and Vedder, 2015a), privacy and perceptions of 
it are dependent on and change according to factors such as age, gender, knowledge, social n orms, 
cultural heritage, nation states, geographical regions, jurisdictions, technical innovations, and also 
the natural environment (cf. Soffer and Cohen, 2015). Beside all diversity, however, people (young 
and old) largely value privacy in various ways. For example, opposed to studies claiming that the 
perceived importance of privacy among younger people decreased considering their behaviour in 
various online environments, Steijn and Vedder (2015b) showed that adolescents considered privacy 
as important as young adults and adults. Importantly, though, adolescents thereby seemingly reported 
to be less concerned about privacy than older participants, because ‘informational’ privacy (in that 
case affected by online surveillance) is less influential in their ideas of what constitutes privacy. 
Hence, different people in different contexts and times (age groups) value different degrees and 
characteristics of privacy. Privacy as an individual conception can thus be argued to develop along 
with experiences and knowledge gained in life. ‘There is no overarching conception of privacy—it 
must be mapped like terrain, by painstakingly studying the landscape’ (Solove, 2008, p.ix). In sum, 
not only is the afforded privacy for people in different contexts diverse, but so diverse is also the 
way that people perceive privacy in these contexts. It thus becomes clear that it is important for 
studying the landscape of privacy to incorporate awareness and sensitivity regarding both perceptual 
diversity among people as well as contextual circumstances respecting or breaching privacy. 

Studies relating to privacy often distinguish between different dimensions. There is, however, neither 
consensus on how many dimensions privacy entails, nor on how these dimensions are described and 
what exactly they include. This thesis is concerned with the informational dimension of privacy, 
relating to aspects of personal information in LMSs. Beside informational privacy, e.g. Roessler 
(2018, p.137) argues for two other dimensions, namely decisional and local privacy. Other scholars, 
such as Vedder (2011), argue for further or different multidimensionality distinguishing e.g. between 
the relational, decisional, physical-spatial, and informational dimension. The latter author notes that 
emphases of certain dimensions were historically always in state of flux since the origins of the 
concept of privacy (ibid.). Widespread focus on the informational dimension of privacy can be 
considered as part of global issues around the increasing datafication of the world and the respective 
consequences this has both for people and the environments they live in (cf. chapter 2.2).  

Beside much attention being paid to informational privacy as a dimension, Vedder (2011) argues that 
since the 1960s information about people became the hegemonic approach and point of departure 
when attempting to define the concept. However, the disruptive capabilities of technological 
innovations appeared to have initiated this focus on information much earlier and likely even earlier 
than the late 19th century. At the end of the 19th century, Warren and Brandeis (1890, p.195) 
famously used the emerging concept of privacy as ‘the right to be let alone’, responding to the 
technical innovation of upcoming photo cameras that were at the time increasingly utilised to 
photograph private persons without authorisation and publish the material in newspapers. More than 
half a century later, Westin (1967, p.7) offered a substantial treatise on privacy and proposed that 
‘[p]rivacy is the claim of individuals, groups, or institutions to determine for themselves when, how, 
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and to what extent information about them is communicated to others’. He further describes that such 
a claim for determination is happening in a ‘personal adjustment process’ that individua ls 
continuously engage in, and in which the desire for privacy/disclosure is balanced in accordance with 
environmental conditions as well as social norms existent in the respective society (Westin, 1967, 
p.8). Both of the above definitions have information at their core and have been spurred by socio-
technical disruptions. 

Along the same lines, another influential theory of privacy is proposed by Nissenbaum (2010, p.127), 
stressing that ‘[t]he problem with many of the controversial socio -technical systems […] is that they 
flout entrenched informational norms’. Nissenbaum (2010, p.67) argues that the discourse among 
contributions to privacy theory is largely characterised by definitions that either consider it a form 
of control over (e.g. Westin, 1967) or limited access to information (e.g. Warren and Brandeis, 1890). 
Problematising the fact that both approaches promote an unconditioned, limitless concept and thus 
fail to allow for trading off privacy against other moral values, Nissenbaum (2010) highlights:  

[E]ven if we agree that a claim to privacy is morally legitimate, and that privacy 

is about control or restricted access to information about us, it would be singularly 

unhelpful to circumscribe a right in such a way that it is violated every time a 

motorist peers at a pedestrian crossing the street. A plausible theory of privacy 

that includes an account of its moral legitimacy, therefore, will also include a 

principled account of its limits. (p.73) 

Accordingly, she holds ‘that a right to privacy is neither a right to secrecy nor a right to control but 
a right to appropriate flow of personal information’ (Nissenbaum, 2010, p.127). This right is proposed 
in terms of privacy as contextual integrity, which entails that the protection of privacy is concerned 
with upholding appropriate flows of personal information that correspond to informational norms in 
respective social contexts (cf. chapter 4.1). 

 

2.2. Datafication, higher education and privacy principles 

Informational privacy in digital technologies utilised in HE is becoming increasingly fragile due to 
the intersectional phenomenon of datafication (cf. Williamson, Bayne and Shay, 2020). While 
informational privacy is dependent on restrictions concerning flows of information about individuals 
(Nissenbaum, 2011, p.43), datafication describes ‘the drive to turn vast amounts of activity and 
human behaviour into data points that can be tracked, collected and analysed’ (Dencik et al., 2018 , 
n.p.). On a societal level, it can be argued that datafication and digitalisation  more generally have its 
source in the attempt to handle social complexity (Nassehi, 2019, p.36). Social complexity arises 
from humans solving problems that continually and inevitably occur in their lives (Tainter, 2006). 
For example, if an HEI faces complaints about ways of handling personal information as part of a 
certain digital technology, it could appoint supervising staff responsible for a more ethical and 
negotiated utilisation of digital technologies. While this might solve the problem of user complaints 
to a certain degree, such an action would necessitate the allocation of increased resources, and would 
also increase the complexity of introducing and utilising digital technologies e.g. since more interests 
need to be navigated. The ‘newly created’ and increased social complexity also raises the difficulty 
and costs for further problem-solving (Tainter, 2006). Within this spiral of increasingly complex 
social systems and problem-solving, datafication can thus be understood as an attempt to make sense 
of complexity and improve social processes through the utilisation of large amounts of data. Still, 
apart from its ever-increasing speed, width, and depth with which it penetrates different areas of 
educational life, datafication is neither a new phenomenon to HE nor to most other domains or areas 
of civilisation. As described by Nassehi (2019, p.316), quantitative information on citizens has 
informed states in their management of populations since the end of the 18th century.  

Just as it has been commonplace to utilise quantitative information in population management for 
over 200 years, ‘[h]igher education systems have always involved monitoring through data collection, 
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assessment, and evaluation, shaping the intellectual work, and tracking the bodies and  activities of 
students and teachers’ (Collier and Ross, 2020, p.276). From a perspective of current datafication, 
HE has not undergone much structural change, but is globally shifting from being paper based to 
being based on digital technologies. However, this datafication is today not only pushed by further 
digitalisation itself, but also, approximately since the late 2000s to early 2010s (cf. Alier et al., 2020), 
by a transformation from local digital technologies (mostly installed on personal devices or  on-
premises) to complex, networked (often called ‘cloud’) infrastructures that provide e.g. LMSs as a 
service, and connect educational users to servers regionally and globally (cf. Alier et al., 2020). Such 
networked digital technologies thereby tend to centralise information flows and accumulate data at 
fewer locations (usually larger data centres) than previously in more decentralised, institutional 
deployments. This more and more centralised, cloud-based network of digital technologies is utilised 
for most about everything from document distribution, discussion forums, research data storage, 
workgroup communication, to administrative processes and more. Implementations of LMSs, video 
conferencing software, office suites, etc. widely move the exchange of information and social 
interaction from within traditional campus architectures to digital architectures. This development 
has been further entrenched by worldwide social distancing measures during the COVID-19 
pandemic. 

Along with the above developments, HE students and staff appear to often experience an 
institutionalised unawareness, opacity and/or inability to understand or influence progressively 
complex and seemingly comprehension-resistant digital architectures and flows of information (e.g. 
Jones et al., 2020; Roberts et al., 2016; Howell et al., 2017; Sun et al., 2019). The COVID-19 
pandemic shows this situation in a more obvious manner than ever, with LMSs, video conferencing 
tools, online exam proctoring software, and others partly being the only options for participation in 
HE environments—with functionality as the arguably most relevant of issues in many cases of trying 
to enable learning and teaching online. Possibly arising concerns about issues relating to data 
protection, surveillance, or pedagogical insufficiencies are often not navigated in a satisfactory way 
due to the urgency of maintaining connectivity. It appears that HEIs in many places experience 
difficulties in establishing ethically defensible ways of utilising personal information while 
maintaining operations and ‘keeping up’ with changes among digital technologies. Many challenges 
surrounding personal information in digital technologies are insufficiently engaged with, as 
subsequently exemplified by considering a group of interconnected examples for ethical and privacy 
principles (cf. Slade and Prinsloo, 2013; Pardo and Siemens, 2014; Reidenberg and Schaub, 2018), 
namely transparency, consent, and anonymisation. 

 

2.2.1. Transparency 

Directly opposed to transparency concerning the ways in which data are handled in everyday 
surroundings, it appears widely acknowledged that ‘the “ordinary” citizen or consumer has an 
enormous lack of insights concerning the technical possibilities, regarding the retention and 
processing of data about them’ (Vedder, 2011, p.18). While it appears that private companies often 
try to hide dataveillance as part of their business models (Lindh and Nolin, 2016; Zuboff, 2019), 
deployments of LMSs and LA appear to also widely involve dataveillance that is opaque especia lly 
for students (Roberts et al., 2016; Sun et al., 2019; Prinsloo and Slade, 2016). While various digital 
technologies such as LMSs (often serving as the backbone of teaching activities at HEIs) widely have 
the capabilities to submerge users in dataveillance, respective flows of personal information and their 
opacity for users can result in negative consequences. Public backlash, decreasing enrolment 
numbers, derailing contracts, as well as student self-censorship and other behavioural adjustments 
are among the possible repercussions to institutional reputation and educational outcomes if 
dataveillance perceived as inappropriate gains publicity (cf. Jones, 2019; Jones, Rubel and LeClere, 
2019; Cocq et al., 2020). As Cocq et al. (2020, p.186) recently summarised in a study concerning 
general online surveillance attitudes among almost 1000 students from a Swedish HEI, ‘[…] people 
want to be in control of their data; they want to know what is happening with their data and how their 
data are being used’. 
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2.2.2. Consent 

Another principle of privacy regulation in the background of this study is (informed) consent—often 
desired to be obtained from individuals prior to handling their personal information in LMSs and LA 
in HE (e.g. Pontual Falcão et al., 2020; Roberts et al. , 2016). Since ‘[b]oth law and ethics require 
that for consent to be valid it must be both informed and freely given’ (Cormack, 2016, p.94), 
transparency is essential. Informed consent can be utilised in the form of opt -in (the data subject must 
actively consent before personal information flows), opt-out (the data subject must withdraw consent 
before personal information ceases to flow), or a combination of the two. However, while informed 
consent is routinely practiced in e.g. human subject research or relationships between patients and 
medical personnel, HEIs widely refrain from using informed consent to legitimise flows of personal 
information around educational technologies. Among various important aspects considered below, it 
is important to first note that personal information at HEIs in Europe are partly regulated by the 
European GDPR (Regulation (EU) 2016/679, 2016). This regulation currently does not appear to 
allow for the use of informed consent because of unequal power relations between HEIs and e.g. 
students: 

In order to ensure that consent is freely given, consent should not provide a valid 

legal ground for the processing of personal data in a specific case where there is 

a clear imbalance between the data subject [student or other user] and the 

controller [HEI], in particular where the controller is a public authority and it is 

therefore unlikely that consent was freely given in all the circumstances of that 

specific situation. (Regulation (EU) 2016/679, 2016, p.8) 

Further, regarding the educational sector, Hoel and Chen (2018) ask whether ‘consent could be the 
point of departure for assuring privacy’ but contend ‘this is not necessarily the case as consent will 
be balanced by organisations’ legitimate interests and contract’ (p.1). Connelly (2000) describes the 
issue as a ‘[t]ension between [p]aternalism and [a]utonomy in [h]igher [e]ducation’ (p.218). Also, 
considering the widespread importance attributed to informed consent among student perceptions of 
informational privacy in LMSs and LA (Roberts et al., 2016; Slade, Prinsloo and Khalil, 2019; Tsai, 
Whitelock-Wainwright and Gasevic, 2020), a closer look at favouring and opposing arguments seems 
justified. 

Many have highlighted conceptual limitations of informed consent in the past (Solove, 2013; Prinsloo 
and Slade, 2015; Cormack, 2016; Hoel and Chen, 2018), with the issue tending to increase in 
complexity due to the spread of dataveillance into more and more areas of life. Since informed 
consent focuses on the individual in providing the means to control flows of personal information 
and thus various aspects affecting privacy, Solove’s (2021) description of the futility of privac y self-
management provides a valuable account of the complexity ‘at hand’:  

Privacy self-management involves the various decisions people must make about 

their privacy and the tasks people are given the choice to do regarding their 

privacy, such as reading privacy policies, opting out, changing privacy settings, 

and so on. Managing one's privacy is a vast, complex, and never-ending project 

that does not scale; it becomes virtually impossible to do comprehensively. The 

best people can do is manage their privacy haphazardly. People cannot learn 

enough about privacy risks to make informed decisions about their privacy. People 

will never gain sufficient knowledge of the ways in which personal data will be 

combined, aggregated, and analyzed over the years by thousands of organizations. 

Resignation is a rational response to the impossibility of privacy self -management. 

(p.5) 

The futility of privacy self-management is thus concerned with the impossibility of understanding all 
present and foreseeing future ways in which personal information could be brought to use as well as 
deciding about both their appropriateness. With the increasing usage of personal information 
especially within LMSs and LA in HE, this futility is further increasing since, once collected, and 
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stored, data(sets) can be (re)combined to derive additional insights from them in the future (cf. 
Nassehi, 2019). 

Despite its limitations and for different reasons and circumstances, many authors have argued in 
favour of informed consent (Solove, 2013), sometimes as an ‘interim’ tool (Nissenbaum, 2011), and 
specifically in terms of LA in HE (Slade and Prinsloo, 2013; Drachsler and Greller, 2016; Jones, 
2019). Pointing to the sectors of health care and human subject research, Nissenbaum (2011) 
illustrates the apparent circumstances and why these contexts are widely considered workable 
situations for informed consent: 

It is not the consent form itself that draws our signature and consigns us to the 

operating table, but rather our faith in the system. We trust the long years of study 

and apprenticeship that physicians undergo, the state and board certifications, 

peer oversight, professional codes, and above all, the system’s interest (whatever 
the source) in our well-being. We believe in the benevolence of institutions of 

higher learning and, in large part, their mission to promote human welfare. Far 

from perfect, and subject to high-visibility breaches, the systems that constitute 

these safety nets have evolved over centuries; they undergird and warrant the 

consent agreements that patients and subjects confront every day. (p.36) 

While this account arguably represents human subject research, however, the situation is different 
among in LMSs and LA in HE, where informed consent appears extremely rare if existent. 
Connecting to the above quote on the futility of privacy self-management, Solove (2013) further 
notes that 

[c]onsent to collection, use, and disclosure of personal data is often not 

meaningful, but the most apparent solution — paternalistic measures — even more 

directly denies people the freedom to make consensual choices about their data. 

(p.1881–1882) 

Perhaps approaching informed consent from the perspective of Connelly (2000) provides the means 
for HE to foster trust and increase perceived legitimacy especial ly among its users: 

[I]nformed consent should be thought of as the procedural requirement for 

ongoing conversation that allows for students to participate in decisions about 

adjustments in learning activities as needed during the course of a semester. 

(p.219) 

However, such a ‘procedural requirement for ongoing conversation’ would not only empower 
students and motivate self-determination but would also have a practical benefit in informing HEIs’ 
privacy management (Solove, 2013, p.1900). Hence, while utilising informed consent in HE’s LMSs 
and LA is a task that is both paradox for institutional efforts and futile for the individual, it still 
appears important. The endeavour of trying to get closer to a sweet spot of transparency between 
textual meaning and actual flows of personal information (cf. Nissenbaum, 2011) through informed 
consent seems to further the ongoing conversation concerning adjustments to learning activities 
(Connelly, 2000) and the discussion about how personal information are handled.  

 

2.2.3. Anonymisation 

Anonymisation and the resulting state of anonymity are widespread notions in the study of both 
privacy and its perceptions, where anonymity is often considered valuable for protecting one’s 
privacy (Ivanovic et al., 2013; Pontual Falcão et al., 2020; Drachsler and Greller, 2012). 
Anonymisation is generally an important aspect of utilisation and governance of personal information 
around the world, and an important aspect of many laws concerning data protection. Ohm (2010, 
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p.1704) describes that information privacy laws almost always allow a ‘get-out-of-jail-free card’, 
freeing one from the obligation to protect data if data happen to be anonymised. An important 
example in the case of this thesis is the GDPR, which holds that 

[t]he principles of data protection should […] not apply to anonymous 
information, namely information which does not relate to an identified or 

identifiable natural person or to personal data rendered anonymous in such a 

manner that the data subject is not or no longer identifiable. (Regulation (EU) 

2016/679, 2016, p.5) 

While, in the above quote, anonymity among data is a legal condition for protections not to apply, 
many scholars in different research fields have pointed to the complicated nature and process of 
reaching anonymity (Ohm, 2010; Solove, 2013; Young, 2015; Gursoy, 2016). During this attention, 
many examples of common procedures for anonymising data were found to be insufficient (Ohm, 
2010). Usual attempts to anonymise datasets first remove possible personal identifiers  (e.g. names or 
social security numbers), and then modify other data categories (e.g. student IDs or bank account 
numbers) which possibly identify individuals uniquely (Ohm, 2010, p.1703). The aim of this 
approach for achieving anonymity is to eliminate data that have ‘identifying power’, i.e. a degree of 
the ‘ability’ to lead to an identity, and are thus able to aid (re -)identifying individuals in data (Ohm, 
2010, p.1742). However, the underlying problem is that all data that relate to individuals have 
different degrees of identifying power and never none. For example, if it is known in a police 
investigation that the suspect has grey hair, this would arguably represent relatively low identifying 
power but could still help ‘singling out’ the criminal among possible individuals, even if not finally 
leading to unique identification. Likely of higher identifying power in the same context would be a 
photo of a car’s number plate used during a crime. Empirically, identifying power was illustrated by 
Sweeney (2000), who found that 87 percent of US-Americans can be uniquely identified utilising a 
combination of ZIP code, birth date with year, and sex. In essence, all data relating to individuals (as 
well as the combination of such) lead more or less close to a single person. 

In a current world in which data about individuals is more and more relied on, attention to details 
necessary in the process of anonymisation is further entrenched by an increasing velocity of data. 
Data is disseminated between different contexts (Nissenbaum, 2011) and is at least partly aggregated 
and (re-)combined. In effect, data with different degrees of identifying power are merged and can 
potentially (including accidentally) result in new uniquely identified persons within datasets (Ohm, 
2010). Even if a dataset happens to be anonymous in a given context and with the respectively 
available data, determining whether it is still anonymous or then (partly) identifiable in other contexts 
depends on the respectively available information that could be used to aggregate/(re-)combine the 
original data with (Solove, 2013, p.1891; Ohm, 2010). For example, considering the case of web 
browser fingerprinting for targeted advertising, it is simple to imagine an individual that was 
identified using a unique ‘web browser configuration’ in an online shop to be re-identified within a 
supposedly anonymised dataset by finding the exact same web browser configuration, even though 
all more or less ‘classical’ personal information such as name and email might have b een omitted as 
described above. The robustness of anonymisation is thus finally dependent on the (remaining) 
identifying power among data in a given context, as well as on the identifying power of data that 
could aid re-identification in other possible contexts. 

 

2.3. Canvas, LA, and dataveillance in HE 

LMSs are heavily relied on by HEIs around the world for moving educational processes online. Such 
processes include the provision of learning materials, interconnectivity among participants, or 
examining and grading. Canvas is today the most widely deployed LMS in North American HE 
sectors, having rapidly gained market share after its launch (Menard, 2021). The LMS Canvas is 
developed and distributed by the company Instructure, based in the USA, founded in 2008, and since 
the acquisition in 2020 a subsidiary to the private equity company Thoma Bravo (Thoma Bravo, 
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2020). Expanding into other global markets like Europe since 2013 (Hill, 2017), the current 
dominance on the LMS market cannot be fully understood without the increase in cloud computing 
and the greater move off-premises that HEIs are engaged in around the world for over a decade (Alier 
et al., 2020). One aspect of cloud computing in HE is the provision of digital technologies in terms 
of (leased) Software-as-a-Service, which is hosted off-premises in globally connected data centres. 
The provision of Canvas as Software-as-a-Service is an important factor for Instructure’s rapid 
expansion, as HEIs e.g. do not need IT staff for deploying the LMS on premises and save the initial 
costs of buying a system (ibid.). Within this overall trend, Instructure relies on Amazon Web 
Services, hosting Canvas worldwide for accessibility by HEIs (Marachi and Quill, 2020). The 
deployment of Canvas through cloud computing thus allows HEIs to utilise the system with relatively 
few own capacities and expertise. However, with the use of Canvas as Software -as-a-Service, HEIs 
also lose control and sovereignty over both data and metadata of educational stakeholders interacting 
with the LMS (cf. ibid.; Alier et al., 2020). 

Among students and teachers as the main users of the system, other educational stakeholders around 
Canvas at HEIs include IT staff like developers, system administrators, and managers. In Canvas, the 
respective staff usually hold user accounts with different roles (i.e. user account types) that define 
certain parameters, such as access to courses, functions or data. By default, Canvas includes the user 
roles ‘Admins’, ‘Instructors’, and ‘Students’, addition to seemingly  less common ‘Designers’, 
‘Teaching Assistants’, as well as ‘Observers’ (Instructure, n.d.d). In addition to these roles, HEIs can 
create customised user roles according to their specific needs (ibid.). On a functional level, Canvas 
contains various so-called ‘features’ that subdivide the LMS into different building blocks, such as 
‘Assignments’, ‘Pages’, ‘Chat’, ‘Groups’, ‘Quizzes’, or ‘Analytics’ (Instructure, n.d.a). Users with 
respective permissions can utilise these features, e.g. teachers for structur ing courses or for gaining 
insights on user interactions. It appears, however, that the bulk of engagement with Canvas often 
remains to be rather ‘basic’ categories of online educational activities that, especially during the 
COVID-19 pandemic, aim to most importantly replicate the offline education experience. Still, 
connecting to the latter Canvas feature ‘Analytics’ and going beyond the digital replication of offline 
education, evidence of interest in improving education through LA capabilities in and around LMSs 
seems to increasingly appear not only in scholarly literature but also in everyday life at HEIs.  

‘Analytics’, the Canvas feature, is only one in a range of functions connected to LA in Canvas. The 
provision of these LA functions requires the deep embeddedness of dataveillance into the LMS in 
order to amass the wealth of necessary data (cf. Munguia et al., 2020, Allens et al., 2020). Canvas 
usually closely monitors users as they move through the system and interact with it in various ways. 
While Instructure’s privacy policy states that collected data on users in Canvas generally includes 
aspects such as utilised web browser, IP address, searched and viewed information in Canvas, and 
‘other places visited before coming on the site’ (Allens et al., 2020, p.8), at least parts of these data 
are included in LA functions accessible to HEIs. The monitoring of user activities combined with the 
global dissemination of Canvas resulted in Instructure’s former CEO describing ongoing operations 
at an investor conference as follows: 

We already have analytical capabilities in our Canvas platform. I want to be really 

clear and delineate the difference between an analytics and reporting capability, 

and a machine learning and AI platform. 

[…] 

We have the most comprehensive database on the educational experience in the 

globe. So given that information that we have, no one else has those data assets at 

their fingertips to be able to develop those algorithms and predictive models. (Hill, 

2019, n.p.) 

Through the fine-grained user monitoring within and partly beyond Canvas, Instructure can utilise 
large datasets for the creation of algorithms and predictive models (ibid.). While Instructure’s 
business model includes information-intensive services such as career advice (ibid.), Allens et al. 
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(2020) describe that respective services are likely based on algorithms and predictive models derived 
partly from data collected globally in Canvas instances of HEIs.  

HEIs that decide to introduce Canvas can make use of LA through default, pre-installed functions in 
Canvas. These standard functions are henceforth considered ‘onboard LA’. Still, HEIs can decide 
whether to activate or deactivate functions of onboard LA in the system’s settings (Instructure, n.d.c). 
To gain further understanding of the technical details of onboard LA and respective dataveillance in 
Canvas, and to build a basis for engagement with perceptions of informational privacy in the LMS, 
it is helpful to closer consider what is included in onboard LA. 

When referring to onboard LA, specifically considered are (1) data usually accessible through a range 
of functions in Canvas’ graphical user interface (GUI; cf. Duin and Tham, 2020; Instructure, n.d.c), 
as well as (2) data made available to certain users beyond the regular GUI through application 
programming interfaces (APIs; cf. Munguia et al., 2020; Instructure, n.d.b). Differen t authors have 
engaged in descriptions of these LA-related functions and the respective data in Canvas before. Still, 
the LMS is being further developed and thus experiences changes over time both in its architecture 
and in ways of processing and reporting data. It appears that, so far, a ‘complete’ and importantly 
detail-elaborating account of all LA functions and respectively processed data in Canvas has not yet 
been compiled as part of scholarly work or otherwise. HEIs’ Canvas instances contain a wide ra nge 
of data from the dataveillance of user interactions in the LMS (cf. Munguia et al., 2020), but due to 
the inherent complexity of compiling all flows of personal information as part of onboard LA, this 
thesis does not either provide a full account of it. Instead, important components of Canvas’ onboard 
LA are exemplified. 

Individual access to onboard LA in the GUI of Canvas depends on access privileges and usually 
includes three, system-wide levels, one level facing student accounts, one facing instructor accounts, 
and one facing administrator accounts (cf. Duin and Tham, 2020). The amount of data accessible to 
respective user accounts increases from the former to the latter. Students can access a page 
concerning their personal grades and scores in a given course (ibid.). Instructors have access to LA 
on a course-level, which mainly includes four sections about (1) students’ page views and 
participation, (2) students’ assignment submissions (on time/late/missing), (3) statistics on the grade 
distribution, and (4) individual student activity, including page views, participation, assignments, as 
well as current score in the course (ibid.; Instructure, n.d.c). Administrators, lastly, also have access 
to course-level LA as well as account-level LA, which makes available a range of statistics on the 
institutional Canvas instance, and e.g. allows for viewing a history of all pages a certain user has 
accessed within Canvas (ibid.; Duin and Tham, 2020). As Instructure highlights, ‘[a]ccount admins 
can see the analytics for the entire account to track and analyze what students, teachers, observers, 
and/or designers are doing within the account’ (Instructure, n.d.c, n.p.).  

Beyond onboard LA accessible in the GUI of Canvas, further detailed data stored in the LMS are 
made available through APIs. Canvas’ REST API endpoints, for instance, provide user -specific 
access to LA-related data (e.g. for a given course), and return data compilations corresponding to the 
individual access privileges of a given user who initiates the request (Munguia et al., 2020). One 
example is the ‘page_views API endpoint’ that allows for the examination of a continuously tracked 
history of users’ page views in the LMS (Munguia et al., 2020, p.3). The ‘Canvas Data API’, on the 
other hand, allows users who were issued a high-level token by the institutional ‘Canvas Data 
Administrator’ to download tables including institution-wide data on all courses and users 
(Instructure, n.d.b; Munguia et al., 2020). Summarising the structure and magnitude of ‘Canvas 
Data’, which is the data structure accessed through the above APIs, the latter authors also note that 
fine-grained clickstream data on user activity can be gained from Canvas Data:  

Canvas Data consists of 105 fact and dimension tables in a star schema developed 

and occasionally added to by Instructure (parent company), alongside the so-

called requests table, which is generated from Canvas log files and, after some 

interpretation, can be used to extract user clickstream data. Non-aggregated, 

individual actions linked to courses can only be obtained through interpreting 
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clickstream data, for which the requests table is a key resource. Due to the absence 

of aggregation the requests table is the largest by far (Taylor & Munguia, 2018). 

Since the gradual introduction of Canvas in this university in 2016, this table is 

now 2 TB in size, with almost 2.5 billion rows, and is currently growing at a rate 

of 15 million rows per business day during the semester. (Munguia et al., 2020, 

p.3) 

The wealth of data collected about individuals in Canvas as part of dataveillance makes it difficult 
to assess the kinds of personal information that could possibly be derived from them. However, 
considering the existing information on dataveillance presented above, at least some of the personal 
information processed in Canvas can be considered sensitive and likely problematic. Clickstream 
data, for example, represents a detailed activity profile and allows the ones with access to them to 
‘learn how we respond to what we hear and see’  (Solove, 2005, p.24). Canvas hence provides HEIs 
and various individuals with access to data about potentially intimate aspects of LMS users’ lives. In 
terms of informational privacy, the above-described dataveillance as part of ‘onboard LA’ in Canvas 
manifests potential challenges. 
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3. Previous research 

This chapter is divided into three subchapters that together aim at mapping relevant knowledge from 
research concerning informational privacy and perceptions of the same in LMSs and LA in HE. More 
precisely, the focus lies on knowledge about key challenges of e.g. institutional transparency, 
consent, as well as institutional (data) sovereignty identified in scholarly literature, which, in turn, 
inform the approach of this thesis. First, in chapter 3.1, I refer to current issues that are among the 
foci of academic work regarding informational privacy in LMSs and LA in HE. In chapter 3.2, I then 
consider perceptions of informational privacy in LMSs and LA in HE along the dichotomy between 
students and other educational stakeholders. Due to the diversity of perceptions and contexts, 
previous insights into students’ perceptions are thereby grouped into categories concerning 
‘awareness and institutional transparency‘, ‘consent’, ‘anonymisation or de -identification’, and ‘data 
sovereignty and third party processing’. The last subchapter pertains specifically to informational 
privacy in Canvas and how educational stakeholders perceive this aspect.  

 

3.1. Informational privacy in LMSs and LA in HE 

The consideration of informational privacy as an important aspect of LMSs and LA has not resulted 
in much research compared to the widespread hype in the rest of the relatively young field of LA (cf. 
Slade and Prinsloo, 2013). Informational privacy is often referred to as an important aspect in the 
utilisation of both LMSs and LA at HEIs. However, informational privacy poses many challenges for 
current developments and is sometimes described as standing in conflict with LA (Rubel and Jones, 
2016). Much of the data used in LA originates in LMSs (cf. Jones, 2019), and LA is thereby arguably 
practiced with the intention to improve overall educational outcomes. However, the aim of improving 
learning based on dataveillance and the possibility of impeding informational privacy presents a 
dilemma with many facets and consequences that attracts increasing academic scrutiny (Rubel and 
Jones, 2016; Jones, 2019; Prinsloo and Slade, 2016). Still, as will become apparent throughout this 
chapter, scholarly attention for such issues in HE has only increased in recent years and is still much 
underrepresented among studies into LMSs and LA. 

While it could be argued that many contemporary issues around personal information in LMSs and 
LA are partly due to HE’s historically paternalistic justifications for  refraining from the promotion 
of informed consent in and outside of undergraduate classrooms (e.g. Connelly, 2000), it is widely 
recognised in previous research that current privacy issues stand in contrast to otherwise common 
ethical practices of HE—e.g. informed consent and voluntary participation in research projects. The 
list of challenges for informational privacy in LA and LMSs covered in previous research includes 
topics such as informed consent, transparency and connected awareness, as well as data  governance 
structures (Slade and Prinsloo, 2013; Rubel and Jones, 2016; Jones, 2019). However, there are also 
issues that reach further into technical dimensions that are today often external to HEIs. Examples 
for these are anonymisation (Gursoy et al., 2016) as well as external, third-party data processing that 
usually occurs off-premises (Slade and Prinsloo, 2013; Drachsler and Greller, 2016). These issues 
affecting informational privacy of LMS users are often highly interdependent, change in nature as 
perceptions and demands of privacy change according to context, and need to be considered a flexible 
nexus-like aggregation of socio-technical challenges with many possible pitfalls rather than a 
collection of solitary elements in a universal list of best practices. In the words of Gursoy et al. (2016, 
p.13), ‘[a] learning institution’s enforcement of students’ privacy means very little if the students 
themselves are not aware of their privacy’. As Jones, Rubel and LeClere (2019) argue, however, 
students’ possible ignorance or promiscuity does not free HEIs from their fiduciary responsibility to 
pursue limited use of personal information that is aligned with and aims at supporting the privacy 
and interests of students. Earlier influential studies appear to partly include urging tendencies, stating 
e.g. ‘that higher education institutions cannot afford to not use learning analytics’ (Slade and 
Prinsloo, 2013, p.1521). However, more recent discourse seems to be characterised by a stronger 
unity around arguments reflecting the importance of considering possible detrimental effects of LA. 
For instance, Rubel and Jones (2016) stress risks to individual autonomy that the very system of HE 
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is (arguably) grounded in. Prinsloo and Slade (2015, p.159) emphasise that ‘[HE Is] cannot afford a 
simple paternalistic approach to student data’, and Drachsler and Greller (2016, p.97) highlight HEIs’ 
‘need to get better in distinguishing themselves from commercial profit -oriented enterprises and 
advertise their mission of care and support for individuals to revive trust in the system’.  

Most scholars approach solutions to the above-noted issues of informational privacy in LMSs and 
LA from an ethical perspective (Drachsler and Greller, 2016; Rubel and Jones, 2016; Jones, 2019). 
Aimed at research, policy-making, and institutional management, Drachsler and Greller (2016) 
conclude a checklist named ‘DELICATE’, which summarises eight points as a means for establishing 
a trusted form of LA. DELICATE thereby refers to issues associated with the reasons for applying 
LA ((D)etermination), openness about intentions and objectives ((E)xplain), reasons for being 
allowed to have certain data ((L)egitimate), involvement of all stakeholders ((I)nvolve), establish 
consent-based contractual agreements with data subjects ((C)onsent), avoid retrievability of 
individuals within data ((A)nonymise), privacy-preserving technical procedures ((T)echnical), and 
enforce guidelines for collaborating third parties ((E)xternal).  

Rubel and Jones (2016, p.149) argue for the importance of addressing privacy and LA through five 
questions to assess whether (a certain deployment of) LA is ‘morally permissible’. Answering these 
questions, the authors stress the need for (1) the provision of controls in LA systems to make pr ivate 
data accessible in a differential way (instead of all-encompassing), and (2) the must for institutional 
data collection to be justified by specific criteria instead of insufficiently claiming relevance. Further, 
they highlight (3) the need for fully accounting both benefits and burdens among students as well as 
between them and institutions, since the distribution of perceived/actual positive consequences of 
LA for students may not be equal, and since the burden of privacy-invasion may thus create relatively 
more/less harm. Moreover, (4) student awareness should be created, and reasonable choices provided 
concerning processing their information, even though institutions are not legally obliged to allow 
students to control their own privacy. Rubel and Jones (2016) finally conclude that (5) LA may be 
detrimental to student privacy, which, in turn, negatively affects student autonomy that is connected 
with various important values that (the existence of) HE is underwritten by.  

A different approach to the above-noted studies is presented by Hoel and Chen (2018, p.1), who 
problematise that consent mechanisms have a limited effect due to being weighed up with legitimate 
interests as well as contract of organisations, and further since the inherent diversity of  legal settings 
around the world makes it difficult to achieve a ‘universal acclaim of safeguarding the learner’. In 
contrast, they ask whether it might be easier to derive consensus for privacy and data protection in 
LA from educational values, and offer a pedagogical perspective (including three pedagogical 
principles) to current issues of privacy and LA. These principles are formulated as follows: 

1. Privacy and data protection in LA are achieved by negotiating data sharing with 

each student. 

2. Openness and transparency are essential and should be an integral part of 

institutional policies. How the educational institution will use data and act upon 

the insights of analysis should be clarified in close dialogue with the students.  

3. Big data will impact all society. Therefore, in negotiating privacy and data 

protection measures with students schools and universities should use this 

opportunity to strengthen their personal data literacies. (Hoel and Chen, 2018, 

p.12) 

 

3.2. Perceptions of Informational privacy in LMSs and LA in HE 

Closely related previous research to this thesis on perceptions of informational privacy in LMSs in 
HE mostly originated from the field of LA, and usually engaged in surveys, interviews, and/or focus 
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groups on various educational stakeholders’ perceptions regarding privacy principles and the 
conditions of utilising data around LA (e.g. Pontual Falcão et al., 2020; Roberts et al., 2016; 
Ifenthaler and Schumacher, 2016; Tsai, Whitelock-Wainwright, and Gasevic, 2020; Tsai et al., 2020; 
Whitelock-Wainwright et al., 2021; Sun et al., 2019; Slade and Prinsloo, 2014; Ivanovic et al., 2013). 
Furthermore, in recent years, a hype around LA and respectively capable LMSs in HE led many 
scholars above into focussing research efforts on investigating perceptions of students. One 
widespread reason for this is very limited involvement of students in decision-making processes 
around the introduction of LMSs and LA. A surprising aspect is that considerations of the possibility 
of (temporarily) halting data collection that reaches beyond institutionally necessary categories (e.g. 
name, social security number, or email) appears to be virtually non-existent, both among perceptions 
of educational stakeholders as well as authoring scholars.  However, while publications on students’ 
perspectives are still limited today, studies on perceptions of other educational stakeholders at HEIs 
remain very rare in the ambit of this research (e.g. teachers in Ivanovic et al., 2013; instructors and 
teaching assistants in Pontual Falcão et al., 2020; senior managers in Tsai et al., 2020 and Sun et al., 
2019; academic staff in Howell et al., 2017; cf. Braunack-Mayer et al., 2020, p.798). To the best of 
my knowledge, there are no previous publications engaging directly with or containing information 
about perceptions of informational privacy in LMSs and LA in Swedish HE. In the following, 
previous research regarding students’ perceptions is considered first, followed by the ones 
investigating perceptions of other educational stakeholders. 

 

3.2.1. Students’ perceptions of informational privacy in LMSs and LA in 
HE 

For this thesis, the expressions of students in HE traced in this subchapter are invaluable and have 
much affected the research process, e.g. through informing parts of the section ‘LMS and institutional 
data governance’ in the interview guide (Appendix  C). Students in previous studies have pointed to 
several important challenges that can guide further research into the perceptions of informational 
privacy in LMS and LA. This is especially the case for studying informational privacy perceptions 
of educational stakeholders that are not students, since students inform research about their 
perspective on ‘appropriate flows of personal information’ (Nissenbaum, 2011 , p.45). In other words, 
students’ statements are important for this research project because they present insights on the 
necessary antithesis for negotiations of appropriate flows of personal information.  

Awareness and institutional transparency 

Students’ perceptions of informational privacy in LMSs and LA reported in previous research are 
diverse and nuanced in nature. Among common themes regarding student perceptions in previous 
studies are the widespread issue of a lack of institutional transparency (Slade and Prinsloo, 2014; 
Slade, Prinsloo and Khalil, 2019), as well as little or missing awareness that students have about 
HEIs’ and possibly also third parties’ ways of handling data around LMSs and LA (e.g. Roberts et 
al., 2016; Slade, Prinsloo and Khalil, 2019; Jones et al., 2020). Often precondition and consequence 
of a lack of awareness of students is the lack of their involvement regarding the adoption of such 
systems at HEIs. The publications above thus outline a widespread situation in which missin g 
institutional transparency and student awareness stand in contrast to students that generally want to 
know what happens to their data (Sun et al., 2019; Drachsler and Greller, 2012). In the case of Slade 
and Prinsloo (2014), for instance, students stressed the need for generally clear descriptions of e.g. 
the purpose for data collection, what data will (not) be used for, who will have access, how long it 
will be stored, and how it will be deleted. A study by Whitelock-Wainwright et al. (2021) only 
recently concluded that all investigated ethical and privacy aspects of LA services are highly expected 
among the study’s population of students. 

The desire to be informed as well as to have their expectations met indicates that students are not 
indifferent about (expressing perceptions of) their informational privacy and reveal nuanced 
perceptions corresponding to e.g. their background and the kinds of information accessible for them. 
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The prevalence of the above noted challenges is an important indicator for this  thesis, because 
especially previous findings from European students provide reference frames for the investigation 
and comparison of staff’s perceptions of informational privacy.  

It becomes apparent from previous research that both institutional transparency and student 
awareness are critical determinants of students’ perceived acceptability of informational privacy. For 
instance, after providing student participants with information about possible LA scenarios, Slade, 
Prinsloo and Khalil (2019) report drastic decreases in the initial perceived acceptability of collecting 
data for the purpose of improving a service. Transparency, awareness, and involvement affect and 
are affected by perceptions of informational privacy, and thus refine (perceptions of) info rmational 
privacy through information and possible negotiations of the ways in which personal information are 
handled. However, e.g. unquestioned power and information asymmetries seem to currently inhibit 
such mechanisms of negotiation among most actors and especially users around LMSs and LA in 
many HEIs. In contrast to this, the following common themes among previous studies mainly 
manifest themselves as recurring preconditions of perceived (un)acceptability of the ways in which 
personal information are handled in LMSs and LA. 

Consent 

Following findings on the importance of awareness and institutional transparency, possibly the most 
frequent theme among perceptions of informational privacy in LMSs and LA is (informed) consent. 
Consent is mostly referred to as a precondition determining perceived informational privacy in and 
thus acceptability of certain ways of handling personal information in LMSs and LA. Several studies 
have previously shown that students perceive it as important that HEIs obtain consent  before utilising 
personal information in LMSs and LA (Slade and Prinsloo, 2014; Roberts et al., 2016; Slade, Prinsloo 
and Khalil, 2019; Tsai, Whitelock-Wainwright and Gasevic, 2020).  

Accounts about the importance or necessity of consent, however, include considerable differences, 
e.g. concerning categories of data or purposes of using these. For instance, the survey of Tsai, 
Whitelock-Wainwright and Gasevic’s (2020) study found that students have a desire for the HEI to 
obtain consent before all consent-scenarios investigated in the study: alternative purposes for data 
usage, usage of identifiable data (e.g. ethnicity and age), third party data outsourcing, and collection 
and utilisation of educational data (e.g. LMS logins and grades). It should be noted,  however, that 
‘educational’ and ‘identifiable data’ are not mutually exclusive and thus potentially problematic for 
participants’ perceptions and their analysis (see further below). Also, in a study by Slade, Prinsloo 
and Khalil (2019), 72 % of students found it ‘very important’ not to be followed during online 
activities without providing consent for it. Furthermore, students in Roberts et al.’s (2016) study 
problematised the nature of enrolment documents/contracts, and that HEIs could obtain consent for 
LA from such documents. In contrast to this, students in the studies by Pontual Falcão et  al. (2020) 
and Ivanovic et al. (2013) mentioned no and few concerns/perceived risks, respectively, regarding 
personal information in LMSs and LA as well as possibly missing informed consent. In the former 
study, participating students are described to be from an area in Brazil with limited access to quality 
education and suffering from poverty. The students perceived LA and the data utilised as not 
exceedingly sensitive and considered consent for LA to be implicitly given through their enrolment. 
It appears here that national contexts, discourses and e.g. different legal systems determine 
perceptions of (preconditions for) informational privacy. Students in a German study, on the other 
hand, were unwilling to disclose any personal information and specifically ‘data trails of their online 
behaviour’ to LA systems (Ifenthaler and Schumacher, 2016, p.933). Finally, students in a US -
American study stated not to have ‘fully consider[ed] their privacy as students because they signalled 
that the opportunity never presented itself’ (Jones et al., 2020, p.8).  

Anonymisation or de-identification 

A theme of less frequency, but similar to consent a partly perceived precondition for in formational 
privacy, is the anonymisation or de-identification of data. In the case of Pontual Falcão et al. (2020), 
students indicated that even though they were not concerned about institutional data usage for LA, 
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they expected the HEI to keep them anonymous. Concerning data-based improvements of a learning 
environment, students in another study perceived it as legitimate as long as students are not identified 
as individuals during the processing of their data (Tsai, Whitelock-Wainwright and Gasevic, 2020). 

Data sovereignty and third-party processing 

Compared to the rather self-contained themes above, another theme pertains to the topic of data 
sovereignty and third-party processing. First, previous studies have found that students mostly have 
a desire for HEIs to keep data about them secure (Tsai, Whitelock-Wainwright and Gasevic, 2020; 
Whitelock-Wainwright et al., 2021). Second, and closely interlinked with data sovereignty and forms 
of control (e.g. consent), students have been found to partly be (very) uncomfortable about various 
ways in which third parties could participate in handling personal information in LMSs and LA (Slade 
and Prinsloo, 2014; Slade, Prinsloo and Khalil, 2019; Tsai, Whitelock-Wainwright and Gasevic, 
2020). In the former study, students stressed the importance of addressing any of students’ possible 
concerns regarding data sharing with or data processing by third parties. Slade, Prinsloo and Khalil 
(2019) report that a majority of 83 % found sharing personal information with third parties 
unacceptable, and 43 % found it unacceptable even if data would be anonymised. This reluctance 
towards processing by third parties appears to relate to other expressions from the same study. For 
instance, while 79 % were comfortable with the HEI collecting personal information for enhancing 
effectiveness of HEIs’ services and support for learners, they mostly expected forms of control in 
exchange. 69 % of students expressed the perception of it being ‘very important’ to be able to control 
who can access their data, and 67 % found it ‘very important’ to have control over what categories 
of data are collected about them. In the focus groups of Tsai, Whitelock-Wainwright and Gasevic 
(2020), students stated to be very uncomfortable with third parties partic ipating in the processing of 
their data. Reasons for this included lacking trust and that the university would lose control of the 
data. Interestingly, though, third party processing of data for ‘facilitating educational services or 
employment’ was perceived as legitimate. 

Beside the above themes traceable in previous research, there is a problematic point that relates to 
(perceptions of) the concept ‘educational data’ utilised e.g. in recent studies (Tsai, Whitelock -
Wainwright and Gasevic, 2020; Whitelock-Wainwright et al., 2021). In some cases, the concept 
‘educational data’ becomes unreasonable for purposes of analysis if deployed in combination with 
other concepts such as ‘personal’, ‘identifiable’, or ‘sensitive data’. ‘Educational data’ often contains 
data that relates to individuals, especially in a suggested example of LMS login data (Tsai, 
Whitelock-Wainwright and Gasevic, 2020, p.6). Patterns of LMS logins could possibly be utilised to 
aid identification of individuals, making such data identifiable. The distinction between e.g. 
‘educational’ and ‘identifiable data’ thus not only hinders clear analysis but rhetorically suggests a 
mutual exclusiveness which is problematic both for study participants’ understanding of concepts 
around data, as well as for readers of respective publications. To show this in an exemplary way, e.g. 
the latter study’s survey finding that ‘[… students] differentiated academic data from personal and 
sensitive data– the collection of the former should be compulsory while the la tter should not’ (Tsai, 
Whitelock-Wainwright and Gasevic, 2020, p.6) illustrates the problematic nature of the distinction. 
Do students express that LMS logins should be collected compulsively because they perceive LMS 
logins as educational data (not ‘identifiable’, as appears to be suggested in the study), or that they 
should not be collected compulsively since they are already aware that patterns in educational data 
can make these identifiable (and thus personal) information? If students share the former 
understanding, the distinction is misleading them. If they share the latter understanding, connected 
findings of the study are nullified. The consequence is unclear and the distinction between 
‘educational’ and ‘identifiable data’ unusable for purposes of understanding perceived acceptability 
of various kinds of data collection. The example of a differentiation between ‘educational data’ from 
‘personal’, ‘identifiable’ or ‘sensitive data‘ is problematic in that it blurs the analysis through two 
categories that are not mutually exclusive. Using a combination of two respective concepts could 
foster perceptions of educational data being (by definition) not identifiable. For perceptions of 
informational privacy in educational contexts, this is problematic.  

Aggregating the before-mentioned findings from previous research on students’ perceptions of 
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informational privacy in LMSs and LA in HE, it appears evident that students in HE are widely 
experiencing a lack of awareness and institutional transparency, as well as a desire to be provided 
with forms of security for and control over their personal information, e.g. institutional data 
sovereignty and consent. Additionally, the problem of the distinction between ‘educational’ and 
‘identifiable data’ above shows the need to carefully tailor provided information about the ways in 
which personal information are handled at HEIs, to foster awareness instead of ambiguity. 

 

3.2.2. Staff’s perceptions of informational privacy in LMSs and LA in HE 

Compared to the small number of studies investigating students’ perceptions, even less research has 
so far been dedicated to staff’s perceptions of informational privacy in HE’s LMSs and LA (e.g. 
Ivanovic et al., 2013; Pontual Falcão et al., 2020; Tsai et al., 2020; Drachsler and Greller, 201 6; 
Howell et al., 2017). Just as above, previous findings are diverse. Theoretically, findings could 
overall be situated on a continuum of general perceptions of informational privacy between not being 
concerned at all (Ivanovic et al., 2013) and having serious concerns, including risk for political 
persecution (Pontual Falcão et al., 2020). 

In the study by Ivanovic et al. (2013), conducted at HEIs in Serbia and Slovenia, the authors described 
that teachers are not at all concerned about privacy in the LMS. This satisfaction is described to have 
included both the privacy experienced by students as well as themselves.  

Surprisingly, in comparison to Brazilian students in the same study perceiving data as not exceedingly 
sensitive, teachers and their assistants had greater concerns regarding informational privacy of users 
(Pontual Falcão et al., 2020). Teachers perceived the risk of intruding learning routines of students 
excessively, and that the LMS allows an excess of control over students and thus presents t he 
potential for discomforting students. The importance of enough private space for and never exposing 
students was also stressed by instructors. Discussing their own privacy, teachers referred to a 
common reluctance to supervision and evaluation, and this reluctance being traditionally a ‘strong 
cultural aspect’ in public HE of Brazil. Control mechanisms ‘invading’ instructors’ space and work 
were also mentioned as being a threat to their autonomy. Relating to such issues, teachers thus 
perceived it as important to set clear rules for the regulation of LA at HEIs. As part of such rules, the 
importance of informed consent was discussed, but teachers were unsure about the level of detail 
regarding information on data handled in the LMS. Teaching assistants also perceived far-reaching 
risks to the informational privacy of students and teaching staff and included the utilisation of data 
from LMSs for the purpose of political persecution. However, while expressing the importance of 
institutional regulation (through an ethics council) in line with teachers, the assistants believed that 
ethical risks are little if educational data are strictly used only for educational purposes. For proper 
usage of data in the LMS, they proposed restrictions in access privileges of different user profile 
categories (e.g. student/teacher). 

Investigating understandings and expectations of LA among researchers and educational practitioners 
(mostly from HE) through a survey distributed internationally and predominantly in the US, UK, and  
the Netherlands, Drachsler and Greller (2012) describe that 10.4 % of respondents expected no effects 
of LA on informational privacy. Privacy breaches and intrusion were noted as possible consequences 
of LA by a large share of participants. However, respondents ranked aspects of privacy as being of 
lesser importance for consideration. The study partly had a focus on anonymisation as an important 
leverage point for enabling the sharing of data from LMS and LA between institutions. This is also 
represented by participants mostly having high trust in anonymisation technologies. These 
respondents saw anonymisation as decreasing concerns regarding data sharing-induced privacy 
breaches. The authors thus describe that anonymisation is probably the most important enabler of 
inter-institutional data sharing, since 86.6 % of participants were willing to share data among 
institutions if anonymised. Intra-institutionally, however, sharing of data was often connected to the 
general ‘tenor’ of a ‘”need to know” rationale’, i.e. data access within one institution only if 
‘legitimately necessary’ (Drachsler and Greller, 2012, p.126). Finally, the authors state that data 
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ownership was rated to be highly important. 

In another international study investigating trends and barriers to LA among senior managers at 24 
HEIs in Europe, Tsai et al. (2020) conducted a survey and a range of interviews including aspects of 
informational privacy, among others. In the survey, the protection of privacy was stated to be 
‘critically important’ by many respondents for achieving the potential of LA. Concerning the 
interviews, the authors described respondents as very aware of LA-related consequences for ethics 
and privacy. Ethics and privacy-related aspects were the second-most frequently noted barriers to the 
adoption of LA. Interestingly, connected to the lacking involvement of students in the introduction 
of LMSs and LA in HE, senior managers considered the involvement of teachers and personal tutors 
much more often than students’ involvement (Tsai et al., 2020). 

Another relevant study was investigating academics’ perceptions at a large Australian university, 
facilitating focus groups with participants to understand the knowledge, attitudes, and concerns about 
LA (Howell et al., 2017). The study participants considered many aspects represented in previous 
research on students’ perceptions. One aspect emphasised by respondents was the importance of 
transparency. This was also represented by their perceived ‘lack of clarity’ regarding institutional 
use of student data. Academics were here in favour of involving both students and academics in the 
development of LA at HEIs. Specifically, the possibility of students not being fully aware regarding 
the processing of data for LA was expressed as problematic. Moving beyond awareness, the focus 
groups also brought students’ approval into question and discussed whether students agree with the 
way their data is used. This, in turn, included the critical consideration of providing opt-out 
possibilities without students being aware and ‘informed’ after ‘informed consent’, i.e. not knowing 
about the possibility to opt-out. However, informed consent was still regarded as important if using 
data for LA (Howell et al., 2017). 

 

3.3. Informational privacy in Canvas 

To zoom in to the LMS under study in this thesis, I want to consider some empirical and non -
empirical studies that investigated aspects of informational privacy specifically in Canvas (Allens et 
al., 2020; Duin and Tham, 2020; Marachi and Quill, 2020), or inquired perceptions around LA 
systems that make use of data originating in Canvas (Sun et al., 2019).  

Duin and Tham (2020) inquire contemporary developments around LA through a case study 
portraying the introduction and utilisation of Canvas at the Universi ty of Minnesota. The authors 
‘respond critically to the collection of data drawn from such use of these systems in on -campus and 
online teaching and from the potential surveillance of such use by university administrators’ (Duin 
and Tham, 2020, p.2). Investigating through their own usage of Canvas (e.g. teaching), they conclude 
a matrix of ethical concerns in design, application, as well as documentation of LA. An important 
aspect is that there is a potential for students’ information and status to be exposed beyond the kind 
of personnel that ‘need to know’. Another concern is that the data underlying predictive models 
concerning LMS page views as well as student engagement in forums are scrutinised as ‘inaccurate 
or imprecise’. Also, students are not granted the opportunity for questioning or correcting the kinds 
of information shown to them in the LMS interface ‘student view’. Further, the authors problematise 
that students are not aware of the collected data and how these inform the design of the curriculu m. 
In this case at the University of Minnesota, the students thereby do not have the ability to make use 
of opt-in or opt-out in terms of LA. The study also highlights how discrepancies in access to analytics 
between students, instructors, and administrators represent asymmetrical power relations in access to 
information about users. 

A study at San José State University in the United States investigated Canvas as a tool facilitating 
the ongoing datafication in HE, and the issues connected to the deployment of the LMS (Marachi and 
Quill, 2020). The authors stress that HEIs are today ‘ill-equipped’ for sufficiently safeguarding 
students’ and faculty’s personal data from being exploited through the LMS (Marachi and Quill, 
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2020, p.419). They state that it is possible to argue that Instructure is engaged in digital exploitation 
through large-scale data extraction in addition to the use of such data for analytics purposes across 
systems. Even though this thesis is not focussing on Instructure but on HEIs, an unders tanding of the 
structures into which Canvas user data is possibly fed is important, since flows of personal 
information are widely opaque. The authors describe that access of stakeholders such as 
administrators and/or data analysts to data about students and/or faculty is unclear. They also stress 
that most users are given the impression of their LMS data being protected from ‘outside use’ (as 
opposed to a teachers’ use in a given course), and that any accessibility by administrators or other 
possible stakeholders would exist beyond users’ knowledge/consent. In line with other previous 
studies, Marachi and Quill (2020) describe it as impossible for most users to refrain from using 
Canvas. They hereby lay emphasis on the need to improve awareness of institutional transparency 
(concerning for example LA, as well as ethical and legal protections). Acknowledging especially 
students’ vulnerability because of surveillance and, in turn, their central role in building awareness, 
the authors stress that further studies need to focus on assessing if data practices are fully disclosed 
to students. Finally, regarding infrastructure, the authors problematise that Canvas relies on hosting 
by Amazon Web Services. It is described that Instructure’s claims of the inherent IT security of 
Amazon Web Services should be considered unfounded due to severe security breaches/hacks in the 
past (Marachi and Quill, 2020). 

Another important North American study of Canvas was provided by Allens et al. (2020) at the 
University of Toronto that presents the initial findings of an ongoing research project, and which is 
important for this thesis because of its consideration of extensive data mining, far -reaching lack of 
transparency, consent, and risks of surveillance. Holding that ‘data mining poses a clear and present 
danger to faculty and students as well as to the public missions of the university’ (Allens et al., 2020, 
p.5), the authors are content with Marachi and Quill’s (2020) conclusion of HEIs today being ill -
equipped for protecting students and faculty from harvesting and exploitation of their data in Canvas. 
Transparency is stressed to not only lack in terms of the utilisation of data by Instructure, but, 
according to the authors’ and colleagues’ personal experiences, starts with lacking communication 
of data collection in Canvas and the kind of risks that users are facing through the usage of servers 
provided by Amazon Web Services (Allens et al., 2020). The utilisation of such servers is scrutinised 
as withholding forms of control over data that HEIs would normally have when self-hosting IT 
services on-premises. Another problematic aspect referred to is the ‘take-it-or-leave-it contract style’ 
of Canvas, which does not include the possibility for opting out of or informing oneself abou t data 
collection (Allens et al., 2020, p.12). In conclusion, considering that ‘technical’ choices of 
institutions have potential unintended consequences, the authors stress that software procurements 
concerning a wide range of stakeholders obliged to use resulting systems should be characterised by 
‘transparency, accountability, and collegiality’ (Allens et al., 2020, p.16). Further, they call for 
procurement processes that are transparent and in which choices and their alternatives are reviewable 
and discussable by stakeholder communities. The authors emphasise the consideration of software 
that is ‘non-profit and community-governed’ to avoid data mining and storage in ‘cloud’-based 
systems (Allens et al., 2020, p.16). Finally, the authors emphasise the need for collective discussion 
not only about technical features considered desirable, but also about so -called ‘control issues’ like 
user consent as well as ‘data extractivism’ turning social actions of learning and teaching into 
commercially exploitable algorithms. 

After all, the study possibly relating most closely to this thesis in terms of method and investigated 
case was presented by Sun et al. (2019). At the University of Michigan, USA, the authors investigated 
perceptions of students, developers, and student advisors regarding privacy and data ethics around 
an early warning system called Student Explorer (SE), which utilises data originating from Canvas. 
The study reported that all 20 of the interviewed students were unaware of the existence of SE (Sun  
et al., 2019, p.4). While most wished to be informed, nobody remembered that this was done. Some 
of the students were concerned about privacy, expressed the need for improved privacy protections, 
and made suggestions for improvement (opt-out, among others). Another recurring topic was students 
expressing that the data in SE is theirs, and that they should be able to access it. Most students also 
stated that they should be able to control data in SE. Among the student advisors, some were 
concerned about creating privacy issues for the students. Half of the advisors stated that it would be 



24 

fair to inform students within Canvas that their data is being processed (also in SE). Two of the eight 
advisors would grant students access to their own data in SE, and six did not mention it or hesitated 
since they did not know if students already have access. While most developers as well as student 
advisors considered it ‘more “complicated”’ than just giving students the possibility to opt -out, two 
of them considered the possibility for students to opt-out (Sun et al., 2019, p.9). Developers, on the 
other hand, are described as perceiving themselves to be ‘good stewards of the student data’ (Sun et 
al., 2019, p.10). However, developers are seeing consent and involvement of students not as their 
department and as necessitating greater discussions. Considerations of privacy concerns were low 
among developers. Half of the developers stated that problems of fully reflecting students’ 
performance could be tackled by increasing the detail of data collected on student activity. 

Finally, all studies in this chapter provided valuable information which affected many parts of the 
design of this research project. It becomes apparent from engaging with previous research that current 
activities around LMSs and LA at HEIs are widely disconnected from the interests of many 
educational stakeholders, especially users. It is often visible that institutions do not sufficiently 
facilitate discussion about digital technologies and their individual as well as institutional 
ramifications. Especially students’ perceptions sometimes indicate a drastic divide between 
perceived and actual utilisation of personal information and respectively possible levels of 
informational privacy at HEIs. In relation to this research project, the partly drastic divide further 
motivates the scarcely represented approach of engaging with staff’s perceptions to make sense of 
challenges for informational privacy which arise from dataveillance and perceptions themselves.  
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4. Theoretical framework 

In this chapter, I delineate the theoretical foundations of this thesis. I first delineate the use of 
Nissenbaum’s (2010) theory of privacy as contextual integrity through ‘appropriate flow of personal 
information’. Further, I introduce Lyon’s (2017; 2018a; 2018b) conceptualisation of surveillance 
culture as utilised in this thesis.  

 

4.1. Privacy as contextual integrity 

I utilise Nissenbaum’s (2010) theory of contextual integrity in this thesis. In essence, the theory 
entails that the protection of privacy is concerned with upholding appropriate flows of personal 
information that correspond to informational norms in respective social contexts. Hence, the 
characteristics of appropriate information flows vary between social contexts because of  different 
governing norms in these contexts. Scrutinising contemporary issues of privacy online, Nissenbaum 
(2011, p.45) observes a discrepancy between, on the one hand, deeply rooted contextual ‘expectations 
of right and wrong’ determining information flows in the offline world and, on the other hand, the 
widespread absence of such normative rules in social activities that happen online. In other words, 
while people in societies have historically developed different, complex, shared expectations and 
rules of how personal information ought to flow in certain contexts of life, contemporary issues of 
privacy indicate insufficiencies in the ‘transfer’ of these rules to online settings.  

As visible above, the two ‘fundamental building blocks of contextual integr ity’ are social contexts 
and context-relative informational norms (Nissenbaum, 2010, p.127). More specifically, Nissenbaum 
(2010, p.132) describes about the first building block that ‘[c]ontexts are structured social settings 
characterized by canonical activities, roles, relationships, power structures, norms (or rules), and 
internal values (goals, ends, purposes)’. In the context of LMSs in higher education, for instance, this 
could mean that a person in the role of a teacher engages in the activity of providing learning materials 
for a group of people in the role of students—all connected through various relationships and affected 
by power structures. A norm governing this context could be the adherence to certain schedules and 
time limits, and the transmission of knowledge would most likely be a possible value (purpose). 
Finally, norms tie together different roles and their respectively un-/acceptable behaviour by defining 
obligations, prerogatives, as well as privileges—corresponding to the internal values of the context 
(Nissenbaum, 2010). 

Among these norms existent in social contexts, context-relative informational norms are the second 
building block of contextual integrity and characterised by contexts, actors (information 
subjects/senders/recipients), attributes (types of information), as well as transmission principles as 
its four key parameters (Nissenbaum, 2010). For example, in the context of HE, students (information 
subjects and senders) could participate in a research project where gender, age, and other personal 
information (attributes) are received by researchers (recipients) that requested consent and allow for 
anonymity of participants (transmission principles). Further, informational norms consist of two 
types (norms of appropriateness and of flow/distribution), governing behaviour and what is perceived 
as appropriate (Nissenbaum, 2004, p.120). Notably, an interpretation of ‘injunctive norms’ describing 
behaviour as it ought to be—instead of what normal behaviour is—is adopted by Nissenbaum (2010, 
p.138). Firstly, informational norms of appropriateness define the kinds of information that are 
considered (not) allowable/expected/demanded to be revealed (Nissenbaum, 2004, p.120). In the 
context of LMSs in HE, students could e.g. expect their social security number in their LMS account 
profile not to be revealed to others that do not need to know. Secondly, informational norms of 
flow/distribution govern the movement of information among sender and possible receivers 
(Nissenbaum, 2004, p.122). In the example of LMSs in HE, an informational norm of flow could 
entail that students consider it allowable to reveal certain information to staff at HEIs, however, do 
not expect HEIs to reveal any of these information to other students or private companies. Finally, 

[c]ontextual integrity is defined in terms of informational norms: it is preserved 
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when informational norms are respected and violated when informational norms 

are breached. The framework of contextual integrity maintains that the 

indignation, protest, discomfit, and resistance to technology-based information 

systems and practices […] invariably can be traced to breaches of context -relative 

informational norms. Accordingly, contextual integrity is proposed as a 

benchmark for privacy. (Nissenbaum, 2010, p.140) 

The question that remains is then how the theory of contextual integrity can aid an assessment of 
informational norms and an attempt to determine whether these have been respected or violated. For 
this, Nissenbaum’s (2010, p.149) framework suggests four key parameters to conclude whether 
informational norms are violated by a certain practice or system: (1) ‘Establish the prevailing context’ 
(context), (2) ‘[e]stablish key actors’ (actors), (3) ‘ascertain what attributes are affected’ (attributes ), 
and (4) ‘establish changes in principles of transmission’ (transmission principles). The first parameter 
entails determining which context the novel practice or system under assessment is situated in. In the 
case of this thesis’ scope, the context is clearly HEIs in the (higher) educational context. Parameter 
two is a matter of determining whether the new practice or system brings about changes among the 
involved actors—the information subjects, senders, and recipients. Parameter three of the assessment 
is concerned with possible changes among attributes or types of information that are transmitted 
between the different actors. For example, this would include changes among categories of data that 
HEIs process in LMSs, such as relatively novel possibilities to use students’ fingerprints for various 
logins. The last parameter, four, is concerned with changes among the principles that govern 
information transmission between sender and receiver. An account of the transmission principles 
traditionally supported in educational contexts was recently provided by Zeide and Nissenbaum 
(2018): 

Traditionally, human educators and physical schools (1) kept student information 

confidential absent student/parent consent or school oversight and approval of 

recipients’ legitimate education interests; (2) ensured parents and eligible 

students could access and contest information in education records; and (3) only 

disclosed and used student information to further legitimate education interests. 

(p.285) 

For example, a change of these transmission principles could mean that HEIs choose to not anymore 
provide physical learning materials like books, but instead require students and staff to access 
materials through online services of private companies—likely resulting in the processing of certain 
personal information about respective individual usage and behaviour.  

Finally, from any possible determined changes among the four parameters in the framework of 
contextual integrity, a conclusion can be derived: 

Red flag. If the new practice generates changes in actors, attributes, or 

transmission principles, the practice is flagged as violating entrenched 

informational norms and constitutes a prima facie violation of contextual integrity. 

(Nissenbaum, 2010, p.150) 

In discussing perceptions of informational privacy in Canvas, this thesis attempts to determine 
whether the utilisation of the LMS is aligned with existing informational norms, or whether it violates 
them. In the following section, I introduce the second theoretical part of this thesis (surveillance 
cultures) and how these affect perceptions and practices concerning flows of personal information 
around Canvas. 

 

4.2. Surveillance cultures 

The second aspect of the theoretical backbone of this thesis is Lyon’s (2017; 2018a; 2018b) thoughts 
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on the concept of surveillance culture, which includes the analytical dichotomy between surveillance 
imaginaries and surveillance practices. Further, he notes that surveillance cultures share common 
features and, in connection to these, suggests a range of concepts for critical reflection.  

Elaborating on his conception of the term surveillance culture, Lyon (2018b, p.3) describes that 
‘[s]urveillance is now part of a way of life’. Further, he states that surveillance culture is characterised 
by different facets that vary in different contexts (e.g. regions), and that ‘[i]ts key feature is that 
people actively participate in an attempt to regulate their own surveillance and the surveillance of 
others’ (Lyon, 2017, p.824). This focus on engagement with surveillance is clarified in comparison 
to older concepts like the surveillance state and surveillance society, which rather tend to depict 
surveillance as a phenomenon external to the individual (Lyon, 2017, p.830). Surveillance subjects 
now have a more active role in various contexts, and negotiate, adopt, and modify various 
surveillance strategies regarding their own and others’ surveillance (ibid.). Lyon summar ises that 
surveillance ‘is now internalized and forms part of everyday reflections on how things are and of the 
repertoire of everyday practices’ (Lyon, 2017, p.825). 

The increasing engagement with surveillance, that Lyon (2017) describes as the key featu re of 
surveillance culture, is concerned with surveillance imaginaries and surveillance practices. The 
former are described as ‘patterns of perspectives, outlooks, or mentalités on surveillance’ (Lyon, 
2017, p.824), and are both ‘factual and normative—people know how things go, but it is never 
disconnected from a sense of how things ought to go’ (Lyon, 2017, p.836). Lyon (2017) connects this 
point to Nissenbaum’s (2010) theory of contextual integrity, and stresses that surveillance 
imaginaries are thus always dependent on the context in which surveillance is happening. These 
surveillance imaginaries of how it is perceived to be surveillance subject or agent determine 
surveillance practices. Surveillance practices of subjects and agents, in turn, ‘enable actual initiation, 
compliance, negotiation or resistance to occur’ (Lyon, 2018a, p.31). Finally, surveillance practices 
also carry and aid reproduction of surveillance imaginaries (Lyon, 2017b).  

Lyon (2018b) describes that even though a single surveillance culture does not exist, there are 
common features among surveillance cultures. Representing such features, Lyon (2018b) suggests a 
range of widely interconnected concepts that can serve as a framework for guiding research and 
stimulating critical reflection about surveillance cultures: ‘liquid surveillance’, ‘immersion’, 
‘performance’, ‘power relations’, ‘compliance’, and ‘normalisation’. In relation to this thesis’ aim, I 
discuss five of these concepts in the following. However, ‘performance’ is not further regarded in 
this thesis. ‘Performance’ as a concept for the analysis of students’ and staff’s engagement in 
surveillance cultures appears strongly affected by institutional choices (e.g. of digital technologies) 
and partly obliged participation (e.g. due to institutional exercise of official authority), and I regard 
the concept in the context of HE as too limited for that reason. 

‘Liquid surveillance’ as a concept is explanatory for surveillance becoming ever more difficult to 
grasp and pin down, increasingly fluid e.g. through the digital transmission of information (Lyon, 
2018b). The increasing interconnectedness of the world also enhances the possibilities for and 
fluidity of surveillance, e.g. as movements of data can become essentially untraceable. Two a spects 
that appear central for this thesis are highlighted by Lyon and Bauman (2013) as they delineate the 
tendencies of disconnection which liquid surveillance creates:  

Two major issues confront surveillance ethics here. One is the distressing tendency 

towards what Bauman calls “adiaphorization” in which systems and processes 

become split off from any consideration of morality. “It’s not my department” 

would be the quintessential bureaucratic response to queries about the rightness 

of an official assessment or judgement. The other is that surveillance streamlines 

the process of doing things at a distance, of separating a person from the 

consequences of an action. (p.13) 

Connecting to liquidity, the concept of ‘immersion’ describes people today as submerged in and 
swimming in a stream of surveillance without the possibility to escape (Lyon, 2018b). While liquidity 
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indicates the changing nature of surveillance and it being ever less fixed, immersion points to the 
increasing embeddedness of people in surveillance contexts. It could be argued, it appears, that the 
overall trend in which dataveillance succeeds various forms of surveillance is also captured in this 
concept. 

The concept of ‘power relations’ is introduced to regard how power manifests itself in surveillance 
cultures (Lyon, 2018b). I thereby adopt power as an interest-based concept in line with Lukes’ (1974, 
p.27) definition of power, where ‘[…] A exercises power over B when A affects B in a manner 
contrary to B’s interests’. Attendance to the conceptual issue whether an interest is somebody’s ‘real’ 
interest or not (Lukes, 1974, p.9) is in this thesis limited to consideration of individuals’ perceptions 
as e.g. described in previous research. 

Lyon (2018b) proposes the concept of ‘compliance’ to point analyses of surveillance cultures to the 
ways in which social factors are cultivating compliance. Many systems especially within social media 
and platform capitalism currently embed strategies and designs aiming at the cultivation of 
compliance among users through fostering addiction and shaping behaviours (Lyon, 2018b). ‘[T]he 
relative dearth of meaningful oversight and regulation—even in the European Union—means that 
compliance is all-too-easy’ (Lyon, 2018b, p.8). However, the way in which the concept of compliance 
is utilised in this thesis is characterised by a wider perspective, differing slightly from Lyon’s (2018b) 
ideas. The perspective offered to this thesis by the concept ‘compliance’ thereby foregrounds 
institutional aspects that further compliance among users. Compliance with surveillance practices 
appear to be less of an aim at HEIs, but rather tends to be a normalised and taken-for-granted by-
product in the utilisation of digital technologies in HE. In line with this, this study does not argue 
that HEIs aim at fostering addiction to digital technologies. Instead, users at HEIs are often obliged 
to utilise certain digital technologies if wanting to participate in HE. The lack of choice among 
individuals’ interactions with digital technologies at HEIs appears to be an important aspect for the 
cultivation of compliance in HE and beyond. This thesis’ focus concerning compliance in 
surveillance cultures thus lies on the seemingly more relevant institutional settings fostering 
compliance among users, instead of on persuasive aspects and designs of digital technologies 
increasing compliance. 

The last concept that Lyon (2018b) suggests for a framework for studying surveillance culture is 
‘normalisation’. Noting that normalisation appears to foster ‘compliance’ (Lyon, 2017), Lyon 
(2018b, p.8) states that ‘the question of how today’s novelty becomes tomorrow’s normal is another 
process requiring special attention’. The phenomenon that new technological products tend to be 
increasingly taken for granted during their existence (Lyon, 2018b) is a critical aspect of surveillance 
cultures, since (potentially hidden) technological affordances such as surveillance capabilities also 
tend to be taken for granted. The result is a culture in which engagement with, negotia tion, and 
contestation of respective technologies and their characteristics are increasingly diminished.  

 

4.3. Remarks 

This thesis contains two theoretical backbones, because Lyon’s (2018b) suggested concepts of 
surveillance cultures add to the discussion how surveillance cultures affect surveillance practices 
around Canvas at HEIs—surveillance practices that present parts of the challenges to informational 
privacy underlying this thesis. Also, and perhaps more importantly, Lyon’s (2018b) ideas about 
surveillance cultures were important in understanding and conceptualising the effect of surveillance 
cultures on surveillance imaginaries, which are closely related to the formation of context -relative 
informational norms, which finally define appropriate flow personal information. It is the connection 
between aspects of surveillance cultures and the formation of context -relative informational norms 
which made the concept of surveillance cultures appear to be an invaluable addition to this thesis 
surrounding informational privacy. The above-described aspects of liquid surveillance, immersion, 
power relations, compliance, and normalisation all provide conceptually separate but theoretically 
highly interconnected lenses for discussing effects of surveillance cultures on flows of personal 
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information, as well as how and why individuals perceive these flows normatively in certain ways. 
The framework provided by the range of concepts thereby allows to broaden the view and selectively 
focus on different perspectives of how informational norms and flows of personal information in the 
context of HE come about, as well as why they change. 
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5. Methods 

In this chapter, I provide details about the research approach and methods used in this qualitative 
study, which utilised semi-structured interviews to gather empirical material. I further describe the 
co-construction and analysis of this empirical material and its meaning. In the last sub -chapter, I 
discuss several methodological and epistemological limitations, together with ethical c onsiderations 
and my role as a researcher. 

 

5.1. Research approach 

The approach of this thesis was above all exploratory. As opposed to confirmatory research, Stebbins 
(2001) describes the preceding circumstances suggesting exploratory approach for a research project 
into an under-researched topic as follows: 

Researchers explore when they have little or no scientific knowledge about the 

group, process, activity, or situation they want to examine but nevertheless have 

reason to believe it contains elements worth discovering. (p.6) 

When investigating LMSs and specifically the case of Canvas in HE at the beginning of this research 
project, it became clear that previous research was indicating various unresolved challenges for 
informational privacy in LMSs, including Canvas. However, studies inquiring educational 
stakeholder perceptions of such issues around LMSs related not to the Swedish context, and the case 
of Canvas has not been investigated in Europe so far. Therefore, to investigate Canvas in Swedish 
HE, the approach needed to be explorative to uncover the issues that are relevant in Sweden and to 
navigate new insights from empirical material that appeared during the study . Such new insights 
could be e.g. aspects relating to the different legal environment or other social phenomena altering 
both perceptions and institutional utilisation of the LMS. Finally, the approach was further inspired 
by ‘the adaptive theory approach’ and moved in an iterative process between empirical material and 
theoretical aspects (Layder, 1998, p.38). 

Ontologically and epistemologically, this thesis is rooted in social constructionism, an understanding 
of individual realities and subordinate meanings socially constructing and being socially constructed 
by language (Talja et al., 2005). Specifically, I was inspired by Berger and Luckmann’s (1966) 
descriptions of ‘The Social Construction of Reality’. Understanding (challenges for) informational 
privacy in LMSs as socially constructed, in turn, influenced the methodological choice of utilis ing 
qualitative data from interviews for the inquiry of the case. The choice of theory was also aligned 
with the overall paradigm above. 

 

5.2. Semi-structured interviews 

Utilising interviews in this study was mainly motivated by a perceived necessity of understanding 
how staff representing HEIs perceive informational privacy in digital technologies during a time of 
increasing mediation by private companies, e.g. through hosting in ‘clouds’. Further, I experienced 
the often-normalised opacity of various digital technologies as a student at HEIs, and it appeared that 
these systems could be best understood with the help of individuals that are responsible for parts of 
them. Within Canvas as the case for this study, the focus on informational privacy seemed to be 
specifically supported by choosing interviews as a method, since the inherent complexity of 
informational privacy is embraced by attending to individuals’ perceptions o f and included values 
and expectations in activities around the LMS. 

Projected onto the process of interviewing and analysing, my epistemological understanding can be 
apprehended using Brinkmann and Kvale’s (2015, pp.57–58) metaphor of the interviewer as a 
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traveller in a foreign country. Through conversations, the traveller is not merely ‘collecting data’, 
but rather ‘(co-)constructing meaning’ and finally knowledge together with other people. An example 
for the adherence to this epistemology is the analysis of perceptions and articulations in relation to 
their context within the interview. This stands in contrast to many positivist approaches , depicted by 
the metaphor of the interviewer as a miner, in which ‘[t]he interviewer digs nuggets of knowledge 
out of a subject’s experiences, unpolluted by any leading questions’ (Brinkmann and Kvale, 2015, 
p.57). 

 

5.2.1. Interview guide design 

I used an initial set of open-ended, introductory questions as the main structure of the compiled 
interview guide (cf. Appendix C), since my objective was to understand and discuss the individual 
perceptions of respondents to interpret described phenomena. While open-ended questions kept 
flexibility in the conversation and allowed respondents to approach topics of individual relevance 
that could be further pursued, fixed sub-questions allowed for probing in areas considered to be of 
specific importance. The respective interview guide was continuously revised according to relevant  
aspects from previous research (see below), and until shortly after the first interview. After this first 
interview, I exchanged the term ‘implementation’ (of the LMS) with ‘introduction’ to keep a general 
terminology and better reflect Canvas’ characteristic of being provided as Software-as-a-service; not 
necessitating a classic implementation on-premises. Finally, while the concept ‘individual privacy’ 
was initially used in the interview guide, a change to ‘informational privacy’ appeared necessary to 
be more specific about the scope of this study with personal information at its core.  

The interview guide was designed for minimising the leading character of questions and of the order 
in which they were posed. I kept the first three ‘sections’ of the interview guide general to allow for 
diverse, individual ways of approaching the topic and of discussing specific ‘life worlds’ (Brinkmann 
and Kvale, 2015, p.365), i.e. approaching the topic of study as part of a world directly and 
immediately experienced; excluding possible scientific explanations. The section ‘LMS and 
individual privacy’ was designed to approach closer the topic of this thesis without leading the 
interview into any specifics of privacy. The last section, ‘LMS and institutional data governance’ , I 
progressively designed as a result of work with previous research in order to finally, if not sufficiently 
addressed in the interview, probe for aspects represented by recurring themes in the literature around 
perceptions of informational privacy in LMSs and LA. Important themes focussed upon are thereby 
related to the institutional governance of data and its respective structural conditions of handling 
data, and were separated into questions concerning perceptions of: location of and control over data 
(incl. data ownership), interpretation of data, who decides about interpretations, institutional 
information about the ways in which data are handled, user awareness, user consent, and possibilities 
for users to opt-out. 

 

5.2.2. Selection and involvement procedure for respondents 

Overall, I aimed at interviewing staff in different positions and responsible for managing digital 
technologies at respective institutions. Individuals were considered relevant for the study if they were 
either involved in or knowledgeable regarding the introduction and utilisation of the LMS Canvas. 
Initially, I used online resources to examine the structure of institutions and responsibilities of actors 
around Canvas. To arrange interviews, I sent respective individuals identical email i nvitations and 
introduced myself as investigating how the introduction of the LMS Canvas is perceived in relation 
to individual privacy in HE (cf. Appendix A). Subsequent email correspondence, phone calls, and 
recommendations within interviews themselves also informed my approach about contacting further 
staff at institutions who would be relevant for the thesis aim. However, in the cases of such colleague 
recommendations, here resulting in interviews with the respondents (R)5 and R7, my prior judgement 
of relevance could obviously not be relied on and I trusted the judgement of the recommending 
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respondent. While R4 (IT-manager responsible for Canvas), R5 (Data protection officer), and R7 
(Teacher trainer) represented the same HEI, all other respondents were employed at different 
individual HEIs in Sweden—R1 (IT teacher), R2 (IT-solutions leader), R3 (Project manager), and R6 
(Educational developer). 

 

5.2.3. Conduct of interviews 

In March and April 2021, I conducted seven semi-structured interviews with respondents from five 
Swedish HEI through the Zoom video conferencing software online. The advantage of online 
interviews over in-person and telephone interviews were that it allowed for the inclusion of 
respondents from all over Sweden while keeping the benefits of face-to-face interactions. Another 
convenient aspect was the possibility for respondents to include relevant material live through the 
screen sharing functionality. The length of the interviews ranged from 49 to 105 minutes and a 
recording of the sessions was retained for the duration of the project period. 

 

5.3. Method of analysis 

It goes without saying that conducting and analysing interviews is much more intertwined than here 
suggested by dividing the two into separate chapters. The analysis of the empirical m aterial already 
began during the interrelated processes of interviewing, transcribing, and coding respective sections 
of relevance. 

After completing all interviews, the analysis resumed with further limiting the material relevant for 
analysis, as e.g. sections concerning Instructure became mostly irrelevant for the thesis scope. For 
the analysis of transcribed empirical material, I relied on descriptive coding with the software 
‘Taguette’ (Rampin, Rampin, and DeMott, 2021), which allows for coding and retrieving sections of 
the interviews. Inspired by Saldaña’s (2014) and Schreier’s (2012, p.37ff .) delineations of descriptive 
coding, interview sections were initially coded using descriptive nouns. Further clustering of the 
initial codes resulted in three final categories regarding perceptions of informational privacy in 
LMSs: ‘Dataveillance’, ‘institutional transparency’, and ‘user consent’. While these categories arose 
from the empirical material, the analysis moved iteratively between the interviews and theoretical 
insights from previous research. The iterations began with the creation of the interview guide, which 
contains questions about recurring themes from previous research relevant for the thesis aim, and 
thus also affects the analysis. 

 

5.4. Research ethics 

Properly conducting research entails following certain research ethics considered to be representing 
greater societal norms and values (Swedish Research Council, 2017). This research project followed 
the ethical guidelines as part of ‘Good Research Practice’ formulated by the Swedish Research 
Council (2017). Participants were first contacted via email. The invitation to the study contained, 
among others, information about the research project, the interview and necessary contact details 
(Appendix A). Before the interview, interested individuals received an obligatory consent form 
(Appendix B) via email, which included e.g. information on confidentiality of the interview material, 
interview material only being used for the purpose of this research project, and participants being 
able to ‘decide for [themselves] the conditions under which [they] participate’. All respondents 
signed the consent form before participating in the interview. Due to the confidentiality of 
respondents, they are each represented through a pseudonymous identifier (R1–R7) in this thesis. 
After providing further information if requested, an invitation with a link to the scheduled online 
interview was provided. 
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5.5. Limitations 

Being based on empirical material from interviews, this thesis is characterised by limitations that are 
more or less frequently apparent in criticism. Also considering differences in research traditions that 
separate this thesis’ qualitative approach from research projects with quantitative ones, some aspects 
are worth attending to. The first aspect is that interviewing as a method is characterised by a power 
asymmetry between interviewer and interviewee when it comes to interview topics, how they are 
talked about, and finally interpreted (Brinkmann and Kvale, 2015, p.37). Stressing that the interview 
situation is not a regular conversation (as e.g. arguably among friends), the latter authors address 
several manifestations of power asymmetries in research interviews. Interviews can thereby first be 
considered one-way dialogues, with clear roles concerning the interviewer asking questions and the 
interviewee answering accordingly. The second point is that interviews can be seen as 
instrumental(ised) dialogues, making conversations (merely) means to the end of a researcher, instead 
of good conversations being themselves a goal. Thirdly, the authors point out that interviews can be 
manipulative dialogues, following (hidden) agendas with (partial) unawareness among respondents. 
Moreover, the interpretative monopoly of the interviewer is problematised, with the interviewer being 
able to report on what was actually/allegedly meant by the interviewee. The authors finally note the 
two aspects of counter control and collaborative interviewing. Counter control pertains to 
interviewees being able to, as a reaction to power asymmetry, hold back information, avoid certain 
topics, oppose questions/interpretations, and pose counterquestions, or even terminate the interview. 
Some interviewers are lastly described to pursue the reduction of the power asymmetry through 
collaborative interviewing in the form of attempted equality not only in the questions posed, but also 
in interpreting and finally reporting (Brinkmann and Kvale, 2015, p.38). The limitation the power 
asymmetry presents to research interviews as a method thus relates closely to what is here considered 
the ‘(co-)construction of meaning’ (cf. chapter 5.2). Power thereby not only affects how meanings 
and knowledge are constructed in an interview situation, but it can also affect wheth er and in how 
far an interview is conducted ethically. How the power asymmetry between interviewer and 
interviewee actually plays out is thereby also a matter of how attentive and reflective a researcher is 
in a given situation, and of e.g. how interested an interviewee is in the topic, or how autonomous an 
interviewee is able to act. 

Another point of criticism about interview studies is concerned with the number of interviews 
(response frequency) that these are empirically based on, and that this amount finally results in a 
limited representativity and thus possibility for transferring results from one study’s social setting to 
others: 

A common objection to interview research is that there are too few subjects for the 

findings to be generalized. A first reply to this objection is “Why generalize?” 
Consistent demands for the social sciences to produce generalizable knowledge 

may involve an assumption of scientific knowledge as necessarily universal and 

valid for all places and times, for all humankind from eternity to eternity. In 

contrast, pragmatist, constructionist, and discursive approaches conceive of 

social knowledge as socially and historically contextualized modes of 

understanding and acting in the social world. (Brinkmann and Kvale, 2015, p.295) 

It becomes apparent from the above quote that criticism around the insufficient generalisability of 
findings in interview research is characterised by an inconsistency between the object of criticism 
and the terms under which it is judged. More specifically, this criticism regards a certain perceived 
goal of research ((statistical) representativity of results) which qualitative studies are usually not 
aiming at (cf. Yilmaz, 2013). Importantly, though, interview studies typically also contain 
generalisations, foregrounding certain phenomena as part of greater (emerging or existing) patterns 
of a specific scope. In order to make sense of the difference between the generalisations regarded in 
the above ‘criticism of limited representativeness of interview research’ and the ones offered e.g. in 
this qualitative thesis, it appears helpful to closer attend to differences in the nature of generalisations 
commonly made in scholarly research, but also beyond. 
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Based on insights from Stake’s (2005) discussion around qualitat ive case studies and the 
epistemological question of ‘What can be learned about the single case?’, Brinkmann and Kvale 
(2015, pp.295–297) offer a typology of three different forms of generalisations: (1) naturalistic 
generalisation, (2) statistical generalisation, and (3) analytical generalisation. Naturalistic 
generalisation is thereby described as forming in relation to personal experience. Naturalistic 
generalisation of personal experience and the connected tacit knowledge gained from it lead to 
expectations (rather than formal (e.g. scientific) predictions) regarding the world and how it is. 
Naturalistic generalisations can thereby develop from tacit to explicit and propositional knowledge 
through verbalisation. Statistical generalisation, in contrast, is described as formal, explicit, and 
especially quantified in nature. The notion of representativeness of (random) samples as part of an 
overall population is central for deriving such generalisations. ‘With the use of inferential statistics 
the confidence level of generalizing from the selected sample to the population at large can be stated 
in probability coefficients’ (Brinkmann and Kvale, 2015, p.296). Analytical generalisation, finally, 
is outlined as involving reasoned judgement. Reasoned judgement is  an argumentation (a sort of 
guide) for why and to what extent certain findings can be utilised for an assessment of what could 
occur in a different situation. Analytical generalisation thereby rests on the analysis of similarities 
and differences among situations (or contexts). Specific statements about the possible relationship 
between these situations are hereby reached on the basis of assertational logic (as is e.g. the case in 
argumentations around legal cases in court). Beside researcher-based analytical generalisation which 
might be offered in a given text by the author through specific contextual descriptions and arguments 
on the generalisability of certain aspects, the reader of a respective text can also derive reader -based 
analytical generalisations through judging on the basis of an author’s contextual descriptions the 
generalisability of findings concerning a certain other situation (Brinkmann and Kvale, 2015).  

As becomes clear from the above typology of generalisations, criticism of the limited 
representativeness or generalisability of interview research does not consider that qualitative studies 
(1) usually do not aim for statistical representativeness, and (2)  typically derive specific analytical 
generalisations based on reasoned judgement and assertational logic in specific contexts. While most 
aspects in this thesis (especially concerning informational privacy and how it is perceived) appear 
context-dependent and are far from generalisable, I have outlined various arguments and reasons as 
to why I assert that some aspects can be considered generalisable to a certain extent (e.g. the similarity 
of the technical architecture and thus technical issues of Canvas instances at HEIs in Sweden). 
However, statistical representativeness or random sampling was not a goal in designing this research 
project. Much more, strategic/purposeful sampling as part of this explorative research approach was 
found to be a valuable and resource-effective measure, which proved to increase the possibility for 
analytical generalisation in combination with triangulation among accounts (cf. Flyvbjerg, 2006; 
Yilmaz, 2013, p.313). 

Beside the relatively small quantity of interviews, it could be considered a limitation to mostly 
include single respondents representing one professional position as well as HEI. However, 
especially regarding the limited scope of this study, it appeared invaluable to present a wide 
perspective through diverse backgrounds, institutional contexts, access privileges, etc. (as opposed 
to increasing comparability among respondents through sampling within one profession). This view 
of the importance of a multi-stakeholder approach was shared throughout different previous studies 
and suggested for future ones (e.g. Sun et al., 2019). Regarding the study of informational privacy, 
specifically the different actors’ abilities to access personal information and thus knowledge about 
the ways in which these are governed was crucial for a fine-grained investigation of perceptions. 
Furthermore, in this study, specifically the nation-wide joint procurement for the LMS Canvas as 
well as very similar infrastructures and close interactions between different HEIs decrease the 
importance of this limitation and increase the generalisability in various situations. 
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6. Results 

In this chapter, I provide the findings of this research project and analyse the accounts to reveal 
challenges for informational privacy in the LMS Canvas among Swedish HEIs. In summary, the 
analysis resulted in three categories: ‘Dataveillance’, ‘institutional transparency’, and ‘user consent’.  

The institutions represented in this study have all implemented the LMS Canvas as a central tool to 
facilitate online education for students and teachers. The respondents express different values and 
perspectives regarding the introduction and utilisation of the system. Professional roles of 
participating staff were IT-teacher (R1), IT-solution leader (R2), project manager (R3), IT-manager 
(R4), data protection officer (R5), educational developer (R6), and teacher trainer (R7). Canvas and 
its introduction process were perceived as a success that largely delivered the imagined benefits. It 
thus appears from a practical point of view that more HEIs could introduce the LMS in the near 
future. This tendency is further increased by a central procurement process that has been achieved by 
the Swedish University Computer Network (SUNET), allowing HEIs to introduce the system without 
individual procurement efforts. According to respondents, the procurement ends in 2026. The 
interviews in this study clarified that the joint procurement process, the low price, and the good 
usability of the LMS were among the main arguments for the introduction of Canvas. While 
perceptions appeared generally positive towards the introduction of Canvas and its utilisation, the 
interviews highlighted challenges regarding informational privacy in the LMS. Despite contentious 
aspects having been discussed in interviews, it was a recurring perception that the LMS is a minor, 
low-priority problem compared to other digital technologies at HEIs and in the world.  

 

6.1. Dataveillance 

During the time of conducting the interviews for this study, it became apparent that discussed aspec ts 
grouped under the category dataveillance present challenges for users’ informational privacy within 
the LMSs. Differently described due to the various professional roles of respondents, it became clear 
that especially students and teachers at Swedish HEIs become subject to dataveillance in Canvas. 
Four of five institutions represented in this study were in respective interviews described as utilising 
different pre-installed LA functions in Canvas. However, these pre-installed functions, here 
considered ‘onboard LA’ (cf. chapter 2.3), were described as deactivatable. The fifth institution most 
likely also activated onboard LA, but the interview did not discuss practices that could be connected 
without ambiguity. The range of interviews related both to instructor/teacher accounts which have 
access to onboard-LA on a course-level (e.g. individual student page views in a course), as well as 
admin accounts with additional access to onboard-LA on an instance/account-level (including HEI-
wide individual and aggregated data). According to statements of R6 and R7, it seems to be the most 
probable setting that no HEI has restricted access to onboard-LA on a course-level. Since all HEIs in 
this study utilise the LMS from the joint procurement process achieved by SUNET, respective Canvas 
setups are technically widely identical, apart from e.g. administrative adjustments for interconnection 
with other educational systems. This aspect was supported by R2 and R5. 

While LA makes Canvas a dataveillant system allowing for the monitoring and scrutinisation of 
individual users due to collecting and utilising a wide range of personal information, it became clear 
that represented HEIs only utilise limited aspects of this potential. Respective processes of the LMS 
routinely collecting, analysing, as well as reporting data on user activities were perceived differently 
among respondents. When discussing the LMS in relation to informational privacy, few respondents 
directly addressed dataveillance without being explicitly asked. However, some respondents 
described the affordances of dataveillance in Canvas by stating ‘[t]he learning analytics shows 
exactly what the students are doing in the LMS’ (R6), and ‘[i]f I would want to, theoretically, I could 
go into such detail—who clicked on what in which moment. I want to avoid that, though’ (R1). The 
perceptions of both R6 and R1 reflect onboard-LA as accessible with highest (admin) access 
privileges. However, while much data are collected within Canvas, R2 described that accessible data 
from Canvas are currently widely left unutilised: 
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[…] We have this customer success manager and I get access to this analytics 
database that we have within Canvas, and I have looked at it but we don’t have a 
tool to massage this data so that it will make sense for anybody. Probably 

Instructure has some kind of tool to read this and get something out of it. We don’t 
have a tool. 

The above-delineated situation could also be found in descriptions of most other respondents . Much 
data is currently processed in Canvas and accessible for HEIs without institutions making further use 
of it or having the ability to make sense of it. Discussing respective unutilised data, R7 described: 
‘[...] I’m quite amazed that we have—I mean Canvas is obviously using learning analytics on our 
data, but we are not and I’m not sure why.’ Considering this reflection closer, R7 scrutinised that 
HEIs are not engaged in kinds of LA which exceed onboard LA. These practices are here considered 
‘dedicated LA’ (‘Onboard LA’ and ‘dedicated LA’ are  not necessarily mutually exclusive, and here 
indicative for different practices considered in this analysis). An example for dedicated LA could be 
the import of data from Canvas into a separated early warning system, aimed at warning teachers 
about students who might be ‘at risk’ concerning a certain aspect. A second aspect of the teacher 
trainer’s statement above points to another pattern among the interviews: Most respondents tended 
not to consider onboard LA to be LA, it often appeared taken for granted. Hence, respondents mostly 
did not consider HEIs to be practicing LA at all. Dedicated LA, then, was consistently described as 
currently not practiced, neither at here represented HEIs nor at any other Swedish HEI that adopted 
Canvas. 

While HEIs were mostly described as not involved in LA, it becomes clear from the above that 
dataveillance as part of Canvas at HEIs must be explained in more differentiated terms. HEIs 
currently do not appear to practice dedicated LA (e.g. as part of a greater institutional strategy), but 
there are functions of onboard LA that do make use of data e.g. gathered from student activity 
throughout the system. As indicated by R6 below, various users like teachers can access onboard LA 
such as descriptive statistics on a course-level in Canvas’ interface. In this way, staff can utilise parts 
of onboard LA in Canvas in different ways. This includes data arguably reaching beyond strictly 
necessary categories. Being asked if LA is rather tested or productively worked with, R6 described 
the routine availability of onboard LA to certain staff, and stated that  

[i]t’s on a course-level and also on an account-level. So the teacher in each course 

can view the learning analytics in the specific course. They can see quite a lot of 

things about the students, but on an account level [highest access privileges] you 

can have all data from all courses and put it together and make analyses for almost 

everything. But we haven’t done that yet. On Thursday, we will have  a 

demonstration from one of the companies that do it outside Canvas—its called 

[company name]. They will show how they can analyse the data from Canvas. I 

think it’s more for management level, but also—I think—maybe for teachers. It 

takes time to analyse and I’m not sure if we can benefit from it. 

As a result from the above and due to onboard LA being accessible to staff at various levels of the 
LMS, HEIs cannot be described as not involved in LA. HEIs have introduced a system that subjects 
its users to far-reaching dataveillance, which is arguably capturing data that exceed necessary 
categories, e.g. for identification of students. It is thereby likely that staff at HEIs make use of LA 
functions, as various data are reported and readily available in Canvas’ interface. 

Due to ethical concerns being rarely discussed in the interviews (e.g. possible unawareness or 
discontent among students and teachers), another directly related perspective for looking at 
perceptions of dataveillance in relation to informational privacy in Canvas is concerned with the 
reasons or justifications for (having no concerns about) such dataveillance. When respondents 
critically engaged with monitoring in the LMS, they were usually unsure about it being problematic 
or acceptable. R7 considered ethical issues but was still interested in gathering data about student 
behaviour and thereby differentiated between LA on a course-level and on a more aggregated level. 
Discussing anonymity in LA, the teacher trainer perceived it as justified to be able to access non-
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anonymous data about students in an own course: 

I mean, if I would use an analytics tool in my own course, that’s not for me a 
privacy concern because I know the individual’s name and everything. So, it’s okay 
in my profession to kind of use that. But then if you take that analytics or data to 

a more aggregated level, then we really need to make the data anonymous so that 

you can’t track it to an individual. But again, that would be very interesting to do 
and I’m once again confident that we could do it in a secure and private way. […] 
(R7) 

R7 perceived LA as justified from a professional and educational perspective. It was a common 
perception in almost all interviews that students widely find the kind of data collection in Canvas 
acceptable or desirable. Respective answers to questions about possible user concerns or 
disagreement regarding the collection of data in Canvas include: ‘No, I don’t think so. I haven’t got 
any question about that. […] I haven’t heard it as a problem from either the students or [staff]’ (R2). 
Respondents only knew about few user complaints regarding personal information, brought up mainly 
during introduction processes of Canvas at HEIs. These user complaints described during the 
interviews were concerned with e.g. the ways in which Swedish social security numbers are used and 
made (in)visible within the LMS. However, it appears that complaints largely disregarded data about 
the behaviour of users. 

A different justification of ongoing dataveillance was articulated by the leader for IT systems, 
referencing the differences between an older administrative student platform and Canvas. Being 
asked whether the introduction of Canvas led to changes in processed data compared to the HEI’s 
older student platform, and, if so, whether this led to institutional discussions, R2 described data 
processing in Canvas as unproblematic because of perceiving the LMS as necessarily transparent:  

No, because we have the agreement with Instructure that the data is ours. We have 

it in the European Union. We have no Personnummer inside the system [Canvas]. 

When we did the information classification [before the introduction process], then 

we said that there is no secrecy. Everything that the teachers do within Canvas is 

public. Anyone can get this. A reporter can call me and say I want to look into 

your email, and I have to show it to him—that’s the Swedish law. As an employee 
in [public service] you need to be transparent in what you do, and in teaching and 

learning nothing is secret for anyone in Sweden. 

While the two above-mentioned parts from the interviews with R7 and R2 were justifying 
dataveillance through lenses of pedagogical adequacy and obliged transparency, respectively, other 
lines of justification appear to have been rooted in the perceived missing utilisation of non-necessary 
personal information (R6), and in the question of what information is personal (R4) and thus in need 
of being protected. When asked how respondents experience the LMS in relation to informational 
privacy, the first impression the educational developer described before closer discussing aspects of 
dataveillance was: ‘[…] we don’t use any data we don’t have to use. I don’t think that’s a big problem. 
Maybe learning analytics could be a problem if we start to use that’ (R6). It remained 
unproblematised, however, that Canvas subjects students and teachers to dataveillance, and that large 
amounts of data are thereby processed through the LMS. Similar to this, perceiving HEIs as even less 
involved in dataveillance, the conversation with R4, when checking back about what constitutes ‘the 
data’ of students in Canvas, highlighted differences in how personal information and dataveillance 
in Canvas are understood: 

The works that they hand in as assignments, also discussions, group work that you 

do in Canvas. We don’t have much personal information about them. It’s just the 
personal number and the name. And the mail address and they control the mail 

address themselves. So they can change it if they want to. And they also control 

the things that they put into the system. [...] 
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The statement of R4 concerning the nature of ‘the data’ is an example of perceptions in this study 
mostly focussing on issues around personal information which are non-behavioural. If data on user 
behaviour is rarely considered personal information or part of data processed in Canvas, such data 
can only be rarely considered an issue among processed data. Problematic aspects around 
dataveillance of users can thus hardly be reflected on if respective data i s not understood as being 
personal. The resulting situation is one in which staff managing Canvas at HEIs are not considering 
the possibly most valuable categories of personal information when scrutinising respective data 
processing. 

 

6.2. Institutional transparency 

Several aspects in the interviews of this study can be grouped into the category institutional 
transparency, namely perceptions of (1) the information students and teachers receive about e.g. 
occurring dataveillance in LMSs and (2) resulting differences in levels of awareness. 

The question of how students and teachers are informed about data processed in the LMS was 
perceived in different ways by respondents but is approached similarly by HEIs. The information 
institutions provide is generic in nature, and no respondent stated that an HEI informs individuals 
specifically e.g. about LA or dataveillance in Canvas. Generic information about occurring data 
processing is usually provided when administratively entering HEIs, as well as within their respective 
privacy policies/GDPR information web pages, and partly within Canvas. In these documents, 
dataveillance in Canvas is usually included in rather broad and vague descriptions, as e.g. the 
processing of personal information for the improvement of online systems. However, it is in such 
cases not clear which categories of data are processed upon interaction with the LMS. The generic 
data protection information provided is often insufficient for assessing the appropriateness of 
processed categories of data, and the ways in which these are processed in Canvas. Some respondents 
were aware of this aspect and perceived the situation as somewhat necessary to be revisited, but not 
as a pressing or important issue. 

Even though all participants described similar generic institutional information about processing of 
data, respondents were divided in perceptions of the sufficiency of such information and the resulting 
awareness among students and teachers. When asked how the respondent experiences the  LMS in 
relation to informational privacy, the educational developer said: ‘[Learning analytics] could be an 
issue of privacy, because the student—I don’t think the students know that we can see what they are 
doing in Canvas’ (R6). The perception of many students and teachers being unaware of dataveillance 
was shared by the data protection officer, stating that ‘[a]lmost no one is aware of how we use their 
personal data at all, and Canvas is in the same bag’ (R5). While the IT -teacher was unsure whether 
students and teachers are specifically informed about data processing in Canvas and did not further 
discuss the topic, the teacher trainer reflected that 

[…] we could do more informing our own students about the potential risks—not 

only by publishing your profile and picture, but how your behaviour is going to be 

analysed. I think that aspect is not generally known. (R5) 

As opposed to R5 and R7, when asked about user awareness concerning data collection in the LMS, 
the IT-manager at the same institution perceived users as informed. However, while R5 and R7 saw 
the situation as having to be improved but also lacking priority, the perception of the IT -manager is 
characterised by a focus on user responsibility, stating that ‘[t]hey are informed, but I’m not sure i f 
they understand it’, and ‘whether they read the information—don’t know’ (R4). The impression of 
sufficiently informing users and focussing on the problem of users (not) reading privacy policy 
declarations was shared by R2 and R3. 

An important written example of institutional transparency was referred to in the interview with R2, 
in which the respondent screen-shared an internal web page within the Canvas instance of the HEI. 
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On this web page, which is usually provided to students in addition to educational content in the 
LMS, two important aspects became apparent. Firstly, the HEI informs that name and email address 
are the only categories of personal data processed during interaction with Canvas. This information 
stands in contrast to both R2’s own and other respondents’ statements about data too complex for 
HEIs to make sense of, and onboard LA functions accessible in Canvas’ user interface, respectively. 
The information page refers to data that is non-behavioural, not considering behavioural categories 
which appear to be processed in Canvas according to statements in chapter 6.1. Data processing in 
Canvas and the information given to students thus create a paradox that seems taken for granted: 
Through Canvas, behavioural data is widely processed (and finally reported) in ways too complex 
for HEIs to make sense of, but it is still declared that personal data in Canvas is limited to name and 
email address. Secondly, users at the institution need to contact the data protection officer to get 
specific information on data processed in the LMS. This presents an additional obstacle for users 
wanting to inform themselves about Canvas and negatively affects institutional transparency. Hence, 
if users need to contact the data protection officer prior to using the LMS to inform themselves, an 
informed and conscious interaction is hampered. Finally, while some respondents perceived generic 
information on processed data as sufficient for informing LMS users, the need for contacting a data 
protection officer to receive further information is most likely the case for all HEIs represented in 
this study. The high probability of this impression stems from the fact that no respondent has referred 
to specific aspects concerning routinely informing users about LA or dataveillance  in Canvas. 

 

6.3. User consent 

A pattern in the range of statements underlying the category user consent was the focus on the 
dichotomy between more legal and less normative arguments. Legal arguments for current data 
processing in Canvas concentrated around the perception that processing is limited to what is 
necessary for educational and/or administrative proceedings (thus legitimising the current 
institutional practice). Normative arguments, in turn, were based on perceptions of user consent being 
necessary in case LA is practiced (thus questioning the current institutional practice).  

Regarding legal arguments, data processed in Canvas were mostly described as fulfilling legal 
obligations of a public authority, and as processing only the categories of data tha t are necessary for 
these obligations. Even though the interviews addressed processing of behavioural data as part of LA 
in Canvas, most statements indicate that it is taken for granted that (all) data in Canvas currently 
processed by HEIs are also necessary. Along the logic of respective arguments, the processing of 
necessary data such as email addresses connected to LMS user accounts implicitly legitimises the 
processing of all other data within the given system. Different categories of data are thus not 
differentiated or problematised in such arguments. 

Behavioural data appeared rarely considered when thinking about user consent for data processing in 
Canvas. This is also visible in respondents’ reasoning and first reactions when asked if users can opt 
out of data collection in the LMS. Responses included ‘[…] there is no information that they can opt 
out of, because we don’t have much information. We just have the things that we need to have, like 
name and personal number’ (R4), or ‘[…] they cannot say, “You are not allowed to keep my data.” 
Because we need to be able to identify the students’ (R6), and ‘[t]hey have to make consent that we 
collect data. We need to collect data in order to have the grades and everything in our system’ (R2). 
The impression resulting from these statements is that data and its processing in Canvas are widely 
considered as an all-encompassing yes-or-no decision instead of a nuanced consideration of different 
categories and their appropriateness and/or necessity in different contexts. Reasons for this pattern 
seem to be that HEIs do not ‘specifically’ consider themselves to utilise and do not specifically inform 
users that they utilise various categories of (behavioural) data. This results in most respondents 
widely limiting critical reflections to a relatively small array of non-behavioural data, taking for 
granted e.g. LA functions accessible on a course-level as described in chapter 6.1. When asked how 
users are informed or possibly asked for consent in case new digital technologies are introduced at 
the HEI, the IT-teacher’s reasoning also made visible the notion of an all -encompassing yes-or-no-
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decision for data processing: 

Well, the GDPR has—if we as a university have to use certain platforms, then the 

possibility for consent does not exist. Some aspects are voluntary—so much that 

you can give your consent—and in other aspects that does not exist, that you can 

give your consent. Simply because then the authorities need your information. So 

if you want to study at the university [XY], then you cannot say: “No, I do not want 
Canvas”. This is included in the package. (R1) 

Both the use of Canvas and included dataveillance, as well as the perception that HEIs require ( all 
the currently processed) data appear to be widely taken for granted. Still, Canvas and the data 
processed within it were freely chosen by HEIs and did not have to be introduced. Yet, the articulated 
need for personal data at HEIs largely remained unquestioned, especially in relation to behavioural 
categories. R1 and R4 explained that user consent is institutionally obtained in systems that are not 
necessary/compulsory for respective users such as students. Hence, when HEIs do not need data in 
terms of legal obligations, such as in the case of a website contact form. However, tensions appear 
when considering that HEIs have access to complex datasets including behavioural data about Canvas 
users, which they are not able to make sense of and could therefore arguably not have had a purpose 
for. An account opposing R1 and R4’s explanation of user consent only being obtained in non-
necessary/-compulsory systems was provided by the data protection officer, who described the 
procedure of introducing new students and employees to data processing when engaging with the 
HEI: 

[…] We should avoid consent as far as possible. Especially in regard to students 

because they are in a much lower position and a consent isn’t usable for us. We 
can only inform and then we exercise official authority [myndighetsutövning]. 

Consent can’t be used unless you are on equal footing and a government entity 

can’t use that for normal people—that’s not fair. Then it’s a forced consent and 
that’s not allowed. (R5) 

Opposed to legal considerations, normative ones were rarely but clearly articulated, e.g. by t he 
project manager when specifically discussing the amounts of collected behavioural data, and that I 
had the impression that, as understood from the respondent’s statements, users are not aware of such 
processing: 

[Hypothetically speaking] The feedback about my user behaviour can be directed 

back to me and then I can do something with it—that is one thing. If I want this, I 

can have such an analysis. Let’s say this would not exist if I would not want it—
that would be a possibility about which I think it would be okay. The other thing 

would of course be if any collective data collections and analyses are made. In my 

opinion, the user would have to be informed about it in any case then. (R3)  

The statement describes an acceptable scenario for the participant. However, the description 
regarding collective processing of behavioural data needing informed users that have provided 
consent here seemingly stands in contrast to processed data in Canvas. Users are , as described in 
chapter 6.2, not specifically informed about LA and are also not asked for their consent. Even though 
the statement is clearly articulated, the conversation remained on a theoretical level and without 
further reflections on this matter. 

When asked whether there are problematic aspects due to the introduction of Canvas, a similar 
normative argument was provided by the IT-teacher stressing the importance of user integrity: 

[…] If a student says, “Can you look this up for me?”, then this is of course 
different. I think these are always difficult things. Because, how deep should I go 

into the system? At some point, the [ethical] limit is reached. (R1) 
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Just as in the case of R3, normative considerations are here in conflict with onboard LA in the LMS. 
The IT-teacher questions the legitimacy of accessing certain kinds of data, because of respective 
users not having provided consent before this action. Theoretically, the statement describes the 
potential of normative considerations to be undermined by routine dataveillance which affords 
individual scrutinisation of Canvas users. 

This subchapter’s two opposing dimensions of legal (perceived need for data in HEIs) and normative 
(perceived need for user awareness/consent) arguments seem to rarely have merged in any reflections , 
i.e. the two types of arguments were never problematised in direct opposition. It appears that due to 
the mostly taken for granted need for data and disregard of onboard LA, the two dimensions of 
arguments can appear and co-exist in this study without creating open problematisation (e.g. about 
concerns of needing to request consent for normative reasons, or concerns about needing to halt 
processing of non-necessary data as part of LA due to legal reasons). However, it could also be the 
case that the respondents avoided discussing the discrepancy, or that they lacked knowledge and/or 
were not aware of it. 
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7. Discussion 

Returning to the aim and research question of this thesis, this chapter discusses the findings. Point of 
departure are the research questions of what the perceptions of informational privacy in LMS within 
HEIs are, and what challenges for informational privacy in LMSs can be identified based on these 
perceptions. Attempting to answer these questions, it is necessary to consider a dichotomy of 
challenges between, on the one hand, ‘actual’ data processing affecting informational privacy and, 
on the other hand, perceptions of both data processing and informational privacy affecting 
informational privacy. However, trying to grasp the challenges among the latter perceptions would 
largely be futile without also understanding the former ‘actual’ data processing and related effects 
on informational privacy in Canvas. Hence, this chapter first utilises the framework of contextual 
integrity (Nissenbaum, 2010) to discuss challenges for informational privacy that arise from novel 
flows of personal information, which are scrutinised from a perspective of (previously) entrenched 
informational norms. The discussion here follows a range of assessment parameters introduced by 
Nissenbaum (2010): (1) context, (2) actors, (3) attributes, and (4) transmission principles. Secondly, 
with a focus on theoretical aspects of surveillance cultures (Lyon, 2018b), perceptions regarding 
informational privacy are discussed following common features of such cultures today: ‘liquid 
surveillance’, ‘immersion in surveillance’, ‘power relations around surveillance’, ‘compliance with 
surveillance’, and ‘normalisation of surveillance’. Lastly, I sum up current informational privacy -
related practices and perceptions of this study, conclude resulting challenges, and finally suggest 
possible areas for future research. 

 

7.1. Contextual integrity in Canvas 

Contextual integrity and thus informational privacy are affected by appropriate flows of personal 
information that correspond to informational norms in respective social contexts (Nissenbaum, 2010). 
Attempting to discuss challenges for informational privacy in the context of LMSs in HE is thus a 
matter of viewing flows of personal information as described by interview participants through the 
lens of (previously) entrenched informational norms. Possible discrepancies between entrenched 
informational norms in HE and contemporary dataveillance become visible by comparing along four 
assessment parameters: (1) context (2), actors, (3) attributes, as well as (4) transmission principles 
(Nissenbaum, 2010). These parameters are here considered by highlighting important aspects of data 
processing in Canvas which can be derived from the interviews. 

It is helpful to depart from Zeide and Nissenbaum (2018, p.285) describing public education’s 
‘remarkably consistent’ principles that have determined in the last 50 years whether students’ 
information flows appropriately. The authors summarise entrenched student privacy -governing 
norms in educational contexts as follows: 

Traditionally, human educators and physical schools (1) kept student information 

confidential absent student/parent consent or school oversight and approval of 

recipients’ legitimate education interests; (2) ensured parents and eligible 

students could access and contest information in education records; and (3) only 

disclosed and used student information to further legitimate education interests. 

(Zeide and Nissenbaum, 2018, p.285) 

Many empirical instances of these traditional informational norms in the context of HE are apparent 
both in descriptions of educational stakeholders in previous research, as well as in the findings of 
this thesis. Included are expectations of different actors in terms of how and what pe rsonal 
information is ought to flow between them (Nissenbaum, 2010). For example, students were in one 
study shown to have concerns about data sharing with or processing by third parties (Slade and 
Prinsloo, 2014). In another case, students partly stated to be uncomfortable with third parties 
participating in the processing of certain data if this exceeded facilitating educational services or 
employment (Tsai, Whitelock-Wainwright and Gašević, 2020). Such examples are indicative of the 
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informational norms that students expect to be supported in the context of HE and are important 
anchor points for negotiations of appropriate flows of personal information.  

In the framework of contextual integrity, the aim of the assessment parameter ‘actors’ is to establish 
possible changes among the key subjects, senders, and recipients of information (Nissenbaum, 2010). 
In Canvas, students are mostly the subjects and senders of information. The recipients, however, are 
today not anymore ‘only’ HEIs and their staff, as was ‘traditionally’ usually the case. Especially 
LMSs, beside other digital technologies in HE, are increasingly provided and often hosted by private 
companies (e.g. Alier et al., 2021). These actors are today also participating in the processing of data 
in and around Canvas (Marachi and Quill, 2020; Allens et al., 2020). In this study, novel data -
processing actors are e.g. Instructure and Amazon Web Services. The increased inclusion of private 
companies raises the number of information recipients compared to the  ‘traditional’ processing on-
premises that mostly excluded those, and arguably limited these actors to the ones which were 
institutionally approved to have or support legitimate education interests. Finally, beyond the 
increased number of known recipients, the greater number as well as further global dissemination of 
data raises the likelihood of leaks and therefore further unknown recipients of potentially personal 
information, e.g. due to configuration errors, hacking, interception or possibly legal obligations to 
disclose data to authorities (in other countries). 

The deployment of Canvas also led to changes concerning the assessment parameter ‘attributes’, 
information types transmitted between senders and recipients (Nissenbaum, 2010). Canvas and the 
infrastructure of digital technologies it is embedded in place users under constant dataveillance, while 
there is a possibility for institutions to turn off onboard LA and probably much of the respective 
monitoring. In one interview, the scope of dataveillance was described as allowing HEIs to ‘make 
analyses for almost everything’, if having access to all data from a respective Canvas instance. 
Collected data (including behavioural categories) are stored and made accessible for download by 
staff with respective access privileges. However, only small parts of the stored data are utilised 
throughout the LMS for daily (educational) proceedings, e.g. as part of onboard LA in the user 
interface. Much processing of behavioural data remains without purpose for HEIs and  represents 
novel categories that were not recorded in traditional educational contexts—thus creating 
fundamental changes among transmitted information types (Nissenbaum, 2010). The recording of 
various behavioural data in Canvas, for example, includes the ‘page_views API endpoint’ and the 
possibility to derive clickstream data (Munguia et al., 2020, p.3). The former API allows for 
continuous tracking of all web pages accessed by a user within a Canvas instance (ibid.) and 
represents functionality apparent in various LMSs which most students in the study by Ifenthaler and 
Schumacher (2016) disagreed with. The latter recording of individual clickstreams provides 
information on the range of clicks by which a user navigates on and among web pages (in the LMS). 
Clickstreams create a nuanced activity profile of users, since they indicate e.g. the duration of time 
certain content is viewed, or can show which parts of a web page are most and least utilised (Solove, 
2004, p.24). Beside various data processed about individual behaviour within Canvas, Allens et al. 
(2020, p.8) refer to Instructure’s privacy policy and state that processing also includes data about the 
websites users visited previous to accessing HEIs’ Canvas instances. However, while the above 
categories of data appear to be processed through Canvas and integrated systems, some data, such as 
the ones on visited websites outside of Canvas, might be collected e.g. through cookies, meaning that 
these data are likely not accessible to HEIs and only to Instructure or other non-educational 
stakeholders such as Google (Analytics). The information which the above kinds of data provide on 
individuals can be sensitive, e.g. depending on the respective activities or content viewed.  

The assessment parameter ‘transmission principles’ describes conditions under which information 
flows from senders to recipients (Nissenbaum, 2010). The practical changes of transmission 
principles regarding usage and disclosure of information are drastic around Canvas at HEIs. Several 
respondents in this study described from different perspectives how HEIs have access to, are partly 
utilising personal (behavioural) information, and are partly engaged in finding ways for further 
exploitation of large amounts of currently unused data, which are stored and downloadable by HEIs 
in the LMS. This is an important point of change compared to traditional ‘transmission principles’ 
since, according to the interviews, most likely all HEIs represented in this thesis processed and are 
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processing a wide range of personal information through Canvas, but much of the personal 
information remained unused by HEIs over the years, and likely until today. Processing student data 
without furthering legitimate education interests with it is opposed to ‘traditional principles’ of public 
education represented in Zeide and Nissenbaum’s (2018, p.285) descriptions above. Also, this aspect 
stands in opposition to various academics in the field of LA, who consider LA to be in a stage of 
testing and experimentation with various unresolved issues that undermine its justifiability (cf. Jones, 
2020; Slade and Prinsloo, 2013). One important challenge is the lack of institutional transparency 
and awareness among students, at least the former and most likely the latter being widely  apparent 
in this thesis. HEIs merely inform generically about data processed in Canvas and do not specifically 
mention dataveillance in terms of LA in respective privacy policies.  

Beyond HEIs themselves, the nature of dataveillance in Canvas and the novel  ‘transmission 
principles’ it supports is also an underlying controversy for the disclosure of potentially personal 
information to non-educational stakeholders (Marachi and Quill, 2020). This disclosure is another 
aspect of data processing in Canvas that appears to currently lack legitimate education interests. The 
transmission of data to Instructure is a choice which HEIs made. However, it is a choice that seems 
difficult to justify, e.g. by arguing for an institution’s need for an LMS. LMSs could be self -hosted 
and controlled on-premises, as well as self-developed by HEIs if specific conditions (which could be 
regarded as including the accommodation of all individual interests for informational privacy) are 
not met by any software on the market. Further, considering the range of unresolved issues of LA 
(Slade and Prinsloo, 2013), novel transmission principles present an urgent topic for discussion at 
many HEIs. A central example is the question if educational stakeholders are aware of and content 
with the possible risks and effects of data transmissions possibly feeding algorithms and predictive 
models as part of an information-intensive business model which appears to create profits for 
Instructure (cf. Hill, 2019; Allens et al., 2020). It further remains a question whether Instructure was 
able to offer its LMS for a competitive price in the public procurement process because it could feed 
other services respective data from Canvas at HEIs—finally creating profits from Swedish user data. 
HEIs disclosure of data to private companies here stands in contrast to entrenched ‘transmission 
principles’ of keeping student’s information confidential in case of unknown interests (Zeide and 
Nissenbaum, 2018). This point is further stressed by several participants in this  study noticing that 
Instructure’s purpose for the transmitted data and the ways in which it is processed is unknown to 
them. 

After discussing the changes in data processing that Canvas introduced to HEIs, I want to return to 
what the framework of contextual integrity holds for contemporary developments. Nissenbaum 
(2010) concludes for an assessment of contextual integrity regarding a novel socio-technical system: 

If the new practice generates changes in actors, attributes, or transmission 

principles, the practice is flagged as violating entrenched informational norms 

and constitutes a prima facie violation of contextual integrity. (p.150)  

Current data processing in Canvas at HEIs can be considered to breach contextual integrity and thus 
informational privacy according to the aspects discussed above. HEIs’ utilisation of the LMS 
introduces new informational norms that are not only opposed to Zeide and Nissenbaum’s (2018, 
p.258) descriptions of traditional informational norms of human educators and physical education 
institutions, but can also be seen to breach many expectations of students in various countries in 
terms of the circumstances under which personal information are ought to be handled at HEIs (e.g. 
Roberts et al., 2016; Tsai, Whitelock-Wainwright and Gasevic, 2020; Sun et al., 2019). 

Considering previous research, it appears fair to say that students often expect the representation of 
more traditional informational norms when it comes to the utilisation of LMSs at HEIs. In terms of 
sharing preferences regarding LA, Ifenthaler and Schumacher (2016, p.933) describe students as 
‘rather conservative’, with a majority ‘open to sharing data related to their university studies, but [...] 
hold[ing] back personal information and data trails of their online behavior’. Studies in which 
students show little or no concern about their data being processed in institutional LA (e.g. Pontual 
Falcão et al., 2020) also appear, beyond traditionally high trust into HEIs, partly tied to general 
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education and digital literacy among participants. This is supported by Slade, Prinsloo and Khalil’s 
(2019) study in which, before engaging more specifically with institutional LA, about half of the 
students initially indicated little to no concerns about the collection of data online , but subsequently 
showed increased concerns after having been introduced to more detailed scenarios of how data might 
be collected about them. The same pattern of increased digital literacy seemingly leading to more 
nuanced considerations of (informational) privacy is stressed by Steijn and Vedder (2015b). The 
latter authors showed that adolescents considered general privacy as important as young adults and 
adults, but with the difference of adolescents seeming reportedly less concerned about privacy in 
general than older participants due to ‘informational’ privacy being less influential in their 
perceptions of what constitutes privacy, and which dimensions constitute privacy. It can be argued 
that both in the case of Steijn and Vedder (2015b), in which adolescents do not consider online 
surveillance as affecting their (informational) privacy, as well as in the case of Pontual Falcão et al. 
(2020), in which students are wholly unconcerned about LA and consider respective data as ‘not 
overly sensitive’, individuals lack awareness and appear widely unable to estimate whether 
informational norms they expect to be supported in a given context are actually supported 
(Nissenbaum, 2010). 

Beside widely lacking awareness (e.g. Roberts et al., 2016; Sun et al., 2019; Jones et al., 2020), many 
students further demand increased transparency, forms of consent, and considered sharing of personal 
information with third parties either unacceptable if certain conditions, such as anonymisation, are 
not met, or even generally unacceptable (cf. Tsai et al., 2020; Roberts et al., 2016; Slade and Prinsloo, 
2014; Slade, Prinsloo and Khalil, 2019). However, while requesting consent in case of LA or 
processing of not strictly necessary data was a point that was partly discussed and agreed with in this 
study’s interviews, it can be described that most respondents considered no need for consent. Reasons 
for this included that data processing was mostly perceived as entailing only necessary data, and that 
LA was mostly considered not to be practiced because onboard LA functions in Canvas were mostly 
either not known about or not considered a form of LA. Participants not considering respective HEIs 
to be utilising LA, seemingly taking for granted onboard LA, appeared to have resulted in conc erns 
about consent to remain largely unconsidered. Due to data processing being seemingly neither 
sufficiently transparent for users nor sufficiently discussed among educational stakeholders at HEIs, 
breaches of entrenched informational norms remain widely unrecognised and HEIs currently appear 
inactive in facilitating the negotiation of appropriate flows of personal information. 

The negotiation of appropriate flows of personal information, however, is dependent on institutional 
transparency and discussion about ongoing data processing. Without information on data processing, 
people are widely unable to compare flows of personal information with the informational norms 
perceived to be apparent in the respective context, and therefore cannot determine whether  these 
norms are respected (cf. Nissenbaum, 2010). Lacking institutional transparency and discussion thus 
hinder people in developing perceptions of informational privacy and dataveillance—perceptions 
being focused upon in the following chapter. 

 

7.2. Surveillance cultures of Canvas 

While the last chapter discussed novel flows of personal information around Canvas from a 
perspective of contextual integrity, the focus of this chapter is to discuss how challenges for 
informational privacy in Canvas arise from perceptions. The concept of surveillance cultures is 
helpful for understanding these challenges for informational privacy, which arise from dataveillance 
and the (institutional) circumstances under which it is practiced in Canvas. Dataveillance is thereby 
considered a specific form of surveillance, through which individuals are continuously tracked by 
means of their data and/or metadata, without declaration of pre-set purposes (van Dijck, 2014, p.205). 
Surveillance cultures include both the ways in which people perceive (surveillance imaginaries) as 
well as the ways in which people behave (surveillance practices) regarding surveillance (Lyon, 2017). 
Surveillance imaginaries include perceptions of what constitutes (informational) privacy (Lyon, 
2018a) and thus closely relate to Nissenbaum’s (2010) context-relative informational norms defining 
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what is perceived as appropriate (here in terms of surveillance practices). This chapter discusses 
challenges for informational privacy due to the way it is perceived in LMSs, and how perceptions 
can be understood through the theoretical lens of surveillance cultures. How it is perceived to be 
surveillance subject or agent, and how surveillance is navigated in practice. In the following, this 
theoretical lens is structured through four common features of surveillance cultures, which define the 
following subchapters. 

 

7.2.1. Liquid surveillance 

Lyon (2018b) describes ‘liquid surveillance’ as one common feature of surveillance cultures and 
stresses how contemporary surveillance and the fluidity of digital information transmission are ever 
harder to comprehend and pin down (Lyon, 2018b). In this study, the liquidity of surveillance is 
useful for understanding a discrepancy apparent among respondents’ accounts around informational 
privacy in Canvas. On the one hand, the interviews make apparent parts of the far -reaching and 
complex dataveillance (cf. Marachi and Quill, 2020; Allens et al., 2020; Munguia et al., 2020) which 
LA functions in Canvas are based on, and which results in storage of  large datasets that respondents 
describe as widely incomprehensible and currently without further use for HEIs. On the other hand, 
respondents rarely addressed aspects of dataveillance in Canvas without being specifically asked for 
it, and e.g. mostly did not consider functions of onboard LA to be LA. These aspects appear to become 
clearer by considering that personal information is widely interwoven with the user interface in 
Canvas, creating the possibility of becoming a routine aspect of working with the LMS. Onboard LA 
can hence be perceived as a convenient standard feature provided by Canvas, which might widely 
appear justified to educational stakeholders around the system, as almost everyone seems to be 
utilising the system without negative feedback in terms of handling personal information. Without 
greater (institutional) discussions, Canvas masks the complex ways in which data is collected from 
users and reported elsewhere, because dataveillance has become so liquid (Lyon, 2018b).  

The discrepancy between dataveillance and the widely lacking need for its outcomes at HEIs further 
appears to not usually surface in discussions, because trying to resolve it would arguably prompt 
changes for respondents and institutional ways of processing da ta. Lyon and Bauman’s (2013) 
delineations on liquid surveillance and the tendencies of disconnection which it creates are valuable 
for further consideration: 

Two major issues confront surveillance ethics here. One is the distressing tendency 

towards what Bauman calls “adiaphorization” in which systems and processes 

become split off from any consideration of morality. “It’s not my department” 

would be the quintessential bureaucratic response to queries about the rightness 

of an official assessment or judgement. The other is that surveillance streamlines 

the process of doing things at a distance, of separating a person from the 

consequences of an action. (p.13) 

In line with the quote above, it appears that in the interviews ethical considerations around 
dataveillance in Canvas are mostly, and especially if not specifically asked about forms of 
dataveillance, overruled by justifications concerning institutional conditions such as hierarchy and 
responsibilities, finances, time, missing institutional expertise/staff, a ‘need for data’, or adherence 
to established proceedings such as the joint procurement process for HEIs achieved by SUNET. While 
it cannot be finally assessed how much individual knowledge about dataveillance is apparent in 
individual interviews, many of the above-noted examples of justification indicated an overall 
tendency of ‘doing things at a distance’ (Lyon and Bauman, 2013, p.13) , as well as a tendency for 
moral disconnection. However, it is not the case that ethical considerations were missing in any 
interview. Different respondents in the HEIs have different roles and backgrounds, and thus perceived 
different possibilities and occasions for reflecting on and be critical about ongoing dataveillance—
an aspect which I further elaborate upon in terms of the closely related normalisation of surveillance 
(Lyon, 2018b). Still, even though seemingly rather unconcerned, most respondents were also unsure 
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whether current data processing in Canvas is acceptable or not. This appears to represent surveillance 
imaginaries which lack necessary information and awareness, and thus result in uncertainty about 
and vague engagement with dataveillance as the surveillance practice at hand. 

While the liquidity of surveillance is rising with increasing complexity of the ways in which data are 
processed (such as when LMSs are hosted off-premises), institutional transparency and discussions 
gain in importance for the management of digital technologies and informational privacy in it. This 
is especially the case since HEIs often lack control, expertise, and inside knowledge which they 
would gain from e.g. developing, maintaining and hosting a respective LMS themselves. The current 
lack of institutional transparency not only hinders users to inform themselves about data processing, 
but also reduces the possibility for staff to grasp necessary details to derive ethical considerations. 
Especially for management levels, the necessity to further inform themselves about the specifics of 
dataveillance in LMSs to provide more meaningful and specific information would likely not only 
increase user awareness, but also be beneficial for creating informational privacy-friendly structures 
at HEIs (cf. Solove, 2013, p.1900). Instead, the provision of generic instead of specific information 
on data processing e.g. in privacy policies is currently mostly considered unproblematic by 
respondents. Such generic information, however, foster the dissemination of the claim of a largely 
undifferentiated ‘need for data’ which is mostly shared by respondents, disregarding vast amounts of 
data being processed in Canvas and accessible to HEIs without a final institutional purpose.  

Especially due to the liquefying nature of surveillance and its effects above, it appears valuable to 
consider Connelly’s (2000, p.219) arguments for informed consent in HE, and that HEIs have a 
‘procedural requirement for ongoing conversation’. Instead of engaging in the exercise of official 
authority, this ongoing conversation through requests of informed consent at institutions would foster 
the development of rich surveillance cultures. One effect of this process would be the increasing 
establishment of a shared language including common meanings through which both surveillance 
agents and subjects can make sense of surveillance. HEIs appear to have a responsibility to educate, 
and meaningful as well as widely understood language could underline this effort. Current ly, HEIs 
often hinder the construction of rich surveillance imaginaries among students, teachers, and other 
staff around Canvas. Relatively few actors are being heard, and specifically students appear widely 
unaware and are limited in their ability to take a conscious stance in the formation of surveillance 
practices around them. 

 

7.2.2. Immersion in surveillance 

A discussion of perceptions of informational privacy in Canvas benefits from viewing these as partly 
affected by people’s ‘immersion’ in surveillance. Lyon (2018b) describes immersion as the 
unavoidable ‘stream in which we swim’ (p.6), an aspect of surveillance cultures relevant in pointing 
to the partly inescapable embeddedness of actors in surveillance. Interestingly, while research has 
dealt with the widespread and growing datafication and dataveillance in the sector of HE (e.g. 
Williamson, 2018; Sun et al., 2019; Slade and Prinsloo, 2014), the perceptions of informational 
privacy in this study indicate that respondents widely do not consider the ways in  which HEIs process 
data to be dataveillance and part of people’s immersion in surveillance overall. Contrary to this, 
respondents mostly perceived data processing in Canvas as legitimate and described respective data 
as necessary for HEIs. Likely due to the complexity and invisibility of dataveillance in Canvas, as 
well as lacking institutional transparency, respondents widely participate in fostering HE’s 
immersion in surveillance as they appear unaware of dataveillance afforded by the LMS.  

Another aspect concerning immersion in surveillance is the perceived futility of trying to escape or 
avoid surveillance (Lyon, 2018b), and respondents perceiving dataveillance in Canvas as having a 
low priority compared to other issues with digital technologies utilised  at HEIs. One reason for the 
low priority appears to be the various other kinds of digital technologies utilised at HEIs, which also 
engage in possibly even more dataveillance. Systems considered more problematic seemingly 
relativise the challenges existing around Canvas. In the interviews, respondents used examples of 
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such systems to justify missing engagement with problems of informational privacy around Canvas. 
In this way, the existing immersion in surveillance leads to structural conditions that foster  further 
immersion in surveillance, e.g. through the introduction and existence of other surveillance practices 
in digital technologies. 

 

7.2.3. Power relations around surveillance 

Lyon (2018b) suggests the concept of ‘power relations’ as useful for analysing surveillance cultures, 
which here manifest themselves among respondents’ articulations of informational privacy. In terms 
of the challenges for informational privacy, the importance of power relations lies especially in the 
asymmetry between respondents and students at HEIs as the most common users of LMSs. 

The most apparent power-related issue arising from the interviews is that respondents mostly 
considered students to be content with or desiring current data processing and thus dataveillance in 
Canvas. This perception was articulated even though HEIs were not described as having consulted 
students beyond student representatives. Accounts of such a homogeneity of student’s interests for 
informational privacy stand in contrast to previous research suggesting a  great diversity of articulated 
interests (Pontual Falcão et al., 2020; Roberts et al., 2016; Ifenthaler and Schumacher, 2016). Until 
further research or institutional efforts clarify students’ interests around informational privacy in 
Swedish LMSs, the above descriptions can be considered ‘dangerous presumptions of universality’ 
(Monahan, 2011, p.501), surveillance imaginaries which the latter author stresses to be in need of 
problematisation. Recognising the probable diversity of student interests, it seems that dataveillance 
in Canvas affects many students contrary to their interests. Moreover, the respondents’ surveillance 
imaginaries legitimise current surveillance practices. If dataveillance is continued and entrenched, in 
turn, it tends to be increasingly taken for granted. A possible hegemony of the above perceptions of 
homogeneity/universality is finally problematic for HEIs, because they arise from surveillance 
cultures which are largely characterised by HEIs’ power to define the kinds of data processing 
without negotiation with users. The resulting surveillance imaginaries as well as practices are under-
complex, because HEIs and the digital technologies they introduce largely exclude actors such as 
students, teachers, and various other staff from meaningful discussion. 

While data processing and respective descriptions of respondents in the case of Canvas mark 
asymmetries of power, perhaps a more significant aspect is how the power asymmetry is rendered 
less challengeable by the nature of contemporary dataveillance. Among complaints described in the 
interviews as having appeared during the Canvas introduction at HEIs, non-behavioural categories 
of data were seemingly the only ones denounced as inappropriate. Behavioural data as an aspect of 
dataveillance in Canvas appears to have widely remained uncontested. To contest or even be able to 
determine whether a certain kind of dataveillance lies within our interests, we need to be able to 
perceive, experience and understand it in some way. In the case of dataveillance in Canvas this 
appears to be less and less the case due to the liquefying nature of surveillance (Lyon, 2018b). The 
difficulty of developing ‘suitable’ surveillance imaginaries entrenches power asymmetries, because 
the nature of current dataveillance allows for much unintended as well as intended action against the 
interests of different actors. For example, in a physical classroom it would arguably be easy for all 
individuals to discover surveillance cameras and protest against their presence, but this possibility 
for contestation does not equally exist in Canvas. Dataveillance largely happens and changes 
(including accidentally, e.g. through misconfiguration) without being apparent to users who appear 
mostly unable to grasp the meaning of such events. Considering the interviews and previous research 
(cf. Sun et al., 2019; Jones et al., 2020), it is probable that many students, teachers, and other staff 
do not know that HEIs likely act contrary to their interests. In case actors do know that data  
processing might be against their interests, missing institutional transparency as well as e.g. students 
at HEIs having to contact the data protection officer for specific information currently hinder an 
identification of inappropriate events. While the liquefying nature of surveillance entrenches power-
relations, actors in surveillance cultures are more and more dependent on language and information 
to make sense of and be able to contest surveillance practices, because surveillance is ever less 
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experienceable and more and more vague in our surveillance imaginaries.  

 

7.2.4. Compliance with surveillance 

Lyon (2018b) has problematised today’s widespread compliance with surveillance as an important 
aspect among surveillance cultures. In the context of HE and datavei llance in LMSs, the concept of 
compliance is helpful for understanding the role of institutional settings in increasing user 
compliance at HEIs, and in effect seemingly rendering it increasingly normal. As users of Canvas at 
HEIs are, apart from not engaging with an institution at all, generally not able to affect the ways in 
which data are processed, compliance can be considered the norm from which it appears difficult to 
deviate for users. Even though dataveillance can be contested through official channe ls such as data 
protection officers or agencies, lacking institutional transparency and exercise of official authority 
inhibit contestation. Problematically, perceptions in this study have indicated that staff at HEIs are 
also partly unaware of dataveillance in Canvas, decreasing the likelihood of discussions at HEIs. 
Furthermore, Canvas users at HEIs arguably strive to accomplish a successful academic 
education/career, and, if aware of dataveillance in Canvas, might refrain from questioning academic 
authorities and contesting such practices as this could be perceived as risking to jeopardise 
education/career goals. Generically informing users and exercising official authority finally does not 
allow users any meaningful choice beyond ‘take-dataveillance-or-leave-it’ (cf. Allens et al., 2020), 
and tends to decrease negotiation of dataveillance. By inhibiting negotiation and fostering 
compliance, such institutional settings and their power asymmetries further aid the normalisation of 
surveillance (Lyon, 2018b) in HE, and the dissemination of an understanding that life is increasingly 
lived under different forms of surveillance (Lyon, 2017). 

 

7.2.5. Normalisation of surveillance 

The accounts of informational privacy in Canvas offer various important aspects for the cons ideration 
of informational privacy and its perception as affected by the normalisation of surveillance. Lyon 
(2018b) describes normalisation as a feature in surveillance cultures through which ‘today’s novelty 
becomes tomorrow’s normal’ (p.8). Respondents’ descriptions of the introduction and ongoing 
utilisation of Canvas including respective surveillance practices at HEIs appear in line with these 
characteristics. They noted that discussions about aspects of informational privacy in Canvas at the 
institutions are rare to non-existent, and that complaints about data processing are almost entirely 
limited to the phases when Canvas was being introduced at HEIs. While Canvas enjoyed attention at 
first, it increasingly becomes part of the normality of everyday practice. This is partly the case 
because information about risks to IT security and informational privacy (cf. Marachi and Quill, 
2020, p.425), which the introduction of Canvas brings to HE, are usually not provided to users. 
Further, while it appears that no ‘large-scale’ leaks of data or other unintended consequences have 
become public about Canvas in Sweden so far, this situation entrenches the normalisation of current 
ways of processing data. ‘Unintended consequences’ are thereby matters of perspective,  since even 
the creation of large datasets containing behavioural data might be an unintended consequence for 
many individuals who are the subjects of respective data. However, HE is usually a trusted 
institutional context including relatively high value and protection for ethical practices, supporting 
especially among users the perception of Canvas being another ‘normal’ institutional system which 
works in accordance with ‘traditional’ norms. 

Even though some ethical issues were raised by respondents, LMS utilisation can be described to be 
largely perceived to function normal and as planned, mostly because there is little information 
suggesting otherwise. This situation of business-as-usual appears to indicate to educational 
stakeholders an institutional stability implying that things, including data processing, have not 
changed in ways that are worth highlighting. Novel digital technologies such as Canvas can arguably 
be found to partly ‘inherit’ trustworthiness from HEIs at which they are deployed. This po ssibly 
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leaves changes occurring in the ‘background’ unnoticed among many actors around Canvas, since 
e.g. liquefying surveillance and its opacity due to lacking transparency largely leave actors with a 
need for trust. For example, normalisation and the underlying inheritance of trustworthiness are 
fostered by the design (especially colours) of LMS interfaces that are often adapted to represent 
HEIs’ ‘corporate identity’ or ’brand’. These design adjustments suggest to users that respective LMSs 
are in the hands of HEIs and hide the loss of institutional control that greater processes such as LMSs’ 
move off premises have brought into HE in the last decade (Alier et al., 2020). Another example 
arguably creating opacity is HEIs’ renaming of Canvas instances. Such new names seemingly aid 
normalisation through inheritance of trustworthiness, e.g. because after renaming, possible negative 
publicity concerning certain digital technologies would be more difficult to connect to institutionally 
adjusted ones. The result is a tendency to create an isolated institutional meaning of a respective 
LMS, disconnected from the meaning underlying language outside the institutional environment. 
Finally, being partly rooted in trust, normalisation e.g. through the above-noted factors entrenches 
contemporary compliance with surveillance (Lyon, 2017), and hinders contestations.  

A further important aspect is that normalisation of surveillance, specifically fostered by lacking 
awareness, needs to be considered in light of the different roles of respondents at HEIs. It is possible 
to see how perceptions of informational privacy and surveillance differed between respondents’ 
professional responsibilities. Most respondents were mainly responsible for administration and 
(project) management of/around Canvas. From descriptions in the interviews, it becomes apparent 
that most respondents usually did not often interact directly with Canvas users as part of their 
profession. Respondents with direct contact to LMS users like students and teachers tended to 
describe informational privacy and dataveillance in Canvas in a more conflicting way than others. 
While most interviews focussed e.g. on administrative procedures and legal aspects, R1 and R7’s 
descriptions of ethical issues appeared prompted by the need to navigate their role within expectations 
and interests of both dataveillance agents and dataveillance subjects. Considering Lyon and Bauman 
(2013, p.13) descriptions about the tendencies of disconnection around surveillance, it seems that 
normalisation becomes a ‘smoother’ and more stable process if agents of dataveillance are separated 
from frequent interactions with the subjects of dataveillance (mostly students), and hence separated 
from diverse contestations of dataveillance and its meaning. The ‘liquefying’ nature of surveillance 
‘streamlines the process of doing things at a distance, of separating a person from the consequences 
of an action’—thereby undermining ethical considerations (Lyon and Bauman, 2013, p.13). 
Interaction with the subjects of dataveillance reduces the distance at which dataveillance can be done, 
increasing ethical considerations, and limiting normalisation. 

One effect of the above tendencies of disconnection appears to be that talk among administrative 
staff of Canvas is rather homogenous (e.g. descriptions of students being content with or desiring the 
processing of data in Canvas seem rather left uncontested) than would likely be the case in a 
classroom with students and teachers from different backgrounds and with diffe rent interests 
concerning informational privacy. In this light, it appears both logical and problematic that most 
interviews indicated little institutional conversations and discussions about Canvas and personal 
information handled within it. Discussions and the different perspectives as well as interests that 
diverse actors would present, create interruptions in the normalisation of surveillance within and 
among individuals. In terms of surveillance cultures, then, it appears plausible that contestations o f 
surveillance practices that e.g. students and teachers confront respondents with, are important factors 
changing surveillance imaginaries, and what is considered ‘normal’ and appropriate. Hence, while 
surveillance is always being normalised, contestations challenge this process. Rich surveillance 
cultures work against normalisation, because meanings as part of these cultures become contested 
instead of taken for granted. Accordingly, respondents in closer connection with subjects of 
dataveillance appeared to perceive dataveillance as less normal and more diverse in its possible 
meanings for others. 
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7.3. Concluding remarks 

This thesis set out to understand challenges for informational privacy through respective perceptions 
of staff managing the LMS Canvas at HEIs in Sweden. The interest lies not only in flows of personal 
information and effects on informational privacy, but deliberately in how such flows are perceived 
by respondents, and how perceptions, in turn, can both affect challenges for informational privacy as 
well as enrich an understanding of them. 

With Canvas, relatively novel flows of personal information have entered Swedish HE. It appears, 
however, that respective flows of personal information are partly not aligned with traditionally 
established informational norms. The use of Canvas for educational purposes at HEIs includes the 
dataveillance of users, which results in large datasets on user interactions in Canvas that are widely 
incomprehensible and without further purpose for Swedish HEIs at the time of the interviews. In line 
with datasets stored and accessible without further purpose, the actual usage of dataveillance 
capabilities in Canvas appears to be a minor aspect at HEIs. However, even though the usage of 
dataveillance by HEIs seems limited, e.g. to LA functions on a course-level, and far from the full 
potential afforded by Canvas, assessing the actual usage lies beyond the scope of this thesis. Users 
of Canvas further do not have the possibility to affect the ways in which their data are processed. 
Beyond users being unable to practically avoid dataveillance or keep various categories of data from 
being processed to uphold individually desired informational privacy, this practical inability is most 
likely entrenched by widely missing awareness of and discussions about personal information  in 
Canvas. According to respondents, specific (as opposed to generic) information on data processed in 
Canvas, such as processed categories, is not handed out to users by HEIs. It seems that reasons for 
these aspects widely include lacking staff and/or expertise, time, finances, hierarchies and 
responsibilities, a widespread view of needing the currently processed data in Canvas (with differing 
perceptions of which categories ‘data’ entails), a low priority of Canvas compared to other systems, 
as well as a sense of adherence to established proceedings such as the joint procurement process for 
HEIs achieved through SUNET. 

While the data processing above presents various challenges for informational privacy, this study 
further analysed several patterns among respondents’ accounts referring to informational privacy in 
Canvas. Interview participants rarely addressed dataveillance in LMSs without being specifically 
asked. In case dataveillance was addressed, there was a strong focus on non-behavioural data. 
Further, ethical concerns were rarely articulated. Still, most participants were unsure about data 
processing being acceptable or problematic. Paradoxically, even though institutional discussions 
about data processing in Canvas were described as largely missing, students were mostly described 
as content with or desiring current data processing. Most respondents thereby described data 
processing to be limited to necessary data. Functions of onboard LA (pre -installed in Canvas) often 
appeared taken for granted in most interviews, and respondents tended not to consider onboard LA 
to be LA. Reaching beyond onboard LA and respective data processing in Canvas, dedicated LA as 
part of a greater institutional strategy and e.g. based on data from the LMS was considered non-
existent at HEIs in Sweden at the time of the interviews. Hence, respondents mostly did not consider 
HEIs to be practicing LA at all. Seemingly taken for granted, and/or being unaware, and/or avoiding 
discussing onboard LA (e.g. as reaching beyond necessary data), respondents noted consent as needed 
in case LA is practiced and not strictly necessary data is processed. Finally , most respondents 
described no concerns about institutional transparency regarding data processing in Canvas.  

Both institutional data processing as well as discrepancies between this processing and respective 
perceptions create challenges for informational privacy. It must be assumed that dataveillance and 
the kinds of data processed in Canvas are likely against many educational stakeholders’ interests. 
The discrepancy between Canvas’ relatively intrusive nature, on the one hand, and the rare occurrence 
of this aspect in interviews, on the other hand, is one indicator for a widespread misalignment of data 
processing and its perception. Specifically, the in interviews widely lacking description of 
behavioural data processed in Canvas indicates that respondents are partly not considering some of 
the possibly most valuable and sensitive categories of data. It is thus unlikely in such cases that 
meaningful reflections can be derived on possible challenges for informational privacy. Exercise of 
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official authority, lacking transparency, and seemingly rare discussions at HEIs are furthering this 
misalignment. Specific information on data processing in Canvas, discussion, negotiation, and 
possibilities for withholding/-drawing consent, however, would aid a re-alignment of practices and 
perceptions. This process seems necessary for the creation of informational privacy and appropriate 
flows of personal information. Currently, perceptions that individuals have and construct of data 
processing in Canvas (especially through language and talk) remain widely under -complex. Hence, 
individuals cannot meaningfully assess whether practices can be considered appropriate. User 
complaints at HEIs described in the interviews therefore focus on ‘visible’ aspects, such as social 
security numbers as once more or less openly displayed in Canvas, and do not consider ‘invisible’ 
aspects (e.g. clickstream tracking). 

HEIs currently do not negotiate with most educational stakeholders around Canvas—including some 
respondents. However, this would be necessary not only for upholding informational privacy as 
desired by diverse actors, but also for maintaining trust for further educational objectives. HEIs 
utilise power to process data. Problematically, they implicitly define what data is ‘necessary’ or 
‘needed’. The range of data currently processed with the help of Canvas thereby appears to lack 
alignment with students’ interests concerning informational privacy. HEIs thus define what level of 
informational privacy is possible when engaging with Canvas, and when engaging with a respective 
HEI if Canvas happens to be obligatory for collaboration. It finally  seems that HEIs are in need of 
creating space and transparency for meaningful negotiations around data processing in Canvas. 
Rather than fostering opacity and unawareness through vague terminology, aiding the formation of 
concise language is arguably an important educational task of HEIs, and will help individuals in 
making sense of life’s chances and risks in relation to their interests for informational privacy.  

The introduction of new Canvas instances at Swedish HEIs was ongoing during the work on this 
thesis, making it a timely research project. Moreover, to the best of my knowledge, informational 
privacy, and respective data processing as part of Canvas in Sweden (and Europe overall) have 
previously not been the subject of academic work. Due to the various roles and experiences of 
different respondents as well as the development stages of Canvas at their institutions, this project’s 
exploratory approach was necessary but challenging. It quickly became clear that the wealth of 
perspectives comes at the cost of diverse meanings. 

From this thesis, it is finally possible to derive starting points for future work. An aspect creating 
tensions and necessitating further research is that students were in this study often described to be 
content with or desiring current data processing in Canvas. The widespread nature of Canvas in 
Swedish HE makes the details of respective data processing and its alignment with e.g. students’ and 
teachers’ interests an important topic of inquiry. A further aspect with great relevance appears to be 
investigation into the meaning of what could be called ‘secondary profits’ for public procurement 
processes. Companies such as Canvas-distributing Instructure partly create secondary profits through 
the development of algorithms and predictive models derived from dataveillance. These secondary 
profits can improve companies’ competitiveness in public procurement processes because secondary 
profits likely allow for the reduction of the regular price of a digital technology (The regular price 
partly being ‘primary profit’). It appears unclear whether this leads to a general issue of public 
procurements structurally fostering dataveillant digital technologies in the public sector because of a 
tendency to decrease costs. 
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10. Appendix 

Appendix A: Invitation for participation 

Dear …, 

I herewith invite you for an interview concerning a study of the learning management system (LMS) 
Canvas in German and Swedish higher education. After looking into a range of relevant persons at 
respective institutions, I have the impression that your participation would be valuable for this study 
due to your position at the university. 

My research project, situated at Uppsala University as part of my master thesis in sustainable 
development, explores how staff managing educational technology both in higher education 
institutions and other relevant public institutions perceive the implementation of the LMS in relation 
to individual privacy. My interest is about how LMS influence and are influenced by educational 
settings. My research is fully built on qualitative interviews and your participation would therefore 
be very much appreciated as it is vital for realisation. 

I am planning to conduct two to three interviews at two German and two Swedish higher education 
institutions, respectively, as well as two to three interviews at each other public institution relevant 
for educational technology in higher education. The required interview participants should have 
preferably been involved in or be knowledgeable regarding the introduction of Canvas. Each 
interview can be conducted in English or in German, will take roughly 45–60 minutes and will be 
recorded for my documentation. Examples of interview questions are: Could you walk me through 
the process of implementing the LMS at your institution? What are important benefits leading to the 
choice of the LMS in contrast to other options? Could you describe experiences of the LMS in relation 
to individual privacy? After the interview, I will send you the full interview transcript in order to 
give an opportunity to correct any possible errors. 

My research follows the guidelines set up by the Swedish Research Council (Vetenskapsrådet), 
assuring you the right to participate voluntarily, to stop participation without negative consequences 
at any time, to decide about the conditions under which you participate, to participate confidentially 
(I will not identify you or your institution by name or other individual traits), and to be guarante ed 
that data resulting from your participation will be used only for purposes of research specified in this 
document. The master thesis will be published on DiVA, Digitala Vetenskapliga Arkivet 
(https://diva-portal.org/). 

In case you have any questions concerning the involvement in my study, please feel free to reach out 
to me any time: Jan-Philip Tummes (email: *****), Department of Earth Sciences, Uppsala 
University. For further information or reference, you can also contact my supervisor Maria Lindh, 
Ph.D. (email: maria.lindh@hb.se), Swedish School of Library and Information Science (SSLIS), 
University of Borås. 

A couple of days after you receive this email, I will contact you via telephone to arrange the interview. 
Please reply to me via email in case you are not interested in participating. In any case, I would be 
grateful for recommendations on other relevant contacts. 

Your perspective is very important for my research, and I hope you will be able to share your 
experience with me. 

With kind regards, 

Jan-Philip Tummes 
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Appendix B: Consent form 

I volunteer to participate in a research project conducted by Jan-Philip Tummes as part of his master thesis at 
Uppsala University in 2021. I understand that the project is designed to gather information about how the 
implementation of the learning management system Canvas is perceived in relation to individual privacy in 
higher education. I will be one of approximately 5–10 staff managing educational technology being 
interviewed for this research in both German and Swedish higher education institutions as well as other 
relevant public institutions. 

1. I understand the research I participate in follows the guidelines set up by the Swedish Research 
Council (Vetenskapsrådet), meaning I am assured the following rights:  

• My participation is completely voluntary and I have the right to terminate my participation 
without negative consequences at any point during the study.  

• I have the right to decide for myself the conditions under which I participate.  

• Data is treated confidentially. 

• The collected data will only be used for the research purposes stated in this document.  
 

2. I understand that I will not be paid for my participation.  
 

3. Participation involves being interviewed by Jan-Philip Tummes. The interview will last approximately 
45–60 minutes. Notes will be written during the interview. An audio recording will be made of the 
interview and subsequent dialogue for the personal documentation of the researcher. Depending on 
the choice below, I will be able to receive a transcript after the interview in order to correct any 
possible errors, as well as receive an electronic link to the published thesis:  

      □    I would like to receive an interview transcript to check for necessary corrections 

      □    I would like to receive an electronic link once the thesis has been published 

4. I understand that information from the interview may be included in the publication of the master 
thesis on DiVA, Digitala Vetenskapliga Arkivet (https://diva-portal.org/). Information from the 
interview may also be included in related reports and presenta tions. The researcher will not identify 
me or the institution I work for by name or other individual traits in any reports using information 
obtained from this interview and my participation thus remains confidential at any point in time.  
 

5. In case of any questions/comments before and/or after the interview, I may contact Jan-Philip Tummes 
(email: *****), Department of Earth Sciences, Uppsala University. If I require further 
information/reference, I may contact the researcher’s supervisor Maria Lindh, Ph.D. (email: 
maria.lindh@hb.se), Swedish School of Library and Information Science (SSLIS), University of 
Borås. 
 

6. I have read and understood the explanation provided to me. I have had all my questions answered to 
my satisfaction, and I voluntarily agree to part icipate in this study. 
 

7. I have been given a signed copy of this consent form. 

 

______________________________  ______________________________ 

My signature     Date 

 

______________________________  ______________________________ 

My printed name    Signature of researcher 
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Appendix C: Interview guide 

Background 

What is your position at your institution? 

• How long have you been in this position? 

What are your responsibilities? 

What is your educational background? 

LMS introduction process 

Could you walk me through the introduction process of Canvas? 

• What are the reasons for the introduction? 

• What were the arguments for the introduction? 

• How long was the overall introduction process? 

Who participated in the process (internal/external) of introducing Canvas? 

• How have the involved parties affected the process? 

• Could groups like e.g. students and teachers influence the introduction process of Canvas?  

What important discussions do you remember? 

• Have you experienced problematic aspects of different parties? 

• If so, how were these issues navigated in the introduction process?  

Outcome of the introduction 

How do the resulting benefits of the LMS relate to your initial expectations?  

• What are benefits of the LMS in contrast to other options? 

• Are there any issues or dilemmas today? 

LMS and individual privacy 

Was individual privacy a concern during the introduction process?  

• If so, how was this handled? 

Could you describe how you experience the LMS in relation to individual privacy?  

• Has this experience changed during the time of introducing and using the LMS? 

• Could you give me examples of aspects which affect individual privacy within the LMS?  

LMS and institutional data governance 

From the generation within the LMS until its removal, could you describe how your institution uses and also 
governs LMS data? 

• Does your institution control the locations regarding storage and flows of LMS data?  

• How is user data interpreted in your institution? 

• Who decides about ways of interpreting data? 

How does your institution inform users about its data practices? 

• Are users made aware of data collection processes within the LMS? 

• Do users need to provide informed consent? 

• Can users opt out of data collection or are there alternative systems? 

Do you have anything to add to the interview? 

Thank you 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


