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Abstract

Providing Location Privacy for the Users of
Location-based Services

Dena Houshmand Mozafari

Location-based services (LBS) are becoming more popular due to the growing usage
of smartphones. They serve their users with various location-based services by having
access to their location information. Privacy of users is in danger if their exact
location data is exposed over time since their mobility patterns and their usual visiting
spots such as their homes or work places can be revealed in the long term.
Some mechanisms are proposed to protect user's location privacy and one of the
most common ones is K-anonymity. In this mechanism, K different user's location
information who are around the same area are changed to a common value which
make them indistinguishable from each other's’s. The privacy level that is provided by
this mechanism is usually measured by its metric named K-anonymity metric. Reza
Shokri et al.[36] questions the effectiveness of K-anonymity metric in reflecting the
real location privacy provided by K-anonymity mechanism in presence of different
adversaries.
In this thesis, we have studied different mechanisms which provide location privacy,
implemented a new version of K-anonymity which emphasizes on more privacy and
measured the effect of number of requests and number of users on the location
privacy by using Distortion-based metric, which is a novel metric proposed by Reza
Shokri et al.[35] and they believe it covers all the shortcomings of the previously
proposed metrics. We have, as well, analysed and studied the application of this novel
metric in some real-world scenarios.
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1 Introduction

1.1 Location-Based Services
Nowadays, smart phone users are capable of examining their surrounding
world in order to find friends, events and locations which interest them,
locating the bus they are waiting for, receiving advertisements or coupons
tailored to their locations, getting the local weather news or even locating
the closest potential ideal partners to them by using numerous applications
on their phones. These applications all have one thing in common and that
is using the current or some projected locations of their users as a filter to
provide location-based services (LBS) and share information in a user to
service provider or peer to peer manner.

In the user to service provider manner, two types of push and pull services
are provided. The pull services[4] are gained when a user sends a request
which consists of his/her location in the format of latitude and longitude
coordinates probably obtained by GPS, along with his/her user name, current
time and possibly a message content which includes the keyword for the
desired location (e g. the nearest sushi restaurant) to the service provider.
After the target location is computed by the service provider, the result will
be sent back to the user. The result can be a direction from the user’s location
to the requested location or just an indication of the desired location on the
map. On the other hand, push services[3] are triggered when the user enters
a specific geographical area without he/she sending any request to the service
providers (e g. advertisements upon the arrival to a new country).

In the peer to peer manner[2], the information are exchanged between dif-
ferent users of the service when they present in the vicinity of each other’s’s.

Figure 1 represents the system overview for each of these categorizes.
But despite the popularity of LBS, the leakage of information without

the user’s agreement to external eavesdroppers or the service providers has
always been a major privacy issue. Location privacy is a type of information
privacy which deals with controlling the amount, the way and the time of
sharing user’s information[18] and should be preserved. Consistent sharing
of location information in a long term can reveal some sensitive information
about an individual and misusing this information can threat the users in
different levels, from location-based spamming by bombarding a user by un-
desired advertisements, to harassment and damaging his/her reputation to
threatening personal well-being (stalking or personal attacks).
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Figure 1: Different types of location-based service systems

Despite the potential harm, the location privacy is not taken serious by
the LBS users. Danezis et al[16] have applied some experimental economics
and psychology techniques to determine how much effort is required to con-
vince someone to share his/her exact location information and found out
that the median price for 74 students to reveal 28 days of their exact loca-
tion is ₤10. Based on[30], only 21% of participants insisted on not sharing
their exact location outside their institution and Kaasinen[28] conducted an
interview on 55 users about LBS in Finland and believed that users were not
worried about the privacy issues that might occur in location-based services
and they hardly thought of the fact that their exact locations will be shared
with the service providers.

Due to the possible harm that users might face in the absence of loca-
tion privacy and their lack of knowledge about these threats, location pri-
vacy protection has been concerned researchers from different fields and has
been investigated from different angles and perspectives. There are location
privacy protection strategies proposed to protect user’s privacy and can be
approached through different communication stack layer such as physical or
network layer and can be applied in different system architectures which is
either distributed where privacy strategies are applied on individual mobile
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devices and it is a user-side approach or centralized where there exists a
trusted central server which performs the privacy protection mechanisms on
the sent data and it is a server-side approach or hybrid which is the combina-
tion of the two former architectures where the privacy protection mechanisms
are applied through both trusted server and mobile phones.

For this thesis, we approach the problem through the application layer
and in a centralized architecture. Centralized architecture has been chosen
due to its simplicity in implementation and maintenance and its server-side
functionality. On the other hand, this architecture has the common disad-
vantages of all the of centralized solutions such as single point of failure and
congestion management problem.

1.2 Centralized Location-Based System Overview
In this section, we try to explain the entities involved in the centralized
location-based system. As it is shown in figure 2, the system is composed of
three entities: user, central trusted server(CTS) and LBS. User is a mobile
entity who sends requests through an encrypted channel to the CTS which
acts as a proxy and implements the privacy mechanisms. A request gen-
erates an actual event which is a three-tuple <i,l,t> where i is the user’s
identity/pseudonym, l is the location coordinates where the request is sent
from and t is the time when the event is generated at. At CTS, location
privacy preserving mechanisms (LPPM) are performed on the actual events
to remove or modify them. The result is a set of observable events with the
modified or generalized location/time stamps. CTS sends these observable
events to the LBS provider to perform the computation based on the infor-
mation stored in them. At this point, the observable events are at the risk of
being accessed by an adversary. An adversary can be an eavesdropper who
gains access to the observable events through a non-secure channel or the
service provider who receives these events at the LBS. A subset of observ-
able events accessed by the adversary is called observed events which its size
depends on the adversary’s access right, knowledge and available technology.
After the computation is done by LBS, the result is sent back to CTS which
directs it to the user.
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Figure 2: Centralized location-based system overview

1.3 Location Privacy Protection Strategies
To protect LBS user’s privacy, some strategies should be applied to control
or modify the amount of information to be exposed. Up to date, there are
three different categories introduced which are: regulatory, privacy policies
and location privacy preserving mechanisms.

1.3.1 Regulatory and Privacy Policies

LBS providers have placed regulatory and privacy policies to protect their
user’s privacy. Regulatory deals with the rules to enforce fair usage of
location-based information in a group-based manner and privacy policies
provide personalized protection based on different requirements of individual
users, situations and transactions[18]. But protecting users by regulatory
and policies are only effective if the data collection is done in a trusted and
honest way. Dishonest collectors or system security vulnerabilities (e g. weak
password or malware) provide no data privacy for the users. Beside, many of
the policies and regulatory do not cover all the situations that location data
might be saved and used or they might not be clear enough to understand
and can mislead the users. Therefore, collecting merely the amount of infor-
mation that is needed for the service to work effectively is the best practice
and can minimize the privacy concerns. The focus on these two categories is
not the aim of this thesis and they will not be discussed any further.

1.3.2 Location Privacy Preserving Mechanisms (LPPM)

There is no location privacy for any user whose location-based data is ac-
cessible by some adversaries. An adversary can be the LBS itself or anyone
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who has access to the LBS data. The data need to be altered through some
mechanisms before it is visible by an adversary. Location privacy preserv-
ing mechanisms (LPPM) work as a transformation function which changes
the real users’ data before any adversary can observe it. In the best case
scenario, the data should be changed as much as the leakage of information
reaches to its minimal level while the service provider can still access to some
reasonable amount of information to benefit the user with some good degree
of the service. LPPM is done by the means of four different methods or their
combination which are explained as follow:

Hiding Events: In this method, a subset of users’ events is eliminated,
so the adversary cannot observe the complete set of events sent by the user.
This is done in order to minimize the frequent time/location data which in
a long term can leak some information about the user. Examples of systems
which used this method are [31, 27, 10].

Adding Dummy Events: Inserting some fake events which look like
the normal users’ trajectory in the set of users’ real events in order to deceive
the adversary is done in this method. Examples of systems which used this
method are [29, 32, 37].

Obfuscation: Obfuscation is the process of degrading the precision of
information in a way that the service can still be carried out to some accept-
able extent without revealing so exact information. The quality of service
though has a direct relation with the amount of information revealed, the
more precise the information is, the more exact the location-based service’s
result is. Examples of systems which used this method are [14, 21, 33].

Anonymization: Anonymity is dissociation of users’ real identities with
their personal information such as location-based information. This usually is
done in anonymization method by replacing the real identity of a user which
uniquely identifies him/her (e g. name, social security number) with a set of
temporary identifiers called pseudonyms which can be changed periodically
over time. The set of a user’s pseudonyms and real identities should be
disjoint. By doing so, an adversary cannot link a user with an event upon
observing the event. Anonymization is a useful but not sufficient mechanism
to provide privacy. Merely removing or replacing user identity, does not
strongly save the user identification from adversary since other information
about the user can identify him/her. Therefore, anonymity is usually used in
addition to other protection mechanisms as mentioned above (Hiding events,
adding dummy events and obfuscation). Examples of systems which used
this method are [15, 11].
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1.4 Location privacy measurement
In order to measure the location privacy acquired from applying LPPM over
the actual events, we should clarify what an adversary does to be able to
guess the actual locations of a user or some users by having access to a set
of observed events. The size of this subset is dependent on the adversary
capabilities in accessing these observed events such as his/her access rights
or available technologies. A trace consists of some consecutive events which
are ordered by their generation time and each user has an actual trace which
is composed of his/her actual events and represents the user’s mobility during
all the time instances. The adversary’s goal is to find out the user’s actual
trace out of the observed events he/she has access to. He/she needs to do
the reverse of what LPPM does which is re-transferring the observed events
to the actual events by relating acquired observed events to each other’s if
he/she predicts that they are consecutive events which belong to the same
user, generating the possible observed traces and assigning some probability
to each one of them based on who he predicts the trace belongs to by having
some prior knowledge about the users’ mobility patterns.

To measure location privacy acquired by LPPM, the difference between
the actual trace and adversarys’ traces is computed. The difference which in-
dicates adversary’s prediction error is computed by finding the distortion be-
tween the actual and adversary’s traces while each observed trace is weighted
by some probability which he/she has assigned to it. The more distorted ad-
versary’s prediction is, the higher the location privacy is.
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2 Problem Description
Exposure of location data in the long term can cause different privacy prob-
lems for the LBS users and can reveal some sensitive information about them.
Due to this problem, location privacy has attracted much attention and some
mechanisms have been proposed to protect user’s location privacy. One of
these mechanisms is K-anonymity which due to its simplicity, is a common
approach in this field. How much location privacy is obtained by applying
K-anonymity can be measured by different metrics.

There are four problems address in this thesis:
1. Investigating, analysing and using the real-world data throughout the

thesis.
2. Application of a novel K-anonymity mechanism which provides the

highest possible location privacy for the cloaked users.
3. Measuring the provided location privacy by our K-anonymity mech-

anism by using distortion-based metric which requires being adapted to K-
anonymity results.

4. Measurement of the effect of two factors of number of users and number
of tweets in a day over the location privacy provided by K-anonymity.

These problems are discussed further in the following paragraphs:
In all the researches about the analysis and measurement of location pri-

vacy acquired by K-anonymity over a dataset, that we have studied and are
aware of, the frequency of generation of the data under study by the users
follows a specific pattern, the number of users in the system is decided be-
forehand and the number of data for each of the users is determined if not
all equal to a single known value. This does not reflect the result on a usual
real world dataset in which many factors about the data and users are ran-
dom, therefore the gained results might not be so realistic. In this thesis,
we had access to some real Twitter[5] pseudonymized data with a large ran-
domness in its attributes such as random number of users in each day, no
specific time gap between each tweet by a user or no single value for the
number of tweets by each user. In chapter 4, we have analysed some subsets
of this data and categorized the mobility patterns of 10 most active users
in Sweden. The reason for limiting our dataset to Sweden was our famil-
iarity with the geographical space where these data had been collected in
and having a smaller and simpler dataset for each user which was making
our analysis process much clearer and more manageable. By doing so, we
were able to learn the users and their mobility patterns through plotting the
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data over the map and diagrams, clustering it and comparing the results.
K-anonymity has been implemented in various ways[34, 21, 20] but in all the
studied approaches, the cloak is formed when the minimum K value is met
in the specified area determined by location toleration values regardless of
the remaining time it might have before expiration, therefore the ability of
cloak in covering a larger K is neglected and it results in less location pri-
vacy while it is possible to provide more privacy for the cloaked users. In
this thesis, we have proposed a novel variation of K-anonymity for real-world
data where both location and time toleration values are taken into account
and tested its efficiency by computing how much data gets covered by cloaks
for several realistic K values by specifying the location and time toleration
values as inputs to the system. In our mechanism, each cloak accepts the
maximum possible number of users as long as its time toleration value allows
it. In this way, the highest possible location privacy for the cloaked users
is provided since the larger the K is, the higher the privacy goes[34]. As it
is mentioned earlier, location privacy provided by K-anonymity is measured
by K-anonymity metric but Reza Shokri et al. [36] questioned the complete-
ness and correctness of the location privacy measurement by this metric and
believed that this metric does not completely reflect the degree of location
privacy provided by K-anonymity mechanism. Therefore, In chapter 6, we
have implemented distortion based metric which is proposed by Reza Shokri
et al. [35], to measure the location privacy provided by our K-anonymity
mechanism in presence of different adversaries and measured the effects of
two factors which are the number of users and number of tweets in a day
on location privacy to be able to determine when and how K-anonymity
works the best. By doing so, we were able to evaluate the application of
distortion-based metric over real-world data and compute the effectiveness
of K-anonymity in different scenarios including number of users and number
of tweets in a day.

As far as we are aware of, this thesis was the first attempt which deals
with random real-world dataset, implements a novel K-anonymity mechanism
which accepts the maximum possible K value in each cloak and measures the
effect of two factors of number of users and number of tweets in a day on
location privacy by distortion-based metric.
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3 Related Literature Review

3.1 Analysing Pseudonymized Dataset Before LPPM
Application

Sensitive locations such as home or work places can be inferred by having ac-
cess to location data and misuse of this data can cause minor or major distur-
bance for the victims. The privacy concern about finding sensitive data and
places from location data has attracted much attention and many researches
has been done to analyse this problem. In[30] , Krumm was able to reveal
the home addresses of 172 individuals who had shared their pseudonymized
location information with median error below 60 meters and identify more
than 5% of individuals by having access to their GPS data through GPS
receivers attached in their cars. He has proposed four algorithms to anal-
yse the collected pseudonymized GPS data and reveal probable individuals’
home locations and then by using a freely available web service, he was able
to identify some of them. This has done by doing reverse white page search
which upon providing the GPS coordinates, the name and address of an in-
dividual will be provided. Krumm’s data was gathered in at least two-week
period from 172 drivers and the median separation between points is 64.4
meters in distance and 6 seconds in time. Hoh et al.[24] analysed GPS traces
for 65 drivers which were collected anonymously for a week to predict their
home locations in USA. They used clustering to implement an algorithm to
identify the home locations of drivers and although they did not have the
exact addresses of the chosen drivers’ homes, they could successfully find
85% probable home addresses related to the drivers.

3.2 Different Approaches to Location Privacy Protec-
tion Problem

Location privacy for LBS has been addressed in many literature and has
been studied by different researchers with various backgrounds. Specifically
in the computer communication and networks field, location privacy highly
depends on the trustworthiness of the involving entities and the problem
should be approached at several diverse communication stack layers. Use of
MIX-net[13] is an example of a solution for protecting the identity of users
in the physical layer. It works based on public key cryptography which can
hide the identity of the receiver as well as the content of the message. Most
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of the studies in the network layer propose using frequently changing user
pseudonyms. For anonymously authentication of new pseudonyms, a crypto-
graphic technique called blind signature is designed by He et al.[22] in which
the real ID of an authorized user is replaced by a system generated autho-
rized anonymous ID. Effect of pseudonym changes while locating users has
been studied by Gruteser and Grunwald[21] and Huang et al.[26] suggests
Silent periods to protect the privacy against the attacks that correlate the
same user’s pseudonyms by using the user’s mobility pattern. In these so-
lutions, the user does not transmit any message or disclose the old or new
addresses during the silent period. By doing so, he/she can be mixed up with
other possible users. A solution similar to silent periods is proposed by A. R.
Beresford et al.[10] called Mix zones where users are forced to change their
pseudonyms when they enter some predetermined locations. At the appli-
cation layer which this thesis will focus on, The IETF working group[1] has
created a suite of protocols and APIs to allow location applications repre-
sent and transmit location-based messages while the user can define his/her
policies to confine the amount of information to be exposed. Another pro-
posed solution for location privacy at the application layer is K-anonymity
which will be discussed in the following subsection and a new version of it,
is proposed and used in this thesis.

3.3 Original K-anonymity
The concept of K-anonymity was first introduced in the field of database
privacy by Samarati and sweeney[34]. In many cases, person-related data
stored in tables such as name, age or sex might be needed to be released
publicly which can endanger the privacy of people. Merely removing the
explicit identifier of an individual such as his/her name does not overcome the
privacy issue since some other distinctive attributes such as his/her birthday
called quasi-identifiers can be linked to the publicly available information
and facilitate the re-identification of the individuals. The idea behind K-
anonymity is to make an individuals’ quasi-identifiers indistinguishable from
at least K-1 other individuals while their explicit identifiers are removed or
changed. By doing so, the required data will be practically useful while the
privacy of individuals are protected. Gruteser and Grunwald has adapted K-
anonymity model to be used for the location privacy[21]. In this model, data
sent to LBS which includes user’s pseudonym, his/ her exact location and
the exact time of sending his/her request is anonymized and obfuscated by
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removing or changing his/her pseudonyms and expanding the location to an
interval and time to a window big enough to cover the original location and
time stamps. This method which consists of anonymization and obfuscation
of data creates a set of generalized same-looking data for K different users
and the aim is to make each of these data entries not linkable to any specific
user. The original K-anonymity model is shown in figure 3.

Encrypted Channel

Encry
pted 

Chan
nel

Centralized

Trusted

Server

LPS

Provider

Compute

the desired

location

Adversary

with prior knowledge

<i,x,y,t,c>
([x1,x2],[y1,y2],[t1,t2])

Figure 3: Basic K-anonymity architecture

As it is shown in figure 3, initially the user’s request pass through a safe
encrypted channel to a trusted server which acts as a proxy. This server
applies anonymization and K-anonymity mechanism on the received request
which is formed as <i, x, y, t, c> where i is the user’s identity, x and y
are the user’s location latitude and longitude coordinates respectively, t is
the time of sending the request and c is the optional content of the request.
Upon receiving the user’s request, the trusted server removes or modifies
i to provide anonymity and breaks the link between the user and his/her
request. Next the obfuscation of the request’s spatial and temporal data will
be performed. This is done by specifying a particular region and a particular
time window which creates a spatial/temporal cloak R = ([x1,x2], [y1,y2],
[t1,t2]). If there exists at least K different users in the cloak’s area who
have sent their requests not earlier than the start time and not later than
the ending time of the cloak’s time window, all of their requests’ temporal
and spatial data will be generalized to the location and time intervals of the
cloak. Therefore the final result will be a set of repeated data, all the same
as the cloak’s latitude, longitude and time intervals which will be transferred
to the service providers. This brings some level of privacy for the users since
the service providers do not have access to the exact location of users but
on the other hand, the result of the request might not be so precise as well
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since the service provider cannot calculate the exact desired location of their
users without knowing the precise location of them. To handle this issue,
the personalized K-anonymity is proposed by Bugra and Ling[20] where the
users can choose the level of the privacy and precision they are willing for.

3.4 Customized K-anonymity
Bugra and Ling[20], have designed a framework for customized K-anonymity
mechanism in which K is defined as a variable that its value along with the
maximum spatial and temporal tolerance values are determined by the users
based on their desired privacy requirements. In this way, users are responsible
for their location privacy and the adjustment of balance between the amount
of privacy and precision of the LBS response is in their control. In addi-
tion, they have developed a novel algorithm to provide K-anonymity called
cliquecloak which is implemented in a central trusted server and provide
anonymization for K different users in a smallest possible spatio-temporal
cloaking box. By doing so, the minimum required privacy for the given K is
met while the maximum possible precision is provided. The second part of
this thesis deals with applying K-anonymity on several real Twitter datasets.
We have proposed a novel design for K-anonymity to be applied on real world
data which will be explained and analysed in section 5.

3.5 Measurement of Location Privacy of a System
To measure the location privacy provided for a system by applying LPPM,
various metrics are used. Each of these metrics can be appropriate for some
specific scenarios and they measure location privacy in two different levels of
macroscopic and microscopic. Macroscopic location privacy represents the
total location privacy of a user throughout his/her trajectory and microscopic
location privacy shows the location privacy on a small scale, for instance the
location privacy provided in one time instance.

A set of criteria which are specified by Reza Shokri[35] and should be
included in the measurement of location privacy by different metrics are
discussed here:

• Probability of error: The probability of error for the adversary’s in
choosing the right user to whom an observed event belongs or choosing
the right linkable observed events.
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• Tracking error: The distance between the actual user’s location and the
predicted location by the adversary which represents the adversary’s
accuracy in tracking a user.

• Actual trace: The number and distribution of a user’s events(actual
trace).

• Location/time sensitivity: this factor should be included in the metric
measurement since an adversary can reveal different amount of infor-
mation about users’ identities by having access to their location/time
data in their events.

• Measuring the traceability: How long an adversary can track a user
should be taken into account since the longer he/she tracks a user, the
more information he/she obtains from the user.

• Genericity: A metric should be able to measure the effect of different
LPPM such as anonymization, elimination and obfuscation on the data.

• Measurement Granularity: Location privacy provided by LPPM should
be measured at different level (user level and system level).

There exists four categorizes of proposed metrics namely uncertainty-based
metrics, clustering-error-based metrics, traceability-based metrics and K-
anonymity which are discussed and analysed by the mentioned criteria:

uncertainty-based metrics:
[9, 17]In this metric, each user of the system is assigned a probability

for being the potential sender of a message. Then, the entropy of events
of the user will capture the adversary’s uncertainity in identifying the user.
Probability of error is not considered in this metric since it does not in-
clude adversary’s prior knowledge and his/her probability assignment in the
measurement process. The distance between the actual location of an event
and the adversary’s predicted location is not considered either, so it does
not measure the tracking error. Obfuscation effect does not reflect in this
metric’s result.

clustering-error-based metrics:
[19, 23]In this metric, observed events are partitioned into several subsets

in a probabilistic manner by an adversary in a way that each subset repre-
sents the events for one user. The expected error in partitioning returns the
system location privacy. The user’s traceability and his/her actual trace is
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not considered in this metric and it only computes the location privacy of the
whole system, therefore it does not cover other levels of privacy measurement.

traceability-based metrics:
[25]As the name implies, the traceability metric deals with how long in

location and time an adversary continuously can track a user with high cer-
tainty. For each user, there can exist confusion points where the adversary
uncertainty goes above a specified threshold. The average of time/location
value until the confusion point reaches for each user, shows his/her lack of
location privacy.

K-anonymity metrics:
[34]K-anonymity metric determines location privacy of a user at any time

instance merely based on the number of other distinct users under the same
cloak with him/her. The higher the number of different users under a cloak is,
the higher their location privacy is[34]. Probability of error is not considered
in this metric since all the users in the anonymity set are considered to have
the same probability in relation with the observed event of that set and the
location privacy is the same for all the users in the set, no matter how much
probability an adversary assigns to each user. Tracking error does not affect
the location privacy computed by this metric since the privacy computed
for all the users in the anonymity set is the same regardless of their different
distances between their actual locations and their predicted locations. User’s
traceability is not included in the measurement of privacy and the effect of
obfuscation is not reflected in this metric.

Location/time sensitivity is not considered in any of the above metrics
and the effect of elimination mechanism over the data does not show up in
the location privacy measurement result of any of them.

Reza Shokri proposed a novel metric called distortion-based metric[35]
and believes all the above criteria are taken into account in this metric.
We have applied this metric in this thesis to measure the location privacy
earned by K-anonymity mechanism. In this metric, the distortion between
the actual traces of users and all the possible observed traces predicted by
an adversary who can have different degree of prior knowledge about the
users, is computed and the more distorted adversary’s guess is, the higher
the location privacy of the system is.
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4 Analysing Pseudonymized Dataset Before
applying K-anonymity

In the first part of this thesis, we analysed some pseudonymized data which
has been obtained by an application which saves username, latitude, longi-
tude, date, time and epoch of the message sent by users through Twitter in
Sweden and Netherlands. This huge database is populated by 23206225 data
entries which are formed as is shown in figure 4.

Figure 4: An example of data entries in the tweets database

The data we have access to is somehow pseudonymized. Pseudonymity
is a privacy protection approach in which the user’s GPS data is attached
to a specific user ID while this ID does not reveal any data about the user’s
identity (e g. a random usernames). In our data, the user ID though is
chosen by the user and there is no specific rule in choosing them but still,
the real users’ identities in most of the cases are to some extent hidden. AOL
search[6] users’ identities were protected by using this method before their
search query logs being revealed and published and the identity of some users
being unveiled[8].

4.1 Location Data Analysis
In this thesis, we analysed the data we had obtained from 10 most active
users in Sweden. Since the data frequency for users in Sweden is not as wide
as Netherlands, we had to choose the 10 most active users in Sweden to get
some sufficient but not huge amount of data per user. The obtained data for
these 10 users, is mostly gathered in Uppsala and Stockholm region and the
reason for choosing these datasets, was our familiarity with the geographical
space where these data had been collected in. In addition the result indicates
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the adversary ability in gaining the users’ sensitive information while there
exists not many data entries for the users.

Our first step in the analysis of our data was to classify the events based
on the time and day of the messages by using various colours to show the dif-
ferences. Red data point are the messages that were sent during the working
hours which assumed to be 9am to 5 pm, blue data points show the messages
which were occurred after 5 pm and before 9 am and green points represent
the messages that were sent during the weekends. To get a more visual image
about the location of messages, we have plotted the sent messages for each
user on Google map. Figure 5 shows an example of the classified data for a
user with the pseudonym Bradagidag on Google map.

Figure 5: A user’s data visualized on Google map

The areas with the highest density of colourful points are the interest areas. It is assumed that the areas

with high number of red points are the work place possibilities of the user and the areas with high number

of blue and green points are his/her potential home locations.

For most of the cases, it is assumed that majority of the green and blue
data points show the user’s home area since during weekends and after/before
working hours, it is expected that the user spends most of his/her time
at home. On the other hand, red data points probably show the work-
ing/studying locations for each user.

To analyse datasets further, we clustered the data by their location. By
clustering, the data is divided into different groups where the objects in each
cluster are more similar to each other’s’s than the objects in other clusters.
We have chosen K-means clustering technique to make groups of nearest
messages sent by users based on their locations. K-means clustering group
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out the messages into K mutually exclusive clusters where objects in each
cluster are as close as possible to each other’s’s and as far from other objects
in other clusters as possible. Each cluster has a centroid inside it which
is a point from which sum of distances from all the other objects in the
same cluster is minimized. The drawback with Kmeans clustering is that the
number of clusters or K should be given as an input and it does not calculate
the optimal number of clusters by its own.

To handle this issue, we have determined the best number of clusters for
our dataset by using Matlab’s silhouette plot[7]. Silhouette plot indicates
how well the data clusters are separated. By running K-means for different
K over our data and plotting the result on silhouette plot, we determined the
possible best number of clusters for each user’s dataset.

By applying K-means clustering on the data for each user, we obtained
several clusters, each containing a set of messages which have been sent
around the same area. At this point, an intruder can make his/her first
guess about the user’s home location. It is assumed that most of the user’s
requests are sent from his/her home, since people often spend most of their
time at home and updating Twitter usually occurs when the user is at home.
For this purpose, the intruder can consider the largest cluster for each user
which contains the biggest number of sent messages as the user’s home area.
An intruder can also predict home location of each user by considering the
location of his/her last event that has occurred at the end of each day. This
approach is based on the assumption that the last place a user will be at the
end of the day is his/her home. Finally, by computing the median value of
the chosen locations’ coordinate value and doing white page searching[30],
he/she can obtain the potential home places of the users.

We continue analyzing our data by considering day and time of message
occurrences as well. To do so, we have plotted the data in each cluster for
each user on time/day diagram to get some idea about the time and day
when user mostly appear in the area covered by the cluster. It can show us
how the data in each cluster is distributed during the time and week. If most
of the objects in a cluster has been occurred on weekends or before/after
working hours on weekdays, we can conclude that around that location can
be considered the home address of the user but if most of the data in a
cluster has happened during the working hours on weekdays, we assume that
the location can consist the work place of the user. The following figures
show the distribution of data in each cluster on the time/day diagram for a
pseudonymized user.
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Figure 6: User’s location data after clustering

Figure 6.a. shows the location data for a user after the clustering. The data is grouped into 4 different

clusters. Each of these clusters are plotted on different time and day diagrams (Figure 6.b, 6.c, 6.d, 6.e).

Data in the areas under clusters in figure 6.b and figure 6.e are more dense than clusters in figure 6.c and

figure 6.d, so these areas most probably are around a sensitive location of the user. In clusters shown in

figure 6.b and figure 6.e, there exist busy times with more data compare to rest of the day. For example,

there are a huge number of data which has happened during 16:00 pm to 22:00.
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The last step in this section of the thesis is to figure out the relationship
between the clusters based on locations of events and the clusters based on
any other subset of the remaining data attributes. By doing so, we could
find out which set of data attributes match the best and worst to the loca-
tion of events, for example, if there is not much difference between a user’s
clusters of events based on location and the clusters of events based on week-
ends and weekday, we can conclude that most of the messages sent by the
user on weekdays correspond to some specific locations and similarly, most
of the messages sent on weekends correspond to some other particular lo-
cations which indicates that relating the location for the user’s home and
work places based on weekend and weekdays is reasonable. To calculate the
difference between clusters based on location of events and clusters based on
other data attributes, we used two methods. For the first method, we tried
to examine how much the centre of gravity in the non location-based clusters
compare to clusters based on events’ locations has been changed. This was
done by computing the Euclidean distance between the two clusters’ centres
of gravity. The second method was performed by calculating the percentage
of data movement between different non location-based clusters in compare
to the location-based clusters. The non location-based attributes are com-
posed of all the possible subsets of available attributes. The figures below
show the resulting diagrams for each method respectively. To simplify the
demonstration of diagrams, only the obtained distances between clusters for
eight different subsets of attributes are shown.
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Figure 8: The distance diagram based on data movement between clusters

The slight differences between the diagrams are due to the different distance methods we used, but they

both follow the same pattern which shows us which time-related attributes match the location data. For

example the locations for the user named Garlov are tightly related to whether he/she presented in those

locations on weekdays or weekends but clustering his/her data merely by the month, does not show much

relation with his/her locations.
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5 K-anonymity Implementation
We implemented a centralized K-anonymity mechanism for the real-world
spatial/temporal Twitter dataset which we had access to and tested its effi-
ciency by obtaining the percentage of data that is cloaked by this mechanism
with some specific toleration values for different K values. The size of the
data portion which is being affected by K-anonymity mechanism highly de-
pends on the K value and the spatial and temporal toleration values. The
larger K value is and the smaller toleration values are, the worst this mecha-
nism works since the possibility of having at least K users in a small cloaked
region during a short cloak time interval is low. Although, in the proposed
mechanism, there are cases when higher K value gives equal or higher cov-
erage of data. Since the K value only determines the minimum number of
K users in the cloaked region and a cloak accepts as many users as its time
interval lets it, the data might be cloaked the same for several different K
values.

Due to re-usage of non-expired events under an expired cloak, in some
situations, expiry of a cloak which could be formed with less K values, can
lead the non-expired events under it to form some other cloaks which their
locations and time limits let them to cover more events than when smaller
K values does not make the original cloak starter expire. Therefore, in some
cases larger K can result in more coverage.

In all the studied proposed variations of K-anonymity protocol[12, 20, 34],
when the minimum required K users are presented in the cloak’s region, the
cloak stops accepting more events and the next coming events in that region
join other cloaks if exists any or create their own cloaks. In our mechanism,
the cloaks accept events until they reach their expiry times. This is done in
order to get as many user as possible to provide more privacy for the cloaked
events as the higher the number of K is, the higher the privacy level is[34].

Another feature in our proposed mechanism is that as long as the events
under an expired cloak are not expired, they are re-used in the system, it
means that if they are in the region of any other cloak with the starting
time less than their starting times, they will join it. The reason for having a
smaller starting time for the cloak is to avoid having expired events under a
non-expired cloak. If there is no cloak that the event can join to, it creates
its own cloak and accepts events until its expiry time reaches.

In our protocol, there exists three toleration values for latitude, longitude
and time in the system which is unified for all the cloaks. A user’s event can
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have two states:

• it is the starter of a cloak if there is no other cloak in its region (a
cloak’s region is the area around the starter event which it’s boundaries
is specified by the location toleration values). In this case, It creates
its own cloak region based on the specified location toleration values
and starts its timer to keep track of its toleration time.

• it is a member of a cloak if it happens to be in a non-expired cloak’s
regional boundary.

A cloak can end in two states:

• If it receives events from K different users at its location during its
toleration time, when it expires, all the events’ location and time values
will be generalized to the minimum bounding rectangle(MBR) of this
cloak. MBR is the smallest region which covers all the events under
the cloak, in other words, the cloak region is reduced to a smaller
region where can include the maximum and minimum location values
of events. By doing so, more precision in the result from LBS can be
provided while the user’s privacy is preserved.

• If the cloak timer expires before K different users present in its region,
it receives no protection by the mechanism and the events under this
cloak which are not expired, will join the other cloaks which they are in
their regions, if there exists any or create their own cloaks and become
a cloak starter.

figure 9 shows how the protocol works in a scenario where 8 users are involved.
The chosen K value is 4 and the toleration time is 30 minutes.
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Figure 9: Our K-anonymity mechanism

• u1 sends a message at 12:00:00 and starts cloak1.

• u2 sends a message at 12:10:00 and starts cloak2.

• u3, u4 and u5 are in the regional boundary of cloak1 and their events
at 12:15:00, 12:16:00 and 12:16:33 are placed under this cloak.

• u6 sends a message at 12:17:00 and starts cloak3. Part of the region
under cloak3 is intersected with cloak2’s area.

• cloak1 expires at 12:30:00. There are four different users under this
cloak, so it has met the K value requirement and the events for user
u1, u3, u4 and u5 are generalized to the MBR of their values.

• u7 and u8 are in the regional boundary of cloak2 and their events at
12:39:00 and 12:39:40 are placed under this cloak.

• cloak1 expires at 12:40:00, but it does not have four different users in
its region.

• u7 is as well in cloak3 region. Therefore it joins cloak3.

• u8 is not included in any cloak’s region, therefore it creates cloak4.
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We implemented our K-anonymity mechanism on a day with 925 data entries
from 459 users and assessed its data coverage. The toleration values for x
and y coordinates is 0.1 of the distance between the farthest events, the time
tolerance has been chosen as 1 hour and it is tested on 2 to 15 K values. As it
is shown in figure 10, The algorithm works quite efficient for some reasonable
K values. It covers more than 70% of the tweets for K values equal or less
than 10 and more than 50% of the tweets for K values from 11 to 15.
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Figure 10: The data coverage by K-anonymity

As it is explained before, in most of the cases, higher K value causes less coverage. But since a cloak

accepts as many K users as its toleration values allow it, there can be same coverage for few K values and

due to the re-usage of non-expired events under an expired cloak, some larger K values can cover more

data than the smaller K values.
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6 Measuring Location Privacy
As we mentioned before, Distortion-based metric has been chosen to evaluate
the location privacy provided by K-anonymity mechanism over some user
scenarios. We try to see how K value affects the location privacy of data.
We also, try to figure out how the increase in the number of tweets and
number of users in a day affects the privacy of data and where K-anonymity
works the best.

6.1 Adversary
The adversary does the reconstruction attack on the set of observed events
he has access to. The size of this subset is dependent on the adversary ca-
pabilities in accessing these observed events such as his/her access rights or
available technologies. In this thesis, we assume that adversary is global
which means he/she has access to all the observable events which have hap-
pened in the geographical space (locations and routes between them) until
the observing time. His/her goal is to reconstruct the actual trace of users
and eventually identify the users who own each of these traces. A trace
consists of some consecutive events which are ordered by their generation
time. The more accurate he/she is in the reconstruction phase, the more
the probability of his/her success in identifying the users is. The adversary
can have some prior knowledge about the possible events and traces that can
be happened in the system. This is possible if he/she has some knowledge
about the mobility pattern of some users and the geographical space where
these users move in. For example, an adversary might know that one or
some particular users spend some specific time at some specific location or
he/she might have the knowledge about some users movement from some
particular locations to some other places at a specific time. To carry out the
reconstruction attack, the adversary relates some observed events to each
other’s and assigns some probability to them based on his/her background
knowledge and certainty and eventually construct the users’ actual traces.
The more knowledge he/she has, the more confident he/she is in relating an
event to a user or another event and the higher probability he/she gives to
an event or a trace.

Adversary’s knowledge is an important factor in evaluating a system’s
privacy. His/her knowledge is a variable and has different values for different
scenarios. In this thesis, we consider three types of adversary: weak, mod-
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erate and strong. The probability assignment by each of these adversaries
is different, therefore we characterized probability assignments by different
adversaries as three different probability distribution functions as Volkan
Cambazoglu suggests[12].

Uniform distribution:
This type of probability distribution function suggests same uniform prob-

ability for all the traces. This represents a weak adversary who has no back-
ground knowledge about the participating users. Therefore, he has no ability
in distinguishing related users to specific events/traces. As it is shown in the
figure, all the generated traces are equally probable and there is no distinction
between them.

Unit impulse:
This probability distribution function represents a strong adversary. He/she

is 100% sure about a trace which he relates to a specific user, so he/she as-
signs 100% probability to that trace and 0 to the rest of the traces.

Binomial distribution:
An adversary can have some high degree of certainty about a trace and

believes that it is the most probable trace which related to a user, but he/she
might have some doubt about other traces as well. For example, an adversary
can believe that a trace is 60% related to a user but there exists a 40%
uncertainty which he/she has over 2 other traces. This is represented by
binomial distribution function and shows the probability assignment which
is done by a moderate adversary.

Figure 11 demonstrates these probability distributions for 9 traces.
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Figure 11: Adversary probability distribution.
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6.2 Results
We applied our K-anonymity mechanism on 981 tweets gathered in one day
for 459 users. Since this dataset is a real-world dataset, number of users is
random, there is no specific time gap between the tweets and the number of
tweets, frequency and time of sending them varies per user. As we mentioned
in section 5, in our K-anonymity mechanism, each cloak gets as many K as
it receives during its time limit. It means that although the requirement to
form a cloak is having K users in the cloaked area but since the larger K value
gets, the higher the privacy is[34], it continues to receive as many users as it
can until it expires. Therefore there can be different K values for number of
the users under each cloak and there exists no single value for K in different
cloaks. So choosing a single K value for the cloaks to be able to cover all the
users under the cloaks for our analysis, cannot be done as a multiple of users
as Volkan Cambazoglu did[12], since there is not a single K value and each
cloak might get different K values based on the events’ time and locations.
In addition, our K-anonymity mechanism’s coverage of events differs based
on K value, toleration x, toleration y and toleration t. The higher K value
goes and the smaller toleration values are, the less coverage by K-anonymity
is provided and the more number of events without protection are left out
and this results in less location privacy for all the users (but higher privacy
for the cloaked users).

From now on, whenever we use the term location privacy, we are referring
to the whole system’s location privacy and not only the cloaked users.

In this section, we have analysed the location privacy value alternates un-
der the effects of number of tweets and number of users. These two scenarios
are tightly related since tweets are generated by users and the formation of
cloaks and measurement of the provided location privacy by K-anonymity
are gained by considering only the number of users, but there is a subtle
difference between these two scenarios. A day can be populated with a large
number of tweets, but does it mean that the location privacy provided by
K-anonymity is higher compare to other days with less number of tweets?
What if the majority of tweets are generated by 20% of participants who
happened to be active in Twitter on that day. What if the day with less
number of tweets have larger numbers of users who are not as active as the
users in the tweet-crowded day? Therefore these two factors both can be
effective. As another example, consider two days with the same number of
users but one day with the larger number of tweets compare to the other
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day. Is the location privacy still the same for both days? Does K-anonymity
really reflect the difference between these two days by considering the fact
that it operates only based on the number of users? We have analysed these
two factors and the result is explained in the rest of this section.

To study the effect of number of tweets in a day on the location privacy
of the system, we have computed location privacy for 25%, 50%, 75% and all
the tweets in our study day. Choosing the right subsets of our whole dataset
which reflects merely the effect of under study factors on location privacy is
important since many factors such as number of tweets per user or frequency
of tweets in the dataset might affect the location privacy of the system. To
be able to compute a location privacy value which is determined only by the
number of tweets (or number of users for the next analysis) in a day, we
randomly chose 20 different subsets of data for each of the examined portion
and computed the mean value over all the gained location privacy values. By
doing so, the effect of the attributes other than the attributes under study
is eliminated and the obtained location privacy value will be normalized.

Figure 12 and figure 13 shows the obtained location privacy results for 19
K values, location toleration values of 0.1 of the maximum distance between
points on x and y axis and an hour time toleration value. The final results
have been obtained by 4636 times of location privacy calculation (19 K value
* (20 runs of computations * 3 different data portions + 19 location privacy
calculations for 100% of the data) * 2 types of adversaries * 2 factors of
number of users and number of tweets).

Figure 12 shows the distribution of location privacy under the effect of
number of tweets for 19 K values for each examined percentage of the whole
data (25%, 50%, 75%, and 100% of the data) individually for both weak and
strong adversaries.
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(a) Location privacy obtained from 25% of number of tweets in
presence of weak adversary

(b) Location privacy obtained from 50% of number of tweets in
presence of weak adversary

(c) Location privacy obtained from 75% of number of tweets in
presence of weak adversary

(d) Location privacy obtained from 100% of number of tweets in
presence of weak adversary

(e) Location privacy obtained from 25% of number of tweets in
presence of strong adversary

(f) Location privacy obtained from 50% of number of tweets in
presence of strong adversary

(g) Location privacy obtained from 75% of number of tweets in
presence of strong adversary

(h) Location privacy obtained from 100% of number of tweets in
presence of strong adversary

Figure 12: Location privacy distribution under effect of number of tweets for 19 K values for both

weak and strong adversaries
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The location privacy in our mechanism does not only depend on the K
value. Many factors such as toleration values, the way cloaks are formed
based on these values and the total coverage of data are involved in the final
location privacy result. Hence, as it is shown in figure 12, the increase in K
value does not increase the location privacy as it is expected since the larger
the K value gets, the less the data is covered, hence the less location privacy
will be provided. Therefore, the location privacy provided by different K is
not obtained for one dataset but for different sizes of the dataset, and the
larger K is, the smaller this dataset gets.

Also, the figures show that in most of the cases, for both adversaries, the
location privacy decreases when number of tweets gets smaller. The only
difference between the two above groups of figures is the type of adversary.
Users as it is expected, benefit from a higher location privacy for weak ad-
versary than the strong one. We expected this results since allocating same
probability to all the users by the weak adversary due to his/her limited back-
ground knowledge produces more location privacy for all those users rather
than when a strong adversary who has a broad background knowledge of the
users and their mobility patterns, relates a trace to a specific users with high
certainty.
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(b) Strong adversary

Figure 13: Location privacy for all the examined portions of number of tweets in presence of weak

and strong adversary

The diagrams in figure 13 which demonstrate all the results for different
portion of the data for 19 K values show that, K-anonymity over 100% of the
data results in the highest location privacy and it decreases when the dataset
under study decreases in size which makes the location privacy for 25% of
the data the minimum among the rest. It is as we expected that location
privacy provided by K-anonymity gets higher on the days populated with
more number of tweets.
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The effect of user’s number on location privacy in presence of both ad-
versaries is tested as shown individually in figure 14.
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(a) Location privacy obtained from 25% of number of users in
presence of weak adversary

(b) Location privacy obtained from 50% of number of users in
presence of weak adversary

(c) Location privacy obtained from 75% of number of users in
presence of weak adversary

(d) Location privacy obtained from 100% of number of users in
presence of weak adversary

(e) Location privacy obtained from 25% of number of users in
presence of strong adversary

(f) Location privacy obtained from 50% of number of users in
presence of strong adversary

(g) Location privacy obtained from 75% of number of users in
presence of strong adversary

(h) Location privacy obtained from 100% of number of users in
presence of strong adversary

Figure 14: Location privacy distribution under effect of number of users for 19 K values for both weak

and strong adversaries
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The graphs are shown beside each other’s in figure 15 to demonstrate the
comparison between different sizes of subsets.

(a) Weak adversary

(b) Strong adversary

Figure 15: Location privacy for all the examined portions of number of users in presence of weak and

strong adversary

Same as the effect of number of tweets, the less the number of users gets,
the less the location privacy is. As it is shown, the location privacy for 25%
of data for K values larger than 10, is too small to be measured, the reason
is that there are not many users in a toleration region during the one hour of
toleration time to create a cloak. So many users are left out without being
cloaked and therefore no privacy is provided for them.

Comparing the two factors shows us that number of users has more effect
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on location privacy than number of tweets and decrease in the number of
users in a day, leads to a more significant drop in the system location privacy
than the effect of number of tweets. We believe this is due to the fact that
number of requests is not taken into account in K-anonymity concept and
creation of cloaks at the end, depends on the number of users in that area. To
be clearer, consider graph 12.a, when K increases and there are not enough
users (25% of the total users), for the K values equal or greater than 11, there
is no privacy provided for the system while decrease in the number of tweets
under the same condition (25% of number of tweets) provides privacy until
K = 15, as the diagram shows. This can be due to the fact that decrease in
number of tweets does not necessarily decrease the number of users at the
same level, so although the numbers of tweets are decreased to 25%, there
are still enough users to create cloaks and provide some degree of privacy for
K values larger than 11. In summary, number of tweets is really not being
reflected in K-anonymity and it is tightly related to the number of users
who generates those tweets. In addition, computation of location privacy by
distortion-based metric over K-anonymity results only considers one value per
user no matter how many tweetts were sent by him/her, therefore although
the number of requests per user under one cloak can be a significant factor
in location privacy, it is not being reflected in the location privacy value
obtained from distortion-based metric for K-anonymity results.

In conclusion, the results show that for this K-anonymity mechanism, the
larger K gets, the smaller the coverage and the less the total system location
privacy will be. As results prove, a day with less number of users leads to a
larger drop in location privacy rather than a day with less number of tweets
and K-anonymity works the best when there are a large group of users in the
area.
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7 Conclusion
Data analysis can be done by having access to a set of pseudonymized data.
An adversary can predict some sensitive locations such as home or work place
of a user by having access to his/her location data. The data in this thesis
has been collected by an application which stores twitters’ users messages
along with their generation time and location. The nature of this twitter
data or in general most of the real-world data is randomness. They can be
generated at any time or any location with any frequency. Some users can
be active and generate a large number of tweets and some can be a one-time
data generator. Many factors such as number of users, how active they are
or how distributed their data is can play a role in the final location-privacy
value. This thesis was an effort to compute the effect of two of these factors
on location privacy by analysing this twitter data and proposing some novel
mechanisms to provide and compute location privacy.

We have analysed and categorized 10 users data in Sweden and showed
the relation between different attributes of their data by clustering their
data based on different time and location attributes and finding the changes
between these clusters of different attributes to figure out how much different
scale of user’s data time (such as time, day, and month) is related to his/her
location.

We implemented as well, a new version of the K-anonymity mechanism
which accepts as many user’s in a region as possible to provide more privacy.
In this mechanism, the non-expired events under an expired cloak are re-used
to make use of the data more efficiently and cover more area.

In the last part, we measured the privacy provided by our K-anonymity
mechanism for the Twitter dataset that we had access to and tested the effect
of user and tweet numbers in a day on the location privacy in presence of
weak and strong adversary provided by K-anonymity mechanism. The result
shows that in general, the smaller the number of users and tweets are, the
less location privacy is. It confirms the idea that K-anonymity works the
best on the days populated with more users and events. The analysis also
proved our expectation that the location privacy is higher for weak adversary
rather than the strong one.
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8 Future Work
Location privacy is a very broad field and there are many aspects to consider
while researching about this topic. This master thesis can be considered as
an initiation of a wider study in this field. We try to mention some of the
future works which are interesting to research about in more details in this
section.

• As it is mentioned before, there is a distributed approach in provid-
ing location privacy for users. This thesis focuses on the centeralized
manner which deals with quite different matters than the distributed
way of providing location privacy, it can be an interesting topic to
dig in for the future work to study this manner, compare it with the
centralized approach and propose solutions specific to the distributed
architectures.

• We have studied location privacy in presence of two adversary models
of strong and weak. One can consider research about location privacy
in existance of moderate adversary and in addition, there can be more
complicated and near to realistic models for adversary which is inter-
esting to study about.

• In this thesis, we as well analysed the application of distortion-based
metric in measuring location privacy provided by K-anonymity metric
over some real-world data. It showed us that despite the distortion-
based metrics’ abilities in covering different factors in the measurement[35],
there are a number of assumptions which makes it complicated for being
used for real-world data and there is some adaptions which is necessary
to be done to be able to use it. Our conclusion from this analysis and
the way we handled the faced challenges is summarized in the following
points:

– distortion-based metric is not designed for K-anonymity, so to
work with the final interval result from our K-anonymity mecha-
nism, we had to choose a point to represent our observed event.
To do so, we have chosen the mean value of the cloak region to be
able to represent the best value in the area.

– Distortion-based metric is designed for the situations where users
in the system send queries simultaneously and with a specific time
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gap between each query. This is not common in real world since
users might send their request anytime and with any frequency
as they wish, so there is not a specific time instance that all the
events follow. In this thesis, we considered the number of cloaks
which covered the user’s events as our time instances.

– There can be few cloaks whose time intervals intersect each other’s’s.
To obtain the possible observed events for a user at a time in-
stance, we chose all the observed events which cover the mean
value of the user’s observed event’s time interval. There are many
events which are sent by the users from one location consecutively
but since there exits only one observed event for the cloak and
all these events are related to one user, only the first event of
the user can be considered in each cloak. This can create a not
accurate privacy value if the cloaking region and time intervals
cover few groups of user’s events (e g. a user can move to a new
location and send more events from the new location during the
cloak time interval) since the location privacy only accepts the first
user’s event for the measurement. However, this was not the case
in our analysis since the cloak size that we considered was small
enough to only cover the events from the same location for each
user. This point shows as well the low ability of distortion-based
metric over K-anonymity results in considering and reflecting the
effect of number of events in the system which confirms our results
from the previous section about the effect of number of tweets on
location privacy.

In summary, our analysis of distortion-based metric over K-anonymity
shows a demand for a more compatible version of distortion-based met-
ric over K-anonymity real-world results. Our adaptions can be consid-
ered as one of the possible ways of using distortion-based metric on
K-anonymity real-world results, but proposing a formal and unique
metric to apply on the real-world data and K-anonymity results can be
an interesting topic for the future works.
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