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Life scientists have increasingly been asked to incorporate a dual use responsibility in their
research conduct. In this thesis, different aspects of what constitutes a reasonable responsibility
in terms of avoiding harmful misuse of research for biological weapon purposes have been
explored.

The first study investigated the claim that scientists have a dual use responsibility, and also
outlined some of its possible content. Criteria for what may constitute preventable harm were
used to analyze some proposed obligations in the field, and it was concluded that reasonable
obligations include: e.g. considering the potential negative implications of one’s research and
reporting activities of concern. In the second study, the conditions for a Precautionary Principle
(PP) were explored and applied to the dual use research context. The study found that the main
conditions of the PP frequently appear in present discussions and formulations of life scientists’
responsibility. It was also concluded that the PP is applicable to the dual use field and that it is
meaningful and useful as a normatively guiding principle. The third study suggested an ethics
of dissemination, based on the assumption that scientists have a responsibility to occasionally
constrain the dispersion of their research findings. Three core aspects were proposed for an
ethics of dual use dissemination. Additionally, to help scientists understand when constraints
may be justified, three corresponding conditions for their application were suggested. In the
fourth study, the concept of ethical competence was introduced and explored within a dual use
context. It was concluded that competence-building is important in the nurturing of individual
responsibility and, subsequently, in achieving a culture of dual use responsibility in the life
sciences.

Finally, the discussion on ethical competence was included in a proposed ethic of
deliberation, in which various stakeholders in the dual use debate are conceived to participate
in communicative processes. It was argued that spaces for deliberative activities should be
institutionalized by the scientific community to ensure structural opportunities for individuals to
both assume responsibility and share it. Moreover, it was argued that deliberation can constitute
a cornerstone of responsible dual use governance.
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To my amazing family 
  

”If an action of good intent leads to bad results, 
then, in the actor’s eyes, not he but the world,  

or the stupidity of other men, or God’s will who 
made them thus, is responsible for their evil. 
However, a man who believes in an ethic of 

 responsibility takes account of precisely the  
average deficiencies of people […]” 

 
Max Weber, Politics as a Vocation 1918: 121 
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Introduction 

 
Life science research is critical for improving the well-being of humanity. 
Through research, yesterday’s incurable diseases can today be cured and 
advances can be made to prepare for future ones. However, some research 
aimed at relieving and protecting the public from harm may also be misused 
for warfare or other malicious purposes. This duality is not a novel phenom-
enon; neither is it unique to the life sciences. Dual use concerns are also 
attributed to research areas such as chemistry and physics. Nuclear fission, 
for example, is an important process in creating radioisotopes with beneficial 
applications in, e.g. medicine and agriculture. However, it can also be used 
for nuclear weapons (Evans, 2010). 

The nuclear sciences, thus, present considerable tension between science 
and security. In recent years a similar tension has increasingly been associat-
ed with the life sciences. Since the 1990s, biological weapons (BW) have 
been subjected to considerable security attention. Moreover, the tragic events 
in the U.S. on September 11 2001, combined with the following distribution 
of letters laced with anthrax spores, contributed to a magnified focus on ter-
rorism in general and on bioterrorism in particular. The concern that terror-
ists would misuse life science research for BW purposes was expressed, for 
example, in an influential U.S. National Research Council (NRC) report: 
Biotechnology Research in an Age of Terrorism (NRC, 2004). The emphasis 
on terrorist groups as potential abusers of life science research has since 
been considerable. However, the assumption that terrorist groups (or indi-
viduals) have the capacity to use advanced scientific research to develop BW 
and cause severe harm, has been challenged. Some have also suggested that 
states are more likely to be BW perpetrators (Tucker and Zilinskas, 2006; 
Roffey and Gould, 2011). Although great uncertainty surrounds the threat of 
biology being used maliciously, such threat is nevertheless perceived. The 
perception is, furthermore, closely connected to the advancements in life 
science research. The rapid scientific progress has moved research into novel 
and multidisciplinary areas such as synthetic biology (SynBio) and nano-
technology where, at this point, only speculative assumptions can be made 
about their future impact on society. Moreover, such uncertainty is common-
ly expressed as sentiments of lacking control over and foresight regarding 
scientific research, which has contributed to arguments of precaution.  
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Due to the perceived risks of harm, it is important that the life science 
community and its individual scientists meet this concern by recognizing and 
assuming a responsibility to avoid potential misuses of their research. Taking 
dual use issues seriously is essential because research and development need 
the public’s trust. Also, by cultivating such responsibility the scientific 
community will be more prepared to meet both present and future dual use 
concerns, thereby standing a better chance to avoid undue external interven-
tions in the conduct of scientific research. One historical example of an initi-
ative to assume a responsibility for risks of harm was when scientists re-
sponded to the development of recombinant DNA technology in the 1970s. 
A conference (commonly referred to as the Asilomar Conference) was orga-
nized in 1975 to discuss potential risks and regulation of biotechnology. As a 
result, guidelines were drawn up to ensure the safety of rDNA technology 
(Berg et al., 1975). Although in this case risks were discussed in terms of 
safety rather than security implications, it illustrates that scientists in the past 
have proactively assumed responsibility for perceived risks of harm associ-
ated with their research. In this thesis I argue that life scientists have a re-
sponsibility to consider not only benign consequences of their research, e.g. 
medical treatments, but also harmful ones in terms of potential misuses of 
research for malicious BW purposes. This responsibility will be referred to 
as a dual use responsibility, and is supported by arguments taking their 
stance in the ethical principle of nonmaleficence, i.e. an obligation to not 
inflict harm or risks of harm. However, as this principle needs to be weighed 
against that of beneficence, i.e. an obligation to promote or do good by con-
ducting research, a dilemma appears. 

A multilayered approach aimed at addressing challenges relating to BW 
proliferation is the so-called “web of prevention”. This approach ranges from 
the international to the individual and includes multiple actors, e.g. industry, 
scientists, and lawyers as well as various mechanisms, e.g. export controls, 
biosafety, biosecurity and oversight of research (Bezuidenhout, 2012). With-
in this web, ethics has been proposed as a response to the dual use problem. 
This thesis aspires to further attend to this response by using bioethical theo-
ries and concepts to explore various aspects of a dual use responsibility. 
Ethics may be considered an integral part of the dual use dilemma insofar as 
important and conflicting principles and values are at stake. Fundamental 
scientific values such as freely conducting research and exchanging materi-
als and results are threatened when the value to protect the security of hu-
mans is raised, and conversely, security may be threatened should scientific 
research be allowed complete autonomy and freedom. Considering the exist-
ing ethical dilemma, dual use issues have received surprisingly limited atten-
tion in the fields of bioethics and research ethics. This thesis aims to contrib-
ute to filling this void. 

In what follows I will discuss and evolve the research presented in the 
four studies produced within this research project. Firstly, I provide a back-
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ground on three key perspectives commonly represented in matters of dual 
use: security, science and ethics. Secondly, I explore the concept of respon-
sibility in relation to Studies I-III. Finally, I discuss and propose an ethic of 
dual use deliberation drawing on the work on ethical competence presented 
in Study IV. 

Terms and concepts 
Definitions relevant to this thesis will be provided as they appear in the text. 
However, some fundamental terms and concepts, i.e. biological weapons, 
bioethics, morality, ethics, the life sciences and life science research, will be 
briefly described here. 

For the purposes of this thesis, biological weapons are taken to be “those 
that achieve their intended target effects through the infectivity of disease 
causing microorganisms and other such entities, including viruses, infectious 
nucleic acids and prions” (WHO, 2004).  

Bioethics and research ethics are both part of applied ethics, whereby 
moral theories are applied to concrete ethical problems. In this thesis bioeth-
ics will be understood as the study of, reflection on, reasoning about and 
engagement in what is right and wrong in life science processes and activi-
ties. Bioethics is therefore not merely perceived as an approach to theorizing, 
thinking and reasoning about life science research activities, their potential 
consequences and corresponding scientific responsibility. In this thesis it is 
also understood as engaging in what is right and wrong. In this sense, bioeth-
ics reflects aspects of deliberative democracy whereby parties are envisaged 
to engage in debates and open discussions, and aims to have an impact on 
the “real world” (Parker, 2007). An underlying assumption is, hence, that 
bioethics can be used to promote change. Bioethics is a relatively novel sci-
entific discipline and it is only in recent years that dual use issues have been 
brought to its fore. 

The concepts of morality and ethics are understood in this thesis as ap-
proximate synonyms and refer to the intuitions, attitudes and opinions about 
what is right or wrong, and good or bad as well as the theoretical reasoning, 
reflection and argumentation about such underlying assumptions. 

The term life sciences is understood to include various disciplines that 
deal with living organisms and their organization, life processes, and rela-
tionships with each other and their environment. Another commonly used 
term for this would be biosciences. Furthermore, for the purposes of this 
thesis the term life science research is understood as integrating several 
components of the research process, i.e. biological material, knowledge and 
technology. Although distinctions can be made between, for example, re-
search and technology, as technology may be considered an outcome of re-
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search (Forge, 2010), for the most part research will be understood as a col-
lective term for the components included in the scientific process. 

Demarcations 
This thesis addresses concerns about potential misuses of life science re-
search for BW purposes. Traditionally, perpetrators have been thought of as 
military- or state-based, however in the past years attention has increasingly 
been directed towards non-state actors, i.e. terrorist groups or individuals 
with malicious intents. This terrorism emphasis, however, is not universally 
shared. The possibility of state biodefense programs using sophisticated sci-
entific information to develop weapons is perceived by some as constituting 
an equally urgent matter and even a superior risk to that of bioterrorism 
(Tucker and Zilinskas, 2006; Roffey and Gould, 2011). Nevertheless, bioter-
rorism has had considerable impact on security politics in general and on the 
direction and scale of state biodefense programs in particular. Therefore, in 
this thesis bioterrorism is used to illustrate a threat that is surrounded by 
great uncertainty concerning both the risks and implications associated with 
scientific research being misused, however without claiming that it is the 
only or most relevant threat. 

Another important demarcation in this regard is that this thesis is con-
cerned with dual use implications from openly conducted scientific research 
and, thus, not classified and military research typically conducted within 
state biodefense programs. Ethical aspects relating to scientists operating 
within contexts of peaceful military applications of research, such as produc-
ing vaccines against BW agents will thus not be addressed in this thesis. 

Other demarcations include a preoccupation with dual use issues appear-
ing in the life sciences. It is noteworthy, however, that certain fields, such as 
SynBio, span across several scientific fields (besides biology), such as com-
puter science and engineering. Moreover, although BW can be used to cause 
harm not only to human beings but also to animals and plants, this thesis is 
primarily concerned with humans as victims of BW attacks. 

Finally, important aspects of the scientific research process are covered in 
this thesis, i.e. the conduct and dissemination of research. However, very 
limited attention has been directed at issues concerning the funding and ap-
proval of dual use research. Therefore, issues concerning the morality of 
initiating and developing certain dual use research will not be discussed at 
any length in this thesis. 
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Aim and research questions 

The aim of this thesis is to investigate different aspects of what should con-
stitute a reasonable responsibility for the life science community, and its 
members, to avoid harmful misuses of research for biological weapon pur-
poses. 
 
To accomplish this goal, four research questions are posed: 
 

1. Do life scientists have a responsibility to prevent harmful conse-
quences of their research in terms of potential BW misuse and, if so, 
what may such responsibility entail? 

2. How can the Precautionary Principle contribute to understanding 
and justifying a responsibility of life scientists to circumvent harm-
ful misuses of research? 

3. Is constraining the dissemination of certain dual use knowledge a 
reasonable and justifiable responsibility of life scientists? 

4. How can ethical competence-building promote a culture of dual use 
responsibility in the life sciences? 
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Methods 

This thesis analyzes scientific responsibility in the context of dual use re-
search. The initial phase of the methodological process was problem-
oriented, and several issues relevant to the dual use research dilemma were 
identified. An analytical philosophical method was thereafter used to explain 
concepts and theories by drawing attention to their constituents, presupposi-
tions or implications (Kagan, 1998). By analyzing various bioethical con-
cepts and theories (e.g., the Precautionary Principle (PP), the principle of 
nonmaleficence and communicative ethics) in relation to scientific dual use 
responsibility, I have aimed to approach problems from multiple viewpoints. 
The analyses generated a number of normative claims, which are by no 
means comprehensive as they are products of selected bioethical approaches. 
Nevertheless, they are the result of explorations of arguments and norms 
with respect to their relevance, strength, adequacy, meaning, etc. (i.e., a crit-
ical analytical philosophical method). 

The research presented in this thesis is based on reviews of available liter-
ature relevant to this area of research. Because of the uncertainty about out-
comes and impacts that permeate the dual use problem, my reasoning takes 
its stance in arguments concerning anticipated consequences (Walton, 2006). 
The normative positions in this thesis therefore relate to balancing the values 
at stake in the dual use dilemma and assessing the reasonableness of the 
envisaged consequences while doing so.  
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Background 

The dual use potential of life science research is considerable. However, 
although all research may be used in more than one way and might inflict 
some instance of harm to someone, not all research has the capacity to cause 
significant harm. In the past decade the dual use dilemma has received atten-
tion due to an increasing concern that life science research can be misused 
for BW purposes. Particularly terrorist groups have been perceived to consti-
tute such threat of misuse. The dual use dilemma therefore has to be under-
stood both in a security context, where the proliferation of BW is considered 
a serious security threat, as well as in a scientific context where life science 
research has been identified as a potential source for BW development and 
production. Consequently, life scientists have increasingly been required to 
incorporate dual use responsibility in their research conduct. In this context 
bioethics has been suggested to be a viable response to the dual use problem 
as an approach to exploring, developing and promoting such responsibility. 

The concept of dual use 
Dual use is a continuously evolving concept. Simply put, it means that some-
thing can be applied in more than one way. Water, for example, can be used 
for swimming in, washing clothes in, or drinking, but indeed also for drown-
ing someone. A generally accepted definition of dual use in the context of 
life science research and its potential misuse for BW purposes does not exist. 
This is considered problematic by some, as a more coherent understanding is 
perceived to assist in finding tenable approaches to preventing and preparing 
for biothreats (e.g., warfare or terrorism) (McLeish, 2007; Resnik, 2009; 
Zmorzynska et al., 2011).  

However, dual use is commonly described as something “(of technology 
or equipment) designed or suitable for both civilian and military purposes” 
(Oxford Dictionaries online). This traditional definition of dual use is framed 
in an arms control context, and focuses on objects as “technology and 
equipment” and misuse purposes (and consequences) as “military”. This 
conceptualization has been evolved in recent discussions on dual use. First, 
the objects of misuse have been broadened to also include research, 
knowledge and artifacts (Forge, 2010; Miller and Selgelid, 2007; Resnik, 
2009). In relation to this evolvement, Forge (2010) notes that using the term 
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dual use is problematic as it qualifies different things. He therefore makes a 
distinction between dual use elements such as research, technology and arti-
facts.1 In his view, these elements are related but different. They are related 
in that research aims to give us technology, which in turn produces artifacts 
(which are the main objects of interest for enacting harmful uses), and they 
are different because both technology and artifacts are outcomes and tech-
nology a possible tool of research. The distinction, arguably, becomes im-
portant in terms of how to control these different dual use elements.  

Another departure from the traditional description of dual use concerns 
the purpose of misuse. For example, when discussing the context of dual use 
and research, Miller and Selgelid (2007) suggest that the dual use dilemma 
arises as a consequence of the same piece of scientific research sometimes 
having the potential to be used for harm as well as good. Here the definition 
of dual use is broadened to include a number of potential purposes and of 
misuse, other than military. Moreover, the traditional emphasis on the poten-
tial consequences of research and technology has been assumed to run the 
risk of neglecting threats and intentions of misuse (Miller et al., 2011; 
Pustovit and Williams, 2010; van der Bruggen, 2012). Hence, in recent dis-
cussions on the dual use concept a move towards contextual sensitivity can 
be noted. Contextually understood, dual use is not only a static (property-
determined) phenomenon but is rather dynamic as potential misuse depends 
on the capability and will of people, groups of people, or states seeking to 
develop ways to produce and use BW (Forge, 2010). As noted by van der 
Bruggen: “an artefact, technology, or a natural product will become “dual 
use” only by a combination of (technical) properties and intentions” (2012). 
The prevailing security context is accordingly one influential aspect of what 
defines a dual use concern, which takes into account intentions, risks and 
threats. Therefore, threats may come and go and what is considered of dual 
use concern today may not be considered of such concern tomorrow (Forge, 
2010). The scientific context is the other influential aspect, as biological 
material, knowledge and technology may be divided into degrees of misuse 
concern based on properties, e.g. development rapidity, mortality capacity 
and novelty. 

As concluded by Resnik (2009), a definition should neither be too narrow 
(encouraging scientists to overlook some research) nor too wide (assigning 
too much research as dual use). This vision has not yet been realized, and 
despite several contributions to a general understanding of dual use, an 
agreed-on definition is still missing. Defining dual use is seemingly difficult, 
and it is beyond the purpose of this thesis to make a substantive contribution. 
I do, however, support the evolvement of a dual use concept that is sensitive 

                               
1 According to Forge (2010), the term ”artifact” refers to the substantive outcome of an appli-
cation of R&D and technology, distinguishes itself from knowledge and is a man-made thing, 
rather than a natural object such as anthrax that has not been manipulated. 
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to context, which may be considered valuable in assessing current risks as-
sociated with dual use research and in formulating a reasonable correspond-
ing scientific responsibility. 

Biological agents and research of dual use concern 
To facilitate the identification of what may constitute an instance of dual use, 
efforts have been made to select biological agents and experiments perceived 
to be of particular concern.  

One of the most commonly referred to lists containing biological agents 
of (bioterrorism) concern is produced by the U.S. Centers for Disease Con-
trol and Prevention (CDC). This list classifies agents in three categories (A, 
B and C), whereby high-priority agents (A) are defined as those including 
organisms that pose a risk to national security because they: 
• can be easily disseminated or transmitted from person to person; 
• result in high mortality rates and have the potential for major public 

health impact; 
• might cause public panic or social disruption; and 
• require special attention to public health preparedness. 

This includes agents such as anthrax, botulism, smallpox and plague. 

The second category (B) includes agents that: 
• are moderately easy to disseminate; 
• result in moderate morbidity rates and low mortality rates; and 
• require specific enhancement of CDC’s diagnostic capacity and disease 

surveillance. 

This includes agents such as glanders, Q fever, ricin toxin and food safety 
threats (e.g., salmonella species). 

The third category (C) of priority agents includes emerging pathogens that 
could be engineered for mass dissemination in the future because of: 
• availability; 
• ease of production and dissemination; and 
• potential for high morbidity and mortality rates and major health impact 

(CDC). 

This list provides some indicators for scientists as to which agents may be of 
potential security concern, as well as the properties of potentially dangerous 
dual use agents. Such a list can arguably be perceived to be both specific (in 
terms of the listing of agents) but also general (in terms of phrasings such as 
“might cause public panic”). Lists like this may therefore preferably be used 
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as foundations for further dual use analysis and reflection rather than as 
checklists. 

The phrase “dual use research of concern” (DURC)2 was developed in the 
widely cited NRC report Biotechnology Research in an Age of Terrorism, 
also known as the “Fink Report” (NRC, 2004). This report can be considered 
a starting point for the present biosecurity debates in the U.S. (and else-
where) (Miller et al., 2011). Particularly, it contributed considerably to the 
debate by emphasizing the dual use potential of life science research (NRC, 
2004). The U.S. National Science Advisory Board for Biosecurity (NSABB) 
proposes the following criterion for identifying DURC: 

Research that, based on current understanding, can be reasonably anticipated 
to provide knowledge, products, or technologies that could be directly misap-
plied by others to pose a threat to public health and safety, agricultural crops 
and other plants, animals, the environment, or materiel. (NSABB, 2007: 17) 

In the Fink Report (NRC, 2004: 5), seven experiments of dual use concern 
are provided to give guidance on what research may reasonably be anticipat-
ed to be misused. DURC, frequently referred to in discussions on dual use 
today, include experiments that: 

• demonstrate how to render a vaccine inefficient; 
• confer resistance to therapeutically useful antibiotics or antiviral 

agents; 
• enhance the virulence of a pathogen or render a non-pathogen vir-

ulent; 
• increase the transmissibility of a pathogen; 
• alter the host range of a pathogen; 
• enable the invasion of diagnosis and/or detection by established 

methods; and 
• enable the weaponization of a biological agent or toxin.3 

 
These experiments are considered to be particularly open to misuse and 
therefore constitute dual use research of special concern. Although the Fink 
Report has had a tremendous impact on discussions concerning DURC, its 
definition has been regarded as too general, which has complicated its use. 
Zmorzynska et al. (2011) have reviewed what different authors have as-
sessed as “activities of concern” and explored whether a common under-
standing of dangerous research can be found. They conclude that none of the 
assessments sufficiently define DURC, and that the term “dual use research” 
                               
2 This term is also used by the National Science Advisory Board for Biosecurity (NSABB) 
3 Four additional categories have been suggested by Miller and Selgelid (2008) in a report for 
the Australian government. They include: 1) genetic sequencing of pathogens; 2) synthesis of 
pathogenic micro-organisms; 3) any experiment with variola virus (smallpox); and 4) attempts 
to recover/revive past pathogens. 
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seems to be used interchangeably with the term “dual use research of con-
cern”. There appears to be no consistent way to determine what is and is not 
of concern. This may become a problem when decisions need to be made 
regarding which research should be subject to stricter oversight and which 
should not. According to Zmorzynska et al. (2011) clarification on what 
activities are of immediate concern (as opposed to the current focus on high-
tech research and long-term risks) remains a most urgent requirement. 

Synthetic biology – research of future concern? 
SynBio, along with other fields such as nanotechnology and neurobiology, is 
an area within the broader life science research context that has been widely 
debated in the past decade due to its anticipated dual use potential. Because 
of the considerable attention this particular research area has received in the 
dual use debate, it will be briefly discussed here.  

A potential misuse scenario of SynBio technology is not taken out of thin 
air. History reveals that scientific breakthroughs intended for beneficial pur-
poses, for example in virology and bacteriology, have been applied in the 
past for BW purposes in offensive state programs. Concern has therefore 
been voiced that synthetic biology could be heading in the same direction. 
This time, terrorists are also perceived to be potential abusers (Kelle, 2012a). 
According to Kelle, SynBio “has to be understood as a key piece in the puz-
zle of converging science and technology that aims at fusing molecular biol-
ogy with engineering, by designing and producing new biological parts, de-
vices and systems” (2012a). Or, simply put by Schmidt: “One of the main 
aims of synthetic biology is to make biology easier to engineer” (2008: 1). 
Research that in the past took a considerable amount of time and required 
substantive knowledge and experience can today be performed by less edu-
cated personnel or even machines. Many beneficial promises are anticipated 
with the evolvement of SynBio; however, societal risks and challenges in 
terms of possible, unintended as well as maliciously intended, harmful con-
sequences are increasingly acknowledged. Although noting that we are yet 
far from it, Serrano predicts that: 

Synthetic Biology could open the way to engineer living systems a similar 
way as we design new dishwashers, cars, computers or planes. The same way 
that engineering has improved our quality of life, but also has created sophis-
ticated bombers, tanks or the atomic bomb, Synthetic Biology could be used 
for good or bad. We can expect huge benefits as a result, but also – as with 
any other important advance in science – there are risks. (2007: 3) 

This quote mediates a commonly held view expressing less concern for pre-
sent risks and threats to safety and security as compared to potential threats 
of harmful misuse in the decades to come. Moreover, a more likely misap-
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plication of SynBio is thought to be the recreation of already known patho-
genic viruses in the laboratory and not (new) artificial pathogens (Tucker 
and Zilinskas, 2006).  

Risks of harm are discussed in terms of both biosafety and biosecurity.4 
One important risk concerns the domestication of skills to engineer biology. 
This poses a safety challenge, as an increasing number of individuals outside 
the traditional life science and biotechnology communities are expected to 
be skilled enough to engineer new life forms (Schmidt, 2008). A security 
challenge is also anticipated as the skills to, for example, engineer pathogen-
ic viruses will also be more easily attainable by individuals with malicious 
intents. Discussions have therefore been ongoing regarding how to minimize 
such risks associated with SynBio. This has resulted in propositions for gov-
ernance ranging from scientific self-regulation to government-imposed regu-
lation (Serrano, 2007). One foreseen challenge to address, regardless of how 
SynBio is deemed to be best governed, is posed by the multidisciplinary 
nature of the research area involving scientists such as chemists, biologists, 
engineers, physicists and computer scientists. Some of these communities do 
not routinely educate and train their members in biosafety or biosecurity 
theory and practice (Schmidt, 2008). A broad range of scientists, not merely 
in the life sciences, therefore need to be included in efforts to circumvent 
harmful misuses of SynBio through mechanisms of raising dual use aware-
ness and education. Such efforts, however, do not eliminate the problem that 
individuals do not necessarily work on SynBio within a professional context 
and, thus, will not be reached by the education envisaged. 

Scientific publications of dual use concern 
In addition to efforts aimed at controlling biological agents and research of 
dual use concern, since 2001 a number of scientific publications have drawn 
attention to potential security implications in relation to openness in the life 
sciences. Moreover, this emphasis has exposed a need for dual use govern-
ance, including the ethics of disseminating dual use knowledge (which is 
argued for in Study III). In the past decade, a number of manuscripts have 
been debated prior to their publication due to misuse concerns. This has re-
sulted in, among other things, journal editors and authors formulating a 
statement acknowledging that attention should be paid to how to effectively 
review and modify or reject articles when it is concluded that the potential 
harm outweighs the potential societal benefits (Journal Editors and Authors 
Group, 2003). Until late 2011, no (publically known) manuscript had been 
deemed of such dual use concern as to recommend that it not be published.  

                               
4 These terms will be discussed later in this thesis in the section “Bioethics: responses to the 
dual use problem”. 
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One of the more controversial publications of concern was a manuscript 
on the mousepox virus (Jackson et al., 2001). From a beneficial point of 
view, the study advanced our understanding of the immune response; how-
ever, it also evoked the spectra of genetic engineering of a strain of the erad-
icated smallpox virus, making the information highly sensitive (Atlas, 
2002a). Other studies of concern involve the recreation of the 1918 Spanish 
influenza virus and artificially synthesizing a “live” polio virus from scratch. 
Both constitute examples of viruses being chemically synthesized (i.e., 
SynBio). In 2002, polio researchers followed the map of the polio virus 
RNA genome, available on the Internet, and stitched together corresponding 
strands of DNA that had been purchased via mail-order. The result was the 
creation of a virus that paralyzed and killed mice. This research caused fear 
that the same technique might enable the production of other viruses such as 
Ebola and smallpox (Selgelid, 2009). The research was published in Science 
in 2002 (Cello et al., 2002). In 2005, the publication of the reconstruction of 
the Spanish influenza virus was intensely discussed (Taubenberger et al., 
2005). From a scientific perspective it was cited as a breakthrough in virolo-
gy, but from a security perspective this information was considered a poten-
tial risk, particularly with respect to the high contagiousness and mortality of 
the virus (van Aken, 2006). The concern was that the publication of the full 
genome would provide states or terrorist groups with sensitive information 
to make their own versions of the virus. This research also raised biosafety 
concerns, as the recreated strain ran the risk of accidently escaping the labor-
atory (Rappert, 2007a). Concern was also fuelled by the fact that today’s 
population lacks immunity to the influenza that killed an estimated 50 mil-
lion people (Johnson and Mueller, 2002).5 

In 2011, the U.S. NSABB recommended that two manuscripts not be pub-
lished unless details regarding both scientific methodology and specific viral 
mutations were deleted before publication in the journals Science and Nature 
(AAAS, 2011; Ledford, 2012). Both manuscripts described research indicat-
ing the possibility of the H5N1 virus (causing bird flu) spreading among 
humans. The most publically discussed manuscript was submitted to Sci-
ence, by a Dutch research group headed by Ron Fouchier, and described the 
transmission of the highly pathogenic virus via aerosols between ferrets 
(Herfst et al., 2012a; Fouchier et al., 2012).6 Such research aims to assist the 
influenza oversight community in the early recognition of when a virus may 
become a public health threat and thereby increase possibilities to prevent 
and control a pandemic (Erasmus MC, 2012). However, it simultaneously 
raises serious concern that the knowledge might be maliciously misused to 

                               
5 Some have estimated the figure to be as high as 100 million people. 
6 Ferrets are commonly used as animal models for influenza as their respiratory system re-
sponses to influenza are similar to human responses. 
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cause a high-mortality pandemic exceeding the impact of the 1918 “Spanish 
flu” (Berns et al., 2012). The scientists behind both manuscripts agreed to 
postpone the full publication of their findings. On March 29-30, 2012, the 
NSABB recommended publishing the revised papers (NIH, 2012a; NSABB, 
2012). One manuscript was published in Nature on May 2 2012 (Imai et al., 
2012) however; the H5N1 research findings were additionally held back in 
the Netherlands (where the research was carried out) due to the govern-
ment’s opinion that Fouchier, under EU regulation and corresponding Dutch 
law, needed an export license to publish the paper. Such regulation bans the 
export of certain dual use goods and technologies but makes an exception for 
“basic scientific research”, and there was disagreement over whether the 
H5N1 study fell under this category or, as argued by the government, that of 
“applied scientific research” (Enserink, 2012a). In late April 2012 the re-
search group was given an export license, and the paper was finally pub-
lished on June 22 2012 (Enserink, 2012b; Herfst et al., 2012b). 

The biological weapons’ threat 
Biological weapons and their proliferation have been of significant security 
concern for the past two centuries. The threat perception has been fuelled by, 
among other things, the discoveries in the early to mid-1990s of covert BW 
offensive programs as well as revelations of non-state actors attempting to 
produce and deliver biological agents. The attacks of September 11 2001 on 
the World Trade Center and the Pentagon in the U.S. as well as other terror-
ist attacks in Europe (e.g., Madrid in March 2004 and London in July 2005) 
have, although they were not BW-related, magnified such concerns and cre-
ated a security context marked by a heightened concern regarding terrorism. 
Additionally, the spread of letters filled with anthrax spores in the U.S. in the 
fall of 2001 constituted a reminder of the societal disruption, harm and death 
bioterrorism may cause, and a fear was fueled that terrorists would increas-
ingly resort to BW. Consequently, international and national efforts to pre-
vent dangerous biological research from falling into the hands of potential 
abusers have intensified. It is within this security context that life science 
research and dual use concerns have to be considered. The threat of misuse 
is defined both by the availability of and access to life science research of 
concern, as well as by the anticipated intentions and the capacity of potential 
perpetrators to misuse such research for BW purposes. 

Availability and access 
Although the events in 2001 have had a substantial impact on the most re-
cent preoccupation with BW, there are several factors contributing to the 
perceived BW threat. One concerns the availability of biological material, 
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technology and knowledge as remains of the former state-run BW programs. 
In the 1990s the Iraqi BW program was uncovered, as were revelations about 
the extensive offensive BW program of the former Soviet Union (Kuhlau 
and Hart, 2010). So-called “threat reduction activities” were implemented to 
limit the risks of proliferation, including converting or destroying offensive 
biological facilities and engaging former employees of such facilities to pre-
vent “brain drain” of BW knowledge and expertise to states, groups or indi-
viduals aspiring to develop BW (Kuhlau, 2005). 

Other factors relate to the character of biology and its research. One is the 
tremendous rapidity of life science research development in producing new 
and refined technologies and methods, by which novel pathogens and more 
effective or easily accessible dissemination methods and techniques for BW 
may be developed (Wheelis and Dando, 2005). A shift is hence thought to 
have occurred towards new technologies and increased capabilities at de-
creased costs (Carlson, 2003). An example of this is the evolving field of 
SynBio, which is perceived to have the potential to be misused in the con-
struction of novel biological agents for bioterrorism or biological warfare 
purposes (McLeish and Trapp, 2011; Roffey and Gould, 2011).  

Another factor is that a threat is perceived because of the sophistication of 
the physical infrastructure of biology, which is becoming less expensive on 
the market. Advancements in technology have steadily shifted laboratory 
tasks from being labor-intensive to becoming automated, and older, but still 
powerful, instruments are widely distributed on the Internet (Carlson, 2003). 
The phenomenon of do-it-yourself (DIY) biology has emerged in recent 
years, and refers to the possibility of anyone with the desire and financial 
means to build ever more sophisticated laboratories in their own homes. For 
example, thousands of amateur scientists contribute to a website 
(DIYbio.org) “dedicated to making biology an accessible pursuit for citizen 
scientists, amateur biologists and biological engineers” (Kahn, 2012). This 
development, the enhanced ability to alter biological systems together with 
DIY biology sentiments, has caused security concern regarding increasing 
risks of bioterrorism and other bio-crimes. A particular problem is how to 
track these home laboratories and how to determine which ones may be po-
tential bioterrorist laboratories. In relation to SynBio, “bio-hackers” are con-
sidered to be of concern. Bio-hackery means designing and manufacturing 
biological systems openly, but more or less without regulatory oversight or 
enforcement in place. Although, as with DIY biologists, it would be pre-
sumptuous to assume that bio-hackers have malicious intents. They are ra-
ther thought to be driven by curiosity and a desire to demonstrate their tech-
nical excellence. However, concern remains that a “hacker culture” may 
emerge and create a wave of innovation, increasing the risk of reckless mali-
cious experimentation (Schmidt, 2008; Tucker and Zilinskas, 2006).  
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Finally, the lack of a formal international system of verification and over-
sight of biology is considered problematic.7 Compared to other weapon cate-
gories, such as nuclear and chemical weapons, BW pose unique challenges 
because of a number of inherent traits, including the capacity of micro-
organisms to self-replicate; the wide availability of dangerous pathogens in 
nature (as well at a vast number of government, military, academic and 
commercial facilities worldwide); and their intangibility, rendering biologi-
cal material difficult to track and control (as compared to, for example, fis-
sile nuclear material) (Ostfield, 2008). Although the Biological and Toxin 
Weapons Convention (BTWC) requires that its parties “[not in any way as-
sist], encourage, or induce any State, group of States or international organi-
zation” to manufacture biological agents for use as weapons (Article III), 
there is no system in place to verify that this prohibition is upheld. The exist-
ing systems for export controls are furthermore also perceived to be insuffi-
cient in preventing the proliferation of BW (WMDC, 2006). 

Misuses of biology for weapon purposes 
The use of human or animal pathogens as BW dates back centuries. The 
Scythian archers infected their arrows by dipping them in decomposing bod-
ies or in blood mixed with manure as far back as 400 BC, and Persian, Greek 
and Roman literature from 300 BC quotes examples of dead animals being 
used to contaminate wells and other sources of water (Chomel and Sun, 
2010). In modern times, states have traditionally been considered to present 
the main threat in regard to BW use. States using biological agents for 
weapon purposes goes back to, for example, the French and Indian War 
(1756-1763).8 In this war the British forces in North America deliberately 
used smallpox with the purpose of diminishing the native population that 
was hostile to the British. Native Americans were provided with smallpox-
laden blankets from the smallpox hospital, and an outbreak occurred among 
the tribes in the Ohio River Valley (Riedel, 2004). A more recent example 
includes Japan, which spread plague-infected fleas throughout port cities and 
towns from 1940 to 1942 in northern China (Guillemin, 2006). Post-
September 11, threats of BW use have increasingly been considered in terms 
of bioterrorism.9 According to some, this threat is moreover perceived as 
growing:  
                               
7 The Biological and Toxin Weapons Convention (BTWC) does not have an implementing 
body to execute international verification of compliance, unlike the Chemical Weapons Con-
vention (CWC), implemented by the Organization for the Prohibition of Chemical Weapons 
(OPCW), or the Treaty on the Non-Proliferation of Nuclear Weapons (NPT), implemented by 
the International Atomic Energy Agency (IAEA). 
8 The name of the war refers to the main enemies of the British colonists, i.e. the French 
forces and the various indigenous (Indian) forces allied with them.  
9 Bioterrorism is defined by Interpol (2007: 7) as “the intentional release of biological agents 
or toxins for the purpose of harming or killing humans, animals or plants with the intent to 
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[…] the terrorist use of biological agents represents a growing threat as the 
barriers to obtain many suitable starter cultures are eroding and open source 
technical literature and basic laboratory equipment can facilitate production. 
(DNI, 2009: 21) 

Such assessments of the BW threat in the past decades have therefore result-
ed in a continued concern about a potential bioterrorist attack (Center for 
Biosecurity, 2011).10 Moreover, although many assessments originate from 
the U.S., similar concerns have also been expressed by the United Nations’ 
former Secretary General, Kofi Annan:  

The most important under-addressed threat relating to terrorism, and one 
which acutely requires new thinking on the part of the international commu-
nity, is that of terrorists using a biological weapon. (UN, 2006: ch. III) 

And by the European Commission: 

Europeans regard terrorism as one of the key challenges [to] the European 
Union [...] Terrorists may resort to non-conventional means such as biologi-
cal weapons or materials. (Commission of the European Communities, 2007) 

 
Despite the considerable emphasis on terrorism in the past years, experts are 
divided as to the potential magnitude and likelihood of a bioterrorist attack. 
For example, skepticism has been expressed concerning the likelihood of 
large-scale use of BW by terrorists, given the many technical difficulties 
involved with producing and managing such weapons as well as delivering 
them effectively (WMDC, 2006). As Tucker and Zilinskas (2006) note, BW 
are complex systems consisting of (1) a supply of pathogen, either produced 
as a wet slurry or dried and milled into a powder; (2) a complex “formula-
tion” of chemical additives that is mixed with the agents for stabilization and 
preservation of infectivity and virulence when stored; (3) a container to store 
and transport the agent; and (4) an efficient dispersal mechanism to dissemi-
nate the agent as a fine-particle aerosol (or other mechanisms for dispersal, 
e.g. in water systems) that can infect the targeted people through the lungs. 
Finally, the BW needs to be released under optimal atmospheric and meteor-
ological conditions if it is to inflict large-scale casualties. 

A common objection to emphasizing bioterrorism is therefore that the 
threat is widely exaggerated. This conception is also based on the historical 
fact that, despite bioterrorism not being a novel phenomenon, only a few 
attempted and successfully executed attacks can be identified (Leitenberg, 
2004). The more recent cases of attempted bioterrorism events are reported 
to include the Rajneesh using salmonella on food in Dalles, Oregon in 1984 

                                                                                                                             
intimidate or coerce a government or civilian population to further political or social objec-
tives”.  
10 These assessments primarily come from U.S. sources.  
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to win a local election; the Japanese cult Aum Shinrikyo’s unsuccessful at-
tempts to procure, produce, and disseminate anthrax and botulinum toxin in 
1990-94; and the unsuccessful efforts by al-Qaida to obtain anthrax and to 
prepare a microbiology facility in 1999 and 2001 (Tucker and Sands, 1999; 
Leitenberg, 2004, 2005; Atlas and Dando, 2006). Perhaps the most infamous 
case of bioterrorism was the so-called “anthrax attack” in the U.S. in the 
wake of the September 11 2001 airplane attacks. Letters laced with high-
quality dry powder anthrax were distributed through the postal system to the 
media and selected government officials. Although the terror effects of these 
attacks were felt across the globe and they have been described as the worst 
biological attacks in U.S. history, the casualties amounted to “only” five 
individuals (and 17 who became ill) (FBI).11 After seven years of speculation 
the Federal Bureau of Investigation (FBI, 2008) announced that a research 
microbiologist by the name of Bruce Ivins, who had been working for more 
than 28 years at the U.S. Army Medical Research Institute for Infectious 
Diseases, was solely responsible for the attacks.  

None of the above-mentioned events resulted in mass-fatality or caused 
extreme economic havoc. Despite the rather meager record of incidents as 
well as their relatively low severity, it may nevertheless be presumptuous to 
assume that confident predictions can be made regarding the likelihood and 
magnitude of harmful consequences of future bioterrorist (or, indeed state) 
attacks based on the low frequency and impact of past events. Some insights 
and lessons learned for the future have been highlighted. The Aum and 
Rajneesh programs, for example, demonstrate that civilian facilities can be 
used for BW production by terrorist organizations, and the anthrax attacks 
reveal that an individual can also have access to the necessary facilities to 
produce a BW and execute a terrorist attack (Atlas and Dando, 2006; 
Frischknecht, 2003). The anthrax letter attacks additionally demonstrate the 
severity of both the economic disruption and terror effects (e.g., in terms of 
sentiments of public vulnerability, fear and insecurity) such attacks may 
evoke.  

Moreover, past experiences with naturally occurring diseases such as the 
Severe Acute Respiratory Syndrome (SARS) and H5N1 (bird flu) indicate 
how vulnerable our societies are to pandemics as well as highlights the tre-
mendous preparedness and response efforts that are required to circumvent 
them. The rapid spread of SARS in early 2003 is a good example. It was the 
first lethal, readily transmissible, new human disease to emerge in the 21st 
century, revealed severe vulnerabilities in the health care systems, and had 
significant economic impact on the countries affected. It also led to a number 
of governments perceiving SARS as a challenge to public security (Kuhlau, 

                               
11 Inconsistent figures are provided regarding the number of individuals who became ill; 
however, it is reasonable to state that it ranges between 15 and 22. 
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2006). Such vulnerability is likely to be perceived regardless of whether a 
disease is deliberately induced, accidentally released or of natural origin. 

Bioethics: responses to the dual use problem 
Within the context of security and life science research of dual use concern, 
scientists have increasingly been required to be aware of, and take responsi-
bility for, the potential harmful misuses of their work for BW purposes. To 
address the dual use concern, an initiative has been taken to establish a “web 
of prevention”, which aspires to manage risks of beneficially intended re-
search being harmfully applied. This web is based on the idea that multiple 
solutions, including ethical ones, need to be sought to come to terms with 
such dual use challenges. Several components are envisaged in this ap-
proach, including export controls, biosafety, biosecurity, effective threat 
intelligence and oversight of research (Bezuidenhout, 2012). Two compo-
nents relevant to the context of dual use bioethics, namely biosafety and 
biosecurity will be briefly discussed here. 

Most scientists working in laboratories are familiar with standard safety 
procedures, such as protective clothing and the safe handling of biological 
materials to protect personnel from exposure to pathogens and prevent acci-
dental releases. Such guidelines are included in good laboratory practices 
and good management practices, which are part of a larger biosafety sys-
tem.12 Laboratory biosafety is defined by the World Health Organization 
(WHO) as: 

the containment principles, technologies and practices that are implemented 
to prevent the unintentional exposure of pathogens and toxins, or their acci-
dental [italics added] release. (WHO, 2006: iii) 

The focus of this thesis is on the threat of deliberate releases of biological 
agents due to misuses of life science research. Therefore, my research ap-
proach falls under the concept biosecurity, which includes measures aiming 
to prevent the unauthorized access, loss and theft of biological material and 
technology. This concept is relatively new, and a universally agreed-on defi-
nition does not exist. However, an international definition that is commonly 
referred to has been provided by WHO and describes biosecurity as: 

the protection, control and accountability for valuable biological materials 
[…] within laboratories, in order to prevent their unauthorized access, loss, 

                               
12 Examples of providers of biosafety instructions include: the World Health Organization 
(WHO) Laboratory Biosafety Manual and biosafety associations such as the American Bio-
logical Safety Association (ABSA) and the European Biosafety Association (EBSA). 
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theft, misuse, diversion or intentional [italics added] release. (WHO, 2006: 
iv)  

Traditional security programs have generally focused on physical protection, 
such as surveillance cameras, locks and fences, which are most effective 
against external threats (Roffey, 2005). Other biosecurity elements have 
been suggested to also take into consideration internal threats, including 
controls and background checks on personnel and visiting researchers, the 
registration of personnel, pathogens and research, as well as informing scien-
tists, practitioners and students about potential security implications related 
to their research (Kuhlau and Hart, 2010).  

The very last point, i.e. informing scientists of the potential security im-
plication of their work, has in recent years introduced bioethics as an ap-
proach in preventing the proliferation of BW. Accordingly, bioethics has 
become part of the security debate. For example, ethical considerations were 
discussed in a WHO report on biorisk management and laboratory biosecuri-
ty guidance in 2006. In this document bioethics is recognized as one strate-
gic approach, together with biosafety and biosecurity, to assist in the overall 
aim to prevent bioterrorism (WHO, 2006). Bioethical-related issues have 
also been discussed internationally within the BTWC, particularly in 2005 
and 2008 and there have been national and regional initiatives aimed at rais-
ing awareness and educating life scientists about dual use issues and BW 
prohibitions under the BTWC. 

Despite the ethical issues that emerge as a result of the dual use dilemma, 
such as how to weigh fundamental values of freedom and openness in the 
life sciences against desired measures aimed at protecting values connected 
with security, bioethical involvement in the dual use debate has been surpris-
ingly recent and marginal (Selgelid, 2010). Moreover, within the field of 
research ethics, which specifically deals with ethics in the research process, 
the emphasis remains on how to conduct scientific research ethically (con-
cerning human or animal subjects) rather than on the ethics of producing 
and/or disseminating scientific knowledge (Douglas and Savulescu, 2010). 

Awareness-raising and education 
Within the “web of prevention” a considerable proportion of the discussion 
has revolved around ethics education as a means to foster a culture of re-
sponsibility in the life sciences, which has been considered one valuable 
response to the dual use problem (Atlas and Dando, 2006; Dando, 2009a; 
NRC, 2009; Bezuidenhout, 2012). Several initiatives on dual use and BTWC 
awareness-raising efforts in the life sciences have occurred over the past 
years. It is indeed notable that a substantive part of these initiatives have 
been undertaken by interested and committed individuals or specific projects 
that have often been non-governmental (NRC, 2010). One such initiative 
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constitutes a series of awareness-raising seminars with life scientists at 15 
universities in the U.K.13 These seminars were conducted by Malcolm Dando 
and Brian Rappert who concluded that:  

There is little evidence from our seminars that participants: a. regarded bio-
terrorism or bioweapons as a substantial threat; b. considered that develop-
ments in life-sciences research contributed to biothreats; c. were aware of the 
current debates and concerns about dual-use research; or d. were familiar 
with the BTWC. (Dando, 2009b: 42-43) 

Similar results were also found when conducting the same seminars in sev-
eral other European countries (Whitby and Dando, 2010). In 2008 a survey 
was conducted in the European Union on the provision of dual use and bi-
osecurity education for life scientists. This research suggested that few uni-
versities offer such education (Mancini and Revill, 2008). Moreover, these 
findings were supported in a report published in 2010 by the NRC, which 
states that there is evidence of limited introduction of education about dual 
use matters, although an increase is recognized. The report also notes that at 
present, most education concerning dual use issues occurred as part of more 
general education about the responsible conduct of research in basic life 
sciences courses, as part of biosafety training, or within bioethics (NRC, 
2010). The lack of such university education is suggested as a possible ex-
planation for the low awareness about dual use issues and the BTWC among 
life scientists (Whitby and Dando, 2010). Other initiatives aimed at raising 
awareness include the development by several universities and organizations 
of web-based educational modules on dual use and biosecurity.14 These 
modules, to varying degrees and specificity, reflect bioethical perspectives 
(Study IV). 

Codes of conduct 
Professional obligations relating to general social responsibilities for life 
science researchers to consider potential misuses of their work have not been 
extensively developed within many scientific communities (Green et al., 
2006). However, in the past decade discussions on codes of conduct for sci-
entists concerning the potential misuses of research and technology for BW 
purposes have found their way onto the international agenda.  

                               
13 Additional awareness-raising seminars were held by Dando and Rappert in several Europe-
an countries. Other awareness-raising seminars have been organized within the EU-funded 
project EU Biosecurity Awareness Raising network (EUBARnet), the objective of which is to 
inform students and young scientists about biosecurity and to increase the participation of 
scientists in policy debates on biosecurity in the EU (EUBARnet). 
14 A compilation of modules can be accessed at the Federation of American Scientists, Biose-
curity Education Portal (FAS). 
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To start slightly earlier, though, one influential code concerned with the 
(mis)use of scientific research is the Uppsala Code of Ethics for Scientists. 
This code was produced in 1984 by a group of natural and social scientists, 
lawyers and political scientists as a “response to a concern about the applica-
tions and consequences of scientific research” (Gustavsson et al., 1984; Ap-
pendix II). This concern can be derived from the Cold War context in which 
modern technological warfare, i.e. nuclear weapons, dominated security 
debates. The authors of the Code question whether it is ethically defensible 
for scientists to lend any support to weapons development and notes that no 
codes mentioning ethical aspects of weapons development were to be found 
at that time (Gustavsson et al., 1984).  

More recently, a social responsibility for scientists in relation to misuses 
of research for BW purposes has been discussed in a policy report by the 
International Academy Council (IAC) and the Inter Academy Panel (IAP), 
serving to guide scientists in responsible research conduct. Among other 
things, the report recognizes that scientists “cannot dissociate themselves 
from the uses of the new knowledge they generate and need to take into con-
sideration the reasonably foreseeable consequences of their own activities” 
(2012: 15). More controversially perhaps, it also states an obligation to par-
ticipate in exploring the implications of research and impose constraints on 
research if those constraints are justified (IAC/IAP, 2012: 15). This obliga-
tion raises a number of questions, such as how one goes about exploring 
implications of research and when constraints are justified. These are ques-
tions that are addressed in this thesis (Studies III and IV). 

Since the tragic events in the U.S. in 2001, increasing interest has been di-
rected towards codes as a policy option to address concerns about the poten-
tial misuse of life science research for harmful purposes. This development 
has resulted in a number of proposed obligations for life scientists in their 
working life (Appendix 1). For example, codes of conduct were discussed 
internationally within the framework of BTWC in 2005 and 2008. At the 
expert meeting in 2005, state parties agreed to “discuss, and promote com-
mon understanding and effective action on […] the content, promulgation 
and adoption of codes of conduct for scientists” (BTWC, 2005); and in 2008 
on “oversight, education, awareness raising and adoption and/or develop-
ment of codes of conduct with the aim of preventing misuse in the context of 
advances in bio-science and bio-technology research with the potential of 
use for purposes prohibited by the Convention” (BTWC, 2008). In this con-
text codes of conduct have been considered to provide an important ethical 
foundation to foster a “culture of responsibility” and to educate scientists on 
potential dual use implications of their research. Moreover, the importance 
of a “bottom-up” approach was advocated to ensure that scientific and pro-
fessional communities have a “sense of ownership” of codes as applied in 
their respective fields (Nguyen, 2005). This emphasis on codes and guide-
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lines for scientists may be considered a traditional bioethical approach in 
terms of formalizing the responsibility of a professional group. 

According to Brian Rappert, codes can be categorized by their objectives 
and the level at which a certain code is binding. Professional codes can be 
classified according to whether they aim to be aspirational, education-
al/advisory or enforceable, i.e. embedded within wider systems of profes-
sional and legal regulations (Rappert, 2007b). The most prominent legal 
obligation is embedded in the BTWC, which is in place to prevent the pro-
duction and use of BW. The BTWC, which has been ratified by most states 
(but not all), states in Article I that: 

Each State Party to this Convention undertakes never in any circumstances to 
develop, produce, stockpile or otherwise acquire or retain:  

 
1 Microbial or other biological agents, or toxins whatever their origin or 

method of production, of types and in quantities that have no justification 
for prophylactic, protective or other peaceful purposes;  
 

2 Weapons, equipment or means of delivery designed to use such agents or 
toxins for hostile purposes or in armed conflict.  

 
Although the BTWC codifies the norm against BW in international law, it 
has certain limitations in that it places primary constraints on the behavior of 
states rather than that of individuals. National legal structures supporting the 
prohibitions in the BTWC have been implemented by many states to extend 
the prohibitions to individual citizens. Moreover, this has been done in a way 
that aims to also offer some protection against bioterrorism (Atlas and 
Dando, 2006). Another legally binding obligation is the United Nations Se-
curity Council Resolution 1540, which requires all states to adopt national 
legislation to prevent the proliferation of BW (as well as chemical and nu-
clear weapons). This resolution also obliges states to refrain from support-
ing, by any means, non-state actors in developing, acquiring, possessing, 
transferring and using BW (UNSCR 1540, 2004). 
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Responsible conduct in dual use research 

With great knowledge comes great responsibility. This is a common saying 
that becomes highly relevant in discussions on dual use and life science re-
search. Great knowledge is attained as rapid advancements in the life scienc-
es generate ever more sophisticated technologies to alter biology. Arguably, 
such knowledge should therefore be accompanied by increased responsibil-
ity for its potential harmful misuses. Hans Jonas (1984), a German philoso-
pher on ethics in science, has expressed this notion in his reaction to the 
power of technology, claiming that modern science requires an increased 
awareness of individual and social responsibility. Such power would demand 
foresight and precaution from both individual scientists and the scientific 
community (Ehni, 2008). Within the scholarly fields that study the relation-
ships between science, technology and society, a dissociative perception of 
the scientific process as value-neutral and its uses as value-laden has long 
been rejected on both empirical and theoretical grounds (Forssén et al., 
2011). Thus, by operating in a social context scientists would automatically 
have a responsibility (just like anyone else) for how others may be affected 
by their actions (or inactions).  

The responsibility of life scientists to not contribute to the development 
and production of BW, whether intentionally or unintentionally has become 
a central part of the dual use debate (BTWC, 2005, 2008; Appendix 1). 
However, bioethical analysis of the identification and justification of the 
actual content as well as the distribution of such responsibility has not yet 
extensively been performed. According to Nordgren (2001: 53-54), the con-
tent of responsibility is concerned with the fundamental query “What should 
scientists do”? However, the normative content is largely debatable. Alt-
hough agreement has been reached upon a general responsibility for scien-
tists to consider potential BW implications of their work, disagreement is 
likely to remain on what this means more specifically and practically. An-
other useful distinction concerning responsibility relates to its distribution. 
Such analysis would include concerns such as “Why and to what extent am I 
responsible”? This aspect of responsibility is concerned with different roles 
and positions within the life sciences, whether socially or professionally 
ascribed. Responsibility may, for example, be variously ascribed to individ-
uals as professional scientists, as representatives of the community or as part 
of the collective. Moreover, responsibility may be ascribed to the scientific 
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community as a collective to take measures to ensure that individuals are 
able to assume and take responsibility.15 

Dual use responsibility 
The concept of responsibility is discussed extensively in the ethics literature 
and has generated a wide range of descriptions. For the purposes of this the-
sis, responsibility will be considered in a basic sense as something that char-
acterizes a person; that indicates a state and position of being responsible 
(i.e., constituting a responsibility of individuals and groups). It also says 
something about what one is responsible for and to whom/what one is re-
sponsible (Nordgren, 2001). In the dual use context, this could be expressed 
as a responsibility of scientists for potential BW misuses of life science re-
search that may cause harm to society and its public. These aspects of re-
sponsibility may furthermore be asserted as more specific obligations and 
duties.16  

A dual use responsibility takes its stance in the principle of 
nonmaleficence, that is: one ought not to inflict evil or harm. This norm im-
plies a requirement to refrain from actions that cause harm (Beauchamp and 
Childress, 2009). A dilemma appears, however, when the principle of 
nonmaleficence collides with another ethical principle, i.e. that of benefi-
cence. Beneficence refers to the character trait of being disposed to act for 
the benefit of others and to promote good (Beauchamp and Childress, 
2009).17 Nonmaleficence and beneficence are prima facie principles that 

                               
15 The aspect of such collective responsibility will be discussed further in the section “To-
wards an ethic of dual use deliberation” in this thesis. 
16 This thesis will not provide an exhaustive account of the discussion concerning whether or 
not a distinction need, or need not, be made between the terms “obligation” and “duty”. How-
ever, some general aspects may be highlighted. Proponents of the necessity of a distinction, 
claim, among other things, that a synonymous use obscures important linguistic differences in 
the meanings of the words “wrong”, “obligation”, “duty” and “ought”. For instance, there are 
grammatical differences: e.g., we “perform” or “do” our duty but not our obligations, which 
we rather seem to “meet” or “fulfill”. Generalizations about the correct use of the terms are 
thought to be difficult and delicate (Brandt, 1964). For the purposes of this discussion the 
terms will be used as approximate synonyms in that they are both consequences of an explicit 
or implicit contract or undertaking. An obligation or duty may therefore be understood as 
what engages or commits you do something, which others may then require or expect you to 
do (Brandt, 1964). For a more extensive discussion on distinctions between the two concepts, 
see Brandt, 1964. 
17 This principle also supports obligations to actively prevent harm from occurring to others 
(Beauchamp and Childress, 2009). Hence, in the dual use context “to prevent or remove 
harm” could be interpreted not only as an obligation to actively help in scientific research 
development to promote public health but also as an obligation to actively help in circumvent-
ing misuses of the same and thereby preventing harm from being inflicted (i.e., also meeting 
requirements in the principle of nonmaleficence). It has therefore been argued that the princi-
ples of nonmaleficence and beneficence may form a single principle. However, arguments 
against conflating them include that it risks obscuring important distinctions between obliga-



 38 

constitute a conflict permeating the dual use dilemma, as scientists would 
have a responsibility to both conduct beneficial research and not cause harm, 
which may be an undesired outcome of beneficially intended research. When 
these ethical principles conflict, a decision has to be made concerning which 
one takes precedence in the particular situation (Shamoo and Resnik, 2009). 

An ethical principle may be described as generally guiding and as leaving 
considerable room for judgment and for developing more detailed action. 
The principle of nonmaleficence accordingly asserts more specific duties or 
obligations indicating what one is responsible for. Due to the more specific 
characteristic of obligations, as compared to ethical principles, they may to a 
higher degree be perceived as externally demanded and, therefore, have a 
lower level of acceptance and spur less moral incentive. The prospect of the 
internalization of obligations is therefore tied to generalizability. Consider 
two proposed obligations in the field of dual use research: scientists have an 
obligation (1) to consider implications of possible malicious use of their 
findings (WMA, 2012) and (2) to report suspected misconduct to the man-
agement or authorities (AMS, 2005). The content of the generally formulat-
ed obligation (1) is, arguably, more closely tied to a responsibility to not 
inflict harm and would therefore be more easily internalized compared to the 
content of the more specific obligation (2), which also requires specific prac-
tical action. Such specific and practical action is generally also more debata-
ble. In this case the obligation raises debatable questions concerning, for 
example, the protection of “whistleblowers” as well as where, how and to 
whom concerns should be reported. 

A responsibility to not inflict harm may be ascribed professionally to in-
dividuals within the life science community but also socially and collective-
ly.18 For example, an individual scientist could be ascribed responsibility as 
a professional agent to be aware of the misuse potential of research and as-
sume a standard of due care. The responsibility would also vary depending 
on the research area. Greater responsibility would be ascribed if one were 
working on a listed biological agent of dual use concern, than if one were 
working on an unlisted agent deemed to be of less concern. The same rea-
soning would generally also apply if one were involved in applied research 
rather than basic research. Moreover, in what could be distinguished as “so-
cial models”, individuals are also responsible for a state of affairs they did 
not cause directly or even indirectly by an act (or an act of omission) be-

                                                                                                                             
tions to not harm others and obligations to help others (Beauchamp and Childress, 2009). For 
the purposes of this thesis, which attempts to illustrate a dual use dilemma depicted by the 
tension between norms of promoting good (research) and not causing harm, this distinction 
will be upheld. 
18 According to Rhodes and Sulston (2010) the obligations of the scientific community are 
variously owed to science as an institution, to the community itself, to government, to citizens 
of a particular state and, in the case of potential misuses of research, to individuals in all 
states. 
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cause social practices of blame and praise are linked to social roles. The 
content of responsibility is therefore influenced by what one’s social position 
or role demands, and not living up to this standard may be considered 
blameworthy. A research leader may in this sense be fully responsible for 
whatever happens in the work of his/her team because the social role de-
mands it, while a junior researcher would not be ascribed such a role (and 
would thus have less responsibility) (Nordgren, 2001). 

A responsibility to not impose risks of harm 
As this thesis is concerned with harm as an undesired consequence of life 
science research, a responsibility for life scientists to not intentionally inflict 
harm is insufficient. This insufficiency is addressed by the principle of 
nonmaleficence, which additionally asserts a responsibility to not inflict 
risks of harm (Beauchamp and Childress, 2009). The principle of 
nonmaleficence forms a standard of due care to be met by professionals. Due 
care means that sufficient and appropriate care is taken to avoid causing 
harm, as circumstances demand of a reasonable party (Beauchamp and Chil-
dress, 2009). Taking due care therefore assumes knowledge about the cir-
cumstances in which the action is required as well as the standard behavior, 
i.e. what constitutes appropriate care. As a dual use responsibility of life 
scientists would be closely tied to one’s position and role, the expected de-
gree of circumstantial awareness and the expected behavior in order to avoid 
causing harm may vary.  

A distinction between inflicting harm and imposing risks of harm is rele-
vant in matters of dual use, and arguments have generally been made against 
placing “the infliction of risk into the same moral ballpark as the infliction of 
harm” (Lackey in Munthe, 2011: 73). According to Munthe (2011), this 
would be like comparing apples and oranges. There is a fundamental differ-
ence as the very essence of the word risk entails a presumption of a probabil-
ity of harm, though not a promise of actual and identifiable harm. This is 
indeed true for dual use research, whereby the harmful outcome is vastly 
uncertain yet plausible. The distinction is also important in the dual use dis-
cussion, because inflicting harm is strongly associated with intentionality. 
The intentional and direct participation by scientists in developing BW the 
purpose of inflicting harm is not relevant to the discussion in this thesis, as it 
is rather concerned with unintended and undesired outcomes of research. 
The notion of risk becomes important as it implicates a responsibility for 
harmful outcomes despite the well intended initial purposes of life science 
research. Hence, although harm is not initially intended or even directly in-
flicted, the awareness that one’s research may place others at risk of harm 
imposes a responsibility for indirect and potentially harmful consequences.  
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The normative significance of exposing others to a risk of harm is there-
fore tied to awareness and, arguably, appears in cases where harmful conse-
quences may be reasonably foreseen. Risks therefore need to be understood 
in terms of probabilities.19 Moreover, according to Bennett (1995), wrong-
ness is tied to what can possibly be known and is hence also tied to probabil-
ity. Two scenarios associated with what can be known are: (1) you happen to 
know something, or (2) knowledge is expected of you. If it is considered a 
coincidence, you cannot be held morally responsible for imposing risks in 
cases where you are unaware of and, thus, unable to foresee a potentially 
harmful outcome. Awareness of risks may be obtained through information 
and advice from, for example, workplace representatives, authorities or 
peers, and once you become aware, a responsibility would befall you. A 
responsibility to not impose risks of harm could also be ascribed to you as 
part of your role as a professional scientist, whereby being aware of poten-
tially harmful implications of your work is expected of you. In a very basic 
sense, as scientists have a professional responsibility to promote good con-
sequences and avoid bad ones, reviewing their work in a wider societal con-
text renders the consideration of potential (desired or undesired) conse-
quences to be reasonably expected of a scientist. In order to take such re-
sponsibility scientists would be expected to, for example, be familiar with 
relevant dual use regulations, codes and guidelines that fall under their pro-
fessional domain. Intentionally departing from taking due care in given cir-
cumstances and thereby placing others at risk of harm or unintentionally, but 
carelessly, imposing risks of harm would be considered negligence (Beau-
champ and Childress, 2009). 

In the dual use context risks are neither static nor certain, as several fac-
tors associated with both the life sciences and the security context influence 
the probability of harm. Risks of harm, moreover, determine the content and 
distribution of scientific responsibility (on both individual scientific and 
collective community levels). The responsibility to not impose risks of harm 
depends on, for example, the suitability of a biological agent or technique for 
BW use, the potential risks associated with the scientific field one is active 
in and the information available about the anticipated impact on public 
health if misused. The responsibility is also defined by the security context, 
such as the current security environment (i.e., the prevalence of a threat per-
ception and geopolitical circumstances) and available information about 
potential abusers and their willingness and ability to acquire and misuse 
research. It is the totality of all relevant factors that ultimately constitute the 
probability of harm and consequently defines responsibilities regarding im-
posing risks of harm.  

                               
19 In this thesis probabilities are considered in terms of potential negative scenarios. The 
probability that these scenarios will be actualized is proportionate to risk, i.e., high probabil-
ity, great risk. 
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A responsibility to be precautious 
Great uncertainty implies a situation in which decision-makers lack much of 
the information and there is limited knowledge about the consequences 
(Hansson, 1996).20 Because many risk factors in the dual use context are 
subject to great uncertainty, we cannot speak of known probabilities that can 
be measured in degrees of certainty. For example, risks associated with 
SynBio are currently considered indefinable and cannot be anticipated with 
any degree of precision due to the early stage in the development of the field 
(Tucker and Zilinskas, 2006). A challenge therefore lies in determining risks 
in the presence of great uncertainty. A theoretical framework that embodies 
the features of the above discussion and attempts to deal with such inherent 
uncertainties is the Precautionary Principle (PP). This principle has its roots 
in environmental policies and debate, and in this field has urged for reflec-
tion on the possibility of disaster beforehand and for proceeding with caution 
in light of this awareness (Munthe, 2011; Study II). Analogous to the envi-
ronmental debate, the discussion on scientific responsibility for potential 
misuses of scientists’ work rests on the idea that despite their good intentions 
to improve public health, their efforts may be misdirected and have the op-
posite effect of worsening it. The aim of the PP is to tell something about the 
responsibility of taking measures against potential threats of harm (Munthe, 
2011). 

Threats and uncertainties 
Analyzing the terrorist threat21 is difficult. The context in which new organi-
zations unexpectedly emerge is elusive, and strikes are largely unpredictable. 
States’ perceived vulnerabilities, combined with limited understanding of the 
ramifications of an attack, therefore largely determine how threats are per-
ceived (Zanders, 1999). Bioterrorism threats are broadly defined by such 
vulnerabilities and subjective notions of dreaded harm that are, arguably, 
more tied to the particular weapon category (BW) and its potentially devas-
tating impact than the actual likelihood of the threat ever materializing. The 
perception of a bioterrorism threat is therefore largely based on a subjective 
vulnerability deriving from a fear of something that cannot be predicted, 
identified or controlled. Compared to threats from other forms of terrorism, 
bioterrorism evokes a recognizable fear associated with disease, infection 
and contagion, that is, a long-lived and invisible threat to our essence of 

                               
20 As Hansson (1996) correctly points out, all decision-making takes place under conditions of 
uncertainty. The use of the term “uncertainty” in this thesis should therefore generally be 
understood as “great uncertainty”. 
21 Bioterrorism will be used here to illustrate the central PP conditions of threat and uncertain-
ty. 
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being (Kittelsen, 2009). This dread has heavily influenced discussions on the 
bioterrorism threat, in terms of how it is both conceptualized and confronted. 

Thus, two components of bioterrorism are threat and uncertainty. These 
components also constitute central conditions determining the applicability 
of the PP (Sandin, 1999; 2006). A threat may be broadly described as an 
indication of danger or harm that is impending. Concerning the bioterrorism 
threat, uncertainty prevails not only regarding the imminence, but also the 
probability, of harm. To be able to justify a scientific responsibility to be 
cautious, the threat of bioterrorism therefore arguably has to entail some 
degree of credibility. Credibility can be informed by identifying different 
levels of risk. This could include, for example, indications that terrorists 
desire and are able to acquire (develop and produce) and use life science 
materials, knowledge and technologies for BW purposes. It could also in-
clude assessing the BW capacity of different types of agents or research. 
Such identifications may make the threat more distinguishable and, possibly, 
also more credible. Furthermore, in a precautionary context the expected 
harmful consequences need to be severe, i.e. cause significant harm. Because 
a threat additionally needs to be understood in terms of such potential harm-
ful impact, scientists arguably have invaluable insight into and information 
on credibility in terms of knowledge about what science can and cannot do. 

The PP’s threat condition is difficult to come to terms with and a question 
that is often posed but generally remains unanswered is: “What makes a 
threat credible and who determines this”? In a modest attempt to answer this 
question within a dual use context, I suggest that it is the totality of the actu-
al, relevant and perceived risk factors (e.g., security and scientific) that in-
forms the anticipation of a harmful outcome and is therefore what constitutes 
a threat as credible (as well as probable). Ideally, decisions on which factors 
are relevant to assess as well as what determines whether a threat is credible 
are based on outcomes of collective deliberations including participation 
from multiple stakeholders within relevant areas of expertise. It is important 
to remember, however, that the PP is applicable only when uncertainty pre-
vails about a threat (Peterson, 2006). Hence, although it appears reasonable 
to require a certain degree of credibility concerning a threat, it is the uncer-
tainty that characterizes the PP. 

In light of this discussion, preventing harmful misuses of research appears 
to be a desirable outcome of precaution. A responsibility to prevent misuse 
would imply a clear cause-effect link whereby information and knowledge 
exist about an identified threat and a specific approach can be used to cir-
cumvent it. This is usually not the case concerning the threat of research 
misuse. On the contrary, the cause-effect link is weak and great uncertainty 
prevails about the bioterrorism threat as the information is elusive. Identify-
ing an approach to circumventing bioterrorism is furthermore largely impos-
sible. Therefore, considering these uncertainties, it may be useful to speak of 
a responsibility in terms of precaution rather than prevention (Study II). 
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Taking measures – precaution as an ethical compass 
The PP includes two additional conditions that relate to a responsibility to 
take measures, namely prescription and action (Sandin, 1999). Life scientists 
may accordingly be required to take measures against the threat of potential 
misuses of their work. A prescription can range from minimal engagement to 
a full-fledged obligation to act. The act can, moreover, be specific or more 
general in describing the practical implementation of the PP. Guidance on 
how to implement a PP is often poor, due much to the difficulty in balancing 
the specific with the general, which has led to the criticism that many sug-
gested PPs lack substance and the ability to guide actions (Sandin, et al. 
2002). This is particularly problematic when interpreting its intended use as 
directly political. In such capacity it actually has to guide the substantial 
content of policy; if not, it is considered to merely serve as a piece of rheto-
ric used to influence public opinion (Munthe, 2011). In this thesis, the prin-
ciple is evolved and interpreted as a normative principle aimed at influencing 
scientific behavior rather than a principle for policy-making. Interpreted in 
this sense, a PP is not absolute and need not be specific either in its content 
or its prescription and action. It rather serves as an ethical compass, which 
indeed also leaves room for developing more practical guidance on dual use 
action.  

A PP can also be valuable in building and sustaining dual use ethical 
competence. It may be a helpful tool for raising awareness about dual use 
concerns, stimulating reflection and deliberation on one’s research and its 
potential misuses, and inspiring various degrees of precaution that can also 
be expressed as more precise obligations concerning when and how to be-
have in situations of dual use concern. In my interpretation of a precaution-
ary approach, it is not to be perceived in terms of a one-off event whereby 
decision-making is of primary concern. It should rather be perceived as a 
circular process that aims at ongoing dual use dialogue, reflection and deci-
sion-making. Such a process should, moreover, involve several relevant 
competences and stakeholders in order to perform a total weighing of values, 
interests and perspectives in relation to threats and risks relevant to the dual 
use context. This procedural aspect of a PP is important, as continuous dia-
logue may encourage learning practices (theoretical and practical). Infor-
mation will also be accumulated over time, which in turn may serve to de-
crease levels of uncertainty as risks are better understood (Arcuri, 2007). 
Precaution, in terms of a principle providing normative, procedural guid-
ance, is an integral part of an ethic of dual use deliberation, which will be 
discussed more extensively later in this thesis. 
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Responsible dissemination of dual use knowledge 
Another obligation that can be asserted by the principle of nonmaleficence is 
to not impose risks of harm by disseminating scientific knowledge of dual 
use concern. The rapid development in life science research fields such as 
SynBio has prompted claims that some research (and knowledge) should not 
be obtained, let alone disseminated. Recent debates concerning the publica-
tion of potentially dangerous dual use knowledge, e.g. the H5N1 influenza 
research and the recreation of the Spanish influenza (see Background), has 
accentuated the need for an ethics of dissemination in the life sciences. Tra-
ditional research ethics has focused extensively on how to conduct scientific 
research ethically, however hitherto substantively less consideration has 
been devoted to the ethics of producing and/or disseminating scientific 
knowledge (Douglas and Savulescu, 2010). From this perspective, life scien-
tists would not only have a responsibility for their conduct in research but 
also for aspects concerning the dispersion of their research results. There-
fore, within an ethics of dissemination it may be argued that although re-
search has already been conducted, the dissemination of certain results 
should be (temporarily or partially) constrained when risks of harm outweigh 
the expected benefits (Study III). 

 Freedom and openness are traditionally recognized as central values that 
govern life science publication. However, as the misuse potential of research 
has increasingly been recognized, so has the importance of considering con-
flicting values associated with protecting public health and security. In re-
cent times the editors of scientific journals have increasingly been required 
to manage this conflict of interests. As decision-makers for publications, 
editors are assumed to ensure that effective safeguards exist to manage risks 
of publishing scientific research with potential harmful implications (Patrone 
et al., 2012). As noted previously, a group of journal editors and authors 
acknowledged such responsibility already in 2003 (Journal Editors and Au-
thors Group, 2003). In a survey conducted by Patrone et al., (2012) on atti-
tudes toward and experience with the review and publication of DURC, the 
researchers found that only few editors had experience with biosecurity re-
view, and no editor reported having ever refused a submission. Notably, 
however, most respondents agreed that editors have a responsibility to con-
sider security risks during the review process. Whether these results indicate 
a lack of responsible action or a lack of manuscripts being of dual use con-
cern can only be subject to speculation. However, despite some initiatives it 
is notable that policies and consensus are still missing on how to handle the 
review and publication of dual use problematic research. 

Underlying conceptions associated with ideas of constraining the dissem-
ination of scientific knowledge can be found in discussions on “forbidden 
knowledge”. This concept may therefore shed some light on the debate on 
constraints and how it may be conceptualized. 
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Evolving the concept of “forbidden knowledge”  
Desires to constrain the dissemination of life science knowledge may be 
considered reminiscent of the ancient concept of “forbidden knowledge”, 
and has religious connotations; the idea being, as a rule, that there is 
knowledge unfit for humans, or any non-deities, to possess. For example, the 
notion can be traced back to Genesis, where Adam and Eve ate the fruit for-
bidden by God from ‘the tree of knowledge of good and evil’, with unfortu-
nate consequences (banishment from the Garden of Eden). In a secular con-
text, the question of forbidden knowledge becomes an exclusively human 
concern: not a question of divine dictates but essentially a social and politi-
cal matter. In these contexts, forbidden knowledge traditionally refers to 
knowledge that should not be obtained because of concerns about its poten-
tial negative impact on humanity. Because of constantly changing social and 
political contexts, this impact may change. Within the context of security, 
this perception is reportedly expressed by bioethicist Arthur Caplan:  

We have to get away from the ethos that knowledge is good, knowledge 
should be publicly available, that information will liberate us....Information 
will kill us in the techno-terrorist age […]. (in Atlas, 2002b) 

 
This quote demonstrates the emotional character of the dual use debate, 
which is heavily spurred by fears of the intangible threat of malevolent uses 
of well-intended scientific research. It also questions the ethos that 
knowledge is always good. Knowledge can be considered to have an intrin-
sic value, i.e. a value independent of its valuable uses. However, it has been 
argued that this should not imply that its potential use (or misuse) can be 
overlooked (Douglas and Savulescu, 2010). One reason for this is that con-
sidering knowledge only in intrinsic terms risks reducing scientists to mere 
producers of knowledge, without responsibility for its potential (mis)uses. 
This view also opposes that of “objectivity” in science, claiming that 
knowledge must be interpreted in relation to the context in which it was cre-
ated (Forssén et al., 2011). 

Distinctions frequently made in discussions on forbidden knowledge 
(Johnson, 1996; Kempner et al., 2005; Wendl, 2005; Williamson, 2005) 
distinguish knowledge both from methods for acquiring knowledge and from 
its applications. This implies three aspects of knowledge that may be forbid-
den: 1) how it is obtained, 2) how it is applied, and 3) its character (its very 
existence). In this context, I suggest that dissemination be added as a fourth 
aspect of the concept of forbidden knowledge. This aspect is concerned with 
neither the process of inquiry nor the existence of knowledge; the knowledge 
already exists,22 but is concerned with extending scientists’ responsibility 

                               
22 For example, concerning the H5N1 (bird flu) studies in Science and Nature discussions also 
concerned whether or not the research should have been conducted in the first place. 
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beyond its mere production to include ethical considerations concerning its 
potential misuses.  

Questions related to forbidden knowledge can be discussed in a “weaker” 
sense, namely whether it can be justified to constrain the dissemination of, 
and therefore public access to, certain dual use knowledge generated by the 
life sciences. By this account, constraints would be weaker because of their 
ability to be both temporary and partial rather than constituting outright pro-
hibition and censorship. Contrary to the position that knowledge might be 
forbidden because of its character alone and that, in order to qualify as “for-
bidden”, it must be forbidden to all humans (Johnson, 1996), it may be ar-
gued that knowledge concerning dissemination is not qualified as forbidden 
by its character alone and, therefore, need not be forbidden to all humans to 
qualify as “forbidden” knowledge (it is possible to possess knowledge with-
out misusing it) (Smith, 1978). As the H5N1 case illustrates, suggestions 
were made to constrain dissemination by omitting descriptions of materials 
and/or methods before publication and only making full accounts accessible 
to influenza researchers on a need-to-know basis. This suggestion was criti-
cized for compromising the fundamental scientific principle of freedom to 
share findings, the essence of the scientific process (i.e., the possibility to 
verify and replicate results), as well as the value of knowledge (Atlas, 2003). 
However, this may be an inevitable price of precaution as forbidding (con-
straining) the dissemination of dual use knowledge is deemed necessary 
when risks of severe harm are perceived to be greater than the expected ben-
efits of research. 
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Summary of findings 

Study 1: Taking due care: moral obligations in dual use 
research 
This study describes how the perception of a growing bioterrorist threat has 
created a demand on life scientists to consider the potential security implica-
tions of dual use research. Ethical considerations permeate the dual use life 
science research debate, as important scientific and security values are at 
stake. Despite the existence of a dual use dilemma in life science research, 
professional obligations with respect to avoiding potential misuses of biolog-
ical material, technology or knowledge are a relatively novel phenomenon. 
This study argues that scientists have a responsibility to consider potentially 
harmful security implications of their work and to prevent harm. A responsi-
bility to take due care is suggested, which implies that sufficient and appro-
priate care to avoid causing harm, as the circumstances may demand, be 
taken. It is claimed that this requires a certain standard of behavior, and that 
failing to make an effort would be considered negligence. 

The emerging demands on life scientists to assume dual use responsibility 
have resulted in a number of proposed obligations. Six of these are examined 
in this study, namely the obligations to: prevent bioterrorism; engage in re-
sponse activities; consider negative implications of research; not publish or 
share sensitive information; oversee and limit access to dangerous material; 
and report activities of concern. Furthermore, five criteria for what may con-
stitute harm that may reasonably fall within life scientists’ responsibility to 
prevent are suggested and the proposed obligations are analyzed in relation 
to them. 

The main findings are that although bioterrorism is perceived by many as 
an imminent threat, it is not a reasonable obligation for life scientists to ei-
ther directly respond to or prevent it. Among the more reasonable obliga-
tions are duties to consider the potential negative implications of one’s re-
search, to protect access to sensitive material, technology and knowledge, 
and to report activities of concern to authorities.  
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Study 2: A precautionary principle for dual use research 
in the life sciences 
The Precautionary Principle (PP) traditionally constitutes a principle for 
decision-making, and applies when serious consequences are predicted but 
the probabilities of their occurrence are unknown.  

This study explores the conditions for applying the PP and questions 
whether and how these conditions correlate with the assumption that life 
scientists are responsible for potential misuses of their work. Two important 
conclusions can be drawn: the PP is applicable to the context of dual use life 
science research, and it has a meaningful role to play. Versions of PPs have 
commonly been expressed in discussions and formulations on scientific re-
sponsibility, although they have not previously been recognized as such. In 
several formulations of obligations for life scientists to acknowledge poten-
tial misuses of their work, central conditions for a prescriptive PP were 
found (i.e., threat, uncertainty, prescription and action). A PP for the dual 
use field is proposed, reading: 

When and where serious and credible concern exists that legitimately intend-
ed biological material, technology or knowledge in the life sciences may pose 
threats of harm to human health and security, the life science community is 
obligated to develop, implement and adhere to precautious measures intended 
to meet the concern. 

 
The PP is generally contested and formulations of PPs, admittedly, require 
careful balancing. Some frequently mentioned objections include the asser-
tion that PPs stifle scientific development, lack practical applicability, and 
are ill-defined and therefore lack substance and meaning. However, the 
study meets these objections by applying the conditions of a PP to the dual 
use context, concluding that scientific development need not necessarily be 
stifled and if/when the PP hampers research it should do so because this is 
morally justified. Furthermore, the lack of practical applicability is not 
unique to the PP, but is also true of many moral principles. The point is that 
the PP can still be valuable in raising awareness and be advantageous be-
cause of its flexibility in interpretation and application. Lastly, as a morally 
guiding principle, the vagueness is a minor problem as its meaning and sub-
stance rather depend on how it is interpreted and applied, i.e. it is not an 
inherent problem of the PP itself.  

Our interpretation of a PP is that it may serve as a normative principle as-
piring to raise dual use awareness, improve dual use reflection and guide the 
development of more practical routines for managing dual use research. 
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Study 3: The ethics of disseminating dual use 
knowledge 
This study aims to contribute to an ethics of disseminating scientific 
knowledge. Such an ethics is underdeveloped in the field of research ethics 
in general, and in relation to dual use knowledge in particular. The contro-
versy surrounding the publication of two manuscripts on the H5N1 influenza 
virus in 2011-2012 is explored to highlight some important considerations 
for an ethics of dual use dissemination. 

The study argues that it may be morally justified to constrain the dissemi-
nation of dual use knowledge. The claim is based on reasoning reflecting 
that: scientific values have been compromised before to protect other im-
portant values; it is part of individual responsible research conduct; the gen-
eral public does not always need to know; uncertainty about harmful out-
comes demands precaution; and potential harm may outweigh the expected 
benefits of scientific research. 

Drawing on this reasoning, three aspects are distinguished: 1) dual use 
awareness, enabling the identification of a dual use dilemma; 2) precaution, 
enabling reflection and cautious behavior in situations where the dissemina-
tion of knowledge may pose serious risks of harmful outcomes; and 3) ac-
knowledging conflicting values, prompting a recognition that potential harm 
may outweigh expected benefits in certain research circumstances. From 
these aspects, three constraining conditions are construed, aiming to assist 
scientists in understanding when constraints may be justified: 1) if working 
on materials or research posing a significant risk of contributing to devastat-
ing consequences in case of misuse; 2) if this knowledge were disseminated 
for the first time, or if already published, its further dissemination could con-
tribute to increasing the risk of harmful consequences; and 3) if the 
knowledge is considered by security authorities to pose a threat of harm that 
possibly outweighs the beneficial expectations.  

The study concludes that, had these conditions been acknowledged by 
scientists and the scientific community in the H5N1 controversy, the risk 
communication is likely to have been more nuanced and cautious, and dual 
use deliberation might have been initiated at an earlier stage. Another con-
clusion is that constraints need not imply full censorship but rather constitute 
temporary and/or partial measures that set reasonable limits on the dissemi-
nation of dual use knowledge. In this sense, constraints may be perceived as 
measures to initiate procedures for dual use deliberation whereby well-
informed decisions can be made concerning what is (or is not) justifiable to 
publish. 
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Study 4: Ethical competence in dual use life science 
research 
Life scientists are increasingly asked to be aware of and take responsibility 
to avoid possible misuse implications of their work. Educational practices 
have been considered important measures to raise awareness about dual use 
among life scientists. Moreover, such efforts have been perceived to nurture 
a culture of responsibility in the life sciences.  

This study introduces the concept of ethical competence in dual use, and 
argues that a culture of responsibility cannot be realized solely through ef-
forts aimed at awareness-raising. The development and achievement of a 
culture of responsibility requires additional capacities, such as reflection and 
action, to handle tasks and situations that may arise in dual use scientific 
research. Dual use ethical competence therefore entails more than simply 
knowing ethics; it implies capacities that enable individuals to also develop 
and apply their knowledge in ethically challenging situations. 

The core capacities (awareness, reflection and action) are, moreover, ana-
lyzed within a dual use context to explore how they contribute to a culture of 
responsibility. The study concludes that ethical competence can play a valu-
able part in developing and nurturing a culture of dual use responsibility. 
However, it also concludes that ethical competence-building requires contin-
uous organizational support to facilitate opportunities to build and cultivate 
the core capacities. To this end, four proven methods are suggested: ethics 
education, rounds, mentoring and consulting. The study also argues that 
ethical competence may be regarded as insufficient for safeguarding dual use 
research and protecting health and security. Because scientists, arguably, 
cannot (and should not) make complete risk assessments, dual use decisions 
and actions would occasionally need to be informed by additional compe-
tences, e.g. in security, public health and ethics. Any system of scientific 
self-governance of dual use research would therefore benefit from being 
open to communication with the security community.  

Although the dual use dilemma is genuinely ethical, it has attracted rela-
tively low interest from bioethicists. The value of bioethics to promulgate 
security considerations in life science research has been recognized, however 
skepticism about its use prevails due to the unpredictability and open-ended 
answers that define bioethics. Hence, the concern is that the outcome may 
not be what the security community expects or desires. Although this is a 
reasonable objection, this study argues that the merits of bioethics outweigh 
such concerns because it constitutes a useful approach in the long term, for 
example by providing frameworks for dual use competence-building and 
thereby nurturing a culture of responsibility. 
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Discussion: Towards an ethic of dual use 
deliberation 

A recurring theme in this project is the dual use dilemma, in which the scien-
tific community and the security community constitute two parties with con-
flicting interests at stake. In relation to dual use research, I have argued that 
scientists have a responsibility to not impose harm or risks of harm to others, 
and have accordingly proposed a number of criteria for what may constitute 
such responsibility (Study I). I have also argued for a responsibility to be 
precautious (Study II). The reasoning in these studies has furthermore influ-
enced arguments supporting the claim that constraining the dissemination of 
dual use knowledge is occasionally justified (Study III). In my fourth study, 
I have argued that ethical competence is a necessary component in nurturing 
a culture of dual use responsibility in the life sciences (Study IV).  

Throughout these studies I have identified a need for scientific and securi-
ty interaction and communication, based primarily on the assumption that 
scientists and security experts cannot (and should not) make complete risk 
assessments and, hence, well-informed decisions independently of each oth-
er. When weighing potential security risks against expected health benefits 
in dual use research, multiple factors relating to both the scientific and the 
security domains are involved. Circumventing possible stalemates caused by 
the conflicting values in the dual use dilemma and instead finding a reasona-
ble balance, in my view, demands broad engagement and continuous com-
munication among relevant stakeholders. Stakeholders are not, however 
limited to representatives of the security and science domains. They would 
also include representatives of other areas such as bioethics, biosafety and 
public health. In what follows, I will explore an ethical approach on commu-
nication in which the proceedings surrounding the high-profile H5N1 re-
search will serve as a case in point. I thereafter argue for an ethic of dual use 
deliberation23, defined by ongoing dual use conversation and the inclusion of 
multiple stakeholders. Through deliberative procedures, I argue, individual 
and collective responsibility can be cultivated and the prospect of responsi-
ble governance of dual use research strengthened.  

                               
23 This thesis uses the terms deliberation, communication, discussion and conversation as 
approximate synonyms. 
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A communicative approach 
The controversy surrounding the H5N1 influenza research illustrates a dual 
use dilemma characterized by a polarization of positions.24 From one posi-
tion, claims were made that this research is dangerous and should never have 
been conducted in the first place. For example, a NSABB member reportedly 
stated “I can’t think of another pathogenic organism that is as scary as this 
one” (Enserink, 2011). Some also predicted that it would cause a high-
mortality pandemic exceeding that of the 1918 “Spanish flu” (Berns et al., 
2012). The research therefore raised serious concern that knowledge might 
be harmfully misused.25 From the other position, claims were made that cre-
ating infectious H5N1 strains and studying their behavior in mammals is 
essential to determine whether a genetic mutation exists that could make the 
H5N1 influenza virus both highly communicable and lethal (Tu, 2012). 
From this point of view, the research was considered an important break-
through that was immensely valuable in preparing for the event of such mu-
tations occurring in nature.  

The arguments for and against publication aside, the controversy never-
theless demonstrated a willingness to provide time26 for reflection and delib-
eration as well as an effort to formalize dual use conversation. The proceed-
ings surrounding the decisions, first to delay and then to proceed with pub-
lishing the H5N1 research results, will be explored here in relation to theo-
ries on communicative (or discourse) ethics.27 More specifically, relevant 
aspects of interactive universalism, a model suggested by philosopher Seyla 
Benhabib, will be used to design an ethic of dual use deliberation. 

Communicative ethics 
Communicative ethics can be described as a theory on argumentation prac-
tice and a procedure for moral discussions. It focuses on institutional and 
public norms and agreements, which are considered valid when individuals 
can consent to them as a result of engaging in certain argumentative practic-
es (Benhabib, 1992). Benhabib (1992) argues for a model of interactive uni-
versalism that is aware of differences and sensitive to context. It aims to 
provide a normative framework for investigating conversational virtues that 
enables the model to thrive through the engagement of deliberators in practi-
cal moral reasoning. In this sense, the model is thought to change both delib-
erators and the democratic discourse for the better (Bracci, 2002). It may 

                               
24 Such polarization occurred not only between the security community and the scientific 
community, but also among scientists and security experts. 
25 A related debate occurred on the safety aspects, whereby concerns were expressed that the 
virus might also cause severe harm through accidental release and laboratory escape. 
26 A decision was made to postpone publication of the research (Malakof and Enserink, 2012).  
27 The terms communicative ethics and discourse ethics are often used synonymously. 
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also be described as an ideal form of democracy, in which equal opportuni-
ties to communicate, give recommendations and pose questions are provided 
in a situation without power structures (Benhabib, 1992).  

Various aspects of Benhabib’s model of interactive universalism will be 
highlighted and discussed here in the context of the H5N1 research contro-
versy. These aspects have been selected because they present norms and 
procedures that I have deemed valuable in designing an approach on dual 
use deliberation. These are: public space, participation and agreement.  

Public space 
The concept of public space is deeply rooted in the domain of political life, 
and consists of institutions that allow for open and rational debate between 
citizens in order to form public opinion (Benhabib, 1992; Edgar, 2006). The 
public space (and its institutions) does not constitute a fixed site, but rather 
comes into existence whenever and wherever those affected by norms en-
gage in a practical discourse and evaluate the validity of norms. A public 
space is to be considered a procedure and as presenting normative dialogue 
as a conversation of justification. Moreover, this conversation is constrained 
by the normative requirements of universal respect and egalitarian reciproci-
ty (Benhabib, 1992).  

The conversation on the H5N1 research was conducted extensively in the 
media. However, a more formalized space for communication was eventual-
ly convened by WHO (Malakoff and Enserink, 2011).28 Although this initia-
tive, in my view, was much welcomed, it is not unproblematic. One problem, 
from the point of view of an ideal public space, is that WHO cannot be con-
sidered a neutral space. The organization has strong interests of its own to 
protect in this case, particularly due to its commitment to facilitating the 
global sharing of influenza virus strains (WHO, 2005). This practice might 
be endangered should research depending on the exchange of viruses not be 
published. Criticism has also been voiced that WHO hijacked global govern-
ance and that the public health arena should not take the lead in matters of 
biosecurity (Kelle, 2012b). The actual host of the communication space, 
however, does not necessarily constitute a problem for dual use deliberation 
as long as a mutual understanding exists that the process risks being biased. 
What is important in these situations is rather that bias be recognized as a 
problem and that measures be taken to eliminate the presence of other fac-
tors that may contribute to bias, e.g. relating to the topics of conversation 
and the representation of stakeholders. Bias is indeed a problem that is diffi-
cult to entirely circumvent, particularly as spaces have their own institution-
alized histories and traditions. Internationalizing the meeting on H5N1 and 
using WHO as a host, for example, illustrates an attempt to instill confidence 

                               
28 Other communication on the H5N1 influenza research also took place, for example at a 
Royal Society conference in London in April 2012. 
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in the process and attenuate accusations of bias that presumably would have 
been more stressed had the meeting been orchestrated by the U.S. (Kelle, 
2012b). Yet, because of the criticism, one alternative way forward could be 
to establish novel spaces for deliberation, which would presumably provide 
higher degrees of neutrality. However, such an endeavor may prove to be 
both impractical and costly.  

The WHO meeting was perceived as a “first step” (WHO, 2012a), indi-
cating that there would be more to come. This would be in accordance with 
Benhabib’s theory, as the deliberations, in her view, should not constitute 
isolated events but rather be considered parts of ongoing conversational pro-
cesses. In the theoretical context of public space, opportunities to communi-
cate seem to just miraculously appear. However, for continuous dual use 
deliberation to occur in practice, I would argue that some formalized proce-
dural element is necessary. One of the consensus points coming out of the 
WHO meeting recognizes this stating that “participants acknowledged the 
existence of broader issues requiring more detailed exploration and advised 
that these be considered in subsequent consultations involving other stake-
holders” [italics added] (WHO, 2012b). Although this is a promising state-
ment on continuation, details of the procedural elements are lacking. For 
example, there is no information as to what the process will be, how it will 
operate, whether it will be open or closed, who will participate, what issues 
will be addressed, how balanced participation will be achieved, or whether 
decisions are required or anticipated (Fidler, 2012).29  

The emphasis on the procedure is notable in Benhabib’s model, where the 
content is subordinated. Hence, predetermined matters for conversation are 
not necessarily involved (Benhabib, 1992). The WHO meeting had a narrow 
agenda. The attempt was to find “practical, feasible, ad hoc solutions” to 
questions concerning access to research findings and management of the 
laboratory-modified viruses (WHO, 2012c). However, as recognized in the 
consensus point mentioned above (WHO, 2012b), broader issues were en-
visaged for the future. This could be interpreted as a move from an initial 

                               
29 The U.S. Department of Health and Human Services (HHS) sponsored an international 
consultative workshop on December 17-18 2012 on Gain-of-Function Research on Highly 
Pathogenic Avian Influenza H5N1 Viruses. Specific issues for discussion included; the impli-
cations of such research for global public health; risks and concerns associated with this re-
search; the risks of not conducting such research; fundamental principles regarding the con-
duct and oversight of such research; and conditions under which such research might be con-
ducted. Perspectives aimed to be presented by individuals from around the globe who collec-
tively have a broad range of expertise in such areas as influenza, other infectious diseases, 
dual use research, bioethics, national and global public health, biosecurity, epidemiology, 
national security, public health surveillance, biosafety, biosecurity agriculture/veterinary 
sciences, the WHO International Health Regulations and the Pandemic Influenza Prepared-
ness Framework, global public health law, and medical countermeasure development (NIH, 
2012b). 
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emphasis on topical conversation towards more extensively emphasizing the 
process. In such a case, the content of the conversation might become less 
important and the topics less predetermined. 

Participation 
Other normative constraints on conversation relate to the participation in 
public spaces. The conception of participation emphasizes a determination of 
norms of action in the practical debate and an opportunity for those affected 
by them, and the collective decisions, to have a say (Benhabib, 1992). Alt-
hough theoretically attractive, such broad public participation appears to be 
practically impossible. Potentially, everyone would be affected by dual use 
decisions as all people, in some sense, have an interest in their health. The 
“public” participants would rather have to constitute laypeople with some 
degree of interest, expertise and experience relevant to the subject matter, 
e.g. certain journalists and academics. Since it is not feasible for the entire 
general public to participate, laypeople would represent the interests of their 
respective groups in society. The WHO meeting on H5N1 included the par-
ticipation of 22 individuals (WHO, 2012d), a number that appears practically 
reasonable in terms of having a meaningful discussion.30 However, depend-
ing on how the process is construed (e.g., whether opportunities exist to di-
vide participants into smaller groups or other measures are taken to allow 
everyone to be heard), extended participation also seems possible and even 
recommendable. 

According to philosopher Jürgen Habermas, conversation also occurs un-
der the constraints of an “ideal speech situation”. This situation depicts some 
normative conditions for participation and the conversation, among other 
things that there is no imbalance of power between the participants in the 
conversation. This means that no one can force his/her opinions upon anyone 
else, or exclude someone from the discussion, or prevent them from raising 
problems or challenges. These are the rules of the game one has to accept 
when entering the discussion. If conditions are upheld, any agreement is 
perceived to be based on the force of rational argument alone (Edgar, 2006). 
This description of an ideal conversational situation overlaps with a goal for 
deliberative democracy to remove the influence of power differentials by 
reaching agreement on the basis of the better argument, rather than on threats 
or force (Young, 1996). However, although deliberation on dual use along 
these lines arguably levels some of the inherent power structures, it does not 
seem reasonable to expect them to entirely disappear. Power structures may 
nevertheless be challenged by a careful balancing of the interests represent-
ed. As illustrated by the WHO meeting, the composition of meeting partici-
pants was questioned as the representation was not considered egalitarian. 

                               
30 This could be compared to the HHS meeting on December 17-18 2012, which had an open 
invitation (see Footnote 29). 
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This concern was based on the facts that the majority of participants were 
either public health experts or flu scientists and that other important areas, 
such as biosecurity, bioethics, the public and laboratory safety, were seem-
ingly under- (or not at all) represented (WHO, 2012d). One example of how 
such a perceived imbalance of power may distort communication can be 
illustrated by a member of the NSABB expressing concerns about the H5N1 
manuscript proceedings. This member accused the process of being biased, 
as it was heavily stacked in favor of experts who do similar research on flu 
viruses and had an interest in the outcome of the decision (Osterholm, 2012; 
Maher, 2012). The problem of misrepresentation can be anticipated to be 
addressed in the future, as other stakeholders are envisaged for participation 
(WHO, 2012b). 

Bias was also expressed in terms of “the dominant influenza research 
community telling us what they should and shouldn’t be allowed to do based 
on their interested perspective [italics added]” (Osterholm, 2012). In 
Benhabib’s conversational model, the capacity (and duty) to reverse perspec-
tives and reason from others’ points of view is central. This capacity is con-
sidered important as participants should be sensitive to different layers of 
meaning in situations, scrutinize their own conventional assumptions and 
promote the tolerance of multiple perspectives (Benhabib, 1992). Communi-
cation and interaction with others in the thought process is therefore consid-
ered paramount. This approach is distinct from that of Immanuel Kant, who 
described a thought process in terms of solitary and pure rational reasoning. 
Benhabib rather advocates what she refers to as “enlarged thinking”, which 
reformulates Kant’s solitary thought process to include a regard for differ-
ence, exemplified in the contextual ability to reason from others’ perspec-
tives. Moreover, this approach shifts the focus from the individual to the 
collective. The capacity to scrutinize both our self-interest and conventional 
thinking is therefore something we develop interactively through respectful 
and critical engagement with what may be considered “different” (Benhabib, 
1992). 

Agreement 
According to Benhabib (1992), potential agreement with others does not 
necessarily have to constitute consensus. The goal is rather the anticipated 
communication with others, whom I know I must finally come to some 
agreement with. Here, Benhabib criticizes Habermas for insisting that the 
purpose of universalizability procedures in ethics must be the uncovering or 
discovering of some “general interests” to which all can consent. From this 
perspective, all must recognize the consequences of a certain decision and 
prefer these to the consequences of any other decision (Edgar, 2006). In 
Benhabib’s view (1992), procedures in ethics do not guarantee consensus, 
but rather demonstrate the willingness and readiness to seek understanding 
with others and to reach some reasonable agreement in an open-ended moral 
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conversation. According to her, consensus alone can never be a criterion for 
either truth or moral validity. The emphasis should therefore be less on what 
we can agree to (i.e., result) and more on how agreements are attained (i.e., 
the process). This may be achieved by exploring what would be allowed and 
perhaps even necessary for continuing and sustaining the practices of the 
conversation. Benhabib’s hope for a process-oriented approach is that it will 
eventually lead to increased understanding of difference and more just rela-
tions (Bracci, 2002).  

This reasoning is consistent with a version of a PP interpreted and used as 
a procedural and morally guiding principle. Understood in this sense, a PP 
would concur that decision-making is not its sole purpose but that it can also 
be a source of awareness-raising, reflection and deliberation. Furthermore, a 
valuable outcome of deliberation, analogous to a precautionary process, is 
that continuous conversation may encourage learning practices (theoretical 
and practical) as information is accumulated over time, a practice which may 
contribute to increasing knowledge of others’ positions and thereby decreas-
ing aspects of uncertainty (Arcuri, 2007).  

The important intuition behind Benhabib’s view is that not everyone 
could or would agree to the same set of principles, but when they are adopt-
ed this occurs as a result of a procedure we are prepared to deem reasonable 
and fair (Benhabib, 1992). Needless to say, sometimes decisions must even-
tually be reached. However, within an ongoing deliberative process they 
may be regarded as interim rather than permanent, as previously reached 
conclusions may be challenged in light of new information or perspectives 
(PCSBI, 2010). Accordingly, decisions are not final and should not interrupt 
the deliberative process. Moreover, providing that the decision-making pro-
cedure is considered reasonable and fair by all, the need for consensus be-
comes obsolete as even the “unsatisfied” can find the outcome legitimate. 
Although it is premature to speak of it as a dual use process, the deliberation 
on the H5N1 manuscripts generated a number of “consensus” points (WHO, 
2012c). 31 Viewed in light of Benhabib’s reasoning and the accusations that 
the meeting was biased, it seems reasonable to hope for a future emphasis on 
procedural aspects of dual use conversations rather than on obtaining con-
clusive results. 

Possible benefits from engaging in dual use deliberation 
The theoretical conditions of interactive universalism discussed above do not 
claim to comprehend the entire theory. Moreover, the aim here is not to de-
pict a set of ideal communicative conditions as a goal in and of itself. Rather, 

                               
31 The use of the term consensus may of course vary. In this case it is most likely used to 
convey that agreements could be obtained on a number of narrow issues rather than, in philo-
sophical terms, claiming the achievement of universal agreements. 
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these conditions should be perceived as critical tools used to illustrate some 
imperfections and potentials as they are applied to an actual case of dual use 
deliberation. Drawing on the above discussion, in what follows some further 
reflections will be provided on possible benefits deriving from engagement 
in dual use deliberation, particularly in terms of communication with the 
public. 

A communicative approach, through broad inclusion criteria, may gener-
ate deliberation on dual use that more accurately reflects “real” concerns and 
risks. The WHO meeting may be perceived to have been set up to reassure 
the public that publication of the two manuscripts on H5N1 was legitimate 
and safe. The meeting also reportedly advised that there should be focused 
communications to reduce anxiety among the public, increased awareness of 
why the research is significant, reassure that the work can be done safely and 
securely and also explain why the details need to be published (Herfst, et al., 
2012a). Sandman (2012a) is critical of this objective, claiming that the H5N1 
debate became a monologue in which laypeople’s concerns were not 
weighed in. In his view, advocates of the H5N1 research and its publication 
wished to “educate” the public out of its concerns and that a poor risk com-
munication approach of “decide-announce-defend” was used. Bluntly put, 
such an approach implies deciding what to do, telling the world that this is 
what you will do, and thereafter rebutting objections through technical data 
and dismissive rhetoric. According to Sandman, this approach is especially 
unlikely to work when serious risks are involved, as questions concerning 
“what is safe enough” are pending (2012a). These, and similar, objections 
could be somewhat alleviated if a wider range of relevant concerns were 
more adequately represented in dual use deliberations and the scientific 
community were able to demonstrate that others’ perspectives and concerns 
about risks are validated and listened to. 

Due to the prevalence of great uncertainties, the likelihood of achieving 
consensus in the dual use context on whether the potential harm outweighs 
the expected benefits, or the reverse, is generally low. However, through 
deliberative processes, at least informed decisions on dual use research can 
be made within contexts of mutually accepted and fair procedures. Such 
processes are therefore likely to generate more coherent and representative 
approaches on dual use research to be communicated to the public. In the 
H5N1 case, such an approach might have resulted in a less confusing dis-
semination of various scientific and security information to the public.  

Another possible benefit from engaging in deliberative processes is that 
individual scientists can be better prepared to meet the public and understand 
their concerns and perspectives. For example, Ron Fouchier, one of the lead 
scientists behind one of the H5N1 manuscripts appeared to be ambivalent in 
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his communication to the public concerning the risks posed by his research.32 
In an early message to the public he concentrated on how dangerous the 
H5N1 virus was, making statements such as [we have created] “probably 
one of the most dangerous viruses you can make” (Enserink, 2011), and 
saying that the possible development of the H5N1 virus spreading human-to-
human could occur more easily than previously thought (Erasmus MC, 
2012). However, along with a heightening of the controversy, the message 
was altered and focused more on attempting to alleviate concerns. Because 
predetermined notions about risks and benefits of research may change when 
we interact with other people’s perspectives and experiences, engaging in 
deliberative processes may allow scientists (and their community) to provide 
more informed, context-sensitive and nuanced messages to the public. 

The opportunity that was provided to deliberate on the H5N1 research 
may be considered an attempt at international dual use governance. In what 
follows, matters of dual use governance will be further explored and deliber-
ation suggested as an important cornerstone. 

Deliberation – a cornerstone of dual use governance 
In this thesis I have argued that life scientists have a dual use responsibility. 
Moreover, a culture of responsible research conduct has been perceived as 
conducive to the self-governance of dual use issues in the life sciences.33 
However, self-governance is not the only option on the table. Besides self-
governance alone, external regulation by governments as well as a combina-
tion of the two are options that have frequently been suggested concerning 
dual use governance (Resnik, 2010). A substantive part of the discussion 
revolves around why and how to avoid the external regulation of research. 
The reasoning against governmental interference is commonly based on 
arguments that external control is not feasible or effective (Drenth, 2012). 
Outlawing biological material, research and technology is thought to con-
tribute to black markets, and in this sense regulation would be considered 
counterproductive as it risks impeding security. Furthermore, effective regu-
lation relies on effective enforcement, which in turn requires effective detec-
tion. Such effective detection is considered immensely difficult in the case of 
scientific dual use research (Carlson, 2003).  

Another common objection to any regulation is that beneficial and im-
portant scientific research will be hampered and slowed down if constrained 

                               
32 Such miscommunication has been discussed on the Internet in blogs and on websites. See 
for example, Racaniello (2012) and Sandman (2012b). 
33 For example, the results of a 2009 survey among American scientists, suggest a willingness 
to consider responsible research conduct of dual use research for the self-governance of dual 
use research (Committee on Assessing Fundamental Attitudes on Life Scientists as Basis for 
Biosecurity Education, 2009). 
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for security purposes (Studies II and III). However, two things can be noted 
in relation to this claim. Firstly, as I have previously argued, halting research 
(temporarily or partially) might be morally justified and be a price of precau-
tion we occasionally deem reasonable to pay. Secondly, as the findings of a 
pilot study on the implementation of new biosecurity measures in the U.K. 
indicate, biosecurity policy options do not automatically have to imply a 
trade-off between advances in scientific research and security. As concluded 
by the authors: “While clearly it is possible that advances in scientific under-
standing can increase the risks of misuse, and, similarly, that draconian secu-
rity measures could disrupt science, this finding suggests that, at present, this 
is not necessarily the case” (McLeish and Nightingale, 2005: 4). Hence, 
more research on and evaluation of externally imposed measures seem rea-
sonable to require before dismissing governmental regulations altogether. 

Arguments favoring self-governance include the assertion that scientists 
can regulate themselves if they are committed to developing effective dual 
use policies and a culture of shared responsibility (Resnik, 2010). However, 
there is disagreement concerning whether full self-governance is at all plau-
sible, and a so-called “mixed authority”, that includes both governmental 
and scientific involvement, has been suggested. This position is founded on 
the perception that self-regulation is not advisable as scientists generally lack 
training in security as well as the expertise required for making risk assess-
ments. The “mix” is, moreover, considered necessary as scientists face a 
conflict of interests due to their need and desire to publish for career ad-
vancement, and because of the presumed value conflict between the promo-
tion of security and the progress of science. Likewise, governments are 
deemed to have their own conflict of interests and can therefore also not be 
trusted to alone balance the competing interests at stake (Buchanan and Kel-
ley, 2011; Ehni, 2008; Selgelid, 2007, 2009).  

This thesis suggests a deliberative approach, which I argue is conducive 
to the responsible governance of dual use research in the life sciences 
through its promotion of dual use competence-building as well as spaces for 
discussing (and, when needed, reaching broadly accepted and reasonable 
agreements on) matters of dual use. This approach, moreover, claims to be 
sensitive to ethical concerns, and to recognize the existence of conflicting 
values and interests as well as the need to involve multiple stakeholders in 
deliberative processes. In order to overcome value conflicts, and find a bal-
ance, I propose that the life science community actively work towards foster-
ing responsibility by formalizing various spaces (and thereby procedures) for 
dual use deliberation. Hence, such deliberative approach deviates from a 
traditional bioethical approach, aimed at fostering and formalizing dual use 
responsibility through the development of professional codes and guidelines. 
A possible advantage of a deliberative approach is that deliberative process-
es require the continuous engagement of participants, which can contribute 
to internalizing shared norms and, thereby a culture of dual use responsibil-
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ity. Also, by creating structures and spaces for discussion, dual use responsi-
bility can become institutionalized. Moreover, compared to guidelines, that 
risk becoming but occasional reminders of a (general or specific) responsi-
bility, this approach advocates a continuous and structural evolvement of, 
and individual engagement in, the content and distribution of responsibility. 
This approach does not, however, exclude the use of guidelines and codes, 
but rather suggests that they become more valuable and meaningful when, in 
deliberative processes, they are subjected to constant questioning, discussion 
and adjustment reflecting the current contexts.  

In what follows I will discuss a responsibility for individual scientists and 
the scientific community to engage in deliberation and work towards creat-
ing the appropriate structures for doing so. I will discuss this from two per-
spectives: 1) ethical competence-building and, 2) the institutionalization of 
dual use deliberation. 

Ethical competence-building 
A social responsibility of scientists has been expressed by Verhoog, who 
describes it as: 

a permanent moral duty of all scientists to participate in discussions about the 
role of science in society […] to reflect on the practical consequences of sci-
entific discovery and to render evaluative judgments on them and even to un-
dertake [...] action to affect those consequences [italics added]. (Verhoog, 
1981: 594) 

 
This description captures a normative stance taken in this thesis that scien-
tists should engage in what is right and wrong in relation to dual use con-
cerns and the progress and activities of their research. A prerequisite for 
assuming such responsibility is that opportunities are created that enable 
individuals to participate in ethical competence-building procedures on dual 
use. Moreover, competence-building may be considered an essential compo-
nent in developing a culture of responsibility in the life sciences, hence also 
promoting a collective engagement. Some capacities central to ethical dual 
use competence include awareness, reflection and action (Study IV). Nota-
bly, the capacities to reflect and act also constitute aspects of the social re-
sponsibility as defined above.  

In building ethical competence, several capacities important for a culture 
of responsible research conduct can be achieved. An initial capacity is being 
aware of the moral issues involved with one’s profession, which may also be 
considered a prerequisite to even begin to reflect. Education is a well-
established method for raising awareness, and in such practices relevant 
regulations, rules and guidelines relating to dual use research as well as 
knowledge and training on bioethics, biosafety and biosecurity can be con-
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veyed. Although education runs the risk of becoming a monologue, delibera-
tion may be improved through creative educational methods such as role-
playing and encouraging the participation of individuals with perspectives 
from various areas of expertise. The education can also be adjusted to appro-
priately meet the needs of the “student” in terms of his/her scientific position 
and field of work. Targeted education may therefore assist scientists in as-
suming a reasonable degree of dual use responsibility.  

The second capacity concerns being able to actively reflect and deliberate 
on dual use matters in relation to one’s profession. A responsibility is there-
by assumed for scientists to engage in moral questions that the research or 
technology may pose. A method to this end can draw on the practices of 
ethics rounds, commonly performed in health care settings.34 In ethics 
rounds, realistic cases are used to stimulate discussion and reflection on ethi-
cally problematic work situations. Repeated ethics rounds are thought to 
provide an opportunity for individuals to bring up and discuss ethical aspects 
of their professional work (Kälvemark-Sporrong, 2007). When scientists 
reflect on their situation, this allows different findings and other forms of 
knowledge to be considered, opening up more fundamental scientific (and 
public) debate (Forssén et al., 2011). Although ethics rounds are generally 
facilitated by an ethicist, other areas of expertise may reasonably be included 
in the practice.  

Continuous evaluation of dual use ethical questions in life science re-
search can also be presumed to assure higher levels of confidence to act, 
broadened ethical reasoning and insight into dual use responsibilities, and to 
reduce moral distress (Höglund et al., 2010; Svantesson et al., 2008). In con-
trast to understanding deliberation, as characterized by the need to arrive at a 
decision about what to do in situations of uncertainty (Walton, 2006), the 
goal of ethics rounds rather resembles that of Benhabib’s in that it is not 
deciding on practical solutions that matters the most, but rather that reflec-
tion on and learning about ethical problems is stimulated. This exercise may 
therefore on the contrary produce an understanding that several permissible 
solutions exist for how to act concerning an urgent ethical dilemma as well 
as enhance reflective and deliberative skills beneficial to future ethical deci-
sion-making (Svantesson et al., 2008).  

The dialogue is essential in deliberative processes, as it is when individu-
als share their thoughts and competence with others that collective learning 

                               
34 According to van der Dam et al., there is a trend in bioethics towards deliberative and col-
lective forms of moral reflection among practitioners. Moral Case Deliberation (MCD) exem-
plifies this development and is a practice that has been introduced in an increasing number of 
health care organizations in the Netherlands. In a study evaluating implementation of MCD 
results indicated that gaining experience with MCD led to a learning process in which both 
the learning of competence for reflection and deliberation as well as getting to experience the 
benefits (e.g., relief of moral distress) were key elements (2013). In this sense MDC function 
in a similar way as ethics rounds. 
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can take place. Through dialogue, individuals learn how to expand their un-
derstanding about how they think and reason (not only how to argue for their 
own opinion) (Granberg and Ohlsson, 2004). Again, depending on the scien-
tific position and research field, methods reflecting the needs of individual 
scientists have to be adapted. For example, in basic research, dual use ethics 
exercises may be occasional, external involvement limited, and topics gen-
eral. However, in other fields of applied research, such rounds may be con-
vened more frequently and include a broader range of outside stakeholders 
and expertise.  

The third capacity goes beyond a responsibility to consider potential con-
sequences and focuses on the action that may be warranted. Such action may 
include, for example, whistleblowing practices to convey dual use concerns 
to the appropriate authorities. Moreover, specific competences may also be 
required for individuals representing the scientific community in national 
and international spaces for dual use deliberation. Additional competences 
would include, for instance: a capacity to be sensitive to context; extraordi-
nary dual use knowledge, reflection and action skills; and skills in other rel-
evant areas including risk communication and ethics. 

Ethical competence-building in the dual use context should not be per-
ceived as a means to a particular end, but rather as a mechanism for ongoing 
dual use deliberation and reflection in the life sciences. Through various 
competence-building procedures, individuals can be provided with opportu-
nities to consider and evolve their dual use responsibility.  

Institutionalizing dual use deliberation  
In this thesis, deliberation is suggested as an important mechanism for de-
veloping dual use competence among individual scientists. However, ethical 
competence can have both individual and collective attributes; individual, 
because being competent implies taking personal responsibility by having 
the skills to recognize, reflect and act on difficult ethical situations 
(Höglund, 2005). Ethical competence is, however, also socially influenced 
and can therefore appear as a collective ability, particularly in working life. 
Organizational leadership is important in this regard because it has the abil-
ity to influence the degree of both individual and collective ethical compe-
tence. Such competence cannot be stimulated, developed or applied in a 
vacuum, but must rather be complemented by structured opportunities for its 
development. Ethical competence, it is argued, can only be attained in a 
work context that facilitates interpersonal collegial relations and opportuni-
ties for collective ethical dialogue and reflection (Brytting, 2001; 
Kälvemark-Sporrong, 2007).  
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The organizations, within which scientists work determine what may be 
referred to as the ethical work climate (EWC)35 and consequently also dic-
tate whether the opportunity exists to, for example, participate in dual use 
ethics rounds during which deliberation and critical reflection, important to 
dual use competence-building, can occur (Eriksson et al., 2007). Victor and 
Cullen have described EWC as “the shared perceptions of what is ethically 
correct behavior and how ethical issues should be handled” [...within an 
organization] (1987: 51-52). It seems plausible that this definition of EWC 
could also be used to describe the basic feature of a culture of dual use re-
sponsibility commonly envisaged for the life sciences.36 For example, empir-
ical research has suggested that EWC is a primary predictor of individual 
moral awareness and that organizations with a broader focus, in considering 
whom or what may be affected by the conduct of individuals, have higher 
degrees of moral awareness than ethical climates using a narrower focus 
(VanSandt et al., 2006). The shared perceptions stipulated by EWC also 
indicate a collective dimension resulting from interactions between scientists 
in the scientific community. However, organizations do not exist without 
their constituent individuals. It is hence paramount for the promotion of a 
culture of responsibility that the scientific community be committed to build-
ing leadership competence within its organizations. Without enlightened 
leadership on dual use matters in the life sciences, it is questionable whether 
there can be any activities aiming towards institutionalization of deliberative 
processes (and fostering a culture of responsibility).  

Building individual competence, and thereby engaging life scientists in 
nurturing a culture of responsibility through deliberative processes, is con-
sidered an important endeavor in this thesis. However, it is also important 
that opportunities exist to alleviate the burden of individual responsibility 
when necessary. In decisions about, for example, whether or not a piece of 
dual use knowledge should be disseminated, it seems unreasonable that the 
burden of responsibility should be borne by individuals alone; hence it 
should therefore arguably be shared. In order to delegate some responsibil-
ity, I propose that the life science community engage in the establishment 
and use of institutional frameworks to which scientists can turn for advice 
and support. For example, I have claimed (Study I) that a reasonable obliga-
tion for a scientist is to report dual use concerns in terms of security breaches 
or suspicious behavior. However, such action is impossible in the absence of 
protocols and mechanisms that enable the scientist to deliberate with others 
(e.g., appointed security experts, other scientists and ethicists) along with an 

                               
35 Much of the discussion of the concept of Ethical Work Climate takes place within the field 
of business ethics and is based on the work of Victor and Cullen, who have developed and 
tested a theory and measures of EWC (1987; 1988).  
36 Although theories and praxis in relation to EWC, in my opinion are worth exploring further 
in a context of cultivating dual use responsibility, such investigation is beyond the scope of 
this thesis. 
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actual place to report concerns. Scientific advisory boards (or biosafe-
ty/biosecurity committees), for example, may play such a role and have sev-
eral functions. They can both be tasked to give general and specific advice 
on individual cases as well as constitute a space for ongoing dual use delib-
eration. However, whether general or specific, an advisory board would be 
required to supply a broad spectrum of expertise including knowledge about 
biosafety, biosecurity, ethics and legal aspects. Such boards or committees 
could serve as sounding boards for scientists in their research conduct as 
ethical, safety or security issues may arise. 

Another responsibility of the life science community, and a way to insti-
tutionalize dual use deliberation, is to promote the establishment and use of 
institutionalized spaces where research can be reviewed for dual use con-
cerns prior to its conduct. In the H5N1 research debate, it was not only the 
publication of the studies that was questioned but also whether the research 
should have been conducted in the first place (Enserink, 2011). It is notewor-
thy that the studies would qualify as research of dual use concern by meeting 
two of the criteria stated in the Fink Report (see Background), namely by 
increasing the transmissibility of the virus and altering its host range (from 
birds to mammals) (NRC, 2004). To avoid reinventing the wheel, already 
existing institutional frameworks such as ethics review committees could be 
tasked to address dual use issues as well. What may be perceived as needed 
are reliable and independent systems, similar to those used to review medical 
research in terms of potential risks of harm. To make balanced and fair as-
sessments, a broad array of stakeholders and expertise would be required to 
participate in dual use reviews.  

Deliberation on research of dual use concern before initiating the research 
process may arguably also provide a decision to proceed with a certain “eth-
ical approval”. It can be argued that the H5N1 controversy could have been 
avoided had dual use risks been assessed in a deliberative process prior to 
the stage of publication (Study III). However, this may not always be the 
case, which prompts institutional frameworks for the pre-publication reviews 
of manuscripts causing dual use concern as well. Thus far, I have focused on 
the institutionalization of deliberation in the scientific/national context. 
However, as the H5N1 case demonstrates, when publication presents a dual 
use dilemma it may already be situated in the global domain, i.e. in the hands 
of international journal editors. Deliberative processes on publications in a 
global context are therefore also relevant. Such deliberations should prefera-
bly involve a wide range of stakeholders such as journal editors, the authors 
of the manuscript, the scientific community, the public health community, 
ethicists, laypeople, and the security community. An international delibera-
tive approach does not, however, imply that manuscripts cannot be reviewed 
locally or nationally prior to international submission. 
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Can an ethic of deliberation promote the self-governance of dual 
use research? 
Regardless of how dual use research in the life sciences is perceived to be 
best safeguarded, a credible system needs to balance the risk of harmful mis-
use without unduly harming the progress of scientific research for beneficial 
purposes. Moreover, the success of any framework of dual use governance 
depends on engagement and support, by both those subjected to it and those 
implementing it.  

I have proposed that building ethical competence on dual use in the life 
sciences promotes both individual and collective capacities valuable in nur-
turing a culture of dual use responsibility. I have also proposed that the sci-
entific community take the lead in facilitating the creation and use of institu-
tional deliberative frameworks, not only for such competence-building but 
also for raising concerns and retrieving advice, as well as reviewing research 
of dual use concern. Based on these proposals, I argue that an ethic of delib-
eration constitutes a cornerstone of responsible dual use governance, but also 
that institutionalized deliberation in the life sciences may help promote the 
self-governance of dual use research. Such governance could be achieved 
primarily because the scientific community, through deliberative processes, 
would become better equipped to both anticipate and respond to dual use 
research of concern. 

The success of my deliberative approach to supporting the self-
governance of dual use matters in the life sciences, however, depends on at 
least three factors: the reliability and independence of institutions, the ability 
to include other stakeholders, and the ability to demonstrate that dual use 
research is being responsibly governed. 

A normative claim that underpins my deliberative approach is that the life 
science community should formalize various spaces for procedural discus-
sions on dual use research. However, these formalized frameworks have to 
meet certain procedural requirements to avoid institutionalizing a bias to-
wards overly emphasizing the beneficial aspects of research. As already 
mentioned, organizing procedures for dual use deliberation is a complex 
task. It therefore seems advisable not to create novel institutions but rather to 
explore and use existing frameworks, such as research ethics committees. 
Establishing new institutions might nevertheless be perceived as necessary 
should the institutional heritage make it impossible to consider the delibera-
tive process reasonable and fair. The problem is that if the process is dis-
trusted, the decisions made within it will be viewed with the same skepti-
cism. The success of self-governance, in my view, is greatly determined by 
the ability of the life science community to use or create institutional frame-
works that uphold the ideal of seeking common ground and cultivating egali-
tarian and respectful deliberation, even when severe differences remain. 
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The successful governance of dual use research also depends on the abil-
ity of the scientific community to include other stakeholders in deliberations. 
For example, the scientific community could involve security expertise in 
their educational practices and other competence-building efforts. It is be-
lieved that an inclusive process of deliberation encourages participants to 
adopt a societal perspective over their individual interests (PCSBI, 2010). It 
is thus important that the scientific community work toward actively involv-
ing various participants in deliberative processes. Concerning the participa-
tion of individuals in ethics committees and boards, an appropriate selection 
process is presumably necessary. Although a deliberative process would 
ideally involve all those with interests at stake, this is not practically feasi-
ble. In my view, the selection needs to be made collectively and, again to 
avoid bias, could be an outcome of a process whereby multiple views are 
taken into account before appointing members.  

Any regulatory framework, and particularly one based on self-regulation, 
arguably must not merely satisfy science and security professionals, but also 
gain public trust. Should the public fear potential BW consequences of life 
science research, policy-makers will presumably respond to these concerns 
in one way or another (Fisher, 2006). How can the life science community 
demonstrate a commitment to responsible research conduct and good gov-
ernance in relation to potential misuses of their research? As I have argued, 
institutional frameworks are important for facilitating opportunities for de-
liberative processes. Tangible frameworks, such as ethical review commit-
tees, may additionally help convey a concrete message that the scientific 
community is taking dual use matters seriously. Moreover, the active en-
gagement of a broad array of stakeholders (including laypeople) can enhance 
not only the decisions made but also the public understanding of them 
(PCSBI, 2010). However, public confidence in the ability of the life science 
community to govern dual use research is not only determined by the institu-
tional control it appears to have over dual use issues. It also depends on sci-
entists taking their individual responsibility. Although I have emphasized the 
role of institutional frameworks in the governance of dual use research, it is 
important to note that this does not remove the fundamental individual re-
sponsibility to recognize and handle difficult dual use situations.  

Just as regulations are prescriptive and require some protocol for validat-
ing adherence, self-governance may also be attributed a prescriptive feature, 
requiring that individuals within the scientific community have a certain dual 
use competence, which enables them to recognize and assume a dual use 
responsibility. One way to demonstrate degrees and qualities of such compe-
tence among scientists could be through the development of instruments, 
whereby it can be measured.37 Such instruments have been developed and 

                               
37 The Ethical Climate Typology and Ethical Climate Questionnaire are instruments tradition-
ally used to examine the ethical work climate in organizations. 
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used within other disciplines, such as health care, to examine ethical work 
climates (Arnaud, 2010; McDaniel, 1997). 

The self-governance of dual use research may be achievable, however ar-
guably not without the involvement and support of other stakeholders and 
their competences, as well as reliable frameworks in which values and inter-
ests can be respectfully deliberated, risks assessed and decisions on dual use 
reached. In my view, institutions resting on an ethic of deliberation could 
serve a valuable purpose of providing processes in which scientific values 
are balanced with other values including, but not necessarily limited to, those 
relating to protecting security. Through deliberative processes, uncertainties 
about outcomes may be reduced and the understanding of both the potential 
benefits and risks posed by life science research be enhanced. In this thesis, 
institutionalizing deliberative processes is considered to cultivate responsible 
research conduct as well as promoting the self-governance of dual use re-
search in the life sciences. 
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Reflections and implications 

 
Working on this research project has to a great extent meant starting from 
the very beginning. A limited amount of research material was initially 
available on this relatively novel research area, now sometimes referred to as 
“dual use bioethics”. However, during the course of my project, the field has 
continuously grown. My first ambition was to come to terms with some fun-
damental questions, such as: Are claims on scientific responsibility for po-
tential misuses of research for BW purposes justified and, if so, what may 
this responsibility contain and imply for scientists? After I concluded that a 
responsibility does exist, a field opened up with a wide range of interesting 
research questions associated with scientific responsibility, dual use con-
cerns and ethics. 

The first study accomplished outlining reasonable obligations and im-
portant criteria for harm that scientists may possibly be responsible for by 
exploring some of the existing obligations suggested for dual use research. 
However, as one critic notes (Selgelid, 2010: 30), it does not tell how scien-
tists should act beyond this and after considering potentially harmful impli-
cations of their research. This study is not, and never aimed to be, action-
oriented. Admittedly, though, some arguments could have been extended to 
include implications of moral deliberation in terms of corresponding actions. 
More importantly, however, it goes to show that more analysis is needed on 
the practical implications of dual use obligations suggested for scientists. 
This includes analysis of who decides what to do in cases where dual use 
deliberation leads to the conclusion that action is warranted in order to cir-
cumvent a harmful outcome. Another limitation is noted by Kelle (2012a), 
who points out that analysis of the roles of institutions and the wider govern-
ance context, in which the obligations are considered, is lacking in my re-
search. I believe that part of the problem of both perceived limitations lies in 
the difference between outlining the content of and assigning responsibility. 
This study aimed to explore distinctions between obligations and criteria for 
when they are reasonable, discussing these obligations in terms of outlining 
a reasonable content of responsibility. The implications of assigning or im-
plementing such responsibility to life scientists are not sufficiently explored 
in this study. Moreover, this study at most considers obligations in terms of 
assigning responsibility to individual professionals but not in terms of a re-
sponsibility of the scientific community as a collective. In my view, a dis-
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cussion on community responsibility would be necessary in order to include 
institutional and governance contexts. Such discussions would concern es-
tablishing formal mechanisms, e.g. institutional oversight of dual use re-
search, ethical reviews, security-ethics advisory committees and forums for 
dual use deliberations. The Discussion chapter in this thesis is devoted to 
contributing to this context by exploring dual use governance in relation to 
an ethic of dual use deliberation. I perceive more future research on these 
matters to be of great importance. 

The study on the PP came about as I perceived a remarkable resemblance 
between the language used in the dual use debate and that of the PP. The 
main purpose was therefore initially to explore how the reasoning behind the 
PP might contribute to the reasoning about dual research responsibility and 
the potential threats of harm. Criticism has been directed at the PP for dual 
use research that I have suggested in this study. It is claimed that it consti-
tutes but one of many formulations of PPs in a range of different fields, and 
that when the respective messages are combined into a single principle this 
drains the PP of almost all substantial content (Munthe, 2011: 3). Because of 
this criticism I wish to emphasize that the primary aims and contributions of 
my study are to: (1) draw attention to the PP and its applicability in matters 
of dual use and a corresponding responsibility; (2) reveal that present discus-
sions on dual use are already formulated along PP lines; (3) inspire further 
exploration of the PP in a research ethical context; and (4) suggest the possi-
bility of using the PP normatively as a context-dependent guiding principle 
for raising awareness and inspiring dual use deliberation and reflection. 
Thus, in my interpretation of the principle, it is not solely useful for practical 
policy decision-making purposes. There is no doubt that analyses on the 
essence of the PP (including its content and rationale for desirability) are 
needed and important however; this does not make the potential result of 
suggesting formulations of PPs for different fields, scenarios and purposes 
unimportant. It is my hope that more analysis be devoted to what can be 
learnt from various research on, and application of, the PP for future elabora-
tion on precautionary approaches in dual use ethics. 

In late 2011 something unprecedented happened, that had previously only 
been theorized about: two scientific manuscripts were stopped from being 
published in the prestigious journals Science and Nature. The manuscripts, 
both on the H5N1 influenza virus, were deemed to be of dual use concern 
and it was subsequently recommended that they not be disseminated in the 
public domain. This development not only presented a real-life case of an 
imposed security constraint on research dissemination, but also exposed a 
need for more analysis of the ethics of disseminating knowledge as well as 
its (presently virtually non-existing) position within research ethics. The 
third research study constitutes an attempt to ethically frame the issue of 
constraints on research as well as to suggest some conditions under which 
constraints may be considered justifiable. This is but an initial proposal for 
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an ethics of dissemination in the dual use context, and is a subject area that 
needs much further analysis. The issue of knowledge dissemination is ex-
tremely complex, particularly in our contemporary world of instant commu-
nication. However, considering the H5N1 case and the intense debate that 
followed, it is fair to assume that this is not the last time dual use constraints 
will be considered. Therefore, improved understanding about the ethical 
considerations that emerge as well as how to manage dual use knowledge 
dissemination is, in my view, urgently needed. 

Ethical competence is a concept primarily discussed in medical, business 
and computer ethics. It is furthermore a concept that appears to have been 
most extensively developed and applied by Swedish scholars. I found it both 
challenging and compelling to introduce this concept to the dual use context. 
In my view, the reasoning in ethical competence contributes both theoretical-
ly and practically to issues concerning dual use and the scientific engage-
ment in mitigating potential misuses of research; theoretically, because it 
frames the concepts of awareness, reflection and action in relation to a cul-
ture of responsibility, which is deemed important for misuse prevention and 
practically, because a set of proven tools, e.g. ethics rounds and ethics men-
toring, may logically be used, not only to raise awareness but also to build 
other capacities to reflect and act on ethically difficult situations. This study 
lays the foundation for further theoretical discussions on ethical competence 
and education on dual use and, perhaps even more importantly, provides 
material for further empirical work in which several bioethical methods for 
competence-building in the medical setting can be evaluated in the scientific 
setting. 

Finally, I have immensely enjoyed studying and writing about communi-
cative ethics, particularly the work of Seyla Benhabib. In my view, much can 
be learned, both theoretically and practically, from this field by applying its 
various theories to the dual use context. As this thesis merely provides an 
introduction to how aspects of communicative ethics may be used in relation 
to dual use responsibility and governance I strongly encourage its further 
evolvement. 
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Conclusion 

This thesis has analyzed the dual use dilemma in a bioethical context. I have 
explored different aspects of what should constitute a reasonable responsibil-
ity for life scientists and their community to avoid contributing to harmful 
misuses of their research for BW purposes. Various bioethical theories and 
concepts have been used to achieve this aim, and support my normative as-
sumption that the life sciences should incorporate dual use responsibility in 
their research conduct. Some main conclusions that can be made are:  

Firstly, scientists have a responsibility to keep their research from being 
misused for harmful BW purposes, based on the principle of 
nonmaleficence. However, in terms of practical implementation, both the 
content of dual use responsibility and how it is distributed require further 
and more substantive analysis.  

Secondly, I conclude that the PP contributes to the understanding and jus-
tification of life scientists’ responsibility to circumvent misuses of research 
by telling something about the responsibility of taking measures against po-
tential threats of harm. The PP prompts the acknowledgement and analysis 
of prevailing uncertainties and threats in relation to potential misuses of sci-
entific research, and argues that measures should be taken to avoid inflicting 
severe harm despite the absence of a scientific cause-and-effect link. Apply-
ing a PP to the dual use context highlights the complexity of the issue as well 
as the fact that multiple stakeholders need to be involved in efforts to assess 
risks and probabilities of harm associated with dual use research. Moreover, 
the content of dual use responsibility is informed; i.e. normative guidance is 
provided by a principle of precaution aimed at pre-empting potential BW 
misuses of research. A main conclusion is that the PP is useful and meaning-
ful as a context-dependent ethical compass aimed at stimulating awareness, 
reflection and deliberation among life scientists on dual use research issues. 

A third conclusion is that a responsibility for scientists to (partially and/or 
temporarily) constrain the dissemination of dual use knowledge occasionally 
is both reasonable and justifiable. Moreover, given the traditional focus of 
research ethics on how research is conducted ethically, the findings in this 
thesis can contribute to the evolvement of the field to include an ethics of 
dissemination. Such a responsibility would imply demands on the scientific 
community to increasingly become aware of potential misuses of their work 
and be more conscious about where, how and what dual use information is 
publically introduced. If scientists acknowledge certain conditions for when 
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constraints may apply, a more nuanced and cautious risk communication 
with the public as well as an earlier initiation of dual use deliberation could 
be expected. 

A fourth conclusion is that ethical dual use competence-building is im-
portant for promoting and achieving a culture of dual use responsibility in 
the life sciences, as it engages scientists in matters of dual use. Several prov-
en methods for building ethical competence, such as ethics education, rounds 
and mentorships, could be used in the dual use context to raise dual use 
awareness and stimulate reflection, interaction and deliberation, as well as 
allow active measures to be taken. 

Finally, this thesis concludes that individual and collective competence-
building can only appear in a system of institutional frameworks and an at-
mosphere of organizational support. Moreover, the scientific community has 
a responsibility to further such development and work to provide the appro-
priate structures and opportunities for dual use deliberation and competence 
training for individual scientists. The scientific community should also insti-
tutionalize deliberative processes on dual use in terms of accommodating 
spaces, e.g. for ethical dual use reviews, advice and support on dual use is-
sues in research conduct. 

In this thesis, I have deviated from a fairly beaten bioethical path of for-
malizing responsibility for professionals in codes and guidelines. Rather, I 
have outlined a deliberative approach that requires the life science communi-
ty to create various structural prerequisites for competence-building, deliber-
ation and action in relation to dual use research. This approach could consti-
tute an important cornerstone of responsible governance of dual use re-
search. 
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Summary in Swedish – Sammanfattning 

Forskningen inom de biologiska vetenskaperna är livsviktig. Genom forsk-
ning ökar inte bara möjligheterna att bekämpa nutida sjukdomar utan även 
möjligheterna att utveckla skydd för framtida. Biologiska material, kunska-
per och teknologier kan dock ha dubbla användningsområden (på engelska 
ofta benämnt som ”dual use”). Det innebär att forskningen, trots dess goda 
syften, kan utsätta människor för skada om den missbrukas för utveckling, 
framställning och användning av biologiska vapen. Under senare tid har en 
debatt förts som betonat vikten av ett ökat ansvar för forskare att undvika att 
deras arbete används för vapenändamål. Problemet med forskningens dubbla 
användningsområden är etiskt såtillvida att viktiga värden står på spel. Ett 
dilemma uppstår för forskaren när plikten att göra gott ställs mot plikten att 
inte skada. Samtidigt måste vetenskapliga värden, såsom forsknings– och 
publiceringsfrihet, vägas mot andra värden, såsom medborgares rätt till 
trygghet, hälsa och säkerhet. 

Debatten och oron kring biologiska vapen är dock inte ny. Biologiska va-
pen har sedan början av 1990-talet ansetts utgöra ett hot mot internationell 
säkerhet. Denna hotbild förstärktes med anledning av terrorattackerna i USA 
den 11 september 2001 samt de brev med mjältbrandsbakterier som under de 
efterföljande veckorna spreds till utvalda amerikanska mediala och politiska 
företrädare. En konsekvens av dessa händelser var en ökad oro för terrorism 
i allmänhet och för bioterrorism i synnerhet, vilket har bidragit till krav på 
ökad kontroll av farliga biologiska ämnen och forskning. Mot bakgrund av 
rådande säkerhetsklimat har till exempel en handfull vetenskapliga manu-
skript granskats sedan 2001 med hänsyn till innehållets dubbla användnings-
potential.  

I den här avhandlingen undersöks forskarnas ansvar för biovetenskaplig 
forskning med dubbla användningsområden utifrån bioetiska teorier. Huvud-
syftet har varit att utreda olika aspekter av det ansvar som forskare (och 
forskarsamhället) bör ha vad gäller att undvika skadlig användning av deras 
forskning för vapenändamål. 

Med stöd i ”icke-skada”-principen argumenterar jag i den första studien 
för att forskare har ett ansvar att undvika att deras arbete används för biolo-
giska vapenändamål. Ansvaret innebär att inte utsätta andra för direkt skada, 
men även att inte utsätta andra för en risk för skada, det vill säga att inte 
heller indirekt göra skada. Utifrån detta resonemang beskrivs olika kriterier 
för vad som utgör sådan skada som forskaren rimligtvis kan tänkas förhind-
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ra. Dessa kriterier används sedan för att analysera ett antal inom området 
föreslagna plikter för forskare. Slutsatsen dras att vissa plikter, däribland att 
överväga eventuella negativa konsekvenser av ens forskning och att rappor-
tera misstänkta oegentligheter, rimligen kan anses ingå i ett forskaransvar.  

Ett annat förslag på forskaransvar är plikten att vara försiktig och därige-
nom förhindra skadlig användning av forskning. I den andra studien under-
söks därmed försiktighetsprincipen, som tidigare framförallt använts inom 
miljöområdet. Av analysen framkommer att innehållet i den pågående dis-
kussionen kring forskning med dubbla användningsområden, samt formule-
ringen av vissa föreslagna plikter för forskare, i stor utsträckning sammanfal-
ler med villkoren för att tillämpa försiktighetsprincipen. Det framkommer 
även att principen kan öka förståelsen för komplexiteten kring forskning 
med dubbla användningsområden, framförallt genom två av försiktighets-
principens föreskrivna villkor för tillämpbarhet, nämligen att det måste fin-
nas ett hot om att betydande skada kan inträffa men att detta utfall är oklart. 
Tillämpat på problematiken med potentiellt farlig forskning: det finns ett 
upplevt hot, till exempel terrorism, men vi vet inte med säkerhet vare sig 
huruvida biologiska vapen kommer att användas (på grund av otillräcklig 
kunskap till exempel vad gäller presumtiva våldsverkares intentioner att 
använda biologiska vapen, tillgången på material och teknologi, samt deras 
förmåga att använda dem för vapenändamål) eller om ett användande skulle 
leda till allvarlig skada i termer av till exempel antal offer. För att rättfärdiga 
användandet av försiktighetsprincipen i traditionell mening har det därför 
ansetts rimligt att kräva att hotet uppnår viss nivå av trovärdighet. Ett resultat 
av analysen är att försiktighetsprincipen med fördel kan tolkas och användas 
som en moraliskt vägledande princip som kontinuerligt kan ge upphov till 
ökad medvetenhet, reflektion och kommunikation. Försiktighetsprincipens 
tillämpning kan även inspirera utvecklandet av praktiska riktlinjer för hante-
randet av forskning med dubbla användningsområden. 

Forskaransvaret analyseras vidare i den tredje studien genom att undersö-
ka antagandet att forskare bör begränsa spridningen av forskningsresultat 
med dubbla användningsområden. Vanligt förekommande argument mot att 
begränsa spridning av forskningsresultat utmanas och jag argumenterar för 
att begränsningar i vissa fall är rimliga och berättigade samt föreslår villkor 
med syfte att hjälpa forskare att avgöra när begränsningar kan vara tillrådiga. 
En viktig slutsats i studien är att begränsningar kan vara både temporära och 
partiella, det vill säga att de inte behöver innebära total censur som förbjuder 
kunskapsspridning. Ett behov av etik kring spridandet av farlig forskning 
identifierats och studien tillstår ett ansvar för forskare vad gäller var, när och 
hur forskning med oroväckande användningspotential görs allmänt tillgäng-
lig.  

Den fjärde studien introducerar och utforskar begreppet etisk kompetens i 
relation till forskning med dubbla användningsområden. Tidigare forskning 
har visat att medvetenhet kring forskningens dubbla användningspotential är 
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viktig för utvecklingen av en ansvarskultur inom de biologiska vetenskaper-
na. I denna studie argumenterar jag för att ytterligare förmågor hos forskare, 
såsom att kunna reflektera och anpassa sitt agerande, utgör nödvändig kom-
petens för att uppnå en sådan kultur. Ett antal beprövade metoder för ska-
pandet av etisk kompetens inom det medicinska området, till exempel etiska 
ronder och utbildning, föreslås vara värdefulla och tillämpbara även inom 
området biologisk forskning med dubbla användningsområden. 

I denna avhandling utvecklas slutligen diskussionen om etisk kompetens 
och ansvarskultur ytterligare. I den fjärde studien tydliggörs det att individu-
ellt och kollektivt kompetensbyggande inte är möjligt utan institutionella 
ramverk och organisatoriskt stöd. Med detta som utgångspunkt argumenterar 
jag för ett ansvar inom biovetenskaperna att skapa lämpliga strukturella 
ramverk och möjligheter för kompetensbyggande. Jag argumenterar även för 
institutionaliserandet av plattformar där intressenter från olika områden och 
perspektiv kan mötas i överläggningar, samtal och rådgivning vad gäller 
initierandet, utövandet och spridandet av forskning med dubbla använd-
ningsområden. Detta behov har identifierats utifrån slutsatsen i samtliga 
studier att forskarsamhället och säkerhetssamhället är beroende av varandras 
kompetens, till exempel vad gäller riskbedömningar, och har därmed inte var 
och en för sig möjlighet att fatta fullt informerade beslut angående eventuellt 
skadlig användning av forskning.  

Teorier om interaktiv universalism används för att belysa aspekter av hur 
kommunikationen mellan berörda aktörer vad gäller presumtivt farlig forsk-
ning bör gå till. Till de mest centrala aspekterna av interaktiv universalism 
hör att samtalen bör ses som en pågående process som genomsyras av ömse-
sidig respekt och jämlikhet, att deltagandet bör vara öppet och brett, att hän-
syn tas till rådande kontext och att konsensusbeslut inte är målet med samta-
len. Jag argumenterar för att processer som siktar mot att uppnå dessa ide-
almål är viktiga för kompetensbyggande, för ett utvecklande av en an-
svarskultur och för ett informerat beslutsfattande. Vidare hävdar jag att de 
plattformar som är nödvändiga för samtalsprocesserna bör institutionaliseras 
av det biologiska vetenskapssamhället för att säkerställa möjligheter för in-
dividen och kollektivet att aktivt ta ansvar och, då det är nödvändigt, delege-
ra det. Sådana plattformar skulle kunna utgöras av till exempel etiska 
granskningsnämnder för forskning med dubbla användningsområden och 
kommittéer för rådgivning och stöd i dessa frågor. Både kompetensbyggande 
och institutionaliserandet av samtalsprocesser anses i avhandlingen gynna en 
ansvarsfull hantering av forskning med dubbla användningsområden. 

Att formulera forskaransvar i termer av att skapa strukturella förutsätt-
ningar för diskussion och kommunikation avviker från en traditionell 
bioetisk ansats som snarare tenderar att fokusera på professionella koder och 
riktlinjer. I den här avhandlingen argumenterar jag för en diskursetik där 
olika intressenter i debatten kring forskning med dubbla användningsområ-



 78 

den deltar i kommunikativa processer och hävdar att denna ansats är viktig 
för ett ansvarsfullt hanterande av sådan forskning. 
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Appendix 1: Selection of codes on dual use 
responsibility 

 

Academics 
 

 
Code proposed by: Somerville and Atlas in Science 2005. 

 

All persons and institutions engaged in any aspects of the life sciences must: 

• work to ensure that their discoveries and knowledge do no harm; 

• call to the attention of the public, or appropriate authorities, activities (including unethi-

cal research) that there are reasonable grounds to believe are likely to contribute to bio-

terrorism or biowarfare; 

• seek to allow access to biological agents that could be used as BW only to individuals, 

who there are reasonable grounds to believe will not misuse them; 

• seek to restrict dissemination of dual-use information and knowledge to those who need 

to know in cases where there are reasonable grounds to believe that the information or 

knowledge could be readily misused through bioterrorism or biowarfare; 

• recognize, without penalty, all persons’ rights to conscientious objection to participation 

in research that they consider ethically or morally objectionable; and 

• faithfully transmit this code and the ethical principles upon which it is based to all who 

are, or may become engaged in, the conduct of science (Somerville and Atlas, 2005). 

 

Central aim: 
To engage the life science community in discussions on responsible research conduct. 

 
 

Code proposed by: Dando and Revill in Bradford Briefing Paper no. 18 2005. 

 
A Hippocratic-style oath for graduates building upon already existing pledges within the 

medical sciences. Key principles include: not engaging in work prohibited by international 

law; encouraging scientists to consider negative implications prior to the initiation and publi-

cation of research; encouraging the scientific community to maintain the safety and security 

of potentially dangerous agents and equipment; and encouraging scientists to contribute to 

developing safeguard mechanisms and oversight systems (Dando and Revill, 2005). 

 



 80 

Central aim: 
To inform the development of an ethical code and raise awareness. Also, to initiate a process 

of discussion leading to clearer differences between accepted and prohibited research. 

 

 

Code proposed by: Pearson in Bradford Briefing Paper no 15 2004. 

 

Suggests how a code of practice can be integrated into already existing UK laws and regula-

tions relating to “microbial or other biological agents, or toxins whatever their origin or meth-

od of production” (Pearson, 2004:4). 

 
Central aim: 
To propose an enforceable code, implying means for punishing violations of this code, and to 

harmonize the code within national legal systems and regulations.  

 

 

 
Life science association 
 

 

Code proposed by: the Australian Society for Microbiology (ASM). 

 

The ASM requires each member: 

• to recognize responsibility to the community and the environment in protecting each 

from exposure to undue actual or potential microbiological hazards; and 

• not engage knowingly in research for the production or promotion of biological warfare 

agents (Australian Society for Microbiology). 

 
Central aim: 
To affirm and raise awareness about widely established ethical norms, standards and provi-

sions. 

 
 

Code proposed by: the International Union of Biochemistry and Molecular Biology 

(IUMBM). 

 
The IUMBM asks its members not to “engage knowingly” in research that is intended for the 

production of agents of biological warfare or bioterrorism, or to promote such agents (Interna-

tional Union of Biochemistry and Molecular Biology). 

 
Central aim: 
To affirm and raise awareness about widely established ethical norms, standards and provi-

sions. 
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Code proposed by: the International Union of Microbiological Societies General Assembly 

(IUMS). 

 

The IUMS asks its member societies to develop and adopt a code of ethics and “is opposed to 

the misuse of microbiological knowledge, research and resources”. The code also reaffirms its 

goal to promote research and the open exchange of scientific information for the advancement 

of health and welfare, and discourages any uses of knowledge and resources to the contrary 

(International Union of Microbiological Societies General Assembly, 2005). 

 
Central aim: 
To affirm and raise awareness about widely established ethical norms, standards and provi-

sions and to promote ethical conduct of research through training in biosafety and biosecurity. 

 
 

Code proposed by: the American Society for Microbiology (ASM). 

 

The ASM members are obliged to discourage any use of microbiology contrary to the welfare 

of humankind, including the use of microbes as BW. ASM members are to call to the atten-

tion of the public or the appropriate authorities any misuses of microbiology or of information 

derived from microbiology (American Society for Microbiology). 

 
Central aim: 
To affirm and raise awareness about widely established ethical norms, standards and provi-

sions and to instruct scientists in how to act. 

 

 

 
Medical association 
 

 
Code proposed by: the World Medical Association (WMA). 

 

The WMA asks its members to consider their moral obligation to reject BW. It also states that 

“all who participate in biomedical research have a moral and ethical obligation to consider the 

implications of possible malicious use of their findings” (World Medical Association). 

 
Central aim: 
To raise awareness about and engage scientists in considering their moral responsibilities in 

their research conduct.  
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The AMA asks that before participation in research that foreseeable ramifications of the 

research be assessed in an effort to balance the promise of benefit from biomedical innovation 

against potential harms from corrupt application of the findings. Physician researchers have a 

responsibility not only to adhere to standards of research, but also to lend their expertise to the 

development of safeguards and oversight mechanisms both nationally and internationally. 

Consideration should also be given to the risk of unrestricted dissemination of the results. 

These ethical principles should be part of the education and training of all physicians involved 

in biomedical research (American Medical Association). 

 
Central aim: 
The aim goes beyond affirming existing standards to not contribute to BW, asking researchers 

to actively give input on the development of oversight mechanisms for research. 

 

 

 
Global science network 
 

 
Code proposed by: the Inter Academy Panel (IAP). 

 

The IAP recommends principles that “should be taken into account in formulating codes of 

conduct”. It asks scientists to foresee and prevent the harmful consequences of their research, 

to meet required laboratory safety standards, and to educate themselves and other relevant 

actors about the BTWC and relevant domestic law. It also asks them to inform authorities of 

violations they witness, noting that “scientists have a special responsibility when it comes to 

problems of ‘dual use’ and the misuse of science and technology” (Inter Academy Panel). 

 
Central aim: 
To inform future codes and to suggest an individual responsibility to stay informed and take 

measures in cases of suspected misconduct. 

 
 

Code proposed by: the International Committee of the Red Cross (ICRC). 

 

The ICRC suggests “Principles of Practice” on ethics relating to the life sciences. The objec-

tive is to build a bridge from ethics and laws to best practice within the life science communi-

ty. They provide a proposed framework for discussions and decisions on research, research 

proposals, funding, publication, contracts of employment and educational programs (Interna-

tional Committee of the Red Cross). 

 
Central aim: 
To inform future codes in a broader context of the research process. 
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National science academy 
 

 
Code proposed by: the Royal Netherlands Academy of Arts and Sciences (KNAW). 

 
The KNAW code of conduct on biosecurity includes: 

• raising awareness through education and training, research and publication policy (screen 

for dual use aspects during application and assessment procedures, etc.); 

• accountability and oversight (report suspicion of misuse to competent persons); 

• internal and external communication (secure e-mails, post, telephone, etc., concerning 

information about potential dual use research); 

• accessibility (screen staff and visitors where potential dual use research is performed or 

materials are stored); and 

• shipment and transport (screen transporters and recipients of potential dual use materials 

in consultation with authorities and other parties) (the Royal Netherlands Academy of 

Arts and Sciences). 

 
Central aim: 
To raise awareness among scientists of the potential misuse of their research, and to provide 

practical advice on how to act to uphold the aim to prevent life scientists from directly or 

indirectly contributing to the development, production or stockpiling of BW. 

 

 

 
Global bio-industry organization 
 

 

Code proposed by: the Biotechnology Industry Organization (BIO). 

 

The BIO has a policy of opposing the use of biotechnology to develop weapons of any sort 

that contain pathogens or toxins aimed at killing or injuring humans, crops or livestock and 

supports the BTWC (Biotechnology Industry Organization). 

 
Central aim: 
To affirm and raise awareness about widely established ethical norms, standards and provi-

sions. 
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EU bio-industry organization  
 

 
Code proposed by: EuropaBio. 

 

EuropaBio supports the Biological Weapons Convention banning the development and use 

of biological weapons, and will not undertake any research or other activities intended for use 

in developing, testing or producing such weapons (EuropaBio). 

 
Central aim: 
To affirm and raise awareness about widely established ethical norms, standards and provi-

sions. 

 

 

 
National bio-industry organization 
 

 
Code proposed by: BIOTECHCanada. 

 

BIOTECHCanada opposes the use of biotechnology to develop weapons (BIOTECHCanada). 

 
Central aim: 
To affirm and raise awareness about widely established ethical norms, standards and provi-

sions. 
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Appendix 2: Uppsala Code of Ethics for 
Scientists (1984) 

Scientific research is an indispensable activity of great significance to mankind for our de-
scription and understanding of the world, our material conditions, social life, and welfare. 
Research can contribute to solving the great problems facing humanity, such as the threat of 
nuclear war, damage to the environment, and the uneven distribution of the Earth's resources. 
In addition, scientific research is justified and valuable as a pure quest for knowledge, and it 
should be pursued in a free exchange of methods and findings. Yet research can also, both 
directly and indirectly, aggravate the problems of mankind. 

This code of ethics for scientists has been formulated as a response to a concern about the 
applications and consequences of scientific research. In particular it appears that the potential 
hazards deriving from modern technological warfare are so overwhelming that it is doubtful 
whether it is ethically defensible for scientists to lend any support to weapons development. 

The code is intended for the individual scientist; it is primarily he or she who shall assess 
the consequences of his/her own research. Such an assessment is always difficult to make, and 
may not infrequently be impossible. Scientists do not as a rule have control over either re-
search results or their application, or even in many cases over the planning of their work. 
Nevertheless this must not prevent the individual scientist from making a sincere attempt to 
continually judge the possible consequences of his/her research, to make these judgments 
known, and to refrain from such research as he/she deems to be unethical. 

 
In this connection the following should particularly be considered: 
 
1. Research shall be so directed that its applications and other consequences do not cause 
significant ecological damage. 
2. Research shall be so directed that its consequences do not render it more difficult for pre-
sent and future generations to lead a secure existence. Scientific efforts shall therefore not aim 
at applications or skills for use in war or oppression. Nor shall research be so directed that its 
consequences conflict with basic human rights as expressed in international agreements on 
civic, political, economic, social and cultural rights. 
3. The scientist has a special responsibility to assess carefully the consequences of his/her 
research, and to make them public. 
4. Scientists who form the judgment that the research which they are conducting or participat-
ing in is in conflict with this code, shall discontinue such research, and publicly state the 
reasons for their judgment. Such judgments shall take into consideration both the probability 
and the gravity of the negative consequences involved. It is of urgent importance that the 
scientific community support colleagues who find themselves forced to discontinue their 
research for the reasons given in this code. 
 
N.B. The code consists of both the introductory text and the four points. We shall be grateful 
if, in any publication, the four points are not separated from their context. 
 
Uppsala, Sweden (January 1984) 



 86 

References 

American Association for the Advancement of Science (AAAS) (2011). Statement 
by science editor-in-chief Dr. Bruce Alberts regarding publication of H5N1 avi-
an influenza research. December 20. Available at:  
www.aaas.org/news/releases/2011/media/1220herfst_statement.pdf (accessed 10 
December 2012). 

American Medical Association (AMA) (2004). Guidelines to prevent malevolent use 
of biomedical research. Available at: http://www.ama-assn.org/ 
ama/pub/physician-resources/medical-ethics/code-medical-
ethics/opinion2078.page (accessed 10 December 2012). 

American Society for Microbiology (ASM) (2005). Code of ethics. Available at: 
http://www.asm.org/index.php/documents/statements-and-testimony?id=2488 
(accessed 10 December 20012). 

Arcuri A (2007). Reconstructing precaution, deconstructing misconceptions. Ethics 
& International Affairs 21(3): 359-379. 

Arnaud A (2010). Conceptualizing and measuring ethical work climate. Develop-
ment and validation of the Ethical Climate Index. Business Society 49: 345-358. 

Atlas RM (2002a). National security and the biological research community. Science 
298: 753-754.  

Atlas RM (2002b). Bioterrorism: The ASM Response. ASM News 68(3): 117-121. 
Atlas RM (2003). Bioterrorism and biodefence research: changing the focus of mi-

crobiology. Nature Reviews Microbiology 1: 70-74. 
Atlas RM and Dando M (2006). The dual-use dilemma for the life sciences: perspec-

tives, conundrums, and global solutions. Biosecurity and Bioterrorism: Biode-
fense Strategy, Practice, and Science 4(3): 276-286. 

Australian Society for Microbiology (ASM). Ethics. Available at: 
http://www.theasm.org.au/about-us/governance/ (accessed 10 December 2012). 

Beauchamp TL and Childress JF (2009). Principles of Biomedical Ethics (6th edi-
tion). Oxford: Oxford University Press. 

Benhabib S (1992). Situating the Self. Gender, Community and Postmodernism in 
Contemporary Ethics. New York: Routledge. 

Bennett J (1995). The Act Itself. Oxford: Claredon Press (Oxford University Press). 
Berg P, Baltimore D, Brenner, S et al. (1975). Summary statement of the Asilomar 

Conference on recombinant DNA molecules. Proceedings of the National 
Academy of Sciences of the United States of America 72: 1981-1984. 

Berns KI, Casadevall A, Cohen ML et al. (2012). Policy: Adaptations of avian flu 
virus are a cause for concern. Nature 335: 660-661. Available at: 
http://www.nature.com/nature/journal/vaop/ncurrent/full/482153a.html (ac-
cessed 10 December 2012). 

Bezuidenhout L (2012). Research infrastructures, policies and the ‘web of preven-
tion’: The ethical implications of inadequate research environments. Medicine, 
Conflict and Survival 28(1): 19-30. 



 87

Biological and Toxin Weapons Convention (BTWC). Available at: 
http://www.opbw.org/ (accessed 10 December 2012).  

Biological and Toxin Weapons Convention (BTWC) (2005). Report of the meeting 
of experts. BWC/MSP/2005/MX/3. Geneva, 5 August.  

Biological and Toxin Weapons Convention (2008). Report of the meeting of ex-
perts. BWC/MSP/2008/MX/3. Geneva, 8 September. 

BioteCanada. Biotechnology industry statement of ethical principles. Available at: 
http://www.biotech.ca/en/who-we-are/ethics/bio-state-ethical-principles.aspx 
(accessed 10 December 2012). 

Biotechnology Industry Organization. Bioethics statement of principles. Available 
at: http://test.bio.org/bioethics/background/principles.asp?p=yes (accessed 10 
December 2012). 

Bracci SL (2002). Seyla Benhabib’s interactive universalism: fragile hope for a 
radically democratic conversational model. Qualitative Inquiry 8(4): 463-488. 

Brandt RB (1964). The concepts of obligation and duty. Mind (New Series) 73(291): 
374-393. Oxford: Oxford University Press. 

Brytting T (2001). Att vara som Gud? – Moralisk Kompetens i Arbetslivet. (To be 
like God? – Moral Competence at Work). Malmö, Sweden: Liber. 

Buchanan A and Kelley M (2011). Biodefence and the production of knowledge: 
rethinking the problem. Journal of Medical Ethics. Epub ahead of print 22 De-
cember 2011. DOI: 10.1136/medethics-2011-100387. 

Carlson R (2003). The pace and proliferation of biological technologies. Biosecurity 
and Bioterrorism: Biodefense Strategy, Practice, and Science 1(3): 203-214. 

Center for Biosecurity (2011). U. S. government judgments on the threat of biologi-
cal weapons. Official assessments, 2004-2011. Available at: http://www.upmc-
biosecurity.org/website/resources/publications/2010/pdf/2010-01-19-
gov_judgments_BWthreat.pdf (accessed 10 December 2012). 

Centers for Disease Control and Prevention (DCD). Bioterrorism agents/diseases. 
Available at: http://www.bt.cdc.gov/agent/agentlist-category.asp (accessed 10 
December 2012). 

Cello J, Paul AV and Wimmer E (2002). Chemical synthesis of polio virus cDNA: 
generation of infectious virus in the absence of natural template. Science 
297(5583): 1016-1018. 

Chomel BB and Sun B (2010). Bioterrorism and invasive species. Scientific and 
Technical Review of the Office International des Epizooties 29(2): 193-199. 

Commission of the European Communities (2007). Green paper on biopreparedness. 
Brussels: COM(2007 399 final. Available at: http://eur-lex.europa.eu/ 
LexUriServ/site/en/com/2007/com2007_0399en01.pdf (accessed 15 October 
2008). 

Committee on Assessing Fundamental Attitudes of Life Scientists as Basis for Bi-
osecurity Education (2009). A survey of attitudes and actions on dual use re-
search in the life sciences. A collaborative effort of the National Research 
Council and the American Association for the Advancement of Science. Wash-
ington, DC: National Academy Press. 

Dando MR and Revill J (2005). Raising awareness: A Hippocratic Oath for life 
scientists. Bradford Briefing Paper no 18 (2nd Series). Bradford: UK. 

Dando M (2009a). Bringing a “culture of responsibility” to life scientists. Bulletin of 
the Atomic Scientists. 18 December. Available at: 
http://www.thebulletin.org/web-edition/columnists/malcolm-dando/bringing-
culture-of-responsibility-to-life-scientists (accessed 10 December 2012). 



 88 

Dando M (2009b). Dual use education for life scientists? Disarmament Forum 1: 
41-44. Available at: http://unidir.org/pdf/articles/pdf-art2863.pdf (accessed 10 
December 2012). 

Director of National Intelligence (DNI) (2009). Annual threat assessment of the 
intelligence community for the senate armed services committee. Available at: 
http://www.dni.gov/testimonies/20090310_testimony.pdf (accessed 10 Decem-
ber 2012). 

Douglas T and Savulescu J (2010). Synthetic biology and the ethics of knowledge. 
Journal of Medical Ethics 36: 687-693. 

Drenth PJD (2012). Dual use and biosecurity: the case of the avian flu H5N1. Open 
Journal of Applied Sciences 2(3): 123-127. 

Edgar A (2006). Habermas: The Key Concepts. Oxon and New York, NY: 
Routledge. 

Ehni J (2008). Dual use and the ethical responsibility of scientists. Archivum 
Immunologiae et Therapiae Experimentalis 56: 147-152. 

Enserink M (2011). Scientists brace for media storm around controversial flu stud-
ies. Science Insider. Available at: http://news.sciencemag.org/scienceinsider/ 
2011/11/scientists-brace-for-media-storm.html (accessed 10 December 2012). 

Enserink M (2012a). Fight over Dutch H5N1 paper enters endgame. Science Insider. 
Available at: http://news.sciencemag.org/scienceinsider/2012/04/fight-over-
dutch-h5n1-paper-enters.html (accessed 10 December 2012). 

Enserink M (2012b). Dutch government OK’s publication of H5N1 study. Science 
Insider. Available at: http://news.sciencemag.org/scienceinsider/2012/04/dutch-
government-oks-publication.html (accessed 10 December 2012). 

Erasmus Medical Center (MC) (2012). Avian influenza could evolve into dangerous 
human virus. Press Release. Available at: www.erasmusmc.nl/perskamer/ 
archief/2011/3502352/?lang=en (accessed 10 December 2012). 

Eriksson S, Helgesson G and Höglund AT (2007). Being, Doing, and Knowing:  
 Developing Ethical Competence in Health Care. Journal of Academic Ethics 5: 
207-216. 

European Association for Bioindustries (2009). EuropaBio’s Core Ethical values. 
Available at: http://www.europabio.org/core-ethical-value (accessed 10 Decem-
ber 2012).  

European Union Biosecurity Awareness Raising network. Website available at: 
http://www.eubarnet.eu/objectives/ (accessed 5 December 2012). 

Evans NG (2010). Dual-use Bioethics: The Nuclear Connection. Research Report 
for the Wellcome Trust Project on `Building a Sustainable Capacity in Dual-use 
Bioethics. 18 October. University of Bradford. 

Federal Bureau of Investigation (FBI). Amerithrax or Anthrax Investigation. Availa-
ble at: http://www.fbi.gov/about-us/history/famous-cases/anthrax-amerithrax 
(accessed 2 December 2012). 

Federal Bureau of Investigation (FBI) (2008). Anthrax investigation. Closing a 
chapter. Washington: FBI. Available at: https://www.fbi.gov/news/ sto-
ries/2008/august/amerithrax080608a (accessed 5 December 2012). 

Federation of American Scientists (FAS), Biosecurity education portal. Available at: 
http://www.fas.org/programs/bio/educationportal.html (accessed 10 December 
2012). 

  



 89

Fidler D (2012). The WHO meeting on controversial H5N1 research: what hap-
pened, and what does it mean? Posted 20 February in: Emerging Infectious Dis-
eases, Global Health Governance Blog, International Institutions and Multilat-
eral Organizations, Pandemic Response, World Health Organization. Available 
at: http://blogs.shu.edu/ghg/2012/02/20/the-who-meeting-on-controversial-
h5n1-research-what-happened-and-what-does-it-mean-david-fidler/ (accessed 
10 December 2012). 

Fisher JE (2006). Stewardship or Censorship? Balancing Biosecurity, the Public 
Health and the Benefits of Scientific Openness. Washington, DC: The Henry L. 
Stimson Center. 

Forge J (2010). A note on the definition of “dual use”. Science and Engineering 
Ethics 16: 111-118. 

Forssén A, Meland E, Hetlevik I et al. (2011). Rethinking scientific responsibility. 
Journal of Medical Ethics 37: 299-302. 

Fouchier RAM, Herfst S and Osterhaus ADME (2012). Restricted data on influenza 
H5N1 virus transmission. Science 335(6069): 662-663. 

Frischknecht F (2003). The history of biological warfare: Human experimentation, 
modern nightmares and lone madmen in the twentieth century. Science & Socie-
ty EMBO reports 4: 47-52. 

Granberg O and Ohlsson J (2004). Från Lärandets Loopar till Lärande 
Organisationer (From the Loops of Learning to Learning Organizations) (2nd 
ed.) Lund, Sweden: Studentlitteratur. 

Green SK, Taub S, Morin K et al. (2006). Guidelines to prevent malevolent use of 
biomedical research. Cambridge Quarterly of Healthcare Ethics 15: 432-439. 

Guillemin J (2006). Scientists and the history of biological weapons: A brief histori-
cal overview of the development of biological weapons in the twentieth century. 
EMBO Reports 7: 45-59. 

Gustafsson B, Rydén L, Tibell G, et al. (1984). Focus on: The Uppsala code of eth-
ics for scientists. Journal of Peace Research 21(4): 311-316. 

Hansson SO (1996). Decision making under great uncertainty. Philosophy of the 
Social Sciences 26: 369-386. 

Herfst S, Osterhaus ADME and Fouchier RAM (2012a). The future of research and 
publication on altered H5N1 viruses. The Journal of Infectious Diseases 
205(11): 1628-1631. 

Herfst S et al. (2012b). Airborne transmission of influenza A/H5N1 virus between 
ferrets. Science 336(6088): 1534-1541. 

Höglund AT (2005). Inga Lätta Val. Om Riktlinjer och Etisk Kompetens vid Priori-
teringar i Vården. En Studie i Empirisk Etik. (No Easy Choices. On Guidelines 
and Ethical Competence in Priority Setting in Health Care. A Study in Empiri-
cal Ethics). Uppsala Studies in Faiths and Ideologies 15. Uppsala, Sweden: Acta 
Universitatis Upsaliensis. 

Höglund AT, Helgesson G. and Eriksson S (2010). Ethical Dilemmas and Ethical 
Competence in the Daily Work of Research Nurses. Health Care Analysis 18: 
239-251. 

Imai M, Watanabe T, Hatta M et al. (2012). Experimental adaptation of an influenza 
H5 HA confers respiratory droplet transmission to a reassortant H5 HA/H1N1 
virus in ferrets. Nature 486(7403): 420-428. 

Inter Academy Panel (IAP) and Inter Academy Council (IAC) (2012). Responsible 
conduct in the global research enterprise. A policy report. September 2012. 

Inter Academy Panel on International Issues (IAP) (2005). IAP statement on biose-
curity. Trieste: IAP. Available at: http://www.interacademies.net/ 
File.aspx?id=5401 (accessed 10 December 2012). 



 90 

International Committee of the Red Cross (ICRC) (2004). Preventing hostile use of 
the life sciences. Geneva, Switzerland: ICRC. Available at: 
http://www.icrc.org/eng/resources/documents/misc/biotechnology-principles-of-
practice-111104.htm (accessed 10 December 2012). 

International Union of Biochemistry and Molecular Biology (IUMBM). Code of 
ethics. Available at: http://www.iubmb.org/index.php?id=155 (accessed 10 De-
cember 2012). 

International Union of Microbiological Societies (2005). IUMS Code of ethics for 
the prevention of the misuse of scientific knowledge, research and resources. 
Utrecht: IUMS. 

Interpol (2007). Bioterrorism incident pre-planning and response guide. Lyon: 
ICPO-Interpol. 

Jackson RJ, Ramsay AJ, Christensen CD, et al. (2001). Expression of mouse inter-
leukin-4 by a recombinant ectomelia virus suppresses cytolytic lymphocyte re-
sponses and overcomes genetic resistance to mousepox. Journal of Virology 75: 
1205-1210. 

Johnson NP and Mueller J (2002). Updating the accounts: Global mortality of the 
1918-1920 ‘Spanish’ influenza pandemic. Bulletin of the History of Medicine 
76(1): 105-115. 

Johnson D (1996). Forbidden knowledge and science as professional activity. Mon-
ist 79(2): 197-217. 

Jonas H (1984). The Imperative of Responsibility. Chicago: The University of Chi-
cago Press. 

Journal Editors and Authors Group (2003). Statement on the Consideration of 
Biodefence and Biosecurity. Nature 421(6925): 771. 

Kagan S (1998). Normative Ethics. Boulder, Colo.: Westview Press. 
Kahn L (2012). DYI biology. Bulletin of the Atomic Scientists. 18 June. Available 

at: http://www.thebulletin.org/web-edition/columnists/laura-h-kahn/diy-biology 
(accessed 10 December 2012). 

Kelle A (2012a). Beyond patchwork precaution in the dual-use governance of syn-
thetic biology. Science and Engineering Ethics. Epub ahead of print 26 April 
2012. DOI: 10.10007/s11948-02-9365-8. 

Kelle A (2012b). H5N1: Bungling dual-use governance. Bulletin of the Atomic Sci-
entists. 29 March. Available at: http://www.thebulletin.org/web-
edition/columnists/alexander-kelle/h5n1-bungling-dual-use-governance (ac-
cessed 10 December 2012). 

Kempner J, Perlis CS and Merz JF (2005). Forbidden knowledge. Science 
307(5711): 854. 

Kittelsen S (2009). Conceptualizing biorisk. Security Dialogue 40(1): 51-71. 
Kuhlau F (2005). From bio threat reduction to cooperation in biological proliferation 

prevention. Annex to background paper 4. Conference on Strengthening Euro-
pean Action on WMD Non-proliferation and Disarmament: How Can Commu-
nity Instruments Contribute? Brussels, Belgium, 7–8 December. 

Kuhlau F (2006). Disease outbreaks: Managing threats to health and security. In: 
Mellbourn A (ed) Health and Conflict Prevention. Sweden: Gidlunds Förlag, 
pp.63-79. 

Kuhlau F and Hart J (2010). Biosecurity and international security implications. In: 
Burgess P (ed) The Routledge Handbook of New Security Studies. Abingdon, 
Oxon, UK: Routledge Publisher, pp.173-183. 

Kälvemark Sporrong S (2007). Ethical competence and moral distress in the health 
care sector: A prospective evaluation of ethics rounds. PhD Thesis, Uppsala 
University, Sweden. 



 91

Ledford H (2012). Call to censor science draws fire. Critics say controversy over 
publication of mutant-H5N1 research highlights biosecurity weaknesses. Nature 
481: 9-10.  

Leitenberg M (2004). Evolution of the current threat. In: Wenger A and 
Wollenmann R (eds) Confronting a Complex Threat. London: Lynne Rienner 
Publishers: 39-76. 

Leitenberg M (2005). Assessing the Biological Weapons and Terrorism Threat. 
Strategic Studies Institute (SSI). 

McDaniel C (1997). Development and psychometric properties of the ethics envi-
ronment questionnaire. Medical Care 35: 901-914. 

McLeish C and Nightingale P (2005). The impact of dual use controls on UK sci-
ence: results from a pilot study. Science and technology policy research 
(SPRU). Electronic working paper series, paper no 132. 

McLeish C (2007). Reflecting on the problem of dual use. In: Rappert B and 
McLeish C (eds) A Web of prevention. Biological Weapons, Life Sciences and 
the Governance of Research. London: Earthscan, pp.189-207. 

McLeish C and Trapp R (2011). The life sciences revolution and the BWC: Recon-
sidering the science and technology review process in a post-proliferation world. 
The Nonproliferation Review 18(3): 527-543. 

Maher B (2012). Bias accusation rattles US biosecurity board. Nature DOI: 
10.1038/Nature.2012.10454. Available at: http://www.nature.com/news/bias-
accusation-rattles-us-biosecurity-board-1.10454 (accessed 10 December 2012). 

Malakoff D and Enserink M (2012). In dramatic move, flu researchers announce 
moratorium on some H5N1 flu research, call for global summit. Science Insider. 
Available at: http://news.sciencemag.org/scienceinsider/2012/01/in-dramatic-
move-flu-researchers.html (accessed 10 December 2012). 

Mancini G and Revill J (2008). Fostering the biosecurity norm: biosecurity educa-
tion for the next generation of life scientists. Report, Landau Network-Centro 
Volta and University of Bradford. 

Miller S and Selgelid MJ (2007). Ethical and philosophical consideration of the 
dual-use dilemma in the biological sciences. Science and Engineering Ethics 13: 
523-580. 

Miller S and Selgelid MJ (2008). Ethical and Philosophical Consideration of the 
Dual-Use Dilemma in the Biological Sciences. Dordrecht, the Netherlands: 
Springer. 

Miller S, Selgelid MJ and van der Bruggen K (2011). Biosecurity and Dual Use 
Research. A report for the Dutch Research Council. 

Munthe C (2011). The Price of Precaution and the Ethics of Risk. Dordrecht, Hei-
delberg, London, New York: Springer. 

National Institutes of Health (NIH) (2012a). Statement by NIH director Francis 
Collins, M.D., Ph.D. on the NSABB review of revised H5N1 manuscripts. 
Available at: http://www.nih.gov/about/director/04202012_NSABB.htm (ac-
cessed 10 December 2012).  

National Institutes of Health (NIH) (2012b). Gain-of-function-research of highly 
pathogenic avian influenza H5N1 viruses: An international consultative work-
shop. 17-18 December, Bethesda: Maryland. Available at: 
http://oba.od.nih.gov/biosecurity/internationalwebcast.html#Dec2012 (accessed 
5 December 2012). 

National Research Council (NRC) (2004). Bioterrorism in an Age of Terrorism. 
Washington, DC: National Academies Press. 

  



 92 

National Research Council (NRC) (2009). A Survey of Attitudes and Actions of Dual 
Use Research in the Life Sciences. A collaborative effort of the National Re-
search Council and the American Association for the Advancement of Science. 
Washington, DC: National Academies Press. 

National Research Council (NRC) Committee on education on dual use issues in the 
life sciences (2010). Challenges and Opportunities for Education About Dual 
Use Issues in the Life Sciences. Washington, DC: National Academies Press. 
Available at: http://www.nap.edu/catalog/12958.html (accessed 10 December 
2012). 

National Science Advisory Board for Biosecurity (NSABB) (2007). Proposed 
Framework for the Oversight of Dual use Life Sciences Research: Strategies for 
Minimizing the Potential Misuse of Research Information. Report of the 
NSABB, June 2007. Available at: http://oba.od.nih.gov/biosecurity/ 
pdf/Framework%20for%20transmittal%200807_sept07.pdf (accessed 10 De-
cember 2012). 

National Science Advisory Board for Biosecurity (NSABB) (2012). National Sci-
ence Advisory Board for Biosecurity Findings and Recommendations. Report of 
the NSABB, March 29‐30. Available at: http://oba.od.nih.gov/oba/ biosecuri-
ty/PDF/03302012_NSABB_Recommendations.pdf (accessed 10 December 
2012). 

Nguyen M (2005). BWC meeting tackles codes of conduct. Arms Control Today 
35(7). 

Nordgren A (2001). Responsible Genetics: The Moral Responsibility of Geneticists 
for the Consequences of Human Genetics Research. Dortrecht: Kluwer Aca-
demic Publishers. 

Osterholm MT (2012). Letter to Amy P. Patterson Associate Director for Science 
Policy, National Institutes of Health, dated 12 April. Available at: 
http://news.sciencemag.org/scienceinsider/NSABB%20letter%20final%204121
2_3.pdf (accessed 10 December 2012). 

Ostfield ML (2008). Strengthening biodefense internationally: illusion and reality. 
Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and Science 6: 
261-267. 

Oxford dictionaries online. Available at: http://oxforddictionaries.com/ (accessed 12 
December 2012). 

Parker L (2007). Bioethics as activism. In: Eckenwiler LA and Cohn FG (eds) The 
Ethics of Bioethics: Mapping the Moral Landscape. John Hopkins University 
Press, pp.1145-157. 

Patrone D, Resnik D and Chin L (2012). Biosecurity and the review and publication 
of dual-use research of concern. Biosecurity and Bioterrorism: Biodefense 
Strategy, Practice, and Science 10(3): 290-298. 

Pearson GS (2004). A code of conduct for the life sciences: A practical approach. 
Bradford Briefing Paper 15 (2nd Series). University of Bradford, UK. 

Peterson M (2006). The Precautionary Principle is incoherent. Risk Analysis 26(3): 
595-601. 

Presidential Commission for the Study of Bioethical Issues (PCSBI) (2010). New 
directions: the ethics of synthetic biology and emerging technologies. Washing-
ton, D.C. 

Pustovit SV and Williams ED (2010). Philosophical aspects of dual use technolo-
gies. Science and Engineering Ethics 16(1): 17-31. 

  



 93

Racaniello V (2012). Influenza H5N1 is not lethal in ferrets after airborne transmis-
sion. Posted March 1 in Virology Blog. Available at: 
http://www.virology.ws/2012/03/01/influenza-h5n1-is-not-lethal-in-ferrets-
after-airborne-transmission/ (accessed 10 December 2012). 

Rappert B (2007a). Biotechnology, Security and the Search for Limits: An Inquiry 
into Research and Methods. Hampshire and New York: Palgrave Macmillan. 

Rappert B (2007b). Codes of conduct and biological weapons: an in-process assess-
ment. Biosecurity and Bioterrorism: Biodefense strategy, Practice, and Science 
5(2): 1-10. 

Resnik DB (2009). What is “dual use” research? A response to Miller and Selgelid. 
Science and Engineering Ethics 15: 3-5. 

Resnik DB (2010). Can scientists regulate the publication of dual use research? 
Studies in Ethics, Law, and Technology 4(1): Article 6. 

Rhodes C and Sulston J (2010). Scientific responsibility and development. European 
Journal of Development Research 22(1): 3-9. 

Riedel S (2004). Biological warfare and bioterrorism: a historical review. Baylor 
University Medical Center Proceedings 17(4): 400-406.  

Roffey R (2005). From bio threat reduction to cooperation in biological proliferation 
prevention. Report on strengthening European action on WMD Non-
proliferation and disarmament: How can community instruments contribute? 
Brussels, Belgium. 

Roffey R and Gould C (2011). Preventing misuse of the life sciences: the need to 
improve biodefense transparency and accountability in the BWC. The Nonpro-
liferation Review 18(3): 557-569. 

Royal Netherlands Academy of Arts and Sciences (KNAW) (2007). A Code of 
Conduct for Biosecurity. Report by the Biosecurity Working Group. Amster-
dam: Netherlands. 

Sandin P (1999). Dimensions of the Precautionary Principle. Human Ecology Risk 
Assessments 5(5): 889-907. 

Sandin P, Peterson M, Hansson SO, et al. (2002). Five charges against the precau-
tionary principle. Journal of Risk Research 5(4): 287-299. 

Sandin P (2006). A paradox out of context: Harris and Holm on the Precautionary 
Principle. Cambridge Quarterly of Healthcare Ethics 15: 175-183. 

Sandman PM (2012a). Talking about the H5N1 research. Critical debate should not 
be a monologue, laypeople need to weigh in with concerns. Genetic Engineering 
& Biotechnology News 32(8). 

Sandman PM (2012b). Science versus spin: How Ron Fouchier and other scientists 
miscommunicated about the bioengineered bird flu controversy. Posted 7 June 
in The Peter Sandman risk communication website. Available at: 
http://www.psandman.com/articles/Fouchier.htm (accessed 10 December 2012). 

Schmidt M (2008). Diffusion of synthetic biology: a challenge to biosafety. Systems 
and Synthetic Biology 2(1-2): 1-6. 

Selgelid MJ (2007). A tale of two studies – ethics, bioterrorism, and the censorship 
of science. Hastings Center Report 37(3): 35-43. 

Selgelid MJ (2009). Governance of dual use research: an ethical dilemma. Bulletin 
of the World Health Organization 87:720-723. 

Selgelid MJ (2010). Ethics engagement of the dual use dilemma: progress and po-
tential. In Rappert B (ed) Education and Ethics in the Life Sciences: Strengthen-
ing the Prohibition of Biological Weapons. Canberra, Australia: ANU E Press, 
the Australian National University, pp.25-31. 

Serrano L (2007). Synthetic biology: promises and challenges. Molecular Systems 
Biology 3(158): 1-5. 



 94 

Shamoo AE and Resnik DB (2009). Responsible Conduct of Research (2nd edition). 
N.Y.: Oxford University Press. 

Smith DH (1978). Scientific knowledge and forbidden truths. Hastings Center Re-
port 8(6): 30-36. 

Somerville MA and Atlas MR (2005). Ethics: A weapon to counter bioterrorism. 
Science 307(5717): 1881-1882. 

Svantesson M, Löfmark R, Thorsén H et al. (2008). Learning a Way Through Ethi-
cal Problems: Swedish Nurses’ and Doctors’ Experiences from One Model of 
Ethics Rounds. Journal of Medical Ethics 34: 399-406. 

Taubenberger JK, Reid AH, Raina M et al. (2005). Characterization of the 1918 
influenza virus polymerase genes. Nature 437: 889-893. 

Tu M (2012). Between publishing and perishing? H5N1 research unleashes unprec-
edented dual use research controversy. Nuclear Threat Initiative. Available at: 
http://www.nti.org/analysis/articles/between-publishing-and-perishing-h5n1-
research-unleashes-unprecedented-dual-use-research-controversy/ (accessed 10 
December 2012). 

Tucker JB and Sands A (1999). An unlikely threat. Bulletin of Atomic Scientists 55: 
46-52. 

Tucker JB and Zilinskas RA (2006). The promise and perils of synthetic biology. 
The New Atlantis 12: 25-45. 

United Nations (2006). Uniting against terrorism: recommendations for a global 
counter-terrorism strategy. Report of the Secretary-General. United Nations Re-
port A/60/825. Geneva: United Nations. Available at: 
http://www.un.org/unitingagainstterrorism/sg-terrorism-2may06.pdf (accessed 
10 December 2012). 

United Nations Security Council Resolution 1540 (2004). Available at: 
http://www.un.org/en/sc/1540/ (accessed 10 December 2012). 

van Aken J (2006). When risk outweighs benefit: Dual-use research needs a scientif-
ically sound risk-benefit analysis and legally binding biosecurity measures. 
EMBO Reports 7: 10-13. 

van der Bruggen K (2012). Possibilities, intentions and threats: dual use in the life 
sciences reconsidered. Science and Engineering Ethics 18(4): 741-756. 

van der Dam S, Schols J, Kardol T, et al. (2013). The discovery of deliberation. 
From ambiguity to appreciation through the learning process of doing Moral 
Case Deliberation in Dutch elderly care. Social Science & Medicine. Epub 
ahead of print 24 January 2013. DOI: 10.1016/j.socscimed.2013.01.024. 

VanSandt et al. (2006). An examination of the relationship between ethical work 
climate and moral awareness. Journal of Business Ethics 68: 409-432. 

Verhoog H (1981). The responsibilities of scientists. Minerva 19(4): 582-604. 
Victor B and Cullen JB (1987). A Theory and Measure of Ethical Climate in Organ-

izations. Research in Corporate Social Performance and Policy 9: 51–71. 
Victor B and Cullen JB (1988). The organizational bases of ethical work climates. 

Administrative Science Quarterly 33(1): 101-125. 
Walton D (2006). Fundamentals of Critical Argumentation. New York, NY: Cam-

bridge University Press. 
Weapons of Mass Destruction Commission (WMDC) (2006). Weapons of Terror. 

Freeing the World of Nuclear, Biological and Chemical Arms. Stockholm: EO 
Grafiska. 

Weber M (1918). Politics as a Vocation. Reprinted 1991 in Turner BS (ed) From 
Max Weber: Essays in Sociology. Translated, edited and with an introduction by 
Gerth HH and Mills CW (1948). London: Routledge. 



 95

Wendl MA (2005). The question of forbidden knowledge. Science 308(5728): 1549-
1553. 

Wheelis M and Dando M (2005). Neurobiology: A case study of the imminent mili-
tarization of biology. International Review of the Red Cross 87(859): 553-571. 

Whitby S and Dando M (2010). Biosecurity awareness-raising and education for life 
scientists: What should be done now? In Rappert B (ed) Education and Ethics in 
the Life Sciences: Strengthening the Prohibition of Biological Weapons. Can-
berra, Australia: ANU E Press, the Australian National University, pp.179-196. 

Williamson OM (2005). The question of forbidden knowledge. Science 308(5728): 
1549-1553. 

World Health Organization (WHO) (2004). Public Health Response to Biological 
and Chemical Weapons – WHO Guidance. 2nd edition of Health Aspects of 
Chemical and Biological Weapons: Report of a WHO Group of Consultuants. 
Geneva, Switzerland: WHO, 1970. Available at: http://www.who.int/csr/ 
delibepidemics/introduction.pdf (accessed 18 December 2012). 

World Health Organization (WHO) (2005). WHO Global influenza preparedness 
plan. Geneva, Switzerland: WHO. Available at: http://www.who.int/csr/  
resources/publications/influenza/WHO_CDS_CSR_GIP_2005_5.pdf (accessed 
10 December 2012).  

World Health Organization (WHO) (2006). Biorisk management: Laboratory biose-
curity guidance. Geneva, Switzerland: WHO. 

World Health Organization (WHO) (2012a). Public health, influenza experts agree 
H5N1 research critical, but extend delay. 16-17 February. Geneva, Switzerland: 
WHO. Available at: http://www.who.int/mediacentre/news/releases/2012/ 
h5n1_research_20120217/en/index.html (accessed 12 December 2012). 

World Health Organization (WHO) (2012b). Technical consultation on H5N1 re-
search issues – consensus points. Geneva, Switzerland: WHO. Available at: 
http://www.who.int/influenza/human_animal_interface/consensus_points/en/ind
ex.html (accessed 10 December 2012). 

World Health Organization (WHO) (2012c). Report on technical consultation on 
H5N1 research issues. 16-17 February, Geneva, Switzerland: WHO. Available 
at: http://www.who.int/influenza/human_animal_interface/mtg_report_h5n1.pdf 
(accessed 10 December 2012). 

World Health Organization (WHO) (2012d). Technical consultation on H5N1 re-
search issues. List of participants. Geneva, Switzerland: WHO. 

World Medical Association (WMA) (2012). The WMA declaration of Washington 
on biological weapons. (Initiated and adopted in 2002 by the General Assembly. 
Reaffirmed 2012). Washington: WMA. Available at: http://www.wma.net/en/ 
30publications/10policies/b1/ (accessed 10 December 2012) 

Young IM (1996). Communication and the other: beyond deliberative democracy. 
In: Benhabib S (ed) Democracy and Difference. Contesting the Boundaries of 
the Political. Princeton, New Jersey: Princeton University Press, pp.120-135.  

Zanders JP (1999). Assessing the risk of chemical and biological weapons prolifera-
tion to terrorists. The Non-Proliferation Review 6(4): 17-34. 

Zmorzynska A, Suk JE, Biederbick W et al. (2011). Unfinished business: efforts to 
define dual-use research of bioterrorism concern. Biosecurity and Bioterrorism: 
Biodefense Strategy, Practice, and Science 9(4): 372-378. 

 



ACTA
UNIVERSITATIS

UPSALIENSIS
UPPSALA

acta Universitatis Upsaliensis 
Digital Comprehensive Summaries of Uppsala Dissertations 
from the Faculty of Medicine 866

Editor: The Dean of the Faculty of Medicine

a doctoral dissertation from the Faculty of Medicine, 
Uppsala University, is usually a summary of a number of 
papers. a few copies of the complete dissertation are kept 
at major Swedish research libraries, while the summary 
alone is distributed internationally through the series Digital 
Comprehensive Summaries of Uppsala Dissertations from 
the Faculty of Medicine. (Prior to January, 2005, the series 
was published under the title “Comprehensive Summaries of 
Uppsala Dissertations from the Faculty of Medicine”.)

Distribution: publications.uu.se 
2013urn:nbn:se:uu:diva-193050


	Abstract
	List of Papers
	Contents
	Abbreviations
	Introduction
	Terms and concepts
	Demarcations

	Aim and research questions
	Methods
	Background
	The concept of dual use
	Biological agents and research of dual use concern
	Synthetic biology – research of future concern?

	Scientific publications of dual use concern
	The biological weapons’ threat
	Availability and access
	Misuses of biology for weapon purposes

	Bioethics: responses to the dual use problem
	Awareness-raising and education
	Codes of conduct


	Responsible conduct in dual use research
	Dual use responsibility
	A responsibility to not impose risks of harm
	A responsibility to be precautious
	Threats and uncertainties
	Taking measures – precaution as an ethical compass

	Responsible dissemination of dual use knowledge
	Evolving the concept of “forbidden knowledge”


	Summary of findings
	Study 1: Taking due care: moral obligations in dual use research
	Study 2: A precautionary principle for dual use research in the life sciences
	Study 3: The ethics of disseminating dual use knowledge
	Study 4: Ethical competence in dual use life science research

	Discussion: Towards an ethic of dual use deliberation
	A communicative approach
	Communicative ethics
	Possible benefits from engaging in dual use deliberation

	Deliberation – a cornerstone of dual use governance
	Ethical competence-building
	Institutionalizing dual use deliberation
	Can an ethic of deliberation promote the self-governance of dual use research?


	Reflections and implications
	Conclusion
	Acknowledgements
	Summary in Swedish – Sammanfattning
	Appendix 1: Selection of codes on dual use responsibility
	Appendix 2: Uppsala Code of Ethics for Scientists (1984)
	References
	acta Universitatis Upsaliensis



