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Abstract

New Cryptographic Key Management for Smart Grid

Filip Šebesta

A smart grid is a simple upgrade of a power grid, which delivers electricity from
suppliers to consumers. It uses two-way digital communication in order to control
appliances at consumers’ households. Such system saves energy, reduces costs and
increases reliability and transparency. It includes smart meters, which enable
communication with the central system. Unlike home energy monitors, smart meters
can gather data for remote reporting.
In spite of the fact that deployment of a smart grid is enormously beneficial, several
security and privacy concerns arise. An attacker could possibly intercept traffic going
to the central system, send commands to the smart meters or inject code into the
backend control system. Security for such systems covers both key management on a
scale involving a large number of credentials and keys, and local cryptographic
processing on the sensors such as encryption and digital signatures. Current practice
for smart meters utilizes several methods for maintaining security, however none of
them is considered to be sufficiently efficient.
In this study, contemporary methods for key management in a smart grid will be
examined and evaluated for one specific scenario. Due to the fact that the current
systems have to operate with a large amount of data, the key factor for this analysis
will be limited space and computation power. Consequently, design of a new
economic key management in combination with efficient cryptography will be
designed.
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Chapter 1: Introduction  

A smart grid (Figure 1) is an enhancement of a common electrical 
network, which delivers electrical energy from suppliers to 
consumers. It is expected to bring plenty of advantages and is 
widely promoted by many governments nowadays. It is supposed to 
provide customers with the advantages of the smart energy demand, 
a concept that is described as a base utility billing based upon 
accurate, time-of-use price signals.  
To illustrate this, users of smart grids can decide to perform certain 
activities, for example washing cloths during the hours when the 
demand of electricity is lower, which reduces the prize and allows 
customers to carefully plan their energy consumption. Other 
benefits of the smart grid include improved reliability, efficiency, 
economy and protection of national security [7] as the enhancement 
is easier to control and monitor.  
The smart grid is based upon an idea of using bi-directional digital 
communication in order to control appliances at consumers’ 
households. Even though this concept is not totally new, the 
communication between the two sides was never carried out to such 
an extent as in case of the smart grid. 
 
Monitoring in the smart grid is attained by installation of a metering 
system which consists of smart meters that communicate with the 
central system. It keeps track of all the electricity flowing in the 
electrical grid. It does not mean that such a mechanism is not in use 
in the ordinary electrical grid, but in case of the smart grid the flow 
of electricity is tracked in far more detail.  
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Figure 1: Smart grid, [34] 

1.1 Description of the problem 
In spite of the fact that deployment of smart grids is enormously 
beneficial, several security and privacy concerns arise. An attacker 
could possibly intercept traffic going to the central system, send 
commands to the smart meters or inject code into the backend 
control system. Security for such systems involves both key 
management on a scale involving a large number of credentials and 
keys, and local cryptographic processing on the sensors such as 
encryption and digital signatures. Current practice for smart meters 
utilizes several methods for maintaining security, however none of 
them is considered to be sufficiently efficient. Above all NISTR 
7628 [2] mentions cryptography and key management as one 
research and development theme for cyber security in the smart 
grid.  

1.2 Contributions 
This study provided two major contributions. The first and initial 
one was the definition of the requirements for optimal key 
management for smart meters currently facing limited space and 
computation power constraints.  
Consequently, the contemporary methods for key management in 
the smart grid were examined and evaluated for one specific 
scenario in order to construct an optimal escrow scheme that meets 
the various smart grid requirements.   
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1.3 Thesis structure 
The thesis is organized as follows. Chapter 2 describes a specific 
scenario, on which the analysis is based and introduces key terms 
and background topics. The following chapter covers the 
requirements for the new key-exchange scheme. Then we will go 
on with comparison of symmetric and asymmetric cryptography in 
order to find the optimal technology for the new design. Chapter 5 
analyzes contemporary systems used for communication between 
the metering devices and the substations. The rest of the work 
focuses on the new key-exchange design and in the last chapter the 
thesis is concluded. 
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Chapter 2: Architecture 

Due to an enormous number of technologies involved in the smart 
grid it is not feasible to conduct the analysis on all possible 
scenarios. The problem of key management was therefore specified 
and consequently examined only for one specific case. The scenario 
chosen for this work was defined as a household or a larger 
building in a municipal area equipped with AC wiring and a 
broadband connection to the Internet.   
The smart metering schema (Figure 2) involves three major entities: 
smart meters, a station controller and a network control center. 
Communication between smart meters and the station controller in 
the home area network is implemented using power line 
communication, which benefits from the availability of AC wiring. 
The TCP/IP stack was chosen as the higher layer communication 
protocol for this scenario. The reason for this is that there is a 
growing trend to use this technology [8] since it provides a common 
protocol for disparate PHY/MAC technologies.  
 

Figure 2: Scenario 
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2.1 Smart meters 
An Intelligent Electronic Device (IED) is a technical term for a 
digital controlling device used in the electric power industry. An 
IED contains sensors delivering necessary data to issue control 
commands. A smart meter (Figure 3) is an electronic device that 
uses two-way communication. It records consumption in intervals 
of an hour or less [1] and sends it regularly to the utility for 
monitoring and billing purposes. In other words, it is an enhanced 
home energy monitor able to gather data for remote reporting in 
short intervals. The most significant advantage is the ability of real-
time monitoring including features such as power outage 
notification and power quality monitoring.  
The major technological problem regarding smart meters is 
communication. The fact that the device has to provide the 
measurements to the station controller in a secure and reliable way 
raises many problems. Another issue is the varying environments in 
which the meters operate. There are many solutions for 
communication including power line communication, Wi-Fi, 
WiMAX, satellite and cell networks technologies. However, we 
will consider only power line communication in this work due to its 
various benefits based on utilization of resources which are already 
in place such as the distribution network and maintenance tools. 

Figure 3: Smart meter, [35] 
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2.2 Power line communication 
Power line communication (PLC) (Figure 4) is a technology for 
carrying data on AC wiring. It can be used for transmission over 
high voltage lines or at lower voltages inside buildings. Every 
power line communication system transmits a modulated signal 
over the wiring system.  
The most widely deployed PLC technology for LAN networking is 
a product from HomePlug Power Alliance [12] called HomePlug 
AV [12]. Other technologies with similar purpose include 
Lonworks™ [13] and G.hn [14, 18]. 
As a number of companies have developed different specifications, 
there has been a demand for one global standard. The ITU-T 
adopted G.hn as a standard for high-frequency power line 
communication. There has been also a working group called IEEE 
1901 to standardize networking over power lines. The final version 
of their standard was approved on 30th of September 2010. The 
power line communication technologies suitable for smart grid will 
be examined further in the chapter 5. 
 

 
Figure 4: Power line communication, [36] 
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2.3 Communication scheme 
Smart meters gather information related to electricity consumption 
and deliver it in a two-way communication to the station controller, 
which communicates with the network control center. Compared to 
the smart meter, the station controller is a more advanced device. It 
is not limited by computational constraints and is capable of 
securing the communication with the network control center by 
using TLS [6] which is now the standard for protecting 
communications between these entities. The home area network 
including smart meters and the station controller is also protected 
by a firewall.  
Even though this work covers only one particular scenario, the 
results can be used as a base for further research for different 
scenarios. The differences and problems, which may be 
encountered in diverse environments, will be discussed later in this 
work as well. 
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Chapter 3: Requirements for the new key 
exchange scheme 

To be able to suggest improvements in contemporary key exchange 
schemes, not only computational constraints, but also other, not less 
important requirements have to be considered. Therefore, in this 
chapter, we will identify relevant requirements and explain why 
they should be considered in order to design an optimal key 
exchange scheme for the smart grid. 

3.1 Computational constraints 
As mentioned in the introduction, coping with computational 
constraints is the main challenge for the new key exchange scheme. 
It is important to take into consideration that the use of 
cryptography has high CPU needs for mathematical calculations. 
Even though it is feasible to implement cryptographic processing in 
peripheral hardware, existing implementations of smart meters are 
typically not equipped with sufficient digital hardware to perform 
cryptography or other security functions [2]. When evaluating 
contemporary solutions for the security of smart metering, the 
consideration of these constraints is therefore absolutely crucial. 

3.2 Emergency operations 
The system may also be required to restore its security after an 
unexpected event causing a power outage. When this happens, 
external authentication services might not be available. For this 
reason, research on a secure key management supporting bypass 
means is highly demanded [2]. Moreover, the research should aim 
at a new key management system, which should be as independent 
on the central authentication service as possible and still provide a 
high level of security.  
 

 



 20 

3.3 Security 
High level of information security is without any doubt one of the 
key factors when evaluating a cryptosystem. The key scheme has to 
ensure a secure mechanism to deliver the initial key to the smart 
meters as well as its update and revocation. It is therefore 
absolutely crucial to identify fundamental criteria related to 
information security in order to achieve their sufficient fulfillment. 

3.3.1 The CIA triad and other security issues 
The so-called CIA triad belongs without any doubt to the core 
principles of information security [32] and therefore ought to be 
considered whenever the security of a system is an issue. The C 
stands for confidentiality, I for integrity and A for availability. The 
International Organization for Standardization (ISO) defines 
confidentiality in ISO-17799 [4] as a concept ensuring that 
information is accessible only to those authorized to have access. In 
other words, confidential information cannot be disclosed to 
unauthorized entities. 
The second component in the CIA triad refers to integrity. This 
concept simply ensures that data is never corrupted through 
unauthorized modification caused by malicious activities or 
failures.  
Finally, the last letter of the acronym stands for availability, which 
means that that information should be accessible for users when 
needed [4]. In other words, the system must be working properly 
whenever it is demanded.  
Other important aspects are authentication and non-repudiation. 
Authentication is the process of determining whether an entity is, 
who or what it claims to be [30]. To be properly authenticated, the 
entity must provide necessary credentials. First, to be authenticated 
the entity provides its identification such as username and in the 
second step also a second piece of the credential set – a secret key. 
This could be a password, cryptographic key, token etc. These 
items are then compared to the information stored about this user 
and if they match, the subject is authenticated. 
Non-repudiation is a security service ensuring that the sender and 
the recipient of data cannot deny the participation in the 
communication. In digital settings it is usually obtained through 
encryption and digital signatures providing the evidence for the 
participation. 
The CIA triad together with authentication and non-repudiation are 
the core principles of information security [30]. These principles 
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are used as key concepts in protecting data and systems from 
unauthorized access, unauthorized modification and unauthorized 
withholding of data or information. These security requirements are 
crucial for all kind of computer networks including home area 
networks, in order for them to have secure communication [30]. 
Therefore, all the aspects of CIA triad will be considered when 
evaluating both contemporary and the new key exchange scheme 
throughout this work.  

3.3.2 Security vs. Usability 
Good quality design should bring optimal ratio between security 
and usability [2] as there is a natural trade-off between them. Even 
though the security level of the system is our prime objective, it 
should not interfere with usability. 
 The NIST’s specification for the smart grid [2] provides several 
issues needed to be overcome. Most of all, the security must be 
self-configuring [2]. This means that a sufficient level of security 
should be attained without requiring deep knowledge of security 
and concepts that are not familiar to normal users should be hidden. 
The current solutions [6], however, lack this characteristic which 
makes it one of the key design considerations for the future 
enhancements. Ideally, the future users of the smart grid should be 
able to operate its basic components without any issues so that an 
attacker cannot easily trick them. 

3.3.3 Physical Protection 
Due to the fact that the metering system can be found in different 
organizational domains (school, household, etc.) it is crucial to be 
aware of physical security issues. It is necessary to take into 
account that the number of people who can have direct access to 
IEDs is higher in large organizational domains than in an average 
household. Also, in smaller organizational domains it is expected 
that gaining access to the metering system for malicious intruders is 
much more difficult. Generally, we have to consider the possibility 
of getting physical access to the metering system by unauthorized 
entities.  
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3.3.4 Encryption and key management issues 

“Where meters contain cryptographic keys for authentication, encryption, or 
other cryptographic operations, a key management scheme must provide for 
adequate protection of cryptographic materials, as well as sufficient key 
diversity. That is, a meter, collector, or other power system device should not be 
subject to a break-once break-everywhere scenario, due to the use of one secret 
key or a common credential across the entire infrastructure.”[2] 

In many networking standards, all communications are encrypted 
with the same key. It implies that if an attacker with malicious 
intentions corrupts a single device, he/she is able to eavesdrop all 
communication between nodes in network. 
Therefore, each device should have unique key material such that 
compromise of one device does not impact the security of other 
devices. The key management system should also support an 
appropriate rekeying and revocation [2]. Rekeying is the process of 
changing the encryption key after a predetermined period of time or 
amount of data encrypted by the key. This is done in order to limit 
the data encrypted by the same key, which positively impacts the 
security of the data. However, if the key is compromised or lost it 
needs to be removed from service earlier. And this is done during 
the process called key revocation. 
Now that the requirements were defined, we can continue further 
with examining various cryptographic techniques. Usage of each of 
them has different implications. Therefore, it is enormously 
important to choose the most suitable one when designing a new 
key exchange scheme. 
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Chapter 4: Symmetric vs. asymmetric 
cryptography  

Cryptography is a study of techniques used to secure 
communication and is related to aspects such as confidentiality, 
integrity and authentication of data and systems we described 
earlier. There are two major concepts in cryptography, which will 
be covered in this chapter: asymmetric key cryptography and 
symmetric key cryptography. Both have different pros and cons. 
The goal of this chapter is to identify the method that meets the 
requirements described in the chapter 3 best in order to be used for 
the design of the key exchange scheme. 

4.1 Asymmetric cryptography 
Asymmetric cryptography is sometimes referred as public key 
cryptography, because some of these algorithms use public/private 
key pairs. The private key is known only by its owner while the 
public key is known to everyone. The keys are related so that what 
one key encrypts, only the complementary counterpart can decrypt. 
Public key cryptography algorithms work in such a way that it is 
computationally very simple to generate the public key from the 
private one but in case of sufficient key length the reverse process 
should be infeasible.  
To perform a secure conversation using public key cryptography, 
(Figure 5) the initializing party - the sender encrypts the message 
using the receiver’s public key. As mentioned above, only the 
private key can decrypt the message encrypted by the public key 
and since the private key is only known to the owner (in this case 
the receiver), he is the only one who can read the message. This 
concept ensures secure conversation between two parties using 
public key cryptography as it achieves confidentiality of the 
message.  
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4.1.1 Digital signatures 
In public key cryptosystems digital signatures, very specific 
sequences of data attached to documents, ensure the integrity and 
authenticity of the messages.  
Signing a document always consists of the following steps. First, 
during a process called hashing a fixed-size bit string called a 
message digest or simply a hash is produced by a hash function 
from a varied-size message. The message digest depends on the 
original message and has specific properties. Since the hash 
function producing the message digest is a deterministic function, 
applied on the same message, it produces exactly the same hash 
value and every modification of the message changes the result. It 
is also easy to compute the hash value for a given message but 
ideally infeasible to generate a message that has a given hash and to 
find two different messages that produce the same hash.  
These properties ensure that a malicious entity cannot modify the 
input data without changing its hash value. The message digest 
encrypted with the sender’s private key produces the digital 
signature, which is appended to a document. If an entity wants to 
verify the authenticity of the signature, it simply decrypts the 
signature with the public key.  Then it compares the message digest 
of the message with the decrypted message digest in the signature. 
If the message digests are identical, the signed data has not been 
changed. 

 

Figure 5: A conversation using public key cryptography, 
[37] 
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4.1.2 Digital certificates and PKI 
A digital certificate is a document that certifies a particular public 
key, owned by a certain user. Certification is done by a third party 
called certification authority (CA) which signs certificates and 
ensures revocation of the entities which are not trusted anymore. 
A Public Key Infrastructure (PKI) is a security architecture, which 
provides distribution and revocation of digital certificates [5]. 
Within a PKI each entity has a key pair containing a public and a 
private key. The public key is distributed to other entities while the 
private one is kept secret. 

 
 

  
Figure 6: Digital signature, [37] 
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4.2 Symmetric Cryptography 
Unlike public-key cryptography, symmetric cryptography (Figure 
7) utilizes only one key that is used for both encryption and 
decryption of the secret message. 
There are two types of symmetric algorithms: stream ciphers and 
block ciphers. The difference between these two is that stream 
ciphers encrypt each digit (usually a bit) separately and block 
ciphers encrypt a number of bits called a block. The size of the 
block is specified depending on the algorithm used.  
Conversation between two sides using symmetric cryptography is 
very simple. The sender encrypts the message with the particular 
encryption algorithm using a previously negotiated key. After 
arrival of the message, the receiver applies the decryption 
procedure using the same secret key as the sender.  

The secret key, however, can be unveiled in two possible ways: 
using brute force or discovering the key during the initial key 
agreement [30]. To mitigate the risk caused by the first mentioned, 
we have to make sure that the effort required to break the key is 
beyond the ability of any attacker. This is achieved when the key is 
sufficiently long. 
Performing a secure initial key agreement, however, is a more 
challenging problem. This is possible only if both sides involved in 
the key exchange possess a shared secret code. The problem of key 
exchange between two previously unknown users in a secure way 
still remains unresolved. 

Figure 7: Symmetric cryptography, [37] 
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4.3 A comparison between symmetric and 
asymmetric key algorithms 
In order to find the most suitable algorithm for the given scenario, 
the advantages and disadvantages of symmetric and asymmetric 
key algorithms have to be taken into consideration. Even though the 
key factor for the comparison is computational cost as defined in 
the requirements chapter, it is also necessary to consider and point 
out the security pitfalls regarding each technique. These include 
issues related to the key exchange and its life span.   

4.3.1 Initial comparison  
It is well known that symmetric key algorithms provide protection 
with less computational cost than asymmetric key schemes [30]. 
(Figure 8) They are also more efficient as they require less 
computational time. Symmetric key algorithms, however, have 
shorter life span [30] as it requires less time to unveil the key value 
using brute-forcing techniques [30]. Key exchange is also more 
problematic since secure key delivery requires having a secure 
channel prior the exchange. [30]. 

 
The following table simply compares the two. 
 
 

Algorithms Security Cost Time 

Symmetric Lower Lower Faster 

Asymmetric Higher Higher Slower 

Figure 9: Cryptography techniques comparison 

 

Figure 8: Computational requirements, [37] 
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To better illustrate the difference in computational requirements, 
which is apparently in our case the key factor, we can compare the 
lengths of the keys for particular algorithms with similar level of 
security. The following table shows the equivalent key lengths for 
symmetric key algorithms and two types of asymmetric: elliptic 
curve cryptography (ECC) and RSA, each row with approximately 
the same level of security. 
 
 
 

Symmetric cryptography ECC RSA 

48 b 96 b 480 b 

56 b 112 b 640 b 

80 b 160 b 1248 b 

112 b 224 b 2048 b 

128 b 256 b 3248 b 

256 b 512 b 15424 b 

Figure 10: Key lengths with approximately the same level security 
for different cryptographic techniques 

Given the requirements for the new key exchange, especially the 
computational constraints, it appears that using symmetric key 
cryptography is preferable as it provides the same level of security 
with shorter key lengths. However, it brings several issues, which 
will be discussed later on.  

4.3.2 Challenges related to symmetric cryptography 
The most important design aspects in symmetric key management 
are key generation, distribution, protection and update. The 
generation and distribution of a symmetric key can be done in two 
different ways: locally and remotely. Local generation of symmetric 
keys usually involves Diffie-Hellman algorithm [2] used for key 
exchange. By using this procedure the parties involved in the 
process must share a secret key prior to the secure key exchange. 
Diffie-Hellman key distribution will be discussed in detail later in 
this work. 
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Remote generation, on the other hand, takes place at a single 
facility which is not physically connected to the end device and thus 
is obviously more suitable for devices with limitations in 
computational power and physical memory. In this scenario, the 
key is generated by one entity and then transported to the end points 
using various methods. These methods include preplaced keys and 
electronic distribution. 
In the first method, the key is installed on the device prior to use of 
the key. This can be done either during the manufacturing process 
or during the installation of the device. Electronically distributed 
keys on the other hand are transported over the network to the end 
device. Therefore, they have to be protected by means of 
encryption.  
Key update is necessary to perform in case the key was 
compromised. If that occurs, it is important to possibly change the 
key without interruption of the communication between the end 
points [2]. If the key expires, another key have to be available to not 
delay the communication [2].  
Now that we demonstrated that symmetric cryptography is the most 
suitable technique for our scenario as it meets our primary criteria, 
we can move along with the analysis of contemporary PLC 
technology used in the smart grid.  
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Chapter 5: Existing technology 

NIST established a group to recommend existing power line 
communication standards compatible with the smart grid. The 
group recommended three main broadband PLC technologies [3]: 
HomePlug AV / IEEE1901, ITU-T G.hn technologies and 
ANSI/CEA 709.2 (Lonworks™) In this section, these technologies 
will be examined and compared in order to find security threats that 
should be in the future innovations. 

5.1 HomePlug AV 
HomePlug AV utilizes symmetric-key cryptography, namely the 
Advanced Encryption Standard (AES) key algorithm [7] and the 
simplest symmetric-key protocol in Cipher Block Changing mode 
(CBC) [26]. When used for smart metering technology in a 
HomePlug network [24], it operates with an ignition key m [6], 
which is printed at time of manufacture on a smart meter and is 
128-bit long. When the device is connected to the HomePlug 
network, the person responsible for its installation enters the 
ignition key. Then a new key distribution initiates. Its purpose is to 
obtain a key that is used for authentication of communications with 
station controller and other IEDs. The algorithm is described below. 

5.1.1 Key distribution and authentication 
Step 1: 

 
I→C: {Y, N}m 

 
At the beginning, the IED I, where Y stands for an identifier of an 
IED, sends a join request to the station controller. It is accompanied 
with a random challenge N and encrypted using the key m. The 
random challenge ensures that it is possible to check that the 
response is not a replay.  
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Step 2:  

 
C→I: {N, Y, KY, KN}m 

 
Upon the decryption of the message, the station controller sends a 
message including the initial random challenge N, the device serial 
number Y, the device key KY and the network key KN, which is 
currently in use. Once again, the message is encrypted by the 
ignition key m ensuring confidentiality and integrity. The purpose 
of this message is to transfer the key KN to the requesting IED. 
 
 
 

Step 3: 
 

I→C: {N}KN 
 
In the last phase, the receipt of the last message is confirmed by 
sending the random challenge N encrypted by the KN. The key KN 
is then used for authentication of communications with the station 
controller and other IEDs. 
 

5.1.2 Key update and revocation 
When the keys need to be updated, the following steps are taken.  

 
Step 1: 

 
C→I: {Y, N, KN’}KY 

 
The station controller C sends the IED its unique identifier Y, key 
KN and a random nonce N encrypted by the device key KY. 
 
 

Step 2: 
 

I→C: {N}KN’ 

 
Returning the random challenge N encrypted by the new KN to the 
station the controller C confirms the receipt. 
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Step 3: 
 

C→I1: {Y1, N, KN’}KY1 

C→I2: {Y2, N, KN’}KY2 

… 
C→In: {Yn, N, KN’}Kyn 

 
In the end the controller C sends the new KN to every IED  
 

 
Revocation of the key involves the same procedure as in the case of 
a key update.  

5.1.3 Suggested simplification 
Recent research in this area suggest following simplifications [6]: 
The first is omission of the unique key KY: 
 
Key distribution: 
 
 

I→C: {Y, N}m 

C→I: {N, Y, KN}m 

I→C: {N}KN 

 
Key update:  
 
 

C→I: {Y, N, KN’}m 

I→C: {N}KN’ 

 
 
This consequently simplifies the key management as the controller 
and the IEDs need not store the KY keys. However, the key 
management scheme is subject to a break-once break-everywhere 
scenario which is not desirable [6]. 
 

 
The second is omission of the ignition key m. This can be done on-
ly if we assume that the IED is initialized in an environment se-
cured by a firewall [6].  
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I→C: Y 
C→I: KY, {N, KN}KY 

I→C: {N}KN 

 
The advantage is that the person installing the IED does not need to 
enter the ignition key and therefore enhances the usability of the 
solution. On the other hand, it brings plenty of security threats. This 
is due to the fact that we cannot always expect the IED to be 
installed in a secure environment by a trustworthy person. The key 
values might be then exposed to a potential attacker exploiting a 
compromised device present on the network. 
 
On balance, these simplifications contradict our requirements as 
each device should have unique key material such that compromise 
of one device does not impact other devices. Also, we cannot rely 
on IEDs being operated in a completely secured environment since 
the possibility of getting physical access to the metering system by 
unauthorized entities always exists. Therefore, these simplifications 
will not be considered when designing a new key exchange scheme. 

5.2 G.hn 
G.hn is an international standard for home networking solutions 
over all existing wires. Unlike HomePlug AV it makes possible to 
communicate over coaxial cables and phone lines as well as power 
lines. G.hn recommendation is composed of three core components 
[16]: 

 
• ITU Recommendation G.9960 – Physical Layer 
• Recommendation G.9961 – Data Link Layer 
•     Recommendation G.8872 – Coexistence Protocol 

 
To encrypt the traffic it uses unique point-to-point 128b length AES 
keys. G.hn defines an authentication procedure that uses Diffie 
Hellman algorithm and Cipher Block Chaining-Message 
Authentication Code algorithm (CCM) [15]. Using Message 
Authentication Codes (MAC) for each data frame ensures integrity 
of the messages [17]. 

5.2.1 Key distribution and authentication 
The mechanism for key distribution is based on ITU 
Recommendation X.1035. [16, 17, 19] which provides guidance on 
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the selection of parameters for Diffie-Hellman key exchange and 
description of the password-authenticated key exchanged protocol 
(PAK).  

5.2.2 Diffie-Hellman key exchange 
Diffie-Hellman [28] is a method of exchanging keys over an 
insecure communication channel in order to encrypt communication 
using a symmetric key. It relies on the discrete logarithm problem 
[33]. 
The original implementation of the protocol uses a multiplicative 
group of integers modulo p, where p is a prime number and g is an 
integer less than p. For every number n between 1 and p-1 
inclusive, there is a power k of g such that n=gk mod p [F]. 
To illustrate the process of key exchange (Figure 11), suppose there 
are two entities Alice and Bob who want to agree on a shared key 
using this algorithm. They proceed as follows: At the beginning, 
Alice and Bob exchange two prime numbers p and g. Then Alice 
generates a random number XA and Bob generates a random 
number XB, which are used to derive their public values to 
exchange. Alice’s private number YA=GXa (mod p) and Bob’s 
private number YB=GXb (mod p). Finally, Alice computes her secret 
key k = YB

Xa (mod p) and Bob’s k = YA
Xa (mod p). Now they both 

have a shared key k as YB
Xa (mod p) and YA

Xa (mod p) are power 
associative. 

 

 
Figure 11: Diffie-Hellman key exchange, [38] 

The above-described key exchange, however, is vulnerable to a 
man-in the middle attack [29]. To perform this attack, an 
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eavesdropper Eve intercepts Alice’s public value and uses her own 
value, which is sent to Bob. When Bob sends his own private value, 
Eve swaps it with her own key and resends it to Alice. After this, 
there are two shared secrets: one between Alice and Eve and the 
other one between Eve and Bob. Therefore, Eve is able to decrypt 
all communication between Alice and Bob who falsely believe they 
communicate with each other.  
The Diffie-Hellman key exchange is vulnerable to man-in-the-
middle attack, but there are solutions to cope with this problem 
[31]. Some of them rely on public key cryptography while others 
rely on shared secrets.  

5.2.3 Password-authenticated key agreement  
PAK is a method to establish cryptographic keys among entities, 
which share a secret password. 
At the beginning, party A selects a secret exponent Ra and computes 
gRa mod p. Also party B selects a secret exponent Rb and computes 
gRb mod p. Then they proceed as follows: 
 

Figure 12: Password-authenticated key agreement, [19] 

If any of these computations fails, the protocol stops, otherwise 
party A and B have established a key and authenticated each other. 
Regarding the key exchange ITU Recommendation X.1035, it 
provides following recommendations [19]: 
 
• Due to the fact than an attacker might send bogus p and g 

values, only previously agreed p and g values should be used. 
• In case of short exponents are used for values Ra and Rb, they 

should have minimum size of 384b. 
• The random functions H1 and H2 should have output 1156b. 
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Compared to the simple Diffie-Hellman key exchange PAK has 
following advantages:  

 
• Avoids the man-in-the-middle attack 
• Provides mutual authentication 
•     Provides strong key exchange with week passwords 

5.3 LonWorks 
The last PLC technology covered in this work is Lonworks. It is a 
technology platform for networking over various media made in 
order to address the needs of control applications. It is built on 
LonTalk protocol created by Echelon Corporation [22]. LonTalk 
protocol was accepted as a standard for control networking 
ANSI/CEA 709.1-B and the communications protocol, twisted pair 
signaling technology, power line signaling technology, and Internet 
Protocol (IP) compatibility as the standard ISO/IEC 14908.  

5.3.1 Authentication  
The protocol does not implement any data encryption. 
Authentication (Figure 13), however, is implemented. The parties 
involved in the process have to share a password prior the 
authentication, which is done by distribution of 48b keys at the time 
of installation [21]. 
In the first step, a random 64b challenge is sent to the node 
requiring authentication. When the challenge is received, both 
nodes perform transformation on the challenge so that the sender 
uses the authentication key and the data from the original packet. 
The receiver then compares the reply to the challenge with its own 
transformation. If both match the message is authenticated.  
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5.4 Overall evaluation 
Now that we have undertaken a comparative study of HomePlug 
AV, G.hn and Loneworks, we should be able to choose the most 
suitable contemporary technology applicable to the defined 
scenario. 
Three different technologies were covered in this section. Each of 
them uses different approaches and techniques to ensure its 
security. The following tables briefly summarize the key points of 
each technology.    

 
 

Technology Medium Cryptography 
method 

Encryption Algorithm 

HomePlug 
AV 

PLC Symmetric yes AES 

G.hn PLC, coax, 
phone 

Symmetric yes AES 

Loneworks Various media - no - 

Figure 14: PLC technologies summary 

 

Figure 13: LonTalk authentication, [23] 
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Technology Authentication Key exchange 
method 

Key length 

HomePlug 
AV 

yes Remote/ preplaced 
keys 

128b 

G.hn yes Local generation / 
PAK (Diffie-Hellman) 

128b 

Loneworks yes Remote/preplaced 
keys 

48b 

Figure 15: PLC technologies summary 2 

 
In terms of computational requirements, it is very beneficial that 
HomePlug AV and G.hn use symmetric cryptography. However, 
G.hn applies local generation of keys, which consumes more 
computational resources. Both HomePlug AV and Loneworks use 
preplaced keys, but Loneworks does not secure the traffic with 
cryptography of any kind.  
Contemporary research [6] claims that cryptographic protection 
within the substation area is not necessary since it only increases 
the cost of recovering from incidents and the additional security if 
needed can be provided by means of COTS VPN products, This is, 
however, still debatable as enough research on this matter have not 
been carried out.   
To sum up, HomePlug AV provides sufficient security with low 
computational requirements. It is without any doubt the most 
suitable contemporary technology applicable for our scenario.  On 
the other hand, it cannot serve in environments requiring different 
communication media than power line communication for which 
G.Hn and Loneworks are designed.  
Due to the fact that HomePlug AV fits best to our requirements, we 
will examine its security threats in the next chapter and eventually 
suggest improvements or considerations related to this technology. 
The main reason for this decision is that the standard is from the 
technological point of view closest to an optimal solution and can 
be therefore easily modified in order to fulfill other requirements 
stated in the chapter 3.  
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Chapter 6: New Design 

Until now we have scrutinized the contemporary technology. We 
know its strengths and weaknesses and which of the three standards 
fulfills the most of the requirements stated the chapter 3. Yet it is 
not known how this information can be leveraged in order to find a 
better key exchange scheme applicable for our scenario. And this 
should be answered in this chapter.  
Precise identification of the threats related to HomePlug AV, the 
technology we have chosen as a point of reference, is absolutely 
crucial. By knowing the threats we are able to suggest necessary 
changes in order to avoid or at least mitigate the security 
weaknesses which have not been addressed in the contemporary 
technology. Therefore, we will begin with classification of these 
threats following by description of several scenarios of exploitation. 
Consecutive identification of the points of improvements will then 
enable us to propose and evaluate new enhancements. 

6.1 Threats 
In our scenario, we can divide threats into three major groups: 
direct access threats, remote access threats and failures and 
naturally occurring threats. Even though these three groups cannot 
cover all kinds of security issues related to smart metering 
technology, they include both the most likely and the most severe 
threats.    

6.1.1 Direct access threats 
Directs access threats comprise all malicious activities caused by 
intruders who have physical access to the metering system. These 
intruders might come from different environments and with 
different intentions. In worst case they are members of maintenance 
staff [6]. These people get physical access easily and know the 
technology very well. Vandals, people looking for profit by doing 
malicious activities and customers themselves should be also 
considered.  
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Every IED has a maintenance port for physical connection. There 
are two possible malicious activities, which can be done by 
accessing the port: key extraction and infection by malicious 
software [6]. To avoid key extraction a vendor of IED might equip 
the device with tamper-resistant crypto chips [6]. As it obviously 
raises the cost of the smart meter, it has to be considered whether 
the chip tampering is appropriate in given situation depending upon 
the level of protection of such a device.  In this case, the 
environment in which the meter is installed and the sensitivity of 
the data protected by the device have to be taken into account.  
Infection by malicious software is a much bigger threat. Generally, 
we have to rely on a firewall and proper forensics investigation. 
Using a proper firewall policy is therefore a must, which cannot be 
neglected [6].  
The use of smart meters also introduces the threat of alteration [27] 
performed by customers stealing utility-provided resources. 
Safeguards alerting utilities to physical tamper solve part of this 
issue. However, cryptography is also a tool which role should be 
definitely considered as well. 

6.1.2 Remote access threats 
Remote access attacks might be aimed at substations, smart meters 
and also NCC as all of them store sensitive information and are 
remotely accessible. As the system communicates over the Internet, 
attacks can come from everywhere. They are mostly performed by 
hackers, a relatively small group of the society, skilled enough to 
significantly harm the systems. Unfortunately, encryption of 
communication between smart meters cannot fully prevent remote 
attacks as the most likely attacks are zero-day exploits on firewalls 
and spearphishing attacks that use social engineering to trick 
employees to install malware on critical machines [6].  

6.1.3 Failures and naturally occurring threats 
The last major group of threats is failures and naturally occuring 
threats. There are many componenents in the metering system 
which can fail. The substation is in the center of attention as it 
stores the key material. If it fails IEDs would not take any 
commands form the controller [6]. Key backup is a way to mitigate 
this threat, however we have to take into consideration that 
cryptography becomes another component, which can fail. Thus, 
we should provide for resilience through mechanisms for 
redundancy, backup, recovery and so on [6]. Usage of cryptography 
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to mitigate these threats is therefore very limited and we cannot 
solve any of these issues with another approach to the key 
exchange.  

6.2 Compromising scenarios 
 

Now that we identified the key security issues related to the smart 
grid, we can elaborate more on potential scenarios where the threats 
might be exploited. As mentioned in the previous section, not every 
threat is possible to mitigate with cryptography. Failures and 
naturally occurring threats should be mitigated with backup and 
remote access threats are also hard to prevent using cryptography 
[6]. Therefore, we will focus on direct access threats.   
We identified two scenarios where the contemporary approach fails 
and could be possibly tackled with better key-exchange scheme: 

6.2.1 Scenario 1: Malicious maintenance staff member 
As mentioned in the section 6.1.1, the intruders might be members 
of the maintenance staff. If one of these people wants to install a 
rogue smart meter to a customer’s station controller, there is no 
countermeasure to stop him. The customer might happen then pay 
the electricity consumption of somebody else or the information 
about his/her consumption habits might be revealed.  
With the original approach a member of maintenance staff just 
needs to insert the ignition key to the substation and initiate the key 
exchange. The biggest vulnerability related to this approach is that 
it only relies on the maintenance staff, which is responsible for 
entering the ignition key before the authentication begins [6].  
The question here is, should a member of maintenances staff be 
responsible for entering the ignition key or are there any other ways 
to provide the key? If so, it would be very beneficial for the overall 
security level if it was not dependent only on one person who might 
easily be an adversary.  

6.2.2 Scenario 2: Customer with malicious intentions 
A customer can also without many obstacles plug a non-standard 
IED which for instance sends forged information about the 
consumption. Again, the only thing the customer is required to do is 
to insert the ignition key to the substation and initiate key exchange. 
This approach makes possible to plug non-approved devices to the 
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whole system. This is possible due to the fact that in the initial 
phase of key exchange, the ignition key is merely compared to the 
key stored in the substation and no additional verification is in 
place. To mitigate this issue, the ignition key has to be verified by 
an entity that is not accessible by the customer, which is the NCC.  

6.3 New key exchange scheme 
Now that we have identified key security issues related to the 
HomePug AV, which could be addressed by a better approach to 
key exchange, we can design a new key exchange scheme.  
As a base for the new scheme we use the same algorithm as in the 
standard HomePlug AV with several design modifications in order 
to mitigate the threats mentioned above.  
 
As stated in the chapter 5, the new key scheme has to ensure 
following mechanisms: 

 
• distribution of the key 
• update of the key 
• revocation of the key 

6.3.1 Key distribution and authentication 
Step 1: 
 

I→C: {{N, Y}m , SID } 

 
When a member of maintenance staff installs a new IED, it sends a 
message to the substation controller including a random nonce N 
and a join request Y encrypted by the ignition key m. In this case, 
the key is not printed on the packaging but stored in the tamper-
resistant chip instead. This is because we do not want anybody with 
access to the meter to know the key. A unique smart meter 
identification number SID is also attached to the message 
unencrypted.  

 

Step 2:  
 

C→N: {{N, Y}m , SID } 
 
When the substation controller receives the request, it resends the 
message to the NCC over a secure TLS channel. 
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Step 3:  
 

N→C: { M} 
 
When the NCC receives the message from the controller it looks up 
a database which stores ignition keys for every serial number SID 
approved to be used in the smart grid and returns the record related 
to the Y. Then it sends a message back to the controller including 
the appropriate ignition key m. Again, everything is send over the 
secure TLS channel. NCC also keeps track on which smart meter is 
related to a particular customer.  
  
 
 
Step 4: 
 

C→I: {N, KN, KY} m 

 
When the controller holds the ignition key, it can decrypt the initial 
request received from the smart meter. After the decryption of the 
message the substation controller sends another message to the 
smart meter including the random challenge N, a new network key 
KN and a device key KY. The message is encrypted by the ignition 
key m.  
 

 

C→N: {{SID, KY}} 

 

The controller also resends the newly generated key KY and serial 
number SID to the NCC so it can update its database. Everything is 
communicated over the secure channel.  
 

 

 

Step 5: 
 

I→C: {N}KN 

 
The smart meter confirms the receipt by sending random challenge 
N encrypted by KN. KN is then used for authentication of 
communications with both station controller and other IEDs. 
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6.3.2 Key update and revocation 
Step 1:  
 

C→I: {Y, N, KN’}KY 

 
The station controller sends a new network key and random nonce 
encrypted by KY to the IED. 
 
Step 2: 
 

I→C: {N}KN’ 

 
Receipt is confirmed by returning N encrypted by the new KY. 
 
 

Step 3: 
 

C→I1: {Y1, N, KN’}KY1 

C→I2: {Y2, N, KN’}KY2 

… 
C→In: {Yn, N, KN’}Kyn 

 
Controller sends the new KN’ to every IED. 
 

 
Revocation of the key involves the same procedure as in the case of 
a key update.  

6.4 Advantages and disadvantages of the new 
scheme 
The new approach to key exchange combines symmetric and 
asymmetric cryptography in order to fulfill both security 
requirements on one side and computational constraints on the other 
side. It provides a robust and also relatively simple solution to the 
problem, which smart metering technology faces nowadays.  The 
main advantages of the proposed scheme are that: 
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• Ignition keys cannot be easily stolen during manufacturing and 
transportation of IEDs as they are not printed on their packag-
ing. 

• Maintenance staff does not know the ignition keys either and 
therefore the overall security does not rely on a single person. 

• Keeping track of approved devices by the NCC provides better 
accountability and also makes plugging altered smart meters 
more complicated.  

 
Although the new scheme brings plenty of positive aspects, we 
should be aware of disadvantages as well. They include: 

 
• The security of the whole system relies on a single point of 

failure, which is the NCC. 
• The scheme relies on a tamper-resistant technology, which is 

more costly [6]. 
• The solution brings additional cost especially related to the 

maintenance of database inside NCC. 
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Chapter 7: Conclusions 

Smart grid technology has enormous potential. However, the more 
advanced the technology becomes the more vulnerabilities it 
contains. The secure exchange of cryptographic keys within the 
smart grid has previously been identified as one of the system’s 
weakest points. This is because the metering devices presently 
employed in smart grids face computational constraints and as of 
today an optimal solution for distributing their limited 
computational capacity between the requirements of security and 
functionality has not been found. 
In order to address this challenge we defined a specific scenario 
using power line communication as the primary communication 
medium for a theoretical metering system and described the optimal 
attributes of a new cryptographic key management scheme. From 
there we scrutinized the means of cryptography and demonstrated 
that the metering devices clearly do not have sufficient 
computational capacity to fulfill their function while utilizing the 
ideal form of encryption, asymmetric cryptography. With 
asymmetric cryptography ruled out, we went on to examine other 
contemporary technologies which might be relevant to the scenario, 
in order to determine which method of cryptographic key 
management, given the limited capacity of the metering devices, 
came closest to reaching the optimal attributes we had already 
defined. 
We undertook a comparative study of HomePlug AV, G.hn and 
Loneworks from which the first two allow for the use of symmetric 
cryptography that has been shown to be the best option when 
working with a system which faces computational constraints. We 
found that HomePlug AV’s technology was able to provide 
cryptography with lower computational requirements than G.hn and 
moreover it was able to generate keys at a lower price. There is no 
doubt that HomePlug AV is the most suitable contemporary 
technology applicable to the defined scenario. However, it is 
limited as it only functions in environments which are able to utilize 
power line communication. In other environments G.Hn and/or 
Loneworks would be more suitable. 
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Once the cursory examination had revealed HomePlug AV to be the 
best solution, we went on to test it further in order to identify any 
vulnerability in the system and come up with suggestions for 
improvements. We identified two specific scenarios in which the 
contemporary HomePlug AV approach failed and determined that 
these flaws could be addressed by implementing an improved key 
exchange scheme. Consequently, we defined a new scheme based 
on the one used in HomePlug AV, with several design 
modifications. They include relocation of ignition keys verification 
to the NCC so that the keys are not known to members of 
maintenance staff nor to users. 
The new key exchange scheme provides a robust and also relatively 
simple solution to the problem faced by smart metering technology. 
This is mainly because it does not rely on one entity, which might 
be easily compromised. Moreover, it also offers better 
accountability. 
In conclusion, as long as the computational constraints for smart 
meters persist symmetric cryptography is the best option available 
for securing smart meter networks within substations. However, 
changes in the authentication scheme such as the one suggested in 
this work may mitigate some of the current threats. Nevertheless, 
due to the nature of the technology, using cryptography cannot 
reduce all of the current security issues. Therefore, we must always 
keep in mind that additional countermeasures should be provided 
by other security practices. 
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