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ABSTRACT 

 
Injection attack is the most critical website security risk, and SQL-injection attack is the most 

reported injection attack on websites. This thesis strives to find an answer of why SQL-

injections still remain as one of the most common website vulnerabilities. A questionnaire 

was conducted where companies and organizations answered several questions about their 

awareness, experience and knowledge of SQL-injections. After statistical analysis, results was 

found that indicate that there are many reasons behind SQL-injection vulnerabilities, for 

example many companies and organizations begins to sanitize input data after the attack, and 

others don’t know what SQL-injection is. This thesis will also contribute to the general 

awareness of SQL-injections; a wake-up call for developers, professors, researchers and 

students that are designing and programming databases and websites. 

 

Keywords: SQL-Injection, SQL-Injection attack, SQL, IT-Security, IS-

Security, Database, Database Management System, Website, Information 

security 

 

 
  



 

 

ACKNOWLEDGEMENT 

 
This bachelor thesis was written at Uppsala University, with the course coordinator Franck 

Tetard, who has been very helpful during the research. 

 

The conduction of this study would not have been possible without the contribution from all 

companies and organizations that participated in the questionnaire. You know who you are. 

We would also like to thank our thesis advisor Jan-Olof Andersson, Chief Security Officer at 

the National Police Board in Sweden, for his opinions and thoughts all along the way. 

 

Furthermore we want to thank opponents, as well as our supervisor Fredrik Bengtsson for 

guidance during the work with this bachelor thesis.  

  



 

 

TABLE OF CONTENTS 
 

1 Introduction ........................................................................................................................ 1 

1.1 Background .................................................................................................................. 1 

1.2 Problem discussion ...................................................................................................... 3 

1.3 Purpose ........................................................................................................................ 3 

1.4 Specifying the Research Question ............................................................................... 3 

1.5 Delimitations ............................................................................................................... 3 

1.6 Who benefits from this thesis? .................................................................................... 4 

1.7 Disposition of the thesis .............................................................................................. 4 

2 Research Approach and Method ........................................................................................ 5 

2.1 Research approach ....................................................................................................... 5 

2.2 Methodology ................................................................................................................ 5 

2.2.1 Literary review ..................................................................................................... 5 

2.2.2 Questionnaire ....................................................................................................... 6 

2.3 Research strategy ......................................................................................................... 7 

3 SQL-Injections ................................................................................................................... 8 

3.1 Applications and Frameworks ..................................................................................... 8 

3.1.1 WebGoat ............................................................................................................... 8 

3.1.2 WebScarab ........................................................................................................... 8 

3.2 Introduction to SQL-injection attack ........................................................................... 8 

3.3 How to perform a SQL-injection attack ...................................................................... 9 

3.3.1 Example 1 – String SQL-injection ..................................................................... 10 

3.3.2 Example 2 – Numeric SQL-Injection ................................................................. 11 

3.3.3 Example 3 – Modify Data with SQL-Injection .................................................. 12 

3.3.4 Example 4 – Add data with SQL-injection ........................................................ 13 

3.4 How to defend and prevent SQL-injection attacks .................................................... 14 

4 Empirical findings ............................................................................................................ 16 

4.1 Results ....................................................................................................................... 16 

4.2 Analysis ..................................................................................................................... 24 

5 Conclusion and discussion ............................................................................................... 26 

5.1 Conclusion ................................................................................................................. 26 

5.2 Discussion .................................................................................................................. 27 

6 References ........................................................................................................................ 28 

7 Appendix .......................................................................................................................... 32 

 

 



 

 

LIST OF FIGURES 

 
Figure 1.1: Reported attacks against websites ........................................................................... 2 

Figure 3.1: Information flow during a SQL-injection error ....................................................... 9 

Figure 3.2: String SQL-injection example 1 ............................................................................ 10 

Figure 3.3: String SQL-injection example 2 ............................................................................ 10 

Figure 3.4: Numeric SQL-injection example 1 ........................................................................ 11 

Figure 3.5: Numeric SQL-injection example 2 ........................................................................ 11 

Figure 3.6: Numeric SQL-injection example 3 ........................................................................ 12 

Figure 3.7: Modification with SQL-injection example 1 ......................................................... 12 

Figure 3.8: Modification with SQL-injection example 2 ......................................................... 12 

Figure 3.9: Add data with SQL-injection example 1 ............................................................... 13 

Figure 3.10: Add data with SQL-injection example 2 ............................................................. 13 

Figure 3.11: Add data with SQL-injection example 3 ............................................................. 13 

Figure 4.1: Results of survey question 1.1.2  ........................................................................... 16 

Figure 4.2: Results of survey question 1.1.4 ............................................................................ 17 

Figure 4.3: Results of survey question 1.2.1 ............................................................................ 17 

Figure 4.4: Results of survey question 2.1.2 ............................................................................ 18 

Figure 4.5: Results of survey question 2.1.3 ............................................................................ 18 

Figure 4.6: Results of survey question 2.1.4 ............................................................................ 19 

Figure 4.7: Results of survey question 3.1.1 ............................................................................ 20 

Figure 4.8: Results of survey question 3.1.2 ............................................................................ 21 

Figure 4.9: Results of survey question 3.1.3 ............................................................................ 22 

Figure 4.10: Results of survey question 3.2.1 .......................................................................... 22 

Figure 4.11: Results of survey question 3.2.2 .......................................................................... 23 

Figure 4.12: Results of survey question 3.2.4 .......................................................................... 23 

Figure 4.13: Results of survey question 3.2.5 .......................................................................... 24 

 

LIST OF TABLES 

 
Table 4.1: Results of comparison between survey questions 2.1.4 and 3.2.1 .......................... 20 



1 

 

1 Introduction 

Most websites want to be able to store information as data, and in order to do that they need 

an underlying database with some basic functions, such as create, read, update and delete.  

Many databases use the programming language SQL, short for Structured Query Language, 

to perform these functions. A website will use SQL-statements to perform these functions in 

order to add, display, update, and delete information.  

 

A SQL-injection attack is when an attacker manipulates the query data to modify the query 

logic, in other words the back-end database will receive a SQL-command that was not 

intended (see for example Fernando and Abawajy 2011; Muthuprasanna, Wei and Kothari 

2006; Smith, Williams and Austin 2010). To prevent SQL-injection attacks developers need 

to be aware of how to sanitize the input to improve the information technology (IT) security.  

1.1 Background 

Jeff Forristal, also known as Rain Forest Puppy (Biography, May-13) first announced the 

existence of the problem with SQL-injections on Christmas Day 1998 in an article titled NT 

Web Technology Vulnerabilities (Rain Forest Puppy April-13). The article describes 

vulnerabilities that can be exploited by modifying a SQL-statement. The result is astounding; 

it is possible to obtain, change or delete all the confidential data stored in the database. The 

problem with SQL-injections arises because of user input to application, which constructs the 

SQL-statement, and then the application executes the command. The attacker can manipulate 

the database statement, and obtain unauthorized access to the database, and if the attacker got 

this far it is possible to modify and collect data stored in the database (Kiezun, Guo, 

Jayaraman and Ernst 2009). According to Pietraszek and Berghe (2006) the problem with 

application-level security vulnerabilities has increased during the recent years, and the class of 

input validation vulnerabilities is the primary problem. This can lead to information leakage, 

execution of arbitrary commands or increased benefits in many cases. Input validation 

vulnerabilities stands for almost 50 percent of all vulnerabilities on the internet. SQL-

injections are very easy to perform, which makes it a difficult issue, even for experienced 

developers (Ezumalai and Aghila 2009). 

 

In the last few years there has been a rapid increase of websites, and as mentioned above the 

quantity of security vulnerabilities has increased as well. The developers need to examine the 

code in order to solve the problems, and this is time consuming and error-prone, which lead to 

high costs.  

 

There are many constraints that will affect the decisions, e.g. time, financial costs and the 

skills that the developers have (Jovanovic, Kruegel and Kirda 2006). The financial constraint 

is an important factor that often is a great problem; firms cannot afford to make a detailed 

security review (Nguyen-Tuoung, Guarnieri, Greene and Shirley 2005). To reduce the cost 

due to the time consuming and error-prone manual audit, the process can be fully or partially 

automated using a static analysis technique, i.e. a testing tool that automatically scan and 
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expose vulnerabilities caused by input on a website (Jovanovic, Kruegel and Kirda 2006; 

Nguyen-Tuoung et al 2005). Downtime and damage to the website can cost millions of 

dollars (Wei, Muthuprasanna and Kothari 2006).  

 

SQL-injections was ranked number one of the most dangerous software errors 2011 (CWE 

and SANS April-13), and it is still in the top of critical security risks 2013 (Top 10 2013, 

May-13). SQL-injections are not only one of the most critical attacks, it is also one of the 

most popular data extraction techniques (X-force trend and risk report, May-13). In January to 

June 2011 SQL-injections accounted for 68 percent of the total number of web-application 

attacks (see Figure 1.1) (Cyber security report, May-13). 

 

Total web application attacks January-June 2011 

 
FIGURE 1.1: REPORTED ATTACKS AGAINST WEBSITES 

Here are two recent examples of large companies that have been exploited by SQL-injection 

attacks: 

1. Yahoo! – On December 2012, Yahoo!’s security systems was breached. An Egyptian 

hacker called ViruS_HimA gained access to Yahoo! databases, which also gave him 

full access on the server for that domain. Confidential information of approximately 

450,000 users’ was leaked (Imperva 2013).  

2. PlayStation network – In April 2011 PlayStation network (PSN) was hacked, and 77 

million customer records were released, containing personal information, and possibly 

credit card details (Arthur and Stuart May-13). At the beginning of May, Sony held a 

press conference and released details about the intrusion; they stated that it was caused 

by some sort of SQL-injection exploit (Leyden May-13). 

 

Previous research regarding SQL-injections has focused on procedures to automate the search 

for vulnerabilities using different tools, and different coding techniques for defense. There is 

also research that describes in depth how the code in different programming languages should 

be constructed, and how to write code in order to prevent or stop SQL-injections and other 

types of attacks (see for example Bandhakavi, Bisht, Madhusudan and Venkatakrishnan 2007; 

Boyd and Keromytis 2004; Clarke 2012).   

PHP/RFI 

11% 

SQL 

INJECTION 

68% 

XSS 

21% 

TOTAL WEB APPLICATION 

ATTACKS 
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1.2 Problem discussion 

Referring to the background, it is clear that the number of SQL-injection attacks is still 

increasing; hence it is interesting to discuss and highlight the problem. The problem begun 

when websites were connected to databases and it will probably never completely disappear.  

There are a lot of things that can be done in order to prevent and protect websites and 

databases against these types of attacks and some of these prevention techniques are described 

in this thesis.  

1.3 Purpose  

The main purpose of this thesis is to learn why the problem with SQL-injections is still 

remaining as one of the largest security threats since 1998 despite the fact that companies and 

organizations know that the problem exist.  

 

People are using different types of services provided by companies and organizations, and 

most of them trust their vendors with the processing of confidential information. When there 

is a leakage of confidential information, the IT-security is questioned and the brand is 

affected. The problem with SQL-injections is no trifling matter and should therefore be taken 

seriously. 

1.4 Specifying the Research Question 

This study aims to contribute to the research field of IT-security and its concerned people by 

investigating the problem and seek for an answer of why SQL-injection attack is still 

remaining as one of the largest security vulnerabilities; this includes investigating different 

types of companies and organizations to find connections and differences between them. This 

thesis will also contribute to the general awareness of SQL-injections; a wake-up call for 

developers, professors, researchers and students that are designing and programming 

databases and websites.  

 

Therefore the research question is the following: 

 Why is SQL-injection attack still remaining as one of the largest security 

vulnerabilities? 

1.5 Delimitations 

Generally there are two types of attacks that are the most frequent and damaging. As 

mentioned one of them is SQL-injection, and the other one is cross-site scripting (XSS) (See 

Figure 1.1). SQL-injection attacks execute a statement in the database, and XSS executes 

code on the victim’s machine. A similarity between these two types of attacks is that both 

exploit poorly designed validation to execute modified code. The difference between them is 

what data flow is manipulated and where the code is executed; in SQL-injection attacks the 

data flow is from the user to the database, and in XSS the data flow is between the victim and 
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attacker (Kiezun, Guo, Jayaraman and Ernst 2009). Persistent attack is when the code is 

stored on the target server, in this case a database, and persistent XSS is the sister 

vulnerability to SQL-injection (Hewlett-Packard 2011). This thesis will only evaluate SQL-

injections and not XSS attacks or any other attack that can be executed. 

 

More than 2,500 different programming languages have been developed and this thesis will 

not consider how a specific programming language can affect the possibilities for SQL-

injections (The History of Programming Languages, May-13). 

 

This thesis also emphasizes attack and prevention techniques; without providing a complete 

solution for the problem. 

1.6 Who benefits from this thesis? 

All people that are working with the development of different applications which are 

connected to a database will benefit from this thesis, especially developers that are not aware 

of all the security-related problems associated with the input-action. Professors, researchers 

and students who are involved in the area of information system and computer science can 

read this thesis to get a better understanding of the problem with SQL-injections.  

1.7 Disposition of the thesis 

Chapter 1 is an introduction to this thesis where the background is discussed and the research 

question is stated. Chapter 2 explains the research approach and method that was used in this 

thesis. Chapter 3 describes how to prevent and perform SQL-injections and how applications 

and frameworks can be used to learn and practice the concept. Chapter 4 presents the 

empirical findings, which consist of two parts; result and analysis. In chapter 5 the conclusion 

and discussion is found.  
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2 Research Approach and Method 

This chapter describes and motivates the choice of research strategy, data generation method 

and how the data was analyzed. This thesis used the research strategy survey and the data 

generation method questionnaire. The questionnaire results were analyzed with a quantitative 

data analysis using the procedure data tabulation and cross-tabulation.  

2.1 Research approach 

This thesis investigates why SQL-injection attack is still remaining as one of the largest 

security vulnerabilities. The contribution of this thesis is to the general awareness of SQL-

injections as suggested above. In order to get an overall picture and to contribute to the 

general awareness, the research strategy survey was chosen to investigate companies and 

organizations. 

 

The research strategy survey uses a systematic approach to collect the same type of data from 

a large group of respondents. This strategy is widely accepted in the field of IS, and some of 

its advantages is the effectiveness in a short timetable and it provides a great coverage that 

likely will make the results representative of the wider population. This is important in this 

thesis because generalized conclusions can be drawn (Oates 2006).  

 

The data generation method questionnaire was chosen and used in this thesis. The reason for 

this was because patterns can be found and generalizations can be made that represent a larger 

population than the sample. Other reasons also contributed to the choice of data generation 

method, for example the questionnaire method is economical, not depending on the 

geographical location of the respondents and that it is easy to analyze because of predefined 

questions (Oates 2006). 

 

A literal review was conducted in order to get an overall picture of the SQL-injection attack 

and defense methods. The outcome from the review is presented in this thesis, and the 

gathered knowledge was used to describe different techniques for SQL-injection attacks and 

different types of prevention methods. 

2.2 Methodology 

2.2.1 Literary review 

A proper literary review using Web of Science was conducted for two reasons; (1) to read the 

previous research studies in the area of IT-security and the subject of SQL-injections to 

examine what has already been written, and (2) to increase the author’s knowledge in the 

subject area. Web of Science gives access to the leading citation databases, making it possible 

to search in citation databases that cover more than 12,000 of the most influential journals and 

over 150,000 conference proceedings. Web of Science has more than 250 accessible 

disciplines, and a search can be sorted by a function called Times Cited, which orders the 

search results by how influential the papers are (Web of Science, May-13).  
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To find relevant papers a search for SQL and injections was done and it returned 199 search 

results. To further reduce the number of search results it was refined by only choosing 

computer science categories, such as Computer Science Software Engineering and Computer 

Science Information Systems, which returned 173 search results. After this the entire 173 

papers abstract’s was read through to find those that were relevant to this thesis, for example 

approaches to find and prevent SQL-injections, and this resulted in almost 40 papers. Many of 

these 40 papers had been cited by others, which indicate that they are influential and have 

good quality.  

 

Other sources that were used was found and marked in the text, which later on gave more 

relevant papers to read and analyze. Not all sources come from Web of Science, some of them 

were found in other places such as Google Scholar and websites. IT-security risk reports were 

also used and they were found on respective company’s websites.  

 

2.2.2 Questionnaire 

The questionnaire was constructed using the non-probability sampling technique called 

purposive sampling, which means that the target companies and organizations will be 

handpicked because of their differences (Oates 2006). The differences the author’s wanted to 

be investigated were for example which type of sector they were active in, the size and the 

location. Purposive sampling where selected because of its effectiveness in a short period of 

time since organizations unsuitable for the questionnaire will be removed from the sampling 

frame. 

 

To get a viable result from the questionnaire more than 30 respondents are needed so that 

statistical analysis can be implemented (Oates 2006). The aim was to receive a response rate 

above 30 percent. The questionnaire was distributed and simplified through an online 

software to increase the response rate (Trost 2012). The questionnaire was evaluated by 

conducting a pilot study that was sent out to a small group of participants (Oates 2006). 

 

To ensure the quality of the responses, the questionnaire was sent out to appropriate personnel 

at each company and organization that was contacted, for example some respondents were IT-

directors, heads of IT-security and IT-managers. In the cases where companies and 

organizations didn’t have any IT-department (usually because of a low number of 

employees), the questionnaire was sent to the chief executive officer (CEO) or the owner. In 

order not to be bound only to Swedish speaking personnel in the companies and 

organizations, the questionnaire was designed in English.  

 

To make it easy for the respondents to get a general overview and not to mix different types 

of questions, the questionnaire was constructed in 5 different sections. Each section is 

inquiring on different types of subjects.  

 

The first section of the questionnaire concerns general information about the company or 

organization, and it is divided in two different parts; basic information and IT-information. 

The first part (basic information) consists of questions such as total number of employees and 

if the company or organization comes from the public or private sector. This part was mainly 
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constructed in order to be able to make statistical analysis depending on total number of 

employees between companies and organizations in the public and private sector. The second 

part inquires how the companies and organizations handle their IT. 

  

The second section is divided in two different parts and has questions about the website and 

quality standards or certifications in IT-security. The aim of this section was to receive 

general information about their website and security certifications. Examples of questions in 

this section are how old the websites were and if they used an open source content 

management system such as Wordpress and Joomla. The questions about standards and 

certification such as ISO/IEC 17799:2005 and ISO/IEC 27001:2005 were asked to learn more 

about their certifications and IT-security. 

  

The third section is the main part of the questionnaire and it is composed of questions about 

SQL-injections such as if the companies and organizations are aware of it, what they are 

doing to prevent it and if anyone has ever made any attack attempts using SQL-injections. 

The main goal in this section is to see if they are aware of SQL-injections and if they have 

been attacked. If they had been attacked a question about what changes that they made 

afterwards was asked.  

  

The last two sections consists of questions that inquire contact information in case of follow-

up questions and if the respondent have any further comments. 

2.3 Research strategy 

A survey research strategy has been used in this thesis, and the main data generation method 

was a questionnaire, i.e. a survey via questionnaire. The questionnaire generates quantitative 

data, which is data based on numbers. This data has in most cases come in the form of 

categorical data (also referred as nominal data), which is data generated from yes and no 

questions that defines a category. To find patterns and to draw conclusions from the 

questionnaire results, a quantitative data analysis were conducted (Oates 2006). The outcome 

of this type of analysis provides results that are easy to interpret (Analyze Quantitative Data, 

Jun-13). 

 

There are different procedures in quantitative data analysis, and data tabulation was used in 

this thesis. This procedure uses frequency and percent distributions to show different 

variables from the questionnaire result. The frequency distribution presents the numbers of 

answers in each category summed up in an organized tabulation and the percent distribution 

shows the proportions in each category (Analyze Quantitative Data, Jun-13). The cross-

tabulation matrix was used in order to analyze and make categorical comparisons. The matrix 

is used by many scientists and it is also referred as contingency table. The purpose is to make 

a comparison of two categorical variables in a table (Pontius and Cheuk 2006). 

 

The data generated from the questionnaire was summed up and inserted into a statistical 

software, and the output is represented in bar diagrams and pie charts. In the cases where 

nominal data was to be analyzed, pie charts were used because they are good for showing 

proportions. In other cases where frequencies were presented, e.g. number of employees, bar 

charts was used (Oates 2006).   
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3 SQL-Injections 

In this chapter an introduction to SQL-injection attack is provided and later demonstrated 

using an application named WebGoat and a framework named WebScarab. WebGoat is an 

intentionally insecure application that is used to learn about different flaws and how to exploit 

them. WebScarab is used to intercept and modify the traffic between the server and browser. 

 

In this chapter defense and prevention methods are also described, such as prepared 

statements and stored procedures, along with their advantages and disadvantages. The root 

cause of SQL-injections is discussed and addressed as insufficient input validation on the 

website but could also be addressed as why vulnerabilities exist in a system. 

3.1 Applications and Frameworks  

This section is describing WebGoat and WebScarab which were used to provide examples of 

how to perform SQL-injections in section 3.3. WebGoat sets up a virtual environment that 

runs on a local computer and WebScarab intercepts the traffic. Applications and frameworks 

such as these can be used to learn how to perform SQL-injections. 

3.1.1 WebGoat 

WebGoat is an Java Platform, Enterprise Edition (J2EE) website that is intentionally insecure 

in order to teach curious people who are interested in learning how to perform and prevent 

different types of issues, e.g. XSS and SQL-injections. The application is developed and 

maintained by Open Web Application Security Project (OWASP), which is a non-profitable 

organization with the main goal to improve software security (Welcome to OWASP, May-13; 

OWASP WebGoat Project, May-13). 

3.1.2 WebScarab 

The framework WebScarab is used to analyze the traffic between websites that are using the 

protocols HTTP and HTTPS. WebScarab have a lot of features, and the main focus of the 

framework is to intercept the traffic between the server and browser in order for the user to 

modify the requests before they are received to either the server or the browser (OWASP 

WebScarab Project, May-13).  

3.2 Introduction to SQL-injection attack 

In this section, an introduction to SQL-injection attack is discussed. Different escape 

characters are described and an example is provided to understand the information flow 

during a SQL-injection attempt. This introduction is necessary to understand the examples 

provided in the next section (3.3).  

 

For basic testing the only necessary tool is the web browser, which can be used to find 

anomalies that is returned from the server, and then determines if it was caused by a SQL-

injection vulnerability (Clarke 2012). 



9 

 

 

One technique to test if a website is vulnerable to SQL-injections is to insert a quote character 

(‘) in a form or in the uniform resource locator (URL), which is the area to enter the website 

address (Clarke 2012; Pietraszek and Berghe 2006). The quote character is interpreted by the 

database management system (DBMS) as an end between the code and the data. The DBMS 

will try to execute the code after the quote character, which makes it easy to find out if a 

website is vulnerable. There are other types of escape characters, depending on which system 

is used, for example in Oracle, the blank space ( ) or comma (,) have different meanings 

(Clarke 2012). Another type is the trailing pair of hyphens (--) that is used to treat the 

subsequent part of the statement as a comment (in other words; it is not executed) 

(Bandhakavi et al 2007; Boyd and Keromytis 2004).  

 

In figure 3.1 a user is (1) accessing a website by typing the address in the URL and changing 

the category name to attacker’. (2) The malicious SQL-query is passed to the Oracle 

Database Server from the web server. (3) The DBMS is generating an error message stating 

that the quoted string is not properly terminated. This happens because the SQL-statement is 

not properly constructed, i.e. the data is not sanitized correctly and a vulnerability will be 

exposed. (4) The web server sends the error code to the user’s browser, where it is shown and 

therefore exposed. This is an example of a regular SQL-injection attack through user input, 

where the user can see and exploit an error message from the DBMS. Other types input 

vectors are injections through cookies, server variables and second-order injections (Halfond, 

Viegas and Orso 2006). 

 

 
FIGURE 3.1: INFORMATION FLOW DURING A SQL-INJECTION ERROR (Source: Clarke, 2012, p. 37) 

Another technique is the blind SQL-injection attack, which means that the website does not 

return error messages, and it can be tested for these attacks. To detect blind SQL-injection 

vulnerabilities the attacker is testing true and false conditions, in order to see if the database 

server responds in the same way as it does with a normal condition (Spett 2003; Tajpour and 

Shooshtari 2010). 

3.3 How to perform a SQL-injection attack 

SQL-injection attack take advantage of weak user input validation, to insert malicious code 

into the back-end database (Halfond, Orso and Manolios 2008). The quote character described 

in the previous section will now be used to exploit the weaknesses in the WebGoat platform. 

This section provides example of how to perform SQL-injections using WebGoat and 

WebScarab. WebGoat is an application that is developed for learning, which is the reason that 

the SQL-statements are shown in the examples, and that the table structure is not perfect. 
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3.3.1 Example 1 – String SQL-injection 

This example presents how a SQL-injection attack was performed in field destined for strings 

only. The website is not sanitizing the input; hence an escape character can be inserted. It is 

now possible to retrieve all user information and credit card numbers. Figure 3.2 is an 

example of where a user enters its last name Smith in order to receive all different credit cards 

in his name and the related information. Smith with the USERID 102 has two different credit 

cards, Master Card (MC) and American Express (AMEX).  

 

 
FIGURE 3.2: STRING SQL-INJECTION EXAMPLE 1 

Figure 3.3 is showing how by entering Smith’ or ‘1’=’1 is affecting the pre-programmed 

SQL-statement to a new changed statement. The quote characters (‘) is used as an end 

between the code and data in the SQL-statement. Using the OR operator makes it possible to 

filter the search after different conditions, and 1’=’1 is a tautology (it will always be true); 

hence all users will be returned. The new statement is fetching all credit card information 

from the back-end database and displays it in a table ordered by USERID. Everyone except 

for the user with USERID 15613 has two credit cards.  

 

 

FIGURE 3.3: STRING SQL-INJECTION EXAMPLE 2 
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3.3.2 Example 2 – Numeric SQL-Injection 

In figure 3.4 the user is selecting a weather station from a drop-down list. When the Go! 

button is clicked, the number associated with the weather station is sent to the back-end 

database. The selected weather stations information is shown in a table, in this case the 

Columbia weather station and its weather data is shown. 

 

 
FIGURE 3.4: NUMERIC SQL-INJECTION EXAMPLE 1 

In figure 3.5 the framework WebScarab was used to intercept the SQL-statement and modify 

it to 101 or 1=1. In this example it is not necessary (or possible) to enter escape characters 

because it is numeric information. The DBMS will interpret the OR as an operator and 1=1 as 

true (as described above figure 3.3).  

 

 

FIGURE 3.5: NUMERIC SQL-INJECTION EXAMPLE 2 
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Figure 3.6 is showing the result after the SQL-injection performed in figure 3.5. All weather 

stations and its data are displayed in the table because 1=1 is always true.  
 

 

FIGURE 3.6: NUMERIC SQL-INJECTION EXAMPLE 3 

3.3.3 Example 3 – Modify Data with SQL-Injection 

This example is demonstrating how to modify data with a SQL-injection. Figure 3.7 displays 

a form where a user can enter its user identification name to access the salary information. 

The USERID jsmith was entered and the Go! button was clicked, and the USERID and 

SALARY is displayed in a table.  

 

 
FIGURE 3.7: MODIFICATION WITH SQL-INJECTION EXAMPLE 1 

In figure 3.8 vulnerable code was inserted by an attacker to update the salary of an employee 

to only 50. The code inserted was as following: jsmith' UPDATE salaries SET salary=50 

WHERE "USERID"='jsmith'--. The UPDATE statement was used to update an already 

existing entry in the database, the SET statement was used to set a value, and the WHERE 

statement was used to extract specific records. Observe the trailing pair of hyphens, as 

mentioned above it comments out the rest of the statement. The form is now updated and 

shows the new salary for the USERID jsmith. 

 

 
FIGURE 3.8: MODIFICATION WITH SQL-INJECTION EXAMPLE 2 
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3.3.4 Example 4 – Add data with SQL-injection 

This example shows how to add data with a SQL-injection. Figure 3.9 is demonstrating how 

the attacker was searching for the user with the USERID oskar, without getting any results 

and is asked to try again. 

  

 
FIGURE 3.9: ADD DATA WITH SQL-INJECTION EXAMPLE 1 

Figure 3.10 is a request intercepted by WebScarab. The INSERT statement was used to insert 

a new record in the table SALARIES, with the name oskar and the salary 500000. The 

semicolon in the beginning was used to enter multiple queries; it was ending the previous 

query and letting us enter a new query. As in figure 3.8 the rest of the SQL-statement is 

excluded by the trailing pair of hyphens. 

 

 
FIGURE 3.10: ADD DATA WITH SQL-INJECTION EXAMPLE 2 

Figure 3.11 is showing the outcome after the SQL-injection demonstrated in figure 3.10. A 

new user with USERID oskar was created with a high salary.  

 

 

FIGURE 3.11: ADD DATA WITH SQL-INJECTION EXAMPLE 3 



14 

 

3.4 How to defend and prevent SQL-injection attacks 

The root cause of SQL-injections can be addressed as insufficient input validation (Halfond, 

Viegas and Orso 2006; Shanmughaneethi, Yagna Pravin, Emilin Shyni and Swamynathan 

2011), but it can also be addressed as the underlying problem in the back-end database, i.e. 

why vulnerabilities exist in a system (Pietraszek and Berghe 2006). In this section three 

defense and prevention methods is described; prepared statements, stored procedures and 

escaping all user supplied input. According to OWASP (SQL Injection Prevention Cheat 

Sheet, Jun-13) these are the primary defenses against SQL-injections. A black-box testing 

technique is also described. 

 

Prepared statements, also known as parameterized statements (Clarke 2012), can be used to 

construct SQL-queries in a safe way. If used correctly they will prevent SQL-injections (see 

for example Bandhakavi 2007; Balasundaram and Ramaraj 2012; Bravenboer, Dolstra and 

Visser 2010). When a prepared statement is used, it declares the structure of the SQL-query 

and prohibits the SQL-query structure to be altered (Bandhakavi et al 2007; Balasundaram 

and Ramaraj 2012).  

 

There are two major benefits with prepared statements; (1) the application works faster 

because they use fewer resources. The reason for this is that they can be executed many times 

using same or different parameters, which only has to be prepared once. (2) The prepared 

statements automatically take care of quotes. This makes an application safe from SQL-

injections if used exclusively. On the other hand if not used exclusively, SQL-injections are 

still possible, i.e. if there are queries that are built by unescaped input (Prepared statements 

and stored procedures, Jun-13). 

 

Stored procedures are another solution that can help to prevent SQL-injections (Halfond, 

Orso and Manolios 2008; Prepared statements and stored procedures, Jun-13). To use this 

prevention technique the developer first defines code in SQL, and then sends the parameters 

into the SQL code. If compared to prepared statements, the major difference is the storage of 

SQL code, i.e. a stored procedure is stored and declared in the database before the application 

calls it. The effectiveness of these approaches is equal in preventing SQL injections, if stored 

procedures are implemented safely. The problem with stored procedures is if dynamic SQL 

generation is used, then proper escaping or input validation needs to be implemented to fully 

prevent SQL-injections (Prepared statements and stored procedures, Jun-13).  

 

There are two major benefits with stored procedures; (1) Users are prevented from accessing 

details about the database tables. (2) Stored procedures improve the overall performance 

(Prepared statements and stored procedures, Jun-13; SQL Stored Procedures, Jun-13; Why 

use Stored Procedures, Jun-13).  

 

Escaping all user supplied input refers to the way of escape unwanted characters from users 

before it is sent into a query. All DBMS support at least one character escaping scheme, and if 

this is used correctly, it can distinguish between developer written code and user input. One 

advantage with escaping all user supplied input can be if there are circumstances that demand 

old code to be rewritten. Otherwise this method should not be used, and prepared statements 

or stored procedure should be used instead (Prepared statements and stored procedures, Jun-

13; Reetz 2013).  
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Black-box testing can be used to find SQL-injection vulnerabilities (Mann and Jain 2011). 

One black-box technique named WAVES search for SQL-injection vulnerabilities in websites 

and then proceeds with attacking weak points. This technique uses an algorithm that 

eliminates false negatives, but the problem is that it can only be used on websites (Antunes 

and Vieira 2009). An advantage with this technique is that it improves itself, and one 

disadvantage is that it cannot guarantee completeness (Halfond, Viegas and Orso 2006). 

 

There are more methods, tools and techniques that can be used for defending against SQL-

injections, such as white list input validation (Mann and Jain 2011; Narayanan, Pais and 

Mohandas 2011). 
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4 Empirical findings 

In this chapter the empirical findings, i.e. the result of the survey via questionnaire is 

presented and analyzed.  

4.1 Results 

The questionnaire was sent to 100 companies and organizations, with a response rate of 42 

percent, i.e. 42 companies and organization answered. All of the companies and organizations 

that participated in the questionnaire stated that they had a website, 33 percent use a content 

management system, and 63 percent don’t. During this research it was found that only 10 

percent of all the participating companies and organizations hold certifications against 

recognized quality standards (e.g. ISO 27001). Almost all companies and organizations (83 

percent) were aware of SQL-injections, merely 17 percent weren’t aware of SQL-injections. 

 

Some of the questions in the questionnaire were multiple-choice questions, which the 

percentage was calculated by dividing the answers with the total companies and organizations 

that answered the question. This results in a total percentage above 100 percent. 

 

Out of the 41 companies and organizations that was included in the study, 22 (54 percent) 

were working in the private sector, and 19 (46 percent) in the public sector (see Figure 4.1). 

 
Which type of sector is your company/organization a part of? 

 
FIGURE 4.1: RESULTS OF SURVEY QUESTION 1.1.2 (SEE APPENDIX) 

The sizes of the companies and organizations vary from below 9 employees to above 1000 

employees (see Figure 4.2). 21 companies and organizations had more than 1000 employees, 

and 12 had below 50 employees.  

 

 

 

 

 

 

 

 

PRIVATE 

54% 

PUBLIC 

46% 

TYPE OF SECTOR 
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Approximate total numbers of employees: 

 
FIGURE 4.2: RESULTS OF SURVEY QUESTION 1.1.4 (SEE APPENDIX) 

The great majority (83 percent) of the companies and organizations has an IT-department; but 

17 percent of the companies and organizations don’t have an IT-department (see Figure 4.3). 

When asked the question if they who don’t have an IT-department hire insourced or 

outsourced IT-services, 68 percent state that they did, and 32 percent state that they didn’t.  

 

Does your company/organization have an IT-department? 

 
FIGURE 4.3: RESULTS OF SURVEY QUESTION 1.2.1 (SEE APPENDIX) 

As previous mentioned all the companies and organizations have a website, and 60 percent 

had developed their website by themselves, and 40 percent state that someone else developed 

their website (see Figure 4.4). Almost half (49 percent) of all the companies and organization 

state that they had an IT-department and that their company or organization developed their 

website, and 55 percent of them have more than 1000 employees. 10 percent of the companies 
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and organizations developed their website without having an IT-department and these 

companies and organizations also have less than 10 employees.   

 

Did your company/organization develop your website? 

 
FIGURE 4.4: RESULTS OF SURVEY QUESTION 2.1.2 (SEE APPENDIX) 

The 60 percent that in the previous question stated that they didn’t develop their website by 

themselves answered the follow-up question about who develop their website, which is 

represented in Figure 4.5. The great majority (80 percent) state that an outsourced 

company/organization developed their website, and the rest (20 percent) answered that an 

insourced company/organization was responsible for the development. The difference 

between companies and organizations that did develop and didn’t develop their website is the 

awareness of SQL-injections. In the case where they developed the website, 8 percent weren’t 

aware of SQL-injections, and in the other case the corresponding value is 24 percent. 

 

Who developed your website? 

 
FIGURE 4.5: RESULTS OF SURVEY QUESTION 2.1.3 (SEE APPENDIX) 
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As presented in Figure 4.6 18 percentages of the companies and organizations developed their 

website less than one year ago, 59 percentages developed their website 1-5 years ago and 18 

percentages more than 5 years ago. A minority of the companies and organizations didn’t 

know when the website was developed.  

 

When was the website developed? 

 
FIGURE 4.6: RESULTS OF SURVEY QUESTION 2.1.4 (SEE APPENDIX) 

Table 4.1 presents a comparison between how new the website is and if they had been an 

attempt of SQL-injection attack against the website. The companies and organizations that 

didn’t answer the questions are not counted in this comparison. The table shows 4 different 

groups to the left that is the first question about development (see Figure 4.6), and the three 

columns to the right shows the percentage of each group’s answers (in survey question 3.2.1) 

divided by total number in each group. For example in the group Less than 1 year ago 57 

percent stated that they had been attacked, 29 percent that they haven’t been attacked and 14 

percent didn’t know. 
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(1) When was the website developed? 

(2) Has anyone tried to use SQL-injection against your website? 

Website development and SQL-injection attack attempt 

  Yes No I don't know 

Less than 1 year ago 57% 29% 14% 

1-5 years ago 63% 19% 19% 

More than 5 years ago 33% 17% 50% 

I don't know 50% 0% 50% 

TABLE 4.1: RESULTS OF COMPARISON BETWEEN SURVEY QUESTIONS 2.1.4 AND 3.2.1 (SEE 

APPENDIX) 

As mentioned in the beginning of the chapter almost all companies and organizations were 

aware of SQL-injections (83 percent), and 17 percent weren’t aware of SQL-injections (see 

Figure 4.7). In order to complete the survey, the respondent need to be aware of SQL-

injections, therefore the 17 percent skipped to 4.0 (see Appendix), which is only contact 

information (in case of follow-up questions). 

 

Is your company/organization aware of SQL-injections? 

 
FIGURE 4.7: RESULTS OF SURVEY QUESTION 3.1.1 (SEE APPENDIX) 

When asked the multiple-choice question how the companies and organizations are 

preventing SQL-injections, 48 percent state that they validate the input on the server, 58 

percent state that they validate the input on the website, and 10 percent state that they are 

doing nothing (see Figure 4.8). 19 percent also state that they use other ways of prevent SQL-

injections, for example one company state “Trusting security functionality from ISP/software 

vendors” and one organization stated “mod_security on some”. 32 percent are validating 

input on both website and server.  
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How is your company/organization preventing SQL-injections? 

 
FIGURE 4.8: RESULTS OF SURVEY QUESTION 3.1.2 (SEE APPENDIX ) 

The companies and organizations were asked how they protect the confidential data that they 

store in databases (see Figure 4.9). Almost all (71 percent) of them are using some kind of 

encryption, 38 percent is using salted hash, and 9 percent is doing nothing. 18 percent state 

that they use other ways of protecting confidential data, for example one organization stated 

that”The payment systems are outsourced”. 
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How is your company/organization protecting confidential information such as passwords 

and credit card details? 

 
FIGURE 4.9: RESULTS OF SURVEY QUESTION 3.1.3 (SEE APPENDIX) 

Of all the companies and organizations that answered the question if anyone had tried to use 

SQL-injection attack against their website (see Figure 4.10), 50 percent have noticed attack 

attempts against their website, 27 percent have not noticed any attempts, and 23 percent are 

stating that they don’t know. In the case where the company or organization has an IT-

department and developed their website in-house (49 percent), 9 companies and organizations  

had been exposed to SQL-injections, 4 companies and organizations hadn’t been, and 4 

companies and organizations didn’t know (the remaining one didn’t answer the question). Out 

of the 10 percent who developed their website and didn’t have an IT-department, 2 companies 

and organizations state that they had been attacked, and the remaining two companies and 

organizations state that they didn’t know if someone had tried SQL-injections against their 

website. 

 

Has anyone tried to use SQL-injection attack against your website? 

 
FIGURE 4.10: RESULTS OF SURVEY QUESTION 3.2.1 (SEE APPENDIX) 
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Figure 4.11 represents how the attack was detected by the companies and organizations that 

had been exposed to SQL-injections. The most common way to detect the attack was 

afterwards in logging systems (59 percent), followed by intrusion detection system (35 

percent), and because the website was changed (12 percent). 35 percent state that the 

company and organization detected the attack in another way, e.g. “Service outrage”, “No 

SQL-statements goes directly to a SQL-server”, “User problem”, and “we are probably not 

responding to all incidents”. 

 

How did you detect the attack? 

 
FIGURE 4.11: RESULTS OF SURVEY QUESTION 3.2.2 (SEE APPENDIX) 

69 percent of the companies and organizations that had noticed SQL-injection attack attempts 

on their website answered that they after the attack had made changes to the website or 

database (see Figure 4.12). The remaining 31 percent answered that they had not changed 

their website or database after the attack. The intruder(s) manage to access, modify or delete 

some confidential data in 6 percent of the cases.  

 

Did you make changes to your website or database after the attack? 

 
FIGURE 4.12: RESULTS OF SURVEY QUESTION 3.2.4 (SEE APPENDIX) 
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As seen in Figure 4.13, different changes were made after the attack. 27 percent started to 

validate the input on the website, and 36 percent started to validate the input on the server. 

Other changes were made in 36 percent of the cases, such as “Software update” and 

“Upgrade”. Those who didn’t make any changes after the attack did this because they found 

no need to do it. 

 

Describe the changes you applied after the attack. 

 
FIGURE 4.13: RESULTS OF SURVEY QUESTION 3.2.5 (SEE APPENDIX) 

4.2 Analysis 

The type of analysis that was used to look for patterns in the data and to draw conclusions was 

quantitative data analysis. A total of 42 companies and organizations responded to the survey, 

and the response rate is 42 percent. The aim was to receive more than 30 responses in order to 

conduct an acceptable statistical analysis (Oates 2006), and to get a response rate above 30 

percent, which was accomplished.  

 

The companies and organizations that participated in the survey come from both private and 

public sectors (see Figure 4.1), and all of them had a website. They represent companies and 

organizations from all kinds of sizes based on total number of employees, from less than 10 to 

more than 1000 employees (see Figure 4.2). An overall observation is that most companies 

and organizations are aware of SQL-injections, but the interesting fact is that almost one fifth 

of all companies and organizations (17 percent) are not aware of SQL-injections (see Figure 

4.7). In HP’s Cyber Risk Report (2012) they found out that almost 13 percent of more than 

1300 tested websites were vulnerable to SQL-injections. This result compared to the 

awareness of SQL-injections can suggests that it is connected to the general awareness of 

SQL-injections. One tenth of all companies and organizations are not using any kind of 

methods or ways to prevent SQL-injections, such as validation of input. This indicates that 
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many companies and organizations are not doing enough to prevent and protect their websites 

against SQL-injections.  

 

SQL-injection has been used against half of the companies and organizations websites. A 

majority of them detected the attacks afterwards in logging systems, many also detected the 

attack using an IDS, and in other ways. One organization stated that they are probably not 

responding to all incidents. After the attack, most companies and organizations made changes 

to their website or database, and the remaining companies and organizations didn’t make any 

updates because there was no need. The changes that were applied after the incident was 

validating input on both server and website, and other changes that were different types of 

upgrades. The companies and organizations that didn’t know if they had been attacked were 

surprisingly one quarter and all of them had stated that they were aware of SQL-injections. 

 

 

More than half of the companies and organization developed their website, and the rest had 

different kinds of solutions, with a majority hiring outsourced services (see Figure. 4.4 and 

4.5). When the relationship between the awareness of SQL-injections and the development of 

the website was investigated, it was found that those who outsourced and insourced the 

development weren’t aware of SQL-injections in almost one quarter of the cases, compared to 

less than one tenth in the other cases. This suggests that the companies and organizations that 

hire outsourced (or insourced) services trust their vendor, which is also confirmed by two 

answerers from a company and an organization in the survey. The organization state that one 

system is outsourced as a security measure. 

 

Almost half of the companies and organizations have an IT-department (see Figure 4.3) and 

also developed their website, in contrast only one tenth developed their website without 

having an IT-department. A majority of the companies and organizations that had an IT-

department when the website was developed had more or equal to 1000 employees, compared 

to the one tenth that all had below 10 employees. The companies and organizations with few 

employees didn’t know if they had been exposed to SQL-injection attacks in half of the cases 

in comparison to the larger companies and organizations where one fifth states that they 

didn’t know. The larger companies and organizations also state that they hadn’t been exposed 

to SQL-injection attacks in a little more than one fifth of the cases. This suggests that small 

companies and organizations that don’t have an IT-department tend to not be certain about if 

they have been attacked or not with SQL-injections. 

 

As earlier mentioned a comparison between when the companies and organizations websites 

was developed and if they had been exposed for SQL-injection attacks was made (see Table 

4.1). In this comparison it is clear that companies and organizations who had their website 

more recently developed (within 5 years), is more aware of SQL-injection attack attempts. It 

is obvious that the companies and organizations that had their website developed more recent 

know more often if they have been attacked or not. 
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5 Conclusion and discussion 

This chapter includes the conclusions drawn from the research, and a discussion about the 

results and analysis.  

5.1 Conclusion 

There are many approaches to gain access without permission to a database through a 

website, and SQL-injections are the most frequently used approach. In this thesis it is 

presented how to execute SQL-injections, and which techniques that can be used to sanitize 

websites and databases. The problem with defense and prevention methods is that it exist 

many different kinds of solutions, and all have different strengths and weaknesses. One 

positive trend is that the general awareness of SQL-injection attacks against websites is 

increasing, depending on how recently the website was developed. 

 

Some companies and organizations don’t know what SQL-injection attack is, some know but 

they don’t do anything about it, and other trusts their vendors with the development of the 

website. It was also shown that companies and organizations without an IT-department and 

with a low number of employees don’t know if there have been SQL-injection attempts 

against their websites compared to larger companies and organizations with an IT-department. 

It is possible that companies and organizations that have a low number of employees can’t 

allocate enough resources to IT-security, which also can be the reason of why they don’t have 

an IT-department.  

 

The authors believe that some companies and organizations are not doing enough to prevent 

SQL-injections, for example only one third is validating the input on both server and website. 

A start would be to at least validate the input on both locations. Most companies and 

organizations did changes after an attack occurred, which in many cases was validation of 

input. This can be compared to that some people are not making backups of their data before 

the hard drive has crashed, and this is the problem. Defenses such as prepared statements and 

stored procedures should be implemented from the beginning.  

 

This thesis is a wake-up call for developers, professors, researchers and students that are 

designing and programming databases and websites. Developers need to be aware of this 

problem. Professors need to teach their students about the problem. Researchers need to 

investigate and research this problem more. Students need to learn about this to be aware of 

the problem and ask questions. It is time that you all sanitize your input.  

 

This thesis contributes with a new perspective that gives insight in the problem of SQL-

injections, and presents results of how companies and organizations are handling the problem, 

even if these results cannot be completely generalized to the wider population.  
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5.2 Discussion 

A web-based questionnaire was applied to increase the response rate, and a pilot study was 

conducted to evaluate the survey before it was sent out. Both the total number of responses 

and an accurate questionnaire increases the external validity, which contributes to more 

generalizable results (Oates 2006). However, according to Oates (2006) non-probability 

sampling is not representative in the overall population: “Non-probability sampling provides 

at best only a weak basis for generalization to the wide population” (p.96). Resulting in that 

the empirical findings can’t be generalized to the wide population, even if they still provide a 

weak basis for generalization. The empirical findings still corresponds to the companies and 

organizations that were included in the study, although if the questionnaire was sent out again 

to different companies and organizations, the result may be different. Choosing a probability 

sampling technique, such as random sampling, would increase the external validity.  

 

The questionnaire was sent to employees in companies and organizations that were working 

in the IT-department if there existed one. In the cases were it didn’t exist an IT-department, it 

was usually because the company or organization was too small, and most often the owner 

responded to the questionnaire. If the questionnaire was sent to someone who wasn’t aware of 

SQL-injections, they would skip all questions about that topic. This assures that the answers 

about SQL-injections were answered by someone who had knowledge about them. 

 

These companies and organizations that participated in the questionnaire was all located in 

Sweden, even if they also are operating abroad. According to a report from Security & 

Defense Agenda’s (SDA) cyber-security initiative (2012), supported by McAfee, Sweden is 

one of the leading countries in IT-security. Because of this the questionnaire result may have 

been affected in the way that they have good routines and defense mechanisms, which can be 

one contributing reason to that only one organization stated that that the intruder manage to 

access, modify or delete some confidential data.  

 

Many companies and organizations stated that they detected a SQL-injection attack against 

their website because it was changed, and they also stated that the intruder didn’t get access, 

modify or delete some confidential data. This was probably caused by the word confidential, 

which may have led to a no answer on the question. If the question instead had been if the 

intruder manages to access, modify or delete something on the website, their answer may 

have been yes.  
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7 Appendix 

A study on SQL-injection attacks in companies and organizations 

1. General Information about the company or organization  

1.1 Basic Information 

1.1.1 Name of 

company/organization: 
      

1.1.2 Which type of sector is your 

company/organization a part 

of? 

Select the most appropriate option 

 Private sector  

 Public sector (Skip to 1.1.4) 

1.1.3 Branch Select the most appropriate 

companies/organizations branch 

 Services 

 Industry 

 Agriculture, forestry, fishing 

 Other: ________________ 

1.1.4 Approximate total numbers of 

employees: 

Select the most appropriate option 

 -9 

 10-49 

 50-99 

 100-249 

 250-499 

 500-999 

 1000- 

1.2 IT Information – Questions about your IT organization. 

1.2.1 Does your 

company/organization have an 

IT-department? 

 Yes 

 No 

1.2.2 Does your 

company/organization hire 

insourced or outsourced IT-

services? 

Explanation: Insourcing is when your 

company/organization hires another firm that is 

working in your facilities for your 

company/organization. Outsourcing is the 

contracting out of an internal business process to a 

third-party organization. 

 Yes 

 No 
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2. Application Review and Standards 

2.1 Website – Questions about your website to learn more about when 

and by whom it was developed. 
Comments 

2.1.1 Does your 

company/organization 

have a website? 

 Yes 

 No (Skip to 2.2)  

2.1.2 Did your 

company/organization 

develop your website? 

 Yes (Skip to 2.1.4) 

 No   

2.1.3 Who developed your 

website? 

Select the most appropriate option 

 Outsourced company/organization 

 Insourced company/organization 

 Amateur web developer 

 Other: ________________________ 

 I don’t know 

 

2.1.4 When was the website 

developed? 
 Less than 1 year ago 

 1-5 years ago 

 More than 5 years ago 

 I don’t know 

 

2.1.5 Does your 

company/organization 

use an open source 

content management 

system (CMS)? E.g. 

Wordpress, Vbulletin, 

Drupal, Joomla 

  

 Yes 

 No 

 I don’t know 

 

2.2 Quality Standards and Certifications – Questions about your 

company’s/organization’s quality standards and certifications. 
Comments 

2.2.1 Do you hold information 

security certification(s) 

against any recognized 

quality standards by a 

accredited third party 

body e.g. ISO 17799, 

27001 

 Yes 

 No (Skip to 3.0) 

 I don’t know (Skip to 3.0) 
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2.2.2 Which information 

security certifications 

does your 

company/organization 

hold? 

Select all standards that your 

company/organization holds. 

 ISO/IEC 17799:2005 

 ISO/IEC 27001:2005 

 COBIT 

 Other: ________________________ 

______________________________ 

______________________________ 

 

 

3. SQL-injections 

3.1 General Comments 

3.1.1 Is your 

company/organization 

aware of SQL-injections? 

 Yes 

 No (Skip to 4.0)  

3.1.2 How is your 

company/organization 

preventing SQL-

injections? 

You can select multiple options. 

 Validation of input on the website 

 Validation of input on the server 

 We are doing nothing. 

 Other: ________________________ 

______________________________ 

 

3.1.3 How is your 

company/organization 

protecting confidential 

information such as 

passwords and credit card 

details? 

You can select multiple options. 

 Encryption 

 Salted hash 

 We are doing nothing 

 Other: ________________________ 

______________________________ 

 

3.2 Intrusion in your system Comments 

3.2.1 Has anyone tried to use 

SQL-injection attack 

against your website? 

 Yes 

 No (Skip to 4.0) 

 I don’t know (Skip to 4.0) 

 

3.2.2 How did you detect the 

attack? 

You can select multiple options. 

 Intrusion detection system (IDS) 

 Afterwards in logging systems 

 Because the website was changed 

 Deleted database 

 We did not detect the attack 
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 Other: ________________________ 

______________________________ 

 I don’t know 

3.2.3 Did the intruder(s) 

manage to access, modify 

or delete some 

confidential data? 

 Yes 

 No  

3.2.4 Did you make changes to 

your website or database 

after the attack? 

 Yes  

 No (Skip to 3.2.6)  

3.2.5 Describe the changes you 

applied after the attack. 

You can select multiple options. 

 Validation of input on the website 

(Skip to 4.0) 

 Validation of input on the server 

(Skip to 4.0) 

 Other: ________________________ 

______________________________ 

 (Skip to 4.0) 

 

3.2.6 Why did you not make 

any changes to the 

system? 

You can select multiple options. 

 No need 

 No money 

 No knowledge 

 Other: ________________________ 

______________________________ 

 I don’t know 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



36 

 

4. Contact Information 
Part 4 is optional and you do not need to answer these questions. The purpose of these 

questions is in case of follow-up questions. 

4.1 Contact Information 

4.1.1 Name:       

4.1..2 Position:       

4.1.3 Telephone number:       

4.1.4 Email address:       

 

 

5. Comments 
Please write down any comments you have on the survey. This might be comments about 

what you thought about the survey or if you think that something should be included or 

excluded in the survey. 

      

 

 


