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Abstract

Designing a Business Intelligence Solution for
Analyzing Security Data

Premathas Somasekaram

Business Intelligence is a set of tools and applications that are widely deployed across
major corporations today. An appropriate translation for “Business Intelligence” in
Swedish is “beslutstöd”, and it clearly describes the purpose of such a solution, and
that is to collect, compress, consolidate and analyze data from multiple sources, so
that critical decisions can be made based on it hence the name “beslutstöd. The focus
of Business Intelligence has been on business data, so that trends and patterns of
sales, marketing, production and other business areas can be studied. In addition,
based on the analysis business processes such as production can be optimized or
financial data can be consolidated efficiently. These are only a few areas to mention
where business intelligence provides considerable support to decision-makings.
However, there is also a certain complexity associated with implementing a Business
Intelligence solution. That means the implementation and operations costs can only
be justified when critical business data is analyzed. This implies other important areas
such as security, which are usually not evaluated. Nevertheless, security should in fact
be considered important for companies, organizations and all those that deal with
research, development, and innovations, which are the keys for those entities to
continue to exist and thrive. On the other hand, research, development, and
innovation might be just the sources that could attract intrusion attempts and other
malicious activities in order to steal valuable data thus it is equally important to secure
sensitive data. The purpose of this study is to show how Business Intelligence can be
used to analyze certain security data, so that it can then be used to detect and identify
potential threats, intrusion attempts, weak points, peculiar patterns, and highlight
security weak spots. This essentially means Business Intelligence can be an efficient
tool to protect invaluable intellectual properties of a company. Furthermore, security
analysis becomes even more important when considering the rapid development in
the technological field, and one good example of this is the introduction of so-called
smart devices that are capable of handling a number of tasks automatically. Smart
devices such as smart TV or mobile phone offer a variety of new features and in the
process, they use an increased number of hardware and software components that
produce volumes of data. Consequently, all these may introduce new vulnerabilities,
which in turn emphasize the importance of using applications like Business Intelligence
to identify security holes and potential threats, and react proactively.
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Preface 
 
This thesis is sanctioned by the Swedish Armed Forces (henceforth called the stakeholder) and is 
based on their requirements on how Business Intelligence can be expanded to analyze security 
data as well. Therefore, the study presents a theoretical aspect, that aims to be as vendor neutral 
as possible, and then a practical part that focuses primarily on SAP Business Intelligence (SAP 
BI) as a solution to perform the analysis. The work started in week 10, which is beginning of 
March 2013, and completed in week 32, beginning of August 2013, under the guidance of Ross 
W. Tsagalidis who has been the external supervisor for the thesis. 

A complete environment is set up as part of the study, which consisted of SAP Netweaver 
Business Intelligence 7.3 on an Oracle Enterprise database. A number of Windows and Linux 
virtual servers are set up to function as source systems, to feed the Business Intelligence system 
with necessary data. The source systems include an Apache web server, an OpenLdap solution, 
an FTP server, an Oracle database and a Linux operating environment. All these systems are 
configured in a way to simulate an as authentic environment as possible. Furthermore, SAP 
analytical front-end tools such as BEx query designer and BEx Analyzer are used together with 
Microsoft Excel to create queries and analyze the outcome. 

I would like to thank the Swedish Armed Forces and Ross W. Tsagalidis for giving me 
the opportunity to do this work, which is a new area in many ways, and for their support 
throughout the project. I would also like to thank the subject examiner Olle Eriksson, Department 
of Computer Science at Uppsala University, for his advice and support. 
 
         Stockholm, Aug 2013  
         Premathas Somasekaram 
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Abbreviations, Acronyms and Glossary 
 
Term Description 
BI Business Intelligence, an umbrella term for a set of 

tools and applications that are used within analytics. 
Data mart Subset of a data warehouse, and supports data from 

one department or a single business area or a specific 
application area. 

Data warehouse A data warehouse is associated with a 
multidimensional solution that supports query and 
analysis. 

DTP Data Transfer Process is used within SAP BI to 
transfer data from source objects to target objects. 

EDW Enterprise Data Warehouse is a business warehouse 
solution that processes data from the entire company 
or multiple departments or applications. 

ERP Enterprise resource planning. An integrated 
application that can support the majority of the 
processes within a company such as planning, 
production, invoicing and shipping. 

Netweaver A computing platform from SAP AG that most of its 
applications are based on such as SAP BI, SAP ERP 
and SAP CRM. 

ODS Operational Data Store. Gathers data from multiple 
operational systems such as a transaction system for 
further analysis and supply various applications with 
data. 

OLAP Online analytical processing. Refers to 
multidimensional analysis. 

OLTP Online transaction processing. Refers to transaction 
processing systems such as an ERP solution. 

PSA Persistent Staging Area is a staging area in SAP BI 
for data from the source systems. 

SAP Refers to both the software vendor SAP AG and in 
general the applications from SAP as well. 

SAP AG SAP AG is a German software company that 
specializes in enterprise software. 

Source system A system that supplies a BI system with data. 
Star schema Basis for multidimensional data layout and usually 

consists of one fact table linked to multiple 
dimension tables. 
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1 Introduction 
 
Information technology has become an integral and essential part of business nowadays; as such 
most work such as prototyping a new product, processing an order or time reporting by 
employees are entirely done electronically which means a huge amount of data is transferred 
between users and systems on one hand and the other hand between different systems. In most 
cases data are exchanged between different companies as well as part of integrating suppliers, 
vendors, and customers in the flow and an example of this is how suppliers are integrated in the 
business process request for quotation (RFQ) that allows suppliers to participate in bidding for 
services or products. The increased data transfer and the tighter integration between different 
companies mean that there is also a very high requirement of security, because if there are no 
proper security measurements in place, it could lead to data theft, which in turn can lead to a 
company losing competitive advantage in the market. Other factors such as the desire to be a 
global player and to be a part of the global network may also impose additional requirements on 
security. 

Ponemon Institute conducted a study about the cost of cybercrime in 2012, which was 
sponsored by HP [1]. The study presented some interesting findings and a summary of it is 
presented below.  
 

• A 6 % increase in costs compared to 2011. 
• A 42 % increase in the number of cyber-attacks, and large organizations are experiencing 

an average of 102 successful attacks per week. 
• Information theft accounts for 44 percent of external costs, up 4 percent from 2011. 
• 78% of the costs come from malicious code, denial of service, stolen or hijacked devices 

and malicious insiders. 
• Interruption of business or lost productivity accounted for 30 percent of external costs. 
• Average time to resolve a cyber-attack is 24 days, and the average cost is $ 591780. 
• Detection and recovery were the highest internal costs. 
• Cost of cybercrime affects all industries but the defense industry appears to be impacted 

most. 
 

According General K.B. Alexander, director of the National Security Agency (NSA) and 
chief of the Central Security Service (CSS), cybercrime is "the greatest transfer of wealth in 
history". [2]. Further, he says: 

“Symantec placed the cost of IP theft to the United States companies in $250 billion a 
year, global cybercrime at $114 billion annually ($388 billion when you factor in downtime), and 
McAfee estimates that $1 trillion was spent globally under remediation. And that’s our future 
disappearing in front of us. So, let me put this in context, if I could. We have this tremendous 
opportunity with the devices that we use. We’re going mobile, but they’re not secure. Tremendous 
vulnerabilities. Our companies use these, our kids use these, we use these devices, and they’re 
not secure.”  

Another example is how security experts from Microsoft and Symantec shut down an 
extensive and malicious network called Bamital botnet recently. According to BBC news  “By 
the time the botnet was shut down, Microsoft and Symantec believed anything between 300000 
and one million machines may have been actively infected”. [3]. 
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IT security must be defined in a way that it covers all aspects of security, and one must 
take into account the different layers that make up security. One such layer is the network 
security that should be designed to monitor network traffic and to warn a group of people or 
systems if suspicious activities are detected. However, the network layer is only one layer but 
then there are also other layers such as application, database, and platform and so on., and all 
these need to be combined in order to give an overall and complete picture which is often missing 
today. However, a Business Intelligence (henceforth BI) solution should be able to gather data 
from various sources and present a view across all systems. Furthermore, such a solution can also 
be used to mine data further, forecast problems, and most importantly to perform detailed 
analysis so that peculiar patterns can be identified and preventive measurements can be taken 
long before any serious damage is done. 

1.1 Background 
 
The stakeholder has a requirement to build a BI solution that can be used to analyze security and 
related data.  

BI is widely deployed across major corporations, and it is making inroad into other areas 
as well. An appropriate translation for “Business Intelligence” in Swedish is “beslutstöd”, and it 
describes the purpose of such system, to analyze data in order to make critical decisions. The BI 
area has so far been focused primarily on business data, but it can certainly be used to analyze all 
kinds of data. Therefore, the purpose of this study is to show how BI can be used to analyze 
security data, so that it can be used to detect potential threats, weak points, and peculiar patterns 
and highlight security weak points. 

All systems within a company are interconnected through one or more networks and 
usually protected by firewalls. In some cases, the company’s locations could be distributed across 
the globe and in that case, the communication goes through a leased WAN line or a Virtual 
Private Net (VPN) connection. All systems and devices generate logs, and a great deal of such 
logs is associated with security and then there may be tools to monitor activities as well. 
Monitoring tools can usually monitor individual applications, systems, devices, or an application 
flow, and there may be other sensing tools such as IDS to monitor the network traffic. All the 
resulting data are often isolated, and considering the fact that different teams within an 
organization could manage systems or applications, it might be difficult to get an end-to-end 
overview of an incident. Consequently, it is hard to determine when and how a specific intrusion 
attempt has been made and whether it has been targeted against a specific application or just an 
attempt to break into the network. For example firewall logs can provide information such as 
unauthorized attempt on blocked ports, but they will not reveal anything if the attempt is made to 
TCP ports that are generally open and accept requests, and such ports could be 80 (HTTP), 21 
(FTP)  or 443 (SSL). In that case, a pattern can only be observed within the application layer but 
that too could become difficult if the application is distributed and the same servers are used to 
host multiple applications. If an intrusion attempt is identified, immediate measures can be taken 
to protect the target application for the time being but it will be cumbersome to get a detailed 
analysis on pattern, source, frequency, and target thus making it difficult to protect it from attacks 
that are far more sophisticated. 

BI can help to reduce the pain in this area by offering comprehensive analysis that will 
help to lay out a good strategy for protecting data. Furthermore, it is also possible to get near real 
time or real time data to analyze, and if fresh data from source systems can be supplied on a 
regular basis, it could make it possible to identify a threat immediately and take appropriate 
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counter measurements such as alerting appropriate teams. The objective of this study is to follow 
a generic approach and present a solution based on BI, which the stakeholder can use as a basis 
for building a solution of their own, in order to analyze security data.  

1.2 Problem definition 
 
Individual applications or systems are often monitored only on a specific layer level such as 
application layer, database layer or network layer, and usually different teams within an IT 
organization are responsible for the different layers. This means it is difficult to consolidate data 
from various layers in order to get a comprehensive view when an incident, related to security, 
takes place. A comprehensive view is important to determine the magnitude of an incident, as 
well as identifying the motive behind such a move. Thus, the objective of this study is to show: 
 

1. How a modern BI solution can be used to analyze security data. 
2. How to get a complete picture all the way from network layer to the application layer.  
3. How to consolidate data from multiple sources. 
4. How data can be analyzed so that patterns and other peculiar activities can be detected. 

1.3 Limitations 
 
The scope of this study is limited to only security related data, and to one focus area within the 
security area, which means in BI terms: one multi-dimensional cube. 
Operational Data Store (ODS) is not considered. The objective is solely to show how security 
data can be analyzed using a modern BI solution, so other aspects of BI such as data mining in 
detail are not covered. Furthermore, it has also been assumed that all applications in the study are 
accessible from the Internet for the sake of simplifying the flow since the primary focus is how 
BI can be used to analyze and improve security. Network Address Translation (NAT) or any 
other network mapping techniques are not considered as well in order to simplify the analysis. 

BI is an extensive area so the theory that is presented is simplified, which also means only 
the core components are covered. Furthermore, this study does not focus on the technical 
implementation but rather on how the implemented BI solution can be used to support analyzing 
security data, and to present the results in a good way. 
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2 Method 
 
The methodology is to implement a proof of concept (PoC) environment with a complete BI 
flow, so that results can be analyzed and observed, and from which conclusions can be derived. 
As part of the implementation, a full BI solution based on SAP BI is implemented along with a 
number of source systems. Subsequently, the implementation methodology aims to take a 
systematic approach and as such, the following areas are covered: 
 

1. Define the requirements 
The requirement is to collect data from multiple source systems so that authentication and 
authorization data can be analyzed to identify remote attacks and potential threats. 

2. Implement a BI solution (including staging area) 
SAP BI is the BI solution that is used in this study. 

3. Create a data model for BI 
The design considers how data can be extracted from various sources, compressed, 
processed, and presented in a user friendly way so that data can be drilled down and 
analyzed further. 
An example of multi-dimensional business warehouse cube is depicted below. 
 

 
Figure 2.1: Shows an example of a multidimensional cube using security data 

 
In a multidimensional model, a fact table contains key figures, while the surrounding 
dimension tables describe characteristics of entities in the fact table thus providing 
dimensions. This particular model is called “star schema modelling”. The 
multidimensional model takes a different kind of data such as master data and 
transactional data into account, along with other type of data that is relevant for a 
meaningful analysis. 
 

    4. Define Data sources  
The data source can capture data from any of the following areas. 
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-Network traffic 
-Authentication data 
-Authorization data 
-Application monitoring 
-System monitoring 
-GRC systems 
-IDS systems 
 

However, the actual implementation uses the following applications as source systems. 
 
Application 

Linux Apache FTP LDAP Oracle 

Operating 
system 

Linux Linux Linux Linux Windows 

Server Linux1 Linux2 Linux3 Linux4 windows1 
Table: 2.1: Lists all source systems that are part of the study 
 

The scope of this study is to analyze logon data, authentication and authorization to be 
more specific. 

 
   6.    Integration 
The integration implies in this case the method of transferring data between systems that may 
deal with data extraction and ETL in general, and these are detailed where appropriate. 
 
  7. Reporting functionality 
The final part is used to analyze and present the result set, and deals with query development, 
report, and analysis. 
 

Each step is described in detail, along with the necessary sub-areas as part of the study. 
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3 Theory 

3.1 Business Intelligence 
 
BI is an umbrella term associated with gathering data from various sources, compressing and 
consolidating so that the data can be analyzed from multiple aspects in order to support making 
critical decisions. This is the traditional view of a business warehouse as well which means BI 
could be considered as a further evolution of business warehouse. Gartner defines BI as 
“Business intelligence (BI) is a broad category of applications and technologies for gathering, 
storing, analyzing, and providing access to data to help enterprise users make better business 
decisions. BI applications include the activities of decision support systems, query and reporting, 
online analytical processing (OLAP), statistical analysis, forecasting, and Data Mining.” [4, p. 8]. 
In 1990, Bill Inmon defined a data warehouse as: “A warehouse is a subject-oriented, integrated, 
time-variant, and non-volatile collection of data in support of management's decision making 
process.” [4, p. 8] While Carlo Vercellis view appears to be more of a scientific nature: 
“Business intelligence may be defined as a set of mathematical models and analysis 
methodologies that exploit the available data to generate information and knowledge useful for 
complex decision-making processes.” [5, p. 3]. In any case, the objective of BI appears to be 
gathering, storing, and analyzing data from multiple sources so that the result set can be used to 
forecast, mine data further, and create queries and reports, and all to support making decisions. 

The development of BI could be considered as coinciding with innovations within IT such 
as processing power (Central Processing Unit or CPU), developments in server memory, and 
other core technologies. As IT has become an integral part of business and more business is done 
using IT, the volume and the complexity of data has also increased which in turn pushes the 
boundaries to store, process, and analyze large volume of data by using sophisticated analytical 
tools. Although the traditional analytics areas such as data mart and data warehouse are still very 
much alive today, the appearance of the umbrella term Business Intelligence may have defined 
the different focus areas more clearly, and an example of this is the focus area data mart that is 
considered to deal only with a limited set of data. The image below shows how the analytics area 
has evolved over time [6, p. 14-17]. As the volume of data, processing tools, and methods evolve 
so does the complexity, which also appears to have increased over time. An example of this could 
be that spreadsheet based analysis is rather straightforward with limited capabilities while a BI 
solution could employ a large number of complex tools to manage, process and analyze large sets 
of data. 
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Figure 3.1: Evolution of analytics  

 
The figure also gives an indication of how the different analytical solutions are used in the 

corporate world which means smaller companies tend to use components in the lower layer such 
as spreadsheet based analysis or data marts while larger companies usually prefer to make use of 
the solutions in the higher layer such as a data warehouse or BI. This is understandable 
considering the fact that the larger companies have more data to manage while it also makes 
sense from a cost-effectiveness perspective. 

According to Micheline Kamber and Jiawei Han, the difference between a data warehouse 
and a data mart is that a data warehouse deals with data from the entire organization while a data 
mart focuses only on data from a certain department within the organization, which is in effect a 
subset of a data warehouse [7, p. 13]. So, one could argue that the introduction of BI has helped 
to define other areas within analytics quite clearly as well. 

The core features of data marts and data warehouses are discussed briefly in order to 
highlight the evolution of analytics, and because these components are still very much part of a 
BI solution as subsets, which means it is fully possible to deploy either a data mart or data 
warehouse wihin a BI solution. 

3.1.1 Data mart 
 
A data mart is considered as a subset of a data warehouse and as such, it mainly supports data 
from one department or a single business area or a specific application area. Data mart contains 
aggregated data that are usually stored in multidimensional objects [8, p. 33] 

3.1.2 Data warehousing 
 
A data warehouse is associated with a multidimensional solution that supports query and analysis 
[8, p. 33]. A data warehouse may consist of multiple data marts, and as such it can provide a 
consolidated view for the entire company, combining data from individual data sets such as data 
from different departments or market units. Data in a data warehouse is often of historical nature 
and as such, it can be used to analyze from a historical perspective as well. 
 

11 
 



3.2 Business Intelligence Architecture 
 
A modern BI solution is considered as a combination of a set of tools, methodologies, rules, and 
principles, which means the description may differ depends on the type of implementation and 
theory, which also means that the different BI applications may also use different architectural 
layers and terminology. Vercellis states that a typical BI solution consists of three major 
components [5, p. 9]: 
 

1. Data sources – source system for data extraction. 
2. Data warehouses and data marts – Extracted data is transformed and loaded into special 

purpose databases. 
3. Business intelligence methodologies (multidimensional cube analysis and exploratory 

data analysis). 
 

There are other areas that are described by Vercellis such as data exploration, data 
mining, optimization, and decisions as subset of a BI solution [5, p. 10]. While SAP defines the 
different areas as layers of an Enterprise Data Warehouse Layer (EDW) and these are [9]: 
 
Data Acquisition Layer: 
• Persistent Staging Area (PSA) 
Quality and Harmonization layer: 
• Transformation 
Data Propagation Layer: 
Standard DataStore Object 
Using Semantic Partitioning 
Corporate Memory: 
Write-Optimized DataStore Objects 
 

The generic view of a BI solution is visualized to give a better understanding of the 
different components or layers, which results in the image below. 
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Figure 3.2: BI core layers  

 
The different areas are discussed briefly in the following chapters. 

3.2.1 Business Intelligence modelling 
 
Data modelling is one of the core phases of designing a BI solution and in this phase all the data 
that is gathered regarding requirements are used which means the data model will effectively 
function as a foundation for building the BI solution [10, p. 92]. SAP classifies modelling in a 
similar way however, SAP extends it slightly to include data staging and other layers of EBW as 
well. Multidimensional cubes are modelled and designed based on the query and report 
requirements, which in turn dictate the extraction format and method of the source systems. The 
multidimensional data modelling implies implicit that it is based on a star schema to represent the 
multidimensional nature of the data. A traditional star schema consists of two types of data [4, p. 
112]: 

1. Facts that deal with a measurement such as quantity or amount. 
2. Dimensions consist mainly of master data such as customer data. 

 In effect, the fact table functions as the central table in the star schema, linked to multiple 
dimension tables hence creating the star formation. 

3.2.2 Source system layer 

3.2.2.1 Data sources 
 
Source systems are essentially systems that provide a BI system with data thus the definition data 
sources. SAP has a different classification, and as such it associates data sources with metadata of 
source system, which is used when the actual data is transferred in the form of InfoPackages. 
SAP defines four types of data sources for SAP source systems and these are grouped into two, 
based on the type of data, transaction data and master data [11]. 
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Transaction data 
1. DataSource for transaction data 
Master data 
2. DataSource for attributes 
3. DataSource for texts 
4. DataSource for hierarchies 
 
Within the SAP BI, data sources are called “DataSource” and it is the term that is used 

whenever SAP data sources are referenced. 

3.2.2.2 Data Acquisition 
 
Data acquisition implies the extraction of data from source systems. An Extraction, 
Transformation and Loading (ETL) process can also be used to facilitate the data acquisition 
process [4, p. 156]. 

3.2.3 Staging area 
 
A staging area is an area where the data that is extracted from a source system is stored 
temporarily and in a raw format, that is without any changes to the data. SAP defines this area as 
a Persistent Staging Area (PSA) [12]. 

3.2.4 Transformation 
 
Once the data is in the staging area, it can be cleansed, transformed, and transferred to a cube. 
The process Extraction, Transformation and Loading (ETL) can support facilitating this activity, 
and the flow is depicted in the image below. 
 

 
Figure 3.3: ETL process  

 
 
Transformation in this case implies that the source data is consolidated and formatted so that it 
can be transferred into the cube for further processing and analyzing. 
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3.2.5 Presentation layer 
 
The presentation layer of a BI solution ultimately represents the end user environment, where 
reports and queries are used to present the data in a certain format so that drill down analysis on 
multidimensional data can be performed [13, p. 6]. Another component of the layer is a 
dashboard, which gives an overview of a number of key indicators in the same view. Apart from 
the traditional desktop computers, the presentation layer is nowadays extended to other areas 
such as: 

-Mobile devices such as iPad or iPhone 
-Web based Dashboard  
-Publishing which means that files with analytic reports are sent across 
 
The presentation layer may use modern web technologies such as Adobe flash, HTML5 

and PDF to present easy to use, highly interactive, and user-friendly reports. An example 
dashboard, which is based on SAP BusinessObjects, is shown in the image below to visualize 
sales by region [14]. 
 

 
Figure 3.4: A dashboard, which is based on SAP BusinessObjects, shows sales by region 
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3.3 Data Analysis 
 
Data analysis is a term associated with analyzing data using various disciplines, an example of 
this is data mining, which means data can be drilled down and analyzed so that patterns can be 
discovered. Vercellis defines data mining as: 

“In particular, the term data mining indicates the process of exploration and analysis of a 
dataset, usually of large size, in order to find regular patterns, to extract relevant knowledge and 
to obtain meaningful recurring rules. Data mining plays an ever-growing role in both theoretical 
studies and applications.”  [5, p. 77]. 

3.4 Future of business intelligence 
 
Gartner has stated that "BI and analytics have grown to become the fourth-largest application 
software segment as end users continue to prioritize BI and information-centric projects and 
spending to improve decision making and analysis," [15] which means the BI area is growing 
rapidly which is indicated by another statement from Garner: “Worldwide business intelligence 
(BI) software revenue will reach $13.8 billion in 2013, a 7 percent increase from 2012, according 
to Gartner, Inc. The market is forecast to reach $17.1 billion by 2016.” [15]. 

Furthermore, the initiatives such as big data and in-memory analytics are also good 
indicators for how fast the BI area is evolving. Therefore, in conclusion one can state that the BI 
are is not only growing rapidly but also getting sophisticated [16] as well, which is conceivable 
considering the fact that requirements have also increased such as processing and analyzing huge 
volumes of data. This means BI will continue to grow and will have more tools and processes to 
support it, and potentially it will support other areas than business data as well. 
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4 Evaluation 
 
A proof of concept environment is built to evaluate the concept of using a standard BI solution to 
analyze security data. The implementation along with subsequent analysis and outcomes are 
detailed in this chapter. SAP documentation is used extensively to create the proof of concept 
environment [17]. 

4.1 BI Architecture 
 
The conceptual design of the BI solution is depicted in the image below. 
 

 
Figure 4.1: BI conceptual design 

 
Source systems are essentially external systems that provide the BI system with data. The 

data from source systems must be in a specific format so that it can be transferred to the SAP BI 
system and this is done by creating a so called a data source for each source system. The data 
source is in effect metadata that is used in actual data extraction when real data is transferred 
from a source system. Data is usually loaded into a staging area or an intermediate inbound 
storage area first, which is called persistent Staging Area (PSA), without changing the format 
[12]. The data can now be cleansed, transformed, and loaded into a cube and for that, a mapping 
procedure called transformation is used to map the fields between data targets and PSA. The data 
target in this case is a cube or InfoCube in SAP terminology. The data is eventually moved from 
PSA to the data target using a Data Transfer Process (DTP). The data are now loaded 
successfully into the cube and ready to be analyzed (analytical operations such as slice and dice, 
drill down, roll up, and pivot can be applied). 

The complete implementation process is listed below from an SAP BI perspective. 
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• Create and implement a data model for BI 
o Multidimensional modelling 
o Star Schema  
o Create an InfoArea  
o Create InfoObject Catalogs  
o Create InfoObjects - Characteristics  
o Create InfoObjects - Key Figures  
o Create Data Source  
o Create an InfoCube  
o Create Transformations  

• Initiate Data transfer 
o Create InfoPackages 
o Create Data transfer Process (DTP) 

 
The figure below shows the complete environment set up for the proof of concept. There 

are five source systems in the environment and each provides data to the BI system.  
 
 

 
Figure 4.2: Shows the proof of concept environment 

 
The table 4.1 lists all the source systems that are to be detailed in the configuration section 

of this chapter. 
 
Application Linux Apache FTP LDAP Oracle 

Operating 
system 

Linux Linux Linux Linux Windows 

Server Linux1 Linux2 Linux3 Linux4 windows1 
Table 4.1: List of all source systems 

4.2 Create and implement a data model for BI 
 
SAP BI implements a modified version of the standard star schema and the differences are 
outlined in the table below [4, p. 123]. 
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Table 4.2: Comparison between standard star schema and SAP star schema 

 
Obviously, SAP uses different terminology than the standard star schema and that is 

because SAP has extended the scope of the traditional star schema to include hierarchies and 
introduced a separation between dimension tables and master data (chapter 4.2.2 discusses this in 
detail). 

4.2.1 Multidimensional modelling 
 
The data model is designed according to the business requirements and specifications. The 
primary business requirement is to use security data from multiple sources to analyze potential 
threats using a standard BI solution, which also means adhering to the BI concepts. 

4.2.2 Star Schema 
 
A star schema is essentially a set of tables and indexes in the underlying database. In case of 
SAP, the system creates two fact tables, E and F fact tables, and one DIM table for each 
dimension with each InfoCube creation (InfoCube is the SAP specific name of a 
multidimensional cube). The dimension tables ultimately connect master data with fact tables. 

The Infocube, thus also the data model, that is used in this project is depicted in the figure 
below and consequently, it also shows how the dimensions connect master data with fact tables. 
This also visualizes the concept of multidimensional data modelling. 
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Figure 4.3: Fact table links to dimension tables 

 
The connections are now elaborated and the data model is detailed with field names and 

links, and links in this case represent the relationship between the tables. 
 

 
Figure 4.4: Project data model 

 
SAP BI uses different table types to indicate their usage. 
D = Dimensional Table 
F = F Fact Table 
E = E Fact Table 
U = Units 
T = Time 
P = Package 
 

In SAP BI, the building blocks are called InfoObjects which can be divided into 
characteristics and key figures. Key figures provide the values that are evaluated while 
characteristics are reference objects that are used when analyzing key figures. Characteristics can 
be further divided into time characteristics, technical characteristics, and units [4, p. 76]. A 
structure, InfoArea, must be created along with a catalog or folder, InfoObject catalog, before the 
different type of InfoObjects can be created and this process is detailed in the following chapters. 
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4.2.3 Create an InfoArea 
 
InfoAreas are the branches and nodes of a tree structure, which are used to organize the basic 
blocks such as InfoObjects. A new Info Area, Z_SECURITYANALYSIS, is created using the 
definition in the table below.  
 
InfoArea  
Z_SECURITYANALYSIS InfoArea for Security 

Analysis 
 Table 4.3: InfoArea 

4.2.4 Create InfoObject Catalogs 
 
An InfoObject catalog is used to group the InfoObjects according to application-specific aspects. 
Since characteristics and key figures are different types of objects, there are organized into two 
different folders as indicated by the table 4.4. 
 
InfoObject Catalog Description 
Z_SECURITY_CHARS InfoObject Catalog for Security 

Analysis 
Z_SECURITY_KEYFIGURES InfoObject Catalog for security key 

figures 
Table 4.4: InfoObject catalogs 

4.2.5 Create InfoObjects – Characteristics 
 
Characteristics are essentially sorting keys that determine the granularity at which the key figures 
are stored in the InfoCube [18]. The following characteristics InfoObjects are created as part of 
the data modelling. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

21 
 



Characteristi
cs 

Description Assigned 
to 

Data 
Type 

Lengt
h 

Exclusive
ly 
Attribute 

Lowercas
e 
Letters? 

TIME_ID InfoObject for time 
ID 

  CHA
R 

15 No  No  

IO_TIME InfoObject for time TIME_ID TIMS 6 Yes No  
IO_DATE InfoObject for date TIME_ID DATS 8 Yes No  
SOURCEID InfoObject for 

source ID 
  CHA

R 
15 No  No  

IP_SOURCE InfoObject for 
Source IP 

SOURCEI
D 

CHA
R 

20 Yes No  

PORT_SOUR InfoObject for 
Source port 

SOURCEI
D 

NUM
C 

8 Yes No  

DNS_SOUR InfoObject for 
source DNS name 

SOURCEI
D 

CHA
R 

50 Yes No  

LOC_SOUR InfoObject for 
Source Location 

SOURCEI
D 

CHA
R 

40 Yes No  

MESS_ID InfoObject for 
message ID 

  CHA
R 

15 Yes No  

MESSAGE InfoObject for 
Message 

MESS_ID CHA
R 

60 No  Yes 

CATEGORY InfoObject for 
Category 

MESS_ID CHA
R 

20 Yes No  

CLASS InfoObject for 
Message class 

MESS_ID CHA
R 

20 Yes No  

SEVERITY InfoObject for 
Severity 

MESS_ID CHA
R 

20 Yes No  

APP_ID InfoObject for 
Application ID 

  CHA
R 

15 Yes No  

APP_NAME InfoObject for 
Application name 

APP_ID CHA
R 

50 No  Yes 

SERVER InfoObject for 
Server 

APP_ID CHA
R 

30 Yes No  

IP_ADDR InfoObject for IP 
address 

APP_ID CHA
R 

20 Yes No  

PORT InfoObject for port 
(application) 

APP_ID NUM
C 

8 Yes No  

LOCATION InfoObject for 
Location 

APP_ID CHA
R 

40 Yes No  

Table: 4.5: InfoObjects: Characteristics 
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4.2.6 Create InfoObjects - Key Figures 
 
Key figures in SAP BI are equivalent to facts in the traditional star schema based modelling, 
which means a key figure supplies values to a report, defined by a query. IO_TOTAL is the only 
key figure that is created and an integer type INT4 is chosen in order to better present the total 
values. 
 
Key Figures Description Type Data Type 
IO_TOTAL Total (Total per instance) Integer INT4 
Table: 4.6: InfoObject: Key Figure 

4.2.7 Create Data Source 
 
Data sources are in fact metadata definition of source systems and these have to be defined before 
a data transfer from source systems can be initiated. Five source systems feed the BI solution 
with source data. 
 
Application Linux Apache FTP LDAP Oracle 

Operating 
system 

Linux Linux Linux Linux Windows 

Server Linux1 Linux2 Linux3 Linux4 windows1 

IP 10.0.0.207 10.0.0.208 10.0.0.209 10.0.0.210 10.0.0.211 

IP (fictive) 204.51.16.12 204.51.16.13 204.51.16.14 204.51.16.15 204.51.16.16 

Log auth.log error.log vsftp.log ldap.log  listener_s50.log 

Location /var/log /var/log/apach
e2/ 

 /var/log/ /var/log/ G:\oracle\S50\saptrace\diag\tn
slsnr\Matrix\listener_s50\trace 

Table: 4.7: Shows all the systems that participate as source systems and their configuration. 
 
The data source is created with the following specification. 
 
Datasource Source System 
ZLOGONDATA LOGONDATA 
Table: 4.8: Shows the BI record for data source.  
 
The method of data transfer is based on flat files so in this case, the data source must reflect the 
format of the flat file. The flat file contains data from all five-source systems in order to simplify 
the process. 
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Figure: 4.5: Shows the actual configuration of a source system in the SAP BI system. 

 
In the “extraction” tab, the destination file can be defined, along with information about 
formatting, CSV in this case and data separator is a comma. 
 

 
Figure: 4.6: Shows the detailed configuration of the source system. 

 
The system presents fields based on the flat file under the proposal tab, and these fields are 
copied to fields tab as shown below. 
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Figure: 4.7: Shows the data types of a source system. 

 
Filed types must be validated so that there are no conflicts between data types of source and 
target during the conversion. 

Some of the fields need to be changed such as the field that store IP addresses because 
otherwise the format of an IP address with dots is automatically removed, so the data type is 
changed to CHAR. 

4.2.8 Create an InfoCube  
 
The multidimensional structure in SAP BI is called InfoCube which contain key figures and link 
to the characteristics. An InfoCube could be considered as a storage point for a standalone 
dataset, and as such, queries can directly be executed against the cube. 

An InfoCube is created first in the Info Area Z_SECURITYANALYSIS and then 
dimensions are added. 
 
InfoCube Description 
ZSECURITY InfoCube for Security 

Analysis 
Table: 4.9: Infocube definition 
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Figure: 4.8: Shows the configuration of InfoCube. 

 
A tree view shows not only all the building blocks that function as the foundation for the 

InfoCube Z_LOGON but also their data types, type of InfoObjects, the type of characteristics 
such as time characteristics and the technical name for each component. 
 

 
Figure: 4.9: Lists the tree structure of the InfoCube. 
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4.2.9 Create Transformations 
 
Extraction, transformation and loading (ETL) are a process that deals with extracting raw data 
from a source system, perform transformation on it and then load data into a target. Therefore, in 
effect one could claim that ETL prepares the data to be loaded into targets such as a cube in a 
specific format. There are specific ETL tools in the market to support BI but; SAP BI has also a 
number of built-in tools that can be used for the same purpose. This project uses only those built-
in tools [4, p. 156]. 
 

 
Figure: 4.10: Shows a schematic view of ETL. 

 
When the data is loaded into the PSA, transformation can be initiated and then a 

subsequent data transfer can be started to send the data to the target. The whole flow is described 
in simple terms below. 
Source systemInfo PackageDataSources (PSA) 
TransformationsInfoSourcesInfoProviders(InfoCube). 
 [4, p. 161]. 
 

A transformation is created in this case using the values of the source and target 
components, source system is LOGONDATA and the data source is ZLOGONDATA, while the 
target is obviously an InfoProvider, or an InfoCube to be more specific. 
 

 
Figure: 4.11: Shows the basic configuration of a transformation. 
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The next step is to map the source to target and this can be done by clicking and moving 
the links. In this case, fields are mapped manually by linking fields of the data source 
“ZLOGONDATE” to the fields of InfoCube “ZSECURITY”. 
 

 
Figure: 4.12: The transformation is now mapped to InfoCube. 

 
Once the transformation is complete, the data flow path can be viewed which can be used 

to verify the flow of data as well. 
 

 
Figure: 4.13: Path of data flow into the InfoCube is shown. 

4.3 Define the data flow 
 
Now that the data flow path and transformation are defined, the next step is to create a data 
transfer and to actually initiate the data transfer. 

4.3.1 Create InfoPackages 
 
An InfoPackage has all the necessary settings to enable data upload from a source system to a 
PSA [4, p. 161]. In this particular case, it moves data from the CSV file to the PSA. 
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Figure: 4.14: Shows the basic configuration of InfoPackage. 

 
The upload is also a full update which is different from delta load that only transfers 

portion of new or changed data. The job for the full update can be started by using the tab 
schedule and then selecting either to start the job immediately or to start at a scheduled time later. 
The monitoring tool can show the status of the upload into the PSA, and the status in this case is 
successful and all records are uploaded correctly. 
 

 
Figure: 4.15: Records from the source systems are loaded successfully into the PSA. 

 
Further verification can also be done by using the PSA maintenance function that shows all data 
that are uploaded. 
 

 
Figure: 4.16: Records from the source systems are loaded successfully into the PSA and are now visible. 
 
The PSA also allows checking data and editing if required in order to maintain data quality. 
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4.3.2 Create Data transfer Process  
 
The objective of a data transfer process, DTP, is to execute a transformation, which means it 
transfers the transformed data to an InfoProvider such as an InfoCube. The DTP supports full or 
delta uploads [4, p. 171-172]. 
 

 
Figure: 4.17: Data transfer basic configuration. 

 

 
Figure: 4.18: Data transfer configuration that shows how an InfoCube and a Datasource are connected. 

 
Full update is selected in the extraction tab. 

 

 
Figure: 4.19: Data transfer configuration that shows details about initial load. 

 
The execute tab enables execution of loading data from the PSA to the InfoCube, which is 

depicted in the image below. 
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Figure: 4.20: An initial load is ready to be executed. 

 
Once executed, the result is observed using the built-in monitoring functionality which in 

this case confirms that it is a successful execution. 
 

 
Figure: 4.21: An initial load through data transfer is successfully executed. 
 

4.4 Scheduling and monitoring 
 
Sap BI offers functionalities to schedule and monitor extraction and data transfer processes so 
that in case of failure, administrators can analyze the errors and if necessary reinitiate the process 
again. 

4.4.1 Monitor for Extraction Processes and Data Transfer Processes 
 
The image below shows a feature in the built-in monitoring of SAP BI which details the data 
transfer process from the source system to the PSA. Every part can be clicked in order to get 
more detailed information, and this could be very useful when troubleshooting problems. 
Only a few examples of the monitoring features are discussed while SAP BI offers a range of 
monitoring tools. 
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Figure: 4.22: Monitoring function shows the result of an initial load. 

 
Another feature uses colors to indicate success or failure and obviously green means a successful 
completion that means all steps are completed successfully. 

 
Figure: 4.23: Monitoring function shows each step with status.  

 
Data loading into an InfoCube can also be monitored by following every step of the process. 

 
Figure: 4.24: Monitoring for loading data into an InfoCube. 
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4.5 Query and reporting 
 
A query is usually defined and executed against an InfoCube; a query extracts a subset of 
InfoCube based on the query definitions. SAP BI comes with the suit of query and reporting tools 
that are commonly called SAP Business Explorer or BEx Explorer that consists of the following 
components [19]: 
 

• BEx Query Designer 
• BEx Web Application Designer 
• BEx Broadcaster 
• BEx Analyzer 

 
The BEx Query Designer is used to define queries against an InfoProvider such as an 

InfoCube by selecting and combining InfoObjects and defining query scope while BEx Analyzer 
is used to analyze the query outputs and to create reports, charts, and graphics. BEx Analyzer is 
in fact integrated with Microsoft Excel so that all available functionalities of Excel can also be 
fully utilized. 

4.5.1 Query design 
 
Combination BI front-end tools such as BEx Query Designer and BEx Analyzer are used to 
create the queries and to get the desired result sets. There is a comprehensive set of presentation 
tools in the market today such as BusinessObjects, MicroStrategy, qlikview etc. that can create 
visually rich, graphical, and comprehensive views. Therefore, some of the queries and result sets 
are simulated to highlight the kind of results that can be achieved. 
 

 
Figure: 4.25: BEx Query Designer is used to define the queries.  

 

 
Figure: 4.26: BEx Analyzer is used to execute the queries.  
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4.5.2 Report 1 

4.5.2.1 Objective 
List the total number of intrusion attempts, along with source IP, port, source location, target 
application, target IP address. 

4.5.2.2 Result 
67 attempts are from the IP address 80.217.190.149 using two different ports. 8 attempts are of 
high severity. 
 
Source IP Source 

Port 
Source DNS Source 

Location 
Application Server IP Address Total 

80.217.190.149 8306 02.bredband.comhem.se Stockholm Linux Linux1 204.51.16.12 8 

80.217.190.149 8306 02.bredband.comhem.se Stockholm Apache Linux2 204.51.16.13 8 

80.217.190.149 8305 02.bredband.comhem.se Stockholm Linux Linux1 204.51.16.12 5 

80.217.190.149 8306 02.bredband.comhem.se Stockholm Linux Linux1 204.51.16.12 14 

80.217.190.149 8305 02.bredband.comhem.se Stockholm Oracle Windows1 204.51.16.16 16 

80.217.190.149 8305 02.bredband.comhem.se Stockholm Oracle Windows1 204.51.16.16 16 

       67 
Table: 4.10: List the total number of intrusion attempts. 

4.5.3 Report 2 

4.5.3.1 Objective 
List all the intrusion attempts between 04-05-2013 and 05-05-2013 with severity 1. 

4.5.3.2 Result 
 
Source Port Source DNS Source Location Message Class Severity Date Application Server IP Address Port Location Total

8306 02.bredband.comhem.se Stockholm authentication failure for /~dcid/test1: Password Mismatch APCHE01 1 04-05-2013 Apache Linux2 204.51.16.13 80 Stockholm 8
8306 01.bredband.comhem.se Stockholm Refused user testsite for service vsftpd FTP02 1 04-05-2013 FTP Linux3 204.51.16.14 21 Stockholm 9
8306 01.bredband.comhem.se Stockholm authentication failure logname= uid=0 euid=0 tty= ruser= rhost=192.168.0.3  user=testsite FTP01 1 04-05-2013 FTP Linux3 204.51.16.14 21 Stockholm 11
8034 03.bredband.comhem.se Stockholm authentication failure logname= uid=0 euid=0 tty=NODEVssh ruser= rhost=hostname.hidden LDAP02 1 05-05-2013 LDAP Linux4 204.51.16.15 389 Stockholm 16
8379 03.bredband.comhem.se Stockholm authentication failure logname= uid=0 euid=0 tty=NODEVssh ruser= rhost=hostname.hidden LDAP02 1 05-05-2013 LDAP Linux4 204.51.16.15 389 Stockholm 12

56  
Table: 4.11: List the total number of intrusion attempts with severity 1. 

A total 56 attempts are made between 04-05-2013 and 05-05-2013 and all have severity level 
one. 

4.5.4 Report 3 

4.5.4.1 Objective 
Identify the application that is subject to most attacks. 

4.5.4.2 Result 
Source IP Source Port Source DNS Source Location Message Class Severity Time Date Application Server IP Address Port Location Total
80.217.190.149 8305 02.bredband.comhem.se Stockholm TNS-12518: TNS:listener could not hand off client connection ORACLE01 3 23:14 05-05-2013 Oracle Windows1 204.51.16.16 1521 Stockholm 16
80.217.190.149 8305 02.bredband.comhem.se Stockholm TNS-12518: TNS:listener could not hand off client connection ORACLE01 3 23:18 05-05-2013 Oracle Windows1 204.51.16.16 1521 Stockholm 16  
Table: 4.12: Application that is subject to most attacks 

Most attempts are made on the Oracle application. A total of 32 attempts are made during a 
period of 5 minutes on 05-05-2013. 
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4.5.5 Report 4 

4.5.5.1 Objective 
List the number of attempts ordered by severity, time and date so that a pattern can be 
established. 

4.5.5.2 Result 
The number of intrusion attempts is grouped by severity and ordered by time and date. The query 
shows a gradual escalation.  

The result of the query is highlighted in the table below. 

Date Severity Total 
04-05-
2013 

2 8 

04-05-
2013 

1 8 

04-05-
2013 

2 5 

04-05-
2013 

1 9 

04-05-
2013 

1 11 

05-05-
2013 

1 16 

05-05-
2013 

1 12 

05-05-
2013 

2 14 

05-05-
2013 

3 16 

05-05-
2013 

3 16 

Table: 4.13: Number of intrusion attempts grouped by severity and ordered by time and date. 
 
The table is visualized to give a better overview of the type of threats and their frequency. 
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Figure: 4.27: Report that shows the type of attacks and their frequency. 

 
A different visualization of the same result is generated to show that there is a pattern. 
 

An increased pattern of attempts can be observed. Severity of the attempts seem also be 
increasing. This may indicate that the intruders are stepping up their efforts and also probably 
getting bold. 

 
Figure: 4.28: Report: severity of the attempts 

 
The result below shows the number of attempts per application in a ranking order. 

 
Date Application Server IP Address Port Location Total 
05-05-
2013 

Oracle Windows1 204.51.16.16 1521 Stockholm 32 

05-05-
2013 

LDAP Linux4 204.51.16.15 389 Stockholm 28 

04-05-
2013 

Linux Linux1 204.51.16.12 22 Stockholm 27 

04-05-
2013 

FTP Linux3 204.51.16.14 21 Stockholm 20 

04-05-
2013 

Apache Linux2 204.51.16.13 80 Stockholm 8 

Table: 4.14: Number of attempts per application. 
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Figure: 4.29: Report: number of attempts per application. 
 
This confirms that Oracle is the application that is subject to frequent attacks and 

combining this with information regarding what data is managed in the Oracle application could 
perhaps highlight the motivation and objective of the attackers.  

4.6 Dashboard view 

A dashboard view combines all the important results in a single view so that it is the only view 
most administrators, experts, managers and support personnel need to access in order to get a 
snapshot of the situation. However, alerts can also be automated so that critical alerts either 
trigger predefined actions or send out notifications to appropriate users or user groups. 

 
Figure: 4.30: Dashboard that shows an overview of the most important results. 
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5 Conclusion and discussion 
 
The evaluation clearly shows that BI can indeed be used to process and analyze security data, not 
unlike business data and the same requirements apply as well such as clearly defining business, 
application, and technical requirements. Therefore, in effect the differences are minor from a BI 
perspective when business data analysis is compared to security data analysis, and this is listed in 
the table below. 
 
 BI for analyzing business data BI for analyzing security data 
Areas (data) Production, purchasing, sales and 

distribution, finance, and human 
resources. 

Authentication, authorization, 
Monitoring, defects and 
vulnerabilities, intrusion 
attempts, application logs. 

Objectives Simple access to consolidated business 
data via a single point of entry. 

Simple access to consolidated 
security data via a single point of 
entry. 

Data sources All relevant business applications. Low-level data sources such as 
application logs, system logs, 
Network traffic data, IDM and 
monitoring data. 

Data modelling Very high requirement. High requirement so that the data 
is processed and presented in a 
good way. 

Presentation High requirement of the presentation to 
be clear, well-structured and informative 
since the receivers are decision makers. 

Can mainly be automated. 
Requirements of presentation to 
be clear, well-structured and 
informative. 

Target group Mainly decision makers and analysts. Administrators, technical 
analysts, and managers. Decision 
makers are also a target group for 
summary reports, in order to 
make them aware of critical 
problems, and get their approval 
to implement major mitigation 
programs. 

Business 
Intelligence 

Mainly standard BI solutions. Open source based BI solutions 
are good candidates in order to 
justify the cost of implementation 
and maintenance. Standard BI 
solutions can also be used. 

ETL Mainly standard. Standard or open source based. 
Table: 5.1: Comparison between security and business data analysis when BI is used. 
 

So, the obvious question is what is deterring companies from not using BI for analyzing 
security data? There may be multiple answers to that question but cost is perhaps one of the main 
reasons, tightly followed by the fact that BI solutions are still very much complex. The third 
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reason might be that security is not a focus area and it is possible that the management does not 
always fully understand the importance of data security or what measurements are required in 
order to protect sensitive data. However, security should also be treated as a critical area since 
one could argue that information theft is of a primary concern in the highly competitive world 
today. Therefore, measurements should be taken to not only to protect data but also to act 
proactively so that malicious acts can be prevented in good time, and it is in this area that BI can 
make major contributions.  
 

The table lists some of the important pros and cons associated with using BI for analyzing 
security data based on the discussion above. 
 
Pros Cons Comment 
End-to-end analysis. Better 
protection of data, applications 
and systems. 

Expensive to implement and 
maintain. 

 

Improved security. Skills. BI requires specific skills 
(detailed in the text below) 

Proactive    
Real time analysis .   
Automated alerts based on 
predefined threshold values. 

  

Table: 5.2: Pros and cons when using BI for analyzing security data 
 

As discussed earlier, the benefits of using BI in the security area are many such as 
improving overall security, using it to define a strategy for proactive measurements, automating 
alerts when certain threshold values are reached, and performing end-to-end analysis. End-to-end 
analysis could be cumbersome if many systems and components are involved in the flow and in 
that case, it is highly advantageous to have a BI solution, which can view the whole flow. 
Proprietary BI solutions are still considered expensive but it is in that area that the rapid 
development seems to take place, consequently the commercial software vendors such as SAP 
AG, IBM, Teradata, SAS and Oracle dominate the market. It is not only the software that is 
expensive but also the hardware and infrastructure that are required to deploy a BI solution, 
however there are open source BI initiatives such as Pentaho BI Suite and SpagoBI that may be 
able to support the requirements of security analysis. The hardware cost can also be reduced by 
using mass market and commodity servers. A BI solution is still quite complex and extensive 
which on the one hand requires special skills to design, manage, and operate the solution because 
it differs from an Online Transaction Processing System (OLTP) in that sense that it deals with 
huge volumes of data but on the other hand it could be a very valuable tool to analyze data from 
any area. Furthermore, the introduction of new applications, components, systems and 
technologies also present new challenges and an example of this is the recent development in the 
smart devices area, which means smart devices generate a huge amount of data (telemetry and 
other data), and a portion of it is related to security. BI as a solution is also a rapidly evolving 
domain and appears to be becoming more sophisticated than ever. This means BI can certainly 
support analyzing huge amount of data that is generated by smart devices or other complex 
applications and systems. BI solutions can even support real-time data analysis nowadays which 
means the security area can also greatly benefit from it. 
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In conclusion, BI is indeed a very efficient solution even from a security analysis point of 
view but in order to justify the cost-value ratio, an extensive pre-work must be done, which is 
often associated with onetime activities such as defining source system data, data transfer 
methods, transformation, rules and so on. Nevertheless, once the implementation is in place, most 
of other regular tasks can be automated to reduce the cost, and this is particularly true for security 
analysis so that alerts are generated and notifications are sent to appropriate teams automatically. 
Furthermore, the ever-increasing data volume will also require a reliable solution to analyze and 
present the results in a human readable form. Apart from that, a BI solution can also show a 
snapshot of a specific flow that involves multiple systems so that the whole flow can be analyzed. 
Therefore, I believe BI has a major role to play, not only in the traditional business areas, but in 
other important areas such as security as well. 
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7 Appendix A 

7.1 Implementation steps 
 
Setting up a commercial BI environment is quite comprehensive, so only some of the important 
steps are listed below. 
 
Step Activity Version Description 
1 Install Oracle database 

 
11.2   

2 Install SAP Netweaver BI  
 

7.3  

3 Install BI Content  Preconfigured set of 
role and task-related 
information models 

4 Install Microsoft Office 2010  
5 Install SAP GUI and Business 

Explorer suit 
7.3  

6 Install Linux Virtual Box   
7 Install Apache web server   
8 Install FTP server   
9 Install OpenLdap   
10 Configuration of all components   
Table: 7.1: Lists all the important implementation steps 
 

Standard setup to make the system fully functional is conducted as well but these are 
considered as out of the scope of this study thus not detailed. A specific client is created, a client 
is essentially a logical division of SAP BI, to set up the BI application. The content from standard 
client 001 is copied to the newly created client 400.  
Once the client is copy is completed, the BI client 400 is activated. Each client has a unique 
identifier called logical system that is defined in the current setup as well, and this is in fact a 
requirement to enable data transfer into the BI system. All the necessary post processing tasks are 
also performed in order to make the BI system and its components fully functional. 
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