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Abstract  
The online trading is growing widely day by day, which makes safety the biggest concern while 

carrying out trading by electronic means. As many other operations can be done with digital 

environment and internet, operation that provides identity validation should also be added to 

the digital environment. 

When data are transferred, the user should make sure that there are no changes in the original 

data while transferring them from sender to receiver. And it has also become necessary to 

authenticate the users often to ensure security and to avoid fraud. There are lot of different 

ways of online identification, in which digital signature is considered to be one of the powerful 

way of authentication.  So, the online user use digital signature to authenticate the sender and 

to maintain the integrity of the document sent.  

In this paper, a study is carried out to identify the usage of digital signature and the perspective 

of people towards it in developed and developing countries and a survey is taken to support the 

theory. 

 

Keywords: Digital signature, Cryptography, Authentication, Public Key Cryptography, 
Comparative study. 
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1. Introduction 
This chapter is organized as follows: context of the thesis are introduced in Section 1.1, the 

contribution of the thesis is explained in Section 1.2 and the organization of this thesis report is 

explained in Section 1.3. 

 

1.1. Context 
Online authentication became necessary in the fast growing digital environment. Lot of 

different kinds of electronic signatures are available to authenticate, in which digital signature 

is one of the powerful authentication method. Digital signature not only authenticates the 

person, who sends the data, also ensures the integrity of the data transferred, making sure that 

the data has not been tampered while it is transferred. Digital signature software became a 

powerful business tool in recent years that is used to sign documents, contracts, e-tax filing etc.  

After the UN published the UNCITRAL Model Law on Electronic Commerce in 1996 that gave 

uniform standards for digital signature legislation for the e-business and e-commerce. Most of 

the countries started following it. The document is legally bounded when it is digitally signed. 

Digital signature law may slightly vary between countries. (History of Digital Signature Law, 

2013) 

The awareness and percentage of people using digital signature also varies between countries. 

In developing countries, percentage of internet users are very less when compare to the 

developed countries, which is directly proportional to the users of digital signature.   

So to know about the users of digital signature in different countries, and when & where the 

digital signature is used in different countries, a study is carried out by dividing the countries 

into developed and developing countries. Doing a comparative study between them helps us to 

get more clear view of the knowledge about digital signature in different countries. 

 

1.2. Contribution 

The emerging trades between countries are made easy and more secure by using digital 

signature. Thus knowledge about the digital signature law in different countries and the 

perspective of people towards digital signature becomes important.   
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This paper discusses about the historical development of digital signature, the usage of digital 

signature and its awareness among people from different countries. And also the legal 

perspective of digital signature are apprehending. The parameters used in digital signature 

process and what makes the digital signature more secured are also discussed. 

The awareness about digital signature in developing countries is compared to the developed 

countries, to get more information for future development of digital signature in developing 

countries and to have a good knowledge about the scope of the product. 

The study is done by collecting information from one developed country, which uses the digital 

signature in many areas and most of the population uses it, and one developing country,  which 

started using it in recent years and the application is not so spread.  And a survey is taken to 

support the collected data. From the obtained data, we get an idea about when and where the 

digital signature is being used a lot, what is the idea about digital signature of people from 

these countries. This gives an idea to improve the usage and number of users of digital 

signature in the developing countries.  

 

1.3. Delimitations 

Due to the time frame, the thesis would only focus and collect data from one developing 

country and one developed country. So, I choose India for the case study on developing 

country, which is one of the dense populated countries that have around 12.6% of internet 

users of its total population. And I choose Sweden for the case study on developed country, 

which has around 94% of internet users of its total population (International 

Telecommunications Union (Geneva), June 2013). The results are still to be considered 

applicable for all developed and developing countries.  

1.4. Document organization 

There are eight chapters in this thesis report. The chapter consists of Introduction, Background 

and Research problem, Theoretical background, Case study 1- Digital Signature in Sweden, Case 

Study 2- Digital Signature in India, Comparison between digital signature in Sweden and India, 

Survey and Findings, Conclusion and Future work, Appendix. 

Introduction:  

In chapter 1, it provides the information about necessity of digital signature, purpose of the 

thesis, and delimitations faced. 
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Background and Research problem: 

Chapter 2 contains historical background of digital signature, research questions and describes 

about the research methodology used.  

Theoretical background: 

Chapter 3 provides the theoretical knowledge about digital signature, working process in digital 

signature and about digital signature law. 

Case study 1- Digital Signature in Sweden: 

Chapter 4 provides detail information about digital signature in Sweden (developed country). 

Discusses about the law in Sweden, history of digital signature, places where it is used.  

Case Study 2- Digital Signature in India: 

Chapter 5 provides detail information about digital signature in India (developing country). 

Discusses about the law in India, history of digital signature, places where it is used.  

Comparison between Digital Signature in Sweden and India: 

Chapter 6 compares the chapter 4 and 5. And provides a reason for the difference. 

Survey and Findings: 

Chapter 7 provides information about the survey and the analyzing part of the survey and the 

findings obtain from it.   

 Conclusion and Future work: 

Chapter 8 addresses the conclusions drawn from the study performed and justify it. Also 

answers the research questions and about future works.  

Appendices: 

This part of the thesis has the surveys and interview questions used. 
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2. Background and Research problem 
This chapter gives information about the historical background of digital signature, research 

questions and the research methodology used and the reason to choosing it and how the survey 

and interviews are done. 

 

2.1. Historical Background  
Whitefield Diffie and Martin Hellman published a paper called New Directions in 

Cryptography in 1976, in which they discussed about a new method of distributing 

cryptographic keys. This article stimulated the development of a new and effective asymmetric 

encryption algorithm. They gave the idea for digital signature schemes. Ronald Rivest, Adi 

Shamir, and Len Adleman came up with the concept of RSA algorithm in 1977. By using both of 

these concepts a primitive digital signature was developed. This basic scheme was not very 

secure. (Shafi Goldwasser, Silvio Micali And Ronald L. Rivest ,1988). 

For more secured method, a cryptographic hash function was applied to the original message 

before following the RSA algorithm. This was proved secure in the random oracle model. Shafi 

Goldwasser, Silvio Micali, and Ronald Rivest were the first people to define the security 

requirements of digital signature, in 1984.  

 Lamport signatures, Merkle signatures, Rabin signatures were the early digital signatures those 

were developed, but they were not efficient. In 1989, the first well known digital signature 

software package Lotus 1.0 was released.   

 

2.2. Research questions and purpose of study 

2.2.1. Objective 

 Review on the historical development of Digital Signature. 

 Identification and analysis of awareness about Digital signature in developed and 

developing countries. 

 Analyzing and apprehending the information about digital signature in legal perspective. 
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2.2.2. Research questions  

RQ1. What are the key parameters of digital signature? 

RQ2. In which extent developing countries are aware of digital signature when compared to 

developed countries? 

RQ3. What are the challenges in improving digital signature in developing countries? 

 

2.3. Research methodology 

The scientific research methodology is divided into two, namely  

 Qualitative research 

 Quantitative research 

The choice of the research methodology depends on the research undertaken and the future 

work that follow the research.  

According to Fisher for the selection of the research methodology states as “it is possible to use 

any of the research method to produce either quantitative material or qualitative material, and 

second because you can use quantitative material as part of realist project and you can 

certainly  use numbers to illuminate interpretative research. In practice you can use any of the 

research methods in any of the approaches”. (Fisher, C., 2004). 

2.3.1. Qualitative research 

The qualitative research is described as “the approach that usually associated with the social 

constructivist paradigm which emphasizes the socially constructed nature of reality”. The 

qualitative research is bottom-up approach that focuses on the human behavior, ideology and 

belief. (Georges, J., 2009). The approach of qualitative research by Bryan and Bell in 2003 is 

shown in the figure 1.  
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Figure 1: Qualitative Research 

 

2.3.2. Quantitative research 

The quantitative research is defined as to recognize patterns and trends mostly involved in 

huge size population are concerned. This research involves collecting data from a huge number 

of people, different places. Cramen and Bryman in 2005 described a approach for the 

quantitative research. It is clearly explained by the figure 2.   
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Figure 2: Quantitative research 

Difference between Quantitative and Qualitative research:  

Mack et al (2005) describes the difference between the qualitative and quantitative 

methodology. This gives a better idea to choose the research methodology for the study. The 

difference between qualitative and quantitative approach is shown in figure 3. 
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Table 1: Difference between Qualitative and Quantitative research 
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2.3.3. Choice of methodology 

The quantitative methodology is used in the thesis to collect data, because as the research is to 

find the usage of digital signature and perspective of people of a country towards it. Since it 

deals with collecting data from a large group, quantitative approach is more appropriate. This 

gives the characteristics of a population, and closed-end questions would be helpful for it. And 

for the face-to-face interviews the qualitative approach is used.   

2.3.4. Research Methods 

In a research, data collection for the analysis of a product is done with two sources, primary 

and secondary sources (Kumar, R. 2005). The classification and ways for data collecting by 

Kumar.R is shown in the figure 3.  

 

Figure 3: Data Collection Methods 

 

According to Saunders, Lewis and Thornhill (2009) “The qualitative data is more likely to 

provide such a richness of information that quantitative data”. 

 

Data collection 

Primary sources 

Questionnaire 

e-mail 

Social network 

Interviews 

Direct 

Phone 

Secondary sources Documents 

Earlier Research 
Goverenment research 

Census 
service records 



18 

 

2.3.5. Research design 

The research is analyzed with the data from three different ways. They are literature review, 
interview and survey (Figure 4).  

Literature review: 

According to Hart (1998), “literature review is a collection of available documents on relevant 
topics which may be either published or unpublished. Literature review includes data, 
information, ideas and evidences which have taken from a definite viewpoint of the specific 
topic. The viewpoint should have a certain aim and it should give the idea about how the topic 
will be investigated”. 

The knowledge about theoretical background, history of digital signature and the digital 
signature laws in Sweden and India are gathered through the journals and paper regarding it. 
The places where the digital signature are used and the requirements to obtain a digital 
signature are known by browsing through trustable official websites. The percentage of people 
using the digital signature is known through trustable official websites and also emailing to 
Controller of Certification Agencies (CCA). And a survey was taken to support the study. 

Before framing the survey questions a deep literature study has been made with the previous 
researches in the same area.  

Survey questions: 

As described by Arlene Fink in The Survey Kit: How to ask survey questions 2nd edition, the 
questions for the survey were prepared. And the same questions were used in the interviews. 
Some questions were skipped based on the answer give to the previous question.  

The questions used in the survey are added in the appendices part of this paper.   

 
Figure 4: Research Design 

Analysis 

Survey 

Literature 
Study Interview 

http://www.google.com/books?hl=en&lr=&id=HTKKgOOdsHUC&oi=fnd&pg=PP9&dq=survey+questions+guideline&ots=kJBPvlT3MO&sig=SOiqNakOtiIoQHc8KslvVCZOnoo
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3. Theoretical background 
This chapter provides the background information regarding the problem space and the solution 

space of this thesis work. More specifically, Section 3.1 explains the concepts of cryptography 

and the consecutive sections discuss about the concept of RSA algorithm, digital signature and 

digital signature law. 

The idea of digital signature uses derived from two concepts namely Asymmetric cryptography 

and RSA algorithm.  

3.1. Cryptography 

 

Cryptography is an art of transferring data from one point to other in a form than the third 

party can’t understand it. The data can be in any form. Cryptography is done by following two 

basic steps encryption and decryption. (Gary C. Kessler, 1998). 

 Encryption is converting the original information into unreadable cipher information by 

using a key (or in other words set of rules), this happens in the senders end.   

 Decryption is converting back the cipher information into the original information by 

using a key (or in other words set of rules), this happens in the receivers end.   

By these two steps the cryptography protects the information from sharing it with other than 

the desire person while transferring it. 

3.1.1. Types of Cryptographic Algorithms 

Cryptography can be classified in several ways. On the base of number of keys used to encrypt 
and decrypt, cryptography can be classified into the following   

 Symmetric cryptography or Secret Key Cryptography (SKC) 
 Asymmetric cryptography or Public Key Cryptography (PKC) 
 Hash Functions 

Symmetric Cryptography: 

Symmetric Cryptography, also known as Secret key cryptography, uses a single key for both 
encryption and decryption process during the communication.  

mailto:gck@garykessler.net?subject=Crypto%20paper
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Figure 5: Symmetric cryptography 

 
(Figure is taken from Data Confidentiality, 2013) 
 
As shown in the figure 5, Symmetric cryptography follows these steps The sender converts the 
plain text into cipher text by using a private key (shared secret key). 

 The sender sends the cipher text to the recipient. 

 At the receiver end the cipher data is converted back into plain text using the same 
private key.  

 
In this type of cryptography, it is obvious that the private key must have been shared between 
the sender and receiver before the transfer of data. Sharing the key is the difficult part.  
 

Asymmetric Cryptography: 

 
Asymmetric cryptography, also known as Public Key Cryptography, uses two different keys, 
namely private key and public key, for encryption and decryption process. 
 
Public key is mostly used to encrypt the data and the public key can be distributed openly to 
anyone to encryption who needs to communicate with the recipient. And the private key is 
used to decrypt the encrypted data in the receiving end. 
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Figure 6: Asymmetric cryptography 

(Figure is taken from Data Confidentiality, 2013) 
 
As shown in the figure 6, the Asymmetric cryptography follows these steps. 

 The sender converts the plain text into cipher text by asymmetric encryption algorithm 
using the public key of the recipient. 

 The cipher data is transferred to the recipient. 

 The receiver converts back the cipher text into plain text by asymmetric decryption 
algorithm using the private key that corresponds to the public key used by the sender. 

 
The most commonly used asymmetric algorithm is the RSA algorithm. 
Asymmetric cryptography is more efficient than the symmetric cryptography. PKC is used in 
digital signatures, key management purposes and facilitating no repudiation. 
 
Hash Functions: 
 
Hash functions, also known as message digest or one-way encryption, use no key method. It 
uses a computed fixed-length hash value based on the original text makes it impossible to 
retrieve the original data. 
  
Hash function uses a mathematical transformation to irreversibly encrypt information. 
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Figure 7: Hash Function 

(Figure is taken from Data Confidentiality, 2013) 
 
Hash algorithms are used to encrypt passwords, make sure that the data transferred has not 
been altered by virus or intruders and to provide digital finger print providing integrity for the 
transferred data. 
 
The reasons for using hash function or message digest in Digital signature are as follows  
 

 For efficiency: The signature will be much shorter and hence will be faster.  
 

 For compatibility: A hash function can be used to convert an arbitrary input into the 
proper format. 

 

 For integrity: Without the hash function, the original message has to be separated in to 
small blocks to use the signature scheme. Hence there would be a lot of signed blocks. 
This can be prevented using the hash function. 

 

3.2. RSA Algorithm 

 

RSA algorithm is used in two important ideas, Public key encryption and digital signature. This 
algorithm is considered to be one of the most secured algorithms because it uses large integers 
as the keys to perform the encryption and decryption, usually product of two large prime 
numbers which is 1024 bit, approximately 300 digits, long. It takes years to find the factors, that 
makes it more secured. (R.L. Rivest, A. Shamir, and L. Adleman, 1977).  
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The RSA algorithm is done by three steps:  

 Key generation,  

 Encryption and  

 Decryption. 

 

Key Generation: 
RSA algorithm uses two different keys, public key and private key. Usually public key is used to 
encrypt the data and private key is used to decrypt the data. The public key is distributed to 
everyone and the private key is kept secret. 

Both private key and public key is generated by the receiver.  

In RSA algorithm the key is generated in the following way: 

 

1. Two integer prime numbers p and q are chosen randomly. These numbers should have 
similar bit-length. 

2. n is the product of the chosen prime numbers p and q. 

n=pq 

Now n is used to generate both public n private keys. 

3. φ(n) is generated where φ is Euler’s totient function. 

φ(n) = φ(p)φ(q) = (p − 1)(q − 1) 

4. Choose an integer e, which is public key exponent, such that e and φ(n) are coprime. 
That is  

gcd(e, φ(n)) = 1 

5. Private key exponent d is generated using the Euclidean algorithm 

d⋅e ≡ 1 (mod φ(n)) 

 

The public key consists of the modulus n and the public (or encryption) key exponent e.  

The private key consists of the modulus n and the private (or decryption) key exponent d, 
which must be kept secret. 

 p, q, and φ(n) must also be kept secret because they can be used to calculate d. 

http://en.wikipedia.org/wiki/Key_(cryptography)
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Encryption: 
After generating the public and private key, the receiver sends the public key (n, e) to the 
sender. The encryption on the sender’s side follows these steps, 

 The original message M is converted into an integer m. 

Such that 0 ≤ m < n 

 Then the integer m is encrypted to the cipher text c by using the padding scheme. 

 

Then the encrypted cipher text is sent to the receiver. 

Decryption: 
The receiver decrypts the cipher text c into the original message m using the private key 
exponent d by reversing the padding scheme. 

 

 

3.3. Digital Signature 

 

Digital signature is an electronic signature used to authenticate digitally transferred data and to 

ensure that the content of the message or the document sent has no changes. Digital signature 

cannot be imitated and can be time stamped automatically, avoiding the chances of the sender 

to repudiate it later.  Digital signature of the digital certificate- issuing authority is also included 

in the digital certificate, so it is possible to check the originality of the certificate by anyone. 

Digital signature has same value as the physical signature on paper. It uses asymmetric 

cryptography to encrypt the data, providing reason to believe that the data was send by the 

claimed sender. (Vagner Schoaba, Felipe Eduardo Gomes,  Luiz Castelo Branco, 2011): 

The digital signature provides four main characters for the data sent. They are:  
 

 Confidentiality and Privacy: As the data is encrypted the confidence and privacy of the 
data is confirmed. 

 Authentication: The identity of the sender is ensured by the digital certificate. So, the 
receiver can verify the identity of the sender. 

 Integrity: digital signature ensures that the data is not tampered during the transfer.  
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 Non - repudiation: As it ensures the authenticity of the sender. The falsely deny of the 
sender is also not possible. 

 

 

Figure 8: Digital Signature 

 
Figure 8 shows the working flow of digital signature. (Figure is taken from Data Confidentiality, 
2013) 
  
Digital signature is one of the concepts in public Key Infrastructure, the information or the 
identity of the user is tied to the public key. The Digital certificate is signed by the Certification 
Authority that provided it, to ensure trust in the signed data. 

Digital signature software became a powerful business tool in recent years. It provides ability to 

sign online. Documents, contracts, different kinds of form, tax filing can be executed online. 

This technology is secure, legally robust, and efficient, and saves all parties time, money, and 

hassle. (Vagner Schoaba, Felipe Eduardo Gomes,  Luiz Castelo Branco, 2011). 
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3.3.1. Digital Signature and Electronic Signature 

 

Digital signature and Electronic signature are used interchangeably, but they are not same. 

Digital signature is one of the kinds of e-signature. Digital signature, electronic signature or the 

signature on a paper the old-fashion way, the intention is the same, agreeing with the terms. 

But they have different legal weight and a different technological perspective.   

E-Signature: 

An e-signature or electronic signature includes all types of electronically approval methods. It 

could be an audio file, graphical stamp, a process, or even pressing the “Agree” button in most 

of the terms and conditions tab, etc. It includes simple forms like pressing “place order” to 

complex forms like biometric signature. 

 

For a business contract or tax filling, it is not advisable to use any kind of e-signature, since not 

every e-signature has the same legal value and secured. The signature should be authenticable, 

have integrity and security, when it comes to legal documents. So, in these situations the use of 

biometric signature or digital signature would be more appropriate. And these complex 

signature types are legally binding and are more secured and unique, which helps in trusting 

the document. 

 

3.3.2. Signing and Verification in Digital signature  

 

Digital signature uses asymmetric cryptography to encrypt the data. Let’s split the process into 

two parts signing by the sender and verification by the receiver. Figure 9 explains the signing 

and verification part of the digital signature. 

The digital signature for the data is generated in two steps: 

1. Generation of the message digest: The message digest is generated using hash 
algorithm. This gives a binary message of the original message. 

2. The generated message digest is encrypted by the sender’s private key. The encrypted 
message digest is known as the digital signature. 

3. Both the original data and the digital signature are send to the receiver  

Verification on the receiver end is done by the following steps: 
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Receiver receives original data with the digital signature. 

1. The digital signature is decrypted by using the sender’s public key to get the hash data 
that is the message digest; let it be message digest 1. 

2. The original data is converted into message digest using the same hashing algorithm 
used by the sender; let it be message digest 2. 

3. The message digest 1 and message digest 2 are compared.  

 If they match each other, then the received data is not been tampered. The data 
is reliable.  

 If they don’t match each other, then the message has been changed after the 
data is send by the sender.  

 

 

Figure 9: Signing and Verification of Digital signature  

This provides the authenticity and integrity for the document transferred. 

http://upload.wikimedia.org/wikipedia/commons/2/2b/Digital_Signature_diagram.svg
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3.4. Digital signature law 
 

Surprisingly the digital signature law has a very long history. During the start of mid-19th 

century, the contracts and business transactions were carried out using telegraph machines; 

Morse code encryption signature was used to verify the authenticity of the signer. From then 

the digital signature law was born. The legality of digital signatures was upheld in a New 

Hampshire supreme court ruling as early as 1869. Then the fax machines were used widely, so 

the digital signature law was revised accordingly. After that the ATM’s, click-to-accept the 

software license; digital signature law has been revised again and again to match the growth of 

technology. Recently the growth of e-commerce and e-business has altered the digital signature 

and its law. (History of Digital Signature Law, 2013). 

The UN published the UNCITRAL Model Law on Electronic Commerce in 1996 that gave uniform 

standards for digital signature legislation for the e-business and e-commerce, which has a 

global game. Soon some governments started implementing the digital signature law.  

 

3.4.1. Digital Signature Law around the World 

The United Nations’ UNCITRAL Model Law on Electronic Commerce made lot of countries to 

implement the digital signature legislation, promoting the digital signature to have equal legal 

value as a hand-written signature. Laws like Electronic Signature Law 1999 in South Korea and 

the European Union’s Electronic Signature Directive were published. In 2000 countries like 

Canada, UK, USA (United States federal law entitled Electronic Signatures in Global and National 

Commerce (E-SIGN) Act.), and India (Information Technology Act 2000) passed the law.  

 

3.4.2. European Directive 1999/93/EC (European Union) 

The European Directive implemented in 1999 was the primary electronic signature law which 

includes clarification and protection for the e-business and the digitally signed documents. The 

countries of European Union were mandated to follow the directive by July 2001. 
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4. Case study 1- Digital Signature in 
Sweden 
This chapter discusses information about history of digital signature in Sweden, Laws on e-signature, 
digital signature certificate providers and the places where it is used and active users of e-authentication 
in Sweden. 

4.1. History 
 

After the UNCITRAL model law on electronic commerce in 1996, the European Union passed 
the European Directives in 1999. The Sweden’s EU Presidency in 2001 were discussing with 
different agencies to provide “24 hour service” to its citizen and to make changes, in the law 
that treats the electronic signature equal to the physical signature.   

Swedish bank consortium was formed, where major Swedish banks participate. The consortium 
was formed to come up with a standard structure of e-id, that fulfills the government 
requirements and also easy to use by the people. As a result of the consortium, Financial ID-
Teknik BID AB was formed in September 2002 to create and distribute the digital signature 
BankID. In 2003, the first e-id was issued. 27000 people used BankID to file their tax return that 
year, the number crossed 100 000 during 2004 and 500 000 during May 2005. Tax and social 
insurance are quick to adapt the usage of digital signature (Bankid, 2013).  
 
Initial three issuers of e-id in Sweden were BankID, Nordea and Telia. In 2007, Synovate 
conducted a survey on 1200 people, for Financial ID Technology, showed that 95% of the 
people have knowledge about BankID and e-id. In January 2008, SEB buys 18.3% of the financial 
identification technique’s stock, became one of the largest stock holders, and started issuing 
the BankID to its customer. 
 
Mobile BankID was launched in the beginning of 2010. Nordea joined BankID in January 2011. 
There are 4.5 million active users uses the BankID for 1000 for public and private services and 7 
million bank customers have the access to digital signature certificate BankID. (Bankid, 2013). 
 

4.2. Law on e-signature in Sweden: 
 
After the European Directives in 1999, the Qualified Electronic Signatures Act (2000:832) was 

passed in Sweden that made the electronic signature a valid authentication id. That is, the 

agreements and documents signed by digital signature is legally robust as the physical signature 

of a traditional contract (The agreement Title deeds and Wills are not included). The laws like 
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Consumer Credit Act, Companies Act also allows digital signature. In Money Laundry Act 

(2009:62) also approves the digital signature. (Ministry of Transport and Communications 

1998). 
 

4.3. Digital signature certificate providers in Sweden 
 

 BankID 

 Nordea bank 

 Telia 

 Danske bank 

 Handeks bank 

 Skandia bank 

 Länsförsäkringar 

 Ikano bank 

 Sparbanken öresund 

 Sparbanken Syd 

 Swedbank 

 SEB bank 

 Ica bank 

 

E-identification issued by banks and Telia. The name of the e-id varies depending on who is 

issuing it such as BankID, Nordea's e-authentication or Telia e-identification. (E-legitimation, 

2013). 

 

4.4. Requirements to obtain a digital certificate 

 

The person who needs digital certificate mush have a Swedish personal number that is 

registered in Sweden. The age limit varies from publisher and those who have e-services. For 

example, the Tax Board, you must have turned 18.   

An organization or a company can’t have a digital signature of its own, the digital signature 

must be linked to a person and the user must have a Swedish personal identity. If an 

organization likes to sign a contract, the digital signature of the CEO or the person-in-charge is 

used. 
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Table 1 below depicts the document required to obtain the digital certificate in Sweden. It also 

shows the various types of digital certificate depending upon the documents that customer 

provides. Customers without permanent address in Sweden can currently order BankID on file 

but not BankID on cards or mobile. 

  BankID on 
file 

BankID on cards Id card with 
BankID 

Mobile BankID 

Certificate 
 

From 18 
years 

From 13 years From 13 years From 18 years 

Customers without 
Swedish personal 

No No No No 

Customers with 
protected identity 

No Yes Yes No 

Customers without 
official address * 

Yes No No No 

Validity 
 

1 year 5 years 5 years 3 years 

Ordered Internet 
bank 

Branch Branch Internet Bank and 
Branch 

Table 2 Document Requirement for Digital signature  

 

Table 1 above depicts the document required to obtain the digital certificate in Sweden. It also 

shows the various types of digital certificate depending upon the documents that customer 

provides. Customers without permanent address in Sweden can currently order BankID on file 

but not BankID on cards or mobile. 

 

4.5. Applications of Digital Certificates in Sweden. 
The digital signature (e-legitimation) is used in login, signature for companies and government 
agencies that offers e-services. Most common issuers of these services are  
 

 Insurance: sign the care of children, apply for parental leave and plan retirement 

 CSN: apply for a student loan   

 Tax:  tax returns, check the tax account and print a birth certificate   

 Swedish Change of Address: makes notification of removal 
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 Savings banks' internet banking: with BankID short and Mobile BankID in the mobile, 

you have access to the same services with security box 

 Direct Payment service: with Mobile BankID and BankID short, you can complete the 

purchase of around 500 different e-commerce sites 

 In some agencies, you may have access to, for example, be able to represent your 

business. Contact each company / agency to get the proper permissions.   

 For signing documents like MSWord, MSExcel and PDFs. 

 For sending and receiving digitally signed and encrypted emails.  

 For carrying out secure web-based transactions and also to identify other participants of 

web-based transactions.  

 

And there are many more services available where digital signature is used. 

(www.elegitimation.se  has all the service providers of digital signature in Sweden.)  

4.6. How to Use Digital Signature 
 

Digital signature is available in three variants:  

Digital signature on file: 

This file is saved on the computer. To authenticate, the file is used with a password. The file can 
be downloaded from the internet bank or bought from the provider. This file can be copied to 
another computer and can be used. The file can be used with a USB stick too.  

Digital signature on card: 

In this type the digital signature is stored on a chip card. It is costlier than the former one. To 
authenticate using this type a card reader is used, that is connected to the computer through a 
USB cord. The card reader is provided by the digital signature certificate provider. The card is 
also available with photo of the owner on it, which can also be used as identification card.    

Digital signature on Mobile phones: 

The e-authentication for mobile phones and tablets are available. Mobile bankID provides this 
facility. To use this facility the app is downloaded to the device and the app is connected to the 
internet bank  

  

4.7. Internet users in Sweden 

The internet users are directly proportional to the digital signature users. By observing the facts 

from the graph 1, the internet users were more than 80% of the total population of Sweden 

http://www.elegitimation.se/
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from 2003. And by 2011, its 91% (World development indicator, 2013: Data used from World 

Bank). And it was 94% of the total population was internet users by 2012(International 

Telecommunications Union (Geneva), June 2013.), which is around 8.5 million internet users, in 

which more than 4 million are active digital signature users. In Sweden the percentage of 

internet users attained a near saturation point. 

 

Graph 1: Internet users in Sweden 

Graph 1 was taken from the world development indicator. 
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5. Case Study 2- Digital Signature in 
India 
This chapter discusses information about history of digital signature in India, Laws on e-signature, digital 
signature certificate providers and the places where it is used and active users of e-authentication in 
India. 

5.1. History 

E-authentication is legalized in India by passing the Information technology act 2000. The digital 

signatures are treated with the same legal value with the handwritten signatures and the 

electronic documents that have been digitally signed as same legal values as a regular paper 

documents. Information technology act based on asymmetric crypto system provides the 

required legal sanctity to the digital signatures. 

The Controller of Certifying Authorities (CCA) was appointed by the central government to 

provide e-authentication certificates. The CCA is issuing certificates since November 1, 2000 

aiming to promote the growth of E-Commerce and E- Governance. (IT Act, 2000) 

 

5.2. Laws on e-authentication in India 

The Information Technology act 2000 was passed in India based on Model Law for e-commerce 

proposed by UNCITRAL, with the major concepts like  

 Legal recognition of data messages,  

 Writing Signature,  

 Original, Admissibility and evidential weight of data message,  

 Formation and validity of contracts,  

 Recognition of parties by data message,  

 Acknowledgement of receipt,  

 Time and dispatch and receipt of messages. 

The central government of India allocates Controller of Certifying Authorities (CCA) under 

section 17 of the Act. The IT act provides the authority to CCA for issuing license to the 

Certifying Authorities CA. The CA issues the digital signature certificate to the public following 

certain criteria.  
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The digital signature of the CCA is also included in every public key of the digital signature 

certificate issued as established under section 18(b) of the IT act. This helps to verify the 

originality of the certificate. (IT Act, 2000). 

The authorized signatories of company and professionals, and people who signs manual 

documents and returns filed with ROC are required to obtain a Digital Signature Certificate 

(DSC). Hence the following officials should have DSC. (Digital Signature Certificate,2013). 

 Directors of organizations. 

 CA’s/Auditors.  

 Company Secretary.  

 Bank Officials - for Registration and Satisfaction of Charges. 

 Other Authorized Signatories. 
 

The people who have income more than a million rupees per annum can only file their tax 

return through e-service using digital signature.  

 

5.3. Types of Digital Signatures Certificates  

There are 4 different types of digital signatures certificates in India. They are  

 Class 0 Certificates  

 Class 1 Certificates  

 Class 2 Certificates  

 Class 3 Certificates  

 

Class 0 Certificate 

This certificate is used only for demonstration purposes to test the certificate and get familiar 

with the various usage of the digital signature certificates across the different fields of 

applications. 

Class 1 Certificate 

This certificate is used to individuals or private subscribers. These certificates will confirm that 

users name or E-mail address form an unambiguous subject within the Certifying Authorities 

database. 
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Class 2 Certificate 

This certificate is used by both business personnel and private individuals. These certificates will 

confirm that the information in the application provided by the subscriber does not conflict 

with the information in well-recognized consumer databases.  

Class 3 Certificate 

This certificate is used by individuals as well as organizations. This is high assurance certificate, 

primarily intended for e-commerce applications. This certificate is issued to individuals only on 

their personal (physical) appearance before the Certifying Authorities. (Classes of Digital 

Signature Certificates, 2013). 

 

5.4. Components of a Digital Signature Certificate 

Public key: It is the reference for the digital certificate; this is provided to verify the document 

sent.  

User name and e-mail address: This provides information about the person, to whom the 

signature belongs. 

Expiration date of the public key: The digital signature certificate is valid until this date.  

Name of the company: This is used for identifying the company to which the signature belongs. 

Serial number of the Digital ID: This is a unique number that is included in the signature helps 

us for tracking.  

Digital signature of the Certification Authority: This is the signature of the CA, used to verify 

the originality of the certificates. 
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5.5. Certifying Authorities  

Certification Agencies are appointed by the office of the Controller of Certification Agencies 

(CCA) under the provisions of IT Act 2000 in India. There are a total of seven Certification 

Agencies authorized by the CCA to issue the Digital Signature Certificates. (www.cca.gov.in). 

Name of the Certifying  Agency Website Info 

Tata Consultancy Services Ltd. http://www.tcs-ca.tcs.co.in/ 

National Informatics Centre http://www.nic.in/ 

Institute for Development & Research in Banking 
Technology (IDRBT) 

idrbtca.org.in 

MTNL http://www.mtnltrustline.com 

Customs & Central Excise icert.gov.in 

(n)Code Solutions Ltd. (A division of Gujarat 
Narmada Valley Fertilisers Company Ltd.) 

http://www.gnvfc.com/ 

Safescrypt http://www.safescrypt.com/ 

Table 3: Certifying Authority in India 

 

5.6. Applications of Digital Certificates in India 

 For sending and receiving digitally signed and encrypted emails.  

 For carrying out secure web-based transactions and also to identify other participants of 
web-based transactions.  

 eTendering – Tendering for the various government projects. 

 eProcurement – Procuring various kinds of commodities in the eCommerce applications. 

 Ministry of Corporate Affairs for registering the corporate companies. 

 eFiling - Income tax returns filing for the government. 

 For signing documents like MSWord, MSExcel and PDFs. 

 

5.6.1. Digital Signature in Filing Income Tax Returns in 

India  

 

The major area of digital signature usage in India is for filing the income tax returns. Below is 
the case study of income tax returns filed using e-Filing option. 

http://www.tcs-ca.tcs.co.in/
http://www.nic.in/
http://idrbtca.org.in/
http://www.mtnltrustline.com/
http://icert.gov.in/
http://www.gnvfc.com/
http://www.safescrypt.com/
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Table 4 (taken from IRT e-filing, 2013) gives the details of the Income Tax Rules Wise receipt of 
e-Returns from 2011 to July 2013. This gives detail information about number of people used 
digital signature for e-filing different types of tax returns. (IRT e-filing, 2013). 

S.No. Form FY 2011-12  
(From 01/04/2011  

to 31/03/2012) 

FY 2012-13  
(From 01/04/2012  

to 31/03/2013) 

FY 2013-14 
(From 01/04/2013  

to 31/07/2013) 

1 ITR-1 4439001 6409881 5781252 

2 ITR-2 1773659 2240995 1479280 

3 ITR-3 522579 625890 100646 

4 ITR-4 6712032 7772962 1951713 

5 ITR-4S 1628312 2947568 846543 

6 ITR-5 765054 851327 144709 

7 ITR-6 593047 638184 14922 

8 ITR-7 - - 2710 

Grand Total 16433684  21486807  10321775 

Table 4: Income Tax Return Filed using Digital Signature 

Note: ITR-1, ITR-2., etc. are the different types of Income Tax Rules. 

 

Graph 2 gives the details of increase in the users of digital signature from year to year for 2012 
and 2013 in various income tax rules. 

 

 

Graph 2: Income Tax Return Filed using Digital Signature 
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Graph 3 gives the details of the E-Filing history from the year 2007 to present. 

 

 

Graph 3: E-filing History from 2007 to present 

Graph 2 and 3 are taken from (IRT e-filing, 2013). 

The gradual increase in filing tax return using digital signature is shown in the graph 3. This 

proves that the knowledge about digital signature is gradually increasing in India. The graphs 

and tables were extracted from the official website of income tax department of India.  (IRT e-

filing, 2013). 

Table 5 gives details of the number of receipts of e-Returns according to the state wise upto 
31/7/2013. 

 

S.No State Number of e-Returns 

1 ANDAMAN AND NICOBAR ISLANDS 5647 

2 ANDHRA PRADESH 645906 

3 ARUNACHAL PRADESH 1776 

4 ASSAM 56663 

5 BIHAR 126253 

6 CHANDIGARH 68151 

7 CHHATISGARH 81996 

8 DADRA & NAGAR HAVELI 3562 
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9 DAMAN & DIU 2879 

10 DELHI 887437 

11 GOA 42251 

12 GUJARAT 939755 

13 HARYANA 380378 

14 HIMACHAL PRADESH 79599 

15 JAMMU & KASHMIR 35051 

16 JHARKHAND 125012 

17 KARNATAKA 963435 

18 KERALA 286296 

19 LAKSHADWEEP 261 

20 MADHYA PRADESH 305782 

21 MAHARASHTRA 2187712 

22 MANIPUR 1595 

23 MEGHALAYA 3834 

24 MIZORAM 336 

25 NAGALAND 944 

26 ORISSA 135363 

27 PONDICHERRY 18019 

28 PUNJAB 369283 

29 RAJASTHAN 537609 

30 SIKKIM 1770 

31 State outside India 8471 

32 TAMILNADU 762481 

33 TRIPURA 5032 

34 UTTAR PRADESH 710746 

35 UTTARANCHAL 74289 

36 WEST BENGAL 466201 

 Total  10321775  

Table 5 Number of E-returns in India State wise 

Table 5 is taken from (IRT e-filing, 2013). 
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The state wise statistics is taken to know in which state the awareness of digital signature is 

high and where is it low. Maharashtra has the large number of digital signature users compare 

to any other states. 

5.7. Internet users in India 

By observing the facts from the graph 4, the percentage of internet users are less than that of 

the average percentage of the world internet users. Until 2000 the percentage of internet users 

in India is closer to ‘0’. Until 2009 it is been less than 5%. From 2009 to 2011 its been doubled 

and it was 10.07% of internet users. (World development indicator: Data used from World 

Bank). And it was 12.6% by 2012, which are more than 151 million internet users. And that 

makes the third largest internet user population in the world after china and USA. 

(International Telecommunications Union (Geneva), June 2013). According to an article in the 

business standard website internet users in India is going to triple by 2016. This gives a positive 

outlook on the development of digital signature in India. Until June 2013 there were 5.2 million 

class 3 digital signatures were issued in India. 

 

 

Graph 4: Internet Users in India 

 

Graph 4 was taken from the world development indicator. 
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Literacy rate plays an important role. Literacy rate of India by 2011 was 74.04% (Census of 

India). That says there is 26% of the Indian population is not likely to be internet users which 

means 26% of the Indian population is not likely to be a digital signature user. And there are 

422.8 million people under 18 years old in India ( Census of India). So 1.5% of the population of 

India, who is above 18 years old and literate, uses Digital Signature. 
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6. Comparison between Digital 
Signature in Sweden and India 

This chapter compares the case study from Sweden and India and evaluates the reasons obtained from 
the comparison.  
 
The idea of digital signature was introduced to both the countries around the same time. But 

the awareness and the usage varies, this is because of the following reasons. 

In Sweden, almost everyone is an internet user (International Telecommunications Union 

(Geneva), June 2013.). And the students use digital signature to get their scholarship money 

and their loan from the Government and the tax filling is submitted using digital signature, thus 

placing the digital signature for regular usage for the people in Sweden. There are 4.5 million 

digital signature users that is around 48% of the population of Sweden uses it. 

In India, the digital signature is used mostly for filing tax return. And not everyone uses digital 

signature to file the tax return, it is only compulsory to use digital signature for tax filing, if the 

turnover of the company is more than 10 million rupees per annum or the turnover of an 

individual is more than 2.5 million rupees per annum. Since 2000 till June 2013 only around 5.2 

million digital signatures has be issued by the Controller of Certifying Authorities, India, which is 

large number but its only 0.43% of Indian population uses digital signature.  

In Sweden the digital signature certificate is issued by the banks and whereas in India it is 

distributed by government appointed firms. This makes a huge difference in the awareness.  

Digital signature is easily available to the Swedish people because digital signature certificate is 

issued by the banks and it has the authenticated information of its customer upfront, thus 

process of issuing DS is simple. And it can also be downloaded from the bank websites using 

internet banking.  

Whereas in India the digital signature is issued only by the few certifying authorities, the listed 

firms (refer 5.5 Certifying Authorities in India) that has been assigned by the CCA. And to get 

the digital signature (Class 3 certificate), the person has to be physically present with an 

identification card. And thus the digital signature is not easily reachable for the Indians, which 

make the usage and awareness of the product less.  
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7. Survey and Findings 
This chapter discusses about the survey, information about how the survey was conducted, how the 
interviews are done, analyzing process and results obtain from it. 

7.1. Survey 

A survey was conducted in India and Sweden about digital signature to support our theoretical 
study.  

The survey questions are designed by following “The Survey Kit: How to ask survey questions” 
2nd edition, by Arlene Fink. As the survey is taken with non-technical people and for also 
illiterate people, simple questions were prepared and mostly using yes/no question. Most of 
the questions framed with multiple choice answers. The survey questions are added to the 
appendix of the thesis.  

The survey is to find the knowledge about digital signature of people from two different 
countries, Sweden and India. Equal number of random people was chosen from both countries 
and the survey is carried out. Most of the data were collected by asking the participants to fill 
the questionnaire, interviewing. And also data were collected through phone, Skype and by 
using online software, ‘Qualitrics’.  

7.1.1. Choosing the Participants   

Number of people for the survey depends on the population and the acceptable error in the 
statistics. As the survey is a support for the theoretical study and due to the time limit, we 
choose 200 for the survey, in which 100 people from each country.  

 

Figure 10: Participant selection 

200 Participants 

100 Indians 

(above 35) 

25men 
+25women 

(below 35) 

25men 
+25women 

100 Swedish 

(above 35) 

25men+25women 

(below 35) 

25men+25women 

http://www.google.com/books?hl=en&lr=&id=HTKKgOOdsHUC&oi=fnd&pg=PP9&dq=survey+questions+guideline&ots=kJBPvlT3MO&sig=SOiqNakOtiIoQHc8KslvVCZOnoo
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And equal number of male and female was chosen. And also equal number of people above 35 
years of age and below 35 years of age was chosen. And five companies from each country 
were chosen for the interview. Figure 10 gives a clear idea about how the participants were 
selected. 

Note: people from below 35 years old are also above 18 years old. The people come under 
illiteracy category have not been interviewed or surveyed. 

 

7.1.2. Findings of the survey 

The questions were simple and the survey was short and precise. The survey aim is to collect 
data that give information for the following. 

 percentage of internet users and digital signature users 

 where did they get the digital signature 

 where digital signature is used 

 How do they describe about the necessity of digital signature 

Internet Users: 

 

 

Graph 5: Internet Users  

Graph 5 shows that percentages of internet users in different age category are different in 
India. It seems all the participants from Sweden were internet users. In India, there are 24 
people among 50, who is above 35, are internet user. But when we take the statistics of people 
below 35, 44 out of 50 were internet users. This data was collected to know how many people 
are not using digital signature but are internet users. So when the awareness of digital 
signature increases, these people can be expected to become a user.  
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The survey also provides information about how frequently the participants use internet. The 
frequency of internet usage among Swedish participants was comparatively more than the 
Indian participants.  

Most of the participants from India use internet twice or thrice a week, mostly for checking the 
e-mails and social networking. The participants from Sweden use internet daily, mostly for the 
same reason and also banking. 

 

Digital Signature Users: 

 

Graph 6: Digital Signature Users 

Graph 6 shows the number of digital signature users in the selected participants. Every 
participant from Sweden is using digital signature. In India 15 people out of 100 uses digital 
signature. Most of the digital signature users are from the below 35 age group. This is not 
surprising, because the internet users are more in the below 35 age group than the internet 
users in above 35 age group under India. 

The survey also provides information about where digital signature is used by the participants. 
The participants from Sweden used digital signature mostly in tax filing, mobile banking and 
while filling the form for change of address. In India the digital signature users mostly used it for 
tax filing. They also used it for sending important e-mails, signing documents. The people used 
digital signature for signing e-mails and documents are working in Multi-National-Companies. 
According to the theoretical study it was 1.5 out of 100 people uses DS (who is educated and 
above 18). The accuracy rate can be increased if the number of participants increased; 
unfortunately due to the time limit we have little bit high resistance towards the error now. 
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Knowledge on Digital Signature: 

 Graph 7 shows the number of participants who has knowledge about digital signature. 
According to the graph 6 every Swedish participants use digital signature thus they should have 
knowledge about digital signature which is shown in this graph 7. From 100 participants from 
India, there were 20 digital signature users and 37 people who have knowledge about it. 
Participants from India, who were non-internet users, have no knowledge about digital 
signature.   

 

Graph7: Knowledge on Digital Signature 

The survey also provides information about the knowledge of people about digital signature. 
The participants answered questions like where does digital signature is used. For which most 
of the people answered ‘To authenticate in e-mails’. And 15 participants out of 21 participants 
from India use DS for filing tax return.  

Participants from India who have knowledge about digital signature do not have a complete 
knowledge of where and how digital signatures are used in their country. The awareness about 
digital signature in India is evidently less when compare to Sweden.  

 Every participant was asked about the necessity of digital signature, the people who are using 
it and having knowledge about it answered that this technology is helpful, more safe and time 
saving. The participant who doesn’t have knowledge about digital signature were given a short 
description about it and asked the same question, Most of them prefer to use DS. Three 
participants answered that it was complicate to understand and so, they doesn’t prefer it.  
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Interviews: 

Interviews were done with 10 companies, 5 from each country. The Swedish companies 
registered the company and also file the tax return using digital signature. The Indian 
companies dint use digital signature to register, even though registration of the company 
through digital signature is available in India, these companies do not have knowledge about 
the facility. Three of the companies file their tax return using digital signature after when DS 
was made compulsory; the other two uses the paper work to file the tax return, since its 
turnover is not over 10 million rupees. 
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8. Conclusion and Future work 
This chapter presents a brief summary and the outcome of the thesis work. This chapter also 
recommends few potential leads for future work. 

The thesis provided a clear view on the historical development of the digital signature and its 

laws. And provided detail information about digital signature, its work and what makes it more 

secure and trustable.  

The thesis is done by analyzing through theoretical study and practical study. The practical 

study was done to support the theoretical study and done by interviews and survey. It provides 

a clear view on the awareness of digital signature in developing and developed countries.  

The legal part of the thesis has given more information about the laws on e-authentication in 

both countries and the history of it. Sweden and India had introduced DS in the year 2000 by 

following the Model Law for e-commerce proposed by UNCITRAL by passing the Qualified 

Electronic Signatures Act (2000:832) and Information Technology Act 2000 respectively but the 

usability of the product differs, the reason for the different were also discussed.   

8.1. Awareness of digital signature: 

In Sweden (developed country), the internet users are nearly 94% and active digital signature 

users are nearly 4.5 million, which is nearly 48% of the population uses digital signature. And 

digital signature is available for nearly 7 million Swedish bank customers (International 

Telecommunications Union (Geneva), June 2013, Bankid, 2013). When the population above 18 

years old taken for consideration, the percentage of digital signature users increases.  

In India (developing country), the internet users are nearly 12.6% that is around 151.6 million 

people (International Telecommunications Union (Geneva), June 2013). In the 151.6 million, 

digital signature users are around 5.2 million people (www.incometaxindiaefiling.gov.in). Hence 

14% of the internet users in India uses digital signature. Thus only 0.43% of the population of 

India uses digital signature.  

This proves that the awareness about digital signature is poor among the people in India and 

also poor among the internet users in India. The number of service available for using digital 

signature is also very less when compare to Sweden.  

Thus the awareness of digital signature in developing country is less than the developed 

country.  And the number of services available is less in developing countries than in developed 

countries. 
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8.2. Improvements to increase usage of digital signature 

In Sweden, the digital signature is easily accessible for the public through banks. And can 

download digital signature certificate from the bank website using internet banking. The bank 

has the authenticated information about the customer, so it is easy for the banks to provide 

digital signature to its customer and making the process of getting a digital signature certificate 

simple and easy for the people. 

In India, there are only 7 certifying authorities (refer 5.5 Certifying Authorities in India), where 

the public can get the digital signature (Class 3 digital signature). The person has to be 

physically present in the CA office to get the digital signature certificate. It is not an easy access 

to digital signature for the people in India.  

So the usability of DS in India can be increased by making the product available in places where 

people have more access, like banks or post offices.  

And improving the number of services that uses digital signature in India helps the people to 

buy digital signature. Thus the usage increases. When the usage increases the awareness 

increases.  

8.3. Future work 

The developing country can follow the developed countries in implementing the digital 

signature in different fields; thus increasing the usage of the product, which in return increases 

the number of users.   

In India the usage of digital signature can be improved by making it available in places that are 

easily accessible to public like banks, post office etc. The easy access to digital signature will 

also increase the awareness of the people towards digital signature. 

Digital signing should be made available through mobile phones and tablets, which increases 

the frequent usage of digital signature in India. Banks in Sweden have the mobile bankID 

facilities since 2010.   

The digital signature certificate providers can be appointed by global organization which 

provides more trust between two parties when e-trading is done between countries. Mostly 

every country derived their e-authentication law from Model Law for e-commerce proposed by 

UNCITRAL; it will be easy to have a common international law for using digital signature. 
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The survey result slightly varies with the theoretical study result; this because of the time limit 

the accuracy of the survey result has to be slightly compromised. The improvement of the 

accuracy of the survey can be added to the future work.  

Due to the time limit the study is conducted only for two countries, one developing and one 

developed country. The study has to be carried out in more countries to gather more data, to 

have a clear idea about the awareness of digital signature globally. 
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Appendix 
Survey questions:  

Phase 1 
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Phase 2 

 

If ‘yes’ is selected the following questions will be displayed. 

If ‘no’ is selected GOTO ‘Phase 3’ 

 



57 

 

 

End of survey 

Phase 3 

 

If ‘yes’ is selected the following questions will be displayed. 

If ‘no’ is selected GOTO ‘Phase 4’. 

 



58 

 

 

 

End of survey 
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Phase 4 

 

 

End of survey 
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Survey results from Sweden  

Survey using Qualtrics 
Survey Software 

       

         

name 
gen
der age education 

intern
et 
user 

DS 
user where used 

how 
ofte
n 

where you got 
DS 

         
Andreas 1 24 

Computer Science and 
Software Engineering 7 1 

Tax declaration, to fill in 
information about a move 2 My bank 

 
2 26 M.S Computer Science 7 1 Bank, Tax office 5 

Bank-ID 
Security 
Application 

 
2 23 engineer 7 1 

 
3 my bank 

 
2 24 Information systems 7 1 

 
4 From my bank 

Satyam 
Manduva 1 30 Masters 7 1 In my previous company 2 

From the 
company itself  

 
2 35 Master 7 1 

for social security website 
login, for tax return filing, etc 3 Nordea 

Avinash 1 25 MSc 7 1 bank 3 bank 

Binu 1 25 Masters  7 1 Banking 4 Nordea Bank 

         Survey using distributing question papers, Skype and 
phone calls 

     

         
Johansson 1 27 High school 7 1 tax declaration  1 bankid 

Kristina 
Pachalgina 2 19 School 7 1 bank 1 bank 

Simon Fard 1 23 School 7 1 bank 4 bank 

Thomas Ryberg 1 53 University 7 1 bank 3 bank 
Lina Ocampo 

Daza 2 46 
 

7 1 bank, tax return filing 3 From my bank 

 
1 31 

 
7 1 insurance 1 from my bank 

Linda Sydh 2 52 
 

7 1 tax return 5 Nordea 

Malin Svensson 2 22 College 7 1 student loan  2 swedbank 

Camilla Larsson 2 24 College 7 1 csn 2 bankid 

Hedlund Lina 2 27 High school 7 1 insurance 1 From my bank 

Bergh stig 1 31 College 7 1 bank 5 Nordea Bank 
Simon 

wahlborg 1 27 Technical school 7 1 csn, mobile banking 2 bankid 
Mikeale 
Lostrom 2 23 Technical school 7 1 bank 6 From my bank 

Pernilla Erikson 2 25 College 7 1 csn, mobile banking  2 bankid 
Micheal 

Granstrom 1 39 High school 7 1 mobile banking 5 bank 

Nerida rand 2 39 High school 7 1 bank 6 Nordea 

Isak hansson 1 39 Technical school 7 1 bank 4 Nordea Bank 

 
1 42 

 
7 1 company 7 bank 

Lindstrom Anna 2 36 University 7 1 tax office 2 From my bank 

Anna berglind 2 37 University 7 1 swish 2 bankid 

Bo sollen 1 36 Technical school 7 1 Driving License 1 from my bank 

Inga sedlarik 2 52 School 7 1 mobile banking 5 Bank-ID  

https://www.facebook.com/linaocampodaza?hc_location=timeline
https://www.facebook.com/linaocampodaza?hc_location=timeline
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Sune eriksson 2 31 School 7 1 transport office 1 swedbank 

Haken Ake 1 32 Technical school 7 1 csn 1 from my bank 
Paulo Roberto 
Vaccari Alves 1 54 

 
7 1 tax declaration  2 bankid 

Anna persson 2 29 School 7 1 bank 6 bank 
Jorge Campos 

Gonzalez 
Blanco  1 57 

 
7 1 insurance 1 from my bank 

Lars Benthien 1 55 
 

7 1 bank 3 bank 

Stina Hultdin 2 25 University 7 1 in my office 1 telia 

Lilian Lindevall 2 24 College 7 1 tax office 2 swedbank 
Per 

wennerstrom 1 37 School 7 1 tax office 1 from my bank 

 
1 56 

 
7 1 tax office 1 bank 

Lina Gustavsson 2 22 College 7 1 Not often  2 telia 

Anna brostam 2 25 High school 7 1 bank 1 bank 

Axel Stjärnkvist 1 21 
 

7 1 csn 2 bankid 
Alexander Salbe

rg 1 32 
 

7 1 banking 6 bank 

 
1 51 

 
7 1 company 5 bank 

Birgitta marta 2 36 School 7 1 insurance 1 bankid 

Ingrid odevall 2 23 College 7 1 Not often  1 telia 
Giovanni 
zappola 1 35 College 7 1 email 6 from my bank 

 
1 59 

 
7 1 tax filing  2 telia 

Alice halldin 2 24 College 7 1 bank 6 bank 

Anna linden 2 37 Technical school 7 1 bank 3 bankid 

 
2 42 

 
7 1 insurance 1 bankid 

Dani Tormo 1 32 Masters 7 1 CSN 2 from my bank 

Daniel Olsson 1 26 College 7 1 tax declaration  1 bankid 

Soderquist lisa 2 58 College 7 1 bank 2 bankid 

Kajsa Brink 2 46 Technical school 7 1 tax office 2 

Bank-ID 
Security 
Application 

 
1 44 

 
7 1 bank 4 bank 

Mudassir Imran 
Mustafa 1 46 

 
7 1 mobile banking 5 bank 

Erik Olsson 1 54 
 

7 1 company 3 bankid 
Sundvall 
mariam 2 38 University 7 1 mobile banking 4 From my bank 

Faisal Ali 1 43 
 

7 1 bank 4 bankid 

Olga Margareta 2 42 College 7 1 insurance 1 From my bank 

Daniel Soheili 1 23 Technical school 7 1 CSN 2 telia 
Joackim 
Eriksson 1 25 Masters 7 1 mobile banking 5 bankid 

 
2 35 Master 7 1 bank 1 Nordea 

Sony Talukder 2 36 High school 7 1 tax return filing 2 bankid 

Marco sode 1 24 College 7 1 bank 3 bankid 
Sweeto 
talukder 2 25 Technical school 7 1 mobile banking 6 Nordea 

Sara Fard 2 26 College 7 1 bank 2 Nordea 

https://www.facebook.com/jayakumar.7.cbe/friends
https://www.facebook.com/jayakumar.7.cbe/friends
https://www.facebook.com/jayakumar.7.cbe/friends
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Johan Carlsson 1 27 University 7 1 tax declaration  1 swedbank 

therese sandell 2 26 College 7 1 swish 2 bankid 
Daniel 

Lindstrom 1 31 Technical school 7 1 csn, mobile banking 5 bankid 
Johanna 

Nummelin 2 22 College 7 1 bank 6 swedbank 

Roger Joseph 1 29 Technical school 7 1 CSN 2 bankid 

Rickard Jonsson 1 26 College 7 1 csn, mobile banking 4 bankid 

Robin wahlberg 1 25 College 7 1 CSN 2 from my bank 

 
2 43 

 
7 1 bank 2 

Bank-ID 
Security 
Application 

Jori Lahdenpera 1 30 Masters 7 1 bank 4 telia 

Rickard Seger 1 32 High school 7 1 swish 2 swedbank 

 
2 53 

 
7 1 tax office 2 bankid 

 Maja Vidarsson  2 59 
 

7 1 tax office 2 bankid 
Thomas 

Petterson 1 26 Technical school 7 1 CSN 2 bankid 

Nelleke Huijser 
de Zwaan 2 55 

 
7 1 tax office 2 

Bank-ID 
Security 
Application 

 
2 45 

 
7 1 mobile banking 4 bankid 

Ali Majid 
Hussien 1 36 

 
7 1 bank 4 bank 

shala 1 56 
 

7 1 banking 3 bank 

Justina Joana 2 23 School 7 1 bank 2 Nordea 

 
1 52 

 
7 1 tax filing 2 bankid 

 
1 48 

 
7 1 company 3 swedbank 

Annemarie de 
Zwaan 2 42 

 
7 1 insurance 1 Nordea 

Catarina Lundin 2 41 
 

7 1 tax return filing 2 Nordea 
Joseph 

Andersson 1 39 
 

7 1 tax office 1 swedbank 

Ida Wallstrom 2 29 College 7 1 tax return 2 swedbank 

 
1 40 

 
7 1 bank 6 bank 

Asiri Naidu Dalli 1 43 
 

7 1 transport department 1 Nordea Bank 

Eva Sundman  2 47 
 

7 1 bank 3 Bank-ID  

Ida Granstrom 2 36 High school 7 1 tax return 2 Bank-ID 

 
1 37 

 
7 1 tax office 2 telia 

Isabella Hensan 2 24 College 7 1 CSN 2 From my bank 

Anna werme 2 27 Technical school 7 1 swish 2 bankid 
 

 

 

 

 

 

https://www.facebook.com/majavidarsson?ref=br_rs
https://www.facebook.com/joseph.andersson1?fref=st
https://www.facebook.com/joseph.andersson1?fref=st
https://www.facebook.com/esundman?fref=st


63 

 

Survey results from India 
Survey using 
Qualtrics Survey 
Software 

        

          

name 

ge
nd
er age education 

inte
rnet 
user 

DS 
user where used 

how 
often where you got DS 

DS 
Kno
wled
ge 

          
Prabakaran 
Srinivasan 1 26 MS 7 1 

for filling online 
applications, which were 
in pdf format. 6 

 
1 

Srikant 
Narayan  1 26 Ms 7 2 

   
1 

Mathan 1 25 B.E 7 1 
To sign my client's 
document 2 From my company 1 

  
23 BE 7 2 

   
2 

thangavel v 1 59 
bachelor of 
commerce 7 1 to file IT return 2 TCS 1 

  
23 Engineering  7 1 android development 4 

from phone 
manufactures. 
mostly from 
forums.  1 

Dharanidharan 1 25 BE 7 2 
   

1 
Thangavel 
velappagounde
r 1 60 bcom 7 2 

   
2 

parvathi 
thangavel 2 49 

higher 
secondary 1 2 

   
1 

Hari 1 24 

B.tech 
Petroleum 
engineering 7 2 

   
2 

sarath 1 23 
master of 
ommerce 7 1 tax filing 2 

tata consultancy 
service 1 

sivaram 1 25 B.Tech 7 2 
   

2 

Arun James 1 25 B.E 7 2 
   

1 

pooja 
Vijaygopal 2 27 

Masters-Cell 
and Molecular 
Biology 7 2 

   
2 

MANOJ 
KUMAR G 1 25 CA 7 2 

   
2 

kavya 2 24 M.E-CSE 5 2 
   

1 

arun 1 24 

master of 
international 
business 5 2 

   
2 

Sandeep 1 24 
MBA(Pursuing
) 7 2 

   
1 

sarogini  2 62 
 

1 2 
   

2 

Hari Hara 
Prakash 1 23 B.E (C.S) 7 1 

In sending mails to the 
Clients which have 
Confidential Data 7 Not sure 1 

nandhini 2 20 b.com(e-com) 7 2 
   

2 

sindhuja 2 21 B.E(EEE) 7 2 
   

2 
Arun 
santhanam 1 25 BBM  6 1 for tax filling  2 Auditor  1 

Karthik raja 1 24 
 

7 2 
   

2 
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Survey using distribting 
question papers, Skype and 
phone calls 

       

          
Akash kumar 1 23 

be computer 
science  7 1 tax office, bank 2 tcs 1 

Ramesh 
sakyhivel 1 26 

b.com social 
science  6 2 

   
2 

priya 2 31 ba economics 7 1 bank, email 4 company 1 

 
2 47 ba english  1 2 

   
2 

sarasu biravan 1 42 b com 7 1 incometax filing 2 auditor 1 

padmavathi 2 55 b. law 3 2 
   

2 

 
2 49 

 
1 2 

   
2 

palaniswamy  1 56 puc 1 2 
   

2 
sachi 
nanandtham 1 52 mba 7 1 tax purpose 3 auditor 1 

sandhya 2 28 m com 5 2 
   

2 

gokul krishnan 1 21 be ece 7 2 
   

2 

 
2 52 b com 1 2 

   
2 

veni 2 53 ba 4 2 
   

1 

dhivya 2 27 mca 6 2 
   

2 

ganesh ram 1 33 bbm 7 2 
   

2 

Jagadhesan 1 65 Mbbs 7 1 banks 2 auditor 1 

saranya 2 27 mba 7 2 
   

2 

revathi 2 42 ba economics 7 2 
   

2 

dhamodharan 1 53 
diplomo in 
mech 7 1 email 3 online 1 

murugan 1 39 10th 1 2 
   

2 

ramalingam 1 38 12th 1 2 
   

2 

 2 37 be 6 
    

1 

kanagaraj 1 52 bcom 6 2 
   

2 

shanthi 2 31 be arch 5 2 
   

2 

aarthi 2 25 bcom 6 2 
   

2 

 
1 46 be civil 4 2 

   
2 

ashok kumar 1 36 12th 4 2 
   

2 

sathya 1 37 
diplomo in 
mech 5 2 

   
1 

 
2 42 bcom 4 2 

   
2 

papymani 2 59 
 

1 2 
   

2 

sumathi 2 36 be it 7 2 
   

1 

rahul gandhi 1 52 
 

1 2 
   

2 

 
2 39 be ece 5 2 

   
1 

guruvaur 
appan 1 39 be 5 2 

   
2 

karthikeyan 1 47 msc maths 7 2 
   

1 
ramalingam 
narayanan 1 45 msc chemistry 7 2 

   
2 

ramasamy 1 57 
diplomo in 
physics 4 2 

   
1 

malathi 2 25 be cs 6 2 
   

1 
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2 32 puc 1 2 

   
2 

sanju 2 26 bba 2 2 
   

2 

malathi 2 29 mba 1 2 
   

2 

gunaraman 2 39 
 

1 2 
   

1 

linguraman 1 43 b law 6 2 
   

2 

monika radha 2 38 ba english  7 2 
   

2 

saraswathi 2 43 
 

1 2 
   

2 

kuppan 1 58 
 

1 2 
   

2 
vinectha ram 
chandru 2 28 mib 7 2 

   
2 

ponkavi 2 26 mib 5 2 
   

2 

madhumathi 2 21 be 6 2 
   

1 

shuaya 2 26 bio 5 2 
   

2 

uresh kumar 1 32 mba 7 1 bank 6 
 

1 

logesh kumar 1 28 be 7 1 emailing 6 company 1 

kamala 2 64 
 

1 2 
   

2 

marappan 1 68 
 

1 2 
   

2 

sivakami 2 72 
 

1 2 
   

2 

rathika 2 43 bcom 1 2 
   

2 

saraswathi 2 44 ba 1 2 
   

2 

madhumathi 2 25 be 7 2 
   

2 

preethi 2 29 be 4 2 
   

2 

vanathi 2 30 ba socialogy 3 2 
   

2 

raj kumar 1 27 mba 7 2 
   

1 

vinod 1 29 bba 7 2 
   

2 

mageshkumar 1 26 
 

1 2 
   

2 

sasiprabha 2 39 be 7 2 
   

2 

rekavani 2 45 bcom 1 2 
   

2 

lathimala 2 47 
 

1 2 
   

2 

 
2 42 ba 1 2 

   
2 

sivakumar 1 53 ba english  1 2 
   

2 

kabla 2 19 bcom 3 2 
   

1 

stella 2 27 be arch 3 2 
   

2 

reshma 2 39 
 

1 2 
   

2 

 
1 29 

 
1 2 

   
2 

ramesh rahul 
kumar 1 32 bcs 1 2 

   
2 

subramani 1 63 
 

1 2 
   

2 
vijay 
karthikayan 1 47 ma tamil 7 2 

   
2 

 
1 56 

 
1 2 

   
2 
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Gender  

Male – 1 
Female – 2 

 
Internet Usage and how often you use DS  
 
Never – 1 
Less than once a month – 2 
Once a month – 3 
2-3 times a month – 4 
Once a week – 5 
2-3 times a week – 6 
Daily - 7 
 

DS User and DS knowledge 
 
Yes – 1 
No – 2 
 
 
 
 

Pictures of the answered survey papers: 
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