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Abstract

Evaluation and Implementation of Traceable
Uncertainty for Threat Evaluation

Carl Haglind

Threat evaluation is used in various applications to find threatening objects or
situations and neutralize them before they cause any damage. To make the threat
evaluation as user-friendly as possible, it is important to know where the uncertainties
are. The method Traceable Uncertainty can make the threat evaluation process more
transparent and hopefully easier to rely on. Traceable Uncertainty is used when
different sources of information are combined to find support for the decision making
process. The uncertainty of the current information is measured before and after the
combination. If the magnitude of uncertainty has changed more than a threshold, a
new branch will be created which excludes the new information from the
combination of evidence.

Traceable Uncertainty has never been tested on any realistic scenario to investigate
whether it is possible to implement the method on a large scale system. The
hypothesis of this thesis is that Traceable Uncertainty can be used on large scale
systems if its threshold parameter is tuned in the right way. Different threshold values
were tested when recorded radar data were analyzed for threatening targets.
Experiments combining random generated evidence were also analyzed for different
threshold values. The results showed that a threshold value in the range [0.15, 0.25]
generated a satisfying amount of interpretations that were not too similar to each
other. The results could also be filtered to take away unnecessary interpretations.
This shows that in this aspect and for this data set, Traceable Uncertainty can be used
on large scale systems.
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Populärvetenskaplig sammanfattning 
Hotutvärdering innebär att man försöker hitta hotfulla objekt eller situationer innan 

dessa orsakar någon skada. Detta kan därefter användas för att neutralisera detta hot 

för att minska eller helt förhindra att någon skada sker. Hotutvärderingsprocessen är 

ofta så komplicerad att analysen behöver utföras av datorer, men besluten tas oftast av 

en operatör. För att operatören ska kunna göra så bra beslut som möjligt utifrån 

informationen som operatören får från hotutvärderingen krävs att informationen är 

lättförståelig, väl motiverad och innehåller alla alternativa tolkningar. Ofta presenteras 

bara en tolkning av analysen från hotutvärderingsprocessen och operatören ”skyddas” 

från de alternativa tolkningarna. 

 

Traceable Uncertainty (Spårbar Osäkerhet) är en metod som innebär att osäkerheten i 

den information som används vid hotutvärderingsprocessen utnyttjas för att generera 

alternativa tolkningar av hotutvärderingen. När informationen från olika källor 

kombineras inom hotutvärderingsprocessen så beräknas osäkerheten för resultatet före 

och efter en ny källa kombineras in i resultatet. Om skillnaden i osäkerhet före och 

efter kombinationen är större än ett visst fördefinierat tröskelvärde så förgrenar sig 

resultatet. Den ena förgreningen kommer inkludera den nya informationen och den 

andra förgreningen kommer exkludera den nya informationen i slutresultatet. 

Resultatet från denna hotutvärderingsprocess kommer att bli ett träd med olika 

tolkningar i slutändan av förgreningarna. Dessa alternativa resultat ska då göra 

hotutvärderingen mer användarvänlig och tydlig. 

 

Metoden Traceable Uncertainty har inte testats på något storskaligt realistiskt system 

förut och därmed vet man inte om metoden lämpar sig för detta användningsområde. 

Metoden skulle kunna producera för många alternativa tolkningar så att mängden av 

information blir överväldigande för operatören. De olika slutresultaten av 

förgreningarna skulle dessutom kunna vara för lika varandra för att metoden skulle 

vara användbar. Båda dessa aspekter påverkas dock av hur man väljer tröskelvärdet.  

 

Traceable Uncertainty har implementerats i en simulator som analyserar inspelad 

radardata från flygtrafik där hotfulla flygplan har injicerats bland de civila flygplanen. 

Olika experiment med varierande tröskelvärden har utförts för att se hur de intressanta 

aspekterna påverkas av detta. Resultaten visar att ett högt tröskelvärde kommer ge få 

förgreningar eftersom det kommer släppa igenom stora förändringar i osäkerheten 

utan att förgrena resultatet. De resultat som förgrenar sig kommer dock ha stora 

skillnader i tolkningarna. Ett litet tröskelvärde kommer ge många förgreningar 

eftersom små förändringar kommer förgrena resultatet. Detta betyder då att 

tolkningarna i förgreningarna kommer vara lika varandra. Utifrån dessa resultat har ett 

optimalt intervall för tröskelvärdet eftersökts för att ge rimligt många förgreningar 

med, förhoppningsvis, stora skillnader i tolkningarna. En analys av resultaten från de 

olika experimenten visar att ett sådant optimalt intervall finns för den simulerade 

datan och är mellan 0,15 och 0,25. 
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1 Introduction 

1.1 Background 

Many systems rely on a set of sensors. The output of the sensors can be used to 

analyse the current situation if used in the right way. However, if the information 

from the sensors is given to the user as raw data, the amount of data presented to the 

user can be overwhelming. To avoid this situation and make better use of the systems 

sensors, the data can be fused together. Only the most important results are presented 

making the system more user-friendly and efficient. 

 

Information fusion is a concept which deals with the problem of using and presenting 

the results from several sources of information. As the name implies, the data from 

different sensors, and even expert knowledge from humans, is fused together to form 

information so that it can be used as efficiently as possible. Data from the different 

sources can be combined to calculate new indirect results. Some sensors may also be 

a complement to other sensors, which can improve the results when bad conditions 

occur for one of the sensors but not the other. These are just a few of the advantages 

of using information fusion. 

 

In this thesis, information fusion is used to evaluate threat in air to ground scenarios. 

Threat evaluation is the process of determining how much of a threat different objects 

pose to different assets. Using the data from a surface-radar, the threat posed to assets 

on the ground from different surveyed objects can be derived based on their attributes 

such as altitude, speed, direction and so on. The information from the fusion process 

can then be presented to operators at a command central, which then decides how to 

act based on the acquired information. It can also assist in weapon allocation systems 

but this part is beyond the scope of this thesis. 

 

To make the threat evaluation as user-friendly as possible, it is usually not sufficient 

to present a “threat score”. The decision maker may also want to know how this threat 

score was acquired and what information it was based on. One does not simply attack 

an incoming object based on some “magic” numbers on a screen. The method 

Traceable Uncertainty [1, 2] can make the threat evaluation process more transparent 

and hopefully easier to rely on [3, p. 504, 4, p. 99]. The traceability of the 

uncertainties of the data also makes it possible to use the resources at hand more 

effectively. The resources can in this way be used to improve the uncertain results and 

make them more precise. 

 

The previous studies of Traceable Uncertainty is based on evidence theory and 

aggregated uncertainty, there are however several other methods that can be used for 

the threat evaluation process. Two examples of other methods are bayesian networks 

and fuzzy logic which both have their pros and cons. Since there is no ultimate 

method, the best method varies from case to case [4, 5]. As long as the underlying 

method used in the threat evaluation process has a way of calculating probabilities 

and the respective uncertainties, the method Traceable Uncertainty can be used to 

improve this process. 
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1.2 Aim of Thesis 

In [1, 2] the method “Traceable Uncertainty” was developed in an effort of improving 

the process of threat evaluation. The concept of Traceable Uncertainty is that different 

sources of information are combined to find support for the decision making process. 

The uncertainty of the current information is measured before and after two pieces of 

information is combined. If the magnitude of uncertainty has changed more than a 

threshold parameter α, a new branch will be created which excludes the new 

information from the combination of evidence. Traceable Uncertainty has never been 

tested on any realistic scenario which is an important part when investigating whether 

it is possible to implement the method on a large scale system. Traceable Uncertainty 

may produce too many unnecessary results, or the different results for one target may 

be too similar for the method to be useful.  

 

The hypothesis of this thesis is that Traceable Uncertainty can be used on large 

scale systems if its threshold parameter   is tuned in the right way.  

 

This thesis evaluates the concept of “Traceable Uncertainty” [1, 2] for threat 

evaluation applications, that is, investigate if it is possible to motivate the 

implementation of Traceable Uncertainty in future threat evaluation software.  

 

Although some work will have to be made regarding development of mass functions 

and how to present the results, this is not one of the main tasks of this thesis. These 

mass functions are only considered in order to be able to evaluate Traceable 

Uncertainty. 
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1.3 Related Work 

The thesis is based on the method “Traceable Uncertainty” [1, 2]. The method traces 

the uncertainties of the acquired data. Depending on the change of uncertainty in the 

fusion process, it divides the result in two. One result with the combination of two 

elements of information fused together and one without. These different results will 

have different levels of uncertainty. See [3, 6] for more information about the area of 

information fusion and some of the common methods and algorithms. 

 

The lack of parameters that can be seen as “true” or comparable in threat evaluation 

make it hard to evaluate different methods in the area. There are also very few 

attempts of investigating this subject. 

 

F. Johansson [4, p. 97] states that:  

 

“Actually, due to the immature level of research on threat evaluation, systematic 

comparisons of threat evaluation algorithms are lacking within open literature.”   

 

According to the author of this thesis, this may be due to the fact that threat evaluation 

is mainly a military subject and the results are therefore often kept secret. The 

combination of these problems makes the subject important to investigate.  

 

Threat evaluation is used in other areas as well, one example is the car industry. To 

make the safety systems in cars trigger at the right time, threat evaluation is a crucial 

tool. For further reading A. Eidehall [7] used recorded radar data from cars to evaluate 

his method of threat assessment. 
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2 Theory and Background 

2.1 Information Fusion 

When exposed to a lot of information from several different sources it can be hard to 

use the information effectively. Information fusion is a concept which merges that 

data into information of higher quality. Information fusion can be used to calculate 

indirect results from the acquired data. The need for another sensor with the objective 

of measuring that calculated result can then be avoided. These benefits mentioned 

above, can make information fusion save both time and money [4, pp. 15,16]. 

 

Information fusion can also be used to combine the result from sensors that measure 

the same thing but with two different techniques. One sensor might compensate for 

the weakness of the other sensor and the other way around. This will reduce 

uncertainties in the measured results without any extra effort from the user of the 

system [8]. The most common model of the Information fusion process is the JDL-

model [3, 4, 6, 9]. It consists of 6 different levels: 

 

- Level 0 (Sub-object data assessment): At this level the data is received and 

processed in order to fuse it with additional data. 

- Level 1 (Object assessment): The processed data is used to gather information 

about an object such as position, velocity and identity and so on. 

- Level 2 (Situation assessment): To interpret the current situation, the relations 

between objects are analysed.  

- Level 3 (Impact assessment): The information about the objects is used to 

evaluate their intentions. What is most likely to happen based on the objects 

identity, recent movement and other parameters of interest, but also what 

consequences will this have? Threat evaluation is a part of this level.  

- Level 4 (Process/resource refinement): The results are analysed and the 

process is tuned to enhance the results. This is the level where Traceable 

Uncertainty is important. If the uncertainties are known, the resources can be 

focused to enhance the quality of these uncertain results. 

- Level 5 (cognitive refinement): This level is not as commonly used as the 

other levels. Level 5 includes a “human in the loop”, an expert that can 

contribute to the system. Traceable Uncertainty can be beneficial to this level 

since it can inform the operator about the current uncertainties. The user can 

then, based on the current situation, decide to overlook the uncertainty of the 

evidences or investigate it further.  
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2.2 Threat Evaluation 

Threat Evaluation has an important role in decision support systems. Due to the large 

number of information sources and the amount of sensor data that threat evaluation is 

based on, it is merely impossible for a human to summarize this into a threat level and 

then make a decision based on that level. Instead, the human decision maker and a 

computer can work as a team, making the most of each other’s abilities. The computer 

is good at calculating and processing data, while humans can see patterns and know 

the context of the situation. [4] 

 

There is no true value of the threat of an object that can be measured, this makes 

threat evaluation difficult. Instead, the combination of different parameters are 

investigated and summarized to get an approximated value of to what extent an asset 

(an object that is defended will from now on be referred to as an asset) is threatened 

by an incoming object. The important parameters that are taken into account are the 

proximity, the capability, and the intent of the target (an object which will be 

evaluated as a threat will from here on be called target) [4]. 

 

The proximity describes the properties of the target’s current and estimated future 

locations. The movement of the target in relation to the assets locations are of great 

interest. The closest point of approach (CPA) is the point where the target will have 

the shortest distance to an asset, if it will follow its current course. Time to the closest 

point of approach (TCPA) is the time it will take for the target to reach the CPA, 

given that the target will follow the current direction and have the same speed. This is 

just a few pieces of information that belong to the proximity parameter.  

 

The capability of the target is related to its identity. The identity (or the target type) 

itself is often unknown but can be estimated from its speed and radar cross-section 

among other things. From the target’s identity, the capability of damaging different 

assets is then evaluated. If the target type is known, one can get an indication of the 

range and lethality of its weapons and other attributes. Based on this information, 

some of the assets will be more vulnerable to the target than others and therefore the 

threat will be higher for the more vulnerable assets. 

 

The target’s intent is hard to measure directly but by analysing the target’s kinematics 

and hostile activity (such as radar jamming and fire control radar turned on), the intent 

of the target can be estimated. The interesting kinematic properties of the target for 

estimation of its intent include the velocity (both speed and direction), the height, and 

the predictability of its movement among other things. If the incoming target is 

moving towards an asset with high velocity and its fire control radar turned on, it is 

likely to have the intent of attacking that asset. To exactly define which parameters 

that should be included in the intent of a target is difficult (if not impossible) and it is 

not an exact science. Some of the information belonging to the parameters proximity 

and capability will also be important when determining the intent of a target. [4, pp. 

52-55] 



Carl Haglind  Master Thesis 30hp 

 

Saab AB – EDS, Uppsala University  2014-06-14 

 

 

  8 

2.3 Evidence theory 

Evidence theory, also called Dempster-Shafer theory [10, 11], is used to calculate 

how much the evidence supports one or a set of hypothesis. Evidence theory is a 

generalization of Bayesian theory [6, p. 220], and tries to reason in the same way that 

people do in decision making. People tend to argue in terms of how much certain 

pieces of evidence support an hypothesis and/or how much it contradicts it. People 

seldom have exact and predefined probabilities to help them come to a conclusion. 

Evidence theory offers a more open way of decision support, often with more 

interpretations than one. This is due to the different ranges of probabilities rather than 

the Bayesian exact probabilities. 

Evidence theory does not use hypotheses as in Bayesian theory, instead it uses 

propositions. Propositions can be sets of several hypotheses, or a single hypothesis. 

The set of all available propositions is called the frame of discernment,     [6, pp. 

220-221]. In Bayesian theory all hypotheses must be mutually exclusive and 

exhaustive. This means that the set of hypotheses must include all possible outcomes 

(exhaustive) and the hypotheses cannot overlap each other (mutually exclusive). This 

is not the case in evidence theory. However, if the propositions in the frame of 

discernment are mutually exclusive and exhaustive, it will produce the same result as 

Bayesian theory. The combination of hypotheses (propositions) also allows for a 

general level of uncertainty, that is, a superset consisting of a combination of all 

propositions which means that no useful information can be extracted from the result. 

Evidence theory works with mass functions, m(A), instead of working with 

probabilities, p(A), as in Bayesian theory. It is easy to get confused by thinking that 

mass functions represent probabilities, but this is not the case [12]. The sum of all 

mass functions in the frame of discernment must be equal to one [6, p. 222]. A 

proposition with a non-zero mass function is called a focal element [1, p. 2]. 

The resulting probability in evidence theory will instead of being a single answer, 

become an interval. This interval will be limited by the two functions, belief (or 

support [6]) and plausibility [2]. The belief function describes to what extent the 

evidence supports the proposition, while the plausibility function describes the lack of 

evidence supporting that the proposition is false.  

Evidence theory makes it possible to combine the evidence from different sources 

with the use of Dempster’s rule of combination. 

 

        

              
      

   
   (1) [1, p. 2] 

 

Where   represents the conflicting mass functions, that is, the mass functions that 

does not intersect with each other. The formal definition of   is given by 

 

                        (2) [13, p. 17] 

 

Dempster’s rule of combination is both commutative and associative [1, p. 2].  
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Dempster’s rule of combination has been criticized to give counter intuitive results in 

some special cases [14], but according to [15], this is due to a lack of understanding 

and modelling the problem in the wrong way. 

To make decisions based on the results of evidence theory, a pignistic transformation 

is often used [16]. It transforms the mass functions in evidence theory to probabilities 

which is a more suitable material, and easier to interpret, in the case of decision 

making. 

The formula for the pignistic transform is  

         
    

          (3) [16, p. 202] 

where         is the probability of the element   in the proposition   and  is the 

set of all real numbers. 
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2.4 Aggregated Uncertainty 

Uncertainty can be divided into fuzziness and ambiguity [1, p. 3]. Aggregated 

uncertainty (AU) is a measure of the ambiguity of the data [17]. The ambiguity can be 

divided further into non-specificity and discord.  

 

Non-specificity is a measure of how many different options there are in the result, 

while discord describes how much the evidence is in conflict with each other. An 

example of non-specificity is that an incoming target could attack one out of several 

assets. While if some evidence points to the proposition that the target will attack 

asset A, and the other evidence tells us that the target will attack asset B, then it is an 

example of discord.  

 

There are a number of requirements that has to be fulfilled for AU to be a useful 

measurement of the uncertainty [17, p. 227] 

 

1. Probability Consistency 

2. Set Consistency 

3. Range 

4. Subadditivity 

5. Additivity 
 

The following measure of AU satisfies these requirements. 

 

                              (4) [2, p. 3], [17, p. 227] 
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The algorithm for calculating the aggregated uncertainty is very comprehensively 

shown in [18, pp. 45-50, 53-55]. The belief is calculated for all propositions in the 

frame of discernment and it is also divided by the size of the proposition. As an 

example, in this case the prepositions will be: Threat (A), No Threat (B) and Treat or 

no threat (C, general level of uncertainty). The resulting table for this example will be: 

 
Table 2-1: The table shows the important parameters when calculating AU for the example of 

threat and no threat. 

Proposition Belief       

             
 

A Bel(A)       

 
 

B Bel(B)       

 
 

C Bel(C)       

 
 

 

The value of      is chosen to be the the largest value of belief divided by the size of 

the proposition (the third column in Table 2-1). The chosen value is then used to 

change the table before the next iteration. If for example A is chosen, the value for B 

will be calculated from C which contains both A and B as: 

 

                                          (5) 

 

The proposition B will now be the only alternative for the next iteration in calculating 

     and both values for    will be inserted in equation (4) to calculate the final value 

of AU. 
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2.5 Traceable Uncertainty 

To make the information fusion process even more effective, it is beneficial to be able 

to trace where the uncertainties are. To keep track of how the uncertainties propagate 

through the fusion process the algorithm (Traceable Uncertainty) uses evidence theory 

(or Dempster-Shafer theory) [1, 2]. The fusion process can be seen as a tree-structure 

with one leaf for every fused piece of information. The mass-functions for the 

evidences are fused with Dempster’s rule of combination. The uncertainties for the 

mass-functions are then calculated using aggregated uncertainty (AU), this value is 

compared before and after the fusion. The tree branches into two parts every time the 

change in uncertainty is greater than a certain threshold parameter α (see Figure 2-1). 

The results from this method can then be used to refine the fusion process as seen in 

step 4 and 5 in the JDL-model (2.1 Information Fusion). 

 

 
Figure 2-1: Shows a schematic overview of the tree of combinations. The structure branches 

when the change in uncertainty exceeds the threshold α. The letter m represents the mass 

functions and the index represents each piece of evidence. AU (Aggregated Uncertainty) is the 

measure of uncertainty measured before and after a combination. The figure is taken from [1]. 

 

Both an increase and a decrease of the uncertainty are of interest. If the uncertainty is 

increased the quality of the information may be too low to put trust in. On the other 

hand, if the uncertainty is lower (or higher) than expected the sensor might not be 

working correctly. 
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3 Method 
Traceable Uncertainty is more of a conceptual idea than a clear and well defined 

method. The important concepts to include in the implementation are the combination 

of evidence which depends on the uncertainty of the result and the construction of the 

tree structure of the results. The goal of the method must also be kept in mind during 

the implementation. Traceable Uncertainty does not change the results of the threat 

evaluation, but helps to understand and analyse the threat evaluation process. It is an 

attempt to make the threat evaluation process as transparent and user friendly as 

possible. It can also be a powerful tool in filtering away insecure data or to use the 

available resources to acquire data of better quality.  

 

To analyse and evaluate Traceable Uncertainty in threat evaluation applications, a 

test-environment and a simple intent-evaluator function was needed. MatLab was 

used to implement Traceable Uncertainty into the simulator that acts as a test-

environment. Several functions were created with different purposes: 

 

- Creating mass functions 

- Combining mass functions. 

- Calculate AU (see section 2.4) for a certain mass function. 

- Build the tree of combinations for the mass functions. 

- Filter out certain results with few combinations or with a too high aggregated 

uncertainty 

- Evaluate the target’s intent using mass functions 

- Present the results 

 

In some cases, existing functions in the simulator were changed to fulfil these 

purposes instead of creating a new function. This includes adding variables to the 

tracks and presenting the results. 

 
Figure 3-1: Overview of the implemented, changed and already existing parts of the simulator. 

The implemented functions are the intent evaluator that works as a complement to the kinematic 

threat evaluator that already existed in the simulator. The sum of these results is sent to the 

threat table that were changed in order to show the new results. If a target acquires a branched 

result, this is shown by the tree of combinations plot. 
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3.1 Simulator 

Traceable Uncertainty was implemented in a MatLab simulator that has been 

developed by the company Saab AB. The simulator commands an external software, 

ERES (Extended Radar Evaluation System), to read a data-set of recorded radar data 

which ERES displays graphically. Synthetic targets have been injected in this data 

which represent hostile targets. The simulator iteratively reads the current situation 

from ERES and analyses this data.  

 

 
Figure 3-2: A screen shot of the ERES program. The small colored spots with numbers are 

representing flying objects and the red spot in the middle represents the position of the radar. 

 

There is a simple threat evaluator included in the simulator which handles the (time-

varying) kinematic parts of the threat evaluation process. As an example, a target that 

is heading towards an asset is more threatening than a target heading away from an 

asset. The course of the target can change and this means that the threat also changes 

and will have to be updated in every time step. The implemented intent evaluator will 

be a complement to the current kinematic threat evaluator. 
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3.2 The Intent Evaluator 

For threat evaluation, the focus will be on the parameter “intent” (see section 2.2). A 

number of parameters will be taken into account when investigating the intent (and 

thereby the threat) of a target. These parameters can be divided into time varying 

parameters and time constant parameters. 

 

The time constant parameters are related to the identity of the target. The origin of the 

target is an important parameter since the political climate will give an indication of 

how realistic an attack from the target would be, and thereby how much of a threat the 

target is. The origin of the target involves several pieces of information in itself, since 

a hostile target does not give away its identity willingly. The first point of detection is 

used here as an attempt to determine the origin, this implies if the target approached 

from east, west, north or south. If the target is approaching from a direction where a 

hostile country is located, the threat from the target will be higher than if it 

approaches from the direction of an allied country. The focus of this method will be 

time-constant intent parameters. It is not necessary to constantly update this 

information in every time step and the tree of combinations for a certain target is 

therefore more or less constant in time (except for when an attack formation is 

detected). This makes this information better suited for the Traceable Uncertainty 

method. 

 

The time varying parameters are related to the target’s kinematics and will be handled 

by the simulators own simple threat evaluator (see 3.1 Simulator). This kinematic 

result was then added to the result from the Intent which is based on Traceable 

Uncertainty. This sum is then the final threat value of the target. 

 

The algorithm for finding the intent of a target can be explained in a few steps which 

are looped for all targets: 

- If a target is flagged as “new” it should be analysed by the intent evaluator, if 

not ignore the target. 

- Check if the target fits in any of the intent cases and if it does, calculate the 

mass function for that intent case with respect to that specific target. 

- Check which (if any) intent cases that were triggered by the target. 

- Combine these mass functions with Dempster’s rule of combination. 

- If a combination is changing the AU of the result with a magnitude that 

exceeds the threshold α, split the tree of combinations. 
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3.2.1 Intent Cases 

Different cases where flying objects appear to have the intent to damage one or 

several assets were defined. These different intent cases were also ordered with the 

case that seemed like the most threatening as the first evidence and the least 

threatening as the last evidence. This was done since the first evidence will always 

contribute to the final result. The first evidence will never change the AU of the result 

if it is already included from the beginning. Only when other evidence is added to the 

combination will this have an effect on the AU. Therefore, it is important to have the 

most important evidence first in the list of evidence.  

 

Another reason to have the most important evidence first in the list is the presentation 

of the threat and the intent. To minimize the cognitive workload of the user, only the 

most important intent case is presented namely the first in the list of evidence. 

 

The intent cases and their relative order were: 

- Attack formation 

- Point of approach 

- Stealth 

- Target type 

- Radar jammers 

 

The attack formation case was triggered if any other nearby flying object had 

approximately the same speed, course and altitude as the target which is currently 

being evaluated. The mass function were then calculated as 

 

           
        

     
  

   

        
    (6) 

 

where          is the radial speed seen from the radar and       is the absolute 

value of the target’s velocity vector.     (mean formation speed) is the mean value 

speed of the targets in the formation, this value is divided by          which is the 

speed of the fastest flying target detected by the radar. 

  

 

                         
 

              
   (7) 

 

Since the sum of the propositions can only sum up to one, the term in the beginning 

only lets the value of           go as far as           . Target counter is the 

number of targets detected in the formation. The reasoning behind this is that the 

higher the number of targets in the formation gets, the lower is the chance that it 

would be civil aircrafts in an air corridor.  

 

The last term in the mass function just follows from the fact that the mass function 

must sum up to one. This will be the same for all of the following intent cases. 

 

                                            (8) 
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The point of approach case was triggered if a target appeared in a certain area, 

defined by an angle relative to the orientation of the radar and a spread in that angle. 

The mass function of this case were calculated as 

 

             
              

  
   (9) 

 

        is the angle of the target’s position,     is the predefined danger zone angle 

and    is the spread in    . This means that the further away the target is from the 

middle of    , the less threatening it is. 

 

                            
        

     
    (10) 

 

The first term is there to make sure the mass function sum up to zero while the second 

term checks how much of the radial speed that is directed towards the radar, just as in 

the attack formation intent case above. The higher relative speed the target has 

towards the radar, the less likely it is to be non-threatening. The last proposition 

where the result is unknown will be calculated as in the intent case attack formation 

above (equation 8). 

 

The stealth case was triggered if a target appeared near the radar, in this case the 

chosen distance was a radius of 40 kilometres. Here it is assumed that the target has 

the intent of sneaking up on an asset. It is also based on some attack patterns where 

fighter planes approach at a low altitude (under the radars search area) and then rise to 

fire their weapons.  

 

             
          

          
    (11) 

 

           is the distance of the target from the radar when it is first spotted and 

           is the predefined distance that defines what is suspiciously close, here that 

number is 40 kilometres. 

 

                         
           

        
   (12) 

 

When the target is spotted, it is more likely to be threatening if it has a high velocity. 

The direction is less important here since the target is already so close to the radar that 

it is threatening either way. The target might already have released its weapons and 

headed away in another direction instead of following the same route as before. To 

decide if the target is fast moving the speed of the target,             , is compared 

to the speed of the fastest spotted target         . The last proposition where the 

result is unknown will again be calculated as in the intent case attack formation above 

(equation 8). 
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The last intent cases, Target type and Radar jammers, are only used if one or more 

of the other cases are triggered or if the target type is a missile. The reason for this is 

that every flying object, threatening or not, has a target type and this information is 

just interesting if any threatening behaviour is detected. The exception is if the target 

type is only used for warfare, that is missiles, or if radar jamming is detected for the 

target. The mass functions here are not calculated but defined directly depending on 

the target’s type, always contributing the same amount for one specific target type. 

The same is true if a disturbance in the radar is detected (Radar jamming), there is no 

middle ground between jamming and no jamming which makes the mass function 

static for the two cases. It should be mentioned that for the data in this thesis, it is 

possible to only update these values when the target is spotted for the first time. In a 

real scenario, some of these values would have to be appended to the cases triggered 

when the target was spotted for the first time and the result would have to be 

recalculated. The radar jamming equipment could for example be turned on and off 

and it is possible that the threat evaluator constructed in this thesis would miss this 

and that evidence would be lost. 

3.2.2 The mass functions 

The frame of discernment was chosen to have three propositions: threat, no threat and 

either threat or no threat (general level of uncertainty) which means that the outcome 

is unknown. 

 

                                          (13) 

 

Dempster’s rule of combination was used to combine the different mass functions. 

Both the new combined mass functions and the original ones were sent to the AU-

function to calculate their respective aggregated uncertainties. Every time two mass 

functions are combined the aggregated uncertainty before and after the combination 

was compared. If the difference was higher than a certain threshold parameter α, the 

tree of combinations was split in two. One branch represents the combination where 

the current result was included and the other branch represents combination where the 

current result was excluded. A recursive method, which means that the method calls 

itself, was used to build the tree structure of the combined mass functions. 

 

To represent the evidence of a target’s intent, a class was constructed which includes 

the source of the evidence, the mass function and the order of the evidence. Another 

class with the objective of keeping track of which combinations a certain result 

represented was also introduced. The class keeps track of which mass functions that 

are included in the results, how to relate the result to the plotted tree structure and to 

the array of final results. In this way, the results can easier be examined and analysed. 
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3.3 Determining the Threshold α 

The threshold α is used to change the properties of Traceable Uncertainty, this makes 

it a very important aspect to investigate. To determine how α effects the tree of 

combinations before the functions could be implemented in the simulator, an initial 

theoretical experiment was made. The functions were tested to see how many results 

that were produced for different values of α. To find the mean number of the results 

that could be expected for a certain value of α, a set of ten mass functions with 

random values were generated. The first element A of the mass function’s vector was 

randomly generated in the range of [0, 1], the next element could then be generated in 

the range [0, A] and the last element must then be 1-A-B for the mass functions to sum 

up to 1. These mass functions where then combined for a certain value of α. This was 

iterated 300 times for each value of α (α varied between 0.05 up to 1 with the step of 

0.05). The number of results was put in an array and the mean value of the elements 

were then plotted the see how the number of results varied with the value of α. The 

results are showed in Figure 4-1.  

 

This test was repeated for the filtered result (results with a too high value of 

aggregated uncertainty or too low number of combinations were filtered away) and 

also plotted (see 4.4 Testing the AU-filter and Figure 4-3). 

 

The branching frequency was also tested using random-generated mass functions. 10 

mass functions were combined 100 times, this represents 100 targets that trigger 10 

intent cases. The number of targets that got branched results were counted and divided 

by the total numbers of targets to get the percentage of branched results. This was 

repeated 20 times to get a mean value of the branching frequency. 

 

Further investigation of the threshold parameter was made when all the functions had 

been implemented in the simulator. The scenario was analysed using different values 

of α and the targets that had acquired several results (targets with branched trees) 

were counted. These results were then compared to the more theoretical results that 

were made in the initial tests. 
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3.4 Presenting the Results 

The important results were presented in a table where only the targets with a threat 

value and at the same time not classified as “friend” were shown. The threat value 

could originate either from the implemented intent evaluator, the original simple 

kinematic threat evaluator or the combined result from these two. 

 

 
Figure 3-3: The important results from the threat evaluation were presented in a table. The table 

was included in the original simulator but the columns marked with a red box were added to 

adapt the presentation to the intent evaluator. The added parameters are Intent, Intent case and 

AU.  

 

If the threshold was exceeded during the combination process, in the intent evaluator, 

the tree of combination branched. The table then only displayed the result with the 

highest threat value.  
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The targets that have several results after the combination process and are not 

classified as “friend” by the simulator are then shown in a plot. This plot shows how 

the combination is constructed and where it has branched by plotting it as a tree of 

combinations (see section 2.3 and Figure 3-4). The tree starts with the (not combined) 

first evidence at the top and then follows the combination of the first and second 

evidence, the combination of the first, second and third evidence and so on. 

 

 
Figure 3-4: This plot shows the tree of combinations. If the threshold α is exceeded during the 

combination process the tree will branch. The result to the left will include the evidence which 

exceeded the AU in the final result and the result to the right will not. The explaining text by the 

nodes of the tree is not included in the original plot but is there for pedagogical reasons. The text 

at the top is included in the original plot and informs the user of which target the plot represents, 

and the maximum spread-value the branched result has. 

 

When the AU threshold α is reached (see section 2.3 and 2.4), the tree of 

combinations will split and the result to the left will include the evidence that 

exceeded α, but the result to the right will not. 
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3.5 Evaluation of the Method 

The first goal in evaluating the method Traceable Uncertainty was to implement an 

intent evaluator that could find the injected targets in the recorded radar data. The first 

step was therefore to test if the implemented intent evaluator that are using Evidence 

theory, though it should be noted that the performance of the intent evaluator does not 

reflect the performance of Traceable Uncertainty. 

3.5.1 Intent Evaluator Test 

The purpose of the Intent evaluator test was to see if it worked properly and triggered 

for the targets that fulfilled the criterion of the threat cases. The intent evaluator was 

tested using the simulator by letting it run the code and analyzing the results. If the 

intent evaluator found the injected targets, they would appear in the result table with a 

non-zero value of the intent. The most important intent case would also be presented 

to see if the intent evaluator found it for the right reason and not by chance. 

 

By changing the parameters for the intent evaluator to trigger at the right moment, the 

intent evaluator was adapted to find the injected targets in the data.  

3.5.2 Traceable Uncertainty 

The subjects that were analyzed for Traceable Uncertainty are: 

- How often the tree branches? 

- If the tree branches too big or too often, is there a solution? 

- How big is the spread of the branched results and how could it be measured? 

 

The simulator with the implemented intent evaluator was used to evaluate how often 

the tree branches. All of the radar data was analyzed and the targets that had branched 

results were counted. This was done for several different values of the threshold 

parameter α and compared to the initial tests with random generated mass functions. 

The presentation of the branched results (see Figure 3-4) was used to make an ocular 

investigation of how many branches the targets had for the different plausible values 

of α. For too low values of α, the method is no longer efficient since it produces too 

many branches. To keep track of how many branches the targets had for these low 

values of α would have been unnecessary. 

 

If the number of results would be too big, the results from the combination of 

evidence could be filtered to remove the results that have high AU. Also the results 

that are the product of just a small fraction of the available evidence are rather 

uncertain since they do not tell the whole story. The filter was tested with the same 

method that was used in the initial tests of α (see 3.3 Determining the Threshold α). 

The result with and without the filter were then compared. 
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To calculate the spread in the branched results, the final mass functions were 

transformed using a pignistic transformation (see 2.3 Evidence theory, equation (3)). 

The result from this transformation is the probabilities for threat and no threat. If 

threat and no threat are seen as unit vectors in a plane, the transformed result is a 

vector in that plane. The spread in the result is defined as the largest distance between 

two results from the same branched tree as seen from Figure 3-5. It is measured as a 

percentage of the maximum possible value, namely when one result is  

            and the other result in the same branch is               , which 

gives the distance   . 

 

 
Figure 3-5: Shows how the spread in the results are defined. The plane consists of threat and no 

threat. The vectors V1 and V2 represents two results from the same branched tree and the vector 

V3 is the distance between them. This distance represents the spread in the result. 

 

The results of the spread value were analyzed to find the minimum, maximum and the 

mean of the spread value in the different results. Histograms were also made to get a 

picture of how the spread values in the results were distributed for different values of 

α. 
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4 Experiments 
A test-scenario was simulated using the simulator provided by Saab AB. The scenario 

was created by adding synthetic targets to a data-file of recorded radar data with civil 

aircrafts (This data was also provided by Saab AB). The civil aircrafts acts as noise in 

the data to make the scenario as realistic as possible. The data was then analysed with 

the implemented intent evaluator to find the intent of the targets. This result was then 

added to the kinematic threat evaluator that was included in the simulator 

(                                                 ). All experiments were 

made for different threshold values to see how the result depended on α.  

4.1 Recorded data 

The recorded data that was analysed contains a total of 116 different targets over 11 

minutes. Out of these 116 targets there are 10 synthetic targets that have been injected 

in the data. These synthetic targets are there to represent hostiles, while the recorded 

civil aircrafts are there to act as noise for the threat evaluator. This set will create a 

rather realistic scenario of a sneak-attack. The behaviour of the synthetic targets was 

programmed to act in ways that are known to be common for hostile aircraft. 

 

The data is pre-processed to simplify the evaluation. The data has been analysed to 

get an indication of the target’s identity using a target identifier that is based on [19].  

The targets are placed in the categories:   

- Friend 

- Assumed Friend 

- Neutral 

- Suspect 

- Hostile 

- Unknown 

4.2 Intent Evaluator Test 

The results from the threat evaluation process were presented in a table, Figure 3-3 is 

an example of what the result could look like. If the threshold was exceeded during 

the combination of evidence in the intent evaluator, the tree of combinations (example 

showed in Figure 3-4) was also plotted for that specific target. The parameters for the 

different intent cases during the experiment were as following: 

- The limit for stealth: 40000m 

- The danger zone angle was    and the spread of that angle was     
- The criterion for attack formations was an internal distance of 2500m, the 

altitude must not differ more than 45% higher or lower, the difference in speed 

must be less than       , the difference in course must be less than     . 
 

The intent evaluator was able to find all synthetic targets except one. The target that 

did not trigger any of the intent cases was later detected by the simulators kinematic 

threat evaluator instead. The target did not have any of the characteristics to trigger 

the intent cases, meaning that the intent evaluator behaved as predicted. Since the 

intent evaluator was supposed to be a complement to the kinematic threat evaluator in 

this case, this situation was allowed and therefore the intent evaluator passed the test. 
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4.3 Theoretical tests of α 

An investigation of how the number of branches depended on α was made before the 

method had been implemented in the simulator. The purpose of this investigation was 

to give an indication of a reasonable value of α, as well as getting a picture of how the 

result would look like for random generated mass functions. The value of α was 

chosen to give a reasonable number of results, since the cognitive load of the operator 

should not be too large. As seen from Figure 4-1, the number of results drastically 

changes for values of α in the range [0.2, 0.3]. 

 

 
Figure 4-1: The average number of results plotted as a function of different values of the 

threshold α. For a threshold of 0.25 the mean number of results is 6.92. 

 

The suggested value of α was chosen to be 0.25 (according to this experiment) since it 

was approximately the lowest threshold with a reasonable amount of results in the 

combination, namely just below seven. This number was based on [20] but should be 

seen as a maximum limit and not the aimed number of results. The goal is to filter the 

number of results to a lower level around three or four [21] (see 3.5.2 Traceable 

Uncertainty and Figure 4-3). 
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The results for the branching frequency were plotted as a function of α, which is seen 

in Figure 4-2. This result for random generated mass functions shows a higher 

branching frequency than for the experiment on the test scenario.  The high branching 

frequency when         , does not support the suggested threshold value from the 

initial investigation of α in Figure 4-1. 

 

 
Figure 4-2: The branching frequency is plotted as a function of the threshold α. The curve rises 

earlier than for the total number of branches per target does but not as steep. The point α= 0.25 

is the suggested value from the inital experiments shows a branching frequency of aproximately 

90%. 
 

This result should be compared to the result for the test scenario in Figure 4-4 which 

shows that the branching frequency is significantly lower in the realistic case.   
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4.4 Testing the AU-filter 

The AU filter was tested using the method described in section 3.5.2. The AU filter 

removed all results with an AU of 0.5 or higher, and it also removed results that used 

less than 50% of the available evidence. As can be seen from Figure 4-3, the filter 

removed nearly one half of the original results. 

 

 
Figure 4-3: The average number of results plotted as a function of different values of the 

threshold α. For the red curve, results with high AU and low number of combinations are filtered 

away and the blue curve is the unfiltered result. The filter removed around half of the results due 

to high AU or too low number of combinations of available evidence. 

 

 

  



Carl Haglind  Master Thesis 30hp 

 

Saab AB – EDS, Uppsala University  2014-06-14 

 

 

  28 

4.5 Traceable Uncertainty 

The main questions of this evaluation were: 

- How common is it for the tree of combinations to branch? 

- How big is the spread in the branched results? 

 

A secondary question that is related to the first main question is how many branches 

each target will have. Both these questions are highly dependent on the threshold 

parameter α. 

 

To answer the first question, all of the recorded data with the synthetic hostile targets 

(a total of 116 targets) were analysed by the intent evaluator to get the number of 

branched results for specific values of α (                                  ). 

The different values for α were chosen based on the initial experiments in section 4.3. 

From those results in Figure 4-1 it can be seen that       is the value where the 

behaviour is starting to change. The recommended value from the initial experiments 

was        which makes it an interesting value to study. The value 0.3 was chosen 

arbitrarily between 0.25 and 0.5.         was chosen to be an extreme value and 

0.05, 0.1 and 0.15 were chosen arbitrarily between this extreme value and 0.25. Since 

the rate of change was greater in the area below 0.25, more values were chosen to get 

a higher resolution here than above the value of 0.25. 

 

The result of this experiment (see Figure 4-4) was compared to the theoretical tests in 

section 4.3 that was done to find appropriate values of α. It should be mentioned that 

the experiments did not test the same thing but the results are related. The experiment 

in Figure 4-1 is trying to give a feeling of how many results there will be on average 

in a single branched tree. The second experiment shown in Figure 4-2 analyses in how 

many cases the tree will branch if the tree will branch at all, both of these results 

depend on the threshold α. 

 

 
Figure 4-4: The plot shows in how many cases the results would branch for a certain value of α. 

The values on the y-axis are the percentage of branched results and on the x-axis are the values 

of α. The data-point is placed on the suggested value of α from previous experiments and show 

that 3.4% of the results will branch for that value of α. 
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The resulting curve for the recorded data looks similar to the curve in Figure 4-1, with 

a steep rise after      . For        there are four targets that have branched 

results, this corresponds to around 3.4% of the total number of targets. The result is 

however very different from the theoretical experiment of the same thing, namely the 

result in Figure 4-2 which also shows the branching frequency. The curve for the 

theoretical experiment starts to rise earlier but does not have a steep rise for the lower 

values of α. The curve in Figure 4-2 has instead a negative rate of change in this area. 

 

The secondary question, related to the result in Figure 4-1, was answered using an 

ocular investigation of the number of branches for each target. The result from this 

experiment showed that this was not the main problem for the plausible values of α. 

The targets had a majority of two branches per target which is an acceptable result 

[21]. Two of the targets had more than two branches, one of them had three and the 

other had four branches. As an extreme value this is acceptable. 

 

To answer the second question, all the branched results were analyzed by comparing 

the distances between the different results within the branched trees (see Figure 3-5). 

Two experiments were made, one that analyzed the recorded scenario with a very low 

threshold (       ) to find the maximum, minimum and mean value of the spread. 

The reason for using just one low value of α was that every branch that occurs for a 

high value of α also occurs if the value of α is lowered. The results for this experiment 

were a maximum value of 41.4%, minimum of 0% and a mean value of 17.5%. 

 

The other experiments analyzed the recorded scenario using three different values of 

the threshold (                 ) and made histograms showing how the spread 

was distributed. The result of this is showed in Figure 4-5, Figure 4-6, and Figure 4-7. 

Notice that the values on the y-axis are different for the histograms since the number 

of branched results varies with α. 

 

 
Figure 4-5: The histogram shows how the spread is distributed for the different target results. 

This data was aquired for the threshold, α = 0.001. The y-axis shows how many targets that had 

the respective spread value as shown on the x-axis 
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Figure 4-6: The histogram shows how the spread is distributed for the different target results. 

This data was acquired for the threshold, α = 0.15. The y-axis shows how many targets that had 

the respective spread value as shown on the x-axis 

 

 
Figure 4-7: The histogram shows how the spread is distributed for the different target results. 

This data was acquired for the threshold, α = 0.25. The y-axis shows how many targets that had 

the respective spread value as shown on the x-axis 
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5 Results 
The intent evaluator using Traceable Uncertainty was implemented in the simulator, 

as seen in Figure 3-1(including functions for calculations, construction of the tree of 

combinations, presentation of the results etc.), with the result of finding all of the 

original synthetic targets except one. The undetected target was later detected by the 

kinematic threat evaluator that was included in the simulator. This is a satisfying 

result since these two functions are complements to each other, and the target did not 

fit in any of the intent cases (see section 3.5.1 and 3.4 ). A schematic overview of the 

intent evaluator and the implemented function that combine mass functions and build 

the tree of combinations can be seen in the appendix (section 10). 

 

The simulator was changed so that the important results from the intent evaluator 

could be presented which can be seen in Figure 3-3 and Figure 3-4. 

 

The suggested value, from the initial experiments of the threshold α, was chosen to be 

2.5 after testing how many results that combinations of ten randomly generated mass 

functions would generate in average of 300 iterations (see 4.2 Intent Evaluator Test). 

 

A filter based on how high AU a result had and also on how many of the available 

evidence that were included in the result was created. The filter can be used to protect 

the user from cognitive overload if too many results are generated. It will then only 

show the most usable results, filtering away results with a high uncertainty (see 

section 4.4 and Figure 4-3). 

 

How often the targets tend to branch their tree of combinations was analysed for 

different values of the threshold (                                  ). The 

results are showed in Figure 4-4. A similar experiment was made involving random 

generated mass functions which gave a different result than for the test scenario. This 

result is presented in Figure 4-2. 

 

The spread in the results for each branch were also analysed, the maximum spread 

value was 41.4%, the minimum spread value was 0% and the mean spread value of all 

results was 17.5%. 

 

The distribution of the spread in the results for three different values of the threshold 

(                 ) can be seen in Figure 4-5, Figure 4-6, and Figure 4-7. For low 

values of α, the spread values are distributed all the way from zero to 41.4%. For 

higher values of α, the result only had higher spread values than 25%. 
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6 Analysis and Conclusions 
To investigate whether the method of Traceable Uncertainty is usable or not, the 

results of this thesis has been analysed. To motivate the implementation of this 

method, the branched results must be significantly different from each other (all 

different branches for the same target) and not too numerous. If the method just 

produces similar results the method would seem rather unnecessary, but if the method 

produces too many results it would be too complicated to be beneficial. On the other 

hand, if the results from the method never branches, it does not seem to be that 

beneficial either. As seen from the results, this is highly dependent on the threshold 

parameter α. When α is small the method will produce a lot of different results, many 

of them will however not be significantly different from the other results of the same 

branch. If α is large however, the method will produce very few different results but if 

it occurs the branched results will be significantly different. It seems as if an optimal 

value of α could be found and the implementation of the method can be motivated.  

 

In section 4.3 (Theoretical tests of α) some initial tests were done to find an average 

number of branches for mass functions that were randomly generated. These results 

show that there is a small range for the value of α where the number of results is 

manageable, which is around 0.2 – 0.3 for this aspect. The value 0.25 was then 

proposed for α from these results. The branching frequency for random generated 

mass functions was also investigated. This result did not support the suggested value 

of α = 0.25 since the branching frequency was too high for this value. 

 

In the section 4.5, (Traceable Uncertainty) another aspect was investigated, namely 

how much the results differ from each other for targets with branched trees of 

combinations. The aspects from section 4.3, how frequently the results branched and 

how many branches the targets acquired, were also investigated for a “realistic 

scenario”. The curve in Figure 4-4 shows a similar behaviour as Figure 4-1 in the 

initial experiments. The curve starts to rise for       but is not as steep as in the 

initial experiment. This result proves that a reasonable number of branched results can 

be acquired for a proper value of α. The result in Figure 4-4 differs a lot from the 

random generated result in Figure 4-2. The low branching frequency for the realistic 

scenario, compared to the random generated experiment in section 4.3, may be due to 

the difference in the number of mass functions combined. In the realistic scenario, 

there are a maximum of five mass functions combined but few of the targets trigger 

all of these. In the random generated experiment, all of the targets have 10 random 

generated mass functions. Apart from the difference in the number of mass functions 

being combined, there is a difference in how the mass functions are constructed. The 

random generated mass functions are a bit “confused” by nature, which make the 

results branch more frequently. The mass functions in the realistic test scenario will 

tend to agree with each other’s conclusions of the level of threat. 
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The next question is then how much these different branched results differ, the spread 

value of the result. From Figure 4-5, Figure 4-6 and Figure 4-7 it can be seen that 

larger values of   only produced results with a larger spread-value, the maximum 

value for these experiments was 41.4%. For smaller values of α, the method also 

produces results that are very similar within the branched results and therefore have 

low spread-values (the minimum value for these experiments was around 0%). So a 

higher value of α filters away results that come to the same conclusion and keeps the 

ones that differ from each other. 

 

The conclusion of these results is that the implementation of Traceable Uncertainty 

can be motivated but the value of α must be carefully chosen. Larger values of α will 

give few branched results but for the ones that are produced the spread value will be 

large, but a too large value of α will not produce any results at all. The proposed value 

of α (for the application of threat evaluation) based on the result of this thesis is 

within the range of [0.15, 0.25]. Within this range the targets are expected to produce 

branched results in 3.4 - 7.8 percent of the cases. This is a reasonable amount (3-9 

targets) since the test data is regarded as a realistic scenario with 116 targets during 

almost 11 minutes which gives less than one branched target per minute. In the lower 

level of this range some results will still have a spread-value around zero percent but 

these are rare (see Figure 4-6). In the higher level of this range, there are few 

branched results but all of them have high spread values. Within this range of α, the 

most common number of branches is two, though three and four branches occurred 

rarely (one time each) for the lower values of α in this range. The number of results 

should therefore not be of any problem for the cognitive capacity of the operator. 

These results supports the hypothesis of this thesis, that Traceable Uncertainty can be 

used on large scale systems if α is tuned in the right way. 

 

The result in section 4.3 (Figure 4-1) can be compared with Figure 3 in [1, p. 6]. 

There it can be seen that all the curves follow almost the same exponential growth. 

The study behind Figure 3 in [1] differs somewhat from the experiment in section 4.3 

since the only values the mass functions can take are in the interval [0.7, 0.9]. This 

makes the evidence more consistent than the evidence of the experiment in this thesis 

where the mass functions could take any value between 0 and 1. The less consistent 

evidence should logically result in more interpretations and therefore more branches 

in the tree of combinations. This also seems to be the case since the curve does not 

rise as steep in the experiment of [1]. The experiment in [1] also includes a noise-

parameter β, which represents the probability that the evidence will point towards the 

false alternative. In the experiment of Figure 4-3 this noise parameter would be 0.5 

since the data will support either threat or no threat with equal probability. Since β 

only takes the values 0.1, 0.3, and 0.6 and not 0.5 the results should not be the same 

for the experiment in this thesis and in [1]. Furthermore, the study in [1] of how the 

number of results depends on α only five different mass functions are combined, 

while in section 4.3 ten mass functions are combined.  
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The recorded scenario used in this thesis consists of several civil targets and a few 

synthetic hostile targets. It is a scenario that is highly unlikely in a situation of war 

since civil aircrafts will probably avoid the battlefield. It is a better representation of a 

situation where an area is under surveillance during a period of peace and a sneak-

attack occurs. During war there will probably not be as many targets to keep track of 

at the same time, this reduces the amount of data and the cognitive load of the 

operator. This means that worse conditions than in the recorded scenario will 

probably not occur for the method in this application. The low number of results in 

this scenario is therefore promising 

 

The fact that the intent evaluator worked rather well despite only investigating targets 

at the time they appeared on the radar was a very interesting discovery. Investigating 

the targets only one time narrows down the possible parameters to work with. It was 

not obvious that sufficiently effective intent cases existed. An alternative outcome 

could be that the chosen intent cases would not find the possible threats. In a real 

scenario all the data is not available at the discovery of a target and will have to be 

appended as the information is acquired. This will however not be a problem for the 

updating aspect of the tree of combinations since every intent case is only appended 

once. The intent case “attack formation” is appended in the experiments on the 

recorded scenario, which proves that it is possible. One problem that might occur as a 

consequence of this is that all targets have to be investigated in every data-update 

which can make the program slow or overloaded. A solution to this problem would be 

to optimize the program to be more efficient but as discussed above, there will 

probably be fewer targets to keep track of in a real scenario. 

 

The implementation of the new functions in the simulator could be done in a more 

efficient way. Due to lack of time to plan the implementation properly, some 

functions calculate the same type of information separately. If these functions were 

fused together, the information would only be calculated once. This would improve 

the computing time for each iteration.   
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7 Discussion 
Traceable Uncertainty can be used to gather information about the origin and 

magnitude of the uncertainty in the results, it is then up to a human expert to interpret 

that information. The uncertainties in the results can be due to enemy disturbances, 

failing sensors or unknown situations and so on. It is important for the operator to 

know the reliability of the results. This information can be used to avoid accidents or 

to make bad decisions based on false information provided by the enemy, which 

probably will be in conflict with other undisturbed sources of information. The failing 

sensor or the source of disturbance could be tracked using the information of which 

piece of data that contributed with the largest change in uncertainty. 

 

All sensors have their flaws and perform best in certain situations and conditions. If 

the user has knowledge about the current situation and its conditions, the user can 

exclude the information from the sensors that produce uncertain results with the use 

of Traceable Uncertainty. This will produce a more reliable result and the user will 

hopefully feel that he/she has more control and a better understanding of the results 

produced by the threat evaluation algorithm. 

 

To be able to use evidence theory on the problem of threat evaluation, predefined 

mass functions are required. How to derive these mass functions from the acquired 

data is not a trivial task. Much effort must be put into this problem since it is 

important that the mass functions accurately represent the data from the sensors, 

otherwise the threat evaluation will be useless. Although, with a bit of imagination 

and engineering intuition, (crude) mass functions can be produced. These mass 

functions will make due for the purpose of this thesis which is to evaluate Traceable 

Uncertainty in threat evaluation. The author of this thesis is no expert in constructing 

threat evaluation mass functions, but constructing optimal mass functions is not in the 

scope of this thesis. 

 

The attack formation intent case is not trustworthy as a single evidence since many 

civil aircrafts will travel along the same route with similar speed and altitude in air 

corridors.  But combined with other evidence, especially evidence for the target’s 

identity, it can be a good tool for detecting a threat. In this thesis the presented result 

is filtered in the simulator to only show targets that have not been classified as 

“friend”. This makes it possible to use this intent case in the simulator, otherwise 

many unnecessary results would be presented to the operator. 

 

The results of this thesis are based on only one data set, which limits the extent of the 

evaluation. The reason for this is that this study only had access to one data set. In an 

effort to extend the study further, the random generated investigations were made. 

This represents a data set where the conclusions of the gathered evidence are 

inconsistent. This is one of the possible reasons why the results are different for the 

random generated data set and the recorded one. 
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The number of results will depend on the threshold value α, but also how many mass 

functions there are to combine. In the implemented intent evaluator there are five 

different intent cases and therefore a maximum of five mass functions that will be 

combined. In the tests of section 4.3  (Theoretical tests of α), there are 10 different 

mass functions that are being combined. This will produce a higher number of results 

than is expected by the implemented intent evaluator. The larger number of mass 

functions is why the average number of results in the recorded scenario is rather low 

compared the initial experiment in section 4.3. The value of 10 mass functions in the 

experiment was chosen to have some room to extend the implemented method, but if 

extended too far the suggested value of α may have to be changed. The low number of 

results in the test-scenario makes it unnecessary to filter the results in that perspective, 

but could be done to remove the worst alternatives to get data of higher quality. 

 

The low number of results per target, compared to the initial experiment in section 

4.3, may be explained from the creation of the mass functions. Since they are 

randomly generated in the initial testing they will be evenly distributed between the 

cases of threat and no threat. This is not really the case for the recorded data test in 

Figure 4-4, in this case the results will tend to lean towards threat. No analysis is 

made if no intent case is triggered, it will be analysed due to threatening behaviour. 

While constructing the formulas for calculating the mass functions, it is relatively 

simple to make some approximated evaluation of the threat and the general level of 

uncertainty. It is however hard to formulate an equation for evidence that contradicts 

this threatening behaviour. The only intent case that really does this is the radar 

jamming case. Here it is not likely to be an enemy attack if no effort is made to jam 

the radar. 

 

The task of presenting the results is of limited importance to this thesis. It is done only 

to help in the process of evaluating the methods performance and limitations. The task 

was not to find the most suitable way to present the results, this is out of the scope of 

this thesis but is an important future task. Without a proper visualization of the results, 

the method is not user friendly and cannot be used effectively. 
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8 Future work 
In the end, the goal is that the operator will benefit from the method Traceable 

Uncertainty. This has to be investigated in order to motivate the implementation of 

Traceable Uncertainty. There are however things to be done before this is possible. 

Before this stage in the evaluation, an intuitive visualization of the results will have to 

be implemented. Without this the operator will not be able to use the method properly 

and the benefits will be limited. This is also important to be able to improve the 

method since the operators have more experience of real time threat evaluation 

scenarios. 

 

To improve the evaluation of a target’s intent, the time varying information is also 

very important. For future work in this area, the prediction of a target’s movement is 

important. Splines could be used to detect if a target will be heading towards an asset 

in the future, if it will keep the same movement pattern. This would make it possible 

to predict if the target is a threat to an asset even if it makes manoeuvres to trick or 

confuse the system by not facing the asset directly. The implemented attack formation 

identifier and the intent case, Radar Jammer, should also be updated in every time 

step. This is to be able to detect an attack formation that builds up after all targets in 

the formation are spotted or if the radar jamming equipment is switched on after the 

target is detected.  

 

The only mass function that could not be excluded from the result was the “parent 

mass function” which is the first in the chain of combinations. That means it will 

always contribute to (or contaminate) the result which is not wanted. To get rid of this 

problem, the recursive function can be iterated while changing the parent mass 

function. The order of the combination does not matter when using Dempster’s rule of 

combination (associative) which opens up possibilities. Since the first parent mass 

function in the loop already combined with all other mass functions in various ways, 

this could be erased from the next iteration. This could reduce the computational load 

and time consumption of the method while solving the problem of the parent mass 

function always contributing. 

 

The resulting mass function does not depend on the order of combination, but the tree 

structure certainly will. To make the tree of combinations as small as possible, 

evidence for similar propositions should be combined before adding the counter 

evidence. The tree will then tend to branch more seldom and the resulting tree will 

therefore have less number of results. Further investigation of this matter could be 

done to develop a method that will either make the tree independent of the order of 

combinations or to combine the evidence in the order that produces the least number 

of results.  
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The parameter α can be interpreted as how much trust that is put in the evidence. 

Since some evidence is more reliable than others, the value for α should vary 

depending on which piece of evidence that is currently being combined. This would 

make it easier for the more reliable evidence to change the outcome of the results. The 

less reliable evidences would be used to strengthen the current predicted outcome of 

the result. This however needs a very deep understanding of both the mass functions 

and their sources. 

 

The evaluation is based on only one data set, which makes the extent of the evaluation 

limited. To find if the behaviour described in this thesis is consistent, Traceable 

Uncertainty has to be tested on several different data sets describing different 

situations. 

 

The uncertainty of the results can be used to allocate more resources to decrease the 

uncertainty and thereby reduce the amount of branches of the tree of combinations. If 

it is discovered that a certain source of evidence is uncertain, this source could be 

investigated further and updated in the targets intent cases. 
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10 Appendix 
The following pictures are schematic overviews of the implemented Intent evaluator 

and the function that combines the evidence and simultaneously build the tree of 

combinations. 
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