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Abstract

Online System for Sharing Tools and Devices
BorrowIT

Victoria Catalán
Albin Ohlsson
Viktor Ståhl

In today’s society, a lot of our tools and devices go unused for the ma-
jority of the time they are in our possession. There is a needlessly large
economical and environmental impact of each of us purchasing these
items only to have them lay on our shelves. We have designed an ap-
plication which allows its users to borrow tools and devices from their
neighbours for those seldom moments when they are needed. It allows
users to see the items their neighbours are willing to lend, and they can
make requests for items that their neighbours can respond to. The ap-
plication keeps track of who lent what to whom. This is to ensure that
the borrower is held accountable for the items they have borrowed, so
that the lender can have some assurance that they will have their items
returned. The application was well received within a group of test users.
They found the interface to be mostly intuitive, but somewhat lacking
in feedback. However, due to some security flaws, the application is not
suitable to be released in its current state.

Handledare: Sofia Cassel och Björn Victor
Examinator: Björn Victor



Sammanfattning

I dagens samhälle blir många av våra verktyg och apparater oanvända större delen av
tiden de är i vår ägo. Det blir onödigt stora miljö- och ekonomiska kostnader av att vi
var och en köper dessa saker för att ha dem ligga på våra hyllor. Vi har designat en
mobilapplikation som låter dess användare låna verktyg och apparater från sina grannar
för de sällsynta tillfällen då de behövs. Den låter användare se saker som deras grannar
är villiga att låna ut, och de kan göra efterfrågningar på saker som deras grannar kan
svara på. Applikationen håller koll på vem som lånat vad till vem. Detta är för att se till
att lånaren hålls ansvarig för det som lånats, så att den som lånat ut kan känna trygghet
över att sakerna kommer tillbaka. Applikationen blev väl mottagen inom en grupp av
testanvändare. De tyckte att gränssnittet var intuitivt för det mesta, men att det saknades
viss återkoppling. Trots det är applikationen inte lämplig för utgivning i dess nuvarande
tillstånd på grund av vissa säkerhetsrisker.
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2 Background

1 Introduction

Social networks have taken the world by storm. More and more people are connected
to the internet and in Sweden 93% of the population has access to the internet [19].
The same study states that 70% of adults in Sweden use social networks, and according
to another study [27] the corresponding number in the USA is 62%. As our world
becomes more global and more aware of social and environmental issues social media
has become a piece of the puzzle. Social networks do not only help us to keep contact
with each other and communicate, nowadays they also make trading and similar things
more accessible. This trading trend has caught steam, for example Facebook now allows
trading groups [26].

As communities today grow more and more environmentally concious, it is good to
seize the opportunities given by social media to create further progress in society. Al-
though most of the resource waste comes from industries, individuals still can affect
diminishing waste. Sharing resources has become more imperative and the need for a
social network for sharing goods has increased. This project aims to fill that gap by
creating an application for smartphones. The application serves as an online platform
for lending and borrowing items from people in the vicinity.

2 Background

In modern society many personal belongings are underutilized and discarded well before
they have served their expected lifetime. For example, the average privately owned
power drill is used around 6 to 13 minutes before being thrown away [14]. Something
which is true for several other tools and goods as well. The wasted potential of these
tools would have been avoided if they were shared between more than one household.
It would also save on the resources needed to create said power drill.

In a survey [31] made by the Center for a New American Dream 2014, 32% of the
American population agree that they would like to share more things, such as tools and
household items. Furthermore, more than 75% also agree that sharing saves money.
Borrowing and lending tools to others is bweneficial for the environment and reduces
the cost for those involved. However, what stands in the way of sharing belongings
is inconvenience and safety. The survey also shows that around 35% Americans think
sharing is inconvenient. Research [22] indicates a clear connection between privacy
risks and willingness to share goods. Therefore, it is safe to say that there is a market
for sharing and exchanging goods, as long as it can be made convenient and safe.
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3 Purpose, aims, and motivation

3 Purpose, aims, and motivation

As the world becomes more global, industries have grown in conjunction with the pop-
ulation. Combined with the pressure to consume, we waste a lot of resources on over-
production [17]. At the same time, increased environmental awareness has allowed for
a market of recycling and sharing of resources.

The main purpose of the system is to help people share their unused tools and devices
with those who need them. In the long run this will hopefully help people save money
and build stronger bonds between neighbours as well as reduce underutilization of re-
sources.

In this project, the aim is to develop an application that displays things people nearby
are willing to lend, and to allow users to make requests for things they need. The
application will keep track of the items lent between people. Upon the return of items
lent, the lender will be able to rate the borrower on timeliness and thoughtfulness, as
well as the state of the item returned.

No other related application found has yet implemented a solution which ensures the
level of security we intend for our system, while still making the system easy to use.
In a study [20] by Juho Hamari et al. they conclude that the main motivator for using
online systems for sharing is enjoyment. It is therefore imperative to ensure that users
do not need to worry about not seeing their things returned, and that the system does not
frustrate the user with an inconvenient interface.

The project strives to become an effective system that contributes to communities’ sense
of togetherness which other related systems lack. This is partly because other similar
systems allow for very large distances between users, for instance the second hand trad-
ing site Blocket [13] but also because of mistrust and disappointment on things not being
returned.

Even though it does not solve the entire issue, this project is a step towards a more
sustainable society and would reduce underutilization of resources.

3.1 Limitations

The application is limited only to Android, but could of course become available for
other platforms in future developments, see section 12. This project was focused on
ensuring reliability for the user, since the willingness to use the system is greatly reduced
if the user does not feel safe using the system [22].

2



4 Related work

The system does not have any built-in chat, it simply gives the user access to the contact
information of other users whom they allow access. A chat could facilitate communica-
tion between users, but it could also be easier to reach each other by calling, rather than
expecting them to read a message in the application.

Furthermore, identity verification was not implemented due to legal requirements re-
garding privacy laws and ethical aspects. The personal integrity of users cannot be
violated, and that third parties should not get access to any information without the ex-
plicit consent of the user. There were a lot of aspects to consider, for example which
personal data are actually needed, limit access to said data and how to properly protect
it. Ultimately, other areas (such as functionality) where prioritised.

4 Related work

There are a lot of related systems in terms of second-hand online shops, such as
Craigslist [16] and Blocket [13]. They have the same function as traditional billboards;
users put up ads with the items they are selling along with their contact information for
other users to see. While these do provide a good solution for diminishing waste they
are not applicable to goods which are used seldom but the owner still wants to have
available. For example, there is little gain in selling a tent if the owner will have need of
it in the imminent future. However, lending a tent to a person who needs one for a cou-
ple of days is possible, assuming the tent is returned in a timely manner and acceptable
condition. From a quick search for online borrowing services it is possible to conclude
that they are sparse and the amount of borrowing applications is much lower than the
amount second-hand trading services.

In their research [22] about using social networks for sharing, Cheng Lin and Fan Yan
propose a social service model of item exchanging in local networks. The model focuses
on creating a service which people want to use based on studies on the use willingness.
They conclude that, for people to be willing to use a social exchanging service it has to
be secure, reliable, functional, and have a low cost to use.

Although some tries have been made, similar solutions have been rudimentary. They
basically only allow users to put up ads and respond to them (much like a billboard),
sometimes with a built-in chat. The only application available competing with the idea
is Peerby [25]. But they have not implemented any kind of system which gives users
an incentive to return borrowed items. A previous user explains how they chose to stop
using the application after experiencing several instances where they had to beg to get
their things back [30]. An important aspect of our project is to make a rating system so
that users feel safe lending and borrowing things. In the case of theft they will also have
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5 Method

enough proof and information to be able to make a proper complaint to the appropriate
authorities.

Project Borrow [28] is another available system for sharing goods over internet that is
launching soon but states that it is up to the user to ensure security.

5 Method

Android Studio [1] was the primary tool for writing Java and XML code for the appli-
cation. It is an integrated development environment (IDE) developed for the Android
platform by Google. It is based on IntelliJ IDEA [21] and offers an intelligent code ed-
itor, a device emulator, debugging support for Android based smartphones and a layout
editor to visually design android applications. While it is possible to create applications
with other IDEs, these features do simplify the process for beginners.

For implementing the database structure MySQL workbench [2] was used. It allows for
connecting to a database and performing queries and changes on it. Other methods for
connecting to databases exist, but MySQL is one of the most highly ranked structural
query languages [9] and it is well documented.

Any field where a user can enter values is at risk of penetration attacks. If anything
entered by a user is used as a part of executed code, the user could enter lines to perform
malicious operations. One of the most well known types of penetration attacks is SQL
injection. To ensure data integrity and increase security against penetration attacks, we
made use of domain driven design [18] in the application code. By defining the types
according to the applications domain, imperative to domain driven design, it is ensured
that the system does not accept corrupting values. For example, instead of using a
simple integer to represent quantity, actually create a Quantity class. A Quantity
can then have several restrictions, such as never being less than zero, which prevents
undesired input.

We used regular expressions [7] in order to find potentially corrupting values. Regular
expressions are used to define patterns to be found in text. If any part of the text matches
any of the prohibited patterns, the entry can be rejected.
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6 System structure

6 System structure

The system consists of a mobile application with a graphical user interface. It commu-
nicates with a database through an Apache server [12]. The database stores user profiles
and items as well as their respective status (i.e. borrowed or available). The application
provides a user interface and logic for contacting the server while the server manipulates
and extracts data from the database according to the application’s requests.

Figure 1: The system structure

6.1 Application

The mobile application is the only part of the system users interact with. It consists of
two packages and a resource folder. One package is the main one, which handles all
activities (i.e. screens) and functionality of the application and the other consists of all
the types defined for the domain. The resource folder contains a number xml-files that
define the layout of the screens and dialogues used in the application, as well as the
values and images used.

6.2 Database

WampServer[3] runs the database and once the database schema had been decided,
MySQL Workbench [2] was used to connect to the database and implement it. The
database consists of a number of tables, more information in section 8.4. Every user
of the application is stored in the database and can have several relations between other
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users and items, such as borrowed or lent.

6.3 Server

For the sake of simplicity the database is connected to the internet through a web-
server [12] since WampServer comes with built-in support for it. The server lies behind
a reverse proxy server provided by Uppsala University. Reverse proxy servers are used
to provide access to servers that are behind firewalls, and can provide an additional layer
of security. Once a client connects to the server a PHP script that handles requests is
run.

The Android application sends requests to the server using the HTTP POST
method [29]. When the request is received by the server it runs the PHP script which
handles the request. The application sends the data using certain keywords and the script
processes the data sent according to the keywords used. For example when the appli-
cation wants to contact the database it sends the string "mysql=my query" where
mysql is the keyword for accessing the database and my query should be replaced
by a MySQL query. After processing the request the server responds with a string in a
similar manner, see section 8.2.

7 Requirements

The most important goal of our system lies in users being able to trust one another. Un-
less users feels safe lending their items the application will never be useful. Therefore,
it was imperative to implement a working rating system where it is possible for users
to rate each other and display users’ rating. In other words, the rating system should
be satisfactory for the user (they can get a clear indication that the other person is trust-
worthy and what state to expect their things to be in, after lending them). In addition, it
should be easy to use and not require a lot of technical knowledge to figure out how it
works. The system should be able to handle requests from at least ten users without the
server crashing or requests failing.
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8 Implementation and Design

Figure 2: The flow of the application. The application can be in several states; each
with their possible paths to other states. Circles represent possible states while squares
are actions the user can perform from within that state.

8 Implementation and Design

8.1 Application design

The application itself does not house much logic or data, it is essentially an interface for
sending and retrieving the desired information to and from the database. The application
retrieves data from the server, decodes and displays it. For example when the user
successfully logs in and the main screen is opened, or the user presses the refresh button,
the application queries the database for requests people in the vicinity have made for
items. These requests are then displayed in a scrolling list.

The general flow of the application, that is to say how each function or state of the
application is reached can be seen in figure 2.
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8 Implementation and Design

Figure 3: From the front page users can see requests others have made on their available
items as well as see what items people in their vicinity need.

Figure 4: My pages serves to gather all information regarding the user and their items
in one place.
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8 Implementation and Design

Figure 5: Users can search for items they need or mark them as needed so other users
can know what they need.

Figure 6: Users can rate each other upon returning a borrowed item.

Figure 2 shows an overview of the flow of the system and how all the different states of
the front end connect to each other. First, the user is greeted by a login screen, where
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8 Implementation and Design

they are prompted to login or register. After the user has been successfully logged-in
to the application, they are directed to the front page, see figure 3. From there the user
can see two scroll lists. The first shows requests other users have made for the items
they have listed as available to borrow. Below that, the user can see a list of requests
for items other users are seeking to borrow. Along the top of the screen are buttons that
take the user to the SEARCH, MY PAGES and SETTINGS screens. There is also a button
to refresh the page, retrieving any newly added requests.

In the MY PAGES screen, see figure 4, there are three tabs along the top where the user
can see items they have borrowed from another user, lent to another user, as well as
items they have uploaded as available to borrow for other users. On the bottom there
is a button leading to a screen where the user can add new items they are willing to
lend. To the top right there is a button to take the user to their profile settings. In this
screen, they can set the name to be displayed to other users, their contact information,
and position.

In the SEARCH screen, see figure 5, the user can search for items other users have put
up as available to borrow. They can specify the category of the item and the amount
they need to narrow down the search. Beside the search button there is a button to add a
request for it, in case none is found. This request is then displayed in the second scroll
list of other users front page, see figure 3.

The user can press any item in the list, whereupon a dialogue is opened. The content of
the dialogue depends on the items state (i.e lent or borrowed). Whether the item is lent
to, borrowed from or requested by another user, there is a button that takes the user to a
screen displaying the profile of the other user. Here the user’s name, rating, and contact
information can be found. There is a different action to be taken depending on the state
of the item. If it is an item the user has lent, for example, there is a button for marking
the item as returned. The user then has the option of rating the borrower, as can be seen
in figure 6.

Some of the more technically interesting parts of the application are the inclusions of
support for camera and maps. When adding a new item as available for lending, the
application can make use of the devices camera application to take a picture to represent
the item. Once the image is taken the camera application is closed and the image is
stored to be used by our application. In the user profile settings, the user’s location can
be set by opening an instance of Google Maps and setting the pin to where the users
home is. The location set is then returned to our application so that it can be used to
figure the distance to items (i.e other users home location) shown. In other words, if a
certain item is deemed to be to far away it will not show up for the user.

10



8 Implementation and Design

8.2 Application to server communication

The application uses the HttpUrlConnection class [6] provided by Java to estab-
lish a connection to the server. Each time the application needs to access the database a
new connection is created for the request and the request is sent using HTTP POST [29].
In the POST message the request is encoded as a string with following attribute names
and values, see table 1. For example a request to extract the items with a certain cate-
gory, quantity and name that are available to be borrowed is written as a request identi-
fier. Then a number of attributes follows, each separated by ‘&’:

mysql=searchAvailable&user=1&name=duck&category=&quantity=1

Notice that category has not been specified, the server will then interpret this as cat-
egory should not be included in the search and will contact the database accord-
ingly. The server can easily extract the values from the request by calling for example
$ POST[name] which would return duck in this example.

login email password
register email password password
selectOwned userID
SelectBorrowed userID
selectLent userID
searchAvailable userID name category quantity

Table 1: To communicate with the server the application has several requests the server
responds to, each with its own compulsory attributes. Note that this is only a few repre-
sentative request forms.

After the server has handled the request from the application and queried the database it
responds with an encoded response to the application. Upon failed execution the server
returns an error message, otherwise it simply returns the result from the database. The
response is encoded as:

’field1:::value,,,field2:::value&&&field1:::value,,,field2:::value’

Each row returned by the query is separated by ‘&&&’, each field-value pair by ‘,,,’
and fields from values by ‘:::’.

The application reads the response from the server and if it is an encoded result string
it splits the string. First it splits on ‘&&&’ to extract the different rows of the response,
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8 Implementation and Design

then on ‘,,,’ and lastly ‘,,,’ to get fields and values separated. Once the entire string
is divided into fields and values the application can use it.

The reason for using three of each sign is to enable the server to send URLs to the
application. On a string such as ‘http://...’ the application would mistake ‘:’ as
a sign to split there. In hindsight this solution is not very secure, since a user could
enter a value of ‘&&&’, ‘:::’ or ‘,,,’ and potentially crash the application, see more
in section 10.

8.3 Server to database communication

Once the server receives a request from the application it has to query the database
according to the request. This is done using a MySQLi connection [4] and prepared
statements. The server takes information it has received from the application and binds
the values to the prepared statements. This prevents SQL injections and speeds up
requests [5]. The prepared statements are then executed and if the statement produces
a result set it is extracted and handled by the server. If a prepared statement would be
unable to execute or otherwise fail the server returns an error to the application.

8.4 Database Structure

The database consists of a number of tables which stores all the essential information,
see the EER-diagram in figure 7 for the full schema. To reduce data redundancy it is
entirely in Boyce-Codd normal form [15].

The two primary tables in the database are the user and iteminstance table. The user
table contains all the information regarding the registered users such as their user name,
password, telephone number and so on. It stores all the data that is exclusively related
to each user. The iteminstance table stores the data on the items users own and is related
to both the item table and the user table. If a user owns a tool then that data would
be stored in the iteminstance table with a reference to the owner. Many of the other
tables only store data regarding relations between users and item instances, such as the
itemborrow table or itemrequest table.

The item table stores information about all the different types of items users have
marked as owned. It differs from the iteminstance table since the iteminstance table
stores data on an existing item for example a power drill a user owns. The item table is
used to store the information applicable to all power drills such as their category.

12
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Figure 7: EER diagram of the database
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When a user wants an item that information is stored in the userneeds table. It works
as a connection between a user and an item and specifies which item and how many of
them the user would like. The table is used when a user wants an item but does not
point at an existing item that another user owns. However, a request for a specific item
instance is stored in the itemrequest table. It is a relation between a user and an item
another user owns. It stores data on which user made the request, the item requested,
quantity, deadline and more. It is similar to the itemoffer table which stores information
about an offer a user with an item has given another user as well as the itemborrow table
which stores information on item, quantity, deadline and so on. The itemborrow table
stores information on all borrowed items and can either be returned or not, which makes
it able to store old loans.

The actual data on borrowed items are stored in the itemborrow table and contains all
the data on borrowed item. Deadline, startdate, item, quantity, borrower are all stored in
the table. If the item has been returned to the lender then the field datereturned contains
the date of return otherwise it is null.

8.5 Security

We have defined our own classes for any data entered by the user, called UserText,
PhoneNumber, Quantity. These classes include methods used to validate the data.
Using these classes instead of their primitive value equivalents allows us to be sure that
any method making use of entered data will validate the data before performing any
sensitive operations with it.

For the Quantity type, the validation simply involves making sure the number is
greater than zero. The UserText type is used for any free text entry, e.g. search
phrase or name of an item to be added. In this class, a regular expression is defined
which matches any prohibited patterns. The validation for the PhoneNumber class
works in much the same way.

Access to the database is only permitted with proper credentials. This ensures safety
for the database by only allowing registered database managers to edit the database and
perform queries on it. Views [11] are not yet implemented and the server connects with
root login to the database. Therefore, it is possible for the server to drop tables in the
database which of course is a potential risk.

The users’ passwords are stored in the database without any hashing algorithm [10] but
as plain text. If the database was accessed with malicious intent the users’ passwords
could be extracted and the users’ integrity would be at risk.

14



9 Evaluation results

Figure 8: Graph over evaluation results

The server does not require any sort of authorization to connect to. As long as the
address to the server is known anyone could access it and potentially damage the server.
However, the Apache server and reverse proxy server provide some security against
common security attacks.

9 Evaluation results

Since the system is a prototype and resources were limited only the usability was tested.
This was done with the help of a smaller group of test users. They were observed in
an office environment with some disturbances such as music and background conversa-
tions. The group received some individual tasks to accomplish without receiving any
further instructions. They were then asked to evaluate how easy it was to perform said
task on a scale from 1 to 5, where 1 was very difficult and 5 very easy, see appendix A
for the questionnaire used.

The evaluation results were mostly positive, see figure 8. Overall the users claimed it
was a positive experience with some comments regarding the flow of the system and the
amount of feedback from the system.

70% of the users were confounded whether they had managed to complete the exercises
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10 Results and discussion

they had been given or not. The system gives insufficient feedback to the user, such
as the system not updating but showing old information which confuses the user when
they actually have made a change. Some users did not know if they had actually made
a request for an item or not. Since there is no way of displaying your requests this was
hard for the users to confirm, more on this in section 12.

Consistency was another issue that the users raised, 10% expressed dissatisfaction at the
difference in style between the FRONT PAGE(figure 3) and MY PAGES(figure 4). The
different menus are displayed as plain text in MY PAGES on a blue border but as plain
grey buttons in FRONT PAGE. Other users had problems navigating between screens
and locating buttons in the application.

A majority of the users felt they received too little information about items and other
users. 60% were not content with the information given, they would have liked to see
things such as quantity, deadlines and comments on the items.

The rating system worked well, seven of ten users found it easy to use. However, there
were some comments stating it was somewhat hard to know if the user had been rated
or not. Furthermore, the system lacks a way to rate a user after the item is marked as
returned.

To test the stability of the system, we connected to the server from ten different mobile
devices simultaneously. There were no problems, the server was able to manage all the
requests and the database did not experience any errors.

The system in its current state fulfils the requirements given in section 7. Seven out of
ten users think the rating system is satisfactory, as stated above. The system can handle
more than ten requests simultaneously and almost every user involved in testing could
perform instructions on the application without difficulties, giving the impression that
the system has a reasonable level of usability.

10 Results and discussion

In terms of technology there was no need to invent anything new, it was rather a matter
of using existing solutions in an efficient way. This way, time and resources were not
wasted on creating new things when there are perfectly good tools available. That said,
there were certainly quite a few challenges to overcome. As with all kinds of social
media, the system was supposed to ensure privacy and security for the individual user.
Mobile devices contain a lot of personal information and are therefore attractive targets
for attackers seeking financial gain [23]. Since we were working with a system which
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can execute queries and commands, there was a risk of injection flaws [24].

Security was needed, not only for ensuring the individuals integrity, but also to allow
users to make qualified decisions and feel confident about lending their items. It was
of importance to make sure that the borrower was held accountable for what they have
borrowed. Moreover the possibility of users giving bad ratings to other users out of
personal biases towards other groups had to be considered.

There was also a concern that if users could see their own overall rating they would be
able to infer what rating they received in their latest transaction. The rated user might
have a negative reaction to receiving a low rating, which might lead to users not rating
honestly out of fear of confrontation.

It would have been desirable to have longitudinal studies on the usability of the sys-
tem and its influence on society once it is complete. For this prototype the testing was
restricted to a small group of users since the system has security flaws and larger unsu-
pervised testing might risk the test users’ integrity, for example password security might
be compromised. When the system is further developed it will be possible to perform
larger tests.

From the tests on usability from the the response was surprisingly positive since the
design had not been the primary focus. All users could complete the tasks that they
were given within a reasonable time and rated the user interface high.

11 Conclusions

BorrowIT is a prototype for an online sharing system to be used in neighbourhoods.
It provides a service for users to request, offer and ultimately borrow items from each
other. The system is not complete but is usable with the exception of the security risks
it comes with. Therefore, it is not suitable to be distributed to the public before the
security flaws are handled. The system is still useful, the evaluation results are positive
and show that the application design is functional. However, the public demand for this
sort of system has not been investigated and should be studied to determine the value
of the project. If there would arise a need for the system, it could diminish waste and
underutilization of items.
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12 Future work

The rating system is not yet entirely implemented which explains why some thought it
was unsatisfactory. The foundation for the rating system, such as algorithms, database
support and application support for rating borrowers has been created. However, a way
to rate lenders is still missing. One of the the key aims was to create a rating system that
would help in establishing trust between users and the system is progressing towards it.
It is an important functionality and needs to be developed further.

Identity verification is not implemented in the system and nothing hinders users from
creating a second account, much like other related systems. In section 3.1 identity ver-
ification was mentioned as a part this project doesn’t plan to implement. If the rating
system works there is no immediate need of this. Then the users can make their own
decision on whether to trust the borrower or not. Therefore, even though identity ver-
ification is important for the users to feel safer, it can be ignored until other security
aspects have been implemented, such as rating and password hashing.

The regular expression validation for user entered values is not comprehensive. Al-
though the users’ information and the integrity of the database is to our knowledge safe,
there is still the risk of certain patterns causing issues. For example, the sequences of
characters mentioned in section 8.2 could cause the application to crash. For regular
expressions to be effective for security they need to be exhaustive.

Since there is no authorization between the server and application it is possible that
other parties might connect to the server and send requests that would damage the ap-
plication. A basic authorization would be preferable. Apache provides several ways
to implement authorization [8] which could have been used. Authorization is not very
important since the server only access the database through the predetermined prepared
statements. Therefore, it has been ignored for now.

For now all the users’ passwords are saved as plain text in the database. Hashing the
passwords could be implemented using PHP’s hash methods [10]. This would improve
security for the users and is one of the top priorities before distributing the system.

The database does not have any views or different managing user accounts. By creat-
ing views on the data that the system needs and restrict the system to only use those
views when querying the database the system would be unable to drop tables or modify
the existing schema. Views would also make it possible to save queries that are often
requested making it easier to extract that data. This is not a very important security as-
pect since the root login still would be able to destroy the database. The server script is
not able to manipulate the database other than through the prepared statements that are
given. Therefore, it is already protected against most SQL injections. The only way to
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freely manipulate the database is to access the database itself which views do not help
against.

The system does not yet use the distance between users when searching for items. In
the original design the system was supposed to only display items that were in the
neighbourhood, since there most likely would be a low demand for borrowing items
over a large distance. The underlying database structure supports GPS coordinates and
it is possible to set your location using Google maps. However, the system needs an
algorithm for calculating distance between two GPS coordinates and implement it when
searching for items.

Usability can always be improved and from the evaluation results in section 9 it is clear
that there are some issues with the usability. A clear theme throughout the entire appli-
cation with similar buttons and options would make navigation easier. Displaying more
information on items and when making decisions is also an important extensions to the
application.

Further development would also include the system showing the requests users have
made. The users should also be able to manage their requests and change or remove
them as they see fit. This was something several users pointed out during the evaluation
of the system. History of old loans are also not shown, which could be useful if users
want to rate at a later date.

It is possible to take pictures with the application and send their storage location on the
device running the application to the server but uploading pictures to the server is not
yet implemented.
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A Question Formula

A Question Formula

Below are the questions each user was given after completing corresponding task. They
were asked to respond with a number between one and five, where five was considered
the most positive.

1. Did it go well to register?

2. How did it go finding an item?

3. How did it go requesting an item?

4. How did it go borrowing an item?

5. How did it go putting up an item?

6. How did it go lending an item?

7. Did it go well to find other users’ rating?

8. How did you find rating a user after returning an item?

9. How did it go removing an item?

10. How did you find the user interface?
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