








Preface

I am happy to present the Proceedings of this 2nd International Conference on Historical Cryp-
tology (HistoCrypt 2019) in the Mundaneum in Mons, Belgium.

HISTOCRYPT addresses all aspects of historical cryptology/cryptography including work in
closely related disciplines (such as history, history of ideas, computer science, AI, computational
linguistics, linguistics, or image processing) with relevance to historical ciphertexts and codes.
The subjects of the conference include, but are not limited to the use of cryptography in mili-
tary, diplomacy, business, and other areas, analysis of historical ciphers with the help of modern
computerized methods, unsolved historical cryptograms, the Enigma and other encryption ma-
chines, the history of modern (computer-based) cryptography, linguistic aspects of cryptology,
the influence of cryptography on the course of history, or teaching and promoting cryptology
in schools, universities, and the public. HISTOCRYPT represents a continuation of the friendly
events of European Historical Ciphers Colloquiums (EuroHCC) held in Heusenstamm (2012),
Kassel (2016), and Smolenice (2017) to discuss on-going research in historical cryptology in
Europe. Considering EuroHCC’s growing popularity among the crypto-historians and cryptog-
raphers and the established HICRYPT network on historical cryptology with over 100 members
from 20 countries around the world, our aim is to establish as an annual, world-wide event. The
first HISTOCRYPT in the series was organized in 2018 in Uppsala, Sweden. The second event
in the series takes place in 2019 at Mundaneum in Mons, Belgium.

The conference topics include:

� the use of cryptography in military, diplomacy, business, and other areas,

� analysis of historical ciphers with the help of modern computerized methods,

� unsolved historical cryptograms such as the Voynich manuscript,

� the Enigma and other encryption machines,

� the history of modern (computer-based) cryptography,

� linguistic aspects of cryptography,

� the influence of cryptography on the course of history,

� teaching and promoting cryptography in schools, universities, and the public.

The Program Committee has selected 23 papers out of 25 submissions for presentation (13
in the research track, 6 in the exposition track and 4 as poster/demo). Three papers accepted
were later withdrawn by the authors. Papers accepted for the research track are collected in
these Proceedings.

I would like to thank the Program Committee, Steering Committee and Local Organizers
for their hard work in establishing HISTOCRYPT 2019. Their dedication and invaluable input is
highly appreciated. The thanks also goes to all the reviewers, subreviewers, keynote speakers
and all authors without whom this conference would not have taken place.

Klaus Schmeh (Program Chair)
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Hieronimo di Franceschi and Pietro Partenio:
Two Unknown Venetian Cryptologists

Paolo Bonavoglia
Former teacher of Mathematics and Computer Science

Mathesis Venezia c/o Convitto ”Marco Foscarini” Venezia
paolo.bonavoglia@liceofoscarini.it

Abstract

In 1596 the powerful Council of Ten, the
secret service of the Republic of Venice,
sent a message to the new Baylo in Con-
stantinople, warning him to use, for or-
dinary messages which needed to be en-
crypted, Pietro Partenio’s cipher, but for
questions of extraordinary importance to
use the Zifra delle caselle1 cipher invented
by Hieronimo di Franceschi. But who
were Partenio and Franceschi?
This paper is the report of the first re-
sults of a research in the State Archive of
Venice about these two unknown cryptol-
ogists, still in progress.

1 Two unknown cryptologists

Hieronimo2 di Franceschi, Pietro Partenio, who
were they?

If one searches the web with Google3 for these
names the result is a long list of results having
nothing to do with cryptology.

And still the State Archive of Venice has plenty
of documents about them, dispersed in several
funds and envelopes. And there is plenty of docu-
ments having to do with Franceschi and Partenio.

Let us start with a 1596 letter.
1The word zifra or ziffra is used in the XVI century for

cipher; beginning at the end of that century, cifra replaces
more and more zifra

2Hieronimo is a very common name in the XVI century;
towards the end of the century the Italian form Gerolamo or
Girolamo takes over.

3Google is today the most powerful tool for fast searches,
very useful also for serious researches, most notably Google
Books gives access to a huge library of old books otherwise
hard to find; so a Google negative result is meaningful. Of
course I had searched also the indexes of the most authorita-
tive cryptology books like (Kahn, 1967), (Bauer, 1997), and
the archives of Cryptologia, with the same negative result.
As far as I know Franceschi’s and Partenio’s names are men-
tioned in passing and without details only in (Pasini, 1872),
and (Preto, 1994). So the use of the adjective unknown seems
appropriate.

2 Two statements of the Council of Ten

Inside the archive there is an interesting letter.
dated 30 August 1596, written by the Chiefs of the
Council of Ten, 4 to the new baylo of Constantino-
ple.

The text translated into English is:

We recommend with the Chiefs of
the Council of X, that when it is neces-
sary to write in cipher you continue us-
ing the ordinary cipher, but, when treat-
ing affairs of extraordinary importance,
you will use the [Ziffra delle caselle] of
the cautious and most loyal secretary of
the Senate Hieronimo di Franceschi, ab-
staining from using those of the most
loyal Pietro Partenio, up to our new or-
der.

The message is signed by Piero Lando, and two
of the chiefs of CCX. Here Franceschi’s cipher is
seen ad better than Partenio’s.

But, as we will see in the following, in 1593
another document of CCX had stated just the con-
trary.

Now we will examine some of these ciphers of
Franceschi and Partenio. The most surprising as-
pect is that both of them used super-encryption as
a method to enforce security. But first I will give a
short description of a typical Venetian code.

3 A XVI century Venetian nomenclator

So to begin let us see a typical Venetian nomen-
clator5 used in the second half of the XVI cen-

4The Council of Ten was the secret service of the Repub-
lic of Venice, and was in charge for ciphers; in the follow-
ing I will use the two short forms used in the archive: CX
for Council of Ten; CCX for Chiefs of the Council of Ten;
and ASVE is the common acronym for Archivio di Stato di
Venezia.

5The words ”nomenclator” and ”code” are in some way
synonyms in the cryptographic lexicon; usually a nomencla-
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Figure 1: The zifra granda in the book of ciphers
1578-1587. ASVE Cifre, chiavi e scontri di cifra
... b.4, r.16. For no profit use only

tury. Hundreds of diplomatic messages encoded
this way are stored in the Venetian archives.

A good source is a book of ciphers6 having at
the first page a decree of the CX dated August 18,
1578 and at the last page another CX decree dated
August 26, 1587.

Both decree mention Hieronimo de Franceschi
as the reference person of the CX for ciphers. The
last page mentions a falso scontro (fake key) ci-
pher proposed by Franceschi, to be given to the
baylo of Constantinople for saving the keys even
in the case the Turks should seize the baylo and
his secretary and force them to handle the key. No
technical details are given about this cipher.

At the date of this paper, I couldn’t find any
other trace of this cipher; as we will see below, ci-
phers of the like were designed by Pietro Partenio
in the following years.

The book has many nomenclators approved by
the CX, among them is the Ziffra n. 147 found at
carta 77 of In the following figure we see the lista
per scriuer i.e. the encrypting list: As we see the
nomenclator has different parts:

- An alphabet, here with three homophones for
each letter.

tor is small, typically one or two sheets, while a code is larger,
a booklet at least; for obvious reasons in this paper I will use
the word nomenclator.

6ASVE, CX Cifra, chiavi e scontri di cifra con studi suc-
cessivi, busta 4, reg. 16. Calligraphy is very similar to that of
Franceschi, so it is very likely that the book was written by
his own hand .

7Copies of this cipher known also as Ziffra Granda, the
big cipher, are found on loose sheets in the Venetian archive

Figure 2: The syllabary of the ziffra granda the
ordered lists are clearly visible.

- An abacus, the ten digits encrypted with one
or more groups.

- A syllabary in group of 5, each with a differ-
ent vowel at the end, for instance ba, be, bi,
bo, bu.

- A dictionary with common words.

Every letter or group is encrypted with a cipher
made of one letter followed by a number of one
or two digits, often written like exponents, for in-
stance letter A is encrypted with three ciphers (ho-
mophones): o18t8u15 the syllable FA is encrypted
with r51, the word Guerra is encrypted with L54

and so on, for about five hundred ciphers. The
heart of this cipher is the syllabary, these signs are
the most used. Here is a more readable table; it
appears a strong regularity, syllable ending with A
always end with 1, syllable in B always end with 2
and so on. This is an obvious weakness, the enemy
will get great help in rebuilding the syllabary. This
cipher was also known as ziffra granda and it was
widely used by ambassadors in European capitals.
For not so important matters a smaller cipher was
used a ziffra piccola (small cipher). An example
in the same book is in figure 2.

This cipher has an alphabet with two homo-
phones for each letter, with the exception of H
who has only a cipher the number 20; the A has
two homophones 16 and 36, B has 13 and 33, C
has 1 and 21, strangely all homophones have a
difference of 20. There is also a small dictionary
of 60 words, all with two digits ciphers, from 40
to 99, for instance con encrypted with 50, Re di
Spagna with 73 and so on.

According to Pasini classification8 this cipher is
8Luigi Pasini, see also footnote 1, was the last archivist

to reorder the papers having to do with cryptography, and
classified ciphers using the cipher for the first letter: A
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Figure 3: The cifra piccola used as the base cipher
by the cifra delle caselle. ASVE CX Cifre, chiavi e
scontri di cifra ... b.4, r.16. For no profit use only

named A 16-36. Many copies of this cipher are
found inside the folders where Pasini collected the
ciphers and key sheets.

But the real importance of this small cipher, will
be seen in the next paragraph; a hint can be read
in the headline of the page. Sono per scriuer su la
grada cioè le caselle = They are for writing on the
grid, that is the boxes.

4 Hieronimo di Franceschi

Very little is known about this cryptologist; his
name is frequently mentioned in the CX papers,
in 1578 he is mentioned in a CX book of ciphers9

as a notary at the Doge’s chancellery; in 1587 he
is mentioned as a secretary of the Venetian Sen-
ate. His name appears in many deeds of the notary
Pietro Partenio between 1577 and 1596, acting as
an attorney for other people, or as a landlord rent-
ing flats. He was the reference person of the CX
for cryptography in those years, known above all
for his cifra delle caselle.
In the first page of the book there are these
Franceschi’s rules for scriuer ben la zifra (to write
well the cipher):

1. Use signs that mean words or syllables as
much as possible.

2. Having to use simple letters, the signs mean-
ing these letters must be changed, and espe-
cially the vowels.

3. When using the superfluous (nulls) put these
nulls in the middle between words, between

9See footnote 6, page 2.

consonants, and the vowels, and especially
behind the Q, behind the S, the T, L, P and
so on

5 The cifra delle caselle

Now let’s talk about this cifra delle caselle one
of the most interesting ciphers found in the State
Archives of Venice. A cipher which was used in
the real world for many years.10

First of all let us see a real message from the
archives, encrypted with the caselle.11

It is well visible the ordered and regular way
the two digits numbers were written down. This
immediately recalls the grids contained in one of
the book of ciphers found in the CCX envelope,
were four different grids are present.

Three grids have 24 columns, while the fourth,
the one for France, for some reason, is thinner hav-
ing only 21 columns.

But what is important is the perfect correspon-
dence between a grid and an encrypted text.

Above each window in the grid there are three
numbers in the range 0..19. What’s the purpose
of these numbers? The answer is in the ziffra pic-
cola seen in the previous chapter, which used num-
bers in the range 1..20 as ciphers. The reason for
those strange homophones differing by 20 is now
clear; it is just an escamotage to realize a modulo
20 arithmetic.12

The plaintext was first encrypted with this small
nomenclator, then the resulting encrypted text was
written inside the dedicated grids, and the grid
number were subtracted to the single ciphers giv-
ing the final cryptogram to be transmitted.

The reverse process of deciphering was just the
opposite, one had to add numbers of the cryp-
togram to those of the grid to recover the nomen-
clator ciphers.

This method of encrypting twice is best known,
as superencryption, a method which came in

10As previously stated, this cipher is mentioned in (Preto,
1994); Preto says only that Franceschi was known as the in-
ventor of this cipher, in fact he is just reporting news found
in the deeds of the CX and CCX archives.

11The complete method was recovered by the au-
thor in December 2018 and a detailed report about the
matter will be published on Cryptologia; The ”Cifra
delle Caselle”, a XVI century superencrypted cipher
(ID: 1609132 DOI:10.1080/01611194.2019.1609132). An
updated report is on the web, starting from page:
http://www.crittologia.eu/storia/cifraCaselle.html [in Italian]

12Modular arithmetic was formalized by Gauss in the XIX
century, so both Franceschi and Partenio had to invent com-
plicate procedures for this purpose,
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Figure 4: On the left a diplomatic message from
the Venetian ambassador in Prague dated 1578-10-
11, encrypted with the cifra delle caselle. On the
right one of the grids used for super-encrypting a
message; this is the one used by the ambassador
in Germany (Holy Roman Empire). ASVE Senato,
dispacci ambasciatori in Germania, f13, c142 and
ASVE CX Cifre, chiavi e scontri di cifra ... b.4. For
no profit use only

common use in the XIX century or immediately
before. So a superencryprion cipher is something
in advance of two centuries! As far as I know is
the oldest of this kind13 .

6 Pietro Partenio

Pietro Partenio was a notary active from 1563 to
1618 according to the register of notary deeds
stored in the Venetian archive.

As stated above there are several Partenio’s
deeds since the 1570s where Hieronimo de
Franceschi is named, a proof that Partenio and
Franceschi knew each other and had professional
links. Partenio is never mentioned in the book of
ciphers 1578-1587, so we can guess he became in-
terested in ciphers in the following years and de-
signed several interesting ones.

We find detailed descriptions of six ciphers in a
fine CCX parchment book (1592-93)14, other ci-
phers on loose sheets and finally a book of ciphers

13Update: the idea of combining two ciphers is rather
simple and goes back to the beginnings of cryptography, if
it is true that the well known Arab cryptologist Al-Kindi
in his IX century book wrote about something like super-
encryption, but gave no details or examples. As far as I know,
Franceschi’s cipher is the first super-encrypted cipher well
documented and used in the diplomatic messages of the real
world.

14ASVE CCX Raccordi 1 1593

Figure 5: The nomenclator of the second cipher.
ASVE CX Cifre, chiavi e scontri di cifra ... b.2,
f.23. For no profit use only

dated 1606 with six ciphers, some of them already
described in the CCX book.

Partenio divides his ciphers into two categories:
1) cifre sospette (suspicious ciphers): the suspi-
cious enemy easily recognizes them as encrypted
messages; 2) cifre di senso corrente (ciphers of
current sense) that is ciphers that produce mes-
sages of common language, a sort of steganogra-
phy. This paper is about the first kind, the second
deserves further research.

7 Partenio’s ciphers

Now we will describe and examine some of these
ciphers, from the 1592/93 CCX book and from the
1606 booklet. Let’s begin with a cipher of the lat-
ter, because it is the most similar to Franceschi’s
caselle.

7.1 Second cipher (1606)

This second cipher of the 1606 booklet is inter-
esting because Partenio explicitly mentions the
Franceschi’s cifra delle caselle boasting the supe-
riority of his own.

The base cipher is a 3-digit nomenclator shown
in the following figure.

The nomenclator is almost totally ordered; there
are exception, the syllables are ordered separately,
as seen in the alphabet and syllabary shown here.

But, of course, the most interesting part is
super-encryption: indeed the method is similar to
Franceschi’s cipher; one had to do a subtraction to
encrypt and an addition to decipher, here using a

6



Figure 6: Alphabet and syllabary of the second
cipher.

modulo 10 arithmetic, instead of the modulo 20 of
Franceschi.

Partenio, seeking as usual a key that could
be memorized without writing, uses a different
method to generate the obscuring sequence of
numbers.

He starts with a verse, from a poetry or other
text, and writes it on three rows. Let’s use his own
example, the verse is:

”Iam in me sperauit liber abacum protega me
um quontam c,” where the final c is a null, used
to fill the three rows schema. The verse has to
be written on three rows, and will be read per
columns:

iaminmesperauit

liberabacumprot

egameumquontamc

Now let us transform these letters in numbers us-
ing this table:

1 2 3 4 5 6 7 8 9 0
a b c d e f g h i l
m n o p q r s t u z

Now every letter of the verse is converted into
the number above, and the numbers are read per
columns forming group of three number to match
the ciphers of the nomenclator.

In this example the sequence is:
ile aig mba iem nre mau ebm ...

905 197 121 931 265 119 521 ...

The super-encrypting procedure is similar to the
caselle. The numbers of the single digits of the
nomenclator’s ciphers are subtracted modulo ten
by the numbers of the key.

For deciphering just do a sum instead of a sub-
traction.

Let us see the example of Partenio:
Ha questa Maestà intendimento con alcuni de cap-
itani in Corfù.
The following table shows the procedure; the first
row has nomenclator ciphers, the second has:

ha questa maestà inte ndi mento con ...
401 796 430 611 559 213 ...
905 197 121 951 265 119 ...
506 609 319 760 394 104 ...

So the cryptogram to send is:
506609319760394104 ...
To decipher just do an addition modulo 10.
Of course Partenio does not use the ”modulo

10” arithmetic, introduced by Gauss in the XIX
century, and has to write two pages of instructions
explaining how to subtract and sum this way.

7.2 A comparison with the caselle

At the end of the instructions Partenio makes a
comparison between his cipher, defined fortissima
(very strong) and quella del Franceschi (the one
of Franceschi), remarking his nomenclator may
reach 1000 among words, syllables and single let-
ters, while Franceschi’s nomenclator had only two
digits and only ”40 or 50 among syllables and
words”15

Partenio makes also an important remark: he is
afraid that secretaries may use his ciphers in a sim-
plified and easier manner, using only the nomen-
clator without the super encrypting tools.

This is exactly what did happen; in the XVII
century the most used ciphers were similar to
Partenio’s, 3-digit ciphers, ordered lists but super-
encryption was forgotten.

7.3 The false sense

Finally Partenio describes a complicate device to
give the cryptogram a false meaning to disguise
the enemy. For this he uses this Latin square of
numbers16 (On the left the original17, on the right
a more readable view):

Suppose you want to add this fake message:
Sarà guerra tra questa m.tà et Re di Polonia

15Indeed Franceschi’s small cipher has 20 letters and 60
words; it does not have syllables.

16Latin square is a square of n × n objects where every ob-
ject appears once and only once on each row and on each col-
umn. Mathematically this the Pythagorean table of a binary
operation that is invertible; the associated algebraic structure
is called quasi-group. For this reason the Latin squares have
been widely used in cryptography beginning with Trithemio,
Vigenère and so on. This one is peculiar being disordered.

17ASVE Cifre, chiavi, scontri di cifra ... busta 3

7



Figure 7: The latin square, original on the left,
more readable on the right. ASVE CX Cifre, chi-
avi e scontri di cifra ... b.2, libro Partenio. For no
profit use only

The first syllable of the fake message is sa; the
nomenclator has 901 as the cipher of it. Now you
apply the binary operation defined by the Latin
square to the digit of the fake text and the corre-
sponding digit of the cryptogram, as in the follow-
ing table,

sa Ra guerra tra questa m.tà et ...
901 801 364 006 796 311 ...
506 609 319 760 394 104 ...
856 855 963 699 515 820 ...

Finally we intercollegiate the numbers of the
true cryptogram with the fake one, so obtaining
the following fake cryptogram:

58056668059539169376690935984518044
Now the secretary receiving this cryptogram
knows that only the odd placed numbers are good
and will easily recover the plaintext.

But, to use Partenio’s example, if the Baylo of
Constantinople or his secretary are forced by the
Turks to deliver ciphers and keys, they will give
them the nomenclator and the Latin square and
these false instructions: take the numbers in pairs,
follow the first number row until you find the sec-
ond and write the column number, group the num-
bers obtained by three and use the nomenclator to
retrieve the normal text. Due to the property of the
Latin square, the Turks will get the false message.
Try it and believe it.18

7.4 Remarks
This is an amazing cipher, undoubtedly. It has
also a pair of weakness: 1) violation of Knockoff’s

18Hint: take the first two numbers 5 and 8, look the 5 row
and find 8 under 9, 9 is the first digit; take 0 and 5 and in the 0
row find 5 under 0, the second digit is 0; take 6 and 6, look 6
row and find 6 under 1, the third digit is 1, so the first cipher
is 901, from the nomenclator you get ”sa”. And so on ...

Figure 8: The nomenclator of Partenio’s third ci-
pher. ASVE Cifre, chiavi e scontri di cifra ... b.2,
f. Partenio. For no profit use only

rule; if the enemy discovers the method, the fake
effect is lost. 2) the nomenclator is too regular, it
is almost a ordered list.

7.5 Third cipher (1592)

The following cipher is the third one of the 1592
CCX register19, and may be considered another
Partenio’s reply to Franceschi’s caselle. Instead
of a grid, we have a paperboard slider as a poly
alphabetic tool.

The base cipher, a nomenclator has about a
thousand signs formed by a letter from a 24 letters
alphabet (Italian with K X Y &) followed bay a
two digits number in the range 1..24. For instance
a is encrypted with A, DA with E12, Il Signor
Turco with K12, Galee with I15.

Let’s see the cipher procedure with the exam-
ple used by Partenio: the message to be encrypted
is. ”Il Signor Turco arma galee”20 . We find k12
as the cipher of ”Il Signor Turco”; now we have
to use a paperboard slider (see following figure)
made of a fixed part (top and bottom in the figure)
and a sliding part (middle in the figure).

We find copies of this strip with instructions in
several parts of the Venetian archive. The one
shown below is pasted on an instruction sheet
found in the Venetian Archives.

here is a more readable presentation:

We start with the slider in the aligned position,
as in the following figure:

19ASVE CCX Raccordi 1, 1592 p.28
20English: The Turkish Master is arming galleys
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Figure 9: Partenio’s strip pasted on a cipher sheet.
ASVE CX Cifre, chiavi e scontri di cifra ... b.2,
f.23. For no profit use only.

Now under k in the top row we find g, while
above 12 there is 8, so k12 becomes g8.

We find Arma has cipher b4; under the letter b
we find i, while above 4 there is 7. So, b4 is with
i7. In a similar way the cipher of Galee, i15 be-
comes t5. So the cryptogram for ”Il Signor Turco
arma galee” is:

g8 i7 t5

Partenio does not give detailed rules to when
and how to move the slider, changing the alpha-
bet. He writes this is something to be agreed be-
tween the two parts. As an example he proposes
to move the slider one step to the left, every one or
two lines.

The deciphering procedure is just the inverse of
the previous. In the above example to decrypt g8
i7 t5 we just look for g and 8 using the slider from
bottom to top, and finding k12. And so on with
the rest.

7.6 Remarks
Again, the weakness of this cipher is the base
cipher, too regular. A super-encryption with a
mono-alphabetic substitution could be enough to
overcome this weakness; the poly-alphabetic sub-
stitution is a plus giving a good level of safety for
the XVI century.

7.7 Sixth cipher
The sixth cipher of the book is basically a trans-
position cipher based on a long key. Partenio uses
this example: as a key-phrase take the Latin ”En
lex tua meditatio mea in corde meo”phrase as a
message to send: Vi sono in Brescia capi ribelli.

One writes down the key-phrase on a row, finds
the first letter, in the alphabetic order, here as in
most cases a, and writes 1 exactly under this a;
then find the second letter, another a and under it
writes 2 and so on until the end of the message.

Figure 10: The square of the sixth cipher.

Next, the plain text is written on a third row fol-
lowing the numbers order; when the text is over,
the remaining places are filled with random letters.

Then text resulting on the third row is the cryp-
togram to dispatch. Here is the example, step by
step:

So we have a cipher that does not require a writ-
ten sheet, may be taken by heart, that’s the main
goal of Partenio’s ciphers21.

7.8 The fake key
This is a device similar to the one seen in cipher 2,
for the same purpose; it is somehow easier to use.

Partenio’s idea is to add a fake cipher key (in
Italian a falso scontro) that the ambassador could
give to the enemy.

In the previous example, we could add this fake
message: Dalle sue parole io spero buona pace
of the same length, in a way the enemy, using the
fake key would get this fake meaning.

For this purpose Partenio proposes another
Latin square table, this time 20×20. The square is
regular but row labels are shifted and the column
labels scrambled according to a keyword.

The first letter of the encrypted message is i, the
first of the fake message is d, so we look on the
first column of the square for the i and look on this

21Three centuries after Auguste Kerckhoffs included a
similar principle as his rule number 3, see (Kerckhoffs, 1883).
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row until below the letter d. The number found is
10, and we write i10. The following letter of the
encrypted text is r, to get the second letter of the
fake message a we need to reach number 15, so
we write r15, and so on; finally the encrypted text
looks so:

i10r15c8n17b17i1z13u28a14b1n7c6s22...

a cryptogram who has the typical look of a
Venetian nomenclator encrypted message, a per-
fect fake.

So, in case of capture, the ambassador should
give up to the enemy the table square, with instruc-
tions leading to recover the fake messages instead
of the true ones.

7.9 Is this fake perfect?

Indeed the true cryptogram here is the sequence of
the letters, the numbers being only a fake leading
to the fake meaning. Only half of the cryptogram
is good, like in cipher 2. Indeed, the cipher is just
a transposition disguised as a nomenclator.

An enemy examining such a cryptogram could
at glance observe that the statistical distribution of
the letters resembles a plausible language distribu-
tion: many vowels, e, i, a the most frequent, and
could guess a transposition is the real cipher.

So far, the fake looks weaker than the one seen
in the second cipher.

And like cipher 2, this cipher does not satisfy
Kerckoffs principle; if the enemy discovers the
method, the whole contraption is unmasked.

On the other hand, a transposition for 30-40 let-
ters message is not so easy to break.

8 Were Partenio’s ciphers used in the
real world?

A difficult question; the 1596 CCX letter shown
at the beginning of this paper, explicitly refers
to Partenio’s ciphers as used before 1596 by the
Baylo; and still at the current date not a single such
message was found in the archives, of the Baylo or
other ambassador, to the Doge or to the Council of
Ten.22

22Last update: two paragraphs encrypted with a cipher
similar to Partenio’s n.2 were found at the beginning of two
messages of Piero Duodo, Venetian ambassador in France,
dated August 1595; in June 1595 the CX had recommended
the use of Partenio’s cipher, after learning from Giovanni
Mocenigo, the previous ambassador in France, that Francois
Viète, the well known French mathematician, boasted to be
able to decrypt Venetian ciphers. The cipher seems to have
been used for a very short period of time

9 Conclusion

From the above examples Franceschi and Partenio
have in common the use of super-encryption, but
have different priorities: Franceschi cares more
about safety, while Partenio, as already stated,
cares more about ease of use, and keys easy to
memorize.

Ease of use is important: a procedure too com-
plicated may induce bad behaviors of the cipher
operators; a classical example is a monoalpha-
betic cipher with homophones; the operator should
change homophone very often, as recommended
by Franceschi’s rules, but this is annoying and de-
manding, so an operator may memorize only one
cipher for letter going back to a simple monoal-
phabetic cipher; a secret letter by the CCX to the
governor of Candia, has reprimands about bad ci-
phering habits, and at the end tells: ”to use only
one alphabet would be like not writing in cipher at
all.”23. The reprimand had little effect and reduc-
ing an homophonic cipher to a trivial monoalpha-
betic remained a common practice.

On the other hand safety is important too: an
easy to use cipher may be also an easy to decrypt
one. A typical example: the use of an ordered list
in a nomenclator, a step in the direction of ease,
one just needs a single list, but also a big help for
the enemy, an ordered list nomenclator is much
easier to break than a disordered one. And yet
in the XVII century Venetian cryptography used
more and more ordered lists instead of the disor-
dered of the XV and XVI century.

Franceschi used a small but disordered list with
super-encryption; Partenio used ordered lists also
with super-encryption.

The followers used similar ordered lists but
without the burden of superencryption! Precisely
the fear expressed by Partenio in his postscript to
the second cipher. The golden age of Venetian
cryptography had come to an end.
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Abstract

Developed by L. S. Hill in 1929, the Hill ci-
pher is a polygraphic substitution cipher based
on matrix multiplication. This cipher has
been proved vulnerable to many attacks, espe-
cially the known-plaintext attack, while only
few ciphertext-only attacks have been devel-
oped. The aim of our work is to study a
new kind of ciphertext-only attack for the Hill
cipher which is based on a restricted search
over an explicit set of texts, called orbits,
and not on a search over the key-space; it is
called Orbit-Based Attack (OBA). To explain
in a convenient setting this approach, we make
use of basic notions from group action the-
ory; we present then in details an algorithm
for this attack and finally results from exper-
iments. We demonstrate experimentally that
this new method can be efficient in terms of
time-execution and can even be faster on av-
erage than the classical Brute-Force Attack in
the considered settings.

1 Introduction

The Hill cipher is a relatively old polygraphic substi-
tution cipher based on linear algebra and invented by
Lester S. Hill in 1929 (Hill, 1929; Hill, 1931). For a
plaintext of M characters composed of m blocks of n
characters in an alphabet with p elements, the Hill ci-
pher considers each block as an element of the vector
space (Zp)n and multiplies each of them by the same
n× n invertible matrix, called the secret key, to com-
pute in output the whole ciphertext.

Because of its linear nature, it suffers mainly from
the known-plaintext attack, i.e. attacker can obtain one
or more plaintexts and their corresponding ciphertexts,
as stated in (Stinson, 2002). This weakness has lead to
many modifications of the original version of this ci-
pher; see for instance (Ismail et al., 2006; Mahmoud
and Chefranov, 2009; Toorani and Falahati, 2009;
Toorani and Falahati, 2011). Regarding the ciphertext-
only attack, i.e. the attacker is assumed to have access
only to a set of ciphertexts, it is said in (Wagstaff, 2002;
Stinson, 2002) that performing a ciphertext-only attack
on the Hill cipher is “much harder” than performing

a known-plaintext one. Indeed it seems that only few
such attacks have been developed, all of them suppos-
ing an a priori knowledge on the language and making a
search over the key-space; we refer the reader to the pa-
pers (Bauer and Millward, 2007; Yum and Lee, 2009;
Leap et al., 2016; McDevitt et al., 2018).

Further it is known that, in the case of no restric-
tions on the considered language or alphabet, “the best
publicly known ciphertext-only attack on Hill cipher
requires full search over all possible secret keys”, as
stated in (Khazaei and Ahmadi, 2017). Note that this
paper indeed proposes a new attack but only in the case
of meaningful English texts with an alphabet of size 26.
In the case where p is a prime number, the Brute-Force
Attack tests almost pn2

matrices (Overbey et al., 2005,
Lemma 4.3).

In view of this, we propose in the present paper to
study another kind of ciphertext-only attack which is
not based on a search over the key-space but rather over
restricted regions of the text-space, regions called or-
bits. This attack, denoted Orbit-Based Attack (OBA),
lies on a partition into orbits of the text-space induced
by the Hill cipher. In this paper, we prove the existence
of this partition exploiting group action theory and we
make explicit the orbits by exploiting the property that
Hill preserves the linear combinations of blocks in a
given text. The ciphertext and the associated plaintext
being necessarily in the same orbit, our theoretical re-
sults assure that the size of their orbit, and hence the
maximal number of texts to test, is smaller than the
number of keys. To make clear the ideas of our ap-
proach and avoiding too technical computations, we
assume that the size of the alphabet is a prime num-
ber; similar results are expected to hold true in more
general settings.

An algorithm for the OBA is then proposed. Our aim
here is to show that this attack can be faster in terms
of time-execution on average over random texts than
the above mentioned Brute-Force Attack (BFA) in the
case where the only assumption is that the size of the
alphabet is a prime number. Even though the computa-
tional complexities are proved to be roughly the same,
we illustrate by means of numerous experiments that
the OBA permits to speed-up on average the runtime of
the decryption process as compared to the BFA.
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2 Preliminaries
In this section, we define rigorously the Hill cipher for
the sake of completeness and we introduce some no-
tations which will be used throughout the rest of this
paper.

2.1 The Hill cipher
We start by the definition of the Hill cipher we use in
this paper; we refer to (Hill, 1929) for the original one.

Definition 1 (Hill cipher). A plaintext string X of size
M = mn over an alphabet having p characters is de-
fined as a vector of size M over Zp using an arbitrary
bijection between the elements of the alphabet and the
elements of Zp. The plaintext X is splitted into m blocs
of size n such that X = X1X2 . . .Xm. An invertible n×n
matrix K over Zp, called the key-matrix, is then chosen.
Afterwards we construct a block diagonal matrix A of
size M×M over Zp whose main diagonal sub-matrices
are equal to K. The encryption is finally performed by
considering each Xi as a vector of (Zp)n and by com-
puting the ciphertext Y = Y1Y2 . . .Ym as follows:

Y = AX (mod p) ,

which is equivalent to Yi = KXi (mod p), for all i ∈
{1, . . . ,m}. Thanks to the invertible nature of K, A is
invertible as well and the decryption is performed by
computing:

X = A−1Y (mod p) .

Throughout the rest of this paper, we choose p as a
prime number for the sake of simplicity. This implies in
particular that the set Zp is the field of p elements and
so the division is well-defined, making the arguments
and computations easier. However, one may plan to
generalise the present results to the case where no as-
sumption on p is made, covering hence more realistic
cases.

We define now the set of invertible block diagonal
matrices.

Definition 2. Let GLn(Zp) be the set of invertible ma-
trices of size n× n over Zp. A matrix A of size M ×M
over Zp belongs to GM,n if and only if there exists
K ∈GLn(Zp) such that

A =



K
K

. . .

K


.

We note that GLn(Zp) and GM,n are clearly in bijection.
We are now in position to define the Hill cipher map,

which will be proved to be a group action in the follow-
ing section.

Definition 3 (Hill cipher map). Let H : GM,n ×
(Zp)M −→ (Zp)M be the map defined by

∀ (A,X) ∈ GM,n× (Zp)M H(A,X) := AX .

2.2 Group action theory
Group action theory offers a convenient setting to de-
scribe the attack proposed in this paper. While the re-
sults can be actually proved without invoking this the-
ory, the latter may be helpful to make clear the effects
of Hill on the texts. Consequently, we recall some ab-
stract results from group action theory for the sake of
completeness; their proofs can be found for instance in
(Smith, 2008, Chapter 10).

In the rest of the present section, the notation G will
refer to a group whose group law and identity element
are respectively represented by · and e. We start by
recalling the notion of a (left) group action on a set.

Definition 4 (Group action). Let G and S be respec-
tively a group and a set. A map ϕ : G×S −→ S is said
to be a group action of G on S if and only if it satisfies
the two following properties:

• Identity: for all s ∈ S , we have

ϕ(e, s) = s ;

• Compatibility: for all g,h ∈G and s ∈ S , we have

ϕ(g ·h, s) = ϕ
(
g,ϕ(h, s)

)
.

We define now the orbit and the stabiliser of an ele-
ment s ∈ S : the orbit of s is the set of elements of S to
which s can be sent by the elements of G, while the sta-
biliser of s is the set of elements of the group G which
do not move s. Let us emphasise that an element s ∈ S
can not be sent outside its orbit by definition.

Definition 5 (Orbit and stabiliser). Let ϕ : G×S −→ S
be a group action of a group G on a set S and let s ∈ S .

1. The orbit Orbϕ(s) of s is defined as follows:

Orbϕ(s) =
{
y ∈ S

∣∣∣ ∃g ∈G y = ϕ(g, s)
}
.

2. The stabiliser S tabϕ(s) of s is defined as follows:

S tabϕ(s) =
{
g ∈G

∣∣∣ ϕ(g, s) = s
}
.

These two notions are closely related: it is shown
that the orbit of an element s ∈ S is isomorphic to the
quotient of the group G by the stabiliser of s. Roughly
speaking, this means that it is sufficient to move s by
all the elements of the group G which do not fix s to
recover the whole orbit of s. In the finite group case,
this permits to compute the cardinal of the orbit of a
given element s ∈ S :

Corollary 1. Let ϕ : G×S −→ S be a group action of
a finite group G on a set S and let s ∈ S . Then we have

∣∣∣Orbϕ(s)
∣∣∣ =

∣∣∣G
∣∣∣

∣∣∣S tabϕ(s)
∣∣∣
,

where |Z| denotes the cardinal of a given set Z.
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To conclude this subsection, we mention that an ac-
tion of a group G on a set S defines an equivalence re-
lation on S whose equivalence classes are given by the
orbits. Since two equivalence classes are either equal
or disjoint, the set of the orbits under the action of G
forms a partition of S ; this is recalled in the following
result:

Theorem 1. Let ϕ : G×S −→ S be a group action of a
group G on a set S .

1. Let s, t ∈ S . Then we have either

Orbϕ(s) = Orbϕ(t)

or
Orbϕ(s)∩Orbϕ(t) = ∅ .

2. Let R ⊆ S be a set of orbit representatives, in
other words a subset of S which contains exactly
one element from each orbit. Then the family{
Orbϕ(s)

}
s∈R forms a partition of S .

An illustration of Theorem 1 is given in Figure 1.

Orbϕ(s1)

Orbϕ(s2)

Orbϕ(s3)

Orbϕ(s4)

Orbϕ(s5)

s1

ϕ(g, s1)

ϕ(g′ ·g, s1)

S

g

g′

Figure 1: Illustration of a partition of S created by the
group action ϕ

3 Group Action Theory for Hill Cipher
We start this section by proving the following property
of Hill inherited from its linear nature: it preserves the
linear combinations of any given text. This is stated in
the following proposition:

Proposition 1. Let X = X1 . . .Xm ∈ (Zp)M be a plain-
text. Suppose that the block Xi is a linear combination
of q other blocks Xi1 , . . . ,Xiq , i.e.,

∃λ(i)
1 , . . . ,λ

(i)
q ∈ Zp Xi =

q∑

k=1

λ(i)
k Xik . (1)

Then the i-th block of the ciphertext Y =H(A,X), with
A an element of GM,n associated with a key-matrix K ∈
GLn(Zp), satisfies

Yi =

q∑

k=1

λ(i)
k Yik .

Proof. Since we have Yi = KXi ∀i ∈ {1, . . . ,m}, it is suf-
ficient to multiply equality (1) by K to obtain the re-
sult. �

Our goal in the present section is to study some con-
sequences of this property. Especially, we shall prove
the existence of a partition of the text-space due to the
Hill cipher map. To do so, we shall exploit group ac-
tion theory, whose principles will be illustrated in the
setting of Hill, to structure our arguments. The results
obtained here are at the root of the Orbit-Based Attack
presented in the next section. Further, we mention that
our work seems to formalise the principle of the ap-
proach developed in (McDevitt et al., 2018).

It is important to note that, the Hill cipher being a
symmetric-key cipher, the results presented here can
be interpreted in two ways: the relation Y = H(A,X)
can describe either the cipher of the plaintext X lead-
ing to the ciphertext Y , or the decipher of a ciphertext
X leading to the plaintext Y . Therefore an input text X
can be interpreted as a plaintext (resp. ciphertext) and
the output text Y as a ciphertext (resp. plaintext) if we
consider a cipher (resp. decipher).

We start our study by showing that the Hill cipher
map given in Definition 3 is actually a group action.

Theorem 2. The Hill cipher map given in Definition 3
is a group action.

Proof. It is easy to show that the set GM,n is actually
a subgroup of GLM(Zp), so it is itself a group. Further
the Identity and Compatibility points of Definition 5 are
satisfied thanks to the basic properties of matrix multi-
plication (multiplication by the identity matrix and as-
sociativity). �

From this theorem, it follows that the text-space is
split into orbits which are stable under the Hill cipher
map; in other words, if we choose an input text and we
apply the Hill cipher map to it, then the resulting output
text is necessarily inside the orbit of the input text, as
illustrated in Figure 1 in an abstract setting.

Corollary 2. 1. Let X,X′ ∈ (Zp)M . Then we
have either OrbH (X) = OrbH (X′) or OrbH (X)∩
OrbH (X′) = ∅.

2. Let X ⊆ (Zp)M be a set of orbit representatives, in
other words a subset of texts which contains ex-
actly one text from each orbit. Then the family{
OrbH (X)

}
X∈X forms a partition of (Zp)M .

3. For all X ∈ (Zp)M , we have

∣∣∣OrbH (X)
∣∣∣ =

∣∣∣GLn(Zp)
∣∣∣

∣∣∣S tabH (X)
∣∣∣
.

Proof. Simple application of Theorem 1 and Corollary
1. �
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According to Corollary 2, the number of elements of
an orbit given by an input text X depends on the cardi-
nal of the stabiliser of X. In the following proposition,
we describe explicitly the stabiliser of any input text X
by exploiting the property that the Hill cipher preserves
linear combinations (see Proposition 1); in particular,
this will permit to derive the cardinal of the orbit of X
in Corollary 3. Further let us mention that we do not
treat the case of the input text given by 0(Zp)M since
any matrix belonging to GM,n is in its stabiliser.
Proposition 2. Let X = X1 . . .Xm ∈ (Zp)M \ {0(Zp)M

}
.

Suppose that there exist 1 6 q 6 n and i1, . . . , iq ∈
{1, . . . ,m} such that Xi1 , . . . ,Xiq are linearly independent
and, for each i < {i1, . . . , iq}, Xi is a linear combination
of Xi1 , . . . ,Xiq . Then A ∈ S tabH (X) if and only if

A =



PK̃P−1

PK̃P−1

. . .

PK̃P−1


,

with

• P =
(
Xi1

∣∣∣ . . .
∣∣∣Xiq

∣∣∣Vq+1
∣∣∣ . . .

∣∣∣Vn
) ∈ GLn(Zp) where

Vq+1, . . . ,Vn are vectors of (Zp)n such that{
Xi1 , . . . ,Xiq ,Vq+1, . . . ,Vn

}
is a basis of (Zp)n;

• K̃ ∈GLn(Zp) is of the form


1 0 . . . 0 k̃1,q+1 . . . k̃1,n

0 1
. . . 0 k̃2,q+1 . . . k̃2,n

...
. . .

. . .
...

...
...

0 . . . 0 1 k̃q,q+1 . . . k̃q,n
0 . . . . . . 0 k̃q+1,q+1 . . . k̃q+1,n
...

...
...

...
0 . . . . . . 0 k̃n,q+1 . . . k̃n,n



. (2)

If q = n then S tabH (X) = {IM}, where IM is the identity
matrix of size M.

Proof. Choose X = X1 . . .Xm ∈ (Zp)M \ {0(Zp)M
}

and as-
sume that Xi1 , . . . ,Xiq are linearly independent, where
1 6 q 6 n and i1, . . . , iq ∈ {1, . . . ,m}, and that

∃λ(i)
1 , . . . ,λ

(i)
q ∈ Zp Xi =

q∑

k=1

λ(i)
k Xik ,

for all i < {i1, . . . , iq}. If q , n, choose Vq+1, . . . ,Vn ∈
(Zp)n such that the family

{
Xi1 , . . . ,Xiq ,Vq+1, . . . ,Vn

}
is

a basis of (Zp)n; let us mention that such vectors ex-
ist according to the incomplete basis theorem (Artin,
2011, Proposition 3.15). Hence the matrix P defined in
the statement of Proposition 2 is invertible and satisfies
for all k ∈ {1, . . . ,q},

PEk = Xik ⇐⇒ P−1Xik = Ek , (3)

where Ek is the k-th vector of the canonical basis of
(Zp)n. Furthermore, for a given matrix K̃ of the form
(2), the following relation is true for each k ∈ {1, . . . ,q},

PK̃P−1Xik = PK̃Ek = PEk = Xik . (4)

Then we deduce that, for all i < {i1, . . . , iq},

PK̃P−1Xi = PK̃P−1


q∑

k=1

λ(i)
k Xik



=

q∑

k=1

λ(i)
k PK̃P−1Xik =

q∑

k=1

λ(i)
k Xik

= Xi . (5)

We are now in position to prove the equivalence stated
in Proposition 2.2.

⇐ If a matrix A ∈ GM,n is given by

A =



PK̃P−1

PK̃P−1

. . .

PK̃P−1


,

where K̃ is an invertible matrix of the form (2),
then A satisfies

AX =



PK̃P−1X1

PK̃P−1X2
...

PK̃P−1Xm


=



X1
X2
...

Xm


= X ,

according to the relations (4) and (5). This proves
that A ∈ S tabH (X).

⇒ Let A ∈ GM,n be an element of the stabiliser of X.
It follows

∀k ∈ {1, . . . ,q} KXik = Xik ,

where K ∈ GLn(Zp) is the key-matrix. By using
relation (3), we obtain

∀k ∈ {1, . . . ,q} P−1KPEk = Ek .

We observe then that the matrix K̃ := P−1KP is of
the form (2) and is invertible since it is similar to
K ∈GLn(Zp). This finally proves that

A =



PK̃P−1

PK̃P−1

. . .

PK̃P−1


.

�

As a consequence of the preceding result, we are
able to give the cardinal of the orbit of any input text,
i.e. the number of texts which can be attained from this
input. We note that this cardinal depends only on the
number q of linearly independent blocks within the in-
put text.
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Corollary 3. Let X = X1 . . .Xm ∈ (Zp)M \ {0(Zp)M
}
. Sup-

pose that there exist 1 6 q 6 n and i1, . . . , iq ∈ {1, . . . ,m}
such that Xi1 , . . . ,Xiq are linearly independent and,
for each i < {i1, . . . , iq}, Xi is a linear combination of
Xi1 , . . . ,Xiq . Then we have

∣∣∣OrbH (X)
∣∣∣ =

q−1∏

k=0

(
pn− pk) .

Proof. First of all, we recall from (Rotman, 1965, The-
orem 8.13) that the cardinal of GLn(Zp) is given by

∣∣∣GLn(Zp)
∣∣∣ =

n−1∏

k=0

(
pn− pk) .

Let us now compute the cardinal of S tabH (X). Ac-
cording to Proposition 2, this is actually equal to the
number of invertible matrices of the form (2), namely


Iq K̃1,2

0 K̃2,2

 .

Such a matrix being invertible, the sub-matrix K̃2,2 is
invertible as well; hence we have

n−q−1∏

k=0

(
pn−q− pk)

choices for the sub-matrix K̃2,2. Once this sub-matrix
is fixed, it remains to choose K̃1,2, which does not have
any restriction: thus there are pq(n−q) choices for the
sub-matrix K̃1,2. Consequently, we obtain

∣∣∣S tabH (X)
∣∣∣ = pq(n−q)

n−q−1∏

k=0

(
pn−q− pk)

=

n−1∏

k=q

(
pn− pk) .

Finally, by using Corollary 2.3, it follows

∣∣∣OrbH (X)
∣∣∣ =

n−1∏

k=0

(
pn− pk)

n−1∏

k=q

(
pn− pk)

=

q−1∏

k=0

(
pn− pk) .

�

The previous corollary shows that the number of el-
ements of an orbit given by an input text is always
smaller or equal to the number of elements in the key-
space GLn(Zp). Theoretically this means that if we
consider an oracle able to answer in O(1) whether a
matrix is the key or whether a text is the correspond-
ing plaintext of the ciphertext of interest, then perform-
ing an exhaustive search on the key-space would be in
O(∏n−1

k=0(pn− pk)
)

and on the orbit of the ciphertext in

O(∏q−1
k=0(pn− pk)

)
with q 6 n (q being the number of

linearly independent blocks in the ciphertext). Since
in most of the cases q = n, this assures that these two
kinds of search share the same worst-case complexity.
The key idea of the OBA lying on a search on the orbit
of the ciphertext, the preceding remark assures that it
will be theoretically at worst as efficient as the BFA.

It remains to make practicable such a ciphertext-only
attack. To do so, we have to describe explicitly the orbit
of any given text. This is provided in the following
theorem whose proof exploits once again the property
that the Hill cipher preserves linear combinations; see
Proposition 1.

As previously, we do not treat the case of the input
text given by 0(Zp)M since its orbit is equal to the sin-
gleton {0(Zp)M }.
Theorem 3. Let X = X1 . . .Xm ∈ (Zp)M \ {0(Zp)M

}
. Sup-

pose that there exist 1 6 q 6 n and i1, . . . , iq ∈ {1, . . . ,m}
such that Xi1 , . . . ,Xiq are linearly independent and

∃λ(i)
1 , . . . ,λ

(i)
q ∈ Zp Xi =

q∑

k=1

λ(i)
k Xik ,

for all i < {i1, . . . , iq}. Then Y = Y1 . . .Ym ∈ (Zp)M be-
longs to OrbH (X) if and only if Yi1 , . . . ,Yiq are linearly
independent and

∀ i < {i1, . . . , iq} Yi =

q∑

k=1

λ(i)
k Yik .

Proof. Choose X = X1 . . .Xm ∈ (Zp)M \ {0(Zp)M
}

and
suppose that there exist 1 6 q 6 n and i1, . . . , iq ∈
{1, . . . ,m} such that Xi1 , . . . ,Xiq are linearly independent
and

∃λ(i)
1 , . . . ,λ

(i)
q ∈ Zp Xi =

q∑

k=1

λ(i)
k Xik ,

for all i < {i1, . . . , iq}. Define now the set Eq(X) as fol-
lows: Y = Y1 . . .Ym ∈ (Zp)M belongs to Eq(X) if and
only if it satisfies



Yi1 , . . . ,Yiq are linearly independent

∀ i < {i1, . . . , iq} Yi =

q∑

k=1

λ(i)
k Yik

.

Hence we have to show OrbH (X) = Eq(X). To do so,
we prove an inclusion and the equality between the two
cardinals.

⊆ Let Y = Y1 . . .Ym ∈ (Zp)M be an element of
OrbH (X). Then, by definition, there exists A ∈
GM,n such that Y = AX, i.e.,

∀ i ∈ {1, . . . ,m} Yi = KXi ,

where K is the key-matrix. As an immedi-
ate consequence of the linear independence of
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Xi1 , . . . ,Xiq , the vectors Yi1 , . . . ,Yiq are linearly in-
dependent, and by Proposition 1, we have

∀ i < {i1, . . . , iq} Yi =

q∑

k=1

λ(i)
k Yik .

This shows that OrbH (X) is included in Eq(X).

= The cardinal of the set Eq(X) is given by the num-
ber of linearly independent families of q vectors
belonging to (Zp)n, that is to say

q−1∏

k=0

(
pn− pk) .

We employ then Corollary 3 which shows that
OrbH (X) and Eq(X) have the same cardinal.

This finally proves OrbH (X) = Eq(X). �

The benefit of this result lies on the fact that it enu-
merates all the possible output texts from any given in-
put text via the Hill cipher map: this permits to de-
velop an algorithm for the OBA decrypting Hill cipher
without studying the key-space. Moreover, even if it
is unlikely in practice that the number q of linear inde-
pendent blocks is strictly smaller than n, we expect an
efficiency gain for the OBA in this case.

4 Algorithm and computational
complexity of the Orbit-Based Attack

The preceding theoretical results provide all the ingre-
dients to create an algorithm for the Orbit-Based At-
tack, which consists in making a search in the orbit of
the ciphertext of interest, and to determine its compu-
tational complexity. We emphasise that the algorithm
proposed here is not intended to be optimised and some
steps could be refined. The reader can find information
on computational complexity in (Papadimitriou, 1994).

Throughout the rest of this section, we consider a ci-
phertext C of m blocks, each block having a size of n
characters (with n ≤ m) in an alphabet of size p. More-
over we assume that the ciphertext has q linearly inde-
pendent blocks (with q≤ n), thus m−q dependent ones.
The only condition we put here is that p is a prime num-
ber.

The main idea of the algorithm is to build sequen-
tially the elements of the orbit of C by exploiting The-
orem 3 until the plaintext associated with C is found.
From a practical point of view, this can be achieved by
placing firstly C in a n×m matrix over Zp, called Cq
and such that its k-th column corresponds to the k-th
block of C, and by applying then the three following
steps:

1. Performing a Gaussian elimination (Golub and
Van Loan, 2012) column by column on Cq to
make explicit the linear combinations of the
blocks within C; the same computations are

Algorithm 1: LU-type decomposition of Cq

Data: Cq the matrix storing the ciphertext, Id the
identity matrix of size m×m

Result: Cq is lower triangular, LC contains the
indices of the linearly independent blocks
and the coefficient of the linear
combinations

1 for (k=1, k ≤ n, k++) do
2 j← firstNotNull(Cq[k,i],1 ≤ i ≤ n);
3 if (Cq[k,j] , 0) then
4 divide column j by Cq[k,j] in Cq and in Id;
5 swap columns j and k in Cq and Id;
6 for (i=k+1, i ≤ m, i++) do
7 substract to column i the column k

multiplied by Cq[k,i] in Cq and in Id;
8 end
9 end

10 end
11 LC = Id;

made on an identity matrix of size m × m to
store the indices and coefficients of the linear
combinations.

2. Extracting the indices of the q independent
blocks and the coefficients giving the m−q linear
combinations.

3. Building the elements of the orbit of C in a
random manner until the right plaintext is found.
To do so, each element is built by first choosing
randomly q independent blocks and the m − q
remaining blocks are then deduced by using
the linear combinations determined in the two
preceding steps.

Lower-Upper decomposition of Cq

Lower–upper (LU) decomposition or factorisation fac-
tors a matrix as the product of a lower triangular ma-
trix and an upper triangular matrix. It can be obtained
by the Gaussian elimination and the factors contain the
information on the linear dependencies of the columns.
Let us specify step 1. with Algorithm 1 which performs
an LU decomposition on the matrix Cq.

Let us determine the complexity of this initialisation
step. Roughly speaking, at the k-th step, we search for
a non-zero element on the k-th row (this step is omit-
ted in the complexity computation), then we multiply
the chosen column of size n− k + 1 by the inverse of
its non-zero element on the k-th row (such a compu-
tation is supposed to be cost-less) and we swap two
columns if necessary, and we multiply the m − k re-
maining columns by scalars and make m− k additions.
Furthermore, the same operations are made on the ma-
trix Id: at the k-step, we work with columns of size k.
We repeat these operations q times since the rank of Cq
is equal to q. Adding the computational complexity of
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each operation up gives:

C1(m,n,q)

=

q∑

k=1

(
(m− k + 1)(n− k + 1) + (m− k)(n− k + 1)

)

+

q∑

k=1

(
(m− k + 1)k + (m− k)k

)

= 2(n + 1)
q∑

k=1

(m− k) + (n + 1)
q∑

k=1

1

= 2(n + 1)
(
mq− q(q + 1)

2

)
+ (n + 1)q

= 2nmq + 2mq−nq2−q2 .

Obtaining the linear combinations within Cq

In the second step, we search in the output matrix LC
the indices of the linearly independent blocks of the
ciphertext C and the coefficients of the linear combi-
nations. In view of the construction of the matrix LC in
Algorithm 1, it is an upper triangular matrix up to a per-
mutation if columns have been swapped. We note that
q rows have been filled, corresponding to the q steps to
make lower triangular Cq; moreover, if the k-th column
of the lower triangular matrix Cq is zero, then the k-th
column of LC gives the coefficients of one of the m−q
linear combinations within C. Hence determining the
indices of the independent blocks of C consists in mak-
ing searches in Id, such operations are supposed to be
negligible in terms of computational complexity. Thus
this second step is cost-less.

The algorithm that can perform this search is de-
picted in Algorithm 2.

Recovering gradually the orbit of C

The two preceding steps combined to Theorem 3 per-
mit to build all the elements of the orbit of the cipher-
text C. Here we do not aim at recovering the whole
orbit but rather to build element by element and to test
whether the right plaintext is obtained. To do so, for
each text to build, we choose randomly q linearly inde-
pendent blocks of size n and we put them in the text in
such a way that their indices are given by the matrix LC
from the second step; this generation is supposed to be
negligible. Then we compute the m− q associated lin-
early dependant blocks of size n from the q independent
blocks by using once again the information contained
in LC. This computation is depicted in Algorithm 3.

We observe that, for each linearly dependent block,
we multiply the q independent blocks of size n by co-
efficients contained in LC and we add these q resulting
blocks up to find the linearly dependent block. Suppos-
ing from now now that τ1 tries are necessary to find the
q right independent blocks of the plaintext P, we obtain
then the computational complexity for the third step:

C3(m,n,q, τ1) = τ1(m−q)
(
qn + (q−1)n

)

= 2τ1mnq−τ1mn−2τ1q2n +τ1nq .

Algorithm 2: Get the linear combinations
Data: LC the matrix storing the different linear

combinations, Cq the lower triangulated
Result: the indices of the free columns and the

coefficient of the linear combinations.
1 size = 0;
2 ind = ∅;
3 for (i=1, i ≤ Cq.nbLines(), i++) do
4 if (Cq[i][i] , 0) then size = size +1 ;
5 end
6 for (i=1, i ≤ LC.nbLines(), i++) do
7 if (ind.size() == size) then return ind;
8 for (j=1, j ≤ size, j++) do
9 if (LC[i][j] , 0) then ind.add(i) ;

10 end
11 end
12 for (col=ind.size(), col ≤ LC.nbCols(), col++) do
13 for (line=1, line ≤ LC.nbLines(), line++) do
14 lineOK = true;
15 for (k=1, k ≤ ind.size(), k++) do
16 if (ind[k] == line) then lineOK =

false ;
17 end
18 if (lineOk∧LC[line][col] , 0) then
19 result[0][col-ind.size()] = line;
20 end
21 end
22 end
23 for (i=1, i ≤ ind.size(), i++) do
24 for (col=ind.size(), col ≤ LC.nbCols(), col++)

do
25 result[i+1][col-ind.size()] =

-LC[ind[i]][col];
26 end
27 end
28 return result;

Note that τ1 is bounded by the number of families hav-
ing q linearly independent blocks of size n, namely,

q−1∏

k=0

(
pn− pk) ≤ pnq , (6)

which can be very large. Nevertheless, we emphasise
that if some prior knowledge on the text are available,
such as the language, then the mean number τ1 of tries
can drastically diminish, reducing the computational
complexity of this step.

Finally, the final cost of the Orbit-Based Attack
(OBA) is:

COBA(m,n,q, τ1) = C1(m,n,q) +C3(m,n,q, τ1)
= 2(1 +τ1)mnq + 2mq

+τ1nq− (1 + 2τ1)nq2

−τ1mn−q2 .
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Algorithm 3: Re-build the linearly dependent
blocks

Data: res: a randomly initialised matrix, LC the
matrix storing the different linear
combinations

Result: a potential plaintext where each linearly
dependant block has been computed

1 for (c=1, c ≤ LC.nbCols(), c++) do
2 col = LC[0][c];
3 for (line=1, line ≤ LC.nbLines(), line++) do
4 res[line][col] = 0;
5 for (k=1, k ≤ ind.size(), k++) do
6 res[line][col] = res[line][col] +

(res[line][ind[k]] × LC[k+1][c])
7 end
8 end
9 end

10 return decrypt(res);

Soundness, completeness and termination of the
OBA

The Orbit-Based Attack to decrypt the Hill cipher is
depicted in Algorithm 4. Note that the line 10 works as
an odometer, meaning that if the loop does not stop, all
the matrices will be generated.

Algorithm 4: Orbit-Based Attack
Data: cipher: the ciphertext that we want to

decipher
Result: the corresponding plaintext

1 〈in,LC〉 = Algorithm_1(cipher,Id);
2 ind = Algorithm_2(LC,in);
3 for (c=1, c ≤ LC.nbCols(), c++) do
4 for (l=1, l ≤ LC.nbLines(), l++) do
5 guess[l][c] = random() % (p);
6 end
7 end
8 guessMessage = Algorithm_3(guess,LC);
9 while (¬ f indWord(guessMessage)) do

10 guess = guess + 1;
11 guessMessage = Algorithm_3(guess,LC);
12 end
13 return guessMessage;

We prove now that Algorithm 4 satisfies the sound-
ness, the completeness and the termination, which are
the three main characteristics of an algorithm.
First let us prove the soundness, which means that if
the algorithm gives an answer, then it is the expected
one.

Proposition 3. Algorithm 4 is sound.

Proof. The soundness is a direct consequence of the
use of the oracle “findWord”. Indeed, since the only
way to return a solution is to exit the while-loop which

is possible only if “findWord” returns true. The solu-
tion is thus necessarily the corresponding plaintext. �

Now let us prove the completeness, meaning that the
algorithm gives an answer for any input.

Proposition 4. Algorithm 4 is complete.

Proof. By having a look at the line 10 of Algorithm
4, we can see that each time we did not find the corre-
sponding plaintext, we increment one value in the guess
matrix, in the same way as in an odometer. By search-
ing in such way all the matrices present in the orbit
text for any ciphertext, we will perform an exhaustive
search over its orbit, guaranteeing in such way the com-
pleteness of the algorithm. �

Finally let us prove the termination, stating that the
time needed by the algorithm to terminate is finite.

Proposition 5. Algorithm 4 terminates.

Proof. The proof of termination is straightforward.
There is no choose, nor backtrack in the algorithm.
Moreover each loop iterates over finite domains: the
columns or rows in matrices for Algorithms 1, 2 and 3,
and the texts belonging to the orbit of the ciphertext for
Algorithm 4. Therefore Algorithm 4, based on Algo-
rithms 1, 2 and 3, terminates. �

5 Experiments

In this section, we present and comment on results from
numerous experiments. Our aim here is to compare the
new Orbit-Based Attack with the classical Brute-Force
Attack, which is the only efficient ciphertext-only at-
tack for the Hill cipher in case where no information
on the text is available (Khazaei and Ahmadi, 2017).

Computational complexity of the Brute-Force
Attack

Before commenting on the experiments, let us talk
about the Brute-Force Attack (BFA). We recall that it
consists in testing all the invertible matrices of size n×n
over Zp until the right key is found.

Here we propose an algorithm for the Brute-Force
Attack (BFA). For the sake of completeness, we inform
the reader that our implementation of the BFA is quite
naive. However, no matter the implementation, the em-
pirical results should remain the same. Indeed, both
approaches being mainly based on the same basic ma-
trix operations, an optimisation for the BFA would also
be an optimisation for the OBA as a side-effect. The
Brute-Force Attack (BFA) is working as follows: we
pick randomly a matrix of size n× n, this generation
being supposed negligible as previously. Such a ran-
dom matrix has a high probability to be invertible, as
stated in (Overbey et al., 2005). Moreover we suppose
that we need τ2 tries on average to find the correct ma-
trix. It remains to multiply each m block of size n by
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the chosen matrix of size n×n. For each m block, it cor-
responds to make n multiplications and n−1 additions
of columns of size n. We thus have:

CBFA(m,n,q, τ2) = τ2mn(n + n−1)

= 2τ2mn2−τ2mn .

Let us now remark that the quantity τ2 is bounded
by the number given in (6) with q = n and we have
τ1 = τ2 without any prior knowledge on the corre-
sponding plaintext or on the key-matrix. In this set-
ting, one can conclude that both the Orbit-Based At-
tack and the Brute-Force Attack are in O(pn2

). Never-
theless these results are mainly theoretical and, in prac-
tice, one or the other attack may be faster in terms of
time-execution, motivating the following subsections.

Empirical results for the Orbit-Based and
Brute-Force Attacks
In this section, we present empirical results generated
on a cluster of Xeon, 4 cores, 3.3 GHz with CentOS
7.0 with a memory limit of 32GB and a runtime limit
of 9,000 seconds per text per attack. Each text is uni-
formly randomly generated to avoid any statistical bias.
The size of the text is given by n×m, where m is the
number of blocks and n the number of characters in
each block, and we select randomly each character with
a probability of 1

p , where p is the size of the alphabet.
Here is our experimental protocol: p ∈

{5,7,11,13,17,19,23,29}, m = 100 : n = {1,2,3,4,5,6},
m = 200 : n = {2,4,6,8,10,12}, . . . , m = 900 : n =

{9,18,27,36,45,54}
For each triplet {p,m,n}, we generate 300 different

random texts. Thus we consider 129,600 different ran-
dom texts, each of them is enciphered via the Hill ci-
pher with random key-matrices. To compare properly
the OBA and the BFA, we decipher each ciphertext
with the two attacks; therefore 259,200 experiments are
conducted with a time-out of 9,000 seconds, represent-
ing 73 years of computations in the worst-case.

First of all let us give the ratio of how many times the
OBA has been faster than the BFA over the 129,600 dif-
ferent texts: it is equal to 99.91%. This shows that the
OBA is faster in most of the cases considered here than
the BFA. This first result shows that the OBA seems to
furnish an attack for the Hill cipher more efficient than
the classical OBA on the set of considered parameters.

To access the results, we redirect the reader to the
following external link: https://bit.ly/2QeYhH2.
They permit to compare the time-executions for the
two attacks: in each sub-figure, each point represents a
text whose x-coordinate and y-coordinates are respec-
tively the time needed by the BFA and OBA. A point
localised below the diagonal means that the OBA has
been faster than the BFA. The first part of the Figures
focuses on the parameters p and m (the different values
for n are not distinguished) while the second part fo-
cuses on p and n (the different values for m are not dis-
tinguished). Basically, these Figures demonstrate that
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Figure 2: Scatter-plots of BFA vs OBA. Each dot cor-
responds to a random text where there is, at least, one
block which is a linear combination of the others.

the time-execution tends to increase when m or n be-
come large: this is logical since, in these cases, the text
contains more characters and requires hence more com-
putations to be decrypted. We also observe a small im-
pact of the parameter p on the gain: the larger p is, the
larger the number of points below the diagonal seems
to be. This means that the OBA seems to be more effi-
cient than the BFA when one studies ciphertexts in rich
alphabets.

Impact of the number of independent blocks

As explained in Section 2.2, the size of the orbit of a ci-
phertext C, whose influence on the computational com-
plexity of the OBA can be seen through τ1, depends on
the number q of linearly independent blocks within C;
by standard linear algebra arguments, we have q ≤ n.
Obviously the number of possible key-matrix does not
depend on this parameter q and so, whatever the value
of q is, the complexity of the BFA remains the same.
Hence one expects the OBA deciphers faster on aver-
age ciphertexts having q < n independent blocks than
the BFA does. Our aim here is to illustrate this fact in
practice by using our experiments.

Min 1st Qu. Median Mean 3rd Qu. Max

0.973 0.987 0.993 0.995 0.999 1.00

Table 1: Summary of q
n over all our examples.

For the sake of completeness, a simple statistical
study of the ratio q

n over our 129,600 texts is given in
Table 1. As expected, this ratio is generally close to
1 for our random texts, as expected, only few texts do
not have the maximum number of independent blocks.
One interesting issue would be to make the same sim-
ple study for meaningful texts in a given language.

In Figure 2, we observe the distribution of the time-
executions but with respect to the ratio q

n ; note that the
plot starts at 2,000 seconds. It is clear that the percent-
age of independent blocks impacts strongly the time-
execution of the OBA: the fewer independent blocks
the ciphertext has, the faster the decryption via OBA
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is. While such texts are rare according to the above ta-
ble, the OBA takes a huge advantage against the BFA
in such cases, even in the case where the ratio is close
(but different) to 1.

6 Conclusion
In this paper, we formalised the Orbit-Based Attack,
whose principle has been firstly introduced in (McDe-
vitt et al., 2018), by applying basic notions from group
action theory; this provides a new type of ciphertext-
only attack for Hill. This attack is based on the fact that
Hill can not cipher an input text to any output one: the
latter belongs necessarily to an explicit set associated
to the former, namely its orbit, whose size is proved to
be smaller than the one of the key-space. This attack
consists then in making a search over only the orbit of
the ciphertext.

We focused then on the computational complexity
and time-execution of an algorithm for the OBA. Even
if this algorithm has the same complexity as the one of
the classical Brute-Force Attack (consisting in testing
all the invertible matrices) in the worst case, our ex-
periments show that this algorithm is faster on average
than the Brute-Force Attack in practice. Discussions
on the influences of some parameters of the text on the
gain in terms of runtime of the OBA over the BFA are
given. In particular, our theoretical and experimental
results exhibit an interesting gain in the particular sit-
uation where the text has not the maximal number of
linearly independent blocks.

We finish by discussing on the outlook. Consider-
ing ciphertexts for which some prior knowledge on the
language are available is an interesting issue, reducing
potentially the computational complexity of the OBA
by using relevant statistical tools. A hope would be to
refine the results obtained in (McDevitt et al., 2018)
thanks our formalisation. A comparison with the Row-
By-Row Attack from (Bauer and Millward, 2007; Yum
and Lee, 2009; Leap et al., 2016) would be interesting
as well.

We mention that some steps of the algorithm could
be refined in view of optimisation of the attack. More-
over, except the LU-type decomposition, the rest of the
algorithm can be parallelized, reducing potentially the
runtime of the OBA. An empirical evaluation could be
then performed as future works.

A last interesting issue would be to study whether
the principle of the Orbit-Based Attack can be applied
to other polygraphic substitution ciphers.
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Abstract

We explore the up-to now unknown de-
tails of the history of cryptology in Slo-
vakia found in Slovak archives. This con-
tribution focuses on cryptology of the Slo-
vak State, which was a German puppet
state during WW2. We identify three
main types of ciphers in use. Firstly,
ciphers from the former Czechoslovakia
were adopted. During main military cam-
paigns, the ciphers were mostly dictated
by Germany. Finally, we describe a series
of hand ciphers A-x specifically designed
in Slovakia, mostly for internal use.

1 Introduction

The territory of modern Slovakia was for a long
time a part of the Kingdom of Hungary. After the
proclamation of the first Czechoslovak Republic
on October 28, 1918, it has become a part of the
new republic. A good overview of the situation of
cryptology in the former Czechoslovakia is given
by Š. Porubský in (Porubský, 2017).

On March 14, 1939, a separate Slovak State
was created as a puppet state of the Nazi Ger-
many. Czech territory was directly absorbed by
Germany as a Protectorate. Former representa-
tives of Czechoslovakia escaped to France, and
later to the UK, to form the foreign resistance.
Top intelligence officers of Czechoslovakia man-
aged to escape to London along with intelligence
files. However, the cryptology in Czechoslovakia,
and later in London resistance movement was very
weak, as it is demonstrated in books written by J.
Janeček (Janeček, 1998; Janeček, 2001; Janeček,
2008), as well as in Cigáň’s manuscript analysed
by Š. Porubský (Porubský, 2017). Communica-
tions with the exile movement played an important
role during the anti-nazi Slovak National Uprising
that started in August 1944. The situation with

exile movement was complicated by cooperation
with communist exile, which was connected to the
Soviet Union, and partisan movement.

While the state of cryptology and secret
communications of the exile government of
Czechoslovakia are relatively well-known, as far
as we know, the situation of the cryptography dur-
ing the Slovak State was not studied in details yet.
As mentioned, the Slovak State was a puppet state,
and ally of Nazi Germany. The Slovak State de-
clared war against German enemies, including the
USA (curiously, there was never a peace treaty
signed, because the Slovak State was not recog-
nized in the aftermath of war). Slovak Army par-
ticipated in military campaigns against Poland in
1939, and against the Soviet Union. In June 1944
remnants of the two Slovak divisions were dis-
armed due to low morale, and possibly due to mis-
trust by German command.

In our contribution we present some of cryp-
tologic facts uncovered in the Military History
Archive (part of the Institute of Military History
established by the Ministry of Defence of the Slo-
vak Republic). We want to clear a common mis-
conception that the Slovak State cryptology was
only directly dictated by Germany. We show
some of the means of the cryptologic cooperation
between German and Slovak armies, as well as
some specific ciphers developed in Slovakia dur-
ing WWII.

2 At the beginning of the war

In June 1939, the MNO - ”Ministerstvo národnej
obrany” (Ministry of National Defence) ordered
the subordinate headquarters to report the list of
officers with a cryptologic training. One month
later it was ordered to report all the available ci-
phers and cryptographic directives. The goal of
the ministry was to review the current state of se-
crecy in the newly established Slovak State.

From these reports we can conclude that the
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available ciphers (and codes) belong to the pre-war
era, namely:

• code ”ZSD”,

• hand-cipher ”Q” (also called as key ”Q”),

• cipher-machine (without any name in the
archival documents).

All these ciphers (and codes) have been used be-
fore the war by the Czechoslovakian army1. We
were unable to find any document mentioning
the cipher-machine’s name, but based on (Šklı́ba,
2007- 5; Šklı́ba, 2007- 7/8), only the ŠTOLBA
cipher-machine was in use before 19382.

The encryption service was reopened on 15th
of July, 1939 - reusing the available ciphers. The
hand-cipher ”Q” was selected as the main cipher
system. The document ”Spojovacı́ rozkaz č. 1”
(Communication directive no. 1) from August
19393 was an order to encrypt all internal radio-
telegraphic messages using this cipher. In the
same month, on the 15th of August, 1939, the use
of available cipher-machines was also (re)started.
Document called G-VII-8 named ”šifrovánı́” (en-
cryption) was the main cryptographic directive in
use with attachments describing the cipher sys-
tems such as the key ”Q”.

The available materials and directives show
only internal use of these ciphers. Unfortunately
it’s not known, whether these ciphers were also
used in a communication with the allies. This
hand-cipher ”Q” with the cipher-machine was still
in use in December 1942, and the keys and pass-
words were distributed at least up to April 19434.
The daily keys for the cipher-machine were dis-
tributed for the whole year of 1943.

The G-VII-8 was extended in 1943 with direc-
tives from Germany (without changing the name
of the document). At this time the Slovak State
also adapted some German ciphers including the
Enigma - as described in the next section.

1Document 20.800/Taj.3.odd.1939 in (Military History
Archive in Bratislava, 2019), fund KVV, box n. 2.

2ŠTOLBA is a cipher-machine with 6 main rotors and
with 3 rotors controlling the rotor stepping. The daily keys
distributed in 1939 for the ”cipher-machine” also contains a
3 letter word and a 6 letter word.

3Document k. ć. 77/39/Taj.3.odd.1939 in (Military His-
tory Archive in Bratislava, 2019), fund MNO tajné, box n.
2.

4Document 404621/Taj.obr.1942 in (Military History
Archive in Bratislava, 2019), fund 53 (53-88/1-19).

3 Ciphers from Germany

“...The encryption is performed by the
commander of the division using a
cipher-machine. ... The cipher-machine
is a box of dimension appr. 40x50 cm.
The machine has keys like the type-
writer and letters that lights during the
encryption. The encryption is enabled
by a 3-wheel system...
Created in Germany (Berlin).”5

In September 1942 Ján Morvic completed a sig-
nal corps training in Germany (Nachrichtenschule,
Halle). One part of the course was about secrecy,
describing the German Enigma (without mention-
ing the name of equipment in the report).

In March 1943, an encryption training was de-
signed6 to learn the German hand-ciphers and the
cipher-machine.

In April 1943, a new document called ”návod k
šifrovaniu” (manual of encryption) was created7.
This document contained a description and in-
structions for two German hand-ciphers NS428

and TS42a9 - introducing the German ciphers to
the Slovak State departments.

Germany also gave an order10 to unify the en-
cryption among the allies. The Slovak State re-
ceived directives for translation, extending the ex-
isting crypto-directive G-VII-8. The new directive
consisted of four parts:

• general encryption rules (H.Dv.g.7) as G-
VII-8-a,

• instructions to the ”Enigma” (H.Dv.g.13,
H.Dv.g.14) as G-VII-8-b,

• instructions to NS42 as G-VII-8-d,

• instructions to TS42a as G-VII-8-c.

When the German ciphers were in use, the daily
keys were distributed monthly. There were 2 types
of Enigma keys:

5Document 83375/spoj.2.1942 in (Military History
Archive in Bratislava, 2019), fund MNO tajné, box n. 18.

6Telegram from 24. III. 1944 as an attachment
to 2879/Dov.3./6.1944 in (Military History Archive in
Bratislava, 2019), fund MNO dôverné, box n. 475.

7Document 7.632/Taj.3.odd.1943 in (Military History
Archive in Bratislava, 2019), fund RD, box n. 45.

8Gen.StdH/Chef HNW IV.89 b 30 Nr.7.370/42.
9Gen.StdH/Chef HNW IV.89 b 30 Nr.7.360/42.

10Höherer Wehrmacht - Nachrichtenführer Mittelost Nr.
2241/geh.1942 referring to Gen.StdH/Chef HNW IV Nr.
8537/42.g.v.10.1942.
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• marked as ”Slovensko” (Slovakia) - to be
used in the country,

• to be used with the allies.

The NS42 keys were distributed alongside with the
TS42a, where the TS42a was designed to replace
the NS42 in case of offensive army movement.

The knowledge of German ciphers among the
Slovak signal corps officers wasn’t on the required
level, so there was an effort to train the staff to use
these ciphers11.

4 Design of a Slovak cipher

The Slovak State started the war with the available
Czechoslovakian ciphers. Before adapting Ger-
man ciphers and directives, the Slovak State devel-
oped own ciphers (called ”A-2”) for internal use.
Note, that the cipher development was still over-
seen by Germany.

A new cipher called ”A-2” was firstly intro-
duced in May 1940. The cipher was described
as a complicated transposition designed to encrypt
50 − 600 letters in a case of less-important radio-
grams. After the first distribution, all headquar-
ters were asked to encrypt some radiograms with
this cipher, and to send them to a corresponding
place for the analysis12. The received reports de-
scribe the cipher as a practical, fast and secure
enough13. It was also tested by the OKW Berlin.
OKW Berlin allowed to use (see Figure 1, the
stamp ”Tajné” means ”Secret”) this cipher.

But the use of this cipher wasn’t always without
problems. Due to a large amount of errors made
by encryption officers, it was ordered to re-train
the use of the ”A-2” cipher.

In 1941 a new directive for the encrypted com-
munication was implemented replacing the previ-
ous one. Based on the directive, it was allowed
to use only ”A-2”, the cipher-machine and the
”ZSD” code. Most of the departments and battal-
ions were allowed to use the ”A-2” cipher only14.

Later on, in 1943, after the German ciphers
were adapted, the Slovak one was still in use and

11Document 2823/dov.spoj.1944 in (Military History
Archive in Bratislava, 2019), fund MNO dôverné, box n. 475.

12Document 156.458/9.1940 in (Military History Archive
in Bratislava, 2019), fund MNO dôverné, box n. 34.

13Document 135.992-II/9.Taj.1940 in (Military History
Archive in Bratislava, 2019), fund MNO dôverné, box n. 34.

14Document 30.196/Taj.spoj.1941 in (Military History
Archive in Bratislava, 2019), fund 55 (55-27-5).

trained alongside with the German hand-ciphers
and the cipher-machine15.

During the WW2 years, several up-
grades/versions were created, the known versions
are from ”A-2” up to ”A-5”. The main contributor
on the development was Michal Kmet’o-Dovina16.

4.1 M. Kmet’o-Dovina

Michal Kmet’o-Dovina was the commander of
the ”hlavná voj. radiostanica MNO” (the main
military radio-station of the Ministry of National
Defence) and later on from 1943 worked as an
encryption officer of second department of the
Ministry of National Defence (VHU, 2013). He
completed a cryptographic course ”Pı́semné kursy
kryptografie”17 before WWII in 1938 - with a
good score.

Due to a lack of officers experienced with en-
cryption, in 1940, a creation of an encryption
course was ordered. One of the instructors from
this course was Michal Kmet’o-Dovina18.

During the Slovak National Uprising (SNP),
Kmet’o-Dovina was helping the anti-nazi move-
ment, keeping communication channels and de-
veloping new encryption system for the Uprising
and later guerrilla fighters (VHU, 2013). From
the available documents, it is not clear whether the
development of the specific Slovak cryptographic
systems was a part of the Uprising preparations.
However, the cryptography during SNP is a very
large and specific topic that is out of the scope of
this article.

5 The ”A-x” hand-cipher

The ”A-2” hand-cipher was developed as a first
cipher from the ”A-x” series. The cipher was up-
dated several times during the years. Versions ”A-
2” and ”A-3” consisting of 4 tables, and ”A-4”
consisting of 2 tables. We don’t have detailed in-
formation about the other versions.

The ”A-2” is a transposition cipher, designed to
encrypt less important messages of length up to
600 letters. Main transposition was defined by a

15Telegram from 24. III. 1944 as an attachment
to 2879/Dov.3./6.1944 in (Military History Archive in
Bratislava, 2019), fund MNO dôverné, box n. 475.

16Documents 173.074/Taj.spoj.1941, 592/Taj.spoj.1941
and 22/Taj.1941 in (Military History Archive in Bratislava,
2019), fund MNO tajné, box n. 10.

17Document 151332/-II/9.1940 in (Military History
Archive in Bratislava, 2019), fund MNO dôverné, box n. 57.

18Document 151332/-II/9.1940 in (Military History
Archive in Bratislava, 2019), fund MNO dôverné, box n. 57.
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series of secret tables, and each message had also
a specific message key. It was forbidden to en-
crypt text of length under 50 letters. Each table has
four logical sides — two are printed on the front
page (the second one is upside-down version of the
same page), and two on the back page. The logical
side and the table’s identification is marked with a
red and black color on each side as side/table, later
on in ”A-4” this was flipped to table/side.

On each side, in the first row (header) of the
table are two strings:

1. table identificator: 13 letters (unique for each
table),

2. side identificator: 6 or 7 letters (different for
each side).

The rows of the table are also labelled with one or
two letters from the alphabet. Before encrypting a
message, the message key is constructed from the
letters identifying the order of tables, pages and
starting positions within pages.

Before encrypting a message, several rules19

were defined how to pre-process the input text:

1. Replace:

• . with X,
• : with XX,
• , with QW,
• . (full stop) with XW.

2. Write special characters with a full name,
such as:

• ” as UVODZOVKY (quotation mark),
• ( as ZÁTVORKA (parenthesis).

3. Write numbers with a full name, divided to
digits:

• 14 as JEDNA ŠTYRI (one four).

4. Replace accent, like:

• á with AA,
• č with CV.

5. When an accent is removed from a name, a
letter Q should be put after this name.

6. When the text does not divide the number 5
a padding should be used (no longer as 4 let-
ters) using some of the QXW letters or using
the ”STOP” word.

19Document 164/Taj.spoj.1941 in (Military History
Archive in Bratislava, 2019), fund MNO tajné, box n. 10.

The cipher ”A-2” had 4 tables. Later on, in
version ”A-4”, this was reduced to only 2 tables.
As ”A-4” encryption mechanism is otherwise the
same as ”A-2”, for the sake of simplicity, we will
continue the description with ”A-4” procedure. In
Figure 2 we show one of the pages showing two
sides of one table.

To start an encryption, sender of the group cre-
ated a message key called ”skupina oznamova-
tel’a” (sender group), consisting of 5+5 letters. He
selected

1. the order of the tables,

2. the order of the four available sides for each
table,

3. the offset (row identificator), defining where
to start writing the text,

and encoded his selection as a group of first 5 let-
ters. The first letter of this group contains a ran-
domly chosen letter from the identificator label of
the first selected table, and the remaining four let-
ters are randomly chosen letters from the labels of
the sides (in the corresponding order). During the
encryption, after the four sides of the first selected
table were used, the encryption would automati-
cally continue with the remaining table. The se-
cond 5 letters were used to encode the row-offset
identificator, and then the order of the sides of the
second table.

As an example (using the Figure 2), we can
choose to start with the table marked 2. We select
randomly one letter from the selected table identi-
ficator string ”RKGJXDOQHFVB”. If we want to
start the encryption from side 2 (marked 2/2), we
select randomly one letter from the side identifica-
tor ”JLIXZA”. Next we choose the side 1 (marked
2/1) as the second side, selecting a letter from
”CURKTG”, and so on.

The encryption table itself consists of small
rectangles forming a matrix, where some of the
cells are cut off. This is essentially a variant of the
Fleissner grille. Each table realizes multiple 5 × 5
grilles in parallel, randomized by a message key.

The plain-text letters are filled into these cells
based on the message key. The text is written in
an order defined by the red arrow painted on the
corresponding side. On every side, we start to fill
the first available (cut off) cell on the row labelled
with the chosen row identificator. It is necessary
to note, that in case of a shorter text, only a part
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of the matrix is used (not ending on the last free
cell). The encryption grille was designed to auto-
matically form five letter groups of the encrypted
text. On each side, there are columns labelled with
numbers. Since the first row is known, we can
save the last number from the previous row. If we
add the plain text length (after the pre-processing)
to this number, we obtain the position of the final
cell.

To continue in our example, we choose the row
offset ”Q” (starting in the seventh row). The last
number from the previous row is 180 (red color).
Suppose the text length to be 50 letters long. Our
ending position will be 180+50 = 230, so we can-
not use cells after this position.

The decryption is straightforward, using the
same order of tables, sides and using the same cell
range.

For the interested reader, we include an exam-
ple of the encrypted telegram (Figure 3), with the
following transcript:

VVXKW QUKQW

PZJXY AVTQA ZVRPO DAOSV PLLQA XIMVS

UOLNT IURTC DVEAL ATSNE WPDSE EUOPU

LSOTR OYKOJ UAOXV ECDTQ AKXLS JSSPD

SCAXR VPEAI RVIOT UOXAO SXNRK ESAPU
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Appendices

Figure 1: Report of the ”A-2” from the OKW Berlin - in (Military History Archive in Bratislava, 2019),
fund MNO dôverné, box n. 34.
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