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Abstract and Keywords

The issue of food traceability is one that affects a great number of sectors and policy areas. Within
the EU, there is increasing demand from consumers, businesses and institutions to have more direct
access to information about how food is produced, transformed, and distributed. Currently,
however, practices in the industry are very much open to human error. Databases are highly
vulnerable to inaccuracies and hacking, as well as deliberate faults caused by corruption or
fraudulent conduct. With food traceability being so closely related to trade and public health issues,
there is arguably increasing incentive for the EU to seek alternative tools to increase transparency
and accountability throughout supply chains. Consequently, this paper will examine a possible
alternative to current practices by evaluating the applicability of 'blockchain' technology, namely
a system of digitised, decentralised ledgers, which could allow key stakeholders to access
information about the provenance of food immediately, comprehensively and securely. The
analysis will focus specifically on Extra Virgin Olive Oil (EVOO), one of the most adulterated
products in the food industry, identifying gaps and opportunities in current traceability systems.
The research question tackled in this paper, therefore, may be formulated as follows: how and to
what extent could blockchain technology constitute a sustainable solution for improving the
traceability of EVOO within the EU? The paper begins with a brief overview of the issue and an
explanation of the research methodology used, followed by an elaboration of key terms and
concepts and a detailed explanation of the principles underlying blockchain technology.
Subsequently, the key challenges and opportunities associated with blockchain-based traceability
systems are examined through a case study, followed by an analysis aimed at assessing the
sustainability of blockchain solutions for the EVOO sector. The conclusion, lastly, provides an
overview of relevant findings and proposes a final assessment.

Food traceability, Blockchain, Extra Virgin Olive Oil (EVOO), Supply chain
management, Sustainable development, Distributed Ledger Technology (DLT).
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1. Introduction

1.1. Food traceability in the EU: an overview

Food traceability is an issue that affects a broad range of sectors and policy areas. Within
the EU, The General Food Law Regulation defines traceability as "the ability to trace and follow
food, feed', and ingredients through all stages of production, processing and distribution" and it
establishes that only safe food and feed can be placed on the Union market or fed to food-producing
animals.” It also details basic criteria for determining whether food is safe. Fundamentally, the
ability to trace food throughout supply chains is crucial for the protection of consumer rights and
public health, particularly when food and feed are found to be faulty.

Despite existing measures, however, there is increasing demand from EU consumers, businesses
and institutions to have more transparent, direct access to information about where and how food
is produced (but also how it is processed, packed, transported and distributed).” Why is this? At
first glance, there appears to be a growing lack of trust among consumers regarding the provenance
and quality of food, as well as an ever-increasing sense of urgency related to certain ethical and
environmental concerns (including climate change, the negative effects of pesticides, and animal
welfare).* Despite current provisions, insufficient transparency and accountability in the food
sector have resulted in a number of food crises and scandals, such as Bovine Spongiform

Encephalopathy (BSE)’ and the 2013 horse meat fraud’, which have illustrated the particular

1 The term 'feed' is used here in reference to animal feed.

2 European Union, “Regulation (EC) No 178/2002 of the European Parliament and of the Council of 28 January 2002 laying down the general
principles and requirements of food law, establishing the European Food Safety Authority and laying down procedures in matters of food safety,”
Eur-lex, 2002, accessed 22 Apr. 2019, http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002R0178:EN:HTML .

3 George M. Chryssochoidis, Olga C. Kehagia and Polymeros E. Chrysochou, "Traceability: European consumers' perceptions regarding its
definition, expectations and differences by product types and importance of label schemes," (paper presented at the 98th Seminar of the European
Association of Agricultural Economists (EAAE), "Marketing Dynamics within the Global Trading System: New Perspectives," Chania, Crete,
Greece, 29 June - 2 July 2006).

4 Georges Giraud and Rafia Halawany, "Consumers' perception of food traceability in Europe," (paper presented at the 98th Seminar of the
European Association of Agricultural Economists (EAAE), "Marketing Dynamics within the Global Trading System: New Perspectives," Chania,
Crete, Greece, 29 June - 2 July 2006).

5 European Food Safety Authority (EFSA), "Bovine spongiform encephalopathy (BSE)," Biological hazards, 2019, accessed 16 May 2019,
https://www.efsa.europa.eu/en/topics/topic/bovine-spongiform-encephalopathy-bse.

6 European Commission, "Horse meat (2013-14)," EU Co-ordinated Control Programmes, 2019, accessed 12 May 2019,

https://ec.europa.eu/food/safety/official controls/eu-co-ordinated-control-plans/horse_meat en.
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importance of being able to swiftly identify and isolate unsafe products before they reach
consumers. On the whole, food traceability is therefore crucial to ensure that foodstuffs are safe
for consumers to eat, but also to allow national authorities or food businesses to prevent
contaminated food from reaching consumers, as well as enabling targeted withdrawals of products
- thus minimising waste and disruption to trade.” This is a particularly salient issue in the case of
the EU, seeing as food and feed products circulate freely between EU Member States within the
internal market. However, the importance of traceability can reach far beyond the realm of food
safety and public health. For a variety of actors, the possibility to access reliable information about
the provenance of food products can have serious implications in terms of environmental impact,
individual health and nutrition, politics, and economics. In addition, and on a more global level,
food traceability and consumer awareness are areas that the EU appears to be increasingly involved
in, not only for the aforementioned safety-related reasons, but also because they are closely linked
to key challenges for the EU®, and to a certain kind of image that the EU wants to project

internationally.’

1.2. Finding an alternative to existing systems: blockchain technology

As suggested above, however, practices in the industry remain deeply flawed (mostly due
to human error and criminal behaviour). The traceability systems currently in place have
repeatedly failed European consumers, corporations, and institutions in a variety of ways over the
past few years, and there is an urgent need for more transparent, sustainable solutions in the
sector.'” Databases are highly vulnerable to inaccuracies and hacking, as well as deliberate faults

caused by corruption or fraudulent conduct''. Whether intentionally or unintentionally, various

7 European Commission Directorate-General for Health and Consumer Protection, “Food traceability factsheet,” European Communities, 2007,
Accessed 7 Nov. 2018, https://ec.europa.eu/food/sites/food/files/safety/docs/gfl req factsheet traceability 2007 en.pdf.

8 European Commission, “Future nutrition policy,” Future Food Safety Budget and Policy, 2019, accessed 11 May 2019,
https://ec.europa.eu/food/safety/future/future-nutrition-policy en.

9 The European focus of this thesis, however, will be further elaborated on in section 3.1.2.

10 Foodwatch, "Food scandals will continue to emerge unless EU food law is fundamentally revised, warns Foodwatch," press release, 10 July
2018, accessed 16 Apr. 2019, https://www.foodwatch.org/en/press/2018/food-scandals-will-continue-to-emerge-unless-eu-food-law-is-
fundamentally-revised-warns-foodwatch/.

11 Sylvain Charlebois, “How blockchain technology could transform the food industry,” The Conversation, 19 December 2017, Accessed 8 Nov.

2018, https://theconversation.com/how-blockchain-technology-could-transform-the-food-industry-89348.
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actors throughout the supply chain are therefore responsible for the commercialisation of
unhealthy or unethical products; a problem that the current lack of adequate traceability tends to
exacerbate. For the reasons mentioned above, and with food traceability being so closely related
to cross-border environmental and public health issues, there is arguably increasing incentive for
the EU to seek alternative tools to increase transparency and accountability throughout supply
chains.

One of the most promising solutions for the traceability sector, which has been the subject of
countless studies and pilot projects, is blockchain technology - a system of digitised, decentralised
records, which could allow consumers and relevant actors throughout the supply chain to access
information about the provenance and distribution of food immediately, comprehensively and
securely. In recent years, indeed, a number of companies, researchers and key actors along the
supply chain have been looking into the applicability of this technology in the traceability sector.'?
As a consequence of its inherent structure and characteristics, blockchain offers the possibility to
address some of the most significant challenges linked to a system where information about the
provenance and quality of food is vulnerable and centralised. Although it has been successful in a
number of projects involving food safety and traceability, including IBM's 'Food Trust' network ">,
Blockchain remains an extremely 'new' technology, and it is inevitable to wonder whether it could

truly bring about significant change for current traceability systems in the EU.

1.3. Product focus: Extra Virgin Olive Oil (EVOO) traceability in the EU

In order to tackle this question realistically and concisely, it appears crucial to focus on the
applicability of blockchain for a particular product or category of products. This is because,
although food supply chains may have common features and appear relatively homogenous from
the outside, there can be considerable variation in the traceability systems used for different
products (and even within the same category of products). This means that any attempt at assessing

the applicability of a new system or technology to the EU food industry as a whole would not only

12 Roberto Casado-Vara et al., "How blockchain improves the supply chain: case study alimentary supply chain," Procedia Computer Science
134 (2018): 393-398.
13 International Business Machines Corporation (IBM), "IBM Food Trust," IBM Blockchain, 2019, accessed 13 March 2019,

https://www.ibm.com/blockchain/solutions/food-trust.



Oona Arlene Buttafoco MA Thesis 2019

be misguided but plainly infeasible. With this in mind, the specific criteria to determine which
product would be most valuable to examine are difficult to pinpoint, however essential
considerations could be summarised as follows: the products that would benefit the most from
improved traceability are products that consumers don't trust (from a quality and/or safety
perspective), products that people are willing to pay more for only if the added value is justified,
certified products, products that undergo transformation or processing of any kind, and products
that are most affected by counterfeiting, fraud or adulteration."*

Some foodstuffs, despite being widely available on the market, are perhaps best left aside given
that it would be virtually impossible to trace them on the blockchain (one such category of products
is ready-made processed meals). Though this type of case constitutes a fascinating challenge for
traceability, it is unrealistic to try and trace all ingredients of such products with blockchain
technology - including for instance all the spices and herbs contained in the dish.”” On the other
hand, the opposite scenario is equally unfit for blockchain applications, for example in cases where
products are sold directly by producers at the local level, thus bypassing any form of processing
or distribution where traceability issues could occur. Certified products (e.g. Fairtrade or Organic
products) are particularly interesting because they tend to be more expensive than non-certified
equivalents, and consumers are much more likely to pay a higher price if they can trust that it is
legitimate.'® Such products are also often tied to ethical, health or environmental claims, which
provides further incentive to substantiate those claims. High quality or costlier products (e.g. wine,
meat, Extra Virgin Olive Oil) also provide an interesting perspective, seeing as they constitute a
more complex - and therefore arguably more interesting - case than primary products such as
vegetables or fruit, which are comparatively easier to trace because they are single 'ingredients'
and undergo minimal transformation. By virtue of being more expensive, moreover, such products

tend to be optimal targets for adulteration or fraudulent conduct.

14 Georges Giraud and Rafia Halawany, "Consumers' perception of food traceability in Europe," (paper presented at the 98th Seminar of the
European Association of Agricultural Economists (EAAE), "Marketing Dynamics within the Global Trading System: New Perspectives," Chania,
Crete, Greece, 29 June - 2 July 2006).

15 Jessica McKenzie, "Why Blockchain Won’t Fix Food Safety—Yet", The New Food Economy, 2018, accessed 3 Nov. 2018,
https://newfoodeconomy.org/blockchain-food-traceability-walmart-ibm/.

16 Krittinee Nuttavuthisit and John Thegersen, "The importance of consumer trust for the emergence of a market for green products: The case of

organic food," Journal of Business Ethics 2 (2017): 323.



Oona Arlene Buttafoco MA Thesis 2019

In the specific case of the EU, one of the most significant examples of such fraudulent conduct is
offered by the case of olive oil, and in particular Extra Virgin Olive Oil (EVOO). Indeed, olive oil
constitutes a significant challenge for the EU traceability sector: cases of fraud and counterfeiting
in the sector increased to an estimated €16 billion in profit in 2015 - in Italy alone.'” At the same
time, global consumption has also multiplied by over 70% in the last 25 years,'® reaching a global
record of 3.26 million metric tons in 2017/18."” Within the EVOO sector, the ever-increasing
demand and added cost of the product tends -unfortunately- to provide further incentive for fraud.
In March 2017, The Danish Veterinary and Food Administration action team found adulterated
EVOOs at Dagrofa and Dansk Supermarked. Out of the 35 tested bottles, only 6 could be classified
as EVOO; 15 were 'just' virgin and 12 were so poor that they could not be sold to consumers.*
Aside from violating fundamental consumer rights (such as the right to make an informed
decision),”! adulterated EVOOs can therefore constitute a health risk. The risk is even higher,
furthermore, in cases where EVOO is mixed with other types of oil (for example nut or seed oils),
to which consumers may be severely allergic.”” In the European context, the EVOO case is
particularly relevant because the EU is the leading world producer, accounting for 80% and
consuming 70% of the world’s olive 0il.> The growing world demand for EU olive oil and the
lower availabilities in non-EU countries, moreover, are expected to support record high EU
exports, with an increase of 11% between the seasons of 2017-18 and 2018-19.** Consequently,

the continued commercialisation of adulterated products could have an increasingly negative

17 Cecilia Rodriguez, "Olive Oil: Between Record Fraud and Record Consumption, An Industry Ripe For Disruption," Forbes, 7 March 2016,
accessed 4 Apr. 2019, https://www.forbes.com/sites/ceciliarodriguez/2016/03/07/can-olive-oil-be-saved-between-record-crime-and-consumption-
an-industry-ripe-for-disruption/#679587b1213c.

18 Ibid.

19 Statista, "Consumption of olive oil worldwide from 2012/13 to 2018/19 (in million metric tons)," Farming statistics, 2019, accessed 20 May
2019, https://www .statista.com/statistics/940491/olive-oil-consumption-worldwide/.

20 Kristoffer Just Petersen, "Blockchain as a food supply chain," My Food trust, 12 February 2018, accessed 13 Jan. 2019,
http://www.myfoodtrust.com/2018/02/12/blockchain-as-a-food-supply-chain/.

21 United Nations (UN), "UN Guidelines For Consumer Protection," United Nations Conference on Trade and Development, 2016, accessed 3
May 2019, https://unctad.org/en/PublicationsLibrary/ditccplpmisc2016d1_en.pdf.

22 Marco Arlorio, et al., "Olive oil adulterated with hazelnut oils: simulation to identify possible risks to allergic consumers," Food Additives and
Contaminants, 27 (2010): 11-18.

23 Ministry of Foreign Affairs of the Netherlands, "EU Legislation: Olive oil," 2019, accessed 20 Jun. 2019,
https://www.paltrade.org/upload/multimedia/admin/2014/06/53a02794abdea.pdf.

24 European Commission, "Short-Term Agri Outlook for EU Agricultural markets in 2018 and 2019," 2019, accessed 9 Jun. 2019,

https://ec.europa.eu/info/sites/info/files/food-farming-fisheries/farming/documents/short-term-outlook-spring-2019_en.pdf.
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impact on the trust of consumers and trading partners. > In this context, there certainly is an
argument to be made for the fact that EVOO is an industry ripe for disruption, and that new tools

should be adopted to prevent further traceability gaps and protect consumer rights.

1.4. Research question

With the above considerations in mind, I will be examining the applicability of Blockchain
technology to increase transparency and traceability within the European EVOO sector. The

research question, therefore, may be formulated as follows:

How and to what extent could blockchain technology constitute a sustainable solution for

improving the traceability of EVOO within the EU?

In order to tackle this question, my approach will be to examine the main challenges relevant to
key actors and stakeholders along the supply chain, to the EU legal framework, and to the needs
of consumers. As a consequence, [ will aim to identify issues within the current systems and assess
to what extent and in what ways blockchain can bring solutions to those issues. The 'sustainability’
element, which will of course be further developed and explained in the 'Theory and Key Terms'
section of the paper, will be based on a rather intuitive notion, namely that in order to bring
solutions in the long term, a technology needs to be effective and tailored to the needs of as many
stakeholders as possible within a given sector. Additionally, although the question focuses
explicitly on a very specific product (or even sub-category of product), it goes without saying that
many of the conclusions reached through the analysis will be applicable to numerous other

foodstuffs available on the EU market.

25 Rachel Rossi, "The EU olive and olive oil sector: Main features, challenges and prospects," European Parliamentary Research Service, 2017,

accessed 16 May 2019, http://www.europarl.europa.ecu/RegData/etudes/BRIE/2017/608690/EPRS BRI(2017)608690 EN.pdf

11
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2. Methodology

2.1. Contextualisation of the research

First and foremost, it appears essential to point out that blockchain is a very ‘new’
technology; there is no established, unanimous method to assess its success in various fields.
According to a 2016 study, over 80% of the research about blockchain up until that point focused
on the Bitcoin cryptocurrency, whereas less than 20% addressed other blockchain applications.*
Though most authors continue to classify blockchain literature according to a 'financial/non-
financial' division®’, the scope of academic research in this fast-growing field has significantly
expanded over the last few years.” In fact, current analyses indicate that researchers have shifted
their focus from Bitcoin and cryptocurrencies, and turned towards the underlying technology -
blockchain - instead.”” The use of blockchain specifically for EVOO traceability, however, is an
even more recent and limited field of enquiry. This is in part due to the fact that food traceability
is only one of the countless sectors within the 'Business and Industry' sphere where blockchain
applications are being examined (see Fig.1.), and of course due to the fact that EVOO is such a
specific sub-category of product. A number of recent publications have tackled issues relating to

food fraud,* risk management and prevention in the olive oil sector,’’ food traceability,** and the

26 Sujin Choi et al., “Where is current research on blockchain technology?—a systematic review,” PLoS ONE 10 (2016): 1-27.

27 Michael Crosby et al., "Blockchain technology: Beyond bitcoin," Applied Innovation 2 (2016): 6-10.

28 Fran Casino, Thomas K. Dasaklis and Constantinos Patsakis, "A systematic literature review of blockchain-based applications: current status,
classification and open issues," Telematics and Informatics 26 (2019): 56.

29 Shuai Zeng and Xiaochun Ni, "A bibliometric analysis of blockchain research," (paper presented at the 2018 IEEE Intelligent Vehicles
Symposium, Changshu, China, 26-30 June 2018).

30 Mahnaz Esteki, Jorge Regueiro and Jesus Simal-Gandara, "Tackling Fraudsters with Global Strategies to Expose Fraud in the Food Chain,"
Comprehensive Reviews in Food Science and Food Safety 18 (2019): 425-440.

31 Abderahman Rejeb and John G. Keogh, "Applying HACCP in the Tunisian Olive Oil Industry: A Theoretical Background," Journal of
Business Management and Economic Research 3 (2019): 1-18.

32 Simona Violino et al., "Food traceability: a term map analysis basic review," European Food Research and Technology (2019): 1-11; Juan F.
Galvez, Juan C. Mejuto and Jesus Simal-Gandara, "Future challenges on the use of blockchain for food traceability analysis," Trends in

Analytical Chemistry 107 (2018): 222-232.

1
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implications of blockchain solutions for supply chains.” However, a body of literature combining

the above topics to examine blockchain applications for EVOO traceability is yet to emerge.
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Fig. 1. Mindmap abstraction of the different types of blockchain applications,”® indicating most relevant

research areas for EVOO traceability (in red) and other pertinent research areas (in orange).

33 Feng Tian, "A supply chain traceability system for food safety based on HACCP, blockchain & Internet of things," (paper presented at the
2017 International Conference on Service Systems and Service Management, Dalian, China, 16-18 June 2017); Adam Sulkowski, "Blockchain,
Business Supply Chains, Sustainability, and Law: The Future of Governance, Legal Frameworks, and Lawyers," Delaware Journal of Corporate
Law 43 (2019): 303-345; Roberto Casado-Vara et al., "How blockchain improves the supply chain: case study alimentary supply chain,"
Procedia Computer Science 134 (2018): 393-398.

34 Figure adapted from Fran Casino, Thomas K. Dasaklis and Constantinos Patsakis, "A systematic literature review of blockchain-based

applications: current status, classification and open issues," Telematics and Informatics 26 (2019): 56.
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In order to complement the approaches listed above, and to contribute to filling theoretical gaps in
the field, this paper will aim to build on existing literature and propose an overarching assessment
of how the technology could be applied sustainably. Namely, the paper will focus on blockchain
solutions with long-term viability and the potential to respond to the needs of all relevant
stakeholders (whether internal or external to the supply chain). In order to examine perspectives
that are less present in existing literature, moreover, this thesis will put a strong emphasis on legal
implications tied to the EU context, and on the consumer standpoint.” The aim of my research, in
this regard, is by no means to provide an exhaustive account of 'pros and cons' of blockchain
technology from a traceability perspective, but rather to propose a multifaceted, overarching
assessment of critical factors, which will involve a combination of: inherent technical
characteristics, current EU law, consumer behaviour and interests, supply chain challenges, and
business perspectives. With this in mind, I will aim to be as comprehensive as possible in my
assessment of the applicability of blockchain for EVOO traceability, however certain dimensions
already explored in previous publications will be approached in a more synthetic manner

(including certain aspects of supply chain management).

The issue of fraud and adulteration, which was briefly touched upon in the Introduction, is
one of the most significant challenges faced by the EVOO sector. It is important, however, to
examine the different types of fraud that are most prevalent, not only for the sake of a
comprehensive argument but also because they present different traceability challenges. The EU
Commission defines food fraud as cases where "individuals or businesses intentionally deceive the
consumers, gaining an unfair advantage and violating the agri-food chain legislation".”® Though
this definition is by no means universal, it will be used as frame of reference for the thesis, seeing
as the legal, geographical, social and economic focus is explicitly on the EU. Though it may appear

relatively limited at first glance, the above definition also includes the EU Food Fraud Network's

35 George M. Chryssochoidis, Olga C. Kehagia and Polymeros E. Chrysochou, "Traceability: European consumers' perceptions regarding its
definition, expectations and differences by product types and importance of label schemes," (paper presented at the 98th Seminar of the European
Association of Agricultural Economists (EAAE), "Marketing Dynamics within the Global Trading System: New Perspectives," Chania, Crete,
Greece, 29 June - 2 July 2006): 2.

36 European Commission, "Food fraud: What does it mean?" Agri-food fraud, 2019, accessed 9 Apr. 2019, https://ec.europa.eu/food/safety/food-

fraud/what-does-it-mean_en.
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essential criteria for fraud identification, namely: violation of EU law, intention, economic gain,
and deception of customers.”’

How does this framework relate to EVOO? In its 2016 activity report, the Italian watchdog for the
agri-food sector reported roughly 7000 controls on olive oil, which resulted in 193 products being
seized (amounting to a value of over €1.150.000).>® With the EU fraud criteria in mind, the seizing

of such products can be the result of several types of infringements, including:

* Olive oil that is falsely classified and labelled as EVOO and/or organic,

* Olive oil with misleading 'designation of origin' labelling,

* More specifically, olive oil that falsely claims to have been produced in a single country
(i.e. 100% Italian or Spanish) and olive oil that was obtained by mixing oils produced
elsewhere (including outside the EU),

* Olive oil belonging to the lampante®” category,

* Olive oil that is mixed with other vegetable oils,

 And olive oil that is subject to irregular recordkeeping.*’

It is crucial to note, however, that even though most of the above infringements are intentional,
there can also be instances of unintentional adulteration within the EVOO sector. Mistakes in
recordkeeping and adulteration due to mishandling of the product or storage issues, for example,
can result in the commercialisation of lower-quality olive oil to consumers. In a number of cases,
the complexity of the supply chain and the gaps in current traceability systems make it extremely
difficult to assess intentionality. Thankfully, blockchain solutions aim to restore trust in a global
sense, regardless of whether adulteration is intentional or unintentional.

Aside from the importance of fraud in the EVOO sector, another crucial element to take into
account is the impact of consumer behaviour. Particularly for products exposed as being 'high risk'
for human health, fraud or adulteration, consumer attitudes and consumption patterns can directly

influence corporate marketing choices and quality standards. In addition to playing a crucial part

37 Ibid.

38 Rachel Rossi, "The EU olive and olive oil sector: Main features, challenges and prospects," European Parliamentary Research Service, 2017,
accessed 16 May 2019, http://www.europarl.europa.ecu/RegData/etudes/BRIE/2017/608690/EPRS BRI(2017)608690 EN.pdf.

39 The characteristics of lampante oil will be defined in section 3.2.

40 Ibid.
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in dictating demand, consumers' perceptions can have a tangible impact on the market. A clear
example of this pattern can be observed in Italy, where the use of palm oil in a number of daily
products has known a drastic decrease since 2016, due to negative consumer perceptions of the
health, environmental and social effects of palm oil, and a due to a nation-wide campaign to
counter the palm oil lobby and protect consumer rights.* What does this mean in the context of
this thesis? Put simply, I will rely on the assumption that a tool such as blockchain technology,
which aims to increase information transparency and empower consumers, could constitute a
particularly suitable solution for a sector that has been under scrutiny for several years, and where

consumers expect certain quality standards to be met.

2.2. Research methodology

When it comes to the specific methodology adopted in this thesis, I decided to focus on the
following questions as 'building blocks' to tackle the broader research question: what are the key
weaknesses within EVOO supply chains and current traceability systems? What are some crucial
issues that 'external' actors have identified or perceived in the EVOO sector? Which key concepts
should be examined when analysing blockchain solutions? What challenges and opportunities are
associated with the use of blockchain in similar contexts? And how should the potential success
of blockchain be assessed in the traceability field? By combining all of the above questions, I was
able to structure my research in a multifaceted yet cohesive way, examining the issue at hand from
a variety of perspectives.

The research methodology adopted for this paper, which is qualitative and theoretical in nature,
aims to produce a relatively comprehensive overview of the long-term opportunities and/or
drawbacks associated with the application of blockchain for EVOO traceability. Rather than
focusing on data collection, therefore, the paper investigates critical characteristics of the EVOO
sector, identifying common challenges and aiming to produce generalizable findings. Sections 3

and 4 of the paper, in this respect, aim to provide a theoretical and conceptual background for the

41 Dario Dongo and Roberto La Pira, "2016 anno dell’olio di palma: I’Italia diventa il primo paese palm free in Europa. Battuta la lobby
industriale. I silenzio delle istituzioni," Il Fatto Alimentare, 30 December 2016, accessed 5 Apr. 2019, https://ilfattoalimentare.it/olio-di-palma-

italia-2016-lobby.html.
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analysis, centred around the four essential dimensions of the research question: improved
traceability, EVOO, blockchain and sustainability.

Just as there are many types of EVOO supply chains, however, there can also be significant
variation amongst different blockchain tools and solutions. As a consequence, I decided to analyse
a specific blockchain solution through a case study, building on general challenges associated with
blockchain to propose a more tailored, sector-relevant approach. Different implementation models
and blockchain-based systems can present radically different issues, therefore it was crucial to
ensure that the case study in question would be sufficiently reflective of the wide array of
blockchain tools being currently tested in the sector. For the specific purpose of addressing my
research question, furthermore, the case study had to be flexible (in order to adapt to different
supply chains), comprehensive, and - at least partially - constructed for the EVOO sector. The
chosen solution also had to be EU-based, seeing as I was interested in examining the legal
implications of applying blockchain in the EU, where most of the growing, harvesting, processing
and packing of olives and EVOO takes place. Amongst the cases fitting the above criteria, the
Italian Dapp** 'Devoleum™ particularly stood out, due to its relevance for the EVOO sector, its
focus on sustainability, and its innovative use of complementary technologies and concepts such
as Artificial Intelligence (AI) and the Internet of Things (IoT).* The Devoleum Dapp, because it
has been created specifically for tracing EVOO, provides a particularly valuable opportunity to
visualise what a blockchain-enhanced traceability system could look like, while identifying
potential shortcomings that are unique to the sector. It has also been designed to work for different
types of supply chains, as opposed to being exclusively developed for a given organisation, and it
is partially compatible with existing systems rather than requiring a complete restructuring of the
traceability framework.

Nevertheless, I was especially careful in recognising that beyond its potential transparency-
enhancing role, Devoleum remains a commercial product and must therefore be examined with a
cautious and critical eye. Although most of the information specifically about the Dapp is only

available through Devoleum's website (and external articles about the project), these online sources

42 A Dapp being a 'decentralised application'.

43 Devoleum, "Supply Chain," 2019, accessed 12 Mar. 2019, https://www.devoleum.com/.

44 Namely, "the networking capability that allows information to be sent to and received from objects and devices (such as fixtures and kitchen
appliances) using the Internet"; Merriam Webster, "Internet of Things," 2019, accessed 12 May 2019, https://www.merriam-

webster.com/dictionary/Internet%200f%20Things.
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present all the key details about the type of blockchain solution envisaged, as well as an online
simulation tool demonstrating the Dapp's exact functionalities and characteristics. In this context,
the primary and secondary sources used for analysing the Devoleum case study may be listed as
follows: contents of the Devoleum website (including text, simulation tool, images and video
material), online press articles, presentations delivered by Devoleum founders at conferences, and
journal articles relating to the Dapp's technical features and potential weaknesses. While the scope
of primary sources was pre-defined due to the limited availability of online material about the
Dapp, the secondary sources (journal articles and press articles) were selected based on their
relevance for the Devoleum case, with the objective of complementing and/or contrasting the
proposed traceability solution. In addition to the above material, the analysis in Section 6 makes
use of supplementary sources such as EU law and policy documents, as well as academic journal
articles and data on consumer behaviour to further enrich and legitimise the conclusions drawn
from the case study.

Having presented the nature of the research material used, it is also essential to specify what kind
of criteria the assessment of blockchain solutions will be based on. As stated in the research
question, I am not only examining the 'pros' and 'cons' of blockchain technology, but rather I am
relying on the idea that successful tools should have the potential to offer long-term improvements
for all actors involved. As a consequence, the next section (3.1.) will detail the exact approach to
sustainability adopted for the analysis, and the criteria used to structure the assessment of

blockchain-based traceability solutions.

3. Theoretical background and key terms

3.1. Sustainability framework

As suggested above, the relative 'success' or 'failure’ associated with the use blockchain for
EVOO traceability will not merely be evaluated on the basis of a binary notion of 'positive' and
'negative' factors, but rather on a more holistic assessment. 'Sustainability' is a term that generally
entails long-term viability, however it can acquire different meanings depending on the context.

In common language, the term 'sustainable' can be associated with resilience, environmental
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protection, renewable resources, circular economies and durability. In the academic sphere,
however, the general consensus tends to be that the notion of 'sustainability' is most often tied to
the three pillars of 'sustainable development'- economic, social and environmental - commonly
associated with the UN definition®™ (and more recently to the UN Sustainable Development Goals
- SDGs). * When applied to supply chain management, sustainability can sound something like
this: "planning decisions that minimise costs, minimise environmental impact and maximise social
benefit, in a solution of compromise".*’ In a general sense, this approach to sustainability seems
to work for most supply chains, providing a basic set of considerations to work towards resilience
and long-term growth.

In a more concrete sense, however, the three pillars alone do not provide specific guidance to
assess the sustainability of a given system and, more importantly, they cannot be examined in
isolation. Due to certain factors such as the complexity of current supply chain systems and
increasing demand for more sustainable products and services, the pillars interact in a variety of
ways - both positive and negative - creating the potential for synergies and trade-offs.*® This is
particularly true of the EVOO supply chain, where producers' working conditions, environmental
factors,” product quality and economic gain are inextricably linked in a variety of ways. In
addition, improvements in all three pillars can have multi-level or even 'circular' consequences:
perceived 'sustainability' of a product or service has in itself become a competitive commercial
advantage in numerous sectors,” thus spurring further economic development (and perhaps
creating incentive for further progress in the other pillars).”' Evidently, it is extremely difficult to

establish a stark division between the pillars, which are inevitably interconnected, however this

45 United Nations (UN), " Resolution adopted by the General Assembly on 16 September 2005," UN General Assembly, 2005, accessed 27 Nov.
2018, http://www.un.org/en/development/desa/population/migration/generalassembly/docs/globalcompact/A_RES 60 _1.pdf.

46 A. Rajeev et al., "Evolution of sustainability in supply chain management: A literature review," Journal of Cleaner Production 162 (2017):
299-314.

47 Bruna Mota et al., "Towards supply chain sustainability: economic, environmental and social design and planning," Journal of Cleaner
Production 105 (2015): 16.

48 David R. Kanter et al., "Evaluating agricultural trade-offs in the age of sustainable development," Agricultural Systems 163 (2018): 73-88.
49 Michael Niaounakis and Constantinos P. Halvadakis, Olive processing waste management: literature review and patent survey (Elsevier,
2006).

50 Unilever, "Report shows a third of consumers prefer sustainable brands," Press releases, 5 January 2017, accessed 3 Jun. 2019,
https://www.unilever.com/news/press-releases/2017/report-shows-a-third-of-consumers-prefer-sustainable-brands.html.

51 Ximena Rueda, Rachael D. Garrett and Eric F. Lambin, "Corporate investments in supply chain sustainability: Selecting instruments in the

agri-food industry," Journal of cleaner production 142 (2017): 2480-2492.
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tripartite model remains valuable in producing a structured assessment of supply chain challenges
and opportunities.

In order to assess the long-term viability of a traceability solution for the EVOO supply chain,
therefore, the chosen approach will make use of the fundamental pillars of sustainable
development, while recognising the EVOO sector's idiosyncrasies and the interactions between
pillars. For this reason, this paper will also integrate an alternative interpretation of sustainability.
As suggested at various points in previous sections, a sustainable solution for EVOO supply chains
should arguably take stakeholder perspectives into account, responding to the needs of as many
relevant actors and entities as possible. Indeed, identifying the requirements, weaknesses and
expectations of key stakeholders is an essential component in understanding the transition towards
more sustainable business models, > and the EVOO sector is no exception. The sustainability goals
of a company are often centred around economic growth, however as argued by Alex and Don
Tapscott in their book on the 'Blockchain Revolution', "the economy works best when it works for
everyone".” In supply chain management, particularly, more and more experts recognise food
integrity as a significant challenge, which requires "a joint strategy and coordinated efforts
involving all stakeholders", as well as "a strengthening of the collaboration between industry and
governments".>* Based on these two complementary approaches to sustainability, the evaluation
of blockchain solutions (and specifically the Devoleum case study) will rely on a combination of

stakeholder perspectives and the sustainable development pillars (see Table 1.).

52 Thomas B. Long, Arnold Looijen and Vincent Blok, "Critical success factors for the transition to business models for sustainability in the food
and beverage industry in the Netherlands," Journal of cleaner production 175 (2018): 85.

53 Don Tapscott and Alex Tapscott, Blockchain Revolution: How the Technology Behind Bitcoin Is Changing Money, Business, and the World
(Penguin, 2016), 25.

54 Fien Minnens, Niels Lucas Luijckx and Wim Verbeke, "Food Supply Chain Stakeholders’ Perspectives on Sharing Information to Detect and
Prevent Food Integrity Issues," Foods 8 (2019): 225.
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Concretely, the analysis will be structured according to the following division:

Stakeholder type Key actors

Legislative and regulatory bodies, policy-makers, public
Public sector o
institutions (EU)

Farmers, processors, suppliers, certification bodies,

Supply chain packaging units, transport and logistics, distributors,
retailers™
General public Consumers

Table 1. Key actors for the creation of sustainable traceability systems in the EVOO sector, divided by

stakeholder type.

Though they do not directly appear in the above table, the three pillars of sustainable development
will be woven into all three stakeholder perspectives (through the appraisal of challenges for
transport, waste disposal, supply chain efficiency, profit and financial growth, marketing

considerations, consumer perceptions and local economies).

3.1.2. Coherence with the EU's objectives as a global actor

Inherent to the concept of sustainable development is the idea that if all three pillars are
accommodated, long-term durability is likely to 'naturally' ensue. Nonetheless, political,
environmental, economic and legal realities can drastically change over time, and a comprehensive
understanding of sustainability should arguably include a component of adaptability and resilience.
In this context, the EU's medium- and long-term objectives offer an interesting backdrop against
which to measure the coherence (and therefore potential longevity) of blockchain solutions.

Accordingly, the evaluation of blockchain's applicability for EVOO traceability will also be based

55 Ainia, "Report: Stakeholders and Activities in the Agri-Food Supply Chain," Dpto. de Transferencia de Tecnologia e Informacion, 2001,
accessed 21 Feb. 2019, http://www.tecnoali.com/files/emensa/D3/Report%20Ainia.pdf.
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on a broader theoretical assumption about the nature of the EU's 'actorness'. The EVOO sector is
heavily reliant on EU subsidy, seeing as it is a particularly volatile market (due to environmental
factors such as weather or parasites).’® Therefore, any changes to existing traceability systems are
more likely to be implemented if they are compatible with and actively contribute to the promotion
of EU objectives - both at the sectorial level and in a more global sense.

With this in mind, the thesis will assume that the EU aims to be a certain type of actor on the
international scene, separate from its individual Member States. In this sense, the thesis will not
only rely on the idea that the EU has 'actorness' (which can itself be called into question), but also
on the idea that its adoption of policies reflects objectives that are relevant to EVOO. What would
those objectives be? One of the Commission’s main priorities for the future is to make the EU a

“stronger global actor””’

. While the Commission focuses explicitly on areas which are only
indirectly related to EVOO traceability (such as trade and economic policy), there is certainly an
argument to be made for the fact that becoming a global leader in areas such as food policy,
agriculture, consumer protection, new technologies and public health also constitutes a key
objective for the EU. Many have argued, in this respect, that much of the EU’s ‘actorness’ lies in
its normative power. Most notably, Manners’ account of the EU as a normative power contends
that sustainable development is a key norm within the constitution and practices of the EU.
Therefore, it appears that the EU has strong incentive to invest in tools and measures that are going
to maintain leadership and a positive image in key related areas. This idea, furthermore, is
compatible with other conceptualisations of the EU's identity on the international scene, such as
Damro's account of the EU as a market power.” In this context, it could be argued that despite the
lack of trust and inherent flaws in the current system, the EU ‘environment’ is certainly a
favourable one when it comes to implementing policies and tools that will strengthen its overall

image on a global scale. From a trade perspective, furthermore, the EU has every reason to

reinforce the idea that European products are trustworthy and of a high quality standard.”” The

56 Rachel Rossi, "The EU olive and olive oil sector: Main features, challenges and prospects," European Parliamentary Research Service, 2017,
accessed 16 May 2019, http://www.europarl.europa.ecu/RegData/etudes/BRIE/2017/608690/EPRS _BRI(2017)608690 EN.pdf, 10.

57 European Commission, “A stronger global actor," The European Commission’s Priorities, 2019, accessed 7 June 2019,
https://ec.europa.eu/commission/index_en.

58 Ian Manners, “Normative power Europe: a contradiction in terms?,” JCMS: Journal of common market studies 2 (2002): 242.

59 Chad Damro, "Market power Europe," Journal of European Public Policy 19 (2012): 682-699.

60 Rachel Rossi, "The EU olive and olive oil sector: Main features, challenges and prospects," European Parliamentary Research Service, 2017,

accessed 16 May 2019, http://www.europarl.europa.eu/RegData/etudes/BRIE/2017/608690/EPRS BRI(2017)608690 EN.pdf.
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specificities of EVOO standards, which will be presented in the following section, will offer a
more in-depth perspective on the characteristics of the product, showing why it is particularly

difficult to guarantee high quality standards in the sector.

3.2. Definition of EVOO

Building on the theoretical considerations presented above, this section aims to provide a
brief overview of the characteristics of EVOO, and of what sets it apart from other olive oil
varieties. EVOO is only one of the many types of olive oil available on the market, which means
it has its own set of attributes and weaknesses. According to EU and international standards, the
required quality of olive oil obviously varies significantly, depending on whether the oil is being
sold as an individual 'ingredient' or used in other products (including food and cosmetics). Based
on definitions by the International Olive Council and the European Commission, the different

types of olive oil may be described as follows:®!

Virgin Olive Oils

Oils that are obtained from the fruit of the olive tree solely by mechanical or other physical
means "under conditions that do not lead to alterations in the oil", and "which have not
undergone any treatment other than washing, decantation, centrifugation or filtration"® are
considered 'virgin'. EVOO is the highest quality of virgin olive oil available, and what
distinguishes it from other virgin oils is its maximum free acidity, expressed as oleic acid, of 0,8g
per 100g (EVOO requirements have become more stringent in recent years, with the maximum
free acidity being previously of 1,0g).” For Virgin Olive Oil (VOO), the general characteristics

are identical, except the maximum free acidity is of 2,0g per 100g. When it comes to differentiating

VOO from EVOO, the terms describing the organoleptic® characteristics referring to taste and/or

61 European Commission Directorate-General for Agriculture, "The olive oil sector in the European Union," 2002, accessed 17 March 2019,
https://ec.europa.eu/agriculture/publi/fact/oliveoil/2003_en.pdf; International Olive Council, "Designations and definitions of olive oils," The
Olive World, 2019, accessed 3 Jan. 2019, http://www.internationaloliveoil.org/web/aa-ingles/oliveWorld/aceite.html.

62 International Olive Council, "Designations and definitions of olive oils," The Olive World, 2019, accessed 3 Jan. 2019,
http://www.internationaloliveoil.org/web/aa-ingles/oliveWorld/aceite.html.

63 European Commission, "Olive oil regime: Commission proposes two-year prolongation and a new quality strategy," Press release Database,
21 December 2000, accessed 9 May 2019, http://europa.cu/rapid/press-release IP-00-1536_en.htm.

64 Involving the use of sense organs.
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smell of extra virgin and virgin olive oils have been defined by the International Olive Council
(I0C) in its revised method for the organoleptic assessment of virgin olive oils.”” This method
currently constitutes the basis for assessing whether olive oil can be classified as EVOO in the
EU.% The third type of virgin olive oil, 'lampante' olive oil, has a free acidity of more than 3.3
grams per 100 grams and is intended for refining or 'technical' use. As such, lampante oil generally

comes from bad fruit or careless processing and is not fit for human consumption by itself.

Other types of olive oil

Aside from virgin oils, additional olive oil products can be obtained by refining virgin oils, as well
as so-called 'olive pomace' oil (extracted from olive pulp after the first press with the help of
solvents or other physical treatments).”” Depending on the case, oils that undergo refining can also
be mixed in with VOO or EVOO in varying proportions (see Fig.2.). With EVOO having a much
higher monetary value than the other three types of olive oil ('virgin', 'standard' and 'olive pomace'),
it is easy to see why a number of fraud cases show that poorer-quality olive oil is being mixed

with, or even mislabelled as 'EVOOQO'.

65 International Olive Council, "Method for the organoleptic assessment of olive oil," 2018, accessed 12 Jan. 2019,
http://www.internationaloliveoil.org/documents/viewfile/3685-orga6.

66 European Commission, "Commission Implementing Regulation (EU) No 29/2012 of 13 January 2012 on marketing standards for olive oil,"
/Eur-lex, 2012, accessed 30 Jan. 2019, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012R0029& from=EN.

67 International Olive Council, "Designations and definitions of olive oils," The Olive World, 2019, accessed 3 Jan. 2019,

http://www.internationaloliveoil.org/web/aa-ingles/oliveWorld/aceite.html.
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Fig. 2. Production process and classification of different types of olive 0il®®

It is important to note that in the context of this paper, when using the term EVOO I am strictly
referring to EVOO sold as an individual product, not to EVOO used in processed products (or used

68 Diagram by the author, adapted from Asoliva, "Grades of Oil," 2019, accessed 26 Jun. 2019, http://www.asoliva.com/en/rating.
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as an ingredient in cosmetic products for instance). In addition, I will not be explicitly discussing
EVOO used to 'enrich' refined oil, although in theory traceability solutions could - and should -
cover all uses of EVOO. While the definition and characteristics of EVOO are relatively
unequivocal, the same cannot be said of most other key terms that are essential for understanding
the challenges of the food traceability sector. The following section, consequently, will focus on

these more ambiguous concepts.

3.3. Key terms

The choice of key terms in this subsection can be approached in two complementary ways;
namely: what are the concepts underlying current issues in the EVOO/traceability sector, and what
would the key objectives of implementing blockchain be? In this sense, the key terms can be used
to understand the theoretical context of the research, as well as the nature of the changes and
improvements that blockchain aims to bring about. In order to provide a solid theoretical
background to address both perspectives, this section will examine the concepts of traceability,
transparency, and accountability. Though trust (or lack thereof) is also an absolutely crucial driver
in the improvement of traceability systems, as well as being an inherent conceptual component of
blockchain,” defining this term would likely require the scope of an entire research paper by itself.
Whether approaching the concept in terms of interorganisational trust,”’ consumer trust,
interpersonal trust, or any combination of the above, the research avenues that are relevant to food
traceability are too broad to be covered in a single subsection. Through the examination of other
key terms, nonetheless, the concept of trust - which is inextricably linked to the other three
concepts and is one of the key priorities for blockchain implementation - will be woven into the

analysis.

69 See section 4.1.
70 Akbar Zaheer, Bill McEvily and Vincenzo Perrone, "Does trust matter? Exploring the effects of interorganizational and interpersonal trust on

performance," Organization science 9 (1998): 141-159.
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The European food traceability system has been mandatory everywhere in the EU since
January 1st, 2005 and has since become a significant factor of competitiveness in the agri-food
sector.”' The EU General Food Law, however, does not indicate any specific method or technique
that food operators are required to follow.”> Beyond the EU definition proposed in the Introduction,
therefore, the concept of 'traceability' can be interpreted and implemented in a variety of ways,
even within the EU's relatively stringent framework.

As emphasised by the International Organisation for Standardisation (ISO), traceability systems
are not 'one-size-fits-all'. To achieve defined objectives in a management structure, the choice of
traceability system should be influenced by regulations, product characteristics and customer

expectations.” As a consequence, the implementation of an optimal system should depend on:

» "Technical limits inherent to the organisation and products (i.e. nature of the raw materials,
size of the lots, collection and transport procedures, processing and packaging methods)"

« "The cost benefits of applying such a system."”*

Building on such considerations, numerous authors have proposed frameworks for assessing and
defining successful traceability systems. McEntire et al. argue that traceability can be assessed
with the help of four overarching concepts, namely breadth, depth, precision and access. The
authors define the four dimensions in the following terms: 'breadth' is the amount of information
recorded by the traceability system; 'depth' is how far 'upstream' or 'downstream' in the supply
chain the system can track products or components; 'precision’ is the degree of assurance with
which the traceability system can pinpoint the movement or characteristics of a particular product;
and 'access' is the speed with which information can be communicated to members of the supply

chain, and the speed with which requested information can be disseminated to public health

71 Georges Giraud and Rafia Halawany, "Consumers' perception of food traceability in Europe," (paper presented at the 98th Seminar of the
European Association of Agricultural Economists (EAAE), "Marketing Dynamics within the Global Trading System: New Perspectives," Chania,
Crete, Greece, 29 June - 2 July 2006).

72 Fabrizio Dabbene, Paolo Gay and Cristina Tortia, "Traceability issues in food supply chain management: A review, " Biosystems

engineering 120 (2014): 65-80.

73 International Organisation for Standardisation (ISO), "Traceability in the feed and food chain - General principles and basic requirements for
system design and implementation," 1ISO220005:2007, 2007, accessed 23 Jun. 2019, https://www.iso.org/obp/ui/#iso:std:is0:22005:ed-1:v1:en.
74 Ibid.
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officials during a food crisis.” In this context, 'traceability' means the ability to satisfy all four
conditions to a high degree, however different actors along the supply chain may have different
perceptions and standards regarding these conditions (for example in assessing the nature and
quality of information required).

Another illuminating overview, presented by Ringsberg, focuses instead on supply chain risk
management (SCRM) and offers an analysis of the main approaches to food traceability in
academic literature, which can be grouped according to four SCRM perspectives: logistics
management, information management, production management and quality management.”® For
each of these dimensions, the definition and requirements of a 'good' traceability system tend to
vary, underlining once more the context-sensitive and ambiguous nature of the term. This is why
it is particularly valuable to assess blockchain-based traceability systems from a variety of
perspectives, to limit bias and avoid a unilateral analysis. A preliminary remark in relation with
those perspectives is that blockchain aims to address and improve most - if not all - of the
dimensions cited in the literature, but whether it can do so in practice certainly remains to be seen.”’
The study of traceability, however, is not limited to traceability systems. Although this dimension
happens to be crucial for the present paper (insofar as the research is focused on the improvement
of current systems), it is also essential to mention the importance of consumer perceptions of
traceability. For a great number of consumers, traceability does not automatically indicate food
safety or quality; it is a good tool to assure or improve both elements, however it is perceived as
having limited value by itself.” This is particularly true in the olive oil sector, where a bottle of
EVOO may be fully 'traceable' according to current systems, and yet adulterated. In the absence

of quality verification, traceability may increase transparency but it does not necessarily guarantee

75 Jennifer C. McEntire et al., "Traceability (product tracing) in food systems: an IFT report submitted to the FDA, volume 1: technical aspects
and recommendations," Comprehensive Reviews in Food Science and Food Safety 9 (2010):100.

76 Henrik Ringsberg, "Perspectives on food traceability: a systematic literature review," Supply Chain Management: An International Journal 19
(2014): 558-576.

77 Challenges with blockchain implemenation will be further discussed in sections 4 and 6.

78 George M. Chryssochoidis, Olga C. Kehagia and Polymeros E. Chrysochou, "Traceability: European consumers' perceptions regarding its
definition, expectations and differences by product types and importance of label schemes," (paper presented at the 98th Seminar of the European
Association of Agricultural Economists (EAAE), "Marketing Dynamics within the Global Trading System: New Perspectives," Chania, Crete,
Greece, 29 June - 2 July 2006).
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a better and more trustworthy product. Therefore, combining traceability with quality assurances

has the potential to "deliver more value".”

Following from the point raised above, a crucial component of food traceability is the
concept of transparency. In a general sense, the term 'transparency' may be described as "free from
pretence or deceit",” however in a business context it is commonly understood as "the full,
accurate, and timely disclosure of information",*" and as being characterised by "visibility or
accessibility of information", especially concerning industry practices.*> Based on those
definitions, the term is often associated with a strong normative or ethical connotation, being used
as a counterweight to opaque decision-making processes and murky business practices.

When examining the term from the specific perspective of information transparency, however, this
normative dimension starts to become less and less apparent. From a theoretical perspective, the
analysis will rely heavily on a framework proposed by Turilli and Floridi,** according to which
information transparency is not an ethical principle in itself (seeing as it can be ethically neutral),
however it can easily be conceptualised an ethically 'enabling' or 'impairing' factor.** In contrast,
other concepts such as 'accountability', 'safety' and 'informed consent' are defined as ethical
principles that are dependent on transparency. From the perspective of individuals or groups that
gain access to information (in this case consumers, employees or regulatory bodies), transparency
depends on factors such as information availability, conditions of accessibility, and how the
information may support decision-making processes. Information providers such as companies or
organisations, on the other hand, determine the above factors by curating the information that could
or should be disclosed, based on relevant legislation.”” In the process of exploring the

consequences of such theoretical assumptions for EVOO traceability, it will be crucial to consider

79 Jill E. Hobbs et al., "Traceability in the Canadian red meat sector: do consumers care?," Canadian Journal of Agricultural Economics/Revue
canadienne d'agroeconomie 53 (2005): 47-65.

80 Merriam Webster, "Transparent," 2019, accessed 20 May 2019, https://www.merriam-webster.com/dictionary/transparent.

81 Farlex Financial Dictionary, "Transparency," 2019, accessed 20 May 2019, https://financial-dictionary.thefreedictionary.com/Transparency.
82 Experts Exchange, "Transparency in business: Why it matters," blog on the Experts Exchange website, 27 June 2012, accessed 2 February
2019, https://blog.experts-exchange.com/ee-blog/transparency-in-business-why-it-matters/

83 Matteo Turilli and Luciano Floridi. "The ethics of information transparency." Ethics and Information Technology 11.2 (2009): 105-112.

84 Ibid.: 107.

85 Ibid.: 106.
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the following questions: is transparency inherently good? What are the ethical implications and
potential risks of full transparency? Who does it benefit and who does it penalise?

In the context of improving traceability systems, it is crucial to ensure that information
transparency is endorsed in a way that maximises its ethically enabling characteristics. According
to Turilli and Floridi, this can be achieved by evaluating the potential ethical consequences of the
disclosed information on a case-by-case basis. The information, in addition, should be
'meaningful', 'accurate', 'intelligible’, 'accessible' and 'useful'. When relating this framework back
to EVOO fraud, it seems reasonable to argue that there is nothing inherently problematic about
olive oil that is not Extra Virgin, or that is blended with oils from different origins, if and only if
relevant stakeholders are made aware of all the critical information concerning the product. A
transparent supply chain may not directly prevent fraud, however it can make it a lot easier to
identify potential transgressors when something goes wrong.

Ideally, in addition, transparency should not only cover the semantic content and thoroughness of
information, but it should also the details of how such information has been produced.*® This is
because a piece of information may have different value depending on the method and process
used to produce it (this issue will be further examined in sections 5 and 6 when discussing human
error and Al in future traceability systems). Naturally, transparency is not always straightforwardly
positive for all parties involved, and its ethically 'impairing' nature can certainly present significant
challenges for the EVOO sector. In a general sense, it can provide consumers with information
that facilitates boycotting (although consumers should arguably be entitled to a choice about what
kind of food they want to purchase, regardless of their motivations), but from a more strictly legal
point of view it can also pose serious security and privacy issues through the disclosure of sensitive

information.

Where does accountability stand in relation to transparency and traceability, and how can
it be related back to Blockchain? As mentioned above, 'accountability' is a term that has strong

ethical implications.®” As such, it is often associated with the idea of taking responsibility for one's

86 Ibid. : 109.
87 Ibid.
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actions or being 'answerable' and 'liable'.*® Why is this concept particularly relevant to EVOO
traceability? Undoubtedly, accountability is an essential requirement for ethical business practices,
however it is also one of the most central issues for understanding EVOO fraud. According to an
EU official, the profits in olive oil fraud are comparable to cocaine trafficking, but with none of
the associated risks.*” The complexity of current EVOO supply chains and the flaws in record-
keeping create 'blind spots' and information gaps that inevitably hinder accountability. In parallel,
unfortunately, businesses and institutions often overlook the connection between records
management and the prevention of corruption and fraud.”” Records are an indispensable
component in organisational accountability, both internally and externally (for regulators,
consumers, and legal entities).”’ This means that creating the conditions for increased
accountability should be one of the top priorities in improving traceability systems and combating
fraud. Therefore, the analysis in this paper will not only rely on the notion, underlined by Mallin,
that information transparency is necessary for meaningful accountability, but it will also stress the
importance of high record-keeping standards.”

Having fleshed out some of the key concepts and theoretical assumptions necessary for framing
the case study and analysis, the next section will provide a detailed account of the technical

characteristics of blockchain and the main principles underlying the technology.

88 Merriam Webster, "Accountable," 2019, accessed 30 Mar. 2019, https://www.merriam-webster.com/dictionary/accountable.

89 Alex Renton, "Extra Virginity: The Sublime and Scandalous World of Olive Oil by Tom Mueller - Review," The Guardian, 13 January 2012,
accessed 3 Jul. 2019, https://www.theguardian.com/books/2012/jan/13/extra-virginity-tom-mueller-review.

90 Marlize Palmer, "Records management and accountability versus corruption, fraud and maladministration," Records Management Journal 10
(2000): 61-72.

91 Australian Council of Archives, "Corporate memory in the electronic age: Statement of a common position on electronic recordkeeping,"
1996, accessed 22 Jul. 2019, http://www.nla.gov.au/dna/tf2001/padi/policy/html.

92 Chris Mallin, "The relationship between corporate governance, transparency and financial disclosure," Corporate Governance: An
International Review 10 (2002): 253-255.

93 Marlize Palmer, "Records management and accountability versus corruption, fraud and maladministration," Records Management Journal 10

(2000): 61-72.
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4. Blockchain explained: brief overview, technological issues and

current applications

4.1. What 1s Blockchain?

When it comes to understanding the nature and functioning of blockchain, one could

certainly argue that there is no particular need to go into detail about the complex technical features
behind the technology. Similarly to how we use computers and yet only have a basic understanding
of how they function and are made, perhaps we do not need to know exactly how blockchain works
to examine its applications. This approach is not altogether unreasonable, and certainly this thesis
does not aim to delve deep into how blocks in the chain are encoded for instance. However, in the
context of assessing blockchain’s application for food traceability, it seems particularly important
to take relevant technical elements into consideration, especially as benefits and limitations can
differ widely depending on the type of blockchain adopted, the scale it is used at, and the specific
characteristics of a given sector. The assumption here is that if we aim to formulate a
comprehensive, long-term analysis, we cannot simply rely on a vague notion of what blockchain
can do.
In basic terms, a blockchain is a distributed database of records, a public ledger "of all transactions
or digital events that have been executed and shared among participating parties".”* As such, it
enables data to be shared without a central administrator. What does this mean concretely? An
interesting way of thinking about how blockchain works is to look at online tools that many EU
citizens already use daily. A great analogy in this context is the use of digital tools such as 'Google
Docs' or 'Google Sheets', where all parties have access to the same document simultaneously, and
are able to update the document in a way which is immediately accessible and visible to all other
parties. Here, we have a distributed document, in the case of blockchain we have a distributed
ledger (that is, a book of accounts).”

In this sense, blockchain offers something valuable and unique, which is virtually impossible to

94 Michael Crosby et al., “Blockchain technology: Beyond bitcoin,” Applied Innovation Review 2 (2016): 6-10.
95 Ameer Rosic, “What is Blockchain Technology? A Step-by-Step Guide For Beginners,” Blockgeeks, 1 March 2019, accessed 7 March 2019,

https://blockgeeks.com/guides/what-is-blockchain-technology/.
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obtain with existing systems: 'disintermediation'.”® What is it and why is it relevant? Even when

considering a digital database, it is important to remember that it is still a tangible entity. When
the contents of a database are stored by a particular computer system which is owned by a third
party (such as a bank or government), the centralised data is vulnerable and can easily be
corrupted.”” Blockchain databases, in contrast, are not stored in any single location. This means
that blockchain databases are not vulnerable to hacking or corruption in the same way as
centralised databases. Hosted by millions of computers simultaneously, information on the
blockchain is accessible to the public, which means that it is virtually impossible for potential
attackers to corrupt the database with false information, as they would have to own a majority of
the computational power of the entire network (51% minimum).” In order to verify transactions,
consensus within the network is achieved through a variety of 'voting' mechanisms, the most
common mechanism requiring certain computers (commonly referred to as 'miners'), to solve a
computationally intensive mathematical problem, while other computers confirm that the 'solution’
does not correspond to a previous transaction.”” This mechanism, referred to as "Proof of Work'
(PoW), is crucial to ensure the validity of transactions. Based on the aforementioned
characteristics, the blockchain network gets its name from groups of data, referred to as 'blocks',
which are written onto the end of a 'chain’ that is composed of previous blocks describing all earlier
transactions. Earlier transactions, crucially, cannot be altered or deleted. With blockchain,
therefore, information is not only decentralised, but it is also transparent, indelible and immutable:
individuals or organisations do not need to trust each other to engage in a transaction, they simply

need to trust the code.'®

The most well-known application of blockchain technology is undeniably the

96 That is, the removal of intermediaries.

97 Gill Gursahib et al., “Advantages & Disadvantages of Blockchain Technology,” Blockchain Technology, 21 Nov. 2016, accessed 6 Nov. 2018,
https://blockchaintechnologycom.wordpress.com/2016/11/21/advantages-disadvantages/.

98 Ibid.

99 Juan F. Galvez, Juan C. Mejuto and Jesus Simal-Gandara, "Future challenges on the use of blockchain for food traceability analysis," Trends
in Analytical Chemistry 107 (2018): 222-232.

100 Jason Leibowitz, "Blockchain's Big Innovation is Trust, Not Money," Coindesk, 21 May 2016, accessed 26 Jun. 2019,

https://www.coindesk.com/blockchain-innovation-trust-money.
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cryptocurrency 'Bitcoin', which was invented in 2008. One valuable point to note is that since the

Bitcoin blockchain was first created and implemented, it has operated without significant

%" To this day, any issues associated with Bitcoin can be traced back to hacking (due

102

disruption.
to re-centralisation of data) or mismanagement. ~ Namely, these issues are merely the result of
bad intentions or human error, rather than flawed underlying concepts. The model is so successful,
in fact, that an estimated 1900 cryptocurrencies have emerged and are currently being used around
the world.'”® When using such cryptocurrencies, the transfer of funds takes place via the internet,
without the need for an intermediary or institution (such as Visa or Paypal for instance) to process

the transaction (see Fig. 3.).

HOW THE BITCOIN BLOCKCHAIN

WORKS:
4. All the parties in the network

approve the transaction is valid
1. A wants to send money to B

-

2. The transaction is represented 1 8

online as a ‘block’

transactions
3. The block is broadcast to ev- Y
ery party in the network V4

6. The money moves from Ato B

5. The block can then be added to
the chain, which provides an in-
‘ delible and transparent record of

4

Fig. 3. Functioning of the Bitcoin blockchain."

101 Ameer Rosic, “What is Blockchain Technology? A Step-by-Step Guide For Beginners,” Blockgeeks, 1 March 2019, accessed 7 March 2019,
https://blockgeeks.com/guides/what-is-blockchain-technology/.

102 Medium, "Vantum Network - Makes Cryptocurrency Easy to Implement," 7 August 2018, accessed 3 Jul. 2019,
https://medium.com/@jonsen484848/vantum-network-makes-cryptocurrency-easy-to-implement-740414514565.

103 Fran Casino, Thomas K. Dasaklis and Constantinos Patsakis, "A systematic literature review of blockchain-based applications: current status,
classification and open issues," Telematics and Informatics 26 (2019): 56.

104 Diagram by the author, adapted from World Economic Forum, "how a blockchain works," 2018, accessed 3 Jan. 2019,
https://assets.weforum.org/editor/ DRLsawgrOCG30OwH3VP409VuR4HMAsBeRGFZSo_7RPk .png
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Applications of blockchain, however, already reach far beyond cryptocurrencies. There are
currently countless pilot studies and projects contributing to the adaptation of this technology to
the sharing economy (for instance Uber and Airbnb), crowdfunding, protection of intellectual

105 11y addition to this broad

property, land title registration, stock trading, and many more sectors.
variety of applications, blockchain solutions using smart contracts for supply chain auditing
present significant potential for the food sector, allowing European consumers to access
increasingly transparent and direct information about what they buy and consume every day. Smart
contracts are automated, self-enforcing digital contracts that rely on tamper-proof consensus.'”
These computer protocols can be used to exchange anything of value in a transparent way, while

removing the need for a middleman.'"’

As will be further explored in sections 5 and 6, smart
contracts are particularly interesting for the EVOO sector because they do not only define the rules
and penalties associated with an agreement, but they also automatically enforce those

obligations,'”® thus removing a certain portion of human error from the equation.

It is also crucial, particularly in this context, to establish a difference between the three
main types of blockchains, namely public, private and consortium blockchains. In a general sense,
numerous scholars have argued that the optimal qualities of any record-keeping system are
correctness, decentralisation, and cost efficiency; however no ledger can satisfy all three

dimensions at the same time.'"”

In order to identify the most suitable blockchain solution for a
given system, therefore, it is important to consider the different advantages and constraints of the
three types of blockchains (see Table 2. for an overview). Public blockchains (such as the one used
for Bitcoin), offer maximum transparency yet have slow transaction times and extremely high
running costs (especially in terms of energy). Private blockchains, on the other hand, remove the

decentralised element and therefore are much easier to corrupt and resemble 'traditional' databases.

105 Ameer Rosic, “What is Blockchain Technology? A Step-by-Step Guide For Beginners,” Blockgeeks, 1 March 2019, accessed 7 March 2019,
https://blockgeeks.com/guides/what-is-blockchain-technology/.

106 Lin William Cong and Zhiguo He, "Blockchain disruption and smart contracts," The Review of Financial Studies 32 (2019): 1754-1797.

107 Ameer Rosic, "Smart Contracts: The Blockchain Technology That Will Replace Lawyers," 2016, accessed 3 May 2019,
https://blockgeeks.com/guides/smart-contracts/.

108 Nick Szabo, "The idea of smart contracts," Nick Szabo’s Papers and Concise Tutorials 6 (1997).

109 Joseph Abadi and Markus Brunnermeier, "Blockchain economics," National Bureau of Economic Research, 2018, accessed 2 Jul. 2019,

https://scholar.princeton.edu/sites/default/files/markus/files/blockchain_paper v6j.pdf.
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Consortium blockchains, in contrast with the other two, are partly private and provide a hybrid
between public blockchains and private blockchains, with "many of the same benefits affiliated

with private blockchain - efficiency and transaction privacy, for example - without consolidating

nll0

power with only one company." " In a consortium blockchain, consensus is controlled by a pre-

"!"and the permission to read the blockchain may either be public or

established set of nodes,
restricted to members of the consortium. In this sense, the most interesting types of blockchain for
EVOO traceability would arguably be the public and consortium blockchains (as will be further

demonstrated by the case study in section 5).

Property Public Private Consortium
Consensus - All miners - Centralised organisation - Selected set of nodes
) - Can be public or - Can be public or
Read Permission - Public
restricted restricted
- Anonymous - Identified users - Identified users
Identity Anonymity
- Potentially Malicious - Trusted - Trusted
Protocol Efficiency & - Low efficiency - High efficiency - High efficiency
Consumption - High energy - Low energy - Low energy
- Risk of collusion
Corruption - Almost impossible i - Risk of collusion attacks
attacks
Ownership & - Public - Centralised - Semi-Centralised
Management - Permissionless - Permissioned whitelist - Permissioned nodes

Transaction Approval
Ti - Order of minutes - Order of milliseconds - Order of milliseconds
ime

Table 2. Elements of comparison between public, private and consortium blockchains."”

110 Collin Thompson, "The difference between a Private Public Consortium Blockchain," Blockchain Daily News, 2018, accessed 20 Nov. 2018,
https://www.blockchaindailynews.com/The-difference-between-a-Private-Public-Consortium-

111 In the network system, every participant using a computer to access the network is called a node. Yunsen Wang and Alexander Kogan,
"Designing confidentiality-preserving Blockchain-based transaction processing systems," International Journal of Accounting Information
Systems 30 (2018): 2.

112 A type of attack "in which a node intentionally has a secret agreement with an adversary, or is compromised by an adversary".
Zakirul Alam Bhuiyan and Jie Wu, "Collusion attack detection in networked systems," (paper presented at the 14th International Conference on
Dependable, Autonomic and Secure Computing, Auckland, New Zealand, 8-12 August 2016), 286.

113 Table adapted from Fran Casino, Thomas K. Dasaklis and Constantinos Patsakis, "A systematic literature review of blockchain-based
applications: current status, classification and open issues," Telematics and Informatics 26 (2019): 56; and Zibin Zheng et al., "Blockchain

challenges and opportunities: A survey," International Journal of Web and Grid Services 14 (2018): 352-375.
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Crucially, however, using a decentralised ledger such as blockchain for traceability does not
guarantee the accuracy of information being added to the database. This is particularly true in the
food traceability sector, where a blockchain will only be as strong as the data being entered by
various actors along the supply chain. This issue, commonly referred to as 'garbage in, garbage
out',''* underlines the fundamental fact that even though the code can be trusted and even though
the indelibility of the records increases accountability, it would in theory be possible for a supplier
or processor to input false information. This issue will, however, be further developed in the
Analysis section.

Another, broader issue with blockchain is that, while its chief characteristic is that it is
decentralised, recent publications have underlined that the development of Distributed Ledger
Technology (DLT) remains - ironically - extremely centralised. This is because, despite
ideological commitments to "decentralise social processes through technology", software
developers and blockchain governance mechanisms remain relatively 'concentrated' in nature.'"
Though the debate on DLT development and centralisation opens up fascinating avenues for
research, this is a topic that is outside of the scope of this thesis. To maintain a more practical
focus, therefore, the following section will present a concrete application of blockchain for food

traceability, serving as a basis for the analysis of the EVOO case study.

4.2. Blockchain and traceability: “From Shore to Plate: Tracking Tuna on the
Blockchain™'"®

It can be difficult to visualise what a blockchain solution would look like in practice, and
what kinds of unexpected issues it would present 'in the field'. Instead of offering a blockchain
blueprint or implementation model based purely on conjecture, the pilot "From Shore to Plate:
Tracking Tuna on the Blockchain" offers the unique opportunity to examine a blockchain project

that was build on a tailored approach and refined through trial and error. In relation to this paper's

114 Henri Arslanian and Fabrice Fischer, "Blockchain As an Enabling Technology," in The Future of Finance (Palgrave Macmillan, 2019), 254.
115 Balazs Bod6 and Alexandra Giannopoulou, "The Logics of Technology Decentralization -The Case of Distributed Ledger Technologies," In
M. Ragnedda, & G. Destefanis (Eds.), Blockchain and Web 3.0: Social, Economic, and Technological Challenges (Routledge, Forthcoming).
116 Provenance UK, “From shore to plate: Tracking tuna on the blockchain,” Provenance, 15 July 2016, accessed 7 Apr. 2019,

https://www.provenance.org/tracking-tuna-on-the-blockchain.
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research question, furthermore, the pilot presents many parallels with the EVOO sector, which will
be elaborated on as the section progresses.

The above project was a 6-month long pilot conducted in Indonesia by Provenance UK, a platform
that empowers brands to move towards greater transparency through blockchain. Here, blockchain
technology was used to track fish caught by fishermen with established social sustainability

117

claims.” " The organisation’s aim was to work on a solution to track products and information

securely, in a highly reliable yet easily approachable format without the need for an intermediary
or "centralised data management system".''® How did the pilot unfold in practice? Firstly, most of
the companies approached by Provenance during the research stage still held "physical' records to
account for products entering and leaving the factories, with minimal digitalisation - in the form
of Excel reports - for government purposes (similarly, farmers in the EVOO sector often keep
exclusively non-digital records).'"” This was of course a significant challenge for the application
of blockchain, but Provenance approached this issue in an interesting and context-sensitive
manner. Rather than duplicate work done by existing systems, they decided to build on pre-existing
work and use the pilot to demonstrate blockchain's potential for improving data interoperability'*’
between drastically different stakeholders and systems. Instead of creating an entirely new
structure, therefore, Provenance elaborated a system for incorporating blockchain into pre-existing
structures and worked with experienced actors throughout the supply chain to find optimal
solutions. One significant element, in this respect, is that every fisherman, supplier and factory
worker encountered by Provenance had a mobile phone. Despite the 3G and Wi-Fi connection
being only partially reliable in some of the towns and villages, local network coverage was more
than sufficient to allow the fishermen to send a simple SMS message to register their catch in real-
time, in order to issue a new asset on the blockchain. Each and every one of these assets was
associated with a permanent and unique ID, which could then be transferred throughout the
different stages of the supply chain (see Fig. 4.). From the very moment the fish was caught,

therefore, it was possible to identify where it was from and who had caught it (in sections 5 and 6,

similar solutions for the EVOO sector will be explored).

117 Ibid.

118 Ibid.

119 Roberta Salomone et al., "Life cycle assessment in the olive oil sector," in Life Cycle Assessment in the Agri-food Sector (Springer, 2015),
57-121.

120 Namely, the ability of computer systems or software to to exchange and use information.
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In this context, however, the product information was not sufficient, seeing as social sustainability

claims also had to be verified for each catch. In order to address this issue, social and

environmental conditions for each fisherman were verified through the work of dependable local

NGOs. The audit systems of the various organisations provided a trustworthy basis for validating

expected standards (see Fig. 4.). Once again, this can be related back to the EVOO case through

the relevance of third party certification, which is often used to substantiate claims about the

authenticity, production standards or geographical origin of the oil.'*!
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Fig. 4. Creation of assets by local NGOs, with certification ‘flowing’ down the supply chain."

121 Roberta Salomone et al., "Life cycle assessment in the olive oil sector," in Life Cycle Assessment in the Agri-food Sector (Springer, 2015),

57-121.

122 Diagram by the author, adapted from Provenance UK, “From shore to plate: Tracking tuna on the blockchain,” Provenance, 15 July 2016,

accessed 7 Apr. 2019, https://www.provenance.org/tracking-tuna-on-the-blockchain.
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Once the information was on the blockchain, however, it was crucial to make it accessible to
consumers. For this purpose, Provenance developed a mobile application designed to function
through a smartphone interface (by scanning a QR code or RFID tag for instance). In order to
ensure maximum transparency and make all of the information available to consumers, the
application linked the identity of fishermen, location of catch, product attributes, NGO
certifications and audit information with a unique ID. With the data being incorruptible,
decentralised, and globally accessible thanks to blockchain, the authenticity of information and
accountability of various actors throughout the chain was guaranteed. When it came to the
processing of raw materials, moreover, Provenance guaranteed that the assets of individual
products on the blockchain were updated accordingly as the product moved through the chain. In
the EVOO context, this shows that blockchain could potentially be used for both the individual
product and processed foodstuffs (and by extension in restaurants or canteens for instance).

From the results of this pilot, Provenance was able to conclude that blockchain can offer a
compelling paradigm shift, which appears necessary to address the issue of food traceability in the

increasingly complex international food supply network. In the organisation’s own words:

"Blockchain won’t solve traceability alone and indeed much of [the] pilot was spent
looking at how information could even be digitised, let alone shared or secured. However,
it does provide an ideal base layer upon which [...] robust traceability systems can be built

[...] without ownership by the biggest or richest actor."'*

Building on the theoretical, technical and practical and issues explored over the course of sections
2, 3 and 4, the following section will propose an overview of the case study that the analysis and

final assessment will be based on.

123 Provenance UK, “From shore to plate: Tracking tuna on the blockchain,” Provenance, 15 July 2016, accessed 7 Apr. 2019,
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5. Devoleum: A case study

The theoretical background provided in previous sections has laid out some of the main
considerations relevant to the EVOO sector, however the specific vulnerabilities of the current
system remain to be discussed. Now that the concepts and principles underlying a potential
blockchain solution have been presented, therefore, the realities of the supply chain will be further
examined. This will allow for a multifaceted account of gaps and challenges within the sector,

which the analysis will subsequently address in further detail.

5.1. Status quo and challenges in the EVOO supply chain

Olive oil has been produced in the Mediterranean basin for about three millennia,
characterising the landscape, economy and diet of numerous European countries throughout
countless historical events and socio-economic changes.'”* Over time, the production and
distribution processes associated with olive oil have changed significantly, often resulting in
increasingly complex supply chains and flawed traceability systems. Supply chains within the
EVOO sector are too diverse to provide an all-encompassing description, however this section will
aim to provide an overview of current systems, based on essential common features and, most
importantly, on main challenges. The EVOO supply chain, namely all activities "associated with
the flow and transformation of oil from the raw materials stage (extraction), through to the end

n 125

user, as well as the associated information flows", ™ will be divided into four main stages:

cultivation, production, tapping and distribution."® Crucially, these phases have different

124 G. Besnard et al., "The complex history of the olive tree: from Late Quaternary diversification of Mediterranean lineages to primary
domestication in the northern Levant," Proceedings of the Royal Society B: Biological Sciences 280 (2013): 2012-2833.

125 Robert B. Handfield and Christian Bechtel, "The role of trust and relationship structure in improving supply chain responsiveness," Industrial
marketing management 31 (2002): 367.

126 Abderahman Rejeb and John G. Keogh, "Applying HACCP in the Tunisian Olive Oil Industry: A Theoretical Background," Journal of
Business Management and Economic Research 3 (2019): 1-18; Roberta Salomone et al., "Life cycle assessment in the olive oil sector," in Life

Cycle Assessment in the Agri-food Sector (Springer, 2015), 57-121.
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structural and operational requirements, which means that they are usually managed and owned

by different companies and/or organisations.'?’

The first step in the supply chain, often referred to as the 'cultivation' or 'agricultural' phase,
involves the cultivation of olives with different treatments (including soil management, pruning,
fertilisation, irrigation, pest treatment and harvesting)."”® Depending on whether the process is
manual or mechanised, these treatments can be carried out in a variety of ways.'*’ This phase is
also crucial in terms of guaranteeing the standard of olive oil, seeing as changes in environmental
and meteorological conditions (for example frostbite or pest attacks) can damage olives and result

in an irreversible loss of yield and quality.'

When it comes to record-keeping, furthermore,
farmers tend to log information about this phase in email or non-digital (paper) form, so that details
about the treatment of olives can be passed onto the mill for auditing and quality control after

harvesting."'

Information-sharing usually happens between the producer and either the buyer from
the mill or a broker. During the agricultural stage, producers may also be certified by a third party
(for example if the EVOO is supposed to conform with 'organic' farming requirements). Once the
olives are harvested, the raw material is usually transported to another location - either directly to
the mill or to a broker who will negotiate sales on behalf of the producers.'** This phase is also

critical for quality monitoring, as mishandling of the olives during transportation or storage can

have serious and irreversible consequences on the standard of the final product.'*

127 Claudio Peri, The extra-virgin olive oil chain, (John Wiley & Sons, 2014).

128 Ilias Vlachos and George Malindretos, "Farm SMEs sustainability assessment based on Bellagio Principles. The case of Messinian Region,
Greece," Regional Science Inquiry Journal 4 (2008): 145.

129 Roberta Salomone et al., "Life cycle assessment in the olive oil sector," in Life Cycle Assessment in the Agri-food Sector (Springer, 2015),
57-121.

130 Claudio Peri, The extra-virgin olive oil chain, (John Wiley & Sons, 2014), 8.

131 Roberta Salomone et al., "Life cycle assessment in the olive oil sector," in Life Cycle Assessment in the Agri-food Sector (Springer, 2015),
57-121.

132 Kristoffer Just, "Blockchain in supply chain: Identification of opportunities with blockchain as a platform of traceability, information and
documentation sharing regarding Extra Virgin Olive Oil (EVOO),"(MA thesis, IT University of Copenhagen, 2010).

133 Abderahman Rejeb and John G. Keogh, "Applying HACCP in the Tunisian Olive Oil Industry: A Theoretical Background," Journal of

Business Management and Economic Research 3 (2019): 1-18.
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At this stage, olives will be harvested either through manual or mechanised harvesting. As
the name indicates, manual harvesting is done by hand, which means it is 'safer' for the olives but

costlier and slower than the mechanised alternative.'**

In the case of EVOO, manual harvesting
guarantees a much lower chance of damaging the skin of the olives, and therefore a higher chance
of maintaining an optimal standard, however this is not to say that mechanised harvesting is not
widely used. The process of selecting olives that can be used for EVOO also involves the
separation of olives harvested from the tree and the olives fallen on the ground. This is because
any form of damage that occurs during or after the harvesting phase can change the acidity level

. 135
of olives.

After this step, it is important for the olives to be delivered to the mill as soon as
possible. Once they reach the mill, olives are typically weighed, defoliated, and washed by
machines that remove unwanted solids such as leaves, wood particles, dust and stones."*® During
subsequent processing stages, the olives are crushed into a paste and transferred to a malaxator,
centrifugal press, decanter and, lastly, separator.”’ It is important to note that due to the excessive
influx of olives at specific times of the year, the olives may not be processed immediately at mills
with limited capacity, and may therefore get damaged after delivery."*® In an optimal situation,
however, the processing stages occur immediately after delivery and are monitored by Quality
Control (QC) at the mill and registered in an - often non-digital - record."*” This happens because
the handling and processing of olives at this stage is crucial to guarantee the quality of the oil and
to prove that the processing followed legal requirements for EVOO. Once the pressing stage is
over, the oil is usually transported to the tapping facilities. The crucial traceability and transparency

challenge for this phase is that there should be sufficient monitoring of the production process, to

guarantee that the correct standard is being respected. If the quality of the product is compromised

134 International Olive Council, "Designations and definitions of olive oils," Olive Oil, 2019, accessed 3 Feb. 2019,
http://www.internationaloliveoil.org/estaticos/view/83-designations-and-definitions-of-olive-oils.

135 Roberta Salomone et al., "Life cycle assessment in the olive oil sector," in Life Cycle Assessment in the Agri-food Sector (Springer, 2015),
57-121.

136 S. Rinaldi, M. Barbanera and E. Lascaro, "Assessment of carbon footprint and energy performance of the extra virgin olive oil chain in
Umbria, Italy," Science of The Total Environment 482 (2014): 75.

137 Ibid.

138 Abderahman Rejeb and John G. Keogh, "Applying HACCP in the Tunisian Olive Oil Industry: A Theoretical Background," Journal of
Business Management and Economic Research 3 (2019): 1-18.

139 Kristoffer Just, "Blockchain in supply chain: Identification of opportunities with blockchain as a platform of traceability, information and

documentation sharing regarding Extra Virgin Olive Oil (EVOO),"(MA thesis, IT University of Copenhagen, 2010).
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at any point, the deterioration is irreversible. For auditing purposes, thorough traceability systems
should require detailed and trustworthy record-keeping, as numerous adulterations can occur
during manufacturing. During the processing phase, for instance, it has been shown that refineries
blend the olive oil with cheaper oils or add chemicals like beta-carotene and chlorophyll in order
to disguise the aspect and taste of adulterated oil:'*’ "Sometimes the byproduct yielded during the
extra virgin purification process is bottled as EVOO; or, when the year’s olive harvest yield is

particularly low, rotting olives may be used".'"!

At this stage, the EVOO is transferred to stainless steel storage tanks and usually
transported by truck (although EVOO can also be sent to the tapping facility by ship if it comes

from more remote locations).'**

Here, it is important to underline that EVOO quality control
should of course be based on the product itself, however seeing as EVOO is a liquid and must
inevitably be stored and packaged in various containers before it reaches consumers, the origin,
safety and trustworthiness of said containers and the conditions in which the product is transported
and bottled are absolutely crucial.'* Habitually, QC tests the EVOO before it is sent to be bottled
(usually in plastic or glass), however this is not always reflective of the actual quality of EVOO
being packaged. This is because samples may be falsified, or because the existing trust between
suppliers and bottling facilities means that the bottling process will start before test results are
confirmed.'"* Following this step, bottles are closed with appropriate capping procedure and
labelled in accordance with national and EU marketing requirements.'* Depending on the supply

chain size and complexity, bottles will then be placed in cardboard boxes and packed on pallets,

then potentially stored in a refrigerated container and frozen at -18°C for up to a year before

140 Supply Chain X, "EVOO? Don't Be So Sure...," 26 January 2017, accessed 2 Jun. 2019, https://supplychainx.highjump.com/evoo-dont-be-
so-sure.html.

141 Ibid.

142 Riccardo Accorsi, Lorenzo Versari and Riccardo Manzini, "Glass vs. plastic: life cycle assessment of extra-virgin olive oil bottles across
global supply chains," Sustainability 7 (2015): 2818-2840.

143 Ibid.

144 Kristoffer Just, "Blockchain in supply chain: Identification of opportunities with blockchain as a platform of traceability, information and
documentation sharing regarding Extra Virgin Olive Oil (EVOO)," (MA thesis, IT University of Copenhagen, 2010).

145 S. Rinaldi, M. Barbanera and E. Lascaro, "Assessment of carbon footprint and energy performance of the extra virgin olive oil chain in

Umbria, Italy," Science of The Total Environment 482 (2014): 75.
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sale. !4

From a data and information perspective, this stage requires reliable recording of pre-
bottling EVOO quality and post-bottling storage conditions. In reality, information about the
product is kept in a data register (usually digital), however this remains one of the most vulnerable
stages as testing can easily be falsified and facilities may allow the bottling of EVOO even if the

test results are far from optimal.'"’

In addition, challenges can vary depending on the type of
traceability system - and potential fraud - at hand: even if quality testing is suitably enforced before
bottling, QC may be able to identify when the EVOO adulterated but not when the countries of

origin are different from what is indicated in available records.

The last phase in the supply chain is the transportation of EVOO from tapping or storage
facilities to the retailer. Once more, the product usually travels by truck, however if broader export
routes are considered it may also be distributed via other means of transportation (this can be a
crucial consideration for assessing the environmental impact of different EVOO supply chains).'**
Having been bottled, the EVOO is of course inherently less exposed to tampering, yet it remains
vulnerable to mishandling during transport. While the shipping of each 'batch' should be paired
with a detailed record of information regarding the product, usually through the use of barcodes,
additional data regarding the conditions of transport (for instance temperature) tends to be
overlooked. This is in part because supply chain activities and monitoring are often focused on

logistics, inventory traceability, and quality control, rather than the detection or prevention of

149
fraud.

Needless to say, the production process and record-keeping methods described above make

reference to a supply chain with a certain level of complexity. A producer directly processing and

146 Ibid.

147 Kristoffer Just, "Blockchain in supply chain: Identification of opportunities with blockchain as a platform of traceability, information and
documentation sharing regarding Extra Virgin Olive Oil (EVOO),"(MA thesis, IT University of Copenhagen, 2010).

148 Riccardo Accorsi, Lorenzo Versari and Riccardo Manzini, "Glass vs. plastic: life cycle assessment of extra-virgin olive oil bottles across
global supply chains," Sustainability 7 (2015): 2818-2840.

149 Douglas C. Moyer, Jonathan W. DeVries and John Spink, "The economics of a food fraud incident—Case studies and examples including

Melamine in Wheat Gluten," Food Control 71 (2017): 358-364.
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selling his product locally (for instance at a market) is certainly unlikely to require a distributed

ledger solution to trace his product. For supply chains with greater traceability gaps, however, a

number of Critical Control Points (CCPs) can be identified, which blockchain solutions could help

address. These CCPs and the corresponding monitoring procedures aimed at guaranteeing better

traceability may be summarised in table 3. (below).

Critical Control Points (CCPs) Monitoring Procedures

Cultivation phase i

Plant control (pruning, irrigation, light
interception, tree spacing etc.)

Pests control

Pesticide and fertilizers monitoring
(insecticides, disease pests)

Fertility management

Harvesting .

Heavy metals control for harvesting
equipment

Scheduling harvest time (appropriate
stage of fruit maturity)

Control ripeness of olives

Visual inspection of the collected olives

Transportation .

Transport monitoring (time, temperature
and other conditions)

Careful handling of olives

Visual monitoring

Storage of olives .

Monitor the storage conditions
(temperature and time)

Rejection of fruit batches that do not meet
requirements

Visual inspection

Extraction Cleaning

Hygiene monitoring

Visual inspection of washing water
(colour, odor etc.)

Monitoring of the equipment
Cleaning of chemical residues
Visual inspection of the defoliator

Malaxation

Monitoring the malaxation temperature,
processing time, and velocity.
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Extraction and separation of oil

Monitor the processing time, water
quality, temperature etc.

Regulate the pressure or decanter
parameter Control the hygiene practices
(e.g. decanter and pressing mats etc.)
Periodic visual inspection of the
equipment

Storage of EVOO

Monitoring storage temperature

Visual inspection of the tank deposits
Control storage area (free from moisture,
unpleasant aroma, light)

Control oil for any traces of water,
impurities, and solid residues

Packaging

Inspection of the packaging units
Monitoring of the hygiene conditions in
the packaging units

Monitoring of the equipment used for
packaging (e.g., pumps, filters, volumetric
fillers etc.)

Control workforce hygiene

Retail & distribution

Site documentation
Monitor time, on-shelf storage conditions
(temperature, humidity, lights)

Table 3. Critical Control Points of EVOO supply chain and corresponding monitoring procedures.”

0

Another crucial challenge for improving and implementing the above monitoring procedures is the

lack of data interoperability in current EVOO traceability systems. At various points along the

supply chain, indeed, data is gathered and recorded through several media types (the most common

being pen and paper, barcodes, electronic systems, and radio frequency identification (RFID)).

151

As a result, it becomes difficult for any single actor to determine whether all the monitoring

procedures have been correctly undertaken, as each actor tends to use separate databases and

150 Adapted from Abderahman Rejeb and John G. Keogh, "Applying HACCP in the Tunisian Olive Oil Industry: A Theoretical

Background," Journal of Business Management and Economic Research 3 (2019): 10.

151 Jennifer C. McEntire et al., "Traceability (product tracing) in food systems: an IFT report submitted to the FDA, volume 1: technical aspects

and recommendations," Comprehensive Reviews in Food Science and Food Safety 9 (2010): 97.
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incompatible record-keeping methods. This means that while the data may already exist, the links
between different actors and data points are missing - and this is perhaps one of the main challenges
that blockchain needs to help overcome. The following section, in this respect, will present the
technical characteristics of the Devoleum case study, delineating some of the ways in which

blockchain solutions can address the issues raised above.

5.2. Addressing traceability gaps: what is Devoleum?

Devoleum is a Dapp that tracks and stores each individual step of the EVOO supply chain
in the blockchain. As a result, consumers are able to access the entire history of each product
through a familiar and user-friendly interface, via their smartphone. A Dapp, or 'decentralised
application' is an open source software that is based on blockchain technology. Seeing as it is a
relatively new concept, there is no universal definition of what a Dapp is. However, these

applications share common features:

- Open Source. Ideally, Dapps should be governed by autonomy and their code base should be
available for scrutiny.

- Decentralised. All records of the Dapp's operations should be stored on a public blockchain to
avoid the risks of centralisation.

- Incentivised. In the consensus process, validators of the blockchain should be incentivised by
rewarding them with cryptographic currency.

- Protocol. The Dapp community must agree "on a cryptographic algorithm to show proof of

value". Bitcoin, for example, uses PoW.'*?

In contrast with larger-scale blockchain traceability solutions such as IBM's Food Trust, Devoleum
was developed by two individuals, Elisa Romondia and Lorenzo Zaccagnini, who used their
professional and personal backgrounds to create a blockchain solution tailored specifically to the
needs of the EVOO sector. Elisa Romondia is a data analyst and Blockchain developer with family

ties to EVOO production, while Lorenzo Zaccagnini is a Blockchain and Al developer with a

152 Suji Velu, "What are Dapps? The new decentralised future," 2019, accessed 2 Jun. 2019, https://blockgeeks.com/guides/dapps/.
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psychology MSc and a data analyst nanodegree. Though information about the Devoleum founders
and CEOs may not appear straightforwardly relevant to the analysis, it is in fact crucial in assessing
certain claims about the aims and functioning of Devoleum. Undoubtedly, a Dapp or general
traceability solution should - at least in part - be evaluated based on the context in which it was

created, and based on what is at stake once it is implemented.

When discussing the technical features of Devoleum, it is important to specify that the

Dapp is built on top of the Ethereum platform.'”

Ethereum is a global platform for Dapps that
allows developers to write code that runs exactly as programmed, and is accessible from anywhere
in the world. In simple terms, Ethereum acts as a global blockchain, on top of which anyone can
upload programs and execute them."* As one of the largest blockchain communities in the world,
Ethereum is not controlled by any single organisation or company, and it is maintained and
improved over time by a broad variety of contributors from around the globe. Before the
emergence of blockchain technology, crucially, smart contracts required a trusted third party to
programme the terms into a contract. With Ethereum, on the other hand, all users can deploy and
use smart contracts in the decentralised network.'”

Aside from the platform it is built on, Devoleum has a range of technical features that are
particularly aimed at preventing fraud and improving EVOO tracking throughout the supply chain.
Building on digital innovation trends in the EU agricultural sector, Devoleum aims to gather data

from precision farming."*

This farming and management approach, also called 'smart farming',
focuses on real-time monitoring of crops, fields and environmental factors."’ It can help increase
crop yields, reduce costs (for example labour costs), reduce environmental impact, increase work
safety and optimise supply chains. In concrete terms, it does so by collecting and processing data

from remote sensing, weather stations, soil moisture probes and scanners, temperature sensors,

153 Devoleum, "Supply Chain," 2019, accessed 12 Mar. 2019, https://www.devoleum.com/.

154 Vitalik Buterin, "Ethereum white paper," GitHub repository (2013): 22-23.

155 Yunsen Wang and Alexander Kogan, "Designing confidentiality-preserving Blockchain-based transaction processing systems," International
Journal of Accounting Information Systems 30 (2018): 1-18.

156 EIP-Agri Network, "EIP-Agri Focus Group: Precision Farming," European Commission final report, 2015, accessed 20 May 2019,
https://ec.europa.eu/eip/agriculture/sites/agri-eip/files/eip-agri_focus group on precision farming final report 2015.pdf.

157 EIP-Agri Network, "Precision Farming," Developing digital technologies, 2019, accessed 20 May 2019,

https://ec.europa.eu/eip/agriculture/en/digitising-agriculture/developing-digital-technologies/precision-farming-0.
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and GPS technology."®

Using Al to compare collected data with records of climate conditions,
parasites and data about the soil characteristics in a given region, the Devoleum Dapp aims to
discover anomalies to prevent unintentional errors or fraud. This also applies to the data gathered
through IoT, seeing as Al can operate to prevent errors in the data flow that result from both human
and sensor errors."”” In addition to this, Al is used to analyse the entirety of the supply chain, 'learning'
and improving over time, as well as proposing solutions for the optimisation of the workflow.'®
Because blockchains cannot access data from outside of their network, however, Devoleum uses
services (also referred to as 'oracles') that send and verify real-world information and submit it to
the blockchain in the form of electronic data. These oracles are particularly useful for smart
contracts, 'feeding' information about the outside world to the contract, so that necessary state
changes on the blockchain can be triggered.'®' By using oracles, Devoleum is able to integrate Al
and the Ethereum Blockchain seamlessly, adding an additional verification step before new data
is added to the blockchain and becomes immutable.'**

Lastly, with regards to security and confidentiality, the Dapp allows consumers to access all
relevant information while preserving sensitive data through the use of zero-knowledge proof
(ZKP).'” The concrete advantages of this method will be further explored in the 'Legal Opportunities'
section, however a brief description of the specific technique used by Devoleum is in order. To address
the trade-off between information transparency and data confidentiality,'** Devoleum uses 'zero-
knowledge Succinct Non-interactive Arguments of Knowledge' (zk-SNARKSs), which despite not
being completely infallible, provide an extremely effective method to preserve privacy while

165

verifying that relevant conditions are being met. >~ ZKP is a cryptographic method allowing any

158 EIP-Agri Network, "Mainstreaming precision farming," European Commission, 2015, accessed 20 May 2019,
https://ec.europa.eu/eip/agriculture/sites/agri-eip/files/eip-agri_factsheet precision farming 2015.pdf.

159 Devoleum, "Supply Chain," 2019, accessed 12 Mar. 2019, https://www.devoleum.com/.

160 Ibid.

161 Blockchainhub, "Blockchain oracles," 2019, accessed 15 May 2019, https://blockchainhub.net/blockchain-oracles/.

162 Devoleum, "Supply Chain," 2019, accessed 12 Mar. 2019, https://www.devoleum.com/.

163 Devoleum, "Our Solution," 2019, accessed 12 Mar. 2019, https://www.devoleum.com/.

164 Maria Bengtsson and Soren Kock, "'Coopetition' in business Networks—to cooperate and compete simultaneously," Industrial marketing
management 29 (2000): 411-426.

165 Sean Bowe, Ariel Gabizon and Matthew D. Green, "A multi-party protocol for constructing the public parameters of the Pinocchio zk-
SNARK," (Paper presented at the International Conference on Financial Cryptography and Data Security, Berlin, Heidelberg, 2018);
Binance, "zk-SNARKs and zk-STARKSs Explained," 26 February 2019, accessed 26 May 2019, https://www.binance.vision/blockchain/zk-

snarks-and-zk-starks-explained.
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given party on the network to prove to other parties that a transaction is valid without disclosing

1% In other words, the aim of using ZKPs for a Dapp like Devoleum is

any sensitive information.
to prove that a statement (e.g. about the quality or price of the product) is true, without revealing
any information beyond the validity of the statement.'®” In the case of zk-SNARKs, specifically,
the 'succinct' dimension comes from the size of the proofs, which can be rapidly verified (within a
few milliseconds), while the 'non-interactive' dimension refers to the fact that 'provers' and
'verifiers' only have to exchange a single proof, as opposed to interacting back and forth as was
required for older protocols.'® By using zk-SNARKs, therefore, Devoleum makes it possible for
the public to access transaction data on the blockchain while protecting transactions details. Should

a user want to disclose those details voluntarily, however, full disclosure remains an option in this

169
system.

Beyond fixed technical features, moreover, Devoleum aims to guarantee a certain level of
flexibility, adapting to the requirements and characteristics of different supply chains. Based on the
size, complexity, and current flaws of the EVOO supply chain in question, Devoleum proposes

different types of blockchain solutions (see Table 4.).

166 Yunsen Wang and Alexander Kogan, "Designing confidentiality-preserving Blockchain-based transaction processing systems," International
Journal of Accounting Information Systems 30 (2018): 1-18.

167 Binance, "zk-SNARKSs and zk-STARKSs Explained," 26 February 2019, accessed 26 May 2019, https://www.binance.vision/blockchain/zk-
snarks-and-zk-starks-explained.

168 Zcash, "What are zk-SNARKSs?," 2019, accessed 2 Jun. 2019, https://z.cash/technology/zksnarks/; Binance, "zk-SNARKs and zk-STARKSs
Explained," 26 February 2019, accessed 26 May 2019, https://www.binance.vision/blockchain/zk-snarks-and-zk-starks-explained.

169 Yunsen Wang and Alexander Kogan, "Designing confidentiality-preserving Blockchain-based transaction processing systems," International

Journal of Accounting Information Systems 30 (2018): 1-18.
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Public Blockchain Consortium Blockchain

Suitable for short supply chains Suitable for Enterprises solutions

Easy to use Proof-of-Authority'”” Ethereum consortium
Publically available Customised access

No maintenance costs No transaction fees

Data validated & shared by millions of nodes Instant transactions

Table 4. Devoleum blockchain solutions, by blockchain type."”

Needless to say, with the above information being retrieved from the Devoleum website, the table
only presents the benefits associated with both solutions. In order to counter-balance this,
drawbacks will of course be examined in all three sections of the Analysis. Nonetheless, the
adaptability of a Dapp such as Devoleum certainly indicates an attempt to integrate sustainability

and resilience into the solution from the outset.

6. Analysis: Blockchain and EVOO traceability in practice

Having presented the key objectives and technical characteristics of the Devoleum case
study, the following section will unpick and analyse the features of the Dapp (and blockchain more
generally) to elaborate a concrete assessment of challenges and opportunities associated with the
proposed solution. Following the sustainability framework exposed in section 3.1., the analysis

will be structured according to three overarching perspectives, namely: the legal and institutional

170 Proof-of-Authority (PoA) is a type of consensus algorithm used in so-called 'permissioned' or consortium blockchains. Stefano De Angelis et
al., "Pbft vs proof-of-authority: applying the cap theorem to permissioned blockchain," (Paper presented at the Italian Conference on Cyber
Security, Italy, 6 February 2018).

171 Table adapted from Devoleum, "Devoleum Blockchain," 2019, accessed 12 Mar. 2019, https://www.devoleum.com/.

{2



Oona Arlene Buttafoco MA Thesis 2019

dimension, the supply chain and business dimension, and finally the consumer dimension. Each
subsection will also integrate 'sustainable development' considerations, thus resulting in a final
evaluation of the sustainability of blockchain solutions, which will be synthesised in the 'section

overview and results' subsection.

6.1. Legal challenges and proposed solutions

Though previous sections have helped frame the potential adoption of blockchain tools
from a technical and practical perspective, the technology cannot be applied in a vacuum and will
only provide sustainable solutions if its application takes into account the legal framework within
which it would have to operate. As a result of its unique single market and high traceability
standards, the EU can be both a particularly propitious and particularly challenging environment
to apply the technology. On the one hand, its ambitious traceability, labelling and consumer
protection policies indicate positive intentions when it comes to increased transparency. On the
other hand, its lack of specific provisions for traceability systems and its requirements for corporate
data protection could constitute a significant obstacle. In attempting to flesh out the legal
challenges blockchain may encounter, the following questions will be explored: what is the current
legal framework for food traceability in the EU and what key legal provisions should blockchain
be compatible with? Which legal tools are available in the EU to influence traceability systems?
What is the EU's legal and policy position on EVOO and blockchain individually, and how does
this affect traceability? And lastly, how can a blockchain solution deal with the issue of
transparency and data privacy? In view of addressing the above questions, this section will focus
firstly on the EU legislative framework regarding food traceability, secondly on EVOO-specific
provisions within the EU legislative and policy framework, and thirdly on confidentiality and data

protection issues.

It is not altogether easy to navigate the European traceability framework, which is regulated

on three levels (EU Commission policies, national policies and standards, private voluntary
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certification).'”?

In a global sense, however, agricultural policy is an EU competence, which means
that the EU is able to control the standard of European food through the rules and economic support
agreed for producers.'” As a consequence, the present analysis will focus on the EU traceability
requirements, rather than any national or private standards (which have to be compatible with the
EU framework in any case if the EVOO is to be commercialised in the single market).

Within EU regulation, the general guiding idea is that "experience has shown that the functioning

d".' In order to

of the internal market [...] can be jeopardised where it is impossible to trace foo
implement an effective system for food traceability within the EU, Regulation No 178/2002 sets

out a number of specific requirements, which may be summarised as follows:

- The traceability of food shall be established "at all stages of production, processing and
distribution."

- "Food [...] business operators shall be able to identify any person from whom they have
been supplied with food. [...] To this end, such operators shall have in place systems and

procedures which allow for this information to be made available to the competent
authorities on demand."

- "Food [...] business operators shall have in place systems and procedures to identify the
other businesses to which their products have been supplied."

- "Food [...] which is placed on the market [...] shall be adequately labelled or identified to

facilitate its traceability."'”

For a blockchain solution such as Devoleum, so far so good - the legal requirements appear to

endorse a high standard of traceability. Here, the EU defines "stages of production, processing and

172 Miranda P.M. Meuwissen et al., "Traceability and certification in meat supply chains," Journal of Agribusiness 21 (2003): 167-181; Diogo
M. Souza-Monteiro and Julie A. Caswell, "The Economics of Voluntary Traceability in Multi-Ingredient Food Chains," Agribusiness 26 (2010):
122-142.

173 European Commission Directorate-General for Communication, "Ensuring a high level of protection of human health and consumers’
interests, From farm to fork: safe and healthy food for everyone," The EU explained: Agriculture, 2014, accessed 22 May 2019,
europa.eu/european-union/file/1280/download _en?token=AEdF-HZA.

174 European Union, “Regulation (EC) No 178/2002 of the European Parliament and of the Council of 28 January 2002 laying down the general
principles and requirements of food law, establishing the European Food Safety Authority and laying down procedures in matters of food safety,”
Eur-lex, 2002, accessed 22 Jan. 2019, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32002R0178& from=EN.

175 Ibid.
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distribution" as any stage, (including import), from the primary production of a food, to its storage,
transport, sale or supply to the final consumer.'”® With the agri-food industry constituting the

. . 177
second largest economic sector in the EU,

it is not altogether difficult to imagine why the EU
would have strong incentive to put detailed and effective provisions in place to ensure that food
products on the market can be easily traced throughout the supply chain. In the Commission’s
words, “this integrated approach means that all food [...] produced and sold in the EU can be traced
from ‘farm to fork’ and that consumers are well informed on the content of their food”.!” In
practice, however, the situation is incredibly complex. As mentioned previously, EVOO supply
chains can be so intricate that it is virtually impossible to trace all relevant components (including
olives, pesticides and storage containers) with absolute certainty - and that is, whether actors aim
for transparency or not. As a consequence, the legal requirements for traceability are not as
stringent as they may initially appear.

While a bottle of EVOO should indeed be traceable 'from farm to plate’, EU legislation only
requires each individual actor to ensure that they are able to identify the immediate supplier of the
olives or EVOO and the immediate subsequent recipient (with retailers being naturally exempt

from identifying the latter, i.e. consumers).'”

This 'one step back, one step forward' approach,
when coupled with the lack of regulation regarding the level of breadth, depth, precision and access
required for optimal traceability, means that food business operators have little incentive or
guidance to address current flaws in the structure. Such gaps in the system can be interpreted as
positive for a Dapp like Devoleum, offering flexibility and emphasising the fact that blockchain
can help build systems that are even more ambitious than current standards. This would be
particularly true, for example, of a business wanting to increase transparency to substantiate the
quality claims of its product. On the flipside, however, the lack of sufficient legal tools to enforce

increased traceability can also pose problems. This issue is not limited to blockchain, and certainly

the EU could propose new legislation to push the traceability agenda, however in the current

176 Ibid.

177 European Commission Directorate-General for Communication, "Ensuring a high level of protection of human health and consumers’
interests, From farm to fork: safe and healthy food for everyone," The EU explained: Agriculture, 2014, accessed 22 May 2019,
europa.eu/european-union/file/1280/download _en?token=AEdF-HZA.

178 Ibid.

179 Fabrizio Dabbene, Paolo Gay and Cristina Tortia, "Traceability issues in food supply chain management: A review, " Biosystems

engineering 120 (2014): 65-80.
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situation food business operators have no inherently legal reason to go beyond what is required by
EU legislation. Even if more stringent requirements became part of EU law, moreover, this could
potentially limit the EU's ability to import olives and oil from non-EU countries, as it may not be
able to impose these higher standards on trading partners. This is not to say that there is insufficient
incentive to adopt a solution like Devoleum, however even if a blockchain-based Dapp happened
to be the most optimal tool to improve traceability, there would be no way of enforcing sector-
wide adoption in the current conditions. At the same time, the next section will aim to demonstrate
that EVOO production and commercialisation on the EU market is regulated by specific provisions

that may provide opportunities for new solutions to develop, rather than limiting progress.

EU policies regarding olive oil production have changed significantly since the first
common organisation of the market in 1966."™ At that time, Italy was the only producer in a
Community of six countries. Initial measures in this sector aimed to sustain the market price for
olive oil, giving special assistance to farmers (especially those with a smaller production), and
boosting consumption of olive oil.'*! With the accession of Greece (1981), as well as Portugal and
Spain (1986), the EU went from being a net importer to a net exporter and became the key player
in the world trade of olive oil. It became clear that the rules laid down in the original regulation
were no longer suitable, prompting amendments to be introduced in 1984, and subsequently in
1998 and 2001."*

As a consequence of these various legal and policy changes, the basic framework currently
regulating the commercialisation of olive oil in the EU is Regulation (EU) No 1308/2013 of the
183

European Parliament and of the Counci The Regulation lays out a number of rules and

180 Council of the European Community, "Council Regulation No 136/66/EEC of 22 September 1966 on the establishment of a common
organisation of the market in oils and fats," OJ L 172, 1966.

181 European Commission Directorate-General for Agriculture "The olive oil sector in the European Union," 2002, accessed 17 Mar. 2019,
https://ec.europa.eu/agriculture/publi/fact/oliveoil/2003 _en.pdf.

182 European Council, "Council Regulation (EC) No 1638/98 of 20 July 1998 amending Regulation No 136/66/EEC," OJ L 210, 1998; European
Council, "Council Regulation (EC) No 1513/2001 of 23 July 2001 amending Regulation No 136/66/EEC and Regulation (EC) No 1638/98 as
regards the extension of the period of validity of the aid scheme and the quality strategy for olive oil," OJ L 201, 2001.

183 European Union, "Regulation (EU) No 1308/2013 of the European Parliament and of the Council of 17 December 2013 establishing a
common organisation of the markets in agricultural products and repealing Council Regulations (EEC) No 922/72, (EEC) No 234/79, (EC)
No 1037/2001 and (EC) No 1234/2007," Eur-lex, 2013, accessed 12 Mar. 2019, https://eur-lex.europa.cu/legal-
content/EN/TXT/PDF/?uri=CELEX:32013R1308&from=EN.
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standards for the EVOO sector that are undoubtedly crucial for building effective traceability
solutions, however the most relevant element in the present context is perhaps the section about
work programmes. Indeed, Article 29 asserts that the EU shall finance three-year work

programmes in one or more of the following areas:

"(a) market follow-up and management in the olive oil [...] sector;

(b) the improvement of the environmental impact of olive cultivation;

(c) the improvement of the competitiveness of olive cultivation through modernisation;
(d) the improvement of the production quality of olive oil and table olives;

(e) the traceability system, the certification and protection of the quality of olive oil
[...], in particular the monitoring of the quality of olive oils sold to final consumers [...];
(f) the dissemination of information on measures carried out by producer organisations,
associations of producer organisations or interbranch organisations to improve the

quality of olive oil."'**

Aside from the explicit mention of traceability in area (e), all the other priority issues for work
programmes are relevant to blockchain tools to varying extents - in ways that have either already
become apparent or will be underlined in upcoming sections. Despite the lack of legal tools to
enforce stricter traceability requirements therefore, the sector-specific subsidies could certainly
create a financial incentive for actors along the supply chain to adopt new traceability solutions
(including Dapps like Devoleum). This financial dimension will be further analysed in the
following section, however it is interesting to note that blockchain solutions may be especially
suited to sectors that receive dedicated funds, as the cost of adopting these solutions can be
particularly high and the EU could help initiate change by assisting producers and food business
operators with the daunting prospect of initial investment.

In this sense, another policy avenue which may be worth exploring in the future is the EU's new

185

Common Agricultural Policy (CAP).”™ On 1 June 2018, the European Commission presented its

184 Ibid.: Art. 29.
185 The CAP is a common policy for all Member States that is funded from the resources of the EU’s budget.
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proposals for the future CAP (post-2020).'

With the CAP representing one of the largest shares
of expenditure within the EU budget, the impact of this policy on a European and global level is
considerable.'® In this regard, the financial provisions and final budget which will be established
for the olive oil - and by extension EVOO - sector may also affect the feasibility of applying new
technologies to modernise the supply chain (either through the aforementioned work programmes

or through direct payments made to farmers).'™

In the context of assessing DLT traceability solutions, however, it is also important to look
at the EU's approach to the technology itself. With blockchain-based applications being so new,
specific legislation on the use of Dapps is yet to emerge. As such, EU law does not currently
present direct obstacles to the application of a tool like Devoleum for food traceability.
Nevertheless, a number of EU initiatives are currently working on defining a European framework
for DLT applications in a range of sectors, with the Commission underlining its holistic approach
to blockchain technologies, which aims to position Europe "at the forefront of blockchain
innovation and uptake".'” Legal certainty is also identified as a "success factor", while the EU is
currently assessing "the feasibility of any future initiatives through studies".'”” Although
blockchain is very rarely mentioned within existing policy and legal documents, therefore, future

advances in the field will provide a more structured framework within which to implement DLT

applications.

186 European Commission, “The Common Agricultural Policy at a glance," 2019, accessed 13 Feb. 2019, https://ec.europa.eu/info/food-farming-
fisheries/key-policies/common-agricultural-policy/cap-glance en.

187 European Parliament, "Briefing: Towards the Common Agricultural Policy Beyond 2020," 2018, accessed 18 Nov. 2018,
http://www.europarl.europa.eu/RegData/etudes/BRIE/2018/617494/IPOL_BRI(2018)617494 EN.pdf.

188 European Parliament, "Parliamentary questions: answer given by Mr. Hogan on behalf of the European Commission," 15 May 2019,
accessed 22 May 2019, http://www.europarl.europa.eu/doceo/document/E-8-2019-001045-ASW_EN.html.

189 European Commission, "Blockchain Technologies," Digital Single Market, 2019, accessed 3 Feb. 2019, https://ec.europa.cu/digital-single-
market/en/blockchain-technologies.

190 Ibid.
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The privacy challenge, which was briefly discussed in section 5, is perhaps the most
significant obstacle from a legal and technical perspective: though the principle of transparency is
undoubtedly embedded in current traceability legislation, the sort of radical transparency entailed
by the adoption of blockchain solutions comes with its own set of risks and drawbacks."”' Indeed,
this unprecedented level of information transparency tends to sit uneasily with the privacy needs

192

of companies and authorities looking to use a Dapp like Devoleum. "~ Furthermore, achieving data

privacy and security is a challenge at both the EU level (with General Data Protection Regulation

3 and the business level (including compliance with

- GDPR - compliance being mandatory)
internal rules).

The issue with a tool like Devoleum, in this context, is that there is no way of achieving maximum
transparency and optimal privacy at the same time. The more nodes are added to a network, the
more trustworthy the information is, and the less 'private' the blockchain is. With consortium
blockchains, on the other hand, only permitted parties can create transactions, thus sacrificing data
transparency and limiting tamper resistance.'”* As previously discussed, Devoleum's response to
this issue was to use zk-SNARKSs to allow for as much transparency and accountability as possible
from a consumer perspective, while protecting the actual content of confidential transactions.'”
So far, ZKPs have had some very promising results in this respect. In particular, the widespread
use of zk-SNARKSs for the Zcash cryptocurrency has demonstrated the reliability of this method

for achieving the aforementioned objectives on a global scale.'”

In the longer term, nevertheless,
better ZKPs may emerge, or ZKPs may have to be replaced altogether. With zk-SNARKSs relying
on the limited computational power of 'provers', innovations such as quantum computers can pose

a threat to the current method, as 'provers' with sufficient computational power could theoretically

191 Yunsen Wang and Alexander Kogan, "Designing confidentiality-preserving Blockchain-based transaction processing systems," International
Journal of Accounting Information Systems 30 (2018): 1-18.

192 Kadhim Shubber, "Banks find blockchain hard to put into practice," Financial Times, 12 September 2016, accessed 12 May 2019,
https://www.ft.com/content/0288caea-7382-11e6-bf48-b372cdb1043a.

193 GDPR.EU, "What is GDPR, the EU's new data protection law?," 2019, accessed 2 Jun. 2019, https://gdpr.eu/what-is-gdpr/.

194 Yunsen Wang and Alexander Kogan, "Designing confidentiality-preserving Blockchain-based transaction processing systems," International
Journal of Accounting Information Systems 30 (2018): 1-18.

195 Devoleum, "Our Solution," 2019, accessed 12 Mar. 2019, https://www.devoleum.com/.

196 Zcash, "What are zk-SNARKSs?," 2019, accessed 2 Jun. 2019, https://z.cash/technology/zksnarks/.

¢



Oona Arlene Buttafoco MA Thesis 2019

create fake proofs and therefore validate transactions that shouldn't be validated.”’ In the
meantime, however, it seems that zk-SNARKSs could indeed resolve the privacy issues relevant to
the specific case of EVOO, helping companies keep their data private and complying with legal
privacy requirements when applicable.

The above solution, though it addresses 'internal' supply chain requirements, does not directly
tackle 'external’ privacy issues. If the end goal of a Dapp like Devoleum is to make the information
about a given EVOO product available to consumers via their smartphone, the final 'app' or online
platform in question includes its own range of privacy issues. If consumers use their phones to
scan the QR code or smart tag on an EVOO bottle, indeed, certain data about time and place or

"% On the one hand, this may not be an issue for individuals

consumer behaviour may be collected.
who consider data collection to be a 'normal' occurrence in present-day Europe, and it could even
help businesses improve their products based on the information gathered.'” On the other hand,
Dapp developers should be mindful of this element because it makes it increasingly difficult to
'opt out' of data collection, and consumers should be made aware of the privacy implications

d.*® In order to comply with data protection regulations (including GDPR), blockchain

involve
solutions should therefore give consumers the option to preserve their privacy, either by avoiding

data collection altogether, or by making it optional (through a consent form for instance).

6.2. Supply chain challenges and proposed solutions

Based on the gaps identified in section 5, this portion of the analysis will focus on key
challenges and opportunities for blockchain solutions from a supply chain perspective. According

to research from auditing firm PricewaterhouseCoopers (PwC), 40% of food companies believe

201

that traditional methods used to counter food fraud are no longer working.” Blockchain solutions,

197 Binance, "zk-SNARKSs and zk-STARKSs Explained," 26 February 2019, accessed 26 May 2019, https://www.binance.vision/blockchain/zk-
snarks-and-zk-starks-explained.

198 Jessica McKenzie, "Soon we'll use smartphones to trace our food on the blockchain. But there's a catch, We'll be traced, too," New Food
Economy, 19 July 2018, accessed 6 May 2019, https://newfoodeconomy.org/internet-of-everything-thinfilm-blockchain-traceability/.

199 Ibid.

200 Ibid.

201 Emma Woollacott, "How do you know where your olive oil really comes from?," BBC, 22 March 2019, accessed 26 May 2019,
https://www.bbc.com/news/business-47553054.
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in this context, aim to bring about much-needed change in current traceability systems. The
remainder of the section will be divided into three parts, examining firstly interoperability and data
sharing, secondly the prevention of unintentional and intentional errors, and lastly long-term

environmental and economic challenges.

As established in section 5.1., one of the greatest weaknesses of current EVOO traceability
systems is that actors along the supply chain have different record-keeping methods and standards,
and that they are only required to trace the product 'one step back' and 'one step forward'. As a
result, there is no single database for stakeholders to consult for auditing purposes and/or if
something goes wrong. In most cases, furthermore, this lack of interoperability is coupled with
diverging standards for data production, making certain actors and information providers less

reliable than others.*%?

In this context, it is important to note that traditional electronic traceability
systems offer a wide range of implementation options, which inevitably translates into inconsistent
and heterogeneous database structures and data collection. This is true, moreover, of both
'inefficient' traceability systems and traditional systems of the highest standard. In comparison,
blockchain implementations are more homogenous and improved interoperability is often
described as one of the most significant advantages of implementing the technology.*”

In addition to this, emerging literature on blockchain technology and Al seems to indicate that Al
could help further address a number of challenges associated with data collection and smart
contracts.”™ Devoleum's use of Al and IoT for smart contracts between actors of the supply chain
is particularly interesting for tackling this issue, seeing as the integration of oracles guarantees that
a digital and objective 'trusted third party' verifies that the conditions for the contract are valid.*”
Should the supply chain be more suited to a 'manual' verification by trusted parties, in addition,
the blockcahin solution could rely instead on a more 'traditional' form of smart contract (see Fig.

5. for a visualisation of smart contracts in the EVOO supply chain). Interoperability, on the other

hand, is inherently guaranteed by the systematic tracking of the product on the blockchain, thus

202 Petter Olsen, Melania Borit and Shaheen Syed, "Applications, limitations, costs, and benefits related to the use of blockchain technology in
the food industry," Nofima rapportserie, 2019, accessed 30 May 2019, http://hdl.handle.net/11250/2586121.

203 Ibid: 26.

204 Zibin Zheng et al., "Blockchain challenges and opportunities: A survey," International Journal of Web and Grid Services 14 (2018): 370.
205 Ibid.
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concentrating all the data in one place. Nonetheless, the structure depicted here assumes a number
of optimal pre-conditions, which are rarely already present in EVOO supply chains; the following
subsection will therefore address some of the central challenges for an effective implementation

of blockchain solutions.

PRODUCER

‘SIGNED’ by:
Farmer
Broker

Transport
Mill buyer
Certification
body

Fig. 5. Example of smart contract for the EVOO supply chain, listing the actors that need to 'sign' the

contract to allow the product to move from one step to the next.””

6.2.2. Preventing unintentional and intentional errors

Currently, recalling adulterated products is a costly and lengthy process. In addition to legal
and health-related concerns, the economic and environmental impact of wasting entire batches of
products is considerable. To put this issue into perspective, food retailer Walmart (that sells 20%
of all food in the U.S.) undertook a blockchain pilot project, in the course of which it was
determined that six days, 18 hours, and 26 minutes were needed to trace a contaminated product

(in this case, mangoes) back to its original producer. When applying blockchain, on the other hand,

206 Diagram by the author, adapted from Kristoffer Just, "Blockchain in supply chain: Identification of opportunities with blockchain as a
platform of traceability, information and documentation sharing regarding Extra Virgin Olive Oil (EVOO),"(MA thesis, IT University of
Copenhagen, 2010).
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it only took 2.2 seconds to obtain the very same information.””’

In the case of large-scale
adulteration, this can allow the retailer to avoid wasting entire batches of products which may or
may not come from the same supplier or producer. Without doubt, blockchain offers to possibility
to access data with unprecedented speed and accuracy. When it comes to guaranteeing the veracity
of information within the database, however, the value of blockchain becomes more difficult to
assess. If countering fraud and restoring trust are amongst the main objectives of a Dapp like
Devoleum, blockchain needs to bring tangible, replicable results in this direction. One of the main
improvements that blockchain can help achieve, in this respect, is increased accountability. With
each transaction being recorded in an immutable ledger, committing fraud in a blockchain-based
system is often compared to committing a crime in broad daylight, in front of CCTV. Some people
would still do it, but the likelihood of getting away with it is certainly diminished. By analogy, it
is mostly because of the gaps and discrepancies in record-keeping that fraud is so prevalent in the
EVOO sector. In this sense, blockchain databases could also constitute a valuable legal tool to
ensure that fraudulent behaviour is brought to the attention of competent authorities and adequately
prosecuted. This is linked to the fact that when adulterated products are discovered, companies or
retailers tend to blame potential mishandling of the product during storage or transport in order to
preserve their reputation and brand image.”® In many cases, however, retailers have very little
control over the quality of the EVOO being sold in-store, relying on the information provided by
suppliers. This is where a Dapp like Devoleum, which uses sensors and [oT, could help ensure that
mishandling of the product does not occur during critical phases, and by extension that adulterated
EVOOs are identified as such based on correct information. For example, the transport and
logistics phases of the supply chain, which are amongst the most vulnerable (with most of the
tampering happening during these steps), could greatly benefit from GPS tracking and increased
monitoring to detect anomalies that could denote attempted adulteration. With the emergence of
increasingly complex and integrated DLT solutions, therefore, the use of blockchain can extend
far beyond simple record-keeping, aiming instead at a broader consolidation of trust and

accountability amongst supply chain stakeholders.

207 Sylvain Charlebois, “How blockchain technology could transform the food industry,” The Conversation, 19 December 2017, Accessed 8
Nov. 2018, https://theconversation.com/how-blockchain-technology-could-transform-the-food-industry-89348.

208 Dan Mitchell, "This is the big lie about your olive oil," Time Magazine, 22 May 2015, accessed 14 Feb. 2019,
https://time.com/3894609/extra-virgin-olive-oil/.
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As demonstrated above, blockchain can contribute to removing one of the main incentives for
committing fraud in the EVOO sector (impunity), however it cannot inherently prevent the input
of inaccurate information, with human error remaining very much a part of the equation. For both
types of blockchains proposed by Devoleum (public and consortium), the 'garbage in, garbage
out”™ issue mentioned in section 4.1. remains a sizeable challenge. As shown in part by
Devoleum's use of additional technological tools such as Al, GPS tracking, sensors, and so on, the
accuracy of information can only be guaranteed through an integrated approach. Building on this
approach, future Dapps could make use of emerging tools and technologies to solidify blockchain's
transparency-enhancing features. Beyond technological tools, however, the improvement of
record-keeping standards will have to be implemented in parallel with policy changes and EU-
level initiatives to counter fraud and raise awareness amongst European consumers. Those types
of synergies can already be observed through the creation of EU-funded projects to constantly
improve the quality and authenticity of EVOO, such as the EVOOLUTION project, which aims
to ensure high quality standards for EVOO with new technological tools.”'® The component of
human and organisational trust, furthermore, is absolutely central to the food industry and will
continue to be crucial, with blockchain serving merely as a tool to build on existing relationships
and perceptions.*!

One of the most sizeable obstacles to the solutions proposed above, which has only been briefly
touched upon so far, is the double issue of 'cost' and 'logistical constraint'. The logistical dimension,
though it is important, is comparatively easier to tackle. One of the main concerns for the adoption
of complex digital tools is that olive producers or workers at local mills may express resistance in
changing the record-keeping methods that they have been using for generations.”’> One could
assume, in addition, that they may initially be unfamiliar with the devices and interfaces used to
add information to the blockchain. In practice, however, the complexity of the technology does

not inherently 'trickle down' to the user level. As demonstrated by the Provenance pilot described

209 Henri Arslanian and Fabrice Fischer, "Blockchain As an Enabling Technology," in The Future of Finance (Palgrave Macmillan, 2019), 254.
210 European Commission, "Extra Virgin Olive Oil - Advanced Sorting Solution," Cordis, 2019, accessed 12 May 2019,
https://cordis.europa.eu/project/rcn/216763/factsheet/en.

211 Petter Olsen, Melania Borit and Shaheen Syed, "Applications, limitations, costs, and benefits related to the use of blockchain technology in
the food industry," Nofima rapportserie, 2019, accessed 30 May 2019, http://hdl.handle.net/11250/2586121, 24-25.

212 Theodoros Varzakas, "4 ISO 22000, HACCP, and Other Management Tools for Implementation of Food Safety-Traceability Case

Studies," Handbook of Food Processing: Food Safety, Quality, and Manufacturing Processes 35 (2015): 120-397.
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in section 4.2., farmers could use an object they are already familiar with - their phone - to issue
assets on the blockchain. Based on the same reasoning, any logistical discrepancies or obstacles
encountered at different stages in the supply chain could be tackled in a similar manner by adapting
pre-existing tools. The adoption of DLT solutions can therefore be progressive, and it certainly
does not have to entail a complete and sudden modernisation of the entire logistical and record-
keeping structure of the supply chain.

This point is equally relevant for the 'cost' issue, in the sense that applying a blockchain solution
ought not require the immediate integration of sensors, smart tags and other state-of-the-art
technological tools. The 'cost' dimension, nevertheless, remains a more difficult problem to
approach, and particularly because 'cost' is meant here in a general sense, including the time, effort,
manpower and expertise needed to transition from one system to another. In the context of the
Devoleum case study, the financial challenge may not appear as obvious. This is of course because
the Dapp offers a service that needs to be as appealing as possible to potential clients, and
consequently it does not explicitly tackle the issue of cost. This notion should be complemented
by remarking that Devoleum operates based on a commission system (15% of each product sold),
and therefore it directly benefits from the increased profit of its clients, thus creating incentive for
economic growth and optimisation of the supply chain.*"” In an attempt to tackle the financial
obstacle, a first approach can be to underline that the transition from a traditional system to a
blockchain-based one can simply entail a change of underlying data structure. In other words, the
'cost' of a system change can vary significantly, depending on how efficient the existing system is.
Other important factors may of course include the type of blockchain adopted and the complexity
of the supply chain in question. Whether the transition necessitates a basic change of database or
a significant investment in new equipment and personnel, however, the general guiding idea is that
the bulk of the investment would most likely have to be made at the beginning, with the possibility
to maintain upkeep and running costs to a minimum depending on the specific solution adopted.*"
Another perspective on the issue may be to emphasise, once more, the importance of an integrated
approach and to consider the funding opportunities offered by the EU framework. In this sense,

further research is needed regarding the possibility to include blockchain innovation in future work

213 Elisa Romondia, "Devoleum," Youtube video, accessed 12 May 2019, https://youtu.be/XCjEVEGA]LO.
214 Petter Olsen, Melania Borit and Shaheen Syed, "Applications, limitations, costs, and benefits related to the use of blockchain technology in

the food industry," Nofima rapportserie, 2019, accessed 30 May 2019, http://hdl.handle.net/11250/2586121, 24-25.
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programmes within the EVOO sector, or in individual EU-funded projects. More tangibly,
however, the cost of applying blockchain may also be compensated by the economic gain that

215 :
Numerous academic

could result from supply chain optimisation and increased sales.
contributions to the field have also underlined another type of 'cost' associated with the reduced
speed and efficiency of blockchain-based databases in processing transactions. Though this
certainly constitutes a serious challenge for other food sectors, transaction speed is a less salient

issue for EVOO, compared to more fast-paced sectors within the food industry.*°

The broader, long-term repercussions of blockchain can be observed at many different
levels. As suggested above, the use of blockchain for traceability could help boost the revenue of
companies and producers that have particularly good practices. In a general sense, Dapps such as
Devoleum may help consumers choose local or smaller producers when possible, thus limiting the
CO” emissions from transport and supporting local economies. By providing a solution to
substantiate previously unsubstantiated claims, in this respect, blockchain could improve customer
loyalty for companies that are willing to consistently guarantee a certain standard.”'” In a more
concrete sense, however, blockchain is also well-known for being associated with high energy
consumption and environmental challenges.

One of the most straightforward issues with blockchain in terms of sustainability is the extremely
high cost of running processors in the course of writing new blocks (in terms of energy and
therefore both environmentally and economically). The mining process, which is computationally
strenuous, requires considerable amounts of electricity. This is why, for example, processing a
Bitcoin transaction currently consumes more than 5,000 times the amount of energy needed for an

218

equivalent transaction with Visa.” "~ Although such a gap may appear staggering, this issue is

mostly limited to public blockchains, which are associated with extremely large networks.
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AA



Oona Arlene Buttafoco MA Thesis 2019

Consortium blockchains, in comparison, are more efficient and much less energy-intensive. As a
consequence, the energy issue can be more or less problematic depending on the type of blockchain
used. Seeing as Dapps can offer both options, stakeholders along the supply chain should be
mindful of the type of solution applied (especially if environmental and economic sustainability is
a priority).”" This is not to say, however, that public blockchains will only continue to consume
more and more energy over time. Scaleability and energy consumption are amongst the most
significant challenges for public blockchains, and constant gains in the energy efficiency of mining
hardware have minimised the impact of this issue so far, with continuous adjustments being

220

made.”” The use of renewable energy, furthermore, may prove critical in addressing this

drawback.”! Projects such as SolarCoin, for instance, show that a blockchain with solar powered
nodes could provide a more sustainable alternative to current networks.**

Aside from energy consumption, improved traceability systems could help optimise and adjust
other critical dimensions within the supply chain, including waste management, packaging, and
CO” emissions.”” This would improve the environmental sustainability of the product in two
distinct yet interrelated ways: firstly, by allowing food business operators to use data gathered
throughout the production and distribution phases to make adjustments to the supply chain and
minimise environmental impact at various stages;*** and secondly, by providing consumers with
rich and detailed perspectives on the environmental effects and/or commitments of the product
(e.g. carbon footprint, use of pesticides, country of origin), which would in turn allow them to

choose a more sustainable EVOO if they so wished to. Indirectly, therefore, increased transparency

and traceability could have the double effect of giving 'sustainable' products an even stronger

219 Jenny Splitter, "What can blockchain really do for the food industry?," Forbes, 30 September 2018, accessed 12 May 2019,
https://www.forbes.com/sites/jennysplitter/2018/09/30/what-can-blockchain-really-do-for-the-food-industry/#619c6f45488e.

220 Elizabeth Gail, "Intel is Working on an Energy Efficient Bitcoin Mining System," Coin Central, 10 December 2018, accessed 12 Jun. 2019,
https://coincentral.com/intel-is-working-on-an-energy-efficient-bitcoin-mining-system/.

221 Alessandra Potenza, "Can renewable power offset bitcoin's massive energy demands?," The Verge, 21 December 2017, accessed 13 Jun.
2019, https://www.theverge.com/2017/12/21/16806772/bitcoin-cryptocurrency-energy-consumption-renewables-climate-change.

222 Luke Johnson et al., "Connecting the Blockchain to the Sun to Save the Planet," SSRN, 2015, accessed 20 Jun. 2019,
https://poseidon01.ssrn.com/delivery.php?ID=5650721160030870041250011230220730670580530710020440101180071131060940151081071
170701100210480111180010200230170651170190220011180260880410401090030100180650960920930600870560050870110971040650751
01007064096030103102086125028109123111081081089005069102&EXT=pdf.

223 S. Rinaldi, M. Barbanera and E. Lascaro, "Assessment of carbon footprint and energy performance of the extra virgin olive oil chain in
Umbria, Italy," Science of The Total Environment 482 (2014): 71-79.

224 Michael Niaounakis and Constantinos P. Halvadakis, Olive processing waste management: literature review and patent survey (Elsevier,

2006).
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competitive advantage and incentivising environmentally sound supply chain management.
Needless to say, such long-term effects are tied to countless other factors and are difficult to
quantify, let alone predict. Nevertheless, if current trends in consumer behaviour are any indication
of the changes to come, sustainability could become a much more central dimension of blockchain-

based traceability solutions than initially expected.

6.3. Consumer challenges and proposed solutions

In recent years, countless studies have revealed shifting trends in consumer attitudes and

225

expectations vis-a-vis the food industry.”” In the EU specifically, crises and scandals (including

the 2017 Fipronil eggs contamination)**® have eroded public trust in food safety and authenticity,

adding to a growing awareness of fraud and adulteration in the agri-food sector.**’

In an attempt
to limit the impact of negative opinions and adjust consumption patterns based on reliable
information, companies should take public perceptions extremely seriously in designing the
traceability and marketing solutions applied to their products. This is in part because the adverse
effects of adulteration can extend far beyond individual scandals and brands;**® following the BSE
crisis at the end of the 1990s, Verbeke and Ward demonstrated that negative media coverage can
largely outweigh similar amounts of positive coverage (aimed in this case at reassuring
consumers).”” Eliminating the basis for negative press, therefore, should be a key priority for the
EVOO supply chain.”*’ Previous sections have aimed to explore how this can be done from a legal

and supply chain perspective, however this final section will complement the other two with an

equally crucial approach, namely the consumer standpoint. Firstly, issues associated with interface

225 Beth Clark et al., "Consumer attitudes towards production diseases in intensive production systems," PloS one 14 (2019): 210-432. ; Georges
Giraud and Rafia Halawany, "Consumers' perception of food traceability in Europe," (paper presented at the 98th Seminar of the European
Association of Agricultural Economists (EAAE), "Marketing Dynamics within the Global Trading System: New Perspectives," Chania, Crete,
Greece, 29 June - 2 July 2006).

226 European Commission, "Fipronil in eggs: Factsheet - December 2017," EU Science Hub, 2019, accessed 14 May 2019,
https://ec.europa.eu/jrc/en/publication/brochures-leaflets/fipronil-eggs-factsheet-december-2017.

227 Francesca Lotta and Joe Bogue, "Defining food fraud in the modern supply chain," Eur. Food & Feed L. Rev. 10 (2015): 114.

228 Fien Minnens, Niels Lucas Luijckx and Wim Verbeke, "Food Supply Chain Stakeholders’ Perspectives on Sharing Information to Detect and
Prevent Food Integrity Issues," Foods 8 (2019): 225.

229 Wim Verbeke and Ronald W. Ward, "A fresh meat almost ideal demand system incorporating negative TV press and advertising

impact," Agricultural economics 25 (2001): 359-374.

230 Ibid.
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design and consumer experience will be examined, while the second section will focus on

consumer attitudes towards transparency.

Consumer expectations of improved traceability systems often revolve around increased
transparency and accountability, but beyond conceptual considerations, what tangible form should
the final traceability tool take? And what factors should be considered to maximise the platform's
potential and contribute to the traceability system's sustainability? In the Devoleum case, smart
tags, Augmented Reality, and Real-time Object Detection are used to speed up the workflow and
enhance consumer experience.”' Scanning the QR code or smart tag affixed on the EVOO bottle
with a smartphone or other IoT device, consumers can immediately access information about all
the production and distribution steps that characterise the product, from the farm to the shelf in the
supermarket. The specific features and functionalities of the interface allowing to access this
information, however, are far from pre-defined. Though several pilot projects have already made
use of such apps for blockchain solutions, this field is so new that it can only rely on conventional
research regarding consumer engagement with labelling, digital platforms and marketing tools,
rather than benefitting from tailored studies. Specific literature on the structure and design of
blockchain-based applications and consumer platforms will undoubtedly emerge in coming years,
however in the meantime this portion of the analysis will identify key issues for the field and
propose solutions based on the results of pilot projects and inherent characteristics of Dapps. A
crucial question to consider, in this sense, is what the process of accessing the product information
(through a website or app) should look like.

An initial step in this process is the choice of tag or barcode to be scanned by the end consumer.
In this context, QR codes are often envisaged as a solution because they do not constitute an
additional investment (insofar as they only require to be printed on the label, similarly to a regular
barcode). Despite their comparative technological simplicity, QR codes offer the additional benefit
of having a 'dynamic' component, whereby they are not associated with a fixed record of
information. Rather, they can allow consumers to access a database or record which has been

updated throughout the product's journey along the supply chain. At this stage, however, several

231 Devoleum, "Supply Chain," 2019, accessed 12 Mar. 2019, https://www.devoleum.com/.
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issues emerge: in spite of their general suitability for allowing customers to access product

information, QR codes have rarely been used by consumers in the past.”*

This is due to a variety
of factors, including the fact that shops do not always have Wi-Fi, which means that customers are
often discouraged by the prospect of having to use their own data plans to access information.””
In addition, the purpose of the QR code on a product is not always explicitly indicated and people
do not necessarily have an app or function to scan QR codes on their phones (or can be unaware

of the fact that they do).”*

When combined, the above factors paint a relatively discouraging
picture for QR code solutions. To a large extent, furthermore, similar issues can be identified with
alternatives such as smart tags. Nonetheless, these challenges can be addressed in a number of
ways. First and foremost, blockchain-based solutions should take into account the fact that QR
codes and smart tags are likely to have a higher chance of being successful if they are connected
to a web page rather than to an app. This is because it would be particularly unrealistic to expect a
consumer to download the specific app of an EVOO brand prior to visiting the supermarket, in
order to access the individual bottle's traceability information once in-store. If scanning the code

235
For

or tag opens up a 'normal' web page, on the other hand, a regular browser is sufficient.
individuals who do not wish to use their smartphones or do not have one altogether, another
solution may be to install free-standing scanners in the supermarket itself, allowing any customer
to access the information (this can also provide a valuable alternative for people wanting to avoid
privacy issues and data collection directly from their phones, as described in section 6.1.4.).”°
Another, more holistic solution could also include improved packaging and labelling features, in
order to clarify the role of the tag or QR code. In this sense, shoppers should be able to easily
identify the purpose of the code for their specific needs, and how it relates to product safety and

quality.’

232 Kevin Keating, "Why consumers do not use QR codes," PKG, 16 October 2017, accessed 11 Mar. 2019,
https://www.pkgbranding.com/blog/why-consumers-do-not-use-qr-codes.

233 Ibid.

234 Ibid.

235 This is certainly true in a general sense, however customers may have to download specific browser extensions if they want to access the full
array of functionalities offered by Blockchain. Devoleum, "Simulation," 2019, accessed 23 May 2019, https://simulation.devoleum.com/.

236 Kevin Keating, "Why consumers do not use QR codes," PKG, 16 October 2017, accessed 11 Mar. 2019,
https://www.pkgbranding.com/blog/why-consumers-do-not-use-qr-codes.

237 Ibid.
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Whether this will convince consumers to make use of the tool, however, is a different matter. After
all, the prospect of full traceability may be particularly appealing to a handful of EVOO
enthusiasts, while being perceived as futile or simply remaining unacknowledged by a majority of
consumers. Here, the relevance of the product examined becomes absolutely central. While other
products may not stimulate consumers to spend additional time checking traceability and
authenticity, the negative reputation and higher price of EVOO makes it likelier that individuals
will use available tools to ensure that they are not paying extra for an adulterated product.”®
Perhaps surprisingly, in this respect, blockchain-based solutions used by retailers such as Carrefour
have already had some extremely positive results across a diverse range of sectors.””” The French
retailer, which launched blockchain information for 20 products including chicken, eggs, raw milk,
oranges, pork and cheese, recorded the following: taking the pomelo grapefruit case as an example,
customers were able to scan a QR code affixed directly to the product with their phone, finding
out "the date of harvest, location of cultivation, the owner of the plot, when it was packed, how

t."**° In that instance, Carrefour

long it took to transport to Europe and tips on how to prepare i
representatives declared that "the pomelo sold faster than the year before due to blockchain",
(additionally extending the pattern to other products such as chicken), and stated that some people

241

spent as long as 90 seconds reading the information provided by the blockchain.”™ Overall, sales

were boosted by the use of blockchain to track meat, milk and fruit, and Carrefour has declared
that it will extend the project to more products to increase shopper trust.”**

In a general sense, therefore, it seems that the prospect of increased accountability through in-store
consultation of traceability data is not altogether implausible. The challenges associated with
different interface design options, however, remain to be addressed. For the sake of clarity, I will
refer to the two 'extreme' options as 'marketing-oriented' (attributing greater importance to

commercial appeal, interactivity and visual components), and 'neutral' (explicitly devoid of

marketing features and focused on delivering information in its most objective form). Most likely,

238 Syed Imran Ali Meerza and Chris Gustafson, "Consumer response to fraudulent producer behaviour in the agri-food marketing system,"
Institute of Agriculture and Natural Resources - University of Nebraske-Lincoln, 30 May 2018, accessed 22 May 2019,
https://agecon.unl.edu/cornhusker-economics/2018/consumer-response-fraudulent-agri-food-producer-behavior.

239 Emma Thomasson, "Carrefour says blockchain tracking boosting sales of some products," Reuters, 3 June 2019, accessed 20 June 2019,
https://www.reuters.com/article/us-carrefour-blockchain-idUSKCN1T42A5.

240 Ibid.

241 Ibid.

242 Ibid.
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the design options that can yield the greatest results will combine elements from both approaches
to varying degrees, however the dichotomy remains useful to evaluate the main challenges
associated with interface design. On the one hand, the 'marketing-oriented' approach can help
create a positive narrative to emphasise the quality standards and expertise of smaller EVOO
producers all the way down the chain.** On the other hand, the process of creating or adapting a
brand identity and designing the interface may be an investment that is only accessible to selected
companies. This is where a pre-existing Dapp such as Devoleum can be particularly successful,
insofar as it provides a basic pre-existing structure that is intelligible to consumers.”* From a
customer perspective, moreover, more neutral interfaces may surprisingly prove preferable and
increase commercial appeal, in a context of growing distrust towards the marketing techniques of
the EU food industry. Accessing the 'raw' data about a product's journey, rather than an
embellished, well-presented version of the same information could denote a higher level of
reliability for certain customers. Ideally, however, a well-designed solution could integrate both
elements to build a platform that looks and feels reliable yet is pleasant to use and enhances the

customer experience (see Fig. 6. and Fig. 7.).

243 Carrefour, "Carrefour launches Europe's first food blockchain," 3 June 2018, accessed 12 Jul. 2019, http://www.carrefour.com/current-
news/carrefour-launches-europes-first-food-blockchain.

244 Devoleum, "Supply Chain," 2019, accessed 12 Mar. 2019, https://www.devoleum.com/.
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Fig. 6. Use of blockchain for EVOO tracking along the supply chain (adapted from Fig. 4.).

245 Diagram by the author.
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Fig. 7. (adapted from Fig. 6.) Process of accessing traceability information from a consumer perspective.”*’
Alternatively, more advanced tools could propose both options within the same platform, letting
the consumer choose whether s/he wants to visualise the information in its more neutral or

narrative, customer-friendly form. As mentioned previously, furthermore, platforms aiming for

246 Diagram by the author. Blockchain interface image source: Finanziamenti Agricoltura/Agronotizie, "Tecnologia blockchain per la
tracciabilita del prodotto e delle informazioni inviolabili," 2019, accessed 26 Jun. 2019, https://www.agricolturafinanziamenti.com/tecnologia-

blockchain-per-la-tracciabilita-del-prodotto-e-delle-informazioni-inviolabili/
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maximum transparency could even include information about the technical features of the
traceability system, including sow the data is gathered and structured (whether by humans, sensors
or Al for instance). Aside from adding a further layer of transparency, therefore, this information
could also contribute to strengthening legitimacy and trust on the consumer's part, in cases where
human error is perceived as a significant threat.

To complement the above discussion points, moreover, it may prove particularly valuable to end
the section on interface design by examining the value of smart tags and QR codes as separate
quality indicators. In brief, if blockchain solutions were to become widespread and well-know
enough, the QR code connected to the blockchain-powered platform may acquire a value similar
to that of a certification. This would only happen if the product packaging clearly indicated that
the EVOO was tracked on the blockchain, however the assumption that QR codes should be
coupled with complementary information on packaging and marketing material to achieve their
full potential can have interesting consequences for future research and policies.”*’ Should
blockchain become a permanent fixture within the European food industry and retail landscape,
the EU could look into the possibility of creating an EU-wide label for products tracked on the

blockchain, similarly to the mandatory label created for organic products.**

At a glance, any
consumer would therefore be able to assess whether they could access further traceability details
if needed. It is difficult to predict whether such a scenario would ever end up being relevant (or
even desirable), however the use of Dapps for tracing a product such as EVOO certainly opens up

countless opportunities for improved marketing, customer experience and policy perspectives.

So far, I have assumed that consumers' attitudes towards transparency and traceability
would be generally positive, and that they would turn to more trustworthy EVOO alternatives if
provided with reliable information. There is also a tangible chance, however, that consumers will
prefer more affordable EVOO options regardless of the quality or risk of adulteration. This is not

to suggest that they would consciously buy products that they know to be worse than others,

247 Kevin Keating, "Why consumers do not use QR codes," PKG, 16 October 2017, accessed 11 Mar. 2019,
https://www.pkgbranding.com/blog/why-consumers-do-not-use-qr-codes.

248 Monika Hartmann et al. "Improving consumer evaluation of the EU organic label: cross-country evidence on the effectiveness of logo
modification," (Paper presented at the 172nd EAAE Seminar, ‘Agricultural policy for the environment or environmental policy for agriculture?”’,

Brussels, Belgium, 28-29 May 2019).
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nevertheless there may simply be a gap between their perceptions and behaviours, or between their
perceptions and expectations of different EVOO alternatives.”” This current reality, though
discouraging, may be counted as one of the most serious challenges for the implementation of
blockchain solutions. The fact that people would knowingly purchase a product that is at high risk
of being adulterated even though they could easily choose a trustworthy alternative for a small
added cost, or the fact that some people may not even care about whether a product is traceable
may appear as somewhat counter-intuitive, however research has shown that consumers do not

9 If Dapps

always change their habits or boycott products in the face of large-scale food scandals.
are to be widely adopted within the EVOO sector, therefore, further research is needed regarding
the sector-specific consumer perceptions and consumption patterns that could help determine

whether it is worth investing in a blockchain solution.

6.4. Section overview and results

Through the analysis presented in the previous subsections, I have attempted to explore the
most salient challenges and opportunities associated with blockchain-based traceability systems,
using the Devoleum case study as a frame of reference to address tangible concerns and propose a
more grounded overview. As a result of this investigative process, I have found that legal issues
linked with the EU context are more likely to emerge as a consequence of corporate or private data
protection requirements, rather than as a result of traceability and sector-specific regulations.
Issues linked to EVOO regulations, in this respect, appear to be of a more indirect nature,
emphasising the EU’s lack of tools to enforce more stringent traceability standards in the current
system. On the other hand, potential solutions were identified to tackle the transparency-privacy
trade-off, in addition to opportunities for incentivising modernisation of the EU traceability system
through sector-specific funding. It is important to note, however, that legal challenges are likely to
evolve in the near future, as current frameworks - which were not built with technologies such as

blockchain in mind - evolve and adapt to the growing influence of DLTs. Future legislative

249 Shih-Chang Tseng and Shiu-Wan Hung, "A framework identifying the gaps between customers' expectations and their perceptions in green
products," Journal of cleaner production 59 (2013): 174-184.
250 Marylyn Carrigan and Ahmad Attalla, "The myth of the ethical consumer—do ethics matter in purchase behaviour?," Journal of consumer

marketing 18 (2001): 560-578.
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proposals regarding the regulation of blockchain and evolutions in the CAP framework will enrich
this debate and will have to be taken into account when formulating future assessments of
blockchain’s applicability in the food sector.

From a business and supply chain perspective, furthermore, medium- and long-term considerations
were examined, with a focus on the logistical, economic and environmental viability of applying
blockchain. The issues of data interoperability, information accuracy and fraud prevention were
identified as major challenges within the EVOO supply chain, followed by the examination of
blockchain solutions to improve information homogeneity, increase accountability and raise the
current standards of data collection and record-keeping. In particular, the need for increased
collaboration amongst stakeholders and the use of complementary technological tools such as Al
and sensors was underlined, while the potential cost of applying blockchain in its more advanced,
integrated form was raised as a key concern. Finally, longer-term environmental and economic
obstacles were discussed, with a focus on the energy consumption and scaleability of blockchain
platforms, potential effects on the commercial value of EVOO brands using blockchain, and
optimisation of the current supply chains. By virtue of representing extremely diverse needs and
interests, the supply chain perspective is particularly difficult to investigate. While the above
considerations aim to provide an overview of the most recurrent challenges found in academic
literature and practical cases, the success of future blockchain solutions will undoubtedly be tied
to their ability to complement the idiosyncrasies of individual businesses and supply chains. In this
regard, further research is needed regarding integrated approaches to innovation, involving as
many relevant stakeholders as possible and identifying cross-sectorial opportunities for
improvement.

In the third and final subsection, the implications of blockchain for consumers were examined,
focusing firstly on the challenges associated with interface design and customer experience, and
secondly on consumer perceptions of transparency. The analysis revealed that the 'user experience'
and technical features of the consumer interface (app or website) are likely play a central role in
ensuring the sustainability of blockchain solutions. Several reasons were identified for this,
including the response of consumers towards blockchain-tracked products to help businesses and
institutions perceive the transition as worthwhile, effects of using blockchain on sales, and
potential long-term implications for local economies and the environment. Prospective solutions

for the current obstacles to the widespread use of blockchain-based interfaces were proposed,
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alongside an analysis of consumer perceptions of the concept of transparency and potential
discrepancies between customer perceptions and consumption patterns. This final perspective
presented countless avenues for future research, with qualitative and/or quantitative research
regarding customer responses to blockchain systems and interfaces being of particular interest for

both businesses and policy-makers.

7. Conclusion

The aim of this paper has been to investigate the viability and desirability of using
blockchain technology to improve EVOO traceability systems in the EU. Rather than presenting a
two-dimensional account of 'positive' and 'negative' attributes of blockchain solutions compared
to traditional traceability systems, an approach based on sustainability was adopted, with the aim
of proposing a more nuanced, multifaceted analysis. This choice was motivated by the lack of
long-term assessments of blockchain solutions for EVOO traceability in existing literature, and by
the desire to paint a more complete picture of existing challenges, including the less prevalently
studied consumer perspective and EU legislative framework.

The research question guiding the examination of key theoretical, conceptual, technical and
practical issues was: how and to what extent could blockchain technology constitute a sustainable
solution for improving the traceability of EVOO within the EU? The 'how' is an intricate matter,
and there certainly does not appear to be any single 'optimal' blockchain solution to suit the long-
term needs of EVOO businesses and supply chains. In the course of the paper, nevertheless, a
number of technical features and design characteristics for blockchain solutions were critically
examined, demonstrating the potential and limitations of Dapps such as Devoleum in addressing
the most crucial flaws in current systems (including data interoperability, lack of accountability
and mishandling of the product). The 'scope' issue, namely 'to what extent' blockchain-based
solutions can improve EVOO traceability, is an even more complex question to address. Though
the analysis has shown that blockchain-based systems present a number of drawbacks when it
comes to data privacy and accuracy, transaction processing times and reliance on complementary

tools, the overall improvements observed in practical applications of the technology seem to
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indicate that blockchain could have a significant impact on EVOO traceability (in particular by
improving database homogeneity, accountability and trust). On the whole, however, this potential
impact is closely tied to the solution's suitability for a given supply chain, and to the extent to
which it is even needed in the first place.

Based on the methodological and theoretical approach adopted, the overarching answer to the
research question is that blockchain solutions can be sustainable in two complementary ways:
firstly, by taking sector-specific needs into account and integrating legal, business and consumer
perspectives into the blockchain design; and secondly, by affecting the economic, environmental
and social impact of EVOO, creating positive synergies and incentives for improvement. This is
not to say that this sustainability potential will necessary be realised, however the identification of
those two dimensions is important for assessing whether a blockchain tool will bring positive
change in a given context. This more holistic dimension is much more difficult to quantify,
however, and future research on the results of pilot studies and existing applications could certainly
provide illuminating perspectives on the predicted long-term effects of using blockchain (from an
economic, environmental or social perspective, but also in terms of consumer trust). From a more
cynical, purely economic perspective, furthermore, the advantages of using blockchain remain
significant, with the technology having the double benefit of contributing to supply chain
optimisation and increase in sales through the competitive advantage of improved traceability.”"’
The vision, determination, trust, and expertise that are necessary to create context-sensitive
solutions for individual EVOO supply chains constitutes, without doubt, a sizeable obstacle to EU-

wide adoption of blockchain.*?

Nevertheless, this is a thriving field, which is inherently connected
to policy areas that are crucial to the construction of a stronger, more sustainable EU. Though the
broader repercussions of using blockchain for EVOO traceability may at first seem unclear, the
transition towards blockchain-based systems at any scale will undoubtedly generate expertise and
good practices that will facilitate the adoption of blockchain solutions for other sectors and supply
chains. Scanning a QR code in the supermarket to access information about the provenance of a

product does not require any major adjustments in the everyday practices of consumers, yet a

251 Emma Thomasson, "Carrefour says blockchain tracking boosting sales of some products," Reuters, 3 June 2019, accessed 20 June 2019,
https://www.reuters.com/article/us-carrefour-blockchain-idUSKCN1T42A5.
252 For a detailed discussion of the value of Blockchain for creating and preserving trustworthy digital records, see: Victoria Lemieux, “Trusting

records: is Blockchain technology the answer?,” Records Management Journal 26 (2016): 110-139.
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change of this kind is likely to be incredibly impactful in shifting standards and expectations of
transparency and accountability in the food sector. To be sure, using blockchain is not going to
single-handedly eradicate EVOO fraud, eliminate the environmental impact of olive production,
and save small producers, but this paper has aimed to show that it certainly has the potential to
become a powerful tool for businesses, institutions and consumers to work towards a more

sustainable future.
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