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Abstract

In historical cryptography, a cipher key represents a set of rules by which
we can convert between plaintext and ciphertext within an encryption
system. Presently, there are not many studies that focus on analysing keys,
especially not on a large scale or done in a systematic manner. In this
paper, we describe a uniform transcription standard for the keys in the
DECODE database. This way, we intend to lay a strong foundation to
facilitate further studies on large sets of key transcriptions. We believe that
a homogeneous set of transcriptions would be an ideal starting point for
comparative studies, especially from a chronological perspective, as this
can reveal potential patterns in the evolution of encryption methods. We
also build a script that can perform an in-depth analysis of the components
of a key, using our standardized transcription files as input. Finally, we give
a detailed account of our findings and show that our method can reliably
extract valuable information from the transcription file, such as the method
of encryption or the types of symbols used for encoding, without the need
of additional manual analysis of the original key.
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1. Introduction

The need for secrecy has always been embedded in human nature. The main
reasons behind this need are most often politics, power, or shame. For thousands
of years, people have been trying to find ways to ensure the confidentiality of their
correspondence or private documents. Some have succeeded to such an extent
that the content of their message is still a mystery to cryptologists nowadays.
Despite the vast advances in computational decipherment techniques, there

are still hundreds of encoded manuscripts and cipher keys hidden in libraries all
around the world. These are, however, out of reach when it comes to computa-
tional methods as the vast majority are not in digital format and can therefore
not be processed.
The lack of research on this topic is particularly noticeable in the case of

historical keys, even more so than in the case of ciphers. Not only is there no
correlation between keys and computational methods, but there seems to be
no systematic study that targets the structure of keys in general. Consequently,
there is no available classification scheme for cipher keys.
We believe that the scarcity of digitalized versions of keys stems from the

vast amount of variation that is exhibited in historical keys in terms of, but not
restricted to, handwriting styles, preservation status, availability to the general
public, encryption methods, and level of complexity. Variations in handwriting
style and noisy images make it very difficult to apply OCR methods for automatic
transcription of keys (Fornés et al., 2017). It is for this reason that most work
in the field of OCR on historical text tends to revolve around early printed
documents rather than handwritten documents (Berg-Kirkpatrick et al., 2013).
Moreover, the symbols used in encryption might not always have a digital
counterpart, which makes the process of automatic transcription even more
challenging.
We will therefore try to bridge this gap by working to achieve our two goals:

first, we want to build a reliable transcription standard for historical keys, and
second, we aim to try and find a method for automatic extraction of key structure.
We base our study on data provided by the DECODE database consisting of
images of original keys.

1.1. Purpose

In this study, we aim to provide a reliable transcription standard that should be
uniform across the database. We will conduct our study on a diversified set of
keys from the 16th century, which use distinct encryption methods, symbol sets
and which vary in terms of complexity.
We focus on the transcription of non-ASCII symbols in particular. Symbols

such as zodiac signs or alchemical symbols are widely used in encryption but

6



can be difficult to transcribe. Since nowadays such symbols are not as widely
used anymore and not easily available from a standard keyboard, it is important
to have specific guidelines for the way we can transcribe them. In turn, having
a homogeneous set of keys in terms of transcription allows for a dependable
comparative study. If we expand our transcription to a larger scale, we can also
conduct research on keys from a chronological point of view, which has not been
achieved so far to our knowledge. We do anticipate that tackling non-ASCII
characters will prove to be challenging, as some of these symbols that are used
as cipher symbols do not always have a digital counterpart.
In the long run, our study could also contribute to the improvement of

automatic cipher transcription. Having a large database of symbols can help us
identify variation in terms of handwriting styles and improve the accuracy of
OCR systems.
Moreover, we aim to build a method for automatically identifying different

types of keys and providing a thorough statistical analysis of the various types of
tokens they use. We aim to look into the types of symbols the key uses (e.g. Latin
alphabet, digits, Greek letters, alchemical symbols etc.), and their distribution
in relation to the kind of text they encode. By means of this automatic process
we also aim to be able to extract different methods of encryption used in our
target key.

1.2. Outline

This section presents the framework of the paper. We establish the topic for each
chapter and briefly explain the content.
Chapter 2 provides insights into the field of historical cryptography and

elaborates into the terminology that will be used throughout this paper. Here,
we also touch upon the subject of how computational methods can help in the
study of cryptology in general.
In Chapter 3, we present our method and the path we are going to take in

order to fulfill the goal of the paper. We also present our initial set of data and
describe the database that we work with. When referring to an image, we provide
the record ID so that it can be easily identified within the database.

Chapter 4 describes the process of manual transcription along with an example
key transcription. Here, we also present our transcription keys and give the
guidelines for achieving our proposed standard transcription.

Chapter 5 provides a comprehensive account of our method for automatically
extracting information about the structure and characteristics of the key given
its transcription. We also discuss each feature and its respective output in detail.

In Chapter 6, we discuss our results, as well as the strengths and weaknesses
of our approach.
In Chapter 7, we summarise our work and provide our final remarks.
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2. Background

By definition, cryptography is a practice that is concerned with rendering ordinary,
easily readable text, into a unintelligible version of itself, all while preserving the
same informational content(Kahn, 1996). We will refer to this text transformation
process as encryption. It is important to keep in mind that once a sender creates
and dispatches such an encrypted message, the person on the receiving end must
also have access to the same set of rules, i.e. a key, in order to be able to reverse
the process of encryption. Reversing encryption by the person who the message
was intended for is to decrypt (or decode) the message and is also included in
the practice of cryptography. This is not to be confused with cryptanalysis, or
codebreaking, which also entails reversing encryption but this time without any
access to the key, and is usually done by a third party who might intercept the
message and not the intended receiver.
A critical remark we must make is that cryptography and cryptanalysis,

however distinct, are highly co-dependent. For example, if codebreaking improves,
this means that the means of encryption must improve as well in order to
preserve a proper level of effectiveness (Diffie and Hellman, 1976). In this manner,
cryptography and cryptanalysis continuously influence each other and together
form the field of cryptology (Kahn, 1996).
Cryptology covers both modern and historical cryptography and cryptology.

Historical cryptology is the study of encrypted messages from our history aiming
at their decryption by analyzing the mathematical, linguistic and other coding
patterns and their histories (Megyesi et al., 2019). In the subsequent sections, we
focus primarily on historical cryptology. Encrypted messages, also called ciphers,
had significant contributions in extremely diverse fields, starting with personal
documents, such as diaries or letters, and extending to military and political
correspondence, medicine, religion, or even secret societies (Láng, 2018).

2.1. Terminology

Before we begin explaining the terminology used in the thesis, we need to
point out that terms related to historical cryptology and their usage vary and
might have different definitions depending on the user or the writer. This is not
surprising as the discipline of historical cryptology as such is young. One of the
main contributors to the field is David Kahn (Kahn, 1996), and many terms as
used today follows his definitions, but not in all cases. In this section we explain
and discuss frequently used, specific terminology related to historical cryptology
in general and keys in particular, as we define them and use throughout the
thesis.
A cipher (or the French term “chiffre”) refers to the algorithm to encrypt or

decrypt a message, the system that defines the steps for encryption or decryption.
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However, ciphers are also used as a synonym with codes which substitute an
item — be it an alphabetical character, syllable, word or phrase — of variable
length in the underlying language of the encrypted message. Even thought
the terms “code” and “cipher” are used interchangeably in many instances, it
is essential to note that the two are not identical. For our purposes, we can
distinguish between them in terms of linguistics. While codes deal with linguistic
items and divide their content into meaningful units, such as words and syllables,
a cipher does not have the requirement of meaningful components (Kahn, 1996).
We refer to the system used for encryption and decryption as a cipher, and the
elements used for substitution for codes.
A cipher key, or simply “key”, is an information structure that describes

the way various unit in the language shall be encoded, i.e. how the encryption
works and how the process of encryption can be reversed. In order to decipher
encoded information without having to resort to cryptanalysis, both parties
who communicate in code must have access to the same key. A key can ei-
ther be made for personal use (e.g. to encrypt a diary), or constructed by an
experienced cryptographer with the purpose of being used in a court, for exam-
ple, for secret correspondence (Schmeh, 2015), oftentimes political or military
information (Láng, 2015).

In encryption we take a plaintext as input, i.e. the intelligible information to
be encrypted and return a ciphertext, i.e. the encrypted text, given the key. In
decryption, on the other hand, we take the ciphertext as input and return the
plaintext as output on the basis of the key.

A key might contain several components but the two main ones are codes and
plaintext units. Plaintext units represent the items of the intelligible information
which is to be encrypted or decrypted. The item could be the alphabetical
characters (A-Z, a-z), digits (0-9), double letters (“ll”, “ss”), syllables (“at”, “et”),
words (“and”, “or”, “have”), names (“Queen Elisabeth”), places (“London”, “Berlin”),
phrases or sentences (“All is well”).

Codes, on the other hand, represent information about how the plaintext unit
shall be encoded. We can therefore say that we use codes in order to encode
plaintext into ciphertext according to a structured description of the encoding
defined by the key, and then use a key to map back from ciphertext to plaintext.
Similarly, the existence of ciphertext symbols always implies the existence of
plaintext units (Kahn, 1996).
Another possible component of a key is cleartext (Megyesi et al., 2019),

which is a type of text that is intelligible to anyone and that, as opposed
to plaintext, is not meant to undergo the process of encryption. Ciphers can
sometimes make extensive use of cleartext, with only certain words or topics
being encrypted (Láng, 2015), whereas keys mostly use cleartext for section
headings (e.g. “nulls”, “words”, “people”), dates, signatures, or explanations about
the cipher.

A key can encode various levels of information, which are structured according
to plaintext type. We distinguish between alphabet, nomenclature, and nulls.
In the early stages of cryptography, each unit of a plaintext alphabet would

be substituted by a single unit of code, a method of encryption that we now call
simple substitution. As the use of cryptography became more widespread, the
methods for encryption became more complex as well, in order to increase the
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Figure 2.1.: Excerpt from key ID 345: nomenclature of names; plaintext on the left,
ciphertext on the right.

security of the encoded message should it be intercepted by a third party. We
illustrate and discuss various encryption methods in Section 2.2.

Nomenclatures represent a major step in the evolution of cryptography. They
merged together the two basic systems of codes and ciphers into one system,
combining the cipher substitution of plaintext alphabet with a code list of names
or frequent words. The content of a nomenclature tends to revolve around two
main topics, first of which is named entities (such as people, cities, countries
etc.). Since the names encoded in a nomenclature would often be high-ranked
political people and noblemen, having a list of such names can also be useful
to us today in order to be able to more accurately date the key (Desenclos,
2018). The second focal point for nomenclatures is represented by words which
either occur frequently in the language (e.g. function words), or words that are
specific to the topic encoded in the cipher and will therefore be used frequently
during encryption. Nomenclatures can also include clusters of letters, syllables
or morphemes.
Encoding frequent words has two main advantages. On the one hand, it can

speed up the process of enciphering the message. In some cases, such as Figure
2.1, the ciphertext is significantly shorter than the plaintext, so it will be encoded
faster by the writer. Having shorter ciphertext than plaintext also meant that
the cipher would take up less space on paper or parchment, which were costly
resources in the past (Diringer, 2013). On the other hand, having a nomenclature
implies increasing the amount of ciphertext symbols used, which in turn makes
the cipher more difficult to crack should it be intercepted by a third party.

2.2. Cipher types

Given the present lack of studies focusing on keys and their structure, we will
focus this section on discussing various encryption methods, as these directly
influence the features and structure of a key.

The two main methods used to encrypt secret messages are substitution and
transposition ciphers. In the case of substitution ciphers, the plaintext units are
preserved in the same order in the ciphertext, while the units themselves are
modified by codes. For transposition ciphers, however, the plaintext units are not
altered in any way but are instead rearranged in a different and rather complex
manner.
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Figure 2.2.: Example of plaintext alphabet encoded by means of simple substitution,
extracted from key ID 331 (plaintext units on the top row, codes on the
bottom row).

Substitution ciphers can further be divided into either monoalphabetic or
polyalphabetic. If a cipher is monoalphabetic, this means that it employs the
same type of substitution throughout the entire message. Polyalphabetic ciphers
on the other hand can make use of different types of substitution at different
positions in the message, meaning that one plaintext unit is mapped to one of
several ciphertext entries, and vice-versa, meaning that they use more than one
cipher alphabet in rotation. Nowadays, modern cipher machines can produce
polyalphabetic ciphers that make use of millions of cipher alphabets.
Throughout history, three main types of substitutions have been frequently

used. These are based on the ratio of plaintext units to ciphertext units: simple
substitution, homophonic substitution, and polyphonic substitution.

Simple substitution, as mentioned before, is one of the oldest and most widely
used encoding systems. It relies on mapping every plaintext unit to one unique
code representation, as illustrated in Figure 2.2. While this approach can be
very convenient to encode and decode because of its simplicity, it is also very
vulnerable to cryptographic attacks coming from a third party who intercepts the
message. We consider a cipher to be weak if it transmits considerable statistical
information about the initial plaintext into the ciphertext (Eskicioglu and Litwin,
2001), which is exactly what simple substitution does. The most efficient way
to break such a cipher is to calculate the frequency counts for every ciphertext
symbol type. Assuming that we know the language of encryption, we can then
map our frequency counts to language-specific frequency counts. Depending on
the type of text that is encoded, as well as its size, we might not always get a
perfect match, but this method is still highly effective (Stinson, 2005).

If we want to avoid the problem of letter frequencies being transmitted across
encodings, we can make use of homophonic substitution instead. In homophonic
substitution, the plaintext letters can be represented by more than one ciphertext
symbols. A well constructed homophonic substitution cipher could assign more
ciphertext symbols to the high-frequency plaintext letters and fewer to those
that do not appear so often, so that, upon performing a frequency analysis of the
ciphertext symbols, their distribution would appear to be uniform. A homophonic
substitution cipher is shown in Figure 2.3. Using homophonic substitution hinders
code-breaking due to the increase in the number of ciphertext symbols, as well
as the fact that it renders the frequency analysis method almost completely
ineffective.

Even stronger against cryptographic attacks are polyphonic ciphers. Here, every
ciphertext symbol stands for at least one (oftentimes two, rarely three) plaintext
units, as shown in Figure 2.4. It is the exact opposite of homophonic substitution
and can become a strong source of confusion to a cryptanalyst (Kahn, 1996).
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Figure 2.3.: Example of plaintext alphabet encoded by means of homophonic substitution,
extracted from key ID 428 (plaintext on the top row, codes below).

Figure 2.4.: Example of plaintext alphabet encoded by means of polyphonic substitution.
Recreation of a section from key ID 205 (plaintext on the top row, codes on
the bottom row).

Despite its high degree of resistance against third-party decryption attempts,
polyphonic substitution is not widely employed. The reason for this is that, even
if both the sender and the receiver of a polyphonic cipher have the necessary key,
it can still be difficult to know which of the several plaintext units we should
map to in each instance.
In the past years, there has been a significant increase in the application

of computational methods used with the purpose of solving problems related
to classic cryptography (Baró et al., 2019). Even though no study, to our
knowledge, has focused on solving the issue of key transcription and automatic
key classification, there are still instances of decoded ciphers using computational
approaches, which did involve cipher transcription as a step towards decoding.
We therefore use such studies as a point of departure in our study, with focus
on the transcription scheme used for the Copiale cipher (Knight et al., 2011).
As the encryption was done by using many non-ASCII characters, every code
symbol was mapped to a description of the symbol itself, easily accessible from
the keyboard (e.g.π - pi).
At present time, there is a noticeable lack of systematic, large-scale studies

focusing on the structure of keys or their development throughout time. This is
not currently feasible due to the absence of infrastructural resources in historical
cryptology. One attempt at providing an appropriate infrastructure for the study
of historical texts in general is the Decrypt project1. This includes the Decode
database, the HistCorp (Pettersson and Megyesi, 2018) collection of historical
texts and language models, as well as various types of tools for transcription
and statistical analysis. Having these resources, however limited, can facilitate
systematic studies of the evolution of ciphers throughout our history.

1Decrypt homepage
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3. Describing Keys

3.1. Method

In order to be able to describe keys and their development throughout the
centuries, we must first have access to a large number of keys from various time
periods and geographical areas. A good starting point is the DECODE database
and the keys it provides access to. Not only do we need images of original keys of
different kinds, but also a computer-readable versions of said keys in order to be
able to describe them in a systematic way. The first step is therefore to provide
reliable transcriptions and a common format shared by all keys regardless of the
symbol system or structure used.

Given that one of the goals of the paper is to provide a dependable transcription
scheme that would later on contribute to having a robust basis for automatic
cipher transcription, we must first take a look at our raw data, namely the
scanned images of the original keys. Furthermore, implementing a transcription
scheme for keys would ensure consistency across keys from various regions and
time periods within the database. In order to be able to automatically generate
cipher transcription, we need a large collection of data to start from, which in
our case would be key transcriptions.

To investigate the key structure, including a transcription scheme for keys, we
focused on having a small, but diverse set of keys as our point of departure.
By analysing this initial set, we create a list of rules and conventions for

transcription, which we discuss in detail in Chapter 4. Having a solid guidelines
for transcription insures uniformity across the database, which in turn accounts
for a reliable analysis across keys.
Based on said guidelines, we can then begin the process of digitalization of

the original key files, namely transcribing them into digital text format in order
to allow for further processing.

These resulting text files are then used as input to the script we built, described
in Chapter 5, which outputs general information regarding key structure, as
well as a detailed statistical analysis of both the plaintext and ciphertext units
represented in the keys.
We visualise the pipeline in Figure 3.1

3.2. The Database

The data used in the thesis was selected from the DECODE database (Megyesi
et al., 2019) provided by the DECRYPT project. The DECODE database was
created with the purpose of providing an appropriate infrastructure that would
facilitate the use of computational methods in the process of decryption and
analysis of historical ciphers. In order to create better tools to assist in the
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Figure 3.1.: Visual representation of the steps that we take in order to achieve automatic
key structure identification and statistical analysis.

process of digitalization within the field of cryptography, a large collection of
documents is necessary as a starting point. With this in mind, the DECODE
project was started and it has tripled in size since its beginning in 2015. It now
contains over 1000 documents, both keys and ciphers, originating from various
European countries, such as Austria, Hungary, Belgium, or the Netherlands.
Original Each cipher record, being it a ciphertext or a key, is described in terms
of their current location, origin, format and content. Here we can find information
on the year the text was written, who it was written by or who it was written to,
if known. The person who uploads the record can also specify, among others, the
plaintext or ciphertext language of the document, the type of encoding used, the
symbol set type or just write additional information that could be of interest. In
some cases, additional files are also provided, such as the decryption of a cipher,
translations, or reconstructed keys.

3.3. The Data

The first step in data selection process was to inspect the existing keys in the
database. We therefore proceeded to manually analyse an extensive number
of keys and make notes regarding their structure, size, complexity and image
quality, in order to be able to give a structural description of keys.
The next step was to group the keys we analysed in different groups, based

on their structure. For example, a lot of keys were structured similarly to the
example we provide in Figure 4.5, with the alphabet on the top of the page in a
horizontal line, and a nomenclature following in the form of columns below it.
Another common structure was to have the plaintext alphabet encoded vertically
in the leftmost column of the page and the nomenclature would take up the
rest of the page, and can either be structured horizontally or vertically. One
more structuring method that appears quite often in the database is to have the
key written in a table format. The entries are written in columns and usually
follow some sort of logical pattern, oftentimes alphabetical order, as opposed to
the two types we discussed previously, where the key is structured in various
sections according to the kind of unit that is being encoded. Such tables seem to
be used for the most part in the case of more complex keys, with an extensive
nomenclature.

After identifying the main structure types, we selected one representative key
for each to use for transcription. When then looked at the symbol set used in
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each key and expanded our initial set in order to improve the variety of symbols.
Furthermore, we paid attention to the type of encoding used in each key and
made sure there is variation in that respect as well.
All the keys we use date roughly from the same time period, i.e.16tht=1 th

century but are distinct in most other aspects. Our initial set contains data
in three languages, three different encryption methods, and several different
symbols types (e.g. digits, Greek letters, zodiac signs, alchemical symbols etc).

For the initial transcriptions and statistical analysis, 5 keys were selected from
the database, each for its own reasons. The selection was done in such a way that
the keys would be distinct among each other from several different perspective.
Our selection is aiming for variation in terms of:

• cipher type: monoalphabetic

• symbols used: Latin and Greek alphabet, Roman and Arab numerals,
alchemical symbols, miscellaneous glyphs

• usage of nomenclatures: for syllables, doubled letters, words(high-frequency
words, names, functions, cities, countries)

• whether or not nulls are used

• plaintext language: French, English, Italian

• code type: fixed/variable length (how we assess this is explained in more
details in Section 5)

This way, the initial set for transcription would be as varied as possible. The
choice of keys was also influenced by image quality.
All keys are listed and described below, along with their record ID in the

DECODE database.

• 205

Italian key dating back from 1566. It was chosen because it is a good
representation of a polyphonic cipher with nomenclature, and seems repre-
sentative of its time. It is mostly encoded using numbers but a few graphic
symbols are used as well. It is also a good representation of how punctua-
tion can be used in a systematic manner in order to alter the appearance
of a symbol.

• 350

English key that appears to have been used in correspondence with France.
It is well structured and each letter of the alphabet is encoded using 3
symbols by means of homophonic substitution. Most of the symbols used
for encoding are graphic signs. It is accompanied by a nomenclature and a
small section that seem to be a later edit, but still part of the key. Its age
is unknown.
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• 345

French key dating back from 1596. The encoding is done by means of
simple substitution, where every letter is replaced by its 11th successor
(e.g. plaintext "a" is represented as ciphertext "m"). This is a variation on
a classic Caesar substitution, where the ciphertext alphabet is created by
shifting the regular plaintext alphabet by three positions(e.g. “a” becomes
“d”, “b” becomes “e” and so on) (Kahn, 1996). The nomenclature section is
encoded using capital letters and numbers. There is also a cleartext section
in English which could be a later edit, as the font looks slightly different
that the handwriting in the key itself.

• 331

English key from 1569. Even though the key is without a doubt from
Scotland (it is even written on the key itself), the cleartext language of the
document is French. It is very well structured, works on simple substitution
and is divided into 4 sections: alphabet, nulles, doubles, and monosyllables.
The symbols used for encoding are both alphanumerical and graphic signs.

• 428

Very extensive English key consisting of a huge register with nomenclature.
The symbols used are alphanumerical and most of the key employs simple
substitution. The only exceptions are the letters of the alphabet, which
can be encoded by more than one symbol. There are more than 1000 key
entries, nulls included. As time-consuming as this key might seem in terms
of transcription time, there are multiple occurrences of such keys in the
DECODE database.
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4. Transcription methods

We propose a transcription system that should be uniform across all key tran-
scriptions within the database, building on the existing transcription rules for
both ciphertext and plaintext followed within the DECODE database (Megyesi,
2019). Having a consistent model for key transcription would ensure that using
the key transcriptions for further computational applications would result in
even, reliable results. This section describes the architecture of a transcription
scheme for historical keys, first general information given about the key in terms
of metadata, followed by the transcription of the content of the key.

4.1. Metadata

The first section of the transcription file is represented by a set of metadata,
which we partly retrieve from the DECODE database. In general, metadata
represents information that is not visible in the original key file but which is
useful in order to correctly identify the original key in the transcription, and
give some technical information about the transcription of the image file. To
differentiate between the content of the key and the metadata describing the
key and its transcription, every line that contains metadata needs to be escaped
with a pound sign(“#”). The following metadata for keys applies:

• #KEY

Marks the file as being a key transcription. Depending on the nature of the
key, this tag can be followed by one of the following values: “generated”(i.e.
by means of cryptanalysis) or “original”(i.e. the key as it as written by its
original author).

• #CATALOG NAME

That is, the name that the user who uploaded the key to the database
has assigned to it, the name that is visible by any user in the DECODE
interface (e.g. record ID 205 has been uploaded under the catalog name
"ASV_ARM_XLIV_7-1"). This name can be used in the search engine
provided by the database in order to retrieve the record.

• #IMAGE NAME

This is the name of the actual image file, the scan of the original document.
For example, record ID 205 is represented by image "1287.jpg"

• #LANGUAGE

The language (or even languages in some cases) that is identified from the
cleartext present in the key, if possible. We represent this by using two
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capital letters(e.g. "IT" for Italian, "EN" for English etc.), according to
the ISO 639-1 nomenclature.

In some instances, it might not be possible to identify with certainty the
language that the key was written in, either because it only encrypts the
Latin alphabet or because the words it contains are function words which
are also homographs across languages (e.g. "qui" in Italian, French or
Latin). For these cases, the language ID we use will be "UN", short for
"unknown".

• #TRANSCRIBER NAME

The name of the person who transcribed the document into digital form,
or just their initials if they choose to protect personal information.

• #DATE OF TRANSCRIPTION

The day when the transcription was made/finalized, in the format DD-
MM-YYYY.

• #TRANSCRIPTION TIME

The amount of time, in hours and minutes, it took the transcriber to render
the text in digital format (e.g. 2h30min).

How easily readable the text is affects accuracy and transcription time. The
transcription time we record in the metadata reflects exclusively the time
it took the transcriber to render the text in a digital format, and not the
research. In some cases, where the text is not particularly understandable,
some research can be required.

For example, if the key we are working with is a nomenclature of Italian
towns, we would manually look through a list of names of Italian towns
from the same time period as to when the key was written to find the
closest spelling to the one we are unsure about. In some cases, this process
can reveal misspellings in the original key image, but since the transcription
file should be an accurate recreation of the original, we do not take it upon
ourselves to correct such cases and simply transcribe what we see.

• #STATUS We use this tag to show if the transcription file contains the
content of the original image file in its entirety or if the transcription is
not yet complete. Here we can use one of two arguments: “complete” or
“partial”.

• #NC-TYPE (optional)

This section stands for "nomenclature type". Its purpose is to provide more
details on the type of information encoded in the nomenclature of a key,
such as place names, countries, military terms, titles etc. It is not always
found in the transcription files, either because the key does not contain any
nomenclature or because the transcriber opted out of adding it in the file.
“NC-TYPE” accepts arguments such as “bigrams”, “trigrams”, “syllables”,
“morphemes”, “common words”, “names”, “titles”, “cities”, “countries”.
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To exemplify, below is the file header for a key that has ID 205:
#KEY: original
#CATALOG NAME: ASV_ARM_XLIV_7-1
#IMAGE NAME: 1287.jpg
#LANGUAGE: IT
#TRANSCRIBER NAME: CT
#DATE OF TRANSCRIPTION: 19.04.2019
#TRANSCRIPTION TIME: 2h
#STATUS:complete
#NC-TYPE: people, geographic names, common words

4.2. Transcription Conventions

We then start transcribing the content of the key image file. All transcription files
should be plain text files (preferably “.txt”), encoded in Unicode using the UTF-8
standard. The transcription follows the key’s inherent structure and writing
direction, most commonly left to right and top to bottom. Each line is supposed
to hold at most one key entry with the following structure: ciphertext - plaintext,
where ciphertext is the code used for encryption and plaintext is the encrypted
item written in a natural language. The two types of text are separated by space,
followed by dash and another space (␣-␣).
This simple code - plaintext structure is only suitable for cases of simple

substitution (1:1 correspondence). If we have a polyphonic substitution cipher,
with one code used for several plaintext units, or a homophonic substitution
cipher with several codes used to encrypt the same plaintext unit, then we
separate the units of the same type with a bar (“|”). For example, if the numbers
32 and 65 are used to encode the vowel “e”, then we transcribe this as “32|65 –
e”. Similarly, if the number 32 is used to encode both the letter “t” and “x”, we
transcribe this as “32 - t|x”. If we have more than two representations of the same
type of text, then we just continue to add “|” and extend the transcription entry
on the same line as needed. For example, in Figure 2.3 we illustrate homophonic
substitution. We present bellow the corresponding transcription for this key
section:
8|9|50 - A
27|28|70 - B
41|42|556 - D
11|12|121 - E
46|47|604 - F
29|39|159 - G
1|2|176 - H
18|19|654 - I
40 - K
37|38|689 - L
23|24|248 - M
35|36|275 - N
13|14|294 - O
44|45|310 - P
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80 - Q
31|32|831 - R
21|22|48|355 - S
15|16|896 - V
25|26|433 - W
20 - X
10 - Z

Figure 4.1.: Section on nulls extracted from key ID 331.

Moreover, ciphertext does not always encode plaintext that carries semantical
or textual significance. The most common case when this happens is when codes
map to so-called nulls (Láng, 2015) instead of letters or some other form of
n-gram. Despite the fact that they do not carry meaning, nulls are not to be
overlooked. Their purpose is to make the decryption process even more intricate.
It is therefore important to make sure that we have a visual representation for
nulls in the context of an automatic cipher transcription system, which is why
we map them to “<NULL>”. In Figure 4.1, all the symbols used as nulls are
listed below the section title (“Nulles”) - in this case, double letters or bigrams.
We transcribe this section as follows:

“dd|pp|bb|hh|mm|gg|tt|cc|ll|nn|ff|qq|rr|fs - <NULL>”
Other than plaintext items and codes, a key can sometimes also contain com-

ments from the person who originally wrote it, such as a date, a signature or other
comments. Such information is considered cleartext, which represents information
that is not supposed to be encrypted nor is it used to encrypt information. When
transcribing such text, we use the tag “CLEARTEXT”, followed by a two-letter
language ID in accordance to the ISO 639-1 nomenclature (Byrum, 1999)1 and
the actual text in the image. This kind of entry should be isolated from the rest
of the transcription by using angular brackets (e.g. “<CLEARTEXT EN Names
of Townes and Countries>”).
Another type of information that we want to isolate from the rest of the

transcription, or rather highlight, is catchwords. Catchwords represent words or
phrases that are written at the bottom of one page and then at the beginning
of the next page (Clemens and Graham, 2007), which was done so as to be
able to keep track of the order of the pages. Such cases are treated similarly
to the way we transcribe cleartext, the difference being that we label them as
1Language Code List
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“CATCHWORD” and no longer add a language ID due to the fact that most
times, catchwords are represented by ciphertext, which we do not know the
language of before decoding (e.g. “<CATCHWORD transcription>”).
The person transcribing the file can also add their own comments and obser-

vations about the image in the transcription file. Such comments can be very
useful and are highly encouraged, as they can provide valuable information which
would otherwise be unavailable to an ulterior user who only has access to the
transcription file. A transcriber might comment on disruptions in the image file,
such as ink stains, bleed-through or torn paper. There might also be various
types of inconsistencies in the handwriting that could be of interest, such as later
edits or additions to the key, which are given away by changes in font or writing
style, different coloured ink, variation in ink intensity etc. When the transcriber
encounters such an instance, it should be transcribed similarly to metadata,
namely on a new line, preceded by a “”, but using the tag “COMMENT” and
a colon (“:”). The reason that we isolate comments using the pound sign and
not surround them with angular brackets is that, even though they are not
technically part of the metadata, they still represent information that is not
present in the original key, like it is the case for cleartext and catchwords. We
also do not use language tags for comments. To exemplify, this is a comment
from key ID 350: “COMMENT: inksplash”.
In our transcriptions, we try to preserve the original structure of the key as

much as possible. The majority of the keys in the database seem to have an
internal structure already in place, which we try to follow in order to render
the key as accurately as possible. The keys that we use in our sample set are
roughly structured left to right and top to bottom, with vertical columns or
other section delimiters, such as section headers, to mark the transition from
one type of plaintext to another (e.g. different sections for encoding alphabet
and nomenclature).

It can happen in some cases that the key is not well structured to begin with.
If the key does not have a clear logical structure, which can happen if its maker
did not have experience in encryption tactics, or if the key is too complex and
contains accidental repetitions of the same entry (being it a code or a plaintext
item), then we take it upon ourselves to put the entries in order. This process is
by no means ideal as it can be prone to errors from the transcriber’s side. If the
duplicate entries are too far apart, the transcriber might miss the fact that the
code or the plaintext is being repeated. Nonetheless, it is difficult to transcribe
a key as digital text and keep its structure at the same time, as it can contain
various sections, tables etc., which can be structured horizontally, vertically, or
sometimes a mix of both.

One such case is found in Figure 4.2. If the transcriber was to follow the exact
structure of the key, we would end up having duplicate entries for codes “84” and
“82”. Therefore, when encountering such cases, we transcribe the first occurrence
as we usually would but then when find the next entry with the same code,
we add to the first code rather than assigning it its own individual line in the
transcription file, as can be seen below:

1st occurrence: 84 - Duca di Fiarenza
2nd occurence: 84 - Duca di Fiarenza|quelle
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Figure 4.2.: Partial recreation of key ID 205. The areas of interest are surrounded by a
black rectangle.

4.3. Symbol set

Ciphers czn contain many different types of symbols from alphabetical characters
and digits to various graphical signs taken from e.g. alcemical or the Zodiac
symbol sets. In our analysis, we distinguish between three major types of symbols:
Latin alphabet (a-z, A-Z), digits (0-9) and graphic signs.
In general, the Latin alphabet and the digits do not cause much trouble for

the transcription process as they are easy to render in digital format. They can
sometimes be accompanied by various punctuation marks, most commonly dots or
commas, placed either above or below the alphanumeric symbol, sometimes even
on the sides. Such occurrences can sometimes be just ink splashes or image noise
but if they appear in a systematic way, then we can conclude that they are used
for encoding. To be able to systematically detect the usage of punctuation marks
for decryption, we separate the punctuation from the symbol it appears with and
transcribe these separately as specific symbols. The transcription reveals where
the punctuation mark is located in relation to the symbol. If a punctuation mark
appears above a symbol, we transcribe the symbol first, followed by a circumflex
accent (“^”) and then the punctuation mark. If, on the other hand, it appears
beneath the symbol, we transcribe the symbol, followed by an underscore(“_”)
and then followed by the punctuation mark. To illustrate, we can look at the
first column, third row in Figure 4.2. Here, we transcribe this version of “22” as
“22^.”.

One of the biggest obstacles when transcribing historical keys is the fact that
they make extensive use of graphic signs of various kinds, e.g. zodiac signs,
alchemical elements etc. There is a lot of variation when it comes to such symbols
and a large portion of them lack a digital representation of any kind. The most
common ones, however, are represented in the Unicode table and are already
assigned a code point. Since our ultimate goal is a consistent transcription across
keys — and ultimately automatic cipher transcription —, the existence of a
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Figure 4.3.: Excerpt from key ID 350, exem-
plifying the use of graphic signs
to encode plaintext.

Figure 4.4.: Example of “|” used for encoding
(plaintext on the left, ciphertext
on the right).

Unicode representation of a large number of symbols with their names and code
points facilitates the process significantly.
For the representation of the graphic signs, we therefore use the Unicode

representation in terms of names and code points. As opposed to alphanumerical
symbols, which are easily accessible on a standard keyboard, graphic signs require
extra steps before they can be put into digital format. One option is to look
up the symbol in the Unicode table and see if there is an entry for it and then
transcribe the respective code point. Given the size of the table however, this can
be a rather tedious process. We discuss ways to go around this time constraint
in Section 4.5. Before we discuss various ways of facilitating the process for
the transcribers, we illustrate a transcription of a key given the transcription
conventions presented above.

4.4. Example Key Transcription

We present an example for an original key, illustrated in Figure 4.5, with its entire
transcription. Please note that the transcription is not structured in columns;
we only use this format here for the sake of space efficiency.

#KEY: original
#CATALOG NAME: TNA_SP106/
2_ElizabethI_f58(0069)
#IMAGE NAME: 3391.jpg
#LANGUAGE: FR EN
#TRANSCRIBER NAME: CT
#DATE OF TRANSCRIPTION:

10.04.2019
#TRANSCRIPTION TIME: 2h
#TYPE-NC: persons, geographical

names, titles, words
#STATUS:complete

<CLEARTEXT ??? >

<CLEARTEXT EN Ciphre for ???
??? imploid first into Flanders and
from thence into Spaine by the name
of Stephen van Melebeke> <COM-
MENT This line is likely to be a later
edit. The comment is written in En-
glish but the key seems to be in French;
the style of writing is different as well.
>

<CLEARTEXT EN see 127B>

m - a
n - b
o - c
p - d

23



q - e
r - f
s - g
t - h
u - i
w - k
x - l
y - m
z - n
a - o
b - p
c - q
d - r
e - s
f - t
g - u
h - w
i - x
k - y
l - z

A - Royne d’Angleterre
B - Roy de France
C - Roy d’Espagne
D - Roy d’Escosse
E - Cardinal d’Austrice
F - Estats du pays-bas
G - Roy de Denmarck
H - Duc de Florence
I - Duc de Savoye
M - L’Empereur
N - Grand Turck
O - Roy de Barbarie
P - Les Venetiens
Q - Ceux d’Hambourg
R - Ceux de Lwbeck
S - Les Easterlins
T - Les Indes du west
U - Les Indes de l’East
W - Brasil
X - Mexico

2 - Angleterre
3 - France
4 - Espaigne
5 - Escosse
6 - Flandres
7 - Hollande

8 - Denmarck
9 - Italie
10 - Allemaigne
11 - Irlande
12 - Siville
13 - St Lucar
14 - Calix
15 - Lisbonne
16 - Ferol
17 - Lagos
18 - La Groigne
19 - Le Passage
20 - Les Canaries
21 - Les Terceres
22 - St Ander
23 - Londres
24 - Plymouth
25 - Calass
26 - Dunkercke
27 - Grauelni
28 - Blauet
29 - Flissinge
30 - Briel
31 - Oostende
32 - Hwlst
33 - Anuers
34 - Bruges
35 - Brusselles
36 - Gant
37 - Bolloigne
38 - Monstreul
39 - Ardres
40 - Diepe
41 - Roan
100 - Britaigne

braps - Namires
Toile d’Hollande - Soldats
Saegs - Galleres
Bleds - Munition
Carseyes - Thresoir
Charriots - Cavallerie
Coches - Pietons
des Huyles - Artillerie
des Cuirs - Vietnailles

circle - Christophoro de Moro
female - Martin de Idiaques
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moon - Ammiral d’Espaigne
earth - Conte de Portalegre
squaredot - Pedro de Valdez
triangle - Pedro Sebure

<CLEARTEXT EN his name. - -
Stephen van Millebeke>

<CLEARTEXT EN my Mrs. name.
- Frederick vander Hayden>

4.5. Transcription Method

Transcription can be performed either manually, or (semi-)automatically by using
image processing tools. Here, we focus on the manual transcription in the first
place as there are no off-the-shelf tools available for the automatic transcription
of historical keys, as yet.

As mentioned above, to speed up transcription the internal format of the keys
are not represented in the transcription. Instead, the transcriber transliterates
the content of the key from left to right and from the top to the bottom of the
page as code - plaintext_item pairs. In this way, we make the transcriber’s
work easier as they do not need to represent the internal tables in the key in the
same format as they are represented in the original. However, the transcriber
still needs to assign the structure of code - plaintext_item and represent the
graphic signs in a systematic way on the basis of the Unicode name and code
points.

The first method is to transcribe graphic signs according to their name in the
Unicode database. However, since Unicode names might consist of several words
which would be problematic for further automatic processing of code structure,
we suggest removing the space separator between words and write the name in
lowercase letters only. For example, 1○ is named “Circled Digit One” in Unicode,
but would be transcribed as “circleddigitone”. This method is most efficient for
short sets of graphic symbols that the transcriber can easily learn and memorize.
For transcription, we provide a list of commonly occurring cipher symbols, i.e.
the Zodiac symbols, alchemical signs, and other commonly occurring symbols in
ciphertexts.
The user might also use a Unicode character recognition software for the

automatic recognition of symbols in Unicode. Such a freely available tool is
Shapecatcher 2 based on OCR technology, where we can draw the character
that we are looking for and then the software would return a list of the closest
matches from the Unicode database.

This did not prove to be too reliable or efficient in the end. By not reliable we
mean that even the smallest changes in the way we draw the character we want
to search would end up in either new characters being added to the list of results
or that the same results would be prioritised differently. We illustrate this in
Figure 4.6, where we used Shapecatcher to look up the Unicode representation
for 1○. In the leftmost image, we draw the glyph in a sloppy way, which returned
several clock symbols as the topmost results. The glyph we were actually looking
is not even included in the top 10 results, which also happens in the case pictured
in the middle. For the second case, it was interesting to see that drawing a
slated line would cause the software to return “©” as the first result, which is a

2Shapecatcher
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Figure 4.5.: Original document for key ID 345.
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curved line. Lastly, in the rightmost image, we tried to draw the glyph as neat
and well-proportioned as possible (i.e. not have the number be too small or too
large in comparison with the outside circle) and even exaggerate the bottom
line slightly in order to help Shapecatcher identify the right symbol. This last
approach turned out successful and we obtained two variations of the glyph we
were looking for as the top results.

Not only was the software not always returning accurate results, but it was also
very time consuming to have to draw an accurate depiction of every character
and then do a manual quality check through the results provided in order to
find the closest match, especially when dealing with keys like the one depicted
in Figure 4.3, where every letter in the alphabet is encoded by three different
graphic signs, a mix of Greek letters, Latin letters and alchemical symbols.
Despite having some drawbacks, we still encourage using this tool for lookup in
the Unicode table as it can be more efficient than manual search.

Another way of transcribing graphic signs is to allow the transcriber to assign
names to the glyphs according to their visual representation, similar to the
decryption method used for the Copiale cipher (Knight et al., 2011). This way,
the transcriber can make a visual connection between a sign and its description
in a more intuitive way, and does not have to memorize the Unicde names of
the graphic signs appearing in the key. We will use Figure 4.3 to exemplify this
process, where the 1st column represents plaintext letters (A-G) and the columns
2-4 represents the codes. We notice that the letter “A” is encoded by means
of three different symbols, first of which is a circle with a dot in the center.
This character exists in Unicode under the name “Sun”, which may not seem
like the most obvious name for this glyph to a person who is not familiar with
astrology or alchemy (Lehner, 2012). For this reason, we render this symbol as
“circledot” in our transcription file (e.g. “circledot x s - A”). This way, the average
transcriber has a much easier task handling such cases, which can therefore speed
up the entire transcription process, especially if the symbol ends up repeating
itself either in the same file or throughout different transcriptions. Once the
transcription is completed, the transcriber should then replace the given names
with the actual Unicode names before uploading the document to the DECODE
database. This method is most efficient for large sets of graphic signs, especially
if symbols are used several times within the same key.
It can happen in some cases that the glyph we are trying to transcribe does

not exist in Unicode. In such cases, the transcriber is allowed to upload the
transcription with the name he assigned to the glyph. When naming a glyph, we
encourage the transcriber to follow the same pattern as Unicode’s glyph naming
scheme and avoid using digits in the symbol name. Assuming that 1○was not in
Unicode, it should be named something along the lines of “circledone” and not
“circled1”.

A downside to the fact that we use the Unicode description to represent graphic
signs is the fact that it later becomes more difficult to tell if we are dealing with
the transcription of a glyph or with a regular word based on the transcription file
alone. We visualise this problem in Figure 4.7, showing that even if the encoding
is done through an alchemical symbol or a word, the entry will look identical in
the transcription file, as the name for “♁” in Unicode is “earth”. This may cause
some ambiguities in the process of extracting key statistics, as “earth” should be
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Figure 4.6.: Three attempts at looking up the glyph “ 1○” in the Unicode table using
Shapecatcher.
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Figure 4.7.: Transcription of graphic symbols(code on the left, plaintext on the right.

treated as a 4+graph while “♁” is a unigraph. We discuss more on the topic of
ngraphs in Section 5.3.
Because the vertical bar symbol “|” is used as a logical operator and stands

for “OR”, we cannot use this keyboard symbol it is used to encode plaintext in a
key. In such cases, we transcribe it as “verticalline”, according to its name in the
Unicode table. For example, in Figure 4.4, we would not transcribe the third
line as “| - C” like we usually would, but as “verticalline - C” instead.

After upload, the file goes through a manual quality check process, with focus
on the symbol set. Here we can identify new graphic signs with the help of
the script described in Section 5. We use a database of the most commonly
used graphic signs (Greek letters, Roman numerals, Zodiac signs, alchemical
signs, and a few miscellaneous) and their respective Unicode codepoint. The
script performs a lookup in a symbol database developed for the purpose of
transcription of cipher symbols and returns the symbols that could not be found.
We then double-check in the Unicode table to see if they are really missing. If
that is the case, then we assign the newly discovered glyph a Unicode codepoint
from the Private Use Area range of codes ( E000-F8FF)3.
Finally, we add the new glyph name and codepoint to our symbol database.

3Unicode PUA
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5. Key Structure Description

Given the transcription of a key image, we can automatically describe the key
structure and generate the cipher type behind the key. This can be useful when we
investigate the evolution of keys over a long period of time, allowing systematic
and consistent analysis of various key types. In order to describe the key structure
and decide upon the cipher type of a key, we need to extract information about
the code structure and the symbols used for encryption, the encoded plaintext
language items and their characteristics, and the system of mapping between
codes and plaintext entities.
A script was written with the aim of automatic generation of key type and

structure. The script uses key transcriptions as input, which must follow the
structure and rules discussed in the previous section. This way, we can easily
identify the type of key that we are dealing with and the type of encoding that
it uses. Furthermore, we also provide a detailed statistical analysis of both the
symbols used for encoding and as plaintext.
We used Python as a programming language and the script can be run in a

terminal command line as "python script.py filename", where "filename"
will be replaced with the name of the plaintext transcription file (e.g. "331_tran-
scription.txt"). The resulting output will be printed in the terminal window and
is structured in ten different sections. We provide snippets of output text to
exemplify each section along with the ID of the key they belong to. The full
analysis provided by the script for each of the keys we worked with is available
in the Appendix.

5.1. Metadata

The first section of the output will print metadata from the file. We print all the
lines that provide technical information about the file which is not visible in the
original key. Transcription comments are not included in this section.
For more information on metadata, see Section 4.2.

5.2. Symbol set of codes

The script analyses the codes in the transcription file and returns a list of types
that were identified, for example:
Key ID 331
Cipher symbols:digits, Latin alphabet, graphic signs
We differentiate between three major symbol groups, first of which is the

Latin alphabet. We only print “Latin alphabet” when the individual letters of
the alphabet have been used as codes (see the long row at the top of Figure 4.5
for example). If the Latin alphabet is used in words which will then be used to

30



encode plaintext, such as in Figure 5.1, we would not print it in the list of cipher
symbols.

The other major group that we identify are digits. This argument gets printed
whenever we have one or several digits encoding plaintext, either by themselves
or in combination with other symbols.
Thirdly, we have graphic signs, which we separate into different subsections.

We can print either “Greek alphabet”, “Roman numerals” and “zodiac symbols”
if symbols from these respective categories are encountered as codes, or simply
“graphic signs” for esoteric symbols and other miscellaneous glyphs.

5.3. Code Structure

This section analyzes the different levels of codes used in the key. We differentiate
between “unigraphs”, “digraphs”, “trigraphs” and “4+graphs”. By unigraphs we
mean units that are only one element long; here we include individual digits,
isolated letter and graphic signs. Digraphs are most commonly either a two-digit
number, doubled consonants or vowels, or simply a pair of two distinct letters.
For trigraphs, we usually get either three-digit numbers or clusters for three
letters, while 4+grams can either be 4-digit numbers or words. Having a cluster
of four or more letters without it being a word is not a common occurrence.

Moreover, for each of these four groups we take an additional step that returns
how many of said groups contains digits as well. If any, the script will print how
many of the ngraphs are digits underneath each section where this applies.
In the end, the script prints the total number of ciphertext symbols, then

the total number of ngraphs for each section described above, followed by the
number of digits, if any, for each section. An example output for this section
looks as follows:
Key ID 345
Total number of unique ciphertext symbols:102
unigraphs:60

out of which digits:8
digraphs:32

out of which digits:32
trigraphs:1

out of which digits:1
4+graphs:9

Do notice how the section on 4+graphs is not followed by a digit count like
the previous sections, which simply means that the script did not find any digits
encoding 4+graphs.

5.4. New symbols

The next step is to look up the ciphertext symbols we analysed previously into
our symbol database of graphic signs, as mentioned in Section 4.3. Here we count
how many of the ciphertext symbols are known to the symbol database. If we
happen to find unknown symbols, the scrip will print a count of these symbols

31



Figure 5.1.: Excerpt from key ID 345: nomenclature of military terms; plaintext on the
left, code on the right (assumption made from the general structure of the
key, but could also be a list of terms; we would have to check the cipher in
order to know for sure).

and then list them. If no new symbols are found, the user will be notified about
it in the output.
We present two example outputs for each of the cases described above:

• New symbols found (from key ID 345)

Total number of ciphertext symbols matched:93

Total number of new ciphertext symbols: 9

New ciphertext symbols:Charriots, Bleds, d’Hollande, Huyles,

Saegs, Carseyes, Toile, Cuirs, Coches

• No new symbols (from key ID 428)

Total number of ciphertext symbols matched:516

No new ciphertext symbols were found.

5.5. Plaintext analysis

We then proceed to analyse the plaintext units themselves, which we divide
into 5 types: unigrams, bigrams, trigrams, 4+grams, and nulls. By unigrams
we mean plaintext units that only contain one symbol. This most likely will
refer to the way the alphabet is encoded in the key but can represent numbers
from 0 to 9 as well. Bigrams and trigrams represent plaintext units with 2 or 3
elements respectively. These units can either have meaning or not and usually
represent double letters (ll), syllables (at), morphemes or function words. We
do not describe their meaning but only identify how many n-gram characters
they consist of. For example, the bigram “et” could represent the Latin “and”,
“plus”, or “though”, depending on the context in which it is used, or a commonly
occurring bigram in French meaning “and”. Without context it is cumbersome to
disambiguate the meaning and the type of the plaintext encoded in the key.

Under the category of "4+ grams" we encode text units with 4 or more elements.
From analysing the keys, we observed that such units are most commonly used
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in nomenclatures to encode various names — of people, places, functions — or
lists of frequent words, as can also be seen in Figure 4.5. These can be either
words which rank high in the frequency distribution of the language, or words
which belong to a certain type of vocabulary or topic that is specific to the
cipher and will therefore occur often in the text. For example, given that one
of the main reasons to encrypt information was to be able to communicate
military information, military terms are commonly occurring in nomenclatures
(as exemplified in Figure 5.1, translated from French: "soldiers", "ammunition",
"artillery", "cavalry").

The last text unit that we look into for this section is that of nulls. Nulls
are ciphertext units that carry no lexical meaning. They can either be inserted
arbitrarily in the cipher, used to signal space between words, or follow a more
complex pattern. In null ciphers for example, only some symbols, letters or
words are meaningful, while the rest of them are only used to as fillers. We
can either have a cipher where only every 5th symbol should be considered, or
one that looks like regular plaintext but the initials of every word encode a
secret message (Kahn, 1996). In our systematization scheme, these null units are
mapped to <NULL> in the transcription file (see Section 4.2).

We then calculate the total number of plaintext units in our key, after which
we print the number of plaintext units assigned to every one of these sections
individually. From this section, we expect an output that looks similar to this:
Key ID 350
Total number of unique plaintext units:86
out of which unigrams:24
out of which bigrams:0
out of which trigrams:0
out of which 4+grams:61
out of which nulls:1

5.6. Code distribution

Once we have a description of the code structure and plaintext items, we can
draw conclusions about the cipher type and the encoding system used.

5.6.1. Cipher type

The first thing we investigate is the encryption method used. Here we differentiate
between three types: simple substitution, homophonic substitution or polyphonic
substitution.
Simple substitution means that for every code there is only one plaintext

unit mapping to it. In order for a key transcription to be labelled as “simple
substitution”, all entries must respect the rule of 1:1 correspondence, which
happens to be the case in the key in Figure 4.5.

Homophonic substitution entails that for every plaintext unit there is at least
2 codes to map to. We only label the key as “homophonic substitution” if at least
one entry in the key shows a 2:1 code to plaintext correspondence, but it can
also be more than two codes in some cases.
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Polyphonic substitution is the direct opposite of homophonic substitution,
meaning that for every ciphertext symbol there is at least two plaintext units
that a code maps to. In order for the script to label as polyphonic substitution, at
least one of the entries must show a 1:2+ ciphertext to plaintext correspondence.

Not all keys use one type of encryption method only. It is quite common that
the alphabet section and the nomenclature use two different encryption methods,
where the alphabet could be encoded by means of homophonic substitution and
the nomenclature, by means of simple substitution for example. In these cases,
we print that the code uses more than one type of substitution and print a list
of the methods used.

• One encryption method (from key ID 345)

Cipher type:simple substitution

• Several encryption methods (from key ID 331)

Cipher type:mixed (homophonic substitution, simple substitution)

5.6.2. Code type

Here we look into how uniform the distribution of ciphertext symbols is. Once
again, we analyse our codes in order to see if they are all the same type (i.e. all
unigraphs/bigraphs/trigraphs/4+graphs). For example, if the whole key only
used two-digit numbers for encryption, we would say that the code distribution is
fixed. Otherwise, if we have different kinds of n-graphs, we label this as variable.
Code types are important during decryption - the more types we have, the harder
the decryption becomes. We illustrate both cases below, with the mention that
all the keys we investigate fall under the category of variable length.

• One single type of ngraph

Code type:fixed length

• Variable types of ngraphs

Code type:variable length

5.6.3. Codes encoding plaintext

This section looks into the number of unique ciphertext symbols. We calculate the
total number of different symbols used to encode various level of plaintext units.
Here, we do not sort the ciphertext by its own structure but by the structure
of the plaintext that it encodes. In other words, we calculate the total number
of unique representations for unigrams, bigrams, trigrams, 4+grams and nulls,
not if the ciphertext representation is a unigram, bigram etc. in itself. In the
case of Figure 2.1, the symbol "♁" is used to represent a title, namely "Conte de
Portalegre". It will therefore be counted as a 4+gram because it is used to encode
a nomenclature entry, not as a unigram. We chose to calculate in this manner
in order to be able to further analyse the distribution. Below we illustrate with
example output from this section:
Key ID 331
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Number of codes encoding plaintext
unigrams:24
bigrams:0
trigrams:0
4+grams:79
nulls:0

5.6.4. Distribution according to plaintext type

The last subsection that we print with regards to code distribution is the most
detailed and it shows exactly how many plaintext units are encoded by 1, 2, 3 ,
or 4+ codes, or the other way around, how many individual ciphertext symbols
are used to encode 1, 2, 3, or 4+ plaintext units. We divide this into three
section, according to the types of plaintext present in our transcription: alphabet,
nomenclature and/or nulls. The output for this section can look as follows (but
a lot of variations can occur in this section due to the different ways in which
keys are structured or the type of information they encode):
Key ID 428
Distribution according to plaintext type (ciphertext:plaintext)
1. Alphabet

1:1 0
2:1 0
3:1 16
4+:1 1

2. Nomenclature
The nomenclature has a uniform 1:1 distribution.
3. Nulls

4+:1 1
We take an example from the output sample above. What we mean in line

“3:1 16” is that there are 16 entries where three ciphertext symbols are used
to encode one plaintext unit, while line “4+:1 1” tells us that there is one
entry where four or more cipher symbols are used to encode one plaintext unit,
which we can see both in the “Alphabet” and the “Nulls” section. Moreover, the
lines “1:1 0” and “2:1 0” show that there are no plaintext alphabet units
that are represented by either only one or only two ciphertext symbols.
In the cases where we have uniform simple substitution for one or more of

the three plaintext types mentioned above, then the script will only print a
message stating that fact, instead of printing the whole distribution scheme for
each ngraph level, as can be seen in the case of the nomenclature in our example.
Otherwise, if a certain plaintext type is not represented in the key, then it will
simply not be included in this section.

5.7. Transcription comments

The very last thing that we print is targeting comments or eventual cleartext tran-
scriptions. The script will search through the file and if it finds any occurrences
of such information, it will print the following message:
The transcription file contains comments from the transcriber
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and/or transcriptions of cleartext from the original document
which are not included in the statistics above. Please check the
transcription file for more details.
This is printed in order to inform the end user, who might only be looking at

the key statistics and not the original image or the transcription file, that there
is additional information that could be of interest in their analysis and which is
not visible in the script output.

5.8. Error analysis

After the statistical analysis part of the script was finalised, we wanted to
implement an error catching section that would automatically detect formatting
errors in the file. This way, the user can easily spot mistakes that would otherwise
affect the accuracy of the statistics provided.
For this purpose, we selected 7 volunteers, out of which 3 are from the field

of language technology and the other 4 we consider to be “average users”, as
they have no previous experience when it comes to language processing. The
volunteers were given the transcription files and were asked to purposefully insert
mistakes they thought a regular user can make when transcribing such a file.
They were allowed to add or remove whatever they saw fit.

We then ran our script on the transcription files they edited and identified
the three main types of errors a user can potentially make when transcribing a
key. The last step was to integrate this in the script, so the end user would be
notified on the kind of error that occurs in the file and where to find it.
We discuss the main types of error and provide examples of error messages

below.

5.8.1. Metadata error

One common error that we found was that the metadata had not been escaped
with a “#” as required, where the “#” was replaced with a different symbol (if
the transcriber accidentally pressed a key that is neighboring “#”, like “@” or
“$” on an English keyboard) or left out entirely. It can also happen that the
transcriber forgets to wrap cleartext or catchwords in angular brackets. In this
case, we print the line where this happens and remind the user that certain
entries need to be preceded by a pound sign or surrounded by angular brackets
and proceed to list them. A possible script output for this type of error looks as
follows:

Some of the metadata in your file has not been marked
accordingly. Please check the following line in your file:
LANGUAGE: FR. Make sure that your metadata is preceeded by ’#’
(for KEY, CATALOG NAME, IMAGE NAME, LANGUAGE, TRANSCRIBER NAME,
DATE OF TRANSCRIPTION, TRANSCRIPTION TIME, STATUS, TYPE and
COMMENT fields), or surrounded by angular brackets ‘< >’ (for
CLEARTEXT or CATCHWORD).
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5.8.2. Delimitation error

Another frequent error we detected and which we believe can be quite common
among transcribers was incorrect delimitation between ciphertext and plaintext.
As stated in Section 4.2, we separate these two types of text by using a space
dash space sequence (␣-␣). In some cases, it can happen that the transcriber
misses one of the spaces or does not include the dash, which can cause issues
when the script processes the transcription file. Once again, we print the line
where the spacing error occurs and encourage the user to change it according to
the guidelines.

There seems to be an error in the formatting of your file,
please check the following line: a- ll. Make sure you separate
plaintext from ciphertext by using ’ - ’ (space dash space).

5.8.3. Spacing error

The last major type of error that we noticed was the occasional use of the tab
key instead of the space bar when separating plaintext from ciphertext. The
script does not accept tab space as a separator and therefore, it will not process
a file with tab spacing between the two types of text mentioned above. In this
case, it is particularly important to point the user to the exact place where the
error occurs, as tab spacing can look exactly like regular space to the naked
eye, even though they are encoded differently in Unicode (U+0020 for space
and U+0009 for tab). Like with the other two types of errors, we print the line
that contains tab spacing and then inform the user that they should use regular
spacing instead, as follows:

There seems to be an error in the formatting of your file,
please check the following line: a - ll. Make sure you add
your spacing using the space key, not the tab key.

5.8.4. Other

Lastly, we also introduced a general error message to our error catching part. If
the file cannot be processed for any reason other than the ones described above,
we print an error message like the one below and suggest that the user revisits
the transcription guidelines.

Your file seems to contain formatting errors. Please consult
the guidelines for more information on how your file should be
structured.
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6. Discussion and Future Work

Studying keys from Early Modern times is important to give insight into the
development of the encryption methods used throughout the centuries, and to
study various key types to develop decryption algorithms. To study original
keys we need to transcribe those and describe their structure, making them
comparable. We developed guidelines for transcription of keys and built a tool
for the automatic description of the key structure.
One of the biggest advantages of having a consistent transcription scheme

throughout keys is that it allows for reliable comparison across keys, regardless of
their origin. Using the same set of rules when transcribing every key will ensure
that we have the same starting point if we want to make a comparative analysis.
Most importantly, a uniform description of keys will enable us to conduct a
chronological study on the evolution of keys throughout time, which has not
been done on a large scale to our knowledge.

Moreover, a solid set of transcription guidelines can also benefit the process of
automatic cipher transcription. Here in particular, having the same transcription
format over both keys and ciphers is highly convenient for those cases where
we have both the cipher and its corresponding key. This way, the process of
reversing from ciphertext back to plaintext can be significantly sped up and
simplified using computational methods.
Ultimately, we believe that our proposed transcription scheme can even con-

tribute in the process of automatic cipher transcription. The Decrypt project
already provides several interactive tools to help with decoding, such as a tran-
scription tool, a cipher-key mapping tool and an interactive decryption tool.
Work is still being conducted in order to improve these tools and make them as
accurate and dependable as possible.
We believe that by having a larger set of key transcriptions based on our

system, we can contribute to the improvement of such tools. To exemplify, let
us assume that we want to transcribe the symbol β using the transcription tool
provided by the Decrypt project. In the background the tool could perform a
look up through our transcribed keys and find instances where the keys include
β . We could then extract the equivalent symbols from each key and cluster them
together. This way, we enlarge the data set with regards to the type of symbols,
as well as the number of occurrences of the symbol type. Multiple versions of
the same symbol in different handwriting styles and can potentially improve the
accuracy of the transcription tool.
Even just on its own, the automatic key type description still can provide a

comprehensive key analysis in its current stage, as well as identify the encryption
method used and the type of symbols used to encode the plaintext units. Having
a detailed description of the distribution of both the codes and the plaintext units
can be very helpful to a cryptologist and can even reveal patterns in encryption
tactics across keys.
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Nonetheless, our approach to extracting key structure still contains some weak-
nesses that we must address. One major aspect is the fact that the representation
of graphic signs requires further improvements. At this point, the transcription
of new symbols is very simplistic and the need for manual quality check makes
the upload of new documents slower. Furthermore, newly-named symbols still
need to be manually added to the database and assigned a Unicode PUA code
point. Ideally, the entire process would be automatic.

Another issue with graphic signs is that we still do not have a fully functional
pipeline for automatic cipher transcription. In the case of known symbols, it can
be very easy to retrieve them from our database, map to their code point and
extract their visual representation from the Unicode database. In the case of
new symbols, however, we lack such a visual representation. We give our new
symbols a name and a code point but since the Unicode PUA that we map them
to is essentially an empty slot, we still need to fill in an image description if
we want to be able to transcribe it. One possible way around this is to create
individual fonts for each cipher that we are interested in working with. This is
achievable with tools such as Caligraphr1.

One more drawback when it comes to graphic signs is the fact that their name
or the name we assign to them (and that gets uploaded in our database) can
sometimes be used as a code in itself, as discussed in Section 4.5 and visualised
in Figure 4.7. A possible solution for this would be to encapsulate words used
as code between two punctuation symbols used as boundaries. We exemplify
this using quotation marks (") for delimitation. In this case, “♁- Queen” in the
original key would become “earth - Queen” in our transcription file, whereas
“earth - Queen” in the original file would be transcribed as “"earth" - Queen”.
However, such cases are fairly unlikely to happen but it would be preferable to
eliminate the chance for ambiguous transcriptions nonetheless.
Another aspect of our proposed method that could benefit from future im-

provements is the way we approach homophonic or polyphonic ciphers which
are not neatly organised in the original key. We provide an example of a sloppy
polyphonic cipher in Figure 4.2. In such cases, where one code maps to several
plaintext units (and vice-versa in the case of homophonic substitution), but the
plaintext units are each on their own line, the script will count them as separate
entries and therefore fails to identify the cipher as polyphonic substitution. In
the future, we should be able to automatically merge such entries. This way, the
transcriber will no longer have to go back and update previous entries whenever
a representation repeats itself with different values, which at this point can slow
down the transcription process. , such instances can be difficult to spot while
transcribing and automating this part could also make our final mapping be
more reliable.
The last aspect that we would like to tackle is the fact that our method can

only handle a very restricted number of encryption methods, namely simple
substitution, homophonic substitution and polyphonic substitution. One of the
major types of encryption that we do not handle is polyalphabetic substitution.
One of the most famous example of polyalphabetic substitution is represented
by the Vigenère cipher, which we show is Figure 6.1. It essentially consists of

1Caligraphr homepage
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Figure 6.1.: The Vigenère square

several interlacing Caesar shifts and requires a key word, in addition to the table
itself, in order to be able to decrypt the encoded message.
In order to be able to render such a cipher in computer-readable format, we

must first find a way to transcribe it without changing its inherent structure.
The slightest shift in the alignment of rows and columns can affect or entirely
compromise the decipherment of such a cipher. At this point, we have dealt
with most of the key types that appear in the database but further studies are
still required for representing other cipher types with a more advanced layout
structure.
Nonetheless, polyalpahabetic ciphers are just one example of an alternative

encryption method that we do not tackle. There is a multitude of other encryption
methods from different eras of cryptography, which have been used on smaller
or larger scales, such as the Polybius square or the Playfair cipher. In order to
be able to handle these cases, further research and transcription experiments are
necessary.
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7. Conclusion

In this thesis, we addressed the issue of the automatic key transcription within
the field of historical cryptography. We began by creating a small but diverse set
of key images from the DECODE database to serve as a starting point in our key
structure description. The keys we selected for transcription are all dating from
the 16th century but differ in terms of encryption method, symbol sets used for
encoding, type of plaintext information they encode, level of complexity etc. We
centered our research on keys that used either simple substitution, homophonic
substitution or polyphonic substitution as means of encryption.

We then proceeded to analyse our selected keys and based on their properties,
we come up with a set of general guidelines for key transcription. We provided a
standard transcription scheme to serve as a basis for further studies and presented
the advantages of using a unified transcription scheme across both the keys and
the ciphers in the DECODE database. We then proceeded to create transcription
files for each of the keys in our set according to the aforementioned guidelines.
We developed a method for automatic structural description of keys with

respect to their symbol set, code types, plaintext items, and coding structure.
This method uses our key transcriptions as input and outputs a detailed statistical
analysis of a key. The output gave us information about the number and the
type of plaintext, as well as ciphertext units, and the ratio between the two.
Moreover, we automatically extracted the encryption method used as well as the
various types of symbols used for encoding plaintext without having to analyse
the key itself.
In our study, we succeed in creating a dependable transcription standard for

historical keys that can enable for a more in-depth look in the way keys are
structured. Since key transcription implies, in our case, that the content of the
key is rendered in digital format, keys can now be analysed with the help of
computational methods. For this purpose, we built a system for automatic key
structure extraction. We believe that the system we created, even though it
could benefit from further improvements, represents a reliable foundation for
large-scale studies in historical cryptology of the most commonly used cipher
types, namely monoalphabetic simple substitution, homophonic substitution and
polyphonic substitution.
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A. Appendix - Statistical analysis provided by
the script described in Section 5, for all 5
keys

A.1. Key ID 205

Metadata
#CATALOG NAME: ASV_ARM_XLIV_7-1
#LANGUAGE: IT
#TRANSCRIPTION TIME: 2h
#TYPE-NC: people, geographic names, common words
#STATUS:complete

Cipher symbols:digits, graphic signs

Total number of unique ciphertext symbols:78
unigraphs:12

out of which digits:7
digraphs:66

out of which digits:66
trigraphs:0
4+graphs:0

Total number of ciphertext symbols matched:78
No new ciphertext symbols were found.

Total number of unique plaintext units:94
out of which unigrams:18
out of which bigrams:0
out of which trigrams:7
out of which 4+grams:69
out of which nulls:0

Code distribution

Cipher type:polyphonic substitution

Code type:variable length

Number of codes encoding plaintext
unigrams:9
bigrams:0
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trigrams:6
4+grams:64
nulls:0

Distribution according to plaintext type (ciphertext:plaintext)
1. Alphabet

1:1 0
1:2 9
1:3 0
1:4+ 0

2. Nomenclature
1:1 65
1:2 4
1:3 1
1:4+ 0

The transcription file contains comments from the transcriber and/or tran-
scriptions of cleartext from the original document which are not included in the
statistics above. Please check the transcription file for more details.

A.2. Key ID 331

Metadata
#CATALOG NAME: TNA_SP106/1_ElizabethI_f53(0056)
#LANGUAGE: FR
#TRANSCRIPTION TIME: 1h30min
#STATUS:complete

Cipher symbols:digits, Latin alphabet, graphic signs

Total number of unique ciphertext symbols:66
unigraphs:52

out of which digits:7
digraphs:14
trigraphs:0
4+graphs:0

Total number of ciphertext symbols matched:52
Total number of new ciphertext symbols: 14
New ciphertext symbols:cc, rr, gg, fs, hh, pp, nn, qq, tt, bb, dd, ff, ll, mm

Total number of unique plaintext units:46
out of which unigrams:24
out of which bigrams:12
out of which trigrams:4
out of which 4+grams:5
out of which nulls:1

Code distribution
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Cipher type:mixed (homophonic substitution, simple substitution)

Code type:variable length

Number of codes encoding plaintext
unigrams:48
bigrams:12
trigrams:4
4+grams:5

nulls:14

Distribution according to plaintext type (ciphertext:plaintext)
1. Alphabet
The alphabet has a uniform 1:1 distribution.
2. Nomenclature
The nomenclature has a uniform 1:1 distribution.
3. Nulls

4+:1 1

The transcription file contains comments from the transcriber and/or tran-
scriptions of cleartext from the original document which are not included in the
statistics above. Please check the transcription file for more details.

A.3. Key ID 345

Metadata
#CATALOG NAME: TNA_SP106/2_ElizabethI_f58(0069)
#LANGUAGE: FR EN
#TRANSCRIPTION TIME: 2h
#TYPE-NC: persons, geographical names, titles, words
#STATUS:complete

Cipher symbols:digits, Latin alphabet, graphic signs

Total number of unique ciphertext symbols:102
unigraphs:60

out of which digits:8
digraphs:32

out of which digits:32
trigraphs:1

out of which digits:1
4+graphs:9

Total number of ciphertext symbols matched:93 Total number of new ciphertext
symbols: 9

New ciphertext symbols:Charriots, Bleds, d’Hollande, Huyles, Saegs, Carseyes,
Toile, Cuirs, Coches
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Total number of unique plaintext units:100
out of which unigrams:24
out of which bigrams:0
out of which trigrams:0
out of which 4+grams:76
out of which nulls:0

Code distribution

Cipher type:simple substitution

Code type:variable length

Number of codes encoding plaintext
unigrams:24
bigrams:0
trigrams:0
4+grams:79
nulls:0

Distribution according to plaintext type (ciphertext:plaintext)
1. Alphabet
The alphabet has a uniform 1:1 distribution.
2. Nomenclature
The nomenclature has a uniform 1:1 distribution.

The transcription file contains comments from the transcriber and/or tran-
scriptions of cleartext from the original document which are not included in the
statistics above. Please check the transcription file for more details.

A.4. Key ID 350

Metadata
#CATALOG NAME: TNA_SP106/2_ElizabethI_f100(0117)
#LANGUAGE: EN
#TRANSCRIPTION TIME: 2h
#STATUS:complete
#TYPE-NC: geographic names, people

Cipher symbols:digits, Latin alphabet, graphic signs, Greek alphabet

Total number of unique ciphertext symbols:142
unigraphs:41

out of which digits:5
digraphs:34

out of which digits:30
trigraphs:12

out of which digits:9
4+graphs:55
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Total number of ciphertext symbols matched:80
Total number of new ciphertext symbols: 62
New ciphertext symbols:infinityn, bridgeplus, asterix, ll, poundsign, leftbridge,

bottomcirclescross, cursivenine, dottedc, reverseseven, equilateraltriangle, wavyV,
lefttilthourglass, diamonddoublecross, squarei, reversethrees, mnhook, openright-
infinity, cursivev, cursiveu, cardinalpointscross, sqarex, comb, horizontallinecir-
cles, ou, diamonddot, road, circleplus, horizontalc, cutegg, cursivee, horizontale,
eye, capitaliempty, medicalcross, mcross, smallcircleseven, feather, pp, reversec,
circlesz, reversecapitale, squarebackslash, reversethree, cardinalpoints, squarepi,
lethalfcircle, verticallinecircles, verticalstrikecapitaln, circleloop, verticalstrikecap-
italb, dd, verticallinecirclestop, mirroredsix, ff, lefttack, reversesquarepi, bloom,
lefthalfcircle, ss, blackleaf, sigma

Total number of unique plaintext units:86
out of which unigrams:24
out of which bigrams:0
out of which trigrams:0
out of which 4+grams:61
out of which nulls:1

Code distribution

Cipher type:mixed (homophonic substitution, simple substitution)

Code type:variable length

Number of codes encoding plaintext
unigrams:72
bigrams:0
trigrams:0
4+grams:61
nulls:20

Distribution according to plaintext type (ciphertext:plaintext)
1. Alphabet
The alphabet has a uniform 1:1 distribution.
2. Nomenclature
The nomenclature has a uniform 1:1 distribution.
3. Nulls

4+:1 1

The transcription file contains comments from the transcriber and/or tran-
scriptions of cleartext from the original document which are not included in the
statisctics above. Please check the transcription file for more details.
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A.5. Key ID 428

Metadata
#CATALOG NAME: TNA_SP106|6_CharlesII_(0030-0031)
#LANGUAGE: EN
#TRANSCRIPTION TIME: 4h
#STATUS:partial
#TYPE-NC: numbers, geographic names, common words

Cipher symbols:digits

Total number of unique ciphertext symbols:517
unigraphs:5

out of which digits:5
digraphs:85

out of which digits:85
trigraphs:426

out of which digits:426
4+graphs:0

Total number of ciphertext symbols matched:516
No new ciphertext symbols were found.

Total number of unique plaintext units:466
out of which unigrams:21
out of which bigrams:149
out of which trigrams:78
out of which 4+grams:217
out of which nulls:1

Code distribution

Cipher type:mixed (homophonic substitution, simple substitution)

Code type:variable length

Number of codes encoding plaintext
unigrams:60
bigrams:149
trigrams:78
4+grams:217
nulls:18

Distribution according to plaintext type (ciphertext:plaintext)
1. Alphabet

1:1 0
2:1 0
3:1 16
4+:1 1

49



2. Nomenclature
The nomenclature has a uniform 1:1 distribution.
3. Nulls

4+:1 1

The transcription file contains comments from the transcriber and/or tran-
scriptions of cleartext from the original document which are not included in the
statistics above. Please check the transcription file for more details.
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