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Abstract

Input Validation and Input Sanitization for Web
Applications

Kevin Pedram Alemi

The rise of web-based applications is rapidly increasing with time and
demand. As more and more web applications are being developed, so are
the threats against these web applications' user-base. Input-based

attacks against web applications are becoming more common. A new task is
in the hands of the developers, namely input handling. The security of

web applications is now more relevant than ever before.

This thesis investigates different methods used to build web

applications that can prevent malicious input, specifically the infamous

XSS attack. The methods covered in this thesis are using built-in
implementations from frameworks for client-side development and popular
developer-made libraries for server-side.

This thesis also collects real-life regular expressions from web

applications used for input handling. These regular expressions have

been evaluated with the Black Ostrich security scanner to determine
whether a web application's given regular expression is safe enough to
withstand malicious input.

The results indicate that the applications built can never fully trust

the client-side for input handling for web application development.

There should always be server-side handling the input. Developers should
always avoid rendering user input to the DOM unless the input has passed
several layers of input handling.

The thesis provides a script used to collect roughly 12000000 HTML
documents, and from these documents, it gathered approximately 79000
regular expressions. These were the regular expressions that were
evaluated on their safety, using the Black Ostrich security scanner.

Roughly 13700 of them were deemed by the security scanner to be unsafe,
indicating that nearly one-fifth of all regular expressions found from

the parsed data set could be bypassed with an XSS-type string.
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Chapter 1

Introduction

In modern-day software development, there has been a significant increase in web-
based applications. There has been a change from the widespread usage of native
applications to web applications [7]. A web-based application can be seen as a dis-
tributed application, whereas a native application would be a local application. The
advantages of web applications are that they are easier to distribute since writing
web applications for different platforms, i.e., web browsers, do not differ as much
as writing applications for various native platforms, operating systems. However,
with this change enters a new threat, namely the threat against the safety of the web
applications. Due to web applications being distributed and public, they can quickly
become a target for malicious users. This makes the security of web applications a
critical aspect, they should be able to withstand incoming attacks from malicious
users.

Web development is becoming one of the more popular and considerable revenue-
generating industries [[13, 27, [28]; with this increase in popularity, there is also an
increase in consequences and risks. Web applications should aim to have no vulner-
abilities at all. When constructing web applications, the developers need to predict
possible attacks and thus write software that can prevent said attacks. An attack
would be, e.g., a web application input field with no validating methods. If the web
application does not have methods for validating the input, the application has a vul-
nerability, specifically for input. Attackers could exploit this vulnerability by provid-
ing malicious input, meaning that it has dangerous effects on the system. In the
previous example of an input-based attack, such a scenario could lead to the applica-
tion sending sensitive user data back to the attacker, thus leaking sensitive data into
the hands of the wrong parties.

The more users a system has, the larger the consequences of malicious attacks are.
Malicious attacks that cause large data leaks are just the tip of the iceberg that
can cause massive implications for the users of a web application. According to
PurpleSec [36], the consequences of malicious attacks on web applications are the
most costly to fix, and on average, over 18 million websites at a given time each week
are infected with malware.

Modern web development uses new frameworks and tools to combat these mali-
cious attacks; however, the dangers and losses [36] remain. By looking at various
sources [21,[39] for secure software development practices, a common denominator



in all cases is that the most common type of malicious attack is caused by the lack of
input validation and sanitization. The lack of input validation and sanitization can
be exploited in XSS (cross-site scripting) attacks. XSS is when malicious input, in
the form of a script or arbitrary program-code logic, is sent to web applications that
proceed with parsing and executing the malicious input.

Having valid and well-functioning web security measurements are a must nowadays.
Applications that countless users use must have sufficient methods to prevent at-
tacks. Modern-day applications need stronger data integrity and prevention methods
from leaking the private information of their users. A common acronym used in the
security industry is the CIA model [41], which stands for confidentiality, integrity,
and availability. This thesis will focus more on the confidentiality and integrity parts
of web application security. Confidentiality refers to the privacy of users, i.e., the
protection of user data from being leaked and thus exploited by malicious users [41].
For example, in modern-day XSS attacks, malicious users can exploit unsuspecting
users to leak their data, from stored passwords to banking information, by sending
them a malicious link. Integrity refers to web applications being able to prevent
malicious attacks that can manipulate the applications’ data [41]. A similar example
as before, XSS attacks can be constructed to manipulate a web application’s data
since attackers can construct malicious attacks that are permanently saved on the
web application.

The relatively recent General Data Protection Regulation (GDPR) is an EU-based
law [[45] that protects user data and user privacy. The purpose of this regulation
is to allow users to authority over their data and be able to manage it [45]. The
GDPR law also enforces laws that businesses must, within 72 hours, report whether
a data breach has occurred [45]; otherwise, the business can be fined. Companies
should invest more resources in creating strong security measures to prevent GDPR
punishments with this law in mind.

By looking at online surveys such as Stack Overflows 2020 developer survey [28],
many of the respondents are currently working with full-stack and front-end devel-
opment. Therefore, information and studies about correctly validating and sanitizing
input are essential, especially for new developers who are starting in the field. They
might not have knowledge nor experience of the importance of web application
security. This inexperience could lead to security pitfalls once said new developers
begin developing web applications. The full-stack development field is rapidly ex-
panding. In their cases, many new developers come from self-taught environments,
boot camps, and degrees with insufficient knowledge of cyber security, more spe-
cifically web security. With many rookies entering the field, a report on specifically
XSS attacks and prevention methods will be beneficial for the field.

Since input handling must be performed both on the client-side and on the server-
side, this thesis will analyze both aspects.

Besides studying input validation and input sanitization in modern-day web applica-
tions, the niche of this thesis is to collect data on commonly used regular expressions
for client-side development. The regular expressions were collected from many pub-
licly available HTML documents parsed from online web pages. These collected
regular expressions will be tested on their safety against a web scanner that will
attempt to break them by providing input that can bypass them. The web scanner
has previously been used to try to break regular expressions collected from popular



websites; this thesis does, however, provide a substantially larger data set for it to
run against.

By studying input handling methods, this thesis will attempt to answer research
questions such as what client-side frameworks are most commonly used when de-
veloping web applications’ client-side and the most commonly used libraries for
developing the server-side logic with Node]JS. The thesis will also inspect the meth-
ods these frameworks and libraries use to prevent input-based attacks and whether
they are sufficient alone.

The results from collecting data on popular frameworks indicate that React is the
most commonly used framework. For server-side libraries, the validatory library
depicts the most significant results. React provides built-in sanitization techniques
that can prevent malicious input to an extent but can not be trusted entirely alone.
The validatory library offers an abundance of methods for validating and sanitizing
input. The thesis concludes that using the methods client-side frameworks provide
alone is not sufficient and must be further strengthened with server-side logic.

As mentioned before, the thesis collected a large set of regular expressions that are
later tested against a web scanner to evaluate their safeness. These regular expres-
sions were collected by parsing HTML pattern attributes, which can be found in
HTML input tags; the values of the attributes are regular expressions. Roughly
12 million HTML documents were collected and parsed for this thesis experiment.
From these 12 million HTML documents 79187 input tags with pattern attributes
were found. The web scanner evaluated these collected pattern attributes values, i.e.,
regular expressions, and found that roughly 63k could not be bypassed by the web
scanner and could thus safely prevent malicious input provided by the web scanner.
However, approximately 13k of the regular expressions collected were able to be
bypassed by the web scanner.

1.1 Goals

The goal of this thesis was to attempt to answer a set of different research questions.
The thesis had to collect large amounts of data to back up the answer to answer the
research questions. The thesis evaluated other methods used for building secure web
applications that can withstand malicious input. These methods were namely input
validation and input sanitization.

The thesis also set out to collect data on regular expressions that will be tested on
their safeness. Since regular expressions are a method of input validation, it would
demonstrate how secure real web pages’ regular expressions are.

The following are the research questions that this thesis aimed to answer.

The distribution of different frameworks used in web application development;

The prevalence of bare-metal access methods in the framework React]S;

— The distribution of different Node]S libraries used in web application develop-
ment;

The distribution of regular expressions collected that can be bypassed or not
by the web scanner;



- Would client-side frameworks be enough to provide sufficient security to web
applications alone?

— Would server-side libraries provide sufficient security to web applications
alone?



Chapter 2

Background

This chapter of the thesis will present standard methods for preventing malicious
input, the differences between client-side and server-side validation logic, and a brief
explanation of regular expressions. It will also consist of a general explanation of
the societal impacts of malicious attacks and different types of malicious attacks.

2.1 User Input or User Data

Since the beginning of software, a fundamental part of executing a set of instructions
is to give it a form of input to view the transformed output. These inputs and software
solutions vary from all kinds of different use-cases, from N-body simulations to
simple calculate-your-salary-after-taxes programs.

In most modern-day user-based software, the applications need methods for hand-
ling of user-supplied input. A software developer can not cover or predict all possible
input combinations supplied to its program. Instead, they must use different tech-
niques to validate them properly. However, if the validation is not strong enough, the
said input could have disastrous effects on the program. There are several different
methods for preventing malicious input interpreted by the software. In the following
sections, the thesis will explain the different methods.

This thesis explains two types of input, namely valid input and malicious input. When
constructing web applications and general software, it is common to assume that
input sent to the application follows a specific format. If input follows the expected
form, it is classified as valid input, by not following the desired format and including
arbitrary logic in the input classifies it as malicious.

Valid input is input sent by the user to the web application that is structured correctly
and follows the input field’s rules. E.g., in an input field expecting a phone number,
inputs that contain characters would not be able to be interpreted. Only numeric
values would. A malicious input is an input that does not follow the rules of the input
field. Instead, the input contains arbitrary logic that will cause the web application
to interpret and thus execute the logic. E.g., an input field with insufficient security
could execute JavaScript code if it were to be sent as input.

Web applications consist of forms that users can fill out to perform different methods,
anything from a search form to a registration form. When developing applications
that rely on input from users to be processed, the logic needs to determine how to



differentiate correct user input from malicious user input. The evaluation of user
input is of utmost importance since it can lead to disastrous results if the evaluation
method is insufficient and the application attempts to execute malicious input.

Applications need methods to determine whether a filled-out input field contains
malicious input, i.e., arbitrary code that will be executed or if it has valid input data.
This is why applications that rely on user input need methods such as input validation
and input sanitization to process both valid input and malicious input. These methods
of validating and manipulating input will be explained further in the upcoming
sections.

2.2 Threat Models

Threat modelling [32] is a method of detecting and preventing threats that can arise
when developing or building a product. The method works as such that it will detect,
analyze and attempt to protect a system. The model contains information on what
threats could lead to the system being attacked and harmed [32]. The model [32]
usually consists of information about the system to be protected. Threats that could
potentially harm the said system, measures used to prevent a said threat, and a way
to confirm the system and the threats it had and to verify whether the efforts made
were successful in preventing the threats [32].

In web application development, threat modeling is of great importance since it
will allow the developers to create a nuanced image of potential threats. The threat
model also consists of [32] methods to prevent these threats, descriptions of threats,
validation methods for the threats, etc.

Threat modeling should be used since developers will visualize what can go wrong
from a security point of view in an early stage. The OWASP motto for threat model-
ling [32] is Threat modeling: the sooner, the better, but never too late since the method
of threat modeling does not necessarily need to be before developing an application
but rather as quickly as possible. For example, when adding new features to an exist-
ing application, the developers should create a threat model since these new features
could potentially lead to the application being prone to malicious attacks. Threat
modeling will allow the developers to create prevention methods for the threats that
they assume can occur. New threats can always arise, which makes re-creating threat
models in sprints a good choice since the application will consistently be up to date.

Having a threat model early on allows developers to prevent potential attacks. By
using threat models, a web application will fulfill the CIA model, specifically confid-
entiality. An example will be if an attacker performs an arbitrary XSS attack against a
web application to steal the browser session’s cookies. If this hypothetical web applic-
ation was developed using no threat models in mind, the attack would presumably
succeed and thus leak private data. This would be a strike against the confidentiality
of the web application. Similarly, without threat modeling, attacks can also affect the
integrity and availability of a web application. Where XSS attacks can manipulate
data (integrity), and denial-of-service attacks can ruin the availability of the data by
attacking the web application.



2.3 Input Validation

Input validation [34] is a method of ensuring that the input supplied to an arbitrary
program follows the rules of how input may be constructed. For example, a pro-
gram expecting an input of type String should not allow input of type Integer.
According to OWASP [34], the validation of input should occur as early as possible
to prevent malicious input successfully. Validating input should be checked on two
different levels [34], namely syntax-based and semantic-based validation methods.

For a syntactical validation the method should, as the name suggests, check that the
supplied input follows the syntactical rules that enforce how input is formed. For
example, input 42 is not a valid email input.

The method should check that the supplied input values are in the correct range of
what the program expects for the semantic validation. For example, that the email
hello-world@bork.com is not a valid Uppsala University email.

There are several different ways of implementing input validation methods, such as
block-lists and regular expressions. The concept of using block-lists [34] works as
such that the system has two different lists: an allow-list and a block-list. The allow-
list contains input that fulfills the validation rules, while the block-list includes all
the input that does not exist in the allow-list. This allows the program to validate the
supplied input against an allow-list to see if it fulfills the rules. Regular expressions
will be explained later in this chapter.

2.4 Validation API

The validation API section refers to the HTML tag’s built-in methods for handling
input. Usually, when user-supplied input is written into a form that later sends the
data, once submitted. In HTML5, when building forms, the developer can specify
what type of input data it will expect [18]. If the user supplies input that does not
follow the type specification, it will display an error. There is also support for the
pattern attribute [17]. This attribute specifies a regular expression that the input
must fulfill. The usage of these different validation methods that already occur in
the client-side of the application is good to implement to give direct feedback to the
user. However, it is not reliable against malicious attacks since attackers can bypass
them, explained in the upcoming chapter.

2.5 Input Sanitization

Input sanitization [26] works as such that given input, it will modify it to a valid
form, and thus preventing malicious input from being interpreted. Sanitizing an
input removes malicious input by replacing, removing, or escaping characters [31].

Escaping characters is a method of sanitizing, i.e., manipulating malicious input to
a non-malicious form. The character < is an example of a malicious character. This
character would, after being escaped, be interpreted by the system as the
representation of &1t, which means that the system interprets it as a less than sign,
not as the beginning of an HTML tag.

One example of data sanitization in practice is the usage of JSX to prevent malicious
input. JSX is a method of rendering HTML or other valid JavaScript expressions



using the framework React]S. When using JSX [38], the React DOM will escape the
content. This prevents malicious input from being parsed and incorrectly interpreted
by the targeted web application. Instead, the application will just render the content
as a string.

A combination of input validation and input sanitization is the best way to create
programs that can successfully prevent malicious input. Combining the methods is
what gives a web application more layers of security. However, both methods could be
used alone by the web application. Validation would reject all invalid input, whereas
sanitization would manipulate all invalid input. It is two different approaches to
solve the same problem.

2.6 Regular Expressions

Regular expressions are patterns that are used to match an arbitrary string [3,[19].
Regular expressions define what kind of forms a string might take. They are used
for input validation since they specify how the input should be formed (syntactical
validation). Regular expressions can be used to describe infinite sets of input, as long
as they abide by the syntactical rules.

An example for a simple regular expression that represents an email could be
([a-zA-Z0-9])+@([a-zA-Z])+.domain-name. In the given example the pattern
[a-zA-Z0-9]+ represents that the string must consist of 1 or more lowercase letters,
uppercase letters or digits, followed by an @ sign, the email service provider, and
lastly domain name.

By using regular expressions correctly, the input validation methods for a given
program will cover infinite sets of input and still apply the rules intended by the
developer.

2.7 Architecture of Web Applications

In this section, the thesis will explain where input validation and input sanitization
methods may occur in the system architecture. Web applications constructed today
consist of a visual entity, i.e., front end or client, that communicates with a business
logic, i.e., back end or server, entity.

The web application is distributed since its overall functionality can be accomplished
by creating multiple nodes, i.e., entities, that communicate together.

The web application’s client-side consists of the visual layer, which is presented to
the user. It also contains the logic of sending user-based operations to the server,
which leads to updates of the visual layer. The server-side entity is where all user
operations are interpreted. All business logic is implemented here.

Web applications should aim to have sufficient input handling. By using both input
validation and input sanitization, a web application creates more layers of security.
These methods of input handling can be performed on either the client-side or the
server-side. The following image is a visual description of how a web application’s
architecture may look and components input handling may occur.

As seen in the image [2.1] input handling can occur in either both entities or in one of
them. Validation on the client side is good since it will give the user direct and easily



Supplies Input POST Request Query
_—_> > »

»

Front Back <
End/Client End/Server | pesult
User <

\

Input handling may occur here

Response Database

Figure 2.1: System overview of a client and server application

interpreted feedback that their input is incorrect. However, the client-side entity is
the weak link of the architecture since attackers can bypass it. The client-side entity,
i.e., the users’ web browser, is not trusted since the user or attacker controls it. The
client-side entity is thus able to be exploited, causing its input handling methods
to be bypassed. Therefore the server-side entity is a must when protecting against
input since the attacker can force the client-side entity to interpret malicious input.
This extra layer, being the server-side, is a must since it will thoroughly check the
input supplied and catch mistakes made by the client-side.

The choice of using either only client-side or server-side input handling or combining
both will be discussed later in this thesis, backed up with practical examples that
showcase the different choices.

2.7.1  Web Application Firewall

A web application firewall (WAF) is a firewall whose purpose is to protect a web
application. The firewall can apply rules on HTTP requests being made to the web
application [6,[35]. With these rules being applied to all incoming HTTP requests,
the WAF can protect and prevent common attacks, such as the XSS attack [35].

The following image is a general visualization of how a WAF works.

Both sending a HTTP request

User request is valid, successfully sent to
web application
User

I
Web Application

Web Application

—~ Firewall
f ___________ »|
The malicious request is
Attacker prevented by the firewall, never

sent to the web application

Figure 2.2: The WAF will prevent malicious requests from ever reaching the web
application.

The WAF is also able to implement new rules and measures to prevent malicious
requests. By using a WAF, developers can build a strong fortress of security around
their web applications. Combining a WAF with input handling methods will even



strengthen the application more. Examples of different WAFs are Cloudflare, Akamai,
and AWS. The WAF is related to the input handling methods discussed in this thesis.
One example of how it works is that it uses block-list and allow-list type solutions,
meaning that it will allow input that fulfills its rules and block those that do not.

This method of applying a firewall to protect the application further can be related to
the original military concept of defense in depth [43]. Defense in depth is a method
of applying several layers of protection around the object to protect. From cyber
security, specifically web security point-of-view, this would be combining several
different layers of web security methods to protect the application [43]. For web
applications, examples of several layers of protection would be threat modeling,
using a WAF to prevent malicious requests, and combining those with both input
validation and input sanitization on both client-side and server-side. There could
potentially be more layers to protect the web application, but these are the protection
methods covered in this thesis.

2.8 Client-side Logic, JavaScript and Frameworks

The client-side of a web application usually consists of 3 different building blocks,
namely HTML, CSS, and JavaScript. HTML specifies how the website is built and
its structure. CSS specifies the visual aspects of the website, the layout as well as
colors. JavaScript is what makes the website dynamic and controls behavior, i.e.,
the website’s client-based logic. This section, and thesis, will primarily focus on the
JavaScript part of web applications client-side.

JavaScript is a programming language that was initially built to make websites inter-
active and create dynamic effects [20]. The language has, during later years, received
a lot of attention and has branched out to different versions, e.g., Node]S, which is a
runtime environment that can execute JavaScript outside of the browser and also to
a new programming language, namely TypeScript [20].

For the client-side, as seen in image [2.1] the entity’s purpose is to send an arbitrary
request to the server based on eligible user events. It will then receive a response
and update the visual layer accordingly. In this part of the architecture, the malicious
code is attempted to execute on the web application being targeted. Input validation
is what can prevent the execution of malicious code.

Frameworks are tools created to introduce more lightweight and easily written web
applications. JavaScript frameworks are software written to reduce the overhead of
regular JavaScript web development and introduce libraries and methods that
improve and simplify development. It can be seen as a large quality of life improve-
ment for web development. A number of the larger JavaScript frameworks today [29]
are jQuery [11], React]S [[15], Angular]S [12], and Vue]S [46].

2.9 Categories of Cross-Site Scripting Attacks

Many different dangers can occur when a system is attacked by malicious users,
ranging from complete system shutdown to leaking sensitive data. There have been
breaches, during only the first half of 2020, that leaked 36 billion records [40] of
sensitive data from different public and private sectors. In 2020, the world also saw
the first-ever case of an attack that led to a loss of life [42]. The attacks range from
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malware to phishing. However, it is not clear how many of these attacks were
Cross-Site Scripting (XSS-based) attacks. These reasons should be enough for the
tech industry to develop better and more robust defenses against malicious attacks.

In the following sections, the thesis will explain different types of attacks, specifically
injection attacks. The XSS attack is an injection attack since the attacker will supply
input to the system. Injection attacks are relevant for this thesis since they can be
prevented by implementing solid and correct input handling methods.

This thesis will not explain malicious attacks such as Denial-of-service attacks,
phishing attacks, and social engineering attacks.

29.1 Cross-Site Scripting

XSS attacks [[10], short for cross-site scripting, is an injection attack that relies on
malicious code being submitted to a website [33]. The attack takes its full effect once
an unsuspecting user browses the web application, executing the injected malicious
code. XSS attacks can take full effect when web applications have insufficient input
handling methods [1]. Once the malicious code has been input and then executed,
the attacker can potentially gain access to other user’s data, send arbitrary HTTP
requests. In the cases of web applications using HTMLS5, the attacker could access the
user’s location, webcam, mic, etc [1]. The application will struggle with determining
whether the given input is code or data.

When web applications expect input from users, logic must exist that can differentiate
which input is valid user data and which input is malicious data, i.e., arbitrary code.
By having no methods of handling input, a web application could hypothetically
interpret anything sent to it, meaning that it can not differentiate between malicious
code and user data. There are also cases of vulnerable web applications executing data
as code instead, which could also occur when there are no input handling methods.
E.g., valid user input could consist of symbols or keywords that are valid code and
thus cause the application to execute what would be normal user input.

By exploiting the lack of boundaries between code and data, the malicious input,
in this case being arbitrary JavaScript code, can be executed on the targeted web
application.

By having a web application that does not correctly validate and sanitize input from
other users, web applications risk their users’ sensitive data. In a report made by
PreciseSecurity in 2019 [14], it was presented that approximately 40% of all cyber
attacks during 2019 were XSS attacks. By investing time and resources in creating
sufficient input handling, web applications can prevent and avoid leaking of sensitive
data of their users and prevent them from performing dangerous HTTP requests
without their knowledge.

2.9.2 Persistent XSS attack

A persistent XSS attack, also known as stored XSS, performs its malicious process by
having an attacker send malicious JavaScript to the web application, which will store
the malicious JavaScript code in the web application [2]. If the web application does
not have any input validation, this maliciously injected code will be stored in the web
application. Assuming that no threat modeling has been done, the web application
is prone to be weak against potential attacks.
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The lack of protection leads to danger for other users of the web application, since
if they browse the web application that has been injected with malicious code, then
the injected code can execute on their browsers. This attack imposes threats to the
confidentiality and integrity of the application. The injection is performed due to a
lack of input validation, resulting from insufficient threat modeling. As the injection
is performed and data is either leaked, manipulated, or exploited, the web application
is betraying the users’ confidentiality and integrity.

An example that will be furthered visualized with image|[2.3|would be that an attacker
injects an arbitrary web application with malicious JavaScript code. The purpose of
the code is to send the user’s cookies (sensitive data) to a server that the attacker
has control of. Since the code will execute on the user’s browser, it can potentially
send any arbitrary HTTP request to the attacker’s server. The injection performed
will blur the web application’s boundary between what is code and actual data being
sent as valid input. The application will struggle to determine how the malicious
input should be interpreted and execute arbitrary malicious code since it struggles
with interpretation.

The sensitive data being sent in the following images may be session cookies, i.e.,
they contain the user’s login information.

A

Attacker

Malicious response sends
sensitive data to attacker

! Injects malicious
i JavaScript code

| Malicious code is stored
v o >

Browses web application R
d User request que
Web application guery »
Malicious response < . -
User Result, with malicious code

Database

Figure 2.3: Visualization of how a persistent XSS attack works.

This type of XSS attack is the most dangerous type and can cause most damage to
unsuspecting users.

2.9.3 Reflected XSS attack

A reflected XSS attack performs its malicious process by having an attacker sending
a malicious link to trick the user into clicking it. The link will cause the user to send
a request to a web application that will allow maliciously injected code to execute.
The link is constructed so that the malicious code is often sent as a search query to
the web application, and since the web application has insufficient input handling,
it will execute that code. The user’s browser session will interpret this as valid code
and fully allow the malicious injection to effect. This leads to the injection’s success
since it can execute any arbitrary JavaScript instructions from the user’s browser.
What is important to notice for this type of XSS attack is that the attacker’s malicious
input is in the request sent by the user to the web application.

To clarify further, the significant difference between this reflected XSS attack and
the previously mentioned persistent XSS attack is that the malicious input will be
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persistent. A persistent attack saves the malicious input on the web application,
causing users that browse the web application to be exposed to the attack even
though it has already been injected before. However, the reflected attack will consist
of input that is not persistent, i.e., it is not saved on the web application. The malicious
input here will not be exposed to all the users but rather to the user that clicked the
maliciously manipulated link.

An example of a reflected XSS attack is demonstrated in image|[2.4| In this visualiza-
tion, an attacker sends a malicious link to an unsuspecting user. Once the user clicks
the link, the user will send a request to the web application. The web application
will execute the code in the user’s browser session since it interprets it as a valid
link. Since executed in the user’s browser, the malicious code will successfully send
sensitive data to the attacker.

" Attacker

Malicious code sends sensitive data to

attacker o )
.-~ Sends a malicious link

4" Clicks link and sends request, containing
malicious code

»
»

Web application

User

Response and execution of code

Figure 2.4: Visualization of how a reflected XSS attack works.

2.9.4 DOM-based XSS attack

To begin with, DOM stands for Document Object Model, which is the interface that
represents an HTML document. The DOM is constructed by several nodes that repres-
ent a subset of the document. All these nodes together build a tree-like structure [44].

A DOM-based XSS attack performs its malicious process by directly writing mali-
cious data to the DOM [1]. If the web application for the DOM can be dynamically
manipulated by user input and the validation of that input is insufficient, then this
attack can take its full effect. By having the DOM interpret malicious code, once
the unsuspecting user’s browser requests the DOM, it will execute any arbitrary
JavaScript code used for malicious reasons. This type of attack is only executed in
the client-side part of a web application since it will directly access and manipulate
the DOM.

Examples could be web applications that directly append user input to their DOM,
making the web application dynamic. If the user input is not properly handled, then
it could be used for malicious intent.

An example of a DOM XSS attack is demonstrated similarly as in the image|[2.4/from
the previous section. The difference is that an attacker sends a malicious link that
consists of DOM manipulating input to an unsuspecting user. As the user clicks
the link, the client-side DOM will interpret this as valid input and execute it. This
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JavaScript code that executes in the DOM of the web application will cause the user
to send its sensitive data to the attacker.

2.10  Common Crawl

Common crawl [8] is an online data set that consists of petabytes of data that has
been collected when crawling web pages. The data set is public and can be accessed
by anyone for free. The data set available via Common crawl will be later used in
this thesis since it contains raw HTML from billions of web applications. From this
raw HTML, the previously mentioned pattern attribute can be collected, which is
the purpose of utilizing the data set. Analyzing web application regular expressions
might give an insight into how web applications construct their client-side input
validation.

2.11  Methods to Prevent Threats against Web Applications

In the following chapter, this thesis will attempt to implement examples of
input-based attacks and also input handling methods used to prevent these said
attacks. The different examples demonstrated in the chapter will be primarily im-
plemented using React]S for client-side demonstration and Node]S for server-side
demonstration.

React]S is a web development framework used to build the client-side of

web applications with clean and efficient built-in methods. React]S uses JSX for
rendering content dynamically to the visual layer of the application. React]S has its
built-in JSX method for input handling, which will be used to demonstrate client-side
prevention methods against input-based attacks.

NodeJS is a runtime environment that executes JavaScript outside of the browser,
i.e., it is JavaScript code that can be used for purposes other than client-side web
development. Node]JS can be used for server-side development, which is why it will
be chosen to visualize and demonstrate prevention methods against input-based
attacks in the upcoming chapter.

The upcoming chapter will also consist of shorter examples using plain JavaScript,
which the previously mentioned tools are built upon, and a simple jQuery example.
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Chapter 3

Common Threats to Web Applications
& Prevention Methods

In this chapter, the thesis will attempt to re-create malicious attacks and prevent them
by using input handling. The malicious attacks will be basic and mostly to visualize
for the reader how such an attack is constructed and the impact it will have on a web
application. Each visualized malicious attack will have a corresponding section that
implements an input handling method to prevent the previously successful attack.

Lastly, this chapter will contain an example of both a client-side and a server-side
input handling architecture. This example will visualize how both implementations
work against malicious attacks to further prove to the reader the importance of using
server-side input handling.

3.1 Construction of XSS Attacks

As previously mentioned in chapter|2 there are several ways to construct XSS attacks,
be it persistent, reflected, or DOM-based. In this section, the thesis will attempt to
construct XSS attacks by creating links and inputs that can cause web applications
with insufficient input handling to become victims.

3.2 Mockup using Vanilla JavaScript and JQuery

The following section will show two different examples demonstrating how an XSS
attack may occur and the results of falling victim to it.

3.2.1 Vanilla JavaScript

For this mockup, the web application being attacked is expecting input from the user
in a text field, which will later be added to the web application’s HTML. However,
since there is no validation method on the input, the web application will append
this input to its page raw. The JavaScript function is a simple one that adds the user
input to the HTML after pressing the submit button.

The following image will display how the web application is used normally. It allows
users to type in their input, which will be rendered to the DOM after submitting
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the form. This same example web application will be later used to demonstrate XSS
attacks.

Hello World! IIHHIHII

Figure 3.1: Normal usage of the web application.

The following code snippet will display how the web applications HTML and
JavaScript are built, allowing XSS attacks to be made.

Listing 3.1: The web applications HTML.

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Test</title>
<script src="xss.js" defer></script>
</head>
<body id="body">
<h2>Very secure website TM</h2>
<section id="f">
<input type="text" id="inputfield">
<button onclick="veryBadInputParser();">Submit</button>
<p id="userinputparsed"></p>
</section>
</body>

Listing 3.2: The JavaScript of the web application.

function veryBadInputParser() {
let txt = document.getElementByld("inputfield").value;
userinputparsed.innerHTML += txt;

The same example as above will now be re-used to demonstrate how simple XSS
attacks can be created to attack the example web application. This will be displayed
in the following image, which demonstrates an XSS attack based on user input. This
user input was not handled by any input handling methods and thus caused an
unexpected change to the web application.
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Figure 3.2: Sample input to a web application

® 127.0.0.1

Frén 127.0.0.1:5500:

Should have better input validation!

<img src="x' onerror="alert('Should have b

Figure 3.3: The result of evaluating malicious input without validation methods

While the example images above do not visualize data leakage caused by XSS attacks,
it shows that insufficient input handling when developing web applications in vanilla
JavaScript can lead to the web application being vulnerable. In the example above
the following input is given to the input field

<img src=’x’

onerror="alert (’Should have had better input validation!’)">.

This input causes the web application to call a JavaScript alert function, which in
this example is not that dangerous since it only prints a message. Still, in reality, it
can be exploited for malicious intent.

One example of a dangerous input that works is the following

<img src=x onerror=this.src=
’http://myevilserverthatstealscookies/?c=’+document.cookie>.

This injectable code will send the users’ cookies to another web application. In this
example, the web application to which it sends the cookies is a malicious one created
for this intent.

Web applications with insufficient input handling are prone to be exploited because
data leaks can occur, e.g., by sending sensitive user data. It is not similar to other
cyberattacks that could execute programs on the attacked computers since XSS
attacks are restricted to the web browser.

3.2.2  jQuery

For jQuery, an example of bad practice would be a similar method of receiving user
input that has not been validated and adding it to the web application’s HTML.
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Listing 3.3: The contents of the array may not have been correctly validated, it can
contain malicious content

let listHtml = "<ul>";

for (var i = 0; i < arbitraryArray.length; i++){
listHtml += "<li>" + arbitraryArray[i] + "</li>";

}

listHtml += "</ul";

$(document.body).append(listHtml);

As seen in the code snippet|[3.3| a for loop iterates over the contents of an array and
creates list tags for each of the array elements. The jQuery $ sign in this context is
what finds the document object and its nodes, being the body. The array, however,
can be an array filled with elements that are the results of several different input
forms. E.g., a user fills a form containing name, address, zip-code, etc., all these input
fields are appended to the array.

Without sufficient input handling, any or each of the array elements could potentially
be a malicious input. E.g., the array elements could be XSS attacks that send arbitrary
HTTP requests, which leak the user’s sensitive data to any arbitrary server.

3.2.3 Implementing Input Sanitization for Vanilla JavaScript and jQuery

A method of sanitizing the input received in the above examples on the client-side
could be to implement a sanitization function that always executes before appending
new user-supplied data to the web application. Such a function could be constructed
using the JavaScript replace () function, which is based on a regular expression
that replaces matching strings with a given value.

Listing 3.4: Function that replaces the dangerous characters in a user supplied input.

function removeMaliciousInput(userlnput){
return userlnput.replace(/</g, "&It;")
replace(/>/g, "&gt;")
.replace(/’/g, "2#39;")
.replace(/"/g, "&quot;")
.replace(/&/g, "&amp;");

The function described in [3.4) demonstrates an implementation of how client-side
logic can replace typical dangerous characters that malicious attack inputs consist
of. Applying this function to the user input before integrating it into the HTML of
the web application can help with dangerous input. However, it can still be bypassed
since the validation only occurs on the client-side.

However, using such a simple implementation of a sanitization function is not
recommended. In this case, using official and established sanitization libraries would
be a much better choice. Implementing such functions yourself could lead to
downfalls, e.g., by not managing all different types of malicious input. For this specific
example, it should also be noted that using HTML tags that are not malicious, e.g.,
the usage of <b> tag which makes text bold, will also be sanitized.
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3.3  Mockup using React

The first example will showcase a mockup of an XSS attack on a web application
that uses React on its client side. This example will not have any server-side code. It
will simply contain the default template that a newly created React project contains.

3.3.1 Using JavaScript XML (JSX)

For this mockup, the web application that will be attacked will be using the regular
method of rendering data to the DOM. It will be using curly braces, which is a way
of interpreting JavaScript. For example, if a web application wanted to render a
JavaScript variable named userInput it would have used {userInput} to render,
informing the JSX parser to read the variable as valid JavaScript.

As previously mentioned, when using Reacts built-in methods for rendering content,
it will automatically escape illegal characters such as < which are usually found at
the beginning of an HTML script tag used for XSS attacks. The following example
will demonstrate how malicious input will be rendered in a web application using
Reacts methods for rendering. Note that the input used will be the same as the input
used in the Vanilla JavaScript section that caused an alert error to be performed once
it was submitted.

The following code snippet displays how the web form has been implemented using
React]S and its built-in sanitization techniques against XSS attacks.

The web application using React has been implemented using functional components.
As before, a user can submit an input written in their input field. This submitted
input will then be rendered to the DOM.

The following images will visualize how the web applications handles malicious
input sent to it.

<img src="x' onerror="alert('Should have had better input validation!')">

Figure 3.4: Sample input to a React based web application

localhost

<img src="x' onerror="alert('Should have had better input validation!')">

Figure 3.5: Result of evaluating malicious input using Reacts built-in rendering
method

19



O 0 N O U AW N =

W W W NN N DNDNNNDNDNRNMDN=2 2 @4 2 4 a9 4 a3 a4
N = © O O N O U B W 2 ©O 0 0 NN N b WKN = O

Listing 3.5: Implementation of the web application form in React.

import {React, useState} from ’react’;
import ReactDOM from ’react-dom’;
function RegularValidation(){

const [userlnput, setUserInput] = useState(”);
const [isSubmit, setlsSubmit] = useState(false);

const onSubmit = (e) => {
e.preventDefault();
setlsSubmit(lisSubmit);

}

return (
<div>
<h2>Very secure website TM</h2>
<label>Give me input!</label>
<form>

<input type="text" value={userInput} onlnput={e => setUserInput(e.target.value)}></input>

<button onClick={onSubmit}>Submit</button>

</form>

<p>
{isSubmit && userlnput}

</p>

</div>
)
}

ReactDOM.render(
<RegularValidation />,
document.getElementByld(’root’)

)

As seen in the examples above, the web page will not execute the malicious code but
render it to the DOM. This prevents the method of sending basic XSS script tags to
web applications using Reacts’ built-in rendering. The input used was the same as in
image[3.2. In that example, the input was able to cause an alert window, which shows
a great difference in input handling when using React instead of vanilla JavaScript.

The input handling used for this example is using a built-in method available when
using React for developing the client-side. Compare this to the example in the code
snippet|[3.4] which is an implemented function created to sanitize malicious strings,
an essential function for preventing malicious input in vanilla JavaScript and jQuery
web applications. However, for the React example, no such function is needed.

The React built-in sanitization will also sanitize harmless tags such as the previously
mentioned <b> tag, which makes text bold. This is since the built-in method escapes
all values that are rendered to the DOM with JSX.
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3.3.2  Using dangerouslySetlnnerHTML

For this mockup, a web application similar to the previous one is created. However,
instead of using JSX rendering methods, it will make use of the
dangerouslySetInnerHTML element to demonstrate what effects it may have on
the web application. This method is used quite a lot even though it has been said to be
bad practice. As seen from the data collected in chapter |5, approximately 12% of the
collected React Github repositories use the dangerouslySetInnerHTML element.
Its name and existence are made to remind the developer that using such a method
of directly inserting HTML in the DOM is bad practice [37].

For this example similar type of input as before is used, namely the malicious input
<img src=’x’

onerror="alert (’Should have had better input handling!’)">.Thiswill
cause an alert window to pop up if there is no proper input handling of any kind.

Fran localhost:3000:

Should have had better input handling!

Figure 3.6: Inserting malicious input to React application that uses
dangerouslySetInnerHTML

For the example demonstrated in this section, the following code snippet was used.

Similar to the previous React]S example, the difference is that this code uses the
dangerouslySetInnerHTML tag.
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Listing 3.6: Implementation of the web application form in React using danger-
ouslySetInnerHTML.

import {React, useState} from ’react’;
import ReactDOM from ’react-dom’;

function DangerousExample(){

const [userlnput, setUserInput] = useState(”);
const [isSubmit, setlsSubmit] = useState(false);

const onSubmit = (e) => {
e.preventDefault();
setlsSubmit(lisSubmit);
}
return (
<div>
<h2>Very secure website TM</h2>
<label>Give me input!</label>
<form>

<input type="text" value={userInput} onlnput={e => setUserInput(e.target.value)}></input>

<button onClick={fonSubmit}>Submit</button>
</form>
<p dangerouslySetlnnerHTML={{__html: userInput}}></p>
</div>
)
}

ReactDOM.render(
<DangerousExample/>,
document.getElementByld(’root’)

)i

3.4 Mockup using Node]S, server side

Due to several different libraries found for server-side input handling, each using
similar methods and yielding similar results there needed to be a delimitation since
the mockups would be nearly identical. Therefore, the library chosen is Validator
since it contains methods for both input validation and input sanitization.

3.4.1 Validator Library, Input Validation

We have similarly created an HTML web page for the input validation method that
contains an input field. This input field can be filled out from the user end and will
be sent to a Node]S server to be processed and evaluated. For the first example, the
Node]JS server will be using the Validator library to validate input and perform
arbitrary logic based on how the validation results.

Similar input as before,

<img src=’x’ onerror=

"alert(’Should have had better input handling!’)"> was used.

For input validation, the server-side Node logic used the validator libraries built-in
isAlpha(arg: input) method to validate the input format. The method checks if
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the input sent, only contains letters, ignoring upper or lower case.

The results of not using this validation method or any validation method are exactly
as before. Since the logic will directly render the user input to the web application,
the results will be as in figure|3.6|

However, since this example uses the Validator libraries built-in methods, the
following results are achieved.

localhost

<img src="x' onerror="alert('Should have had better input handling!')'

Figure 3.7: The XSS input sent to the NodeJS server

The format you gave is not valid!

Figure 3.8: Validator library handling the POST request that contains the malicious
input

As seen in the images above, the malicious input is sent to a Node server and parsed.
Once parsed, since the server is using a validation method and is expecting specific
input that only contains letters, the server will thus inform the user that the input
is not allowed and will be prevented.

Listing 3.7: Function that handles the POST request and validates the input

app.post("/userinput”, urlencodedParser, (req, res) => {
if (validator.isAlpha(req.body.userlnputField)){
res.send(req.body.userlnputField);
}
else {
res.send("The format you gave is not valid!");
}

s

The code-snippet [3.7| demonstrates the route and its function created to evaluate
and handle POST requests made when submitting input. In this demonstration, the
built-in method isAlpha is used. This method has a strong restriction that the input
may only be letters. Even white spaces are rejected. The validator library has a
large set of different built-in methods that can be used to apply restrictions to user
input. By combining these methods or using them individually, the server-side logic
will be correctly implementing from an input validation point of view.
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3.4.2  Validator Library, Input Sanitization

The Validator library also contains a set of built-in methods that can be used to
sanitize input from users, further strengthening its preventative abilities against
malicious input.

The same HTML web page as before will be used. However, this time it will be run-
ning a sanitization method on the server-side instead of a validation method. Similar
input as before is used

<img src=’x’ onerror=

"alert(’Should have had better input handling!’)">.For the input sanit-
ization, the server-side method used the validator libraries built-in

escape(arg: input) method to sanitize the input text sent to the server. The meth-
ods purpose is to replace commonly used character for XSS attacks with their cor-
responding HTML entities, i.e it replaces < with &1t.

The results of not using this method are as expected, causes the web application to
be exploited by XSS attacks since it will render the user input to the page. The results
will be the same as in the image [3.6|from the previous section.

The following code snippet visualizes the implementation of using the Validator
libraries sanitization method to sanitize XSS content.

Listing 3.8: Function that sanitizing the input incoming from the POST request made.

app.post("/userinput”, urlencodedParser, (req, res) => {
res.send(validator.escape(req.body.inputfieldname));
// Visualizes HTML entities
res.send(validator.escape(encode.encode(req.body.inputfieldname)));

1

By using the above code, utilizing the sanitization technique offered by the validator
library we obtain the following results.

= C @ localhost:30¢

<img src="x' onerror="alert('Should have had better input handling!"')">

Figure 3.9: Using the escape method for parsing user input

As expected, the results are similar to before. However, to clarify even further what
this method does, the experiment will be executed one more time. However, this
time using the html-entities NPM package to visualize what the sanitize method
does.

By using the html-entities, the XSS input will be converted to its actual form.
The following is what is being rendered and parsed by the web application when
executing the escape method.

As seen in the image [3.10} the actual results that the escape method returns are the
entities of the reserved characters. The reserved characters being those commonly
used in XSS attacks. The escape method will replace bad characters with their HTML
entity, making them safe to render to the DOM.
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&lt;img src=&apos;x&apos; onerror=&quot;alert(&apos;Should have had better input handling!&apos;)&quot:&gt;

Figure 3.10: The actual representation of the sanitized XSS input

3.5 Mockup using both client and server

This section is worth noticing that there are many different approaches when
implementing both client-side and server-side input handling. Hypothesize that a
web application has both client-side and server-side input handler methods. Specific-
ally, for this example, the client-side input handling method will be using the HTML
pattern attribute, which only allows inputs that fulfill the regular expression given.
The server-side will use the validator library methods once again.

By simply trying to send malicious input in the client-side interface, the pattern will
catch and prevent the form from being submitted. The web application will begin
using the pattern attribute in the following image, which only allows letters and
digits. The regular expression used is [A-Za-z0-9]+.

localhost

mg src='x' onerror="alert('Should have had better input handling!')">

m [E\ Matcha det format som anges.

Figure 3.11: Using the pattern attributes, this commonly used XSS input can be
prevented

Only using the pattern attribute is that the web application can successfully prevent
this input without using the server-side logic.

However, malicious attackers may bypass this method of input handling. Since the
logic is only client-side, attackers may use other approaches. There are several ways
to mitigate this method of handling input, for example, disabling client-side logic, i.e.,
JavaScript, but the HTML pattern will still cover malicious input. But, the attacker
can bypass it by using CURL requests to send the malicious data. The choice of
using CURL requests is just a matter of taste. This experiment shows that interaction
between a client and a server does not only have to occur when using a web browser,
but you could also send crafted requests.

For the sake of demonstrating, the same client-side logic as before will be used, and
the server-side logic will be removed to give a preview of how only relying on the
client-side is wrong.

This example will demonstrate what happens in the web application when different
types of input are sent to it. It will begin with sending valid input and then malicious
input to see which are parsed and evaluated as valid input.
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As previously mentioned, attackers may bypass the usage of the HTML pattern by
sending CURL requests instead of manually typing the XSS attack into the user
interface. This will be implemented by using the Python requests library to send
a POST request to the URL containing malicious data as input. Each time the web
application receives data as input, be it either via the user interface or via CURL
requests from an external Python script, it will print each input that has been parsed
and thereby be interpreted as valid input.

localhost

Figure 3.12: First example input sent to the server, using the user interface.

Starting app on port 3000
List of parsed inputs:
[ '"Testl' ]

Figure 3.13: Server outputting the result of the first example input

As seen in the images above, the server will respond and update its list of valid inputs
it has received for the sake of this experiment. Now, the server will be receiving
malicious input to see how it reacts and whether it will interpret it even though it
has client-side input handling.

Starting app on port 3000
List of parsed inputs:

[ 'Testl' ]

List of parsed inputs:

L 'Testl', 'Test2' ]

List of parsed inputs:

' onerror="alert('Should have had better input handling!')">

Figure 3.14: Server outputting the result of all valid input it has received

The results demonstrated in image depicts that the server will interpret the
previously used XSS input as valid and will thus parse it. This demonstrates that
web applications that only use client-side logic can easily be bypassed with other
methods of sending malicious input. This method of bypassing the client-side logic
can also easily lead to persistent malicious attacks.

The same example will be re-implemented now, but with both client-side and server-
side logic. The server-side logic will use a similar method as to the example in the
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code-snippet 3.8| it will this time use the isAlphanumeric (), so it will be using the
same logic as the client-side regular expression. Similarly, a Python script that sends
malicious CURL requests will be executed. The server will be outputting all valid
input it has received to demonstrate whether malicious input is still able to bypass
the input handling.

Starting app on port 3000
List of parsed inputs:

[ 'Testl' ]

List of parsed inputs:

[ 'Testl', 'Test2' ]

The format:

<img src="x"' onerror="alert('Should have had better input handling!')">, is not valid and will therefore not be parsed.
List of parsed inputs:

[ 'Testl', 'Test2' ]

Figure 3.15: By using server-side validation the web application is able to prevent
malicious input from being interpreted

As seen in the image the server-side logic can prevent the CURL requests from
being parsed and is only allowing alphanumerical input to be interpreted. By using
both server-side and client-side input handling methods, this demonstration has
created a web application that contains sufficient input handling methods as well as
a user interface that provides the users with information about whether their current
input is correct.

The following client-side code was used to implement this demonstration.

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Test</title>
</head>
<body id="body">
<h2>Very secure website TM</h2>
<section id="f">
<form id="sendinfo" method="POST" action="/userinput">
<label for="inputfieldname">Write here!</label>

<input type="text" id="inputfield" name="inputfieldname" pattern="[A-Za-z0-9]+">
<input type="submit" value="submit">
</form>

<p id="userinputparsed"></p>
</section>
</body>
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The following server-side code was used to implement this demonstration.

app.post("/userinput”, urlencodedParser, (req, res) => {
if (validator.isAlphanumeric(req.body.inputfieldname)){
res.send(req.body.inputfieldname);
listOfValidInputs.push(req.body.inputfieldname);
}
else {
res.send("The format you gave is not valid!");
console.log("The format: ");
console.log(req.body.inputfieldname + ", is not valid and will therefore not be parsed.");
}

console.log("List of parsed inputs:");
console.log(listOf ValidInputs);

The following Python script was used to send malicious input to the web application.

import requests
url = "http://localhost:3000/userInput”
toSend = {"inputfieldname":
"""<img src="x" onerror="alert(’Should have had better input handling!’)">"""}
r = requests.post(url, data=toSend)

3.6 Conclusions

In the demonstrations from this chapter, it should be clear that examples using server-
side input handling were safer than their counterparts that did not use server-side
libraries.

After reading through the previous demonstrations, the question to answer is how
and why vulnerable web applications sometimes occur? The answer to this question
is difficult. However, one might assume that one of the reasons could be that the
developers do not think of covering this topic. The method of handling input is
not a method that is given for free or built-in when developing and deploying an
application, but rather something that the developer must explicitly implement. The
methods for handling input, i.e., validation and sanitization, could also be assumed
difficult to get right. One example could be the construction of regular expressions
for input handling. Developers might construct a regular expression that does not
cover all possible input since the set is infinite.
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Chapter 4

Methodology and Data Collection

In this chapter, the thesis describes collecting GitHub data to explore and draw
conclusions about which of the previously mentioned frameworks are the most
common among open source projects.

The thesis will also attempt to answer several different research questions based
on the data collected in this chapter. Questions such as which is the most popular
JavaScript framework for writing client-side code? Which is the most popular Node]S
library for server-side input handling? Which are the most commonly used regular
expressions for input handling? And lastly, the dangers of using modern frameworks,
explicitly looking at React]S.

The ambition of the thesis was to obtain an overall picture of how web applications
handle input data. The methods used in this chapter are to collect data from open
sources such as Github, NPM, StackOverflow surveys, and the Common Crawl data
set. All these different data sources are sufficient to obtain this picture, i.e., the results
that will be produced will give a visualization of the state of practice. The data
collected will help with answering the research questions stated in the goals section.
Once all the relevant data has been collected, they will be explained further in an
upcoming chapter that will depict them.

4.1 Finding The Most Popular Framework

For this thesis to determine the most commonly used framework, it will utilize the
Github API to collect data. In almost all web applications, projects that are written in
JavaScript or Node]JS, that use external libraries, i.e., npm packages, there will exist a
package. json file [9]. The file consists of data that describes the project. It consists
of a configuration of tools, version descriptions, scripts it runs, a set of libraries that
the project uses, etc. For the different frameworks, they are often included in a web
applications package . json file since the project relies on that external source.

By using the Github API to search for package . json files, the results will depict all
package. json files available on public Github projects. By adding more constraints
to the data search, the collection method can specifically search for package. json
files that contain a given framework. For example, the search query can specify that
it wishes to specifically find public repositories that have a package . json file, which
contains the keyword react. This will return several public repositories that have a
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package. json file, which uses the react framework since it will be included in the
file. Their results will also consist of package. json files that contain the keyword
react followed by an arbitrary amount of digits or letters since the search API will
count them as valid react results. This will be brought up in the threats to validity
section.

The following search queries were used

filename:package. json+treact+in:file

filename:package. json+jQuery+in:file

— filename:package.json+angular+in:file

filename:package. jsontvuetin:file

Other frameworks available were not considered since the ones listed above are
generally viewed as the most popular [28] and well-established frameworks for client-
side web development. These were easier to collect data on due to the substantial
amount of material and sources available online.

4.2 Most Commonly Used Library for Input Handling

To find the most commonly used library for input handling, a similar method as
before is used.

Server-side logic may be written in an abundance of different programming lan-
guages. Therefore, due to time constraints, the server-side programming language
researched will be Node]S. Node]S was the choice since it is one of the most popular
tools, specifically a run-time environment, used for server-side development of web
applications [[16, 30]. Node]S is an excellent choice for server-side logic since it is
the same language used for the client-side. A web application consisting of both a
client-side, server-side, and database can be considered a full-stack application. This
full-stack application makes it easy for the developer if the entities are written in
the same language.

All client-side logic researched in this thesis is in JavaScript, so picking NodeJS as
the server-side language is reasonable. Node]S is a run-time environment that can
execute JavaScript code outside of a web browser. It is a popular choice for several
reasons, such as its lightweight design and a large amount of open-source external
libraries.

Similar to the previous section of collecting data on client-side frameworks, differ-
ent search queries were constructed to search for package. json files that include
important keywords, these keywords being the name of input validation libraries
used.

However, a new factor that has to be considered for collecting this data is the abund-
ance of different libraries used. The previous section made it easier to define which
frameworks to search for since those searched for are the largest and most popular
frameworks. Due to a large number of different libraries, the metrics used to de-
termine which libraries to evaluate further will be primarily based on the number
of downloads on the online package-manager NPM.
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Researching input handling libraries for Node]JS, one of the more popular librar-
ies used, based on its roughly 5 million weekly downloads [24], is the validator
library. Other popular libraries used are dompurify [22], the xss [25] library and
express-validator [23].

The following search queries were used

filename:package.json+validator+in:file

filename:package.json+express-validator+in:file

filename:package. json+tdompurify+in:file

filename:package.json+xss+in:file

4.3 HTML Pattern Regular Expressions Collection

Common crawl [8] is a massive data set that contains a substantial amount of dif-
ferent types of raw HTML content scraped from billions of web applications online.
The reason behind collecting the pattern attributes from scraped web applications is
to get a deeper knowledge and practical insight into how real-life examples develop
their regular expressions for their client-side input validation.

The advantage of using the common crawl web scraper for finding these patterns is
that it is easy to find many different and unique implementations of regular expres-
sions based on the huge amount of data available. This gives a large data set of results
to stand on and can visualize the most commonly constructed regular expressions.

However, it needs to be clarified that these web applications collected may have
different methods of validating and handling input in general. It is important to
note that the data collected is raw HTML documents rather than complete web
applications, i.e., the data that is accessible will be part of a web applications client-
side HTML. Due to the data being purely raw HTML, it makes the determination of
frameworks used impossible since it can not be determined from viewing HTML.

The data collected does not contain server-side logic either, since that could not be
collected. However, it is hypothesized that a given regular expression found from
the HTML documents could be used as server-side regular expressions since the
developer might assume that the regular expression is valid and thus uses it for
server-side validation and client-side.

For collecting this data, a script has been made. To process a set of Common Crawl
archive files, collect all HTML documents from these archived files. Once the HTML
documents have been collected, the script will parse them to collect all relevant
input tags with pattern attributes. The relevant tags mentioned implies skipping
input tags that are buttons. Each tag with pattern attributes will be written to a
CSV file. The data are written there will consist of the tag itself and other metadata.
This is to create a CSV file that has self-explanatory entries that can also easily be
parsed for any reason.

Once the data has been collected, the input tags regular expressions will be tested
with a security scanner, which the thesis will later explain in more detail. This se-
curity scanner will attempt to evaluate whether a given regular expression collected
from the HTML documents will withstand malicious input constructed by the se-
curity scanner. The security scanner, in other words, will be attacking the regular
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expressions found to see whether or not there exists input that can threaten the
safety of the regular expressions used.

4.4 React]S Dangerous Possibility

React]S was shown to be the most commonly used framework based on the latest
StackOverflow survey [29]. Therefore, this thesis will focus on understanding ReactJS
and its methods of validating input and preventing malicious input.

One interesting part of the React]S language is the usage of
dangerouslySetInnerHTML [37]. The usage of dangerouslySetInnerHTML is sup-
posed to resemble the JavaScript innerHTML method that has the ability to dynam-
ically manipulate the content of the DOM with any arbitrary HTML or text. The
usage of innerHTML is considered being bad practice since it can lead to dangerous
pitfalls. One example is that malicious users can send malicious input rendered to
the DOM if there are no sufficient input handling methods. This creates a danger for
web applications that do not properly validate input or sanitize the input but still
use the innerHTML method for appending new content to the DOM.

As previously mentioned, the usage of React’s dangerouslySetInnerHTML is sup-
posed to be a replacement to innerHTML [37]. It has been specifically named dan-
gerous to inform developers that the usage of this DOM element is dangerous and
can lead to the web application being vulnerable to XSS attacks [37].

This makes it interesting for the thesis to use the Github API and construct a search
query to figure out how many of the publicly available projects have JavaScripts
files that use the dangerouslySetInnerHTML element. The results of such a search
could further demonstrate why a report on input handling practice is needed.

The following search query was used
extension:js +dangerouslySetInnerHTML+in:file
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Chapter 5

Results of Collecting Data

This chapter will display and describe the results from collecting data on the previ-
ously stated research questions. A subset of the results will later be further discussed
as their purpose is to be used as a data set for an ongoing research project.

5.1 Most Popular Framework

The results from the Github API search queries indicate that React]S is the most
commonly occurring framework in the public package. json files available. By ex-
plicitly requesting those files by using a Python web scraping method, the script
written could correctly receive a package . json HTML URL and manipulate it to a
raw URL to only receive the JSON object. After React]S follows jQuery, Angular]S,
and lastly Vue]JS.

The latest StackOverflow survey [29] also depicts the popularity of different frame-
works used by its respondents. The results of the survey are similar to the results of
the package. json search.

-10?
25| |
9l |
1.5 |
1l |
Vue

0
React jQuery Angular

Figure 5.1: Results of collecting data on frameworks.
Based on these results, the demonstrations depicted in chapter [3 used the React]S

33



and jQuery frameworks. This is because they are the most predominant frameworks
used in open source projects from the data collected.

5.2 Most Commonly Used NodeJS Library for Input Handling

The results can be divided into two different result types. Firstly, the results of con-
structing search queries using the Github APIL Secondly, by manually referring to
the number of weekly downloads listed on the library’s official NPM page.

Both the Github API and the NPM pages for the different libraries searched for demon-
strating that the library validator [24] has a larger download rate and occurrence
in package . json files than the rest of the libraries, making it the most popular.

V-NPM V-JSON X-NPM X-JSON D-NPM D-JSON E-NPM E-JSON

106

10°

104

Figure 5.2: Results of collecting data on libraries.

In the results depicted in the chart above, there are eight different x-values. The
first one V-NPM demonstrates the number of weekly downloads for the validator
library on its official NPM page. The second value V-JSON represents the amount
of times the validator library is present in public package. json files on Github.
Likewise, for the rest, as depicted in the following table.

V-NPM | Validator NPM, link 4510929 downloads
V-JSON | Validator Package JSON files 270214 JSON occurrences
X-NPM | XSS Prevention NPM, link 1273585 downloads
X-JSON | XSS Prevention Package JSON files 12805 JSON occurrences
D-NPM | Dompurify NPM, link 1072470 downloads
D-JSON | Dompurify Package JSON files 6464 JSON occurrences
E-NPM | Express-Validator NPM, link 263120 downloads
E-JSON | Express-Validator Package JSON files | 65131 JSON occurrences

Table 5.1: Compilation of the abbreviations
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https://www.npmjs.com/package/validator
https://www.npmjs.com/package/xss
https://www.npmjs.com/package/dompurify?activeTab=readme
https://www.npmjs.com/package/express-validator

5.3 HTML Pattern Regular Expressions

5.3.1 Structuring the Data

The results from collecting all regular expressions used by pattern attributes were
added to a CSV file. The CSV file contained 6 different columns.

’ URL ‘ Type ‘ Pattern | SMT_Status | Attack_String

Table 5.2: The first row of the CSV file

Each one of these columns contained their corresponding results of parsing the raw
HTML of a specific web application. URL is a link to the web document parsed.

The type column is an HTML attribute which can be found in input tags. This
refers to the type of input field that it expects and will render. E.g., if the input type
is a button, it will render a button-like element in the HTML. When using the type
attribute, e.g., the email type, there will be a built-in standard regular expression.
This makes this data twice as interesting, since by the type attribute we can observe
metadata about the input tag but also if there exists both a valid type attribute, it
could make the pattern attribute redundant. Because the type attribute already
specifies a built-in regular expression by HTML standards.

The values that the Pattern column represents are the actual regular expressions
found for a specific input tag found in the data set. The script has been iterating
through the HTML documents, and it has been extracting HTML tags with pattern
attributes. These regular expressions are going to be essential for the thesis, which
will be explained later on.

The SMT_status column is a representation of whether a given regular expression
found in an input tag is safe or not. The regular expressions were sent as input to
a web security scanner, which will also be explained later. This scanner evaluates
regular expressions and returns a result that implies whether the given regular ex-
pression was safe. There are 4 different statuses the SMT_status can take, namely
{sat,unsat, error, false_positive}.

The sat status, short for satisfiable, implies that the regular expression accepts an
attack string that contains <script> tags. A regular expression that is classified as
sat is an unsafe regular expression.

The unsat status, short for unsatisfiable, implies that the regular expression is safe
based on correct scanner semantics.

The false_positive status implies that the scanner suggested an attack string that
could not be accepted when executed in Node]JS, which means that the string is not
an attack.

The error status implies that the scanner could not read the regular expression or
that another error had occurred.

The last column in this table is the attack_string column. As previously explained,
ifan SMT_status is sat, then there will be an attack string that can bypass the regular
expression. This column is that attack string. The values of this column are sample
XSS inputs that can bypass the regular expressions that are sat from the SMT_status
column.
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5.3.2 Results from Collecting

There were 3500 WARC archive files, i.e., common crawl data set files, parsed to
receive these upcoming results. The 3500 files consisted of approximately 12 million
HTML documents that were parsed by the script. This led to 79187 regular expres-
sions being found and collected; however, only 1497 of these regular expressions
were globally unique. This means that there was a total of 1497 regular expressions
after removing all duplicates that were found when parsing the HTML documents.

Unsat 63724
Sat 13852
Error 806
False_positive | 806

Table 5.3: Results from parsing the CSV files SMT_status

As seen in the results from the table above, most of the regular expressions found
were unsat, meaning that they cover all the possible XSS attacks attempted by the
web security scanner. Roughly 13k were sat, meaning that there existed an XSS attack
that could bypass it. The error entries show that approximately 800 of the regular
expressions were not understood by the web security scanner. The remaining entries
were classified as false_positive, implying that the regular expression was verified
to reject the attack string when re-executed in NodeJS.

The collection of this data led to the thesis concluding web application input patterns
and their regular expressions.

The following questions would be most interesting to attempt to solve, based on the
results.

— Which type attribute is the most commonly used with the pattern attribute?
— How often is a pattern used when the input type is email?

— Which type attribute is most prone to be satisfiable by the web security scan-
ner?

The total number of HTML documents parsed was approximately 12 million. Out of
these 12 million, there were roughly 19 million relevant and interesting input tags
found, from about 620k unique web pages. Out of these 12 million documents, we
found a total of 79187 input tags with regular expressions. However, since multiple
web pages can use the same regular expressions, or even the same web page can
use the same regular expressions several times, the results landed on a total of 1497
globally unique regular expressions.

Based on these roughly 79k input tags with regular expressions, the following graph
was constructed to visualize the distribution of type attributes used when combining
it with the pattern attributes regular expression.
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Figure 5.3: Results of collecting data on type attribute values from input tags with
pattern attributes.

The graph above displays the results from the 79187 input tags with pattern at-
tributes that were scraped. As seen, the most commonly used type attribute value
is text followed by email. This is interesting since by using the type attribute and
setting it as email, the HTML email standard regular expression will be applied to
the input field. In this case, all these input tags with email types have specified
the type being email but then also applied their regular expression to it. This is a
redundant choice since the built-in type would validate the inputs given. This could
also be a potential disadvantage for the creator since an individually made regular
expression for emails might be less secure than the standard version. However, there
are reasons to add the pattern attributes, e.g., if the developer wants to restrict the
set of accepted addresses even further from the regular expression provided by the
type attribute.

The final question of this section, i.e to check which type attribute is most prone to
be attacked. The following graph was constructed based on the results.

10%

103

text password search email

Figure 5.4: The following type attributes were the most prone to be satisfiable,
based on the web security scanner.
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The results displayed in the graph above depicts that the type attribute that was
most likely to be satisfiable, i.e has an attack string and is unsafe, was the text type.
There was an occurrence of the types pin and city in the data. However, their
values were too insignificant to include in the graph.

5.4 React)S Dangerous HTML

The results of this search query demonstrate that a total of roughly 329000 public
Github repositories have JavaScript files that include the usage of

dangerouslySetInnerHTML. Compare this to the results of the previous section
when package. json files were evaluated to check whether they used the React
framework. This demonstrates that roughly 2372090000000 ~ 12% of the publicly available

React projects on Github use the dangerouslySetInnerHTML element.

Using the dangerouslySetInnerHTML element, a web application needs to present
another method of validating the input. Therefore it is encouraged to use the built-in
render methods that React provides, which has automatically removed malicious
input.

38



Chapter 6

Discussion

6.1 Common Crawl Data

6.1.1 Collection of Regular Expressions & Their Significance

As mentioned in the results chapter, all HTML tags with pattern attributes were
added to a CSV file. This was done to create an easily accessible file that can then
be used by the Embedded Systems and Information Security research groups to ease
their ability to conduct experiments on the regular expressions.

A CSV file consisting of many lines of regular expressions used in real-life web
applications will be good test inputs for their project.

During the previous chapters, the thesis referred to a web security scanner that was
used to check whether a given pattern attributes regular expression was safe or
not. This web scanner is a tool developed by a research project that has been created
by the Embedded Systems research group at Uppsala University and the Information
Security research group at Chalmers University of technology. The project is called
Web Sec. The Web Sec project has built a web application scanner that uses string
solving methods. The string solving method is a satisfiability modulo theory solver
(SMT) used to verify the correctness of programs and solve string constraints. The
Black Ostrich project uses its SMT solvers specifically for strings.

Their project uses the Alexa most commonly used websites, they crawl the given
websites and find the HTML pattern attributes to get to the regular expressions they
use. The scanning done in the project is mainly to extract regular expressions used in
HTML pages that the SMT solvers can later solve. They will be using the SMT solver
Ostrich [5], which they implement further with more specific regular expression
solving and parsing techniques.

For this project to solve as many regular expressions as possible, it will be good
to have a large data set of real-life examples of regular expressions used as input
patterns, where the Common Crawl data becomes topical. The data parsed in this
thesis project uses Common Crawl to parse and save all pattern attributes, with their
URL, regular expressions, other metadata, etc. Providing a data set of this size with
abundant real-life regular expressions will be a good test case for their solver. Since
their current data set is from the most commonly used websites, which could perhaps
have more advanced and secure regular expressions used. This will be a good chance
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to see what less popular websites implement regular expression input validation as
their client-side. They will be able to run this against many different types of regular
expressions to determine whether or not they are safe.

The main findings from conducting the experiments on the regular expressions in-
dicated that the Black Ostrich scanner could not bypass a majority of the regular
expressions collected. This implies that many of the regular expressions found were
able to prevent attack strings from being evaluated by the web application. However,
a large set of regular expressions were still bypassed with an attack string supplied
by Black Ostrich. Roughly 17% were satisfiable. Almost one-fifth of all regular ex-
pressions found from the given data set could be bypassed with an attack string.
Preferably, the number of satisfiable regular expressions would be as close to 0% as
possible since one such XSS attack could lead to devastating losses for a web ap-
plication and its users. It could take only one vulnerability of a web application to
cause cascading failures in the rest. A dangerous attack string can be used to cause
reflected XSS attacks in poorly constructed search strings. For example, web page
search functionality is often displayed either in the URL och rendered to the web
page view. Therefore, if a search string is poorly constructed, an attack string could
cause a reflected XSS attack.

Instead of constructing their regular expressions, the developers constructing these
regular expressions should use built-in and tested methods instead. For example, by
reconnecting to the server-side examples in chapter 3, the library chosen is a popular
and tested library that should be used for input handling when developing with
Node]JS. Not using well-established libraries and constructing regular expressions of
your own is why the Black Ostrich found nearly one-fifth of the regular expressions
used to be faulty.

6.1.2 Client-side & Server-side Assumption

This thesis has not collected any data on what server-side regular expressions there
are. However, there could be a possibility of regular expression copying. If this would
be the case, then the web applications parsed with insufficient regular expressions
most likely have insufficient handling on their server-side if they use similar regular
expression methods. In total, if a web application has insufficient input validation in
the form of regular expressions for their client-side, there could be a possibility that
their server-side regular expressions are too insufficient.

6.2 Client-side or Server-side

The thesis experiments and explanations indicate that both a client-side input hand-
ling method and a server-side input handling method are preferred. There are several
different reasons why client-side validation is not sufficient to be used alone.
Reasons could be that the attacker can disable JavaScript on a web application and
thus bypass the client-side handling. In general, an application should never fully
trust what the client-side communicates with. The client-side will be in control of
the user. This makes it the weak link in a full-stack web application. Attackers know
how to bypass client-side restrictions and exploit the weakest link correctly. New
methods of bypassing client-side input handling can also come that the current meta
of client-side development does not cover.
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However, the advantage of using client-side input handling is that it provides the
user with direct feedback. It is therefore recommended to use client-side handling
for the sake of providing a good user experience.

Applications that only have server-side input handling provide good security, but
rather a less useful user experience developed without client-side input handling
and user feedback. Therefore, a combination of both should be used. Combining
the strength of server-side input handling with the visualizing user experience of
client-side input handling is what makes a full-stack web application complete.

6.2.1 Frameworks

With the rise of frameworks and their quick adoption in

web application development, developers need to be prepared for how much trust
they are placing in the framework. Most frameworks provide solid methods for
handling malicious input, but poor development is completely neglecting server-
side handling in the belief that a framework will solve the issue. For example, web
applications using old versions of frameworks are the first to fall victim to malicious
attacks. Therefore, when using frameworks, developers should always consider that
blindly trusting client-side frameworks are not sufficient to fully prevent malicious
attacks.

6.3 NPM downloads & JSON occurrences

For this section, the thesis will discuss the reasoning behind its

data collection methods. The thesis collected data on common frameworks by using
the GitHub API to find package. json files. For Node libraries, the thesis collected
data using both the GitHub API and the number of weekly downloads for a given
library, found on its npm page.

The thesis began with choosing which specific frameworks were to be further looked
into for collecting data on the frameworks. The choices of frameworks were based on
two criteria. Firstly, the Stack Overflow survey [29] results, which depicted the most
commonly used frameworks. Secondly, and less valid, based on what is most heard
of today. It is impossible to have missed that frameworks such as React, Angular, and
Vue are growing a ton in popularity. Then, using the Github API, determining how
common the frameworks are in open source repositories could easily be delimited.

However, collecting data on Node libraries went a bit differently. A similar method
of using the Github API was done, but to delimit which libraries would be searched
for was a bit different. Anybody can write and publish a package on NPM that other
developers can later use. However, due to it being so easy and no package being the
industry standard, it made selecting the "right" packages harder than selecting the
frameworks. The Node ecosystem [4] is mostly based on using online open-source
developed packages when developing. This is not necessarily a disadvantage since
open-source libraries allow developers to see what is going on behind the scenes
when calling library-specific functions, but this leads to an abundance of libraries
that often have similar purposes. Therefore, when choosing which Node libraries
to look further into, the NPM search was primarily used. It is when searching for
NPM packages that the most commonly downloaded were found. This was then
later combined with Github package. json occurrences to further strengthen the
argument of choosing said packages.
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6.4 Threats to Validity

6.4.1 Usage of Package.json

A threat against the validity of collecting the data in this method could be based on
the usage of the package. json file. Since the method of collecting data was used
by checking the occurrences of a given framework or library in arbitrary public
package. json files. The reasoning behind this method of collecting data is due
to Github listing React]JS and any other framework as JavaScript, which prevents a
regular search query from being constructed for repositories written in a specific
programming language or framework.

The first threat could be the public repositories that only consist of a package . json
file. Suppose that an unfinished project only pushed its package file to the repository.
This would not be an entirely accurate result; the only reason it is found is due to
the package . json file.

Another reason why React might have been included in many package files could
be due to the usage of React Native. React Native is a framework for writing mobile
applications using JavaScript as the language. Package files that include the keyword
React Native would also return based on the search query constructed, which could
perhaps be a reason why React was much more common than the rest of the frame-
works. However, similar XSS attacks can be constructed for React Native applications,
thus making it included in the React total data set results.

Besides from React Native, other faulty results could, unfortunately, be included
in the package. json files. E.g files that contain keywords such as reactor, reaction,
reactive, etc, can also be interpreted and returned as valid results by the search query.

However, when searching for the previously mentioned keywords, the following
results were found.

— reactor - 4059
— reaction - 1577
— reactive - 12089

The number of occurrences found when only searching for React is roughly greater
than 2800000—making these keywords negligible in the total.

6.4.2 Multiple packages per repository

The case of a repository consisting of several package. json files could also poten-
tially skew the results. If a repository consists of several different package. json
files, perhaps one in the client-side directory and one in the server-side directory,
then this would cause the results to double if they contain similar keywords being
searched for. Optimally, when searching for a keyword in the package. json files
available on public repositories, then the repository will only contain one such file.

6.4.3 NodeJS Libraries

A threat against the validity of choosing Validator, XSS, Dompurify, and
Express-validator as the main libraries to search for could be if there exists other
libraries that are more commonly used. The data collection referred to open source
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projects when searching on Github. However, the weekly downloads on their official
NPM pages prove that they are used a lot. There were other libraries for validating
input, and however, based on the fewer downloads they had, they were not selected.

6.4.4 React)JS Inner HTML

The search query constructed for collecting data on dangerouslySetInnerHTML
searched specifically for JavaScript files that include that keyword. A threat against
the validity of the results could be that a comment that contains the word danger-
ouslySetInnerHTML would count as an occurrence, even though the project does
not use it. However, it is unlikely that projects contain comments of those keywords.

6.5 Future work

This thesis has collected a rather large data set of regular expressions used in HTML
patterns. The Embedded Systems research group can use this data for their program
verification and string solving projects. It will be a great use case for their web
scanning research.

Others can also re-use this data to identify how regular expressions used in client-
side validation are changed over time. Currently, the majority of the data collected is
from 2021. Who knows what kind of regular expressions will be used in the future?
Therefore, a data set containing regular expressions from the current year can be
good for future improvements to security using regular expressions as validation
techniques.

Others can also use the data to analyze the regular expressions used by either client-
side or server-side. As previously stated, the data collected is regular expressions
used in HTML patterns, specifically client-side validation methods. There has not
been any data collected on server-side regular expressions in this thesis. In the future,
one could analyze the differences between client-side regular expressions and server-
side. A good starting point would be to check whether the regular expressions used
for the client-side are identical to the server-side, i.e., are the regular expressions
just re-used?
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Chapter 7

Conclusions

As stated in the goals, this thesis aims to present different methods used for building
secure web applications and determine whether those methods are sufficient. These
methods were demonstrated in the mockup chapter and backed up with several
explanations of how they can successfully prevent malicious threats.

7.1  Common Crawl Data

The common crawl data collected demonstrated that out of a total of 12 million HTML
documents parsed, we could find that there are 79187 input tags with pattern at-
tributes. Out of these 79187 regular expressions found from their pattern attributes,
there was a total of 1497 that were globally unique. This means that they only oc-
curred once over these 12 million HTML documents. Which is roughly 0.01% of the
input tags parsed.

These 79187 regular expressions were later input to the Black Ostrich web scanner to
be evaluated on their safety. Roughly 63k, the majority, of these regular expressions
were evaluated as unsatisfiable, implying that the Black Ostrich scanner could not
solve them and thus cover the XSS attacks attempted by it. Approximately 13k were
satisfiable, implying that the Black Ostrich scanner could bypass them and were thus
supplied with a sample XSS attack that would bypass the given regular expression.

Out of all these roughly 13k unsafe regular expressions, it was interesting to ob-
serve what was the most common type attribute used in combination with it. The
results demonstrated that text was the most common type by quite a margin, fol-
lowed by password, search, and email. Interesting results since it depicts that, e.g.,
text fields are more easily bypassed than the rest. The fact that search was one of
the more commonly bypassed type attributes was also an interesting observation.
Since, as previously mentioned about DOM-based XSS attacks, they are usually con-
structed such that the XSS input is sent as a search query to a web application. The
false_positive status was also an interesting value since it was a given status if a
Black Ostrich string could bypass the regular expression but failed when supplying
the string to the regular expression in Node]S to check whether they match. This
was done because the Black Ostrich scanner does not implement all the function-
ality in the JavaScript regular expression, which is why satisfiable strings needed
to be verified by running them through Node]JS regular expression. The number
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of false_positive values compared to satisfiable values was still considerably less,
implying that Black Ostrich did classify the majority correctly.

7.2 Combination of Client-side and Server-side

This thesis has given a walk-through of how different logical implementations of
input handling can be made. It has been implemented both on the client-side and
on the server-side. The thesis has also provided evidence demonstrating that input
handling is of utter importance and needs to be implemented on both sides. There is
also the ability to add a WAF to the application even further to improve its security
against malicious threats.

7.3 Avoid direct input from users to DOM

An essential rule from this thesis is that developers should always avoid rendering
input from users to the web application unless it has passed layers of input handling
methods. If the input contains malicious content, the web application is bound to
crash and burn.

7.4 Never trust client-side only

Another fundamental rule to consider when developing web applications is never to
put complete trust in the client-side. As stated, the malicious user has full control of
the client-side, which makes it an exposed part of the system since it can be exploited.
The server-side, on the other hand, will not be in control of the malicious user. On
the client-side, systems that put all their trust, i.e., their input handling methods,
will be the first to be exploited. This was also proven in the experiments made, the
image [3.14, where the client-side logic was easily bypassed by using CURL requests.
There are many different ways to bypass client-side logic, and with time there can
come even more ways to bypass it.

7.5 Hypotheses, were they valid?

We hypothesized that client-side input handling would not be sufficient for handling
input. This hypothesis was proven to be valid since it exists several different ways
to bypass client-side handling. Instead, client-side input handling should be used for
a better user experience than blindly relying on its input handling methods.

It was also hypothesized that modern frameworks handle input, but they should be
combined with server-side libraries. This was also proven to be true since developers
should never entirely rely on the client. Modern frameworks, such as React, present
methods for preventing malicious inputs, but using them blindly can lead to down-
falls. Therefore, combining frameworks’ built-in methods with server-side logic is
the best choice for a secure web application.

Lastly, was that server-side libraries will be sufficient. This is true in the sense that
they can cover and prevent malicious input, but the catch is that it provides a less
helpful user experience.
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