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ABSTRACT

Although the serious game Bad News has been used to inoculate citizens
against misinformation, it has not been formally evaluated in traditional class-
rooms. We therefore evaluated its impact on 516 upper-secondary Swedish stu-
dents playing individually, paired, or with the whole class. Results show that
students improved their ability to discern manipulation techniques in social
media posts. Students with prior positive attitudes to credible news sources
were better discerners, and this attitude became significantly more positive
post-intervention. Rationales for identifying manipulative techniques increased
among those who improved their credibility ratings pre-to post-intervention.
Lastly, enjoyment of and interest in the intervention was higher in the
whole-class setting. This study offers insights for educators on using serious

ARTICLE HISTORY
Received 26 September 2023
Revised 9 March 2024
Accepted 29 March 2024

KEYWORDS

Serious games;
inoculation theory; Bad
News game;
misinformation;
computer-supported
collaborative learning;

: . . . S classroom intervention
games in formal teaching to foster media and information literacy.

Introduction

Researchers and democratic institutions recommend serious games to improve citizens' ability
to judge misinformation (Ecker et al., 2022; European Commission, 2018, 2022; Kiili et al., 2024;
Roozenbeek, Van Der Linden, et al., 2022). For instance, Schrier (2021) outlines how games in
civics education can empower students and teach them critical thinking in a world of digital
misinformation. The national Swedish curricula for upper-secondary schooling underscore the
importance of teaching students a “critical and responsible approach to digital technologies, to
recognize opportunities and understand risks, and to evaluate information” (Swedish National
Agency for Education, 2011, our translation). The American Psychological Association’s recent
report on misinformation (APA, 2023) also stresses the need to “prebunk” and “inoculate” mis-
information early in schools. European Commission experts explicitly recommend using the
serious game Bad News in classrooms to educate teenagers against disinformation (European
Commission, 2022) However, how well Bad News and inoculation theory work at schools in
formal education has thus far been unstudied. The focus of prior research has been on
self-motivated adult players who opt in to contribute to online research.

We therefore set out to explore the game’s impact across 26 civics classrooms with 17 teachers
instructing teenagers through game-play individually, in pairs, or in pairs with a public
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leaderboard. The participants were 516 teenagers from four upper-secondary schools in Sweden.
We used a new version of Bad News, which can be played individually or in pairs and with a
public leaderboard that can be projected in a classroom. The new version enabled us to compare
individual gameplay with playing in pairs or competing with the whole class to explore if there
are effects of collaboration or competition that can influence performance post-gameplay. As
this serious game is recommended in formal learning for inoculating children and teenagers
against misinformation, it must be tested under representative classroom conditions.

In our mixed design study focusing on the theory-driven serious game Bad News, we aim to:

e Evaluate the game’s inoculation effect on students’ performance and attitudes through a
pre-and posttest design with manipulative and credible social media items (within-subject).

e Examine student gameplay experience in three distinct classroom settings: individual play,
paired collaboration, and paired collaboration with a public leaderboard (between-subject).

e Investigate relationship between students’ verbal rationale and their reliability ratings
pre-and post-intervention (quantitative content analysis).

Extending existing research on educational strategies to combat misinformation, this study offers
valuable insights into using Bad News in formal civics education to engage upper-secondary students
in critical media and information literacy practices. We delve into the effects of our intervention on
teenagers’ ability to discern and articulate their reasoning against misinformation, setting the stage
for a broader discussion on the importance of such interventions in formal education.

Background

The global spread of misinformation threatens both individuals’ well-being and the health of
democratic societies (APA, 2023; Lewandowsky et al., 2017). A primary concern is the manip-
ulation of public opinion through online platforms (e.g. Bradshaw & Howard, 2019). Misinformation
can also be linked to forms of social misconduct, including online hate-speech and cyberbullying
(Castafio-Pulgarin et al., 2021; Giumetti & Kowalski, 2022). For teenagers, misinformation may
lead to disengagement from politics (Gunther et al., 2019), foster vaccine hesitancy (Loomba
et al., 2021), or potentially increase engagement in violent behavior (Jolley & Douglas, 2014a,
2014b; Jolley & Paterson, 2020). Fake Al-generated images and texts are now also easy to create
and are becoming more challenging to detect, complicating the picture even further (Altman
et al., 2023; Future of Life Institute, 2023).

But misinformation is not only a technological problem. It has been shaped by national
political landscapes (Humprecht, 2019) and has become global in scope. For example, the World
Health Organization (WHO) has declared that we are facing a global “infodemic” (Roozenbeek,
Schneider, et al., 2020; Zarocostas, 2020), and the most recent World Economic Forum Global
Risks report stated that misinformation is the top risk facing society in the next two years (WEF,
2024). Although there has been an increase in the establishment of fact-checking organizations
worldwide, most misinformation will not be fact-checked. And even when exposed, misinfor-
mation can often spread faster and deeper than subsequent corrections (Vosoughi et al., 2018;
Zollo et al., 2017).

Dishonest fact-checking has now become an established practice among misinformers
(Silverman & Kao, 2022) and Hameleers (2022) found that study participants trusted fact-checkers
when they were confirming false information.

A fruitful approach to combating misinformation in modern democracies is therefore rooted
in making citizens better at identifying manipulative, misleading, and false information (Kozyreva
et al., 2020). To this end, fact-checking efforts and misinformation policies are necessary but
insufficient. With early educational efforts, teenagers could be prepared in schools to cope with
misinformation.
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Media information literacy and teenagers

Young people are known to use overly superficial strategies when trying to judge the credibility
of news, which leaves them vulnerable to manipulation (Shtulman, 2024). They tend to struggle
to determine the credibility of digital news when it is designed to deceive (e.g. Breakstone et al.,
2021; Nygren et al., 2022) and their ability to navigate credible, biased, or false news has been
linked to certain knowledge, skills, and attitudes (Breakstone et al., 2021; Ku et al., 2019; Nygren
et al,, 2022). UNESCO has labeled this set of abilities Media and Information Literacy (MIL).
Today, there is a loud call from governments and international institutions for educational inter-
ventions to improve students’ MIL (European Commission!, UNESCO? OECD?, and Council of
Europe?). Individuals using social media as their primary source for news consumption are more
prone to believing in myths about COVID-19 (Roozenbeek, Schneider, et al., 2020). Overconfidence
in ones ability to identify misleading information is also linked to insufficient MIL (Mahmood,
2016) and spreading misinformation (Lyons et al.,, 2021). Being confident but lacking the skills
to judge the credibility of news has been noted among Swedish teenagers (Nygren & Guath, 2019).
There are further complications regarding a divide in public MIL stemming from socio-economic
differences and language competencies (van Dijk, 2020; Nygren et al., 2022). Thus, teenagers’ lack
of MIL is a well-documented issue, and MIL is described as key to safeguarding democracy from
the negative impacts of misinformation (Ecker et al., 2022; Kozyreva et al., 2020).

Education with serious games against misinformation

Education against misinformation has been a goal for many researchers, and research with
engaging educational interventions is necessary (Ecker et al., 2022; Roozenbeek et al., 2023).
Several studies have been conducted where citizens are taught fact-checking skills and literacy
tools (e.g. Axelsson et al., 2021; Breakstone et al., 2021; McGrew, 2020; Werner Axelsson et al.,
2024; Wineburg et al., 2022) or educated about propaganda and misinformation strategies (Traberg
et al.,, 2022), with promising results. Teaching people how to identify manipulative information
through pre-bunking interventions is seen as necessary by many researchers as a way to slow
down the spread of misinformation (Ecker et al., 2022; Roozenbeek, Van Der Linden, et al.,
2022; Traberg et al., 2022).

Several MIL interventions have proven impact on people’s ability to identify misinformation.
However, impact studies that include randomized trials for serious games such as BBC iReporter’s
fake news game®, Factitious®, and NewsFeed Defenders’ are, to the best of our knowledge, lacking.
A game with a focus on teaching fact-checking called Misinformation is Contagious, was recently
tested on a relatively small sample of teenagers with a significant impact on their ability to
separate accurate from inaccurate information (Barzilai et al., 2023). The effects of playing the
serious game Fakey® have been noted in one conference paper (Micallef et al., 2021) and some
case studies exist for Cranky Uncle (e.g. Cook et al., 2022) and Trustme! (Yang et al., 2021).

The term “serious game” does not have a strict consensus definition. However, most scholars
would agree that serious games are not necessarily meant for entertainment but should primarily
be educational (e.g. Bellotti et al., 2013; Michael & Chen, 2005; Ritterfeld et al., 2009) rather than
just fun (Landers, 2014; Susi et al., 2007). The adaptability of serious games across different
subjects, especially when developed and evaluated by experts in the field, underscores their utility
in educational settings. Serious games can streamline pre-bunking processes, alleviating the burden
on educators through the standardization of skill acquisition. They can provide uniform learning
experiences in MIL, leveraging the computer as both a learning and application tool. By simulating
real-world scenarios, serious games prepare students, allowing educators to focus on facilitating
discussions. The classroom shares a common experience, which can allow for a discussion from
a meta-cognitive level focusing on one’s MIL and engaging critical thinking skills. This study’s
starting point is the challenge of supporting teenagers’ abilities to navigate misleading information
in a formal setting. In line with Corti (2006, p. 1), we see serious game-based learning as a way
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to use “the power of computer games to captivate and engage end-users for a specific purpose,
such as to develop new knowledge and skills”” Although a serious games primary purpose is
education, engagement still plays an important role in which entertainment has value.

The Bad News game and inoculation theory

Bad News® is a 15-minute online game about misinformation strategies designed primarily to
educate people. In the game, developed by Roozenbeek and Van der Linden (2019) in collabo-
ration with the Dutch media platform DROG, players are exposed to weakened doses of pro-
paganda strategies by allowing them to take on the role of a social media influencer spreading
misinformation. Bad News is a choice-based game where the player is guided by a text-based
narrator suggesting strategies to amass a social media following using manipulation techniques
in a simulated social media setting. There are six techniques used in the game: (1) discrediting
opponents (by using denial and sowing doubt), (2) using emotionally manipulative language
(e.g. appeal to fear), (3) fueling polarization (“us vs. them” framing), (4) impersonating people
(e.g. doctors or politicians), (5) floating conspiracy theories, and (6) manipulating public dis-
course through trolling (see Roozenbeek & Van der Linden, 2019, for more details).

Theoretically, the game’s design is grounded in a framework from social psychology called
“inoculation theory” (McGuire, 1961), which follows the biomedical analogy. By forewarning
people about potential exposure to misleading content and by exposing and preemptively refuting
a weakened dose of misinformation, people can build psycho- logical resistance against future
manipulation attempts. Similar to how vaccines help the body build resistance against future
infections (Lewandowsky et al., 2021; Traberg et al., 2022). Importantly, by refuting and decon-
structing the techniques used to dupe people online in advance (i.e. the “prebunk™), people can
become more resistant to misinformation that makes use of these tactics (Basol et al., 2021;
Lewandowsky et al., 2021; Roozenbeek, van der Linden, et al., 2020). Scholars have increasingly
differentiated classic “passive” inoculation strategies (where people are provided with the refu-
tations by the experimenter or teacher) from “active” inoculation, interventions where participants
generate their own media content and develop resistance to misinformation through active and
experiential learning (Basol et al., 2021; Trecek-King & Cook, 2024).

Active inoculation is often considered more effective because it improves people’s agency and
control over the content they create, instilling higher motivation to learn and remember the
material (Basol et al., 2021; Trecek-King & Cook, 2024). Bad News is a form of active inocu-
lation, providing players with a simulated setting to experiment with weakened doses of propa-
ganda techniques—based on fictional content—in a controlled environment. The game’s efficacy
in inoculating adult players against these techniques has been investigated across several studies
(Table 1 for a summary).

Testing Bad News in the classroom

Previous studies with Bad News have primarily recruited volunteers, usually through the game’s
website, where players can opt into a research survey, or through recruitment via crowdsourcing
services (Table 1). Yet, its effectiveness needs to be assessed in formal education now that serious
MIL games are being considered for integration into national media and information literacy
curricula. An initial attempt to use Bad News in an informal peer-education setting with at-risk
teenagers provided inconclusive pilot results due to the pandemic and complex instructional design
(Nygren et al., 2021). Notably, despite limited improvements in identifying manipulative informa-
tion, an enhanced appreciation for reliable news access—termed “credibility importance”—emerged,
previously found to correlate with better judgments (Nygren & Guath, 2019; Nygren et al., 2022).
This finding hints that the game may nurture positive MIL attitudes and that further formal
research is needed. Serious games like Bad News offer a robust learning environment characterized
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Table 1. Summary of Results from Studies of the Bad News Game.

Study Context Findings
Roozenbeek and Van der Online experiment, The game reduces perceived reliability of manipulative tweets without
Linden (2019) age: 18-50+ affecting the reliability of reliable tweets. No differences in learning
across gender, education levels, age groups or political ideologies
were found.
Basol et al. (2020) Online experiment,  Playing Bad News improved ability to judge the reliability of tweets
age: 18-50+ and confidence in the judgments compared with participants
playing Tetris.
Roozenbeek, van der Online experiment, The game works cross-culturally with German, Greek, Polish and
Linden, et al. (2020) age: 18-50+ Swedish participants. The study also corroborated that it works
across age, gender, education level, and political ideology.
Maertens et al. (2021) Online experiment, The game had a 64% decay of effects after two months but with a
age: retest “booster” after one week, participants retain their ability to
18-50+ judge manipulative content for up to two months.
Roozenbeek et al. (2021) Online experiment, Tweets used and their order in the pretest can have a slight impact on
age: 18-50+ the effectiveness of the game but does not significantly affect the

overall learning effects.
Roozenbeek, Traberg, et al.  Online experiment, Bad News help players identify manipulative information in real-world

(2022) age: 18-50+ misinformation items and, to a lesser extent, identify misinformation
that does not use the manipulation techniques practiced in the
game.

lyengar et al. (2022) Online experiment,  Direct replication of the Bad News game in India shows that the game
age: M=23 significantly lowers reliability judgments of false news and improves
reliability judments of credible information after playing.
Lu et al. (2023) Meta-analysis Psychological inoculation games help improve people’s ability to

discern manipulative from credible information.

by complexity and opportunities for learning from mistakes. They encourage active and experi-
ential learning centered around problemsolving tasks and may provide valuable feedback to the
player (Chiu & Cheng, 2017; Eseryel et al., 2014; Shute & Rahimi, 2017). These combined features
can make Bad News a potent tool for effective and engaging MIL learning experiences.

Collaboration and competition

Based upon previous research on learning with games and computers (Chen et al., 2020; Chen
et al., 2018; Clark et al., 2016; Lou et al., 2001; Sailer & Homner, 2020), we decided to test
whether educational designs, including collaboration and competition with leaderboard in a
classroom setting, are more effective than playing Bad News individually. Previous studies (Chen
et al., 2018; Lou et al., 2001) have highlighted that collaborative learning in small groups might
be more beneficial when using computers than individual learning. However, collaborative learn-
ing in digital environments may be complex and challenging, and interventions must be carefully
designed and studied (Chen et al., 2018; Kreijns et al., 2003). In addition, Bachen et al. (2012)
found that serious games can have similar and positive effects on students playing individually
and in pairs in social studies classrooms.

Competition has been shown to influence learning significantly (Sailer & Homner, 2020).
However, its effectiveness varies with different game mechanics (Clark et al., 2016). Researchers
have considered competition in serious games productive as it may enhance motivation and
learning (Admiraal et al., 2011; Burguillo, 2010; Cagiltay et al., 2015; Chen et al., 2018; Julian
& Perry, 1967; Malone & Lepper, 2021). Yet, competition may also make students feel pressure
(Nemerow, 1996), influence them to make risky choices (Foo et al., 2017), and make people
contrast themselves with others (Stapel & Koomen, 2005). Advocates of serious games underscore
how the component of competition, intertwined with the sense of challenge, may further con-
tribute to the engaging nature of these educational tools (Vandercruysse et al., 2013). Yet, com-
petition may have limited effects depending on what and how students learn. For instance,
(Chen et al., 2020) found that competition in digital gamebased learning only sometimes works
in social science classrooms. Other scholars have highlighted how too much focus on competition
in education may have a negative emotional impact on some students and distract them from
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what they are supposed to learn (Cheng et al., 2009; Liu et al., 2013). Therefore, we were inter-
ested in examining if collaboration and competition while playing Bad News are successful
educational strategies.

Intervention and research gaps

A recent systematic review highlights the potential of using games against misinformation and
calls for more formal evaluative research in classroom settings (Kiili et al., 2024). This study
investigates how serious gameplay impacts teenagers’ ability to evaluate misinformation in the
form of misleading social media headlines and their ability to discern credible information from
manipulative techniques. To further extend prior research, we also investigate whether the game
elicits constructive and engaged attitudes. Constructive attitudes are positive attitudes toward
access to credible news but not overconfidence in one’s MIL (Nygren et al., 2022). It has been
linked to students’ and adults’ abilities to separate credible information from misinformation
(Guath & Nygren, 2022; Nygren et al., 2022). Previous research has also lacked data on how
engaged students are by Bad News and its entertainment value. In terms of engagement, we
explore whether participants find it interesting and fun to play the game in the classroom and
whether they feel that they have learned anything new.

We conducted an intervention to understand how this new technology works in “complex,
messy classrooms and schools” (Shavelson et al., 2003, p. 25). Using a quasiexperimental design,
we set up the study with three lesson designs to investigate how playing the game individually,
in pairs, or competitively in class influences the intervention’s effectiveness and teenagers’ atti-
tudes and satisfaction. Finally, we explore students’ verbal rationale about their credibility ratings
and how these change postintervention. Although previous research on Bad News has explored
guantitative changes in participants’ reliability ratings, they have not investigated what partici-
pants pay attention to when rationalizing their decisions before and after playing the game.
These written verbalizations can help us understand what successful students pay attention to
when deciding on the reliability of headlines. With no evaluative research in ordinary classrooms,
we set out to investigate the impact of a Bad News in a formal educational intervention.

Research hypotheses
Based on previous research on Bad News (Table 1), we test the following hypotheses:

H1: Playing and discussing Bad News helps participants identify misinformation insofar they rate misleading
social media headlines as less reliable post-gameplay (Roozenbeek & Van der Linden, 2019).

H2: The impact in a classroom setting will be lower than previously measured effect sizes (Nygren et al.,
2021).

H3: Participants will not rate credible information as less reliable after playing Bad News (Roozenbeek, van
der Linden, et al., 2020).

H4: Playing collaboratively and competitively will improve participants’ performance more than playing indi-
vidually (Chen et al., 2018; Lou et al., 2001).

H5: Playing Bad News in a classroom will positively impact participants’ attitudes toward access to credible
news (Nygren et al., 2021).

Exploratory research questions

Previous research has found that people who consider it important to have access to credible
news sources are better at fact-checking (Guath & Nygren, 2022) and that teenagers tend to
overestimate their fact-checking abilities (Nygren & Guath, 2019). Furthermore, noting how
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gamification may be effective but also impact students’ enjoyment (Bai et al., 2020), we wish to
explore if settings affect students’ enjoyment and motivation. In addition to the above hypotheses,
we therefore formulate the following exploratory research questions:

RQ1: Do participants who value access to credible news perform better when rating the reliability of (mis)
information than participants who consider it less important?

RQ2: Do participants overrate their abilities to determine the reliability of information; how do self-reported
skills relate to participants’ abilities to rate the reliability manipulative and credible content?

RQ3: Does the gameplay setting (individual, pair, class) affect participants’ enjoyment and motivation?

RQ4: What cues do participants consider when rating reliability? Previous research has highlighted the
impact of playing Bad News as an inoculation but has not explored participants’ rationale for their ratings.
This may provide new insights into what misinformation cues the game teaches.

Methods

Our starting point is rooted in pragmatism, and by combining different methods, we capture
the complexity of effects when introducing the game in ordinary classrooms (Johnson &
Onwuegbuzie, 2004). We use (a) validated measurements from previous research, (b) a mixed
between-subject (3 conditions) and within-subject (pre-and post-test) experimental design, and
(c) systematic randomization of groups based upon a purposive sampling of students from
national upper-secondary programs (with different subject orientations) in all three conditions
(Table Al). We also include a quantitative content analysis of students’ rationales. This allows
us to combine data to better understand how and why Bad News works in potentially helping
students navigate misinformation. Our research design aligns with calls for more rigorous research
about gamification (Landers et al., 2018) and effective educational interventions to enhance MIL
among young learners (Ecker et al., 2022; Kiili et al., 2024; Roozenbeek et al., 2023).

Sample

771 Upper-secondary students from Sweden aged 1619 participated in the experiment. Analyses
were performed on data collected from the 516 participants who completed both pre-and post-test
questionnaires (Nfemale=247, Nmale=263, Nother/undisclosed=6). Based on previous research,
we deemed it essential to include students from various programs and with various grade point
averages (Nygren et al., 2022). Participants included students from upper-secondary vocational
programs (Nagricuiture= 16, Nejectrician= 14+ Nyanspor= 18), and theoretical programs with a focus on
social sciences (N=215), economics (N=109), and natural sciences (N=144). Our participants
originate from four different schools and have diverse backgrounds and grades. Nationally, more
male students (51.7%) than female students (48.3%) attend upper-secondary schooling. The
Social Science Program has the highest number of students (17.6%), followed by the Economics
Program (14.6%), and the Natural Science Program (12.6%). Vocational programs have fewer
students and 4.4% study to become Electricians, 3.8% study Transport, and 2.9% study Agriculture.
Our sample is thus much in line with the national distribution of students (Table Al), but
students in vocational progams, especially females in vocational training, are under
represented.

Teachers and students were randomly assigned to the three conditions (Individual, Pair, and
Class). Using a quasi-experimental method, we ensured that all school and program students
were distributed across all three conditions before randomization. In the Individual and Pair
conditions, students either played the Bad News game (in its Swedish translation, see Figure 1)
individually (N=133) or in pairs (N=170). The final group played the new version of Bad News
in pairs, which used a public leaderboard projected in the classroom (N=213). The number of
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students without completed pre-and post-tests was higher in the Individual and Pair conditions.
This research was approved by the Swedish Ethical Review Authority (Dnr 2021-01340), and
participants gave their informed consent to participate. The interventions were conducted between
August 2021 and March 2022.

Research context

In Sweden, media and information literacy have been part of compulsory schooling since 2011
(Sundin, 2015). The syllabus in civics, a foundational subject in uppersecondary school, under-
scores how all students should be able to evaluate information from different sources and media
formats (Swedish National Agency for Education, 2011). The Swedish Schools Inspectorate (2018)
has criticized schools for not teaching students to scrutinize their social media posts critically.
Thus, the intervention fits well into the curriculum and what is mandated in formal education,
in theory. What is lacking is empirical evidence.

The intervention was conducted across 26 civics classrooms by 17 teachers guided through
a compendium of information about Bad News, general background information about misin-
formation, a description of the six manipulation techniques featured in the game, and lesson
instructions. The teachers were also given a set of anonymous codes to distribute to the students
so that pre-and post-test questionnaire answers could be paired during analysis. Pretest ques-
tionnaires were distributed to the participants in a lesson before the gameplay session, and
post-test questionnaires were provided in the next scheduled lesson. The reason for not distrib-
uting pre-and post-test questionnaires near the intervention was not to fatigue participants.
Participants in the Individual condition were instructed to play independently, and participants
in the Pair and Class conditions were asked to team up with a peer and play together. In the
Class condition, the number of amassed followers was public information, projected on the game
leaderboard alongside team names chosen by the participants. The gameplay was paused after
each level, noting the score and the manipulation technique used in the last level to gain
followers.

The intervention was completed within a one-hour lesson. The students were given about
half an hour to complete game-play in all three conditions, followed by a discussion. Noting

Figure 1. Screenshot of Bad News' user interface.
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the importance of active teachers to promote learning with digital games (Clark et al., 2016),
we asked the teachers to lead an open discussion with the students about their experiences (see
questions in Appendix C).

Skill measures

Reliability ratings

We used test items in the pre-and post-test questionnaires to measure students’ ability to rate
manipulative and credible content. The items were taken from previous research (Roozenbeek
& Van der Linden, 2019; Roozenbeek et al., 2021). Eight Twitter-like posts were presented
randomly, with six tweets using the manipulation techniques (strategies) taught in the game
and two credible tweets (not containing any misinformation), asking participants, “How reliable
do you believe this tweet to be?” Answers were collected using an interval scale ranging from
1 to 7, with 1 being “very unreliable” and 7 being “very reliable” (see Table B1 for tweets used).

Rating Score: The Reliability Rating of the manipulative and credible tweets was recalculated as a correct
ratio between 0 and 1, using the mean of all eight items as a performance measure for each participant.

Improvement Score: Participants’ Rating Score on the pre-test was subtracted from their post-test score to
measure how much their average ratings improved from pre-to post-intervention.

Discernment Score: To investigate participants’ ability to discern between misleading and factual social media
headlines effectively, we calculated the Area Under Curve (AUC). This measure is often used in signal
detection theory (SDT). It has been suggested by Batailler et al. (2022) to consider participants’ inherent
judgment bias and ensure that misinformation interventions do not make participants overly critical of all
information (Modirrousta-Galian & Higham, 2023) but rather facilitate discriminant trust (Moore & Hancock,
2022) and so-called (manipulation) technique discernment (Roozenbeek, Traberg, et al., 2022). AUC is the
area under the Receiver Operating Characteristic (ROC) curve. The ROC curve is created by plotting the
true positive rate (rating credible tweets as reliable) against the false positive rate (rating manipulative tweets
as reliable) at various threshold settings (1-7 in our case). The AUC represents how well the participants
can discern manipulative tweets from credible ones. An AUC of 1.0 indicates perfect discernment, while an
AUC of 0.5 suggests random guessing.

Verbal rationale

With each Reliability Rating, an open-ended follow-up question was posed: “What makes the
tweet more or less reliable? Briefly justify your answer” Written answers to this question served
to capture the participants’ rationale for their rating. This can be considered a verbal off-load
of working memory from the decision process (similar to verbalization protocols, see Ericsson
and Simon, 1980). The verbal rationales were used in a quantitative content analysis,
described below.

Attitude measures

In the pre-and post-test questionnaires, we used the following measures from previous research
(Guath & Nygren, 2022; Nygren & Guath, 2019; Nygren et al., 2022) to investigate participants’
attitudes toward credible news and potential overconfidence:

Credibility importance: “How important is it to you to have access to reliable news?,” interval scale range:
0-10.

Internet skill: “How good do you think you are at finding and reviewing information online?” interval scale
range: 0-10.

Social media skill: “How well do you understand how social media works?,” interval scale range: 0-10.
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Satisfaction measures

The post-test questionnaire included the following additional measures of attitudes toward the
learning experience:

Fun to participate: “Was it fun to play and discuss the contents of the Bad News game?,” interval scale range:
1-7.

Interesting to participate: “Was it interesting to play and discuss the contents of the Bad News game?” inter-
val scale range: 1-7.

Learned anything new: “Do you think that by playing the Bad News game, you learned something new?’
binary choice: Yes or No.

Quantitative content analysis

Do participants’ rating scores agree with their rationales for choosing a particular rating? The
participants’ verbal rationales can illustrate which cues (e.g. emotionality, source credibility)
participants are attentive to when rating the tweets. More importantly, this method gives insight
into possible changes in participants’ attentiveness toward tweet reliability cues after playing the
game compared to before.

We conducted a content analysis of the rationales provided by the students with the largest
positive change in Improvement Score (Engagers) and those with the largest negative change in
Improvement Score (Disengagers). This sub-sample includes the top 10% of participants with a
positive Improvement Score (Ngngaeer= 50) and the top 10% with a negative Improvement Score
(Ngisengagers= 50). This means we get the participants with the largest absolute difference between
pretest and post-test scores. This helps us understand which cues are relevant and whether there
are patterns in rationales when participants’ reliability ratings are good versus poor.

We conducted an exploratory content analysis of the verbal rationales of the eight items rated
pre-and post-intervention for each of the 100 participants included in this analysis, totaling 1600
written statements (i.e. rationales for the ratings of each tweet). As a coding scheme, we used
established themes from previous research about how upper-secondary students may judge the
credibility of misinformation (Nygren et al., 2020). The process of coding and analyzing students’
responses was conducted in a problem-and theory-driven approach (Krippendorff, 2018; Namey
et al., 2008). Our coding was informed by previous research underscoring the importance of
scrutinizing multiple facets of information, including the authority and context of the information
provider (who is behind this?), the content basis of claims made by the information (what is
the evidence?), and its design and presentation, with the underlying intentions driving its cre-
ation (how is this text designed to inform or manipulate me?; Fogg, 2003; McGrew et al., 2017;
Metzger, 2007; Nygren et al., 2020). Evaluating the reliability of online information is a complex
process, and we focus on three dimensions noted to be central in previous research about judging
credibility online (Choi & Stvilia, 2015), aligning with Fogg’s (2003) web credibility framework,
emphasizing the importance of evaluating a website’s operator, content, and design. In an abduc-
tive process, we construed themes specifically designed to categorize and analyze students’
rationales, namely Content (the subject matter of the tweet), Source (the entity behind the tweet),
which is relevant to identifying fake accounts, and Strategy (informational design and intent of
the source).

The Content theme captures comments about the information concerning the claim being
made and relates to the question, “What is the content, and how does it relate to things |
already know?” The Source theme captures comments about the origin of the information, going
below the surface of the tweet, and relates to the question, “Who is behind this information?”
Finally, the Strategy theme captures comments about how the message is designed, arguing for
the source’s intention, and relates to the question, “How and why is this message designed like
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this?” These themes also capture in what depth participants scrutinize the information anatomy,
whereas Content is more superficial, Source and Strategy signals deeper reasoning. We also
included the themes Unsure and Nonsense, where we categorized those comments where par-
ticipants explicitly wrote that they did not know or were unsure what to write (Unsure), or
responses that were unrelated to the task, nonsensical or whimsical, or arbitrary sequences of
alphanumeric characters (Nonsense). We coded the mode for each of the three themes regarding
positively (+) or negatively (=) laden rationales to identify if a theme was used to praise or
discredit a tweet. Appendix D provides the coding scheme used. Initially, two researchers coded
10% of a random sample of student rationales based on the theme coding scheme to ensure
consistency in the analysis. There was a 94% inter-rater consensus between the two researchers.
One researcher then coded the remaining rationales.

Results
Reliability ratings

The overall mean of the Rating Scores from the pre-and post-test are presented in Table 2. A
mixed ANOVA was conducted using the Rating Score with time (pre-and postintervention) as a
within-subject repeated measure variable and condition (Individual, Pair and Class) as a
between-subject variable. The analysis revealed a statistically significant main effect of time
(F(1,513) = 53.10, n? = 0.02, p <.001) but not of condition (p = .61), nor any interaction effects
between time and condition (p = .71). Figure 2(a,b) illustrate Reliability Ratings of the manipu-
lative and credible items, respectively, across conditions both pre-and post-intervention, under-
scoring the main effect of time on the compound Rating Score. These results align with H1 as
students improved in their ability to identify manipulative social media posts. However, the results
do not support H4 as there were no differences in this ability between the conditions of different
educational settings. The overall effect size across the three conditions was d=0.30 (Clgg,[0.22,
0.37]), a similar effect size reported in previous studies using Bad News (e.g. Roozenbeek & Van
der Linden, 2019), which does not support H2 as the Bad News game yields a comparable effect
size in performance between participants in the current as compared to previous studies.

Overall, participants rated credible tweets more reliable in the post-test (Table 2). In other
words, participants did not consider the credible items less reliable after the intervention,
in line with H3 and Lu et al. (2023). This was further corroborated by a paired Student’s
t-test, resulting in a statistically significant (and not hypothesized) increase in Reliability
Ratings of credible tweets from pre-to post-intervention (t(515) = 3.60, p<0.001, My 0.15,
Clgs,[0.07, 0.24]), albeit with small practical significance (d=0.13,Cl,,[0.06, 0.21]). Pretest
Discernment Score (Appendix E) was calculated at .87, suggesting that participants were
much better than chance at discernment pre-intervention. The post-test Discernment Score
was calculated at 0.91, signaling an improvement in discernment. A DelLong test revealed
that the differences from the pre-to post were statistically significant (p < .001), albeit again
with small practical significance (d=0.06), these results contrast with previous research,
which found no overall improvement in AUC discernment for the Bad News game
(Modirrousta-Galian & Higham, 2023).

Table 2. Mean Rating Score and Mean Reliability Rating of Manipulative and
Credible Items in Pre-and Post-Test Questionnaires with Standard Deviation in
Parentheses Averaged Across All Participants.

Reliability rating
Time Rating score Manipulative Credible

Pretest 0.72 (0.11) 2.83 (0.81) 5.61 (1.15)
Post-test 0.75 (0.12) 2.60 (0.86) 5.77 (1.14)
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Figure 2. Violin plots showing the distribution of Reliability Rating based on the manipulative (Panel a) and credible (Panel b)
items, pre-and post-intervention, across conditions. The superimposed box and point range plots illustrate the interquartile
ranges and mean with a 95% confidence interval, respectively.

Attitudes

Rating averages and standard deviations of the measured attitudes are tallied in Table 3. Credibility
Importance ratings were plotted against mean Rating Scores across pre-and post-tests (Figure
3). Visually, it can be argued that there is a linear relationship between the importance of cred-
ible news and one’s ability to rate its reliability, affirming RQ1. This finding was corroborated
by two linear regression analyses showing a statistically significant relationship between the two
variables in both the pretest (F(1,514) = 1152, R? = 0.02, p < .001) and post-test (F(1,514)
=43.31, R? = 0.08, p < .001). The results further showed a difference in ratings of Credibility
Importance from the pretest (M=8.12, SD=1.93) to the post-test (M =8.49, SD=1.93) resulting
in a statistically significant increase in Credibility Importance ratings after the intervention as
evidenced by a paired Student’s t-test (t(515) = 4.48, p < .001, M= 0.36, Clgg,[0.20, 0.52]) in
line with H5. The effect size of improvement in Credibility Importance was d=0.19
(Clgge,[0.10, 0.27]).

Regarding Internet Skills and Social Media Skills, there was only a statistically significant
relationship between participants’ ability to rate the reliability of content with Internet Skill on
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Table 3. Mean Attitude Ratings Pre-and Post-Intervention with Standard Deviation
in Parentheses Averaged Across all Participants.

Time Credibility importance Internet skill Social media skill
Pretest 8.12 (1.93) 6.78 (1.89) 8.13 (1.71)
Post-test 8.49 (1.93) 6.70 (2.10) 7.91 (1.89)

Figure 3. Mean Rating Score for each credibility importance point pre-and postintervention.

the post-test (F(1,514) = 7.40, R? = 0.01, p < .01). These results suggest no evident relationship
between participants’ attitudes toward their internet and social media skills and their ability to
rate the reliability of tweets (RQ2).

Satisfaction

On average, the participants rated Fun to Participate 5.56 (SD=1.55) and Interesting to Participate
5.43 (SD=1.53) on a 7-point scale. Figure 4(a,b) show these two measurements in each condi-
tion. Judging by the measures’ means, participants in the Class condition enjoyed participating
more than those in the other two conditions. We conducted significance tests using non-parametric
methods because both measures are skewed due to their high ratings (i.e. ceiling effects). A
Kruskal-Wallis rank sum test revealed statistically significant differences for both Fun to Participate
(H(2) = 25.72, p < .001) and Interesting to Participate (H(2) = 14.29, p < .001). Separate

Wilcoxon rank sum test between conditions showed statistically significant differences in
these measurements between both Class and Individual conditions (Fun to Participate:
W=11,496, p < .01; Interesting to Participate: W=10,758 p < .001) and Class and Pair con-
ditions (Fun to Participate: W =14,668, p < .001; Interesting to Participate: W=13,384, p <
.001) but no significant differences between the Individual and Paired conditions. These
results indicate that participants in the Class condition enjoyed and found playing and dis-
cussing the game more interesting than participants in the Individual and Paired condi-
tions (RQ3).

When asked whether they learned anything new when playing Bad News, nearly 60% of
participants answered yes (Yes=304, No=212). This was consistent across the three conditions
(Yes: Individual =60.15%, Pair=54.71%, Class=61.50%). The Improvement Score is illustrated
with the Learned Anything New measurement in Figure 5. The bar graph indicates that partic-
ipants who felt they learned something new also improved the most (about 4%) in their reliability
ratings from pre-to postintervention; this was confirmed with a statistically significant Welch’s
Two Sample t-test (t(430.83) = 2.08, p = .04).
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Figure 4. Violin plots showing the distribution of Fun to Participate (Panel a) and Interesting to Participate (Panel b) across
conditions collected post-intervention. The superimposed box and point range plots illustrate the interquartile ranges and mean
with a 95% confidence interval, respectively. (a) Participant responses to “Was it fun to play” and (b) Participant responses to
“Was it interesting to play discuss the contents of the Bad News game?” and “discuss the contents of the Bad News game?”

Figure 5. The Improvement Score divided between participants who felt they learned something and those who did not, with
error bars representing the standard error.

Quantitative content analysis

Themes identified in the rationale behind participants’ ratings of each tweet in the pretest were
matched against the themes identified for the same tweet in the posttest. This allowed us to
illustrate thematic flow through a Sankey diagram in our investigation of RQ4 (Figure 6). The
figure shows four separate Sankey diagrams with the 1600 rationales divided across manipulative
and credible tweets and Engagers and Disengagers (participants with the highest 50 positive and
50 negative Improvement Scores, respectively).

Among both Engagers and Disengagers, pretest rationales pertained mostly to negatively coded
themes for manipulative tweets. As engagers improved their ratings post-intervention, positive
comments decreased further (i.e. they used less positive language to rate manipulative tweets),
with the largest increase in negative rationales about Strategy (i.e. the manipulation strategies
covered in the game). Disengagers, who performed worst post-intervention, increased their
positive rationales and Nonsense, although most comments were still negative. Regarding credible
tweets, an overwhelming majority of rationales were Source-themed and positive across the
board. For Engagers, these comments increased post-gameplay while they stayed the same for
Disengagers; instead, their Nonsense comments increased again.

Separating Engagers and Disengagers from the rest of participants gives us a clearer picture
of the effects of the intervention (Figure 7). The Engagers are illustrated in blue in the top right
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Figure 6. Participants’ thematic drift based on the content analysis of verbal rationale of reliability ratings pre-and
post-intervention. The analysis was conducted on participants with the top 50 positive (Engagers) and top 50 negative
(Disengagers) Improvement Scores. Each group is also split between rationales of manipulative and credible items.

panel (N=43) and in the bottom right panel (N=7), split across their post-test performance.
The Disengagers are illustrated in pink in the top left panel (N=9) and the bottom left panel
(N =41), split across their post-test performance. The plot reveals that a majority of the students
(N =306, 59%) have a positive development in their ability to rate (mis)information in the form
of social media headlines (see right-hand panels). A minority of participants (N=30, 6%) per-
form the same pre-to post-intervention. And a larger group is disengaged (180, 35%). An
interesting aspect is that credible items are generally easier for the participants to detect as they
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Figure 7. Violin and boxplot of performance on pre-and post-test of Engagers and Disengagers of the content analysis related
to the rest of the participants. The grey line in each panel represents the mean post-test performance of all participants. The “x”
and circle show mean rating scores on manipulative and credible tweets, respectively. Each panel indicates the number of par-
ticipants (n), changes in score from pre-to post (4), and proportion of participants who reported that they learned something
new through the intervention (L).

produce a better Rating Score (represented by the circle in each panel). Participants with poorer
performance after the intervention begin with a better rating score on average (left-hand panels).
Thus, they dropped from pretty good rating scores toward more average scores, and as men-
tioned previously, this group of participants gave more Nonsense responses.

Our findings suggest that Disengagers used more superficial arguments and Nonsense
post-intervention, hinting that some individuals were not engaged with the game or bored by the
post-test questionnaire. Overall, both Engagers and Disengagers mostly used negative rationales
when rating manipulative tweets and positive rationales when rating credible tweets. Still, those
who improve their ratings in the intervention also delve deeper into the information anatomy as
evidenced by their increase in negative strategy-themed rationales of manipulative tweets.

Discussion

As part of a novel classroom evaluation, this study finds that the Bad News game positively boosts
students’ ability to discern misinformation from credible news on social media across 26 unique
civics classrooms. Playing Bad News and teacher-guided discussions significantly impacted students’
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ratings, rationales and discernability of (mis)information techniques while retaining trust in credible
sources. In contrast to our hypothesis (H2), this first field experiment shows that students can be
actively inoculated against misinformation techniques in formal education with effect sizes on par
with previous research using Bad News (Roozenbeek & Van der Linden, 2019; Roozenbeek, van
der Linden, et al., 2020; lyengar et al., 2022). Indeed, this result indicates that Bad News can be
used in mixed groups of upper-secondary students in ordinary, messy classrooms and have an
overall positive effect, even outside the original UK/US setting in which it was initially tested. It
is important to verify that the impact lines up with studies where participants individually sign
up to play the game or participate in paid studies (Traberg et al., 2022). We therefore see this as
an essential test of the reliability of using this game in educational curricula using computer-mediated
learning and a promising result for future research on serious games against misinformation.

Interestingly, we found that the impact on students’ skills was similar in all three conditions
(Individual, Pair, and Class), a comparison that has not been made before in the context of
misinformation interventions. In contrast to some previous research (Chen et al., 2018; Lou et al.,
2001), we find that collaboration when playing the game did not significantly affect inoculation.
In addition, we also find that the effect of gamification with an increased focus on competition
did not increase the impact on students’ performance. The lack of influence from competition
may be explained by factors that distract the students from learning when competing with others
in the classroom, such as feeling uncomfortable when poor achievements are displayed and com-
pared with others (e.g. Cheng et al., 2009; Liu et al., 2013; Stapel & Koomen, 2005). It could
also relate to a previous finding that digital game-based learning may be less effective in social
science classrooms, potentially because of social science curriculas relatively unstructured and
complex nature compared to the highly structured learning environments that characterize math
and science education (Chen et al., 2020). Our findings align with Bachen et al. (2012) high-
lighting how a well-designed intervention may positively impact the complex world of social
studies classrooms, regardless of whether students play individually or in collaboration.

However, conditions with more collaboration and competition with a public leaderboard did
impact students’ attitudes. We find that students in the Class condition perceived the intervention
as more interesting than those in other educational settings. Students also perceived to have more
fun participating through collaboration and competition. We speculate that the motivation for future
learning may be supported by collaboration and competition, but this should be confirmed by future
research. However, in light of previous research, noting that not all students may benefit from
competition, we also wish to exercise some caution here. For example, some students may not find
gamification and competition motivating and enjoyable. Thus, playing individually and without
competition may be better for some students, and other students may need a different kind of
educational intervention all together to support their abilities to identify misleading information.

Results indicated that participants found access to credible news sources more important after
the intervention. This is an important finding because previous research has noted how this is
a very constructive attitude when navigating online information among teenagers and adults
(Guath & Nygren, 2022; Nygren & Guath, 2019; Nygren et al., 2022). Credibility importance
may be linked to actively open-minded thinking, which is another constructive attitude impli-
cated in the ability to identify misinformation (Roozenbeek, Maertens, et al., 2022). This could
partly explain why Bad News impacts people’s skills and attitudes.

Notably, the participants were confident and good at evaluating manipulative and credible
content (in the form of social media headlines) pre-intervention. This contrasts with previous
research showing overconfidence problems linked to information literacy and teenagers’ abilities
to judge digital news (Mahmood, 2016; Nygren & Guath, 2019). The intervention scenarios
point out why students might be vulnerable to misinformation, so the game may help partici-
pants evaluate their skills in the complicated environment of navigating misinformation on social
media, making them somewhat humbler. The fact that students perceived that they learned from
the intervention indicates that Bad News may be especially beneficial to play with students
unaware of online misinformation strategies.
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Previous research has not directly investigated the rationales behind participants’ quantitative
ratings. The content analysis of students’ rationales for what drove their decisions on a particular
rating gives us new insights into the mechanisms behind the game’s effectiveness. One potential
risk identified is that a minority of participants may become disengaged, as evidenced by their
worse performance and increased nonsense comments. However, the fact that the vast majority
of participants improved their rating score post-intervention and that those who improved the
most provided rationales related to negative strategies of manipulative content attest to the ability
of the game to teach recognition of manipulative content through active learning. For example,
Engagers wrote more critical rationales for strategies used in manipulative tweets postinterven-
tion. The fact that both Engagers’ and Disengagers’ verbal rationales strongly focus on positive
sources post-intervention indicates that they are also aware of the importance of reliable sources
without making them overly skeptical. The game itself does not teach participants directly about
source credibility. Still, the impersonation level does illustrate the danger of fake sources and
fake experts, which may indirectly attune students to the importance of verifying expertise and
source credibility. In sum, the game may encourage players to focus more on how social media
content might manipulate them and less on the content’s veracity without losing sight of the
importance of judging the source of information. This is an important finding in light of pre-
vious research highlighting how teenagers with poor skills in navigating information need to be
more media and information-literate to become informed and active citizens (Nygren et al.,
2021; Wineburg et al., 2022).

Limitations and future research

In this study, we used a new version of Bad News, and in the class setting, it had a leaderboard
that all players could see. Although the content and narrative are the same, their designs differ
slightly. From the results, we noticed that this had no impact on the player learning experience,
but there were differences in participants’ self-reported satisfaction levels. We attribute these
differences to using a leaderboard with implied competition and interspersed discussions. However,
there could also be some other aspects of the design that impact these differences. The current
study was conducted with schools and upper-secondary programs associated with varied socio-
economic backgrounds. We can determine that the intervention was successful with our sample
of students, who were representative of Swedish upper-secondary schools. However, further
studies are needed to investigate the specific impact on students in other countries, cultures,
and areas of low socioeconomic status. More studies are necessary to see how learned skills and
attitudes transfer into teenagers’ ordinary social media practices. We also recognize that repeated
testing could impact the observed learning results. However, previous psychometric evaluations
of the Bad News game have found some item effects but no testing effects (Roozenbeek et al.,
2021), which should help alleviate such concerns. Lastly, we acknowledge that rating the cred-
ibility of headlines embedded in social media posts is not the same as assessing the credibility
of an entire news article, as is done in other relevant educational research (McGrew, 2020) but
presenting participants with social media headlines is common practice for misinformation
studies (e.g. Pennycook & Rand, 2021) and has some ecological validity given that estimates
suggest nearly 60% of Twitter users share news media without clicking or reading the full article
(Gabielkov et al., 2016). Nonetheless, future research could build on our work by testing a
full-article approach in classroom settings.

Conclusions

There is a growing need for educational interventions to support young people’s ability to identify
misinformation online. This study is the first to investigate how a serious game (Bad News) can
be implemented in different classroom settings to impact students’ ability to rate and rationalize
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online (mis)information as well as their attitudes toward credible news sources. We have pre-
sented data collected from 516 Swedish upper-secondary students. Participants were assigned to
three conditions (playing individually, in pairs, or competing with the rest of the class) to study
how playing the game in different formal classroom settings influences the effectiveness of the
intervention. We also used content analysis to explore why students become better at identifying
misinformation after playing the game. Playing Bad News significantly improves teenagers’ ability
to identify manipulative content presented as social media headlines (d=0.30, p < .001). In
contrast to previous results, we also demonstrated that students rate credible content as more
reliable post-gameplay, leading to increased discernment. The learning effects of the game held
regardless of whether students played alone, in pairs, or competitively with the whole class.
However, participants in the whole-class setting found it more enjoyable and interesting to
partake. An important finding of the present study was that participants with a positive attitude
toward the importance of having access to credible news produced better reliability ratings, and,
even more importantly, we find that the game also fostered positive attitudes toward credible
news sources. Our novel content-analysis approach revealed that success in rating reliability after
playing Bad News could be attributed to participants focusing more on strategies and less on
the content of the information post-intervention without losing focus on the source of infor-
mation. The game thus seems to successively inoculate students against misinformation as
commonly encountered on social media and foster skills and attitudes for improved media and
information literacy.

Notes

https://education.ec.europa.eu/focus-topics/digital-education/action-plan.
https://en.unesco.org/ci-programme/mil.

https://www.oecd.org/pisa/publications/pisa-2018-results.htm.
https://www.coe.int/en/web/digital-citizenship-education/home.
https://www.bbc.co.uk/news/resources/idt-8760dd58-84f9-4c98-ade2-590562670096.
https://www.niemanlab.org/2017/08/games-might-be-a-good-tool-for-fighting-fake-news-
heres-what-threedevelopers-have-learned/.

https://www.factcheck.org/newsfeed-defenders/.

https://fakey.osome.iu.edu/.

9. https://www.getbadnews.com/.
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Appendix A. Distribution of students, teachers and upper-secondary programs

Table Al. Summary of Recruited and Actual Teachers, Lessons, Programs, and Participants.

Distribution by national

Upper-secondary program Recruited Actual Distribution of students estimates
Social science 18 12 215 (0.42) 186 (0.36)
Natural science 10 5 144 (0.28) 155 (0.30)
Economics 6 6 109 (0.21) 133 (0.26)
Vocational condition 3 3 48 (0.09) 42 (0.08)
Individual 12 6 133 (0.26)

Pair 15 10 170 (0.33)

Class involved 11 10 213 (0.41)

Students 771 516

Teachers 21 17

Lessons 38 26

National estimates show student distribution across programs the study should have given its 516 participants to be nationally
representative of the participating upper-secondary programs. Statistics were calculated based on data available through
theSwedish National Agency for Education (2023).

Appendix B. Tweets used as stimuli

Table B1. Questionnaire Items, Manipulative and Credible Control Tweets Used Pre-and Post-Intervention Where Participants
were Asked to Rate Their Reliability.

Strategy Source Content

Impersonation HBO We apologize for #GameOfThrones season 8 and air this fall a
new final season 9

Emotion Parents weekly NEWS ALERT: Baby formula linked to horrific outbreak of new,
terrifying disease among helpless infants. Parents despair

Polarization Rapid updates The myth of equal 1Q between left-wing and right-wing people
exposed #TruthMatters

Conspiracy Daily web news The Bitcoin exchange rate is being manipulated by a small group
of rich bankers #InvestigateNow

Discredit The international post online The mainstream media has been caught in so many lies that it
can't be trusted as a reliable news source #FakeNews

Trolling Quad media Another shark loan for developing countries @WorldBank
#WorldOfExtortion #Human

Credible news (control 1) SVD Russian influence may have been greater during the 2020 U.S.
election than in 2016

Credible news (control 2) SVT Huawei remains foreclosed on Swedish 5G rollout @svtnyheter

The same items were used in the pre-and post-test, followed by a prompt for students to justify their ratings: “What makes
the tweet more or less reliable? Briefly justify your answer”

Appendix C. Questions during open class discussions after game-play

Note, these discussions were not recorded and subsequently not addressed in the analysis. We made observations
in all three conditions but did not have the resources to collect and analyze data from all the classrooms.

e What was it like to manipulate other people?

* What were your strategies for amassing followers?

« Which were the six strategies that you were using to amass followers?

e Which of the strategies do you recognize from social media? And who usually makes use of them?
* Do you believe any strategy is more effective to deceive people?
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Appendix D. Content analysis coding scheme

Table D1. Coding Scheme Used for Inter-Rater Reliability With Several Examples for the Positive and Negative Mode of Themes.

Theme Mode Category Example
Source Positive Impartial “Without own opinions”
Public service “Controlled by the authorities”, “owned by the state”
Primary source “Seems to come from HBO's own page”
Reliable source “The page still feels quite reliable”, “the account name feels
serious”
Large corp “Large and credible company”
Official account “Their public account”, “it says that this is the official HBO
Twitter account”
Many followers “Many people surely follow them”
Postal service “Why would the postal service write about them”, “I believe
in the postal service”
News Channel “It seems to be a common news site”
Negative Partisan “The post has a hashtag which can make the source biased”,
“Big newspaper; but it is not entirely objective”
Private “It could be anyone who made the post”
Second-hand source “this source is not a primary source”
Unreliable source “Not a reliable account”
Unknown source “Know nothing about the account”, “what is even quad
media?”
Social media “Because it comes from a Twitter account”, “published on
social media”
Strange account “Strange name of the sender”, “strange account”
Troll “Trickster trying to deceive’, “Gossip group”
No Source “There are no sources”, “who is it that said it”
Content Positve Recognize “This has happened before”
Reasonable “It's something one questions now and then’, “sounds like
something they could do”
Negative Unknown content “Don’t understand”, “ what is usury”
Unreasonable “Do not agree”, “5G is not directly linked to the telecom
operators”
Lack of Info “You don't get to know how or why”
Hashtag “It was an unserious hashtag”, “#" “uses hashtag”
No evidence “Gross claim without evidence”
Fake “Dumb info”
Strategy Positive Unbiased “It is not one-sided., “ Because it is an unbiased post ”
Professional tone “Formal language’, “not written to try to change someone’s
opinion”
Statement “The content is nothing that can really be lied about;
subjective.”
Question “Because it is a myth that is questioned”
No reason to lie “They don’t benefit from lying”
Negative Biased “Directed opinion=untrustworthy”, “It is a politically charged
tweet”
Unprofessional tone “In such a case they should handle it more professionally”,
“The whole sentence just feels very strange”, “spelling
error”
Opinion “Personal opinions”, “just a criticism type”
Bait “Probably want to recruit readers from PK-media”
Polarization “They may just want to destroy.
Conspiracy “it is a conspiracy which is usually a scam”
Exaggerated “gross claim without evidence.”
Influence “People probably want others to buy iPhone”, “Trying to
convince”
Emotion “Creates worry”, “Plays on emotions”, “hatred”
Discredit “trying to highlight the PC right and smear them”
Imposter “because it says HBO when they are called HBO" “pretends to
be international™
Misc Neutral No clue “Don’t know”, “No opinion” “uncertain”

Non-response

“Same as before”, “mnbgfuyfpypyuf”
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Appendix E. Receiver operating characteristics (ROC) plot
Pre-and post-test Discernability Score were derived from this ROC curve. It is simply a calculation of the Area

Under the Curve (AUC). There is one ROC curve for pretest and one for post-test. Post-test area is larger than
pretest, suggesting an improvement in teenagers’ discernment of (mis)information post-intervention.

Figure E1. Receiver operating characteristics (ROC).
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