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Abstract

This thesis presents an in-depth exploration of designing a cybersecurity system for satellite
communication, addressing cyberthreats as the space industry transitions from security by
obscurity in mission specific designs to the use of mass-produced components.

To counteract these threats, a comprehensive security system must be implemented,
considering all facets of satellite communication, from key management and encryption to digital
signatures, digital certificates, and hardware security modules (HSMs). The role of HSMs in
securely storing cryptographic keys and performing cryptographic operations is emphasized,
highlighting their importance in protecting sensitive data.

A partial implementation of the digital signature component demonstrates the practical
importance of using HSMs for key storage, underscoring the feasibility of the proposed system
in real-world applications. The findings indicate that established protocols and algorithms, when
combined effectively, can provide robust security solutions for satellite communication.

This research contributes to the development of secure satellite communication systems by
offering a detailed security design tailored to the specific needs and challenges of the space
environment. It provides a framework for future implementations, ensuring that satellite systems
can operate securely and efficiently in an increasingly interconnected and vulnerable digital
landscape.
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Sammanfattning

Rymdsektorn har genomgatt en dramatisk foréndring under de senaste decennierna. Frén att vara en exklu-
siv domin for nationer och stora organisationer med resurser att bygga egna system, har den nu blivit mer
tillginglig for en bredare marknad. Denna utveckling har lett till att sdkerheten inom satellitkommunika-
tion har blivit en allt viktigare fraga. I den hir studien utforskas designen av ett cybersikerhetssystem for
satellitkommunikation, med fokus pa de vixande sarbarheterna som uppstéar nir industrin gar fran "Security
by obscurity", som innebér att satellitsystemen stirkas av att de dr véldigt skraddarsydda och specifika, till
massproducerade komponenter. I takt med att tillgdangligheten och standardiseringen av satellitteknologi okar,
har det blivit littare for angripare att identifiera och utnyttja nya sarbarheter. For att motverka dessa hot maste
ett robust sdkerhetssystem implementeras som tar hinsyn till alla aspekter av satellitkommunikation. Denna
studie undersoker nyckelhantering, digitala signaturer, kryptering, digitala certifikat och hur man sikert kan
lagra kritisk information som krypteringsnycklar. Studien foreslar sedan en teoretisk systemdesign som inte-
grerar dessa element. Designen utvirderas i ljuset av vanliga cybersikerhetshot och de unika utmaningarna

som satellitkommunikation innebdr.

Den foreslagna sikerhetsdesignen bestar av flera lager, ett for kryptering och ett for digitala signaturer.
Krypteringsalgoritmen som har valts ir AES/GCM-256 vilket dr en symmetrisk algoritm (den anvinder sig av
samma nyckel for kryptering och avkryptering) da den #r vil anpassad och rekommenderad for satellitsystem.
AES/GCM-256 erbjuder ocksa autentiserad kryptering, vilket innebér att varje meddelande bade krypteras
och autentiseras, vilket gor det svarare for angripare att manipulera kommunikationen. For de digitala sig-
naturerna undersoker uppsatsen tva algoritmer, RSA och ed25519. RSA ir vil etablerad och kompatibel
med manga system, medan Ed25519 erbjuder snabbare prestanda och starkare motstandskraft. Dessa signa-

turer gor det mojligt att sikerstilla att kommunikationen #r autentisk och att meddelandets integritet bibehalls.

Nyckelhantering dr en annan central komponent i sikerhetssystemet. Béade symmetrisk och asymmetrisk
nyckelhantering diskuteras, och en hierarkisk nyckelstruktur foreslas for att hantera nycklar pa ett sikert och
effektivt sitt. Symmetriska nycklar, som anvinds for kryptering, kriver att bade sdndare och mottagare anvin-
der samma nyckel, vilket dr snabbt och effektivt men krdver siker distribution av nycklarna. Asymmetriska
nycklar, som anvinds for digitala signaturer, bestar av en offentlig och en privat nyckel, vilket mojliggor
siker kommunikation dven med flera parter. For att skydda nycklarna och utfora krypteringsoperationer pa
ett sikert sétt anvinds HSM. HSM ér en fysisk enhet som skyddar och hanterar digitala nycklar och utfér
kryptografiska operationer. Genom att lagra nycklar och utftra operationer inom HSM, minimeras risken for

att nycklarna exponeras for obehdoriga parter, vilket stirker systemets 6vergripande sikerhet.

Sarskilda utmaningar med satellitkommunikation inkluderar begrinsad bandbredd, hog latens och resursbe-
griansningar. Satelliter har ofta begrinsad processorkraft och energitillgang, vilket innebér att sidkerhetsalgo-
ritmer maste vara bade effektiva och resurssndla. Dessutom innebir den stora avstandet mellan satelliter och
markstationer att latens kan vara ett problem, vilket paverkar hur snabbt och effektivt sikerhetsprotokoll kan
genomforas. For att hantera dessa utmaningar foreslar studien en design dir sidkerhetsprotokoll optimeras for
att minimera bandbredds- och resursanvindning. AES/GCM-256 anvinds for sin formaga att hantera aut-
entiserad kryptering effektivt, och digitala signaturer med Ed25519 erbjuder snabb och sidker autentisering.
Genom att kombinera dessa tekniker kan systemet uppritthalla hog sikerhet utan att Gverbelasta satellitens

resurser.

De olika sikerhetshoten som den hér uppsatsen jamfor det foreslagna systemet mot dr spoofing, man-in-the-



middle-attacker, replay-attacker och side-channel attacker. Dessa ir valda da de #r relevanta for kombinatio-
nen av cybersikerhet och satellitkommunikaiton. Spoofing innebir att en angripare skickar en falsk signal
som efterliknar en legitim signal, vilket kan leda till att mottagaren accepterar falska data eller kommandon.
Man-in-the-middle-attacker involverar att en angripare avlyssnar och potentiellt d&ndrar kommunikationen
mellan tva parter utan att de dr medvetna om det. Replay-attacker innebir att en tidigare inspelad signal
sands igen for att uppna Onskade resultat, och side-channel attacker fokuserar pa att utnyttja fysiska egen-
skaper hos systemet for att extrahera kinslig information. For att motverka dessa hot implementeras robusta
autentiserings- och krypteringsprotokoll. AES/GCM-256 sikerstiller att varje meddelande dr bade krypterat
och autentiserat, vilket gor det svarare for angripare att manipulera kommunikationen. Digitala signaturer
verifierar att meddelanden kommer fran betrodda killor och har inte dndrats, och nyckelhanteringsprotokoll
sikerstiller att nycklar skyddas och roteras pa ett sikert sitt.

Denna studie bidrar till utvecklingen av sikra satellitkommunikationssystem genom att erbjuda en genomtéinkt
sikerhetsdesign som tar hinsyn till de specifika behoven och utmaningarna inom omradet. Genom att kom-
binera vil etablerade protokoll och algoritmer kan ett effektivt och sékert system for satellitkommunikation

skapas, vilket skyddar data och sikerstiller att kommunikationen forblir integrerad och tillgédnglig.
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Glossary and Abbreviations

AES / GCM - Advanced Encryption Standard / Galois Counter Mode
AOCS - Attitude and Orbit Control System

CA - Certificate Authority

CDHS - Control and Data Handling System

CCSDS - Cumulative Corporation for Space Data Systems
COTS - Components of The Shelf

ECDSA - Elliptic Curve Digital Signature Algorithm
ED25519 - An elliptic curve algorithm for digital signatures
ESA - European Space Agency

EPS - Energy Power Supply

HSM - Hardware Security Module

GEO - Geostationary Earth Orbit

ISL - Inter-Satellite Link

KEK - Key Encryption Key

LEO - Low Earth Orbit

MEK - Master Encryption Key

MITM - Man-in-the-middle

NASA - National Aeronautics and Space Administration
OBC - On Board Computer

PDHS - Payload and Data Handling System

PKI - Private Key Infrastructure

RSA - Rivest-Shamir-Adleman (Digital Signature Algorithm)
SDLS - Space Data Link security

SKI - Secure Key Infrastructure

TC - Telecommand

TM - Telemetry

TPK - Transport Protection Key

XOR - Exclusive Or (Binary operation that results in one of two outcomes)



1 Introduction

The space sector has in the last decades undergone a big change where the industry has gone from what is now
known as old space, into new space. This transformation has grown from the advances in technologies where
previously the only ones who could access space were the actors that could spend billions to develop their own
systems. Today however, more and more companies work to develop components and systems on a larger
scale for anyone interested. There has been a surge in Commercial Off-The-Shelf components (COTS) that
makes it easier to design a large number of satellites meant for different missions using different combinations
of already designed components. With the advancement of micro technologies such as the microprocessor,
the components have also become more and more streamlined resulting in satellites that can weigh only a
couple of kilograms. Furthermore, in old space where all the components were custom-made and not shared
between organizations, satellite developers could rely on the concept of security by obscurity, meaning that
traditional systems are custom-made for each specific mission and purpose. This would in turn ensure that no
attacker could figure out how it works without getting a hold of the actual satellite or the blueprints [1]. Today
however, the idea of security by obscurity is outdated for all types of space missions. In this new landscape,
it is just as important for satellites as for everything else to implement a good security practice [2]. To ensure
good security practices in a satellite software system there needs to be a thorough in depth security approach
in place, to protect all parts of the communication chain. Advancements in encryption algorithms, authentica-
tion, key management, and protocols are constantly reshaping the field of information security, there remains
a need to investigate and determine the most effective combination of these elements for securing data trans-

mission.

To tackle the question of cybersecurity for satellites there are many challenges that needs to be taken into
account. First of all, due to the extensive cost of sending satellites to orbit, satellites will be designed to be
as small as possible. The issue that arises with smaller satellites is that they are often systems with limited
resources in terms of power supply and computer capacity. This means that the software programs needs
to run as efficiently as possible so that it does not use up all of the power. To maintain sufficient security
while simultaneously holding a low computational complexity, is therefore important. Many communication
protocols that are used in satellite communication are therefore designed to be lightweight. However, when
security is implemented it adds an overhead which results in greater power consumption than is accounted
for [3]. This means that many choices has to be made with this in mind. Another challenge that arises is the
internet access, something that many digital systems rely on today. Because of this many security protocols
need the system to be online to fully work but in the case of satellite communication, relying on the system
being online is not always possible. This is due to the high latency that arises when communicating with a
satellite. When designing a security system for satellites, there can not be different parts that rely on internet

connection.

When it comes to the field of cybersecurity as a whole, there are in today’s digital landscape many theories
and practices that are well established and proven to withstand most threats. But given the unusual environ-
ment that satellites acts in, many of these procedures will not be applicable. Together with PandionAl this
thesis aims to examine different security measures that can be used to protect satellite communication with

the goal of proposing a system design that will protect a software meant for a satellite constellation.
The thesis will be divided into six parts in order to complete its purpose:

In Chapter I the introduction to the topic is presented. Here a explanation of the shift that has happened in the



space sector in the last few decades that entails for newer security practises. In the introduction the research

purpose and question is presented.

Chapter 2 gives a background to the thesis. This is a combination of information about PandionAl, the com-
pany that this thesis has been produced with, and theory about satellite communication and cybersecurity.

The theory about satellite communication and cybersecurity will later be used for the discussion.

Chapter 3 describes the methodology used to gather the different results. This chapter is divided into three

sections, one for each result.

Chapter 4, 5 and 6 outlines the different results this thesis has produced. The first part, the literature review,
gathers information and recommendations about cybersecurity. This chapter is divided into sections in accor-
dance with the research purpose where each factor has different security measures presented for them. These
security measures are then taken into account for the following chapter, conceptual system design. In the de-
sign the different components are put together given the result from the literature review. These components
are the put together into a component diagram. For the last part of the review, the thesis performance test
different aspects of the system. Here the choice of encryption algorithm is tested for how long to takes to
encrypt and decrypt different sizes of data. Furthermore, an attempt to implement a digital signature class to

find different challenges with the implementation.

Chapter 7 discusses the different components in the system design along with the different threats and chal-
lenges described in the background chapter. Each component is discussed to outline what is required of it and

the threats and challenges are discussed one by one for how the system is adjusted for them.

Lastly, in Chapter 8 a conclusion is presented of how the thesis has fullfilled its purpose and answered the

research question.

1.1 Purpose and Research Questions

The primary purpose of this thesis is to advance the field of cybersecurity within satellite communication
systems through the design, development, and validation of a key management protocol. This will be accom-
plished by recognizing the critical vulnerabilities and unique challenges faced by satellite communications,
including the threat of cyber-attacks. This research aims to introduce a comprehensive security system that
ensures the confidentiality, integrity, and availability of data transmitted between satellites and ground sta-
tions. This system will be based on previous research on known threats that satellite communication faces
along with research and industry standards on how secure satellite communication can be designed. Since
cybersecurity is a wide field with many components this thesis will take several factors into account, as are

listed below.
= Encryption to securely transport information.
= Authentication through digital signatures to ensure the integrity of the communication.
» Certificates to authenticate signatures and cryptography keys when they are replaced.
= A robust key management for creating, rotating, replacing, and sharing cryptographic keys.

= A secure way to store sensitive information such as cryptographic keys locally inside a satellite.



These factors all already have well-established protocols in place so the goal of this thesis will not be to invent
anything new from scratch, it will be to find a combination of protocols and other security measures in order
to design a system that will guarantee security for PandionAI’s specific satellite system. This will in turn

answer the following research question:

1) How can a security system be designed to ensure cryptographic agility and resilience against cyberse-

curity threats in satellite communication systems?

1.2 Delimitation

Since cybersecurity is a well-established field with numerous theories and security measures developed over
a long period, there is no need for this thesis to create something new from scratch. Doing that would require
both time and experience that is not available. Instead this thesis will work to use established theories and
security measures and combine them in a way that will work as good as possible. To make the thesis concise
and direct any theories that are outside of the scope of the thesis will not be mentioned. The thesis will
therefore only focus on threats and mitigations that are relevant for cybersecurity. Meaning that everything
mentioned and discussed in the thesis will be related to cybersecurity principles. Anything related only to
radio communication and radio frequency’s will not be mentioned or discussed because this falls outside of

the scope.
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2 Background

This section will focus of the background of the thesis. This includes everything that is relevant for the reader
to know about cybersecurity, satellites, satellite communication and threats. Many of the terms mentioned

here will later be used in the discussion as a form of theory that the system design is measured against.

2.1 PandionAl

PandionAl is a Swedish startup that aims to make satellite image information more accessible by reducing
the distance between space and users. They are currently in the process of developing their constellation of
LEO satellites called AlertSat that will orbit the Earth, collect data, analyze it, and send it back to users in a
quick and easy-to-use manner. This will be done by uploading Al-models onto the satellite so that the data
can be analyzed in space instead of on the ground and in turn make it easier, quicker and more reliable to
access satellite image information (AlertSat will be explained further in subsection 2.6). To safeguard this
information, PandionAl put high value into data and information integrity and since the satellites themselves
and the data that will be processed are considered sensitive, much of work will be put into securing the satel-

lite communication.

Together with Clavister, a company with expertise in cybersecurity, they have launched the S.E.C.U.R.E.
(Space Edge Computing with Unassailable and Robust Enforcement) project that is funded by the Swedish
National Space Agency. This initiative aims to make the cybersecurity in satellite communication systems
better, specifically focusing on the AlertSat satellite constellation developed by PandionAl. The project fo-
cuses on a detailed analysis of potential cybersecurity threats, the development of strategies to mitigate these
threats, and the implementation of advanced security protocols to protect data integrity and confidentiality.
By collaborating with Clavister the project ensures that the satellite communication infrastructure is robust
against cyberattacks, thus maintaining the reliability and trustworthiness of the data delivered. This initiative
not only enhances the security of satellite communications but also contributes to a more transparent and safer
global society by ensuring timely and secure access to critical information. This thesis project is associated
to the S.E.C.U.R.E. project.

2.2 Satellite Context

In today’s space landscape there are many different types of satellites that orbits the Earth. These are all de-
signed for their own specific mission such as GPS, telescopes, communication or weather. Depending on the
mission the satellite will also be place in different types of orbit that is cathegorized into either Low Earth Or-
bit (LEO), Medium Earth Orbit (MEO) or Geostationary Earth Orbit (GEO). Given these specifics the design
of a given satellite is dependent on both the mission and the position in orbit. For this thesis, the positioning
will be LEO. This is where most satellites are, at an altitude of less than 1000 km from the Earth’s surface
[4]. The obvious advantage of LEO is that it is closer to Earth making the distance shorter for launching
satellites and also closer for collecting image data. Compared to a GEO satellite that has to travel along the
equator, a LEO satellite does not need to have a specific orbit in relation to Earth. It can have an orbit that
suits the mission best. Since PandionAlI’s satellites will work to capture images of the Earth’s surface, LEO

is the appropriate altitude.

When it comes to the size of a satellite, the heavier it is the more expensive the launch will be meaning that
they are always compressed as much as they can be. Some satellites such as the ISS (420 tons) and James
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Webb telescope (3.5 tons) are funded by extreme amount of resources and can thus be every large. Others,
do not have the same conditions. One of the smaller sizes are called called SmallSats, can weigh as little
as 0.001kg [5][6][7]. While nothing is decided as of now, PandionAl is looking to have a microsatellite or
CubeSat, hese range between 10-100kg. The exact size will be decided at a later stage when they know

exactly how much resources their software will need.

2.2.1 Satellite Architecture

To better understand how a security system should be designed it is useful to have a better understanding of
the different components in the satellite. In broader sense, a satellite contains two different parts: the satellite
bus and the satellite payload. The bus is all the components necessary for the satellite to work, without these
there will not be a satellite. The payload is the mission-specific part of the satellite. For instance, in a weather
satellite, all the equipment and instruments to measure different weather parameters are located in the payload.
This is also the part that PandionAl is working on for their satellites.

= Command and Data Handling System (CDHS): The CDHS is a part of the satellite bus and can
be described as the “brain” of the satellite. All data that is being sent to and from the satellite will
go through the CDHS. The software that operates on this component can be described as plain and
simple as the On-board Software (OBSW) and operates as a remote-control server that runs a Real-
time Operating System. All Telecommands (TC) and Telemetry (TM) that are being sent between
the satellite and the ground station are processed by the OBSW. A malicious TC directed towards the
CDHS can allow a hacker to access vulnerable information, take control over the satellite’s mechanics,
or leak sensitive information stored in the satellite, such as access controls and keys. If the CDHS is

compromised the satellite can become useless.[8]

» Communication Module (COM): This module holds all the necessary components for ground com-
munication. Here the antennas for TC/TM communication are placed together with a radio and software
for coding/decoding. The COM is usually only made for TC/TM traffic since the payload downlink of-
ten requires a higher bandwidth and will be handled by a different TX antenna. In the case of AlertSat,
the COM will have an S-band antenna that handles the TC/TM communication and an X-band antenna
for the high bandwidth payload downlink. Since the COM is the first entry point for any commands
that are sent to the satellite it is important that the protocols in place are secure [9].

= Attitude and Orbit Control System (AOCS): The AOCS is the subsystem that controls and adjusts
the satellite’s attitude. Meaning that it is employed to keep the satellite in the correct orbit and to point
the antennas toward the correct location on Earth. The AOCS is an important part of the satellite’s
function and is at the same time vulnerable to threats. A malicious command to the AOCS could result
in the satellite destroying itself by going into the atmosphere or by colliding with another satellite [10].

= Payload and Data Handling System (PDHS): The payload contains all the mission specific compo-
nents. For AlertSat and thus for the scope of this thesis, the payload will be limited to a Payload Data
Handling System (PDHS) and cameras. AlertSat will deploy two cameras per satellite, one wide-angle
camera, and one narrow-angle camera. The PDHS is similar to the CDSH in terms of being a unit that
processes information. However, the PDHS will have mission-specific software that is developed for
the exact type of payload data that the satellite is meant to collect [11].

= Electronic Power Supply (EPS): Every satellite needs to be self-sufficient and this is in most cases
done with solar power that charges the battery when it is in sight of the sun. The most critical part of
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the power system is that the battery never should be depleted. If that happens, the satellite won’t be
able to restart [12].

2.3 Challenges with satellite communication

The satellite communication itself will pose several challenges in the context of cybersecurity. Two of these
are the distance the signals have to travel creating a high latency and also the fact that satellite have limited

computational resources.

2.3.1 Resource Constraints:

Another critical factor influencing satellite security design is the constraint on onboard resources, including
processing power and energy availability. Satellites, especially those in LEO or MEO, are constrained by
the size and weight of onboard processors due to the need for efficient use of space and power. As a result,
they are often equipped with specialized but less powerful processors compared to systems on Earth. Security
algorithms requiring substantial computational power, such as asymmetric encryption or sophisticated hash-
ing functions, could overwhelm these processors, risking system slowdowns or failures. Additionally, energy
consumption plays a crucial role because satellites depend on limited solar power and batteries. High-energy-
consuming security protocols could drain power quickly, leading to operational downtime or interruptions in
critical communications. Security designers must therefore try to find lightweight yet effective encryption
methods and ensure that authentication and authorization mechanisms are implemented in a effective way so

that their impact on the processing and energy resources are limited [13].

2.3.2 Limited Bandwidth and Latency:

Bandwidth and latency issues are some of the primary challenges in satellite communications that impact se-
curity design. Satellites operate in various frequency bands, each providing specific bandwidth limitations that
could easily become overloaded due to the high volume of data traffic. When implementing secure commu-
nication protocols, encryption algorithms or multi-step authentication processes, these systems may require
repeated data exchanges or large payloads that strain the already limited available bandwidth. Moreover, the
inherent latency in satellite communication that comes from the long distance signals must travel between
Earth and satellites, further intensifies these issues. To establish a connection with a satellite can take from a
few seconds to a minute. If we are to put securite protocols on top of that that need extra time to establish a
secure connection it can take up time from the communication window that is wanted for actual data transfer.
Latency-sensitive protocols, like TLS/SSL or IPsec, that rely on rapid exchanges of cryptographic keys or cer-
tificates can experience timeouts or performance degradation. Security systems must therefore built in a way
so that they can operate under these constraints, where the balance between security and efficient bandwidth is
important. The issue that arises and that needs to be taken into account is that normal communication systems
on the ground can have several steps where messages are sent back and forth until security is guaranteed. In
space that process is not always possible since the back and forth will take to long [14] [15].

2.4 Threats related to satellite communication

The different threats that are known for satellites can be put into four different categories: kinetic physical,

non-kinetic physical, electronic, and cyber. Where kinetic and non-kinetic physical is when you either destroy
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a satellite by using physical contact or when you have a device that destroys it without contact i.e. an elec-
tromagnetic pulse. The electronic threats are the ones related to radio frequency communication. This can
be done through jamming or spoofing the signal when data is being transmitted and received. Cyber attacks
on the other hand focus on the part of the communication network that is digital instead of the analog radio
frequency. A cyber attack can be performed on the antennas on the ground stations, the different connections
to the antennas such as the landlines, and different user terminals that are used to communicate with the satel-
lites [16]. This section will focus more closely on electronic and cyber attacks. The threats that will be of

interest is spoofing, man-in-the-middle attack, replay attack and side-channel attack.

2.4.1 Spoofing

Spoofing is when an attacker dens a message that is meant to look and behave similarly to a message from
a trusted part of a ocmmunication chain, and by doing so tricking the receiver into thinking that the fake
message is in fact the real message. Both the uplink and downlink can be spoofed just like for jamming.
When spoofing an uplink the attacker wants to get control over the satellite and either use the capabilities of
the satellite for themselves or simply make the satellite self-destruct by navigating out of orbit into space or
down into the atmosphere to burn up. The downlink can be spoofed to send false information to the ground
station. One of the most common types of spoofing is GPS-spoofing and it allows an attacker to access
a navigation system without the operators knowing it. This has been done to disrupt shipping companies
and taxi companies. Countermeasures include robust authentication protocols and encryption to verify the

sender’s identity and message integrity [17].

2.4.2 Man-in-the-middle (MITM) attack

An MITM attack is similar to a spoofing attack with a distinct difference. The attacker is placed in between
two communicating parts where the attacker first intercepts the communication without either party realizing
it. This is done by first intercepting the message, then decryption if necessary, followed by eavesdropping
to find out what is being sent or altering the message so that the receiver gets a different message than what
the sender sent. Lastly, the attacker relays the message to the intended receiver. MITM attacks are common
attacks and if there are no countermeasures in place it can be very effective. To defend against MITM attacks,
authenticated encryption should be used, ensuring the sender’s identity and data integrity through robust

encryption and digital signatures [18].

2.4.3 Replay attack

A replay attack is similar to an MITM attack in the sense that they both intercept a message and forward it.
The main difference here is that the attacker is not interested in what is being sent, the attacker only wants
to send a malicious message. The objective is to intercept a message and replay it to the target system to,
for example, gain unauthorized access. Time-stamping messages or using unique session keys can mitigate

replay attacks, as outdated or reused commands would be rejected [19].

2.4.4 Side-Channel Attack

A side-channel attack is a threat that focuses on finding weaknesses in how a system is implemented. Here
attackers are looking for any information leaks that can help them understand anything related to how the
security mechanisms are built. This includes how the keys are created, stored, and fetched. Other information
that can be of interest for a side-channel attack is the amount of power an operation needs how long it takes

to perform or even the sound it makes, anything is of interest [20].
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2.5 CIA Triad

The CIA triad stands for Confidentiality, Integrity and Avaiability and is a corner stone in information- and
cybersecurity. When building a security system it is important that these terms are followed and discussed to

better understand the security the system offer.

= Confidentiality: Ensuring that data is accessible only to those authorized to have access. This involves

protecting data from unauthorized access and disclosure.

= Integrity: Ensuring that data is accurate and complete, and that it has not been altered in an unautho-

rized manner. This involves maintaining the consistency and trustworthiness of data.

= Availability: Ensuring that data and resources are available to authorized users when needed. This

involves ensuring that a system functions correctly and reliably [21].

2.6 AlertSat

The AlertSat system will be a satellite constellation that orbits Earth in LEO and each satellite will have the
parts that was mentioned in subsubsection 2.2.1. Furthermore, the system will consist of the segments, space
and ground, where the space segment is the satellite constellation and the ground segment is the part that
communicates with the satellites, collects data and distribute to customers. The security system this thesis
is designing will be adapted for both segments with a focus on the satellites. For a secure communication
both segments needs to be secure but since security for the ground segment already is very well established
and due to the different challenges that comes with satellite communication, the focus will be on the space

segment.

The AlertSat satellites will be built with the help of established manufacturers in the field. Although the
specifics have not yet been decided, there are some general details about that type of satellite that this thesis
can assume. For instance, each satellite will be in operation for several years. The number can span between
5-15 years. Another aspect of the AlertSat system that need to be mentioned is the time it takes for a satellite
to circumvent the Earth. At LEO altitude the usual time is 90 minutes for one lap around the Earth. So when
communication with the satellite, each window of opportunity will be short. From when the satellite gets over
the horizon to when it disappears is 10 minutes. Since the window is short each time there is no time for long
security mechanisms to establish a secure connection. Most of that time will have to be allocated for using

the satellites functionality.
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3 Methodology

To achieve the goal of this thesis the research methodology is structured to look into the cybersecurity needs
and challenges associated with satellite communication. With this, a design can be made of a security system.
The process is divided into three main phases: a literature review, a conceptual system design, and evaluation
and analysis. By combining these phases this thesis will aim to advance the field of cybersecurity within

satellite communication systems, ensuring secure data transmission between ground stations and satellites.

3.1 Methodology for the literature review

The initial phase of the methodology is a thorough literature review meant to gather information on existing
cybersecurity measures. This phase aims to understand the different components that contribute to a secure
communication system in the space context. The literature review was done by finding and understanding
industry standards and guidelines, such as those from the Consultative Committee for Space Data Systems
(CCSDS), to ensure that the best practices and protocols are followed. This examination of existing research
and industry practices provided a important understanding that is necessary for the development of the con-

ceptual system design.

3.2 Methodology for the conceptual system design

Following the literature review, the second phase involves developing a conceptual design for the security sys-
tem. This design will use the different security measures found in the literature review to design components.
These components will be put together to create a security system that is made for satellite communication.
Each component of the security system was specified in detail ensuring that they are aligned with the CIA
triad. The core of the conceptual design is to combine well-established protocols and algorithms. By doing

so it will be a strong security solution capable of addressing the specific threats faced by satellite systems.

3.3 Methodology for the performance testing

The final phase of the thesis is to performance test the designed system and in turn evaluate the practical
implementation of the proposed system. This phase involve doing a test to understand the difference in
computational efficiency and encryption time of the AES/GCM algorithm when using different key lengths
(128-bit and 256-bit). With these tests, an insights into the balance between security and performance will
be provided, confirming the suitability key length that goes with the AES/GCM algorithm. The test was per-
formed by implementing the encryption algorithm using the python library cryptography. Then different sizes
of data 10MB, 100MB, 500MB, 1000MB, 1500MB, 2000MB, 2500MB, 3000MB, 3500MB and 4000MB)
was both encrypted and decrypted. The time from each process and data size was logged and after 100 runs
the mean time could be presented in a graph as shown in Figure 4. Additionally, a digital signature algorithm
using the Ed25519 curve was initially implemented to understand the algorithm and identify potential imple-

mentation challenges. This was also done using the cryptography library.

Although the full integration and testing of the proposed security framework in a real-world satellite system
were beyond the scope of this thesis, the implementation tests provided valuable feedback for refining the
design and highlighted the importance of secure key storage within an HSM. The performance testing phase
ensured that the proposed system not only met theoretical security requirements but also operated efficiently

within the constraints of satellite communication.
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4 Result 1 - Literature Review

In this section the specifics will be outlined about the different security measures relevant for the design
of the security system. Each subsection will account for a different measure that is necessary for a secure
system. One of the main sources for this chapter is the Cumulative Corporation for Space Data Systems
(CCSDS). They are a joint organisation with collaboration with 11 member space agencies, including NASA
and ESA, and 32 observer agencies, including the Swedish Space Corporation (SSC). The CCSDS work to
develop frameworks and recommendations for cybersecurity in space amongst other areas [22]. Moreover, the
National Institute of Standards and Technology (NIST) will be used for some of the security measures. NIST
is a organisation in the U.S.A that develop recommendations and frameworks for every aspect of cybersecurity

that are being used all over the world [23].

4.1 Cryptography

Encryption in general is a area with many different alternatives that each have their trade-offs, where the first
one typically is what type of keys the encryption should use. It can either be a symmetric key where both
parties use the same key for encryption and decryption, or asymmetric keys where each part has a public
and a private key each. Both types come with their own pros and cons. A symmetric algorithm is typically
10,000 times faster than asymmetric encryption making it suitable when the computational resources are
limited [24]. The asymmetric keys are convenient when you want to add more parties to the system while it’s
up and running so that you can create more keys and send them back and forth. There will in other words
always be a trade-off between computational complexity, security and implementation when deciding on
encryption algorithms for satellites. More than the type of key, the encryption algorithm needs to be adapted
for sending information with radio waves over long distances. This is because it is more likely that there
will be interference, including solar radiation, weather, other radio waves and other forms of electromagnetic
noise. There will be gaps in the transmission that can result in entire messages being lost if this has not been

accounted for [24].

4.1.1 Encryption Algorithm

AES (Advanced Encryption Standard) works with 128-bit, 192-bit and 256-bit keys and are being used in
already existing missions but a key-length of 256 bits is recommended for all new missions [25]. AES is a
block-cipher and can be used in several modes of operation: Cipher-Block Chaining (CBC), Electronic Code-
book (ECB), Cipher Feedback (CFB), Output Feedback (OFB) and Counter (CTR). These modes all work to
encrypt and decrypt input data in different ways. What it means is that it divides the data into several blocks
(block-cipher) where each block then is encrypted. What the different modes does is encrypting these blocks
in different ways. This can reduce time, make it more robust or more suitable for a specific need. Different
modes are suitable for different purposes. However, the ECB is considered to be extremely weak and should
never be used. None of CBC, CFB and OFB can be parallelized where CFB and OFB turns the block cipher
into a stream cipher. Because of this, blocks become dependent on each other and might not always be suit-

able for satellite communication even though they are considered secure [25].

The Counter mode or CTR is the recommended mode by the CCSDS. In this mode each block is created
completely independent from the others. Encryption or decryption can because of this occur on multiple
blocks at once. In counter mode the plaintext itself is not sent through the algorithm. Instead a counter block
is created through AES of size 128-bits that is XORed with the plaintext block of size 128-bits. If the last

plaintext block that is created is shorter than 128 bits, the counter block will adjust its size meaning that
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no padding is necessary as for other modes. Reasons why CTR is the recommended AES mode include its
high-efficiency, no block-padding, provable security, parallelizability, random-access property and no error
expansion. The important part with CTR is the management of counter blocks. Since each block of plaintext
uses a counter block to XOR against each counter block must be unique. If the same counter block is created
for two different plaintext blocks the algorithm’s confidentiality may be compromised. Therefore there needs
to be good counter management in place. This could include having an incremental function that initiates
when the first counter is created. The function would then create new counters in a way so that no counter
blocks are the same [25].

4.1.2 Authenticated Encryption

The CCSDS has acknowledged that encryption without specified origin can result in weaker security. This
opens up for authenticated encryption where the data encryption is combined with authentication so that
when encrypted data is received the origin can be authenticated. For the AES algorithm there is a mode that
combines the CTR mode with authenticated encryption. This mode is called Galois Counter Mode (GCM).
Together with AES the recommended algorithm by the CCSDS is AES/GCM for authenticated encryption
[25].

AES/GCM can be both pipelined and parallelized which is favourable when low CPU overhead and high
speed are prioritised. Here each encryption/decryption is dependent on either a hardware or software imple-
mentation where each individual thread needs to be implemented. The algorithm combines AES with Galois
authentication. Worth noting is that the security strength is implementation dependent where the algorithm
is dependent on Initialization Vectors (IV’s). If one IV is repeated it will become less secure against forgery
attacks. Moreover, the IV’s are recommended to be restricted to a size of 96-bits. This is to make it efficient
and to promote simplicity of design [25].

4.2 Authentication

The CCSDS recommend three different algorithms for authentication, Hash-based Message Authentication
Code (HMAC), Cipher-Based Message Authentication Code (CMAC) and Digital signature based algorithms
. What algorithms suit a system best is therefore dependent on the mission itself. HMAC is considered to have
good efficiency and would work well if no other algorithm is implemented and there is a limited CPU-power.
CMAC is good for systems where there is a block-cipher based encryption algorithm in place, because this
could also be used for the authentication. The digital signature algorithm is best for large networks such as an
IP-based constellation [25].

The HMAC algorithm has the characteristics of an hashing algorithm where an input will result in a fixed-size
output. This output is called a “check word”, “message digest” or “Integrity Check Value” (ICV). This hash-
ing algorithm is combined with a symmetric secret key to create a “Message Authentication Code” (MAC).
So in general the HMAC will take three input parameters, the message, a secret key and a hash function.
SHA-256 is the recommended hashing algorithm by the CCSDS but they also state that if another algorithm
is agreed upon by the communicating parties, they can use another. Other algorithms include SHA-224, SHA,
384, SHA-512 and RIPE-160. SHA-1 should never be used. The CCSDS also discusses the use of truncation
in HMAC. Whether or not this strengthens the algorithm is debatable and should therefore only be used when
bandwidth is critical and it is necessary to minimise the overhead [25].

18



Signature authentication

Client/Ground Server/Satellite

< Generate public key pair using RSA >
|

< Create a hash of the message using SHA-256 >

|
< Encrypt the hash using the servers private key to create a signature >

!
|
|
|
|
|
|
|
|
|
|
|
|
>3

encryption(server private key, "hash of ge") + plair

)

|
< Decrypt hash using servers public key >
|

< Run message through the same hashing algorithm, SHA-256 >

T
|

< If the decrpyted hash matches the generated hash the signature is valid. >

Figure 1: Sequence diagram of a signature from satellite to ground.

The CMAC is also a symmetric key based algorithm where instead of a hash function, it uses a block cipher
where AES is the recommended algorithm. Just like AES, CMAC uses either a 128-, 192- or 256-bit key
where the 256-bit key is the recommended one. If authenticated encryption is used such as AES/GCM then
that can work instead of using a separate authentication algorithm. An implementation of AES/GCM can be
used for both authenticated encryption and encryption only. There are several digital signature base algorithms
that are recommended by the CCSDS: the Digital Signature Algorithm (DSA), the Rivest-Shamir-Adleman
(RSA) Digital Signature Algorithm, and the Elliptic Curve Digital Signature Algorithm (ECDSA). The main
difference with these compared to the previous is that these are asymmetric. So in order to use these, the

receiver and the sender would need a key-pair each [25].

4.2.1 Signatures

Another way to achieve authentication without doing it as a part of encryption is to use digital signatures.
These play a crucial role in cryptography today, providing a way to verify the authenticity and integrity of
digital messages or documents. Two popular algorithms used for generating digital signatures are RSA and
Ed25519, each with its unique attributes and mechanisms where Ed25519 is a type of ECDSA algorithm [26].

RSA, named after its inventors Rivest, Shamir, and Adleman, is one of the oldest and most widely used
public-key cryptography systems. It relies on the mathematical properties of large prime numbers and their
products. In the context of digital signatures, RSA uses a pair of keys: a private key, which is kept secret by
the signer, and a public key, which is shared with anyone who needs to verify the signature. When a signer
wants to sign a document, they use their private key to encrypt a hash (a fixed-size digest) of the document.
The result is the digital signature. To verify this signature, the receiver uses the signer’s public key to decrypt
the signature and recover the original hash. If the decrypted hash matches a freshly computed hash of the
same document, the signature is considered valid, confirming that the document has not been altered and was
indeed signed by the holder of the private key [27]. The process of signing and verifying is illustrated in a

sequence diagram in Figure 1.
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Ed25519 is a more recent signature scheme that uses elliptic curve cryptography, specifically designed to pro-
vide high security, performance, and resistance to side-channel attacks. Ed25519 also operates with a pair of
keys: a private key for signing and a public key for signature verification. However, Ed25519 signatures are
much shorter and faster to compute than RSA signatures. The process involves the signer using their private
key and a unique random number to generate a signature on the hash of the document. The signature gener-
ation and verification involve mathematical operations based on the properties of elliptic curves. Like RSA,
the validity of a signature is verified when the computed parameters using the public key and the signature
match the document’s hash [26].

Both RSA and Ed25519 ensure that signatures are computationally feasible to generate but extremely difficult
to forge without access to the private key. However, Ed25519 offers some advantages over RSA, such as
faster operations, and better resistance to certain types of cryptographic attacks. The choice between RSA
and Ed25519 often depends on the specific requirements of the system, including compatibility, performance,

and the level of security needed [26].

4.3 Key Management

The key management protocol is a vital part of the system. A compromised key could result in an attacker
with unlimited access to the system. Given the critical aspect of key management, the CCSDS has recom-
mendations in place for satellite systems. There are two main infrastructures in key management, Secret Key
Infrastructure (SKI) and Public Key Infrastructure (PKI). Where the SKI is for symmetric keys and the PKI

is for asymmetric keys [28].

4.3.1 Secret Key Infrastructure

There are several stages a key goes through that all need to be planned for and outlined in advance: pre-
operational, operational, post-operational and obsolete/destroyed. In the pre-operational and operational
stages the key is created and stored for use. These are the stages that are relevant for this thesis. The other
two handles how to archive a key that is not used in operation but might need to be accessed later and also
how to get rid of keys that have no use [28].

To guarantee key safety, there is a topology with three key-levels for an SKI: Master Key Level (MK), Key
Encryption Key Level (KEK) and Transport Protection Key Level (TPK). The MK is the most crucial key.
This key can only be sent over a physical connection. This means that the MK key needs to be generated and
uploaded to the satellite before launch. MK keys will be stored as a read-only file in the system so that it can
never be changed or manipulated. However, the keys can still be read before launch so it is important to keep
all the hardware safe from any malicious actors. The purpose of the MK is to guarantee a safe key exchange
between ground and space and never for encryption of messages. It is only used when a new KEK is created.
In turn, the KEK is also never used for encryption messages and is also used only for a safe key exchange of
the TPK keys. These keys are used for encryption and authentication. To maintain a good security practice,
these keys are only used once for each session before they are taken out of operation, where a session is
certain amount of time where the ground segment and the space segment are communicating. Exactly how
long time each session will take is dependent of what is beeing sent, but generally a session is closed when
the ground segment is satisfied with the response for that time. That is also the reason why three main levels

of keys are necessary. One level for session keys that are replaced regularly, one level of a secure exchange
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of session keys and one level to guarantee a secure exchange. Additionally, there can be several levels inside
KEK that are either related or unrelated [28].

4.3.2 Public Key Infrastructure

Public Key Infrastructure (PKI) serves as a critical component in securing electronic communications and
transactions across various areas that relates to digital communication. This framework is important to ensure
the integrity, confidentiality, and authenticity of data transmitted between satellites and ground stations by
using digital certificates, encryption methods, and robust identity verification mechanisms [29]. The main
difference between PKI compared to SKI is that PKI requires a third party for authentication. For this, PKI
uses digital certificates, which are electronic documents binding public keys with their respective owner’s
identity details. Authentication through PKI ensures that both ends of a satellite communication link — being
between two satellites or a satellite and a ground station — can verify each other’s identities. This capability
is crucial to mitigate against impersonation attacks, where an attacker might pose as a legitimate entity in the
network [30].

Despite its numerous benefits, implementing PKI in satellite communications involves overcoming chal-
lenges. Key management is particularly complex due to the remote and often inaccessible nature of satel-
lite operations. Managing the keys and certificates efficiently requires robust automated systems capable
of handling key generation, expiration, renewal, and revocation processes without human intervention [30].
Additionally, the latency inherent in satellite communications can complicate real-time exchanges and verifi-
cation’s of certificates and public keys, posing a challenge to maintaining a swift and secure communication

channel.

4.4 Digital Certificates

As mentioned above, when working with public key-pairs the system will have to use certificates. Even with
a robust system for encryption, authentication, and key management in place, each entity needs to ensure it is
communicating with the correct counterpart and not an imposter. For a system where the signature keys are
already in place, this will not be much of an issue. But anytime a key-pair is updated that public key needs to
be sent out in a way so that everyone else knows for sure that the public key does not belong to an imposter.

To guarantee the sender of a public key a digital certificate can be used [31].

The way a digital certificate normally works is through a third trusted party called a Certificate Authority
(CA). These CA’s will add their private keys to a certificate and then when a receiver of a public key gets
the key and certificate, they can authenticate using the CA’s public key. If both parts trust the certificate is
authenticated and the public key can be stored for validating future signatures. If both parts don’t trust the
same CA the CA would have to use another CA creating a chain until a common CA could be found. This

chain however is out of the scope of this thesis and the assumption is made that all parties trust the same CA.

4.41 X.509

When it comes to choosing a certificate for space communication, X.509 certificates is according to the
CCSDS and NIST a preferred choice. It is also these certificates are recognized and used by a wide range of
organizations, specially within the space sector. The certificates operate within a Public Key Infrastructure
(PKI), and utilizes network of CAs, like most strong certificates. Additionally, X.509 certificates works with
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recognized cryptographic standards and support various encryption algorithms, allowing them to adapt to dif-
ferent security requirements. Their flexibility extends further by enabling the representation of a wide range
of entities, from individual devices to entire organizations, providing a robust and versatile means of securing

communications in space operations [31] [32]. In other words, X.509 is a very robust and versatile certificate.

Furthermore, the certificate lifecycle management that comes with the X.509 standard is both mature and
well structured, offering a good framework for issuing, renewing, and revoking certificates. This manage-
ment structure ensures that only authorized and trusted entities have access to sensitive space mission data.
If an incident where to occur, the X.509 offers a god audit trail so that it can be traced back to the source.
In contrast, other protocols is not always this good in managing credentials. Additionally, the flexibility and
versatility of X.509 certificates make them well-suited for a diverse array of authentication scenarios, from
securing ground control communications to safeguarding data exchange between satellites and other space
systems. The certificates ensure data integrity and confidentiality through their strong cryptographic capabil-
ities, reducing the risk of tampering or unauthorized access. For some environments the chain of CA’s can be
hard to utilize making a rotation of certificates harder do accomplish. Satellite communication beeing one of
these cases due to its high latency. In these cases it is possible to use longer lasting certificates. How long one
certificate can be used is dependant on several factors. It is of utmost importance that the certificate and the

private key that is related to the certificate, i.e. the private key from the CA, is stored securely [31].

For the X.509 certificate there is a validity period to take into account. This period is closely related to
the cryptoperiod of the public key contained within the certificate. This period is defined by two variables,
notBefore and notAfter, that needs to align with the lifetime of the public key [32].

4.5 Hardware Security Module

The process of storing the cryptography keys in a secure way that is also easily accessible is important, this
needs to be thoroughly implemented. One way of doing this is through a Hardware Security Module (HSM).
An HSM is a physical computing device that can be used to manage cryptographic keys and provides safe
storage for them. These modules traditionally come in the form of a plug-in card or an external device that
attaches directly to a computer or network server. HSMs are designed to securely generate, store, and manage
cryptographic keys used for data encryption such that sensitive keys do not get exposed to the outside world.
They are essential for the execution of cryptographic operations and key management functions securely,
including key generation, encryption/decryption, certificate signing, and authentication to access control sys-
tems. HSMs are crucial in various security-sensitive environments and data-sensitive technologies, where
protecting data is important. They provide a higher level of security against data breaches compared to
software-based key management because the physical and logical protections of the HSM prevent unautho-
rized access and tampering. By offloading these crucial security functions to a dedicated processor within the
HSM, actors can not only secure cryptographic keys but also speed up the processing time for cryptographic
operations, thereby enhancing overall system performance and security [33]. Another aspect of the HSM is
that they can be used to accelerate cryptographic algorithms. This is done by implementing the algorithm
into the hardware just like with the cryptographic keys. This will in turn make the cryptographic operations
faster and reduce overhead. This is something that is desirable, especially in a smaller resource constraint

environment like a satellite [34].

When it comes to integrating an HSM into a system an API (Application Programming Interface) can be used.
This API can either be standardized like PKCS#11 and work with several devices, or it can be an API that is
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developed by the HSM vendor [35].

4.6

Cryptoperiod Recommendations

One last factor that affects the security of a cryptographic key or process is its lifespan. NIST has published

in a report different recommendations for keys that fulfill different purposes. This is all published in "Recom-

mendation for Key Management: Part 1 - General" [32]. There are different recommendations for all types of

key depending on the size of the data and the frequency it is being used as described below.

4.6.1

Symmetric Key for AES/GCM

Encryption of Larger Volumes Over Short Period: For encrypting large volumes of data over short
periods, the originator-usage period is recommended to be on the order of a day or a week. This is to
minimize the risk of key compromise due to the large amount of data encrypted with a single key. Large

volumes are considered to be in the size of gigabytes to terabytes over the lifetime of one key [32].

Encryption of Smaller Volumes: For smaller volumes of data, an originator-usage period of up to
two years is suggested. Smaller volumes reduce the risk of key compromise and allow for longer usage
periods. Small volumes are considered to be in the size of kilobytes to megabytes over the lifetime of
one key [32].

4.6.2 Asymmetric Key-Pair for RSA or Ed25519 Signatures

Private Signature Key: Typically, the cryptoperiod for a private signature key is 1 to 3 years. This

balances the need for security with the practicalities of key management [32].

Public Signature-Verification Key: The cryptoperiod for the corresponding public signature-verification
key can be several years, depending on the key size. Larger key sizes generally have longer cryptoperi-

ods because they are more resistant to cryptographic attacks [32].

Private Authentication Key: The cryptoperiod for private authentication keys should be no more than
one or two years. This duration depends on the sensitivity and criticality of the information being

authenticated and the environment in which the key is used [32].

Public Authentication Key: The cryptoperiod for public authentication keys is typically the same
as the corresponding private key, usually no more than one or two years. This ensures synchronized

validity periods for both private and public keys used for authentication [32].

4.6.3 X.509 Certificates

Certificate Renewal: Certificates can be renewed by issuing a new certificate with the same public
key. However, the total validity period across all renewals should not exceed the cryptoperiod of the
public key. This means that even if a certificate is renewed, the underlying key must be re-evaluated

and possibly re-issued within its cryptoperiod [32].

Public Key Cryptoperiods: The cryptoperiods for various public keys can range from one to two years
for key transport keys to several years for signature-verification keys. This range depends on the key
type and the usage environment, ensuring that keys are used within a timeframe that minimizes the risk
of compromise while maintaining operational efficiency [32].
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5 Result 2 - System Design

In this chapter the system design will be presented. These are a combination of the findings from previous
chapters that are put together. To ensure secure communication between the satellite constellation and the
ground segment this thesis will suggest doing it in two layers. Where the first layer is an encryption layer that
uses AES/GCM-256 and the second layer, that is within the encryption layer, is a digital signature that either
uses RSA or the ECDSA algorithm Ed25519. In Figure 2 a high-level design of the system is presented. What
the diagram shows is how the two-layer approach would work in reality with a focus on the signature. When
a user wants to send a message to one of the satellites in the constellation the message would first be signed

with a digital signature and then encrypted.
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Figure 2: High-level diagram of the encryption layer and signature layer.

In order for making the high level structure work, the underlying structure of the system is divided into several
components that together will ensure security. Each component will be in charge of one or several security

measures and they will all work close together. This is illustrated in Figure 3
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Figure 3: Diagram of how the security components are related to each other.

All of these components will both provide interfaces and rely on other components interfaces. These inter-
faces can be different methods that perform calculations or retrieve a key from the storage. The way the
modules are related to each other can be described as:
Hardware Security Module <— Key Management Component:
= Provided interface (Key Management Component): Provide key schedule
Hardware Security Module «— Encryption Component:
= Provided interface (Hardware Security Module): Execute cryptographic operations
Hardware Security Module «+— Signature Component:
= Provided interface (Hardware Security Module): Digital signature operations
Hardware Security Module «— Certificate Component:
= Provided interface (Hardware Security Module): Provide key, manage key validity
Key Management Component <— Certificate Component:

» Provided interface (Certificate Component): Certificate for binding new public, verify certificates in-

coming with new public keys
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Key Management Component «<— Encryption Component:

» Provided interface (Key Management Component): Provide updated public keys with certificate to be

transmitted

» Provided interface (Encryption Component): New keys with certificates from other entities.
Encryption Component «— Signature Component:

» Provided interface (Encryption Component): Decrypted data ready to be signed

» Provided interface (Signature Component): Signed data ready to be encrypted
Encryption Component:

» Provided interface (Encryption Component): Encrypted data for transmission
Signature Component:

» Provided interface (Signature Component): Authenticated and decrypted data

6 Result 3 - Performance Test

The implementation process of the system relies highly on the HSM and the API that goes with it. All the
cryptographic algorithms will be accelerated into it and all of the keys will be stored in it. Choosing hardware
and integrating it with the system has been outside the scope of this thesis so implementing the system as a

whole has not been possible. However, some implementation has been accomplished using the python library

cryptography.

6.1 Test on encryption

Even though the CCSDS recommendations said that 256-bit key length is preferred for new systems the fact
stands that a longer key requires more computational resources than a shorter key. To test how big this dif-
ference is the AES/GCM encryption algorithm was implemented with both a 128-bit and 256-bit key length.
Then a folder with different sizes of image data was put through the encryption algorithm where it was first
encrypted and then decrypted. The algorithm was then encapsulated with the cProfile library. This creates a
profile of the time it takes for each individual algorithm to run, thus enables for measurement of the encryp-
tion algorithm. This result is presented in Figure 4. The test was performed on data sizes ranging from 10MB
to 40000MB and the result for each data size is the mean value from running the program 20 rounds 10 times,

so 200 rounds in total for each key type and data size.
The result from the test on AES/GCM shown in Figure 4 shows that there is a difference in time with the

256-bit key taking longer than the 128-bit key, for all data sizes up to 3500MB. At 4000MB the encryption

for both key sizes and the decryption for both key sizes is getting closer to each other.
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Figure 4: Runtime test for AES/GCM with 128- and 256-bit key length

Implementaion of Digital Signature

Using the same cryptography library, a digital signature class was implemented in python as shown in ap-

pendix A. This class has been implemented without the use of an HSM and only in python code in an attempt

to understand the algorithm and different pitfalls for implementation. Below is the code outlined and then an

explanation in written text. The signature is based on keys created using the ED25519 elliptic curve algorithm.

Explanation of the code:

The SignatureManager class is a key component of the security framework in the project, designed to
handle digital signatures for secure data transmission. Below is a detailed explanation of its implemen-

tation and the associated security concerns.

The __init__ method initializes an instance of SignatureManager with an optional configuration path.
If a configuration path is provided, it triggers the load_config method to load necessary parameters from
a configuration file. This file includes crucial elements such as the identifier for the signature (signld)

and paths to the private and public keys used in the cryptographic processes.

The load_config method opens and reads the JSON configuration file, setting the appropriate attributes
for signature ID, and the paths to the cryptographic keys, followed by a call to load_private_key to

import the private key from its storage location.

The load_private_key method attempts to load the private key from the specified file path using a stan-
dard private key serialization format (PEM). If this process fails, due to reasons such as file corruption,
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missing file, or incorrect path, it logs an error. Similarly, the load_public_key method is designed to

load the public key when needed for signature verification.

The hash method creates a cryptographic hash (SHA-256) of the provided data, which is a standard

practice for ensuring data integrity before signing or verifying a signature.

The sign function attempts to sign the hashed data using the loaded private key. If the private key is
not loaded or if any other error occurs during the signing process, it logs the error and returns None,

indicating the failure of the signing process.

The verify_signature method involves several steps. First it updates the public_key_path according to
the identifier of the key owner and attempting to load the corresponding public key. Secondly, if the
public key is successfully loaded, it proceeds to verify the signature against the provided data hash. If
the verification fails, either due to a genuine mismatch (indicating potential tampering) or a technical

failure, it logs the specific error.
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7 Discussion

For this chapter the different components, threats and challenges with satellite communication will be dis-

cussed.

7.1 Design Choices for the System Design
7.1.1  Encryption Component

The chosen algorithm is AES/GCM-256 since this is a recommended algorithm that is proven to be both
secure and durable. The cryptographic operations for this system will be accelerated into the HSM meaning
that the encryption component will not be doing any of the actual encryption, it will however handle that data
that is to be encrypted and decrypted. Either data that is signed will come from the signature component to the
encryption component to be encrypted or already encrypted data will come to be decrypted. The role of the
encryption component will be to handle the data and the commands necessary for this process to work. Since
AES/GCM uses counters and [Vs that both needs to be unique and that can not be used twice, the encryption
component could also be a suitable place to keep track of these. This could be done with something as simple
as lists that stores the used numbers. One list for counters and one for IVs. When a session is finished the
list for counters will be emptied and each number can be used again. For IVs however the same number can

never be used twice for the same key so this list will have to remain for the entire lifespan of that key.

The encryption component is important as it processes messages both inbound and outbound. It acts as the
port to outside of the security system. A fundamental decision is whether to encrypt all communications.
By encrypting all data, the system can prevent a wide range of threats like spoofing or eavesdropping. This
comprehensive approach means that the encryption component should sit close to the communication module
that interacts with the antennae. Here, the encryption component can encrypt telemetry commands before
they reach the various subsystems (such as the Attitude and Orbit Control System and the Electronic Power
Supply). Ideally, it should also precede the Command and Data Handling System (CDHS), since this is the
brain of the satellite where all the commands are sent further.

Furthermore, since AES/GCM uses authenticated encryption the encryption layer will also have its own signa-
ture within the encrypted layer that verifies the encrypted message through a MAC (Message Authentication
Code), this helps mitigating against replay attacks.

In summary the encryption component will consist of the following:
= List for counters
= List for [Vs
= Connection to communication module
= Connection to the HSM
= Encryption management

= Decryption management
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7.1.2 Signature Component

Similar to the encryption component, the signature component handles the data processed by the security sys-
tem. It is essential for ensuring data authenticity in satellite communications, providing a mechanism to verify
that messages originates from trusted sources and haven’t been altered. By leveraging digital signatures, this
component can embed cryptographic assurances into every message. The chosen signature algorithm could
be either RSA or Ed25519. RSA is more established and widely compatible, while Ed25519 is faster and
offers stronger resistance against side-channel attacks. Given the layered architecture of key management,
this component will also need to coordinate with the certificate module to validate the public keys it uses.
The other part of the signature is creating a hash of the data that is then to be signed i.e. encrypted using the

private key. The hashing algorithm chosen for this is SHA256.

When designing the signature component, one key challenge is ensuring it works efficiently alongside the
encryption module without introducing unnecessary latency or processing overhead. By integrating signature
operations with hardware acceleration from the Hardware Security Module (HSM), the component can of-
fload these tasks to specialized processors that are optimized for cryptographic calculations. This approach
minimizes the computational load on the satellite’s onboard systems. However, signature validation requires
careful coordination with the encryption component to guarantee that only validly signed messages that have
been decrypted are processed further. Failure in this coordination could result in the acceptance of malicious
or tampered messages, posing a significant security risk.

Another aspect of the Signature component is whether or not it is necessary to have it at all. The encryption
layer utilizes MAC authentication as part of the authenticated encryption, so having a signed layer within
might seem redundant. What’s effective in this case is that the system will work in between many different
actors not only the different satellites in the constellation, but also between PandionAl and their customers.
By having an asymmetric digital signature it is easier to add more actors to the system and at the same time
validate their messages. Since each actor and entity will have their own key pair it will also be easier to trace

who sent what message.

Lastly, since the signatures will use asymmetric cryptography there needs to be a process in place that rec-
ognizes where the message came from so that the right public key can be used for verification. To solve this
issue, each device will have configure file and each message will come with a signature ID. In the configure

file each signature ID is connected with the path to where its public key is stored in the HSM.

In summary the signature component will consist of the following:
» Signature management
= Verification management
= Configure file
= Connection to the HSM

» Connection to the CDHS
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7.1.3 Certificate Component

The certificate chosen for this system is the X.509 certificate. The certificates bind the identities of entities
to their public keys, which ensures that the communication within the satellite network is trustworthy. In the
context of AlertSat, the certificate component’s implementation would involve creating a robust Public Key
Infrastructure (PKI) that can maintain a secure environment, despite the unique challenges of satellite com-
munication. The implementation requires secure generation and storage of digital certificates, which would
be managed by a Certificate Authority (CA). This CA would issue certificates to both ground and space seg-

ments, allowing each party to authenticate and validate the identities of their communication partners.

To implement the certificate component, the CA must first generate and securely store private keys in a Hard-
ware Security Module (HSM) to protect them from unauthorized access. The CA then signs the public keys
with its private key and issues the certificates to various entities. On the ground, the certificates can be dis-
tributed to the relevant user interfaces, ground stations, and cloud services involved in data exchange with
the AlertSat system. On the satellite, these certificates should be preloaded securely in the HSM. However,
several pitfalls can occur during the implementation of the certificate component. One significant challenge
is ensuring that the CA’s private key remains secure. If compromised, it would lead to the fraudulent issuance
of certificates, making the entire PKI structure untrustworthy. This could allow an attacker to impersonate
legitimate entities or inject false data. The secure generation and storage of private keys within an HSM can
help mitigate this risk. Additionally, the use of redundant CAs, or distributing CA responsibilities across

trusted authorities, ensures the security of the certification process.

Another challenge arises from the high latency in the communication. Keeping all certificates up to date, es-
pecially during certificate renewal or rotation, can be problematic when communication windows are limited.
This could lead to synchronization issues, where outdated certificates fail to establish secure connections,
blocking data exchange. To address this, certificates should have a carefully considered validity period that
minimizes the need for frequent renewal. From the recommendation this period should not however be longer
than two years. Furthermore, securely distributing pre-issued certificates to the satellites before launch or
designing a layered key management system can help maintain communication during periods when direct

certificate renewal is not possible.

Finally, performance concerns are critical, particularly in resource-constrained satellite environments. The
certificate component must minimize computational overhead, given the limited power and processing capa-
bilities of microsatellites. This can be achieved by using optimized cryptographic algorithms like the RSA
Digital Signature Algorithm or Elliptic Curve Digital Signature Algorithm (ECDSA), which offer quicker
verification and validation processes. Hardware acceleration through HSMs can further improve performance

by offloading cryptographic calculations, ensuring that the certificate component operates efficiently.

7.1.4 Key Management Component

For the key management two different infrastructures was suggested in section 4: SKI and PKI. Since there
will be two separate components, encryption and signature, that each needs their own keys it is a good idea
to look at these components separately to determine what is best. Since symmetric cryptography is recom-
mended for encryption in systems where the computational resources are limited according to the CCSDS,
it is reasonable to build the key management for the encryption based on this which will be the SKI. For

the digital signatures there are symmetric algorithms such as the CMAC, but for this design a asymmetric

31



function will be used which entails a PKI key management. Both the SKI and the PKI will be handled by the
Key Management Component but the actual keys will be stored in the HSM. Storing the keys in this way will
ensure another layer of security.

SKI Design: The SKI is based on three key levels that together acts as the backbone of the security. To get
these layers to work together this thesis divide a process for how a message can be securely sent by a user to
a satellite into three phases.

= Master Key Creation: Before launch, a Master Encryption Key (MEK) is generated and uploaded
to the satellite and ground segments using a secure physical connection. The MEK is not transmitted
over any wireless connection, ensuring its integrity. This key acts as the foundational trust anchor for

subsequent key exchanges.

= Key Encryption Key management: The MEK facilitates the secure distribution of the KEK, which
is used to transport session keys. KEKs are specific to each customer or data exchange group and
rotate periodically or after specific events, ensuring that even compromised keys remain valid for only

a limited time.

= Session Key Creation: The KEK allows the creation of session keys. These keys are used for a single
session before being invalidated, providing a secure yet flexible mechanism for encrypting communi-

cation between the satellite and ground stations.

= Key Lifecycle Management: Each key type—MEK, KEK, and session keys—has a specific lifecycle,
including generation, activation, rotation, and revocation. The HSM should securely store and manage

these lifecycles, ensuring expired or obsolete keys are removed.

PKI Design: The PKI is based on assymetric cryptograhy and will be used to handle the private and public
keys for the system. The main difference for the SKI and the PKI is that instead of using a master key as
the deepest layer of authentication, there will be a certificate in place for when a new key is to be distributed.
Each device will have it’s own private key securely stored in the HSM together with its own and all the other
devices public keys. Since the PKI key-pairs will be updated and more entities will be added to the system
there need to be a process in place for the public keys to be handled. This will also be one of the responsi-
bilities for the PKI. Everytime a key-pair is updated, the new public key will be bound to a certificate and
then transmitted to the other entities in the system. To do so the key management component needs to be
connected to the encryption module so that it can be encrypted for safe transportation. Since the message is
already authenticated using the certificate there is no need to pass through the signature component.

Furthermore, the key management component needs to be linked with the certificate component so that in-

coming certificates with public keys from other entities can be verified.

The PKI can be divided into four phases that show the lifespan of each key:

» Phase 1 - The public key-pair is created and stored securely on the HSM. These keys are both created,
using either RSA or ECDSA, and stored inside the HSM.

= Phase 2 - The public key needs to be distributed to all the other devices. This is done by binding
the public key to a certificate by encrypting the key using a private key distributed by a CA and then

transmitted.
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= Phase 3 - Once the key is transmitted the old keys needs to be archived in a way so that they can be

accessed if necessary.

» Phase 4 - The last phase of an PKI is to erase the keys that are no longer in use and where it is certain

that they will not be needed in the future.

7.1.5 Hardware Security Module (HSM)

The Hardware Security Module is the heart of the proposed security system. In the context of the AlertSat
system, the HSM is crucial for safeguarding sensitive information by offering a tamper-resistant storage so-
lution that keeps private keys, certificates, and encryption algorithms secure from unauthorized access. Given
that satellite communication is inherently exposed to a range of cyber threats like eavesdropping and spoof-
ing, the HSM is designed to act as the trusted vault, where the secure execution of cryptographic operations
directly within the hardware can take place. This not only protect the operations and sensitive information
from attackers, it also accelerate the cryptographic operations. By offloading these tasks from the main on-
board computer, the HSM reduces the computational burden on the satellite’s central processing unit, thereby

improving overall system performance.

A challenge relates to key management within the HSM. While the module securely stores keys and certifi-
cates, it must also facilitate smooth key rotation, backup, and recovery processes. If a key is compromised or
needs updating, the HSM should support secure key generation and distribution across the satellite network.
This requires a well-designed key management protocol that ensures that the keys are updated while avoiding
synchronization issues between the ground station and satellite. This part will be handled by the key manage-
ment component but since the operations in generating new keys is integrated into the HSM the link between
the two needs to be well implemented. Moreover, the HSM must allow for secure backup and recovery, which
is essential given the impossibility of physically accessing the satellite after launch. Backup keys should be

securely stored, and recovery procedures need to be foolproof to prevent accidental data corruption.

Finally, performance concerns must be considered, given the limited processing resources available on satel-
lites. Although the HSM offloads cryptographic tasks, it must do so efficiently to avoid introducing significant
delays in the communication process. The module must be optimized to handle intensive cryptographic oper-
ations swiftly, particularly when dealing with encryption modes like AES/GCM or digital signatures through
RSA or ECDSA. Efficient handling of initialization vectors (IVs) and session keys can prevent performance

bottlenecks while maintaining secure key exchange between the ground station and satellite.

In summary the HSM will consist of the following:
= Accelerated AES/GCM-256
= Accelerated RSA or Ed25519
» Accelerated SHA256
» Secure storage for AES/GCM master key
= Secure storage for AES/GCM transport encryption key
= Secure storage for AES/GCM session key

= Secure storage for own public key-pair
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= Secure storage for other entities public keys
= Secure storage for own certificate

= Secure storage for CA’s public keys to verify other entities certificates.

7.2 How the system works given communication-challenges
7.2.1 Latency

To tackle the issue of latency this security system has proposed several design choices. Where the encrypted
layer in ground communication normally utilizes security protocols such as TLS/SSL or IPsec this system
will integrate symmetric encryption into the hardware where the trust is coming from the master key that is
integrated from the start. The issue that arises with this process is that there is still a need to create session
keys for the sessions. Even though the connection might not take as long to establish as for the more standard
ways, it will still take some time. This issue is hard to work around without reducing the security of the
system. One way that would still reduce the security would be to not use session keys for only one session
but for a longer period of time. The scheduling would then have to be done in a way so that the session key is

updated in a window where the satellite is not communicating important information.

Another option that is applicable is to not use the proposed SKI design at all. Instead only use on encryption
key that is pre-loaded into the satellite before launch together with a backup key. The issue with doing it this
way is that the satellite will be in operation for several years and using the same key for that time will cause

security risks.

7.2.2 Resource Constraints

Although Pandions payload system will be comprehensive and require large computational resources, there
is still need to properly discuss how this issue could affect the security of the system. Both symmetric and
asymmetric cryptography is requires a lot of resources, especially asymmetric. With the proposed system
both of these types of cryptography is being used meaning that the satellite will require to adhere to this.
The research in this field is clear on that a HSM would help lower the resource demand on the cryptographic
operations by integrating them into the hardware. But exactly how much this would affect the finished is not
possible to say until the system is implemented. If it turns out that the asymmetric signatures will require to
much resources there could be a better idea to use symmteric cryptography for the signatures. This however

would affect the scalability of the signatures.

When it comes to the symmetric AES/GCM algorithm the recommendation says that it is strong and given
the fact that it is symmetric and can be accelerated into the hardware makes it suitable for this system. The
implementation test that was performed using different key-sizes also shows that a key of size 256-bits will

require more resources than a 128-bit key. Although not more than can be accounted for.
7.3 How the system works mitigating threats

7.3.1 Spoofing

Spoofing attacks, where attackers try to impersonate legitimate communication partners, can be mitigated
against using digital signatures. For the proposed security system in this thesis, this functionality comes from

the encryption layer. Since the AES/GCM-256 encryption layer includes a Message Authentication Code
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(MAQC) that verifies message integrity, it also ensures that spoofed signals cannot be injected into the system
without detection. This dual-layered approach with symmetric encryption and digital signatures makes it

challenging for attackers to impersonate authorized entities.

7.3.2 Man-in-the-Middle Attacks

The layered security system prevents man-in-the-middle (MITM) attacks by combining encryption and au-
thentication. The AES/GCM-256 encryption layer ensures that data is encrypted end-to-end and incorporates
message authentication to verify data integrity. Thus, any tampering of messages would be detected through
the MAC included with each encrypted payload. The digital signature layer adds an additional level of ver-
ification by signing each message, allowing the recipient to confirm the sender’s identity. As a result, any
unauthorized actor attempting to intercept and alter communication between satellites and ground stations

would not be able to forge signatures or decrypt encrypted messages, preventing MITM attacks.

7.3.3 Replay Attacks

Replay attacks, where intercepted messages are retransmitted to trick systems into accepting them as legiti-
mate, are countered by the use of initialization vectors (IVs) and counters in the AES/GCM-256 encryption
layer. By ensuring each message has a unique IV and counter combination, replaying an encrypted message
will result in it being flagged as invalid due to the mismatch in sequence. The counters are maintained within
the encryption component, which keeps a record of previously used values to prevent duplicate use. This sys-
tem ensures that each communication session remains unique, preventing attackers from reusing intercepted

messages to gain unauthorized access.

7.3.4 Side-Channel Attacks

Side-channel attacks, which exploit weaknesses in how cryptographic systems are implemented rather than in
the cryptographic algorithms themselves, are mitigated by securely handling sensitive information within the
HSM. The HSM is designed to protect keys and other cryptographic secrets from unauthorized access while
also conducting encryption and decryption operations internally. This minimizes the exposure of sensitive
data to external observation, reducing the likelihood of attackers gaining valuable information through timing
analysis, power consumption, or other external indicators. By keeping key operations within the tamper-
resistant environment of the HSM, the system minimizes the risk of side-channel attacks and ensures that

sensitive keys remain secure.

7.4 Issues with implementation of digital signing

The way the digital signing is implemented in section 6 is not secure enough to be implemented in an actual
security system. The issues are related to key management. There are also other aspects that could be
discussed such as error handling and exception management but that is not relevant for this time. For the key
management the security of the system heavily relies on the secure storage and handling of private and public
keys. Exposure or unauthorized access to these keys compromises the entire security system. The way they
are stored right now is not secure enough but would have to be done in an HSM as outlined in the system
design. This is because the way the signature class works right now is through storage of the keys in PEM

format on the device, which is not as secure as in an HSM.
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8 Conclusion

To summarize, this thesis has proposed a strong security system for satellite communication that uses a multi-
layered security approach that will ensure integrity, confidentiality and availability of data transmitted between
a ground and a space segment. This system also adhere to different threats and that satellite communication

faces.

One of the core principles that this system is based upon is security in depth. By layering security measures
an attack on the communication will be harder to perform. This layered approach ensures that even if one
security mechanism is compromised, additional layers will still provide protection. With the encryption that
serves as a critical component in keeping the data safe, and with authentication through digital signatures that
further enhances the security posture by verifying the identity of the communicating entities. For encryption,
the AES/GCM-256 encryption algorithm was selected due to its balance of security and performance. This
algorithm not only offers robust encryption but also incorporates a Message Authentication Code to ensure
the integrity of transmitted messages, thereby preventing spoofing and man-in-the-middle attacks. The use
of algorithms such as RSA or Ed25519 ensures that messages are not only encrypted but also authenticated,
preventing unauthorized access, data tampering and it will work as an identifier to guarantee where the com-
munication is sent from. The research also underscores the importance of a robust key management system.
The proposed design includes both SKI for symmetric keys and PKI for asymmetric keys. These systems
ensure secure key generation, distribution, rotation, and storage. The inclusion of HSMs is vital for protect-
ing cryptographic keys and accelerating cryptographic operations, thus enhancing both security and system

performance.

Satellite communication comes with challenges such as high latency and limited computational resources.
Standard security protocols used in terrestrial networks, like TLS 1.3 or IPsec, are not directly applicable due
to these constraints. Instead, our approach tailors security measures to fit within the operational parameters of
satellite systems, ensuring that security mechanisms are both effective and efficient. Performance is a critical
concern in resource-constrained satellite environments. The encryption and signature algorithms must operate
with minimal computational overhead. This research highlights the use of optimized cryptographic algorithms

and hardware acceleration through HSMs to achieve the necessary balance between security and performance.

While this thesis provides a theoretical foundation and some initial implementation steps, further work is
required to fully integrate and test the proposed security framework in a real-world satellite system. Future
research should focus on implementing the complete system, addressing any practical challenges that arise,
and refining the design based on operational feedback. It is also important that a finished system is penetration

tested by expert to fully guarantee its safety.

In conclusion, the proposed security framework represents a significant step forward in protecting satellite
communication systems from cyber threats. By combining encryption, authentication, key management, and
hardware security modules, we can create a secure communication environment that ensures the confiden-
tiality, integrity, and availability of critical data. This work lays the groundwork for future advancements in

satellite cybersecurity, contributing to safer and more reliable space-based communication systems.
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Appendix A

class SignatureManager:
def __init__(self, config_path = Nomne):
self.config_path = config_path
if config_path:
self.load_config()

def load_config(self):
with open(self.config_path, ’r’) as config_file:
config = json.load(config file)
self.config = config
self.identifier = config["signId"]
self.private_key_path = config["ownKeys"] ["privateKeyPath"]
self.load_private_key()

def load_private_key(self):
try:
with open(self.private_key_path, ’rb’) as pem_file:
self .private_key = serialization.load_pem_private_key(
pem_file.read(),
password=None,
)
except Exception as e:

logger.error(f"Failed to load private key: {e}")

def load_public_key(self):
try:
with open(self.public_key_path, ’rb’) as pem_file:
self.public_key = serialization.load_pem_public_key(
pem_file.read(),
)
except Exception as e:

logger.error(f"Failed to load public key: {e}")

def hash(self, data):
digest = hashes.Hash(hashes.SHA256())
digest.update(data.tobytes())

return digest.finalize()

def sign(self, data):
if not self.private_key:
logger.error("Private key not loaded.")
return None
try:
data_hash_bytes = self.hash(data)
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def

signature = self.private_key.sign(data_hash_bytes)
return signature, self.identifier

except Exception as e:
logger.error(f"Signing failed: {el}")

return None

verify_signature(self, signature, data, identifier):
self .public_key_path = self.config[’publicKeys’] [identifier]
self.load_public_key()
if not self.public_key:
logger.error("Public key not loaded.")
return False
try:
data_hash_bytes = self.hash(data)
self.public_key.verify(signature, data_hash_bytes)
return True
except InvalidSignature:
logger.error("The signature is invalid.")
return False
except Exception as e:
logger.error(f"Verification failed: {e}")

return False
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