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Abstract 

The idea of Artificial intelligence (AI) has a long history in both research and fiction 
and has been applied in educational settings since the 1970s. However, the topic 
of AI underwent a huge increase of interest with the release of ChatGPT in late 2022, 
and more people were talking about generative AI (GenAI or GAI). According to some 
estimates, the number of publications on generative AI increased with 2269.49% 
between 2022 and 2023, and the increase was even higher when related to computing 
education. The aim of this study is to investigate the potential strengths, weaknesses, 
opportunities, and threats of generative AI in computing education, as highlighted 
by research published after the release of ChatGPT. The study applied a scoping 
literature review approach with a three-step process for identifying and including a 
total of 129 relevant research papers, published in 2023 and 2024, through the Web 
of Science and Scopus databases. Included papers were then analyzed with a theoreti-
cal thematic analysis, supported by the SWOT analysis framework, to identify themes 
of strengths, weaknesses, opportunities, and threats with generative AI for comput-
ing education. A total of 19 themes were identified through the analysis. Findings 
of the study have both theoretical and practical implications for computing educa-
tion specifically, and higher education in general. Findings highlights several chal-
lenges posed by generative AI, such as potential biases, overreliance, and loss of skills; 
but also several possibilities, such as increasing motivation, educational transformation, 
and supporting teaching and learning. The study expands the traditional SWOT analy-
sis, by providing a risk management strategy for handling the strengths, weaknesses, 
opportunities, and threats of generative AI.

Keywords:  Generative AI, Computing education, Risk management strategy, 
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Introduction
It can be difficult to pinpoint the exact roots of Artificial Intelligence (AI), but what can 
be considered an early example is that of Isaac Asimov’s Science Fiction short story 
“Runaround” in the 1940s and the Three Laws of Robotics, which stipulates the rules 
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an intelligent machine must follow (Haenlein & Kaplan, 2019). Some years later, Alan 
Turing published “Computing Machinery and Intelligence” in 1950, a seminal paper 
where it is discussed how to create and test the intelligence of machines, the famous 
Turing Test (Haenlein & Kaplan, 2019). The term Artificial Intelligence was then coined 
in 1955 when John McCarthy, by many considered the father of AI, together with Mar-
vin Minsky, Nathaniel Rochester, and Claude Shannon wrote a proposal for a summer 
research project to the Rockefeller Foundation, with the title “Dartmouth Summer 
Research Project on Artificial Intelligence” (Haenlein & Kaplan, 2019; Rajaraman, 2014).

Applying AI in the field of education (AIEd) has been practiced and researched since 
the 1970s (Luckin et al., 2016; Robertson, 1976). Some notable examples are BUGGY, a 
system that teach subtraction and addition based on the user’s potential misconceptions, 
and iTalk2Learn, a system that supports learners to understand fractions based on cog-
nitive needs, mathematical knowledge, emotional state, and previous feedback (Luckin 
et al., 2016). Previous literature reviews in the field have noted that AIEd shows poten-
tial in supporting teachers and students through individualization of education, but that 
there are challenges related to, for example, biases, ethics, privacy, and limitations of the 
AIEd systems’ capabilities (Chiu et al., 2023; Humble & Mozelius, 2022; Zhang & Aslan, 
2021), AIEd systems, or Intelligent Tutoring Systems (ITS), with limited capabilities have 
by some been labelled as Stupid Tutoring Systems (Baker, 2016).

In November of 2022, OpenAI’s ChatGPT was released to the public and researchers, 
educators and other stakeholders were both impressed and concerned by its capabilities 
(Humble et al., 2024). Articles discussed ChatGPT’s potential effect on human interac-
tion, art, writing, education, business, customer service, market research, programming 
and so on (Abdullah, Madain & Jararweh, 2022; Haleem et al., 2022). ChatGPT, and also 
Google Gemini and Microsoft Copilot, are examples of Generative Artificial Intelligence 
(GenAI or GAI) which leverages deep learning and generative modeling to generate syn-
thetic artefacts based on training data such as graphics, text, video, and audio (Hum-
phreys et  al., 2024; Jovanović & Campbell, 2022). In the following year of 2023, more 
researchers started to take an interest in the concept of Artificial Intelligence and the 
keyword “Generative Artificial Intelligence” saw a huge increase of publications. Figure 1 
shows the approximate number of publications between 2019 and 2023 when searching 
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Fig. 1  Search for “Generative Artificial Intelligence” in Google Scholar on the 18th of March 2024
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for “Generative Artificial Intelligence” in Google Scholar. The increase from 2022 to 
2023 was 2269.49%.

The big increase of publications has also been present in the field of computing edu-
cation, where the increase was 4333.33% (from 3 to 133) between 2022 and 2023 when 
searching for “Generative Artificial Intelligence” AND “Computing Education” in Google 
Scholar (search conducted on the 19th of March 2024). With this enormous interest in 
the application of generative AI, together with its potential consequences for various 
fields, it is crucial for research to investigate potential strengths, weaknesses, opportuni-
ties and threats that have been highlighted in recent research.

The aim of this study has been to investigate the potential strengths, weaknesses, 
opportunities, and threats of Generative Artificial Intelligence in Computing Education, 
as highlighted by research published after the release of ChatGPT. The work has been 
guided by the following research questions:

RQ1) What are the potential strengths of Generative Artificial Intelligence in Com-
puting Education?
RQ2) What are the potential weaknesses of Generative Artificial Intelligence in 
Computing Education?
RQ3) What are the potential opportunities of Generative Artificial Intelligence in 
Computing Education?
RQ4) What are the potential threats of Generative Artificial Intelligence in Comput-
ing Education?

SWOT framework
Although the history and origin of the SWOT analysis is unclear, some trace it to the 
SOFT (safeguard the satisfactory, open the opportunities, fix the faults, and thwart the 
threats) approach (Puyt et al., 2023). It has been applied in academia since at least the 
1960s to inform decision making in complex situations by reducing information quantity 
(Helms & Nixon, 2010). Although popular in use, SWOT analysis has been criticized for 
being a system of classification with little or no theoretical ground and naïve (Puyt et al., 
2023). SWOT stands for strengths, weaknesses, opportunities, and threats and is often 
depicted as a two-by-two grid layout with internal strengths and weaknesses and exter-
nal opportunities and threats (Helms & Nixon, 2010). Figure 2 shows an example of the 
grid layout for a SWOT analysis.

Strengths Weaknesses

Opportunities Threats

SWOT

Fig. 2  Grid layout for SWOT analysis
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The SWOT analysis is often used as a starting point for strategic planning and can 
easily be applied for visualizing different viewpoint in, for example, a brainstorming 
session (Helms & Nixon, 2010). Potential risks should be identified before they can 
become problems (Dandage et al., 2019). A common next step of a SWOT analysis is 
to use it as a basis for a risk management (RM) strategy. Using the SWOT framework 
as a basis, it is possible to formulate four different strategies:

1)	 Strength-Opportunity (SO): strategies that use internal strengths to maximize the 
potential opportunities

2)	 Weakness-Opportunity (WO): strategies that use external opportunities to over-
come or minimize weaknesses

3)	 Strength-Threat (ST): strategies that use internal strengths to overcome or minimize 
threats

4)	 Weakness-Threat (WT): strategies to overcome or minimize internal weaknesses and 
external threats (Dandage et al., 2019)

To support research, the SWOT framework has been applied in previous studies to 
identify, for example, strengths, weaknesses, opportunities, and threats with e-learn-
ing educational services in higher education (Cojocariu et al., 2014), effectiveness of 
e-learning applications in higher education (Safonov, Usov, & Arkhipov, 2021), and 
to evaluate online education during the covid-19 pandemic (Wang et al., 2022). The 
SWOT framework has also been applied in previous research on the implications of 
generative AI in education. For example, to investigate the strengths, weaknesses, 
opportunities, and threats of ChatGPT use to instructional design (Choi et al., 2024) 
and to education more generally (Farrokhnia et al., 2024). Although similar in scope, 
the studies by Choi et  al. (2024) and Farrokhnia et  al. (2024) have some differences 
from the one presented here. Both focuses on ChatGPT specifically, while this study 
encompasses a wider selection of generative AI tools. Both Choi et al. (2024) and Far-
rokhnia et al. (2024) apply a more general approach to education in their investiga-
tions and does not include as many papers, while this study focuses on generative AI 
in relation to computing education in higher education and has included and ana-
lyzed 129 included papers since the release of ChatGPT. Lastly, this study differenti-
ates from the previous by presenting a risk management strategy, which is based on 
the conducted SWOT analysis of the topic.

Material and methods
The study was conducted as a scoping literature review. A scoping review can be 
characterized as a literature review to identify available evidence in a field (Munn 
et  al., 2018). They are commonly used in research to identify implications for prac-
tices and policies, and to inform agendas for research (Tricco et al., 2016). This scop-
ing literature review was conducted to explore contemporary research and identify 
potential strengths, weaknesses, opportunities, and threats with generative AI in 
computing education, supported by the SWOT framework. Findings of this review 
could further be used to inform practice in computing education, by leveraging the 
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identified strengths and opportunities and avoiding the weaknesses and threats, but 
also to inform future research, by highlighting topics of interests for further investiga-
tion. The processes for data collection and data analysis are described in subheadings 
below.

Data collection

Data were collected in the early spring semester of 2024 and the early fall semester of 
2024 with a three-step process for selecting relevant data. In the first step (early spring 
semester 2024), relevant keywords for the query string were decided through an initial 
search in databases Web of Science and Scopus by combining keywords “generative”, 
“artificial intelligence”, and “computer science” with the Boolean operator AND. The 
searches were filtered for publication year 2023, open access, and proceeding/conference 
papers and journal articles. After removing duplicates, 41 papers remained which were 
screened for relevance of the study. This resulted in the following exclusions: 1 not being 
published in 2023, 2 not being in English, and 31 not relating to computer science (CS)/
computing education. This left 7 potentially relevant papers which were used to identify 
additionally relevant keywords, based on the keywords used in these papers, that could 
be used in the second step query string (see all keywords in Table 1).

In the second step (early spring semester 2024), all identified keywords were combined 
with Boolean operators AND and OR to form the following query string:

("generative artificial intelligence" OR "generative AI" OR "ChatGPT" OR "conver-
sational agent" OR "large language models" OR "chatbots" OR "code generation" OR 
"copilot" OR "openai" OR "ai-assisted" OR "ai assisted") AND ("computer science" OR 
"computing" OR "code writing" OR "programming" OR "cs1") AND ("education")

This query string was then applied to a title, abstract and keywords search in Web of 
Science and Scopus with the inclusion and exclusion criteria depicted in Table 2.

A total of 886 papers were identified through this search (134 in Web of Science and 
752 in Scopus). After applying the inclusion/exclusion criteria and removing duplicates, 
77 potentially relevant papers remained. These 77 papers underwent a full text screening 

Table 1  Keywords for query string

Identified/used in step 1: Identified in step 2:

Generative ChatGPT

Artificial Intelligence Computing

Computer Science Computing Education

Conversational Agent

Large Language Models

Chatbots

Code Generation

Code Writing

Computer Programming

Copilot

CS1

OpenAI

AI-assisted Programming
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where additionally 37 papers were excluded based on not clearly relating to or address-
ing computer science/computing in higher education or the topic of Artificial Intel-
ligence, which left 40 papers published in 2023 that were included for analysis in the 
study.

The third step (early fall semester 2024) consisted of repeating the search conducted 
in the second step but with the year filter set to 2024 (see Table 3). This was conducted 
to capture more recent research on the topic, published in the first half of 2024. With 
inclusion/exclusion criteria applied, and removing 35 duplicates, 166 potentially rel-
evant papers remained. These under underwent full text screening where additionally 77 
papers were excluded for not clearly relating to or addressing computer science/comput-
ing in higher education or the topic of Artificial Intelligence. 89 papers published in 2024 
were then left which were included in the study. This brings the total of included papers 
for analysis, from 2023 and 2024, to 129 papers (see Appendix 1).

Data analysis

Data were analyzed through a theoretical thematic analysis. Thematic analysis as a 
method is used for identifying themes or patterns in collected data and can be conducted 
both inductively (without pre-decided coding frame) and theoretically (with pre-decided 
coding frame) (Braun & Clarke, 2006). In this study, the SWOT analysis framework with 
the four categories of strengths, weaknesses, opportunities, and threats were used as the 
pre-decided coding frame for the analysis. As outlined in previous literature on thematic 
analysis, this study applied a six-phase approach to the analysis consisting of: (1) data 
familiarization, (2) initial code generation, (3) theme searching, (4) theme reviewing, 
(5) theme naming and defining, and (6) report production (Braun & Clarke, 2006). The 

Table 2  Second step inclusion and exclusion criteria

Inclusion: Exclusion:

Published in 2023 Published before or after 2023

Conference or journal paper Not conference or journal paper

English Not English

Open Access Not Open Access

Subject/Research area of Computer Science Not Subject/Research area of Computer Science

On CS/Computing Education in higher education Not on CS/Computing Education in higher education

On Artificial Intelligence Not on Artificial Intelligence

Table 3  Third step inclusion and exclusion criteria

Inclusion: Exclusion:

Published in 2024 Not published in 2024

Conference or journal paper Not conference or journal paper

English Not English

Open Access Not Open Access

Subject/Research area of Computer Science Not Subject/Research area of Computer Science

On CS/Computing Education in higher education Not on CS/Computing Education in higher education

On Artificial Intelligence Not on Artificial Intelligence
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analysis was conducted in two cycles. First cycle encompassed all included papers pub-
lished in 2023 and the second cycle encompassed all included papers published in 2024, 
adding codes to the initial analysis and forming new themes. A detailed description of 
analysis is provided below.

In the first phase, data familiarization with paper published in 2023 was achieved 
through reading and re-reading the collected data, and multiple screenings of potentially 
relevant papers for inclusion. In the second phase, initial codes were generated through 
highlighting and extracting paragraphs in the collected data that were of interest for 
answering the aim and research questions of the study. These were collected in a sepa-
rate spreadsheet document sorted under the categories of strengths, weaknesses, oppor-
tunities, and threats. In the third phase, themes were sought for by rearranging and 
grouping collected codes, within the categories, based on similarities and differences. 
This produced a total of 22 potential themes. In the fourth phase, themes were reviewed 
and re-considered with the goal of creating fewer and more coherent themes. After re-
grouping, combining, and splitting up previous codes and themes, the new set of themes 
consisted of 17 themes spanning over the four categories.

At this stage, phase one to four was repeated for included papers published in 2024. 
Data familiarization was achieved through the screening process, codes were added to 
existing themes or forming new themes. Old themes were reconsidered and, in some 
instances, divided into new themes. The repetition of phase one to four produced an 
extended list of themes, consisting of 19 themes spanning over the four categories in 
the SWOT framework. In the fifth phase, the themes were named and defined based on 
their common denominators. In the sixth phase, the report was produced, and themes 
presented in the results section according to the categories of strengths, weaknesses, 
opportunities, and threats.

Results
In this section, the results from the study are presented. Results from the literature 
review consists of 19 themes, highlighting strengths, weaknesses, opportunities, and 
threats of generative AI in computing education (Fig.  3). These are presented in sub-
headings below, according to the categories outlined by the SWOT framework.

Strengths

Themes related to the category of strengths are depicted in Table 4, together with exam-
ples from the included papers.

Regarding the theme of solving CS assignments, included papers highlight that recent 
GAI technologies have the capabilities to handle many assignments in computing edu-
cation (Denny, Kumar & Giacaman 2023; Dobslaw & Bergh, 2023; Dwivedi et al., 2023; 
Finnie-Ansley et  al., 2023; Jalil et  al., 2023; Li et  al., 2023; Piccolo et  al., 2023; Santos 
et al., 2023; Savelka et al., 2023a, 2023b; Cipriano & Alves, 2024; Hou et al., 2024b; Kizil-
cec et al., 2024; MacNeil et al., 2024; Poulsen et al., 2024; Quille et al., 2024; Richards 
et al., 2024; Shen et al., 2024; Tang et al., 2024; Xu et al., 2024). It is noted that ChatGPT 
has taken a leap in capabilities between the GPT-3 model and GPT-4 model (Cipriano 
& Alves, 2024; Savelka et al., 2023a), where the later could pass higher education pro-
gramming courses without human intervention (Savelka et al., 2023a) and in some cases 
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Strengths

S1. Solving CS 
assignments

S2. User 
friendly

S3. Producing 
learning 
material

Weaknesses

W1. Complex 
tasks

W2. Soft skills

W3. Accuracy

W4. Bias

W5. Black box

W6. Educational 
alignment

Opportunities

O1. Teaching 
and learning 

assistant

O2. Motivation

O3. 
Personalized 

learning

O4. Knowledge 
enhancement

O5. 
Transformation

Threats

T1. Assessment

T2. 
Overreliance

T3. Ethical 
issues

T4. Future work

T5. Loss of 
skills

Fig. 3  Identified themes

Table 4  Strengths: themes and connections to included papers

S1. Solving CS assignments S2. User friendly S3. Producing learning material

Denny et al., 2023 Chen et al., 2023 MacNeil et al., 2023

Dobslaw & Bergh, 2023 Shoufan, 2023 Becker et al., 2023

Dwivedi et al., 2023 Alshammari & Alshammari, 
2024

Aboalela 2024

Finnie-Ansley et al., 2023 Kimmel et al., 2024 Agrawal et al., 2024

Jalil et al., 2023 Azaiz, Kiesler & Strickroth 2024

Li et al., 2023 Barambones et al., 2024

Piccolo et al., 2023 Cambaz & Zhang, 2024

Santos et al., 2023 Canedo et al., 2024

Savelka et al., 2023a Doughty et al., 2024

Savelka et al., 2023b Du et al., 2024

Cipriano & Alves, 2024 Grévisse et al., 2024

Hou et al., 2024b Hang et al., 2024

Kizilcec et al., 2024 Hou et al., 2024a

MacNeil et al., 2024 Husain, 2024

Poulsen et al., 2024 Jordan, Ly & Soosai Raj 2024

Quille et al., 2024 Joshi et al., 2024

Richards et al., 2024 Kuramitsu et al., 2024

Shen et al., 2024 Ling & Afzaal, 2024

Tang et al., 2024 Nguyen & Allan, 2024

Xu & Sheng 2024
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pass with a top grade (Dobslaw & Bergh, 2023). Findings even indicate that that some 
Large Language Models (LLM) can match or surpass student abilities (MacNeil et  al., 
2024; Poulsen et  al., 2024; Quille et  al., 2024). Studies have noted that ChatGPT can 
provide correct, or partly correct, explanations and solutions in software testing educa-
tion and programming education (Cipriano & Alves, 2024; Hou et al., 2024b; Jalil et al., 
2023; Kizilcec et al., 2024; Shen et al., 2024), which could be increased further by apply-
ing strategies for prompt engineering (Jalil et al., 2023; Shen et al., 2024). Similar results 
have been noted about Copilot, where a study found that about half of the programming 
assignments could be solved with the original programming description, and more than 
half of the remaining assignments by adding prompt engineering (Denny et al., 2023).

Included papers have further highlighted that users find some GAI tools easy to use 
or user friendly (Alshammari & Alshammari, 2024; Chen et  al., 2023; Kimmel et  al., 
2024; Shoufan, 2023). One study noted that students in a computer engineering program 
appreciated ChatGPT’s human-like interface and found it easy to use with good descrip-
tions and replies that were well-structured (Shoufan, 2023). The chat-type interfaces of 
many GAI tools have quickly become the gold standard for interactions with genera-
tive AI, which affects students’ expectations when using GAI tools (Kimmel et al., 2024). 
Further, the perceived usefulness of GAI tools has been noted as an important step for 
building students’ positive use intentions with GAI tools (Alshammari & Alshammari, 
2024). Similar results have been highlighted in a study where teachers and students 
were provided ChatGPT powered feedback on programming, which indicated that they 
perceived the feedback as user friendly and code explanations satisfactory (Chen et al., 
2023).

Included papers further note that GAI tools can be used for producing learning mate-
rial (Aboalela, 2024; Agrawal et  al., 2024; Azaiz et  al., 2024; Barambones et  al., 2024; 
Becker et al., 2023; Cambaz & Zhang, 2024; Canedo et al., 2024; Doughty et al., 2024; 
Du et al., 2024; Grévisse et al., 2024; Hang et al., 2024; Hou et al., 2024a; Husain, 2024; 
Jordan et al., 2024; Joshi et al., 2024; Kuramitsu et al., 2024; Ling & Afzaal, 2024; MacNeil 
et al., 2023; Nguyen & Allan, 2024). Papers report that GAI can be used to save time for 
teachers by producing novel learning resources such as programming exercises, assign-
ment questions, tests, and presentation slides (Aboalela 2024; Agrawal et al., 2024; Cam-
baz & Zhang, 2024; Canedo et al., 2024; Husain, 2024; Joshi et al., 2024; Becker et al., 
2023). One study report on the use of LLMs to create an interactive e-learning book 
on software development (MacNeil et al., 2023). Other highlighted use cases of GAI in 
the papers include translation programming assignments to students’ native languages 
(Jordan et al., 2024) and providing timely student feedback (Azaiz et al., 2024; Du et al., 
2024; Nguyen & Allan, 2024).

Weaknesses

Themes related to the category of weaknesses are depicted in Table  5, together with 
examples from the included papers.

Included papers highlight that GAI often show weaknesses when it comes to handling 
more complex task in computing education (Cipriano & Alves, 2024; Dunder et al., 2024; 
Finnie-Ansley et al., 2023; Jalil et al., 2023; Koutcheme et al., 2024; Li et al., 2023; Poulsen 
et al., 2024; Richards et al., 2024; Savelka et al., 2023b; Yilmaz & Yilmaz, 2023), such as 
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Table 5  Weaknesses: themes and connections to included papers

W1. Complex 
tasks

W2. Soft skills W3. Accuracy W4. Bias W5. Black box W6. Educational 
alignment

Finnie-Ansley 
et al., 2023

Gumina et al., 
2023

Albdrani & Al-
Shargabi, 2023

Albdrani & Al-
Shargabi, 2023

Albdrani & Al-
Shargabi, 2023

Finnie-Ansley 
et al., 2023

Jalil et al., 2023 Wermelinger, 
2023

Dobslaw & 
Bergh, 2023

Becker et al., 
2023

Sakib et al., 2023 Gumina et al., 
2023

Li et al., 2023 Hellas et al., 2023 Sakib et al., 2023 Wang et al., 2023 Prather et al., 2023

Savelka et al., 
2023b

Jalil et al., 2023 Sánchez-Gordón 
et al., 2023

Zastudil et al., 
2023

Grévisse et al., 
2024

Yilmaz & Yilmaz, 
2023

Paschoal et al., 
2023

Denny et al., 
2024c

Amoozadeh 
et al., 2024

Nguyen et al., 
2024a

Cipriano & Alves, 
2024

Rajala et al., 2023 Joshi et al., 2024 Husain, 2024 Shibani et al., 2024

Dunder et al., 
2024

Shue et al., 2023

Koutcheme 
et al., 2024

Shoufan, 2023

Poulsen et al., 
2024

Wermelinger, 
2023

Richards et al., 
2024

Azaiz et al., 2024

Azaria et al., 
2024

Budhiraja et al., 
2024

Cambaz & 
Zhang, 2024

Cipriano & Alves, 
2024

Estévez-Ayres 
et al., 2024

Frankford et al., 
2024

Grande et al., 
2024

Grévisse et al., 
2024

Haindl & Wein-
berger, 2024

Hou et al., 2024c

Humble et al., 
2024

Husain, 2024

Jordan et al., 
2024

Joshi et al., 2024

Kimmel et al., 
2024

Kozov et al., 
2024

Lehtinen et al., 
2024

Ouhbi, 2024

Pirzado et al., 
2024

Roest et al., 2024
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detecting complex vulnerabilities in software (Li et al., 2023), handling object oriented 
practices in programming (Cipriano & Alves, 2024), and tasks including both concepts 
and programming code (Jalil et al., 2023). Research further notes that tasks that are chal-
lenging for GAI may be the same that are challenging for students (Finnie-Ansley et al., 
2023). This relates to another theme, weaknesses regarding soft skills (Gumina et  al., 
2023; Wermelinger, 2023). Research points out that modern software development, 
especially on a larger scale, requires more of future developers than writing program-
ming code, which GAI tools can do. It also requires teamwork, communication skills, 
and ongoing human interactions with co-workers and users, which GAI so far cannot 
perform at a human level (Gumina et al., 2023; Wermelinger, 2023).

Several included papers further highlight the weaknesses of GAI when it comes to 
accuracy (Albdrani & Al-Shargabi, 2023; Dobslaw & Bergh, 2023; Hellas et  al., 2023; 
Jalil et al., 2023; Paschoal et al., 2023; Rajala et al. 2023; Shue et al., 2023; Shoufan, 2023; 
Wermelinger, 2023; Azaiz, Kiesler & Strickroth 2024; Azaria et  al., 2024; Budhiraja 
et al., 2024; Cambaz & Zhang, 2024; Cipriano & Alves, 2024; Estévez-Ayres et al., 2024; 
Frankford et al., 2024; Grande et al., 2024; Grévisse et al., 2024; Haindl & Weinberger, 
2024; Hou et al., 2024c; Humble et al., 2024; Husain, 2024; Jordan et al., 2024; Joshi et al., 
2024; Kimmel et al., 2024; Kozov et al., 2024; Lehtinen et al., 2024; Ouhbi, 2024; Pirzado 
et al., 2024; Roest et al., 2024; Shibani et al., 2024; Xue et al., 2024). For example, papers 
report reliability issues with outputs from GAI (Azaiz et al., 2024; Budhiraja et al., 2024; 
Cambaz & Zhang, 2024; Rajala, 2023) and that using GAI requires strong foundational 
knowledge, iterative use or supervision because of this (Azaria et al., 2024; Cipriano & 
Alves, 2024; Joshi et  al., 2024; Kozov et  al., 2024; Pirzado et  al., 2024; Shoufan, 2023). 
Research further report that the accuracy issues of GAI become even more problematic 
because of its own cluelessness about these inaccuracies which could mislead students 
(Humble et al., 2024; Jalil et al., 2023; Shibani et al., 2024). It is therefore crucial that stu-
dents learn about these weaknesses (Ouhbi, 2024; Shue et al., 2023).

Included papers further raise the potential issue of biases in GAI tools (Albdrani & 
Al-Shargabi, 2023; Becker et al., 2023; Denny et al., 2024c; Joshi et al., 2024; Sakib et al., 
2023; Sánchez-Gordón et al., 2023). It is highlighted that GAI biases could reinforcing 
stereotypes and discrimination through the representation of specific demographics and 
genders (Albdrani & Al-Shargabi, 2023; Denny et  al., 2024c). It is suggested to incor-
porate a critical understanding of GAI technologies when implementing them in edu-
cation, so that students are aware of the limitations and potential biases (Sakib et  al., 
2023). Related to the weakness of potential biases, is the weakness of transparency or 
black box nature of many AI models. Included papers points out this weakness with GAI 
(Albdrani & Al-Shargabi, 2023; Amoozadeh et al., 2024; Husain, 2024; Sakib et al., 2023; 
Wang et al., 2023; Zastudil et al., 2023), and highlight the importance of transparency 

Table 5  (continued)

W1. Complex 
tasks

W2. Soft skills W3. Accuracy W4. Bias W5. Black box W6. Educational 
alignment

Shibani et al., 
2024

Xue et al., 2024
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when it comes to assessing accountability of GAI as assistance in education (Albdrani & 
Al-Shargabi, 2023; Sakib et al., 2023). Further, lack of transparency can have ethical and 
legal consequences, such as privacy and social impact issues (Husain, 2024).

Included papers have further highlighted concerns about the applicability of GAI 
in education when it comes to its educational alignment (Finnie-Ansley et  al., 2023; 
Grévisse et  al., 2024; Gumina et  al., 2023; Nguyen et  al., 2024a; Prather et  al., 2023; 
Shibani et  al., 2024). It should be noted that the AI models are often not trained on 
repositories intended for educational context (Gumina et al., 2023) and sometimes the 
interactions with GAI are not suited for learning (Prather et al., 2023). Students can, for 
example, have challenges understanding or using the generated content that GAI tools 
provide (Nguyen et al., 2024a). Therefore, oversight by, for example, a teacher is recom-
mended when using GAI in educational context to ensure that student use and system 
output is in educational alignment with course content (Grévisse et al., 2024). Effective 
use of, and partnership with, AI in education should also incorporate thoughtful cur-
riculum and assessment design with learners’ skill development in mind (Shibani et al., 
2024).

Opportunities

Themes related to the category of opportunities are depicted in Table 6, together with 
examples from the included papers.

Several of the included papers points to the opportunity of using GAI as teaching and 
learning assistants (Aggrawal & Magana, 2024; Ahmad et al., 2024; Bassner et al., 2024; 
Budhiraja et al., 2024; Cambaz & Zhang, 2024; Canedo et al., 2024; Denny et al., 2024c; 
Frankford et al., 2024; Gumina et al., 2023; Haindl & Weinberger, 2024; Hang et al., 2024; 
Hellas et al., 2023; Husain, 2024; Ishizue et al., 2024; Jacques, 2023; Jamieson et al., 2023; 
Joshi et al., 2024; Karnalim et al., 2023; Koutcheme et al., 2024; Kuramitsu et al., 2024; 
Liao et al., 2024; Liffiton et al., 2023; Lin et al., 2024; López-Pernas et al., 2023; Lyu et al., 
2024; MacNeil et al., 2024; Nikolic et al., 2024; Nizamudeen et al., 2024; Ouhbi, 2024; 
Pankiewicz & Baker, 2024; Phung et  al., 2024; Prather et  al., 2023; Sheese et  al., 2024; 
Silva et al., 2024; Wang et al., 2023; Wermelinger, 2023; Wieser et al., 2023; Woodrow 
et  al., 2024; Xiao et  al., 2024; Zastudil et  al., 2023; Zhang et  al., 2024; Zheng, 2023). 
Research highlight students’ use and perceptions of GAI as helpful for learning (Ahmad 
et al., 2024; Bassner et al., 2024; Budhiraja et al., 2024; Cambaz & Zhang, 2024; Haindl 
& Weinberger, 2024; Karnalim et al., 2023; Kuramitsu et al., 2024; Liffiton et al., 2023; 
López-Pernas et al., 2023; Nizamudeen et al., 2024), and that it could be seen as democ-
ratizing tutoring due to the low cost compared to human tutoring (Zastudil et al., 2023). 
Research further highlights the possibility of using GAI to assist the teacher role, for 
example, by facilitating learning (Canedo et al., 2024), predict student learning behavior 
(Lin et al., 2024), and support assessments (Denny et al., 2024c; Wieser et al., 2023).

Included papers further notes that GAI can be an opportunity for enhancing students’ 
motivation for learning (Alshammari & Alshammari, 2024; Amoozadeh et  al., 2024; 
Denny et al., 2024a, 2024b; Hou et al., 2024a; Kosar et al., 2024; Liao et al., 2024; Sakib 
et  al., 2023; Shoufan, 2023; Stampfl, 2024; Wang et  al., 2023; Yilmaz & Yilmaz, 2023). 
Papers highlight several positive aspects of GAI related to motiving students, such as 
fostering creativity, collaboration (Sakib et al., 2023), communication, critical thinking 
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Table 6  Opportunities: themes and connections to included papers

O1. Teaching and 
learning assistant

O2. Motivation O3. Personalized 
learning

O4. Knowledge 
enhancement

O5. Transformation

Gumina et al., 2023 Sakib et al., 2023 Albdrani & Al-
Shargabi, 2023

Ahmed & Hasnine, 
2023

Denny et al., 2023

Hellas et al., 2023 Shoufan, 2023 Hobert, 2023 Becker et al., 2023 Dwivedi et al., 2023

Jacques, 2023 Wang et al., 2023 Chen et al., 2023 Chen et al., 2023 Gumina et al., 2023

Jamieson et al., 2023 Yilmaz & Yilmaz, 
2023

Jalil et al., 2023 Denny et al., 2023 Hellas et al., 2023

Karnalim et al., 2023 Alshammari & Als-
hammari, 2024

Liffiton et al., 2023 Li et al., 2023 Jacques, 2023

Liffiton et al., 2023 Amoozadeh et al., 
2024

Pérez-Mercado et al., 
2023

Rajala, 2023 Sakib et al., 2023

López-Pernas et al., 
2023

Denny et al., 2024a Piccolo et al., 2023 Shue et al., 2023 Sánchez-Gordón 
et al., 2023

Prather et al., 2023 Wang et al., 2023 Singh et al., 2023 Yilmaz & Yilmaz, 2023

Wang et al., 2023 Denny et al., 2024b Xie et al., 2023 Azaria et al., 2024 Abrahamsson et al., 
2024

Wermelinger, 2023 Hou et al., 2024a Al-Hossami et al., 
2024

Canedo et al., 2024 Baalsrud Hauge & 
Jeong, 2024

Wieser et al., 2023 Kosar et al., 2024 Bassner et al., 2024 Garg & Rajendran, 
2024

Garg & Rajendran, 
2024

Zastudil et al., 2023 Liao et al., 2024 Bernstein et al., 2024 Grande et al., 2024 Humble et al., 2024

Zheng, 2023 Stampfl, 2024 Bobadilla et al., 2024 Groothuijsen et al., 
2024

Kizilcec et al., 2024

Aggrawal & Magana, 
2024

Carpio Gutierrez 
et al., 2024

Huesca et al., 2024 Kozov et al., 2024

Ahmad et al., 2024 Denny et al., 2024b Husain, 2024 Ouhbi, 2024

Bassner et al., 2024 Glynn et al., 2024 Jin et al., 2024 Stampfl, 2024

Budhiraja et al., 2024 Huesca et al., 2024 Lehtinen et al., 2024 Tang et al., 2024

Cambaz & Zhang, 
2024

Husain, 2024 Liao et al., 2024

Canedo et al., 2024 Jordan et al., 2024 Stampfl, 2024

Denny et al., 2024c Joshi et al., 2024

Frankford et al., 2024 Roest et al., 2024

Hang et al., 2024 Xiao et al., 2024

Haindl & Weinberger, 
2024

Husain, 2024

Ishizue et al., 2024

Joshi et al., 2024

Koutcheme et al., 
2024

Kuramitsu et al., 2024

Liao et al., 2024

Lin et al., 2024

Lyu et al., 2024

MacNeil et al., 2024

Nikolic et al., 2024

Nizamudeen et al., 
2024

Ouhbi, 2024

Pankiewicz & Baker, 
2024

Phung et al., 2024
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(Stampfl, 2024), and computational thinking (Denny et  al., 2024a). It is further noted 
that GAI can provide engaging support (Denny et al., 2024b; Hou et al., 2024a) and cre-
ate learning experiences that are engaging (Wang et  al., 2023). Research also suggests 
that students’ trust is an important factor to consider when integrating GAI in education 
(Amoozadeh et al., 2024).

The theme of personalized learning is noted as an opportunity in several of the 
included papers (Albdrani & Al-Shargabi, 2023; Al-Hossami et al., 2024; Bassner et al., 
2024; Bernstein et  al., 2024; Bobadilla et  al., 2024; Chen et  al., 2023; del Carpio et  al., 
2024; Denny et al., 2024b; Glynn et al., 2024; Hobert, 2023; Huesca et al., 2024; Husain, 
2024; Jalil et al., 2023; Jordan et al., 2024; Joshi et al., 2024; Liffiton et al., 2023; Pérez-
Mercado et al., 2023; Piccolo et al., 2023; Roest et al., 2024; Wang et al., 2023; Xiao et al., 
2024; Xie et al., 2023). Research highlight, for example, the opportunity of individual-
ized and automated feedback and support immediate when students need it (Albdrani 
& Al-Shargabi, 2023; Bassner et al., 2024; Bobadilla et al., 2024; Hobert, 2023; Liffiton 
et al., 2023; Piccolo et al., 2023; Roest et al., 2024), but also of tailoring education to each 
student’s skill level, needs, culture, individual capabilities, and course goals (Carpio Gut-
ierrez et al., 2024; Glynn et al., 2024; Huesca et al., 2024; Jordan et al., 2024; Joshi et al., 
2024; Xiao et al., 2024; Xie et al., 2023).

Another theme noted in the included papers is that of knowledge enhancement 
(Ahmed & Hasnine, 2023; Azaria et al., 2024; Becker et al., 2023; Canedo et al., 2024; 
Chen et  al., 2023; Denny et  al., 2023; Garg & Rajendran, 2024; Grande et  al., 2024; 
Groothuijsen et  al., 2024; Huesca et  al., 2024; Husain, 2024; Jin et  al., 2024; Lehtinen 
et al., 2024; Li et al., 2023; Liao et al., 2024; Rajala, 2023; Shue et al., 2023; Singh et al., 
2023; Stampfl, 2024). Research show that students can, or perceive that they can, use 
GAI to enhance their learning, knowledge, skills, self-efficacy, comprehension, and writ-
ing (Ahmed & Hasnine, 2023; Azaria et al., 2024; Denny et al., 2023; Garg & Rajendran, 
2024; Grande et al., 2024; Huesca et al., 2024; Husain, 2024; Li et al., 2023; Liao et al., 
2024; Rajala, 2023; Shue et al., 2023; Singh et al., 2023). Papers also notes that GAI can 
be used to lower the threshold of interacting with high level algorithms, optimizing pro-
gramming solutions, and support in solving more challenging problems (Becker et al., 
2023; Groothuijsen et al., 2024).

Included papers highlight the transformation of computing education with the intro-
duction of GAI (Abrahamsson et al., 2024; Baalsrud Hauge & Jeong, 2024; Denny et al., 
2023; Dwivedi et al., 2023; Garg & Rajendran, 2024; Gumina et al., 2023; Hellas et al., 
2023; Humble et al., 2024; Jacques, 2023; Kizilcec et al., 2024; Kozov et al., 2024; Ouhbi, 
2024; Sakib et al., 2023; Sánchez-Gordón et al., 2023; Stampfl, 2024; Tang et al., 2024; 

Table 6  (continued)

O1. Teaching and 
learning assistant

O2. Motivation O3. Personalized 
learning
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enhancement
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Sheese et al., 2024

Silva et al., 2024

Woodrow et al., 2024

Xiao et al., 2024

Zhang et al., 2024
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Yilmaz & Yilmaz, 2023). The transformation of computing education with GAI could 
provide opportunities for students, such as preparing them for future work (Baalsrud 
Hauge & Jeong, 2024; Denny et al., 2023; Gumina et al., 2023; Jacques, 2023; Sánchez-
Gordón et al., 2023; Stampfl, 2024), introducing them to new educational methodologies 
and technologies (Garg & Rajendran, 2024; Kozov et al., 2024; Ouhbi, 2024), and mak-
ing them more competitive on the job market (Sakib et al., 2023). It is further noted that 
GAI can transform, rather than replace, what it means to be a teacher with increasing 
numbers of students (Hellas et al., 2023).

Threats

Themes related to the category of threats are depicted in Table 7, together with examples 
from the included papers.

Included papers points out the threat to assessment in computing education with 
the introduction of GAI (Azoulay et al., 2024; Budhiraja et al., 2024; Cambaz & Zhang, 
2024; Dwivedi et al., 2023; Finnie-Ansley et al., 2023; French et al., 2023; Gumina et al., 
2023; Humble et al., 2024; Jalil et al., 2023; Karnalim et al., 2023; Li et al., 2023; Nguyen 
et al., 2024b; Nikolic et al., 2024; Pan et al., 2024; Quille et al., 2024; Rajala, 2023; Rich-
ards et al., 2024; Sağlam et al., 2024; Savelka et al., 2023a, 2023b; Singh et al., 2023; Tang 
et al., 2024; Wang et al., 2023; Wermelinger, 2023; Xie et al., 2023; Xu et al., 2024; Zas-
tudil et al., 2023; Zeng et al., 2024). Research highlights that GAI can be used by stu-
dents to pass exams with little to no effort or knowledge in the topic at hand (Karnalim 
et al., 2023; Li et al., 2023; Savelka et al., 2023a; Xie et al., 2023; Zeng et al., 2024) or seek 
unauthorized assistance during examinations (Budhiraja et al., 2024; Cambaz & Zhang, 
2024; Humble et al., 2024; Richards et al., 2024; Xu et al., 2024). It is further suggested 
that teachers should re-evaluate their methods for teaching and reliable assessment due 
to the access of GAI technologies (French et al., 2023; Rajala et al. 2023; Savelka et al., 
2023b; Zastudil et al., 2023). Included papers highlighted that misconduct with GAI can 
be very difficult to detect (Jalil et al., 2023; Pan et al., 2024; Quille et al., 2024; Sağlam 
et al., 2024; Singh et al., 2023; Xu et al., 2024; Zeng et al., 2024) and that educators there-
fore should avoid reusing old problems as assignment and instead opt for more complex 
problems with nuanced paths to solutions (Wermelinger, 2023).

Related to the threat towards assessment is that towards students’ learning, by over-
reliance on GAI technologies (Albdrani & Al-Shargabi, 2023; Amoozadeh et  al., 2024; 
Becker et al., 2023; Budhiraja et al., 2024; Cambaz & Zhang, 2024; Denny et al., 2024c; 
Fernandez et  al., 2024; Finnie-Ansley et  al., 2023; Groothuijsen et  al., 2024; Gumina 
et al., 2023; Hellas et al., 2023; Husain, 2024; Jošt et al., 2024; Kuramitsu et al., 2024; Liao 
et al., 2024; Liffiton et al., 2023; Prasad & Sane, 2024; Prather et al., 2023; Rajala, 2023; 
Savelka et al., 2023a; Shibani et al., 2024; Shoufan, 2023; Xue et al., 2024; Zastudil et al., 
2023). Research highlight that the seemingly good responses from GAI may cause stu-
dents to be less critical and get a sense of precision that is false (Hellas et al., 2023; Liao 
et al., 2024; Prather et al., 2023; Shoufan, 2023; Xue et al., 2024). Similarly, research notes 
potentially conflicting views where student think that AI models are more transparent 
than they actually are and therefore trust and rely on them (Amoozadeh et  al., 2024). 
This can be especially problematic with GAI technologies that are embedded in envi-
ronments that students use, for example for programming, where students can quickly 
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become accustomed to simply accepting the suggested solutions (Becker et  al., 2023; 
Denny et al., 2024c; Fernandez et al., 2024; Liao et al., 2024).

The theme of ethical issues concerning GAI in computing education is also present 
in the included papers (Albdrani & Al-Shargabi, 2023; Azaria et al., 2024; Becker et al., 
2023; French et al., 2023; Glynn et al., 2024; Gumina et al., 2023; Husain, 2024; Prather 
et al., 2023; Rajala, 2023; Sánchez-Gordón et al., 2023; Xue et al., 2024). Papers highlight 
the risk of students’ personal data not being safeguarded when interacting with GAI 
tools (Albdrani & Al-Shargabi, 2023; Gumina et al., 2023; Husain, 2024; Prather et al., 
2023; Rajala, 2023; Sánchez-Gordón et al., 2023). The practice of reusing code and using 

Table 7  Threats: themes and connections to included papers

T1. Assessment T2. Overreliance T3. Ethical issues T4. Future work T5. Loss of skills

Dwivedi et al., 2023 Albdrani & Al-
Shargabi, 2023

Albdrani & Al-
Shargabi, 2023

French et al., 2023 French et al., 2023

Finnie-Ansley et al., 
2023

Becker et al., 2023 Becker et al., 2023 Jacques, 2023 Shue et al., 2023

French et al., 2023 Finnie-Ansley et al., 
2023

French et al., 2023 Jamieson et al. 
(2023)

Singh et al., 2023

Gumina et al., 2023 Gumina et al., 2023 Gumina et al., 2023 Sakib et al., 2023 Frankford et al., 2024

Jalil et al., 2023 Hellas et al., 2023 Prather et al., 2023 Sánchez-Gordón 
et al., 2023

Groothuijsen et al., 
2024

Karnalim et al., 2023 Liffiton et al., 2023 Rajala, 2023 Haindl & Weinberger, 
2024

Li et al., 2023 Prather et al., 2023 Sánchez-Gordón 
et al., 2023

Husain, 2024

Rajala, 2023 Rajala et al. 2023 Azaria et al., 2024 Kizilcec et al., 2024

Savelka et al., 2023a Savelka et al., 2023a Glynn et al., 2024 Lyu et al., 2024

Savelka et al., 2023b Shoufan, 2023 Husain, 2024 Sheard et al., 2024

Singh et al., 2023 Zastudil et al., 2023 Xue et al., 2024

Wang et al., 2023 Amoozadeh et al., 
2024

Wermelinger, 2023 Budhiraja et al., 2024

Xie et al., 2023 Cambaz & Zhang, 
2024

Zastudil et al., 2023 Denny et al., 2024c

Azoulay et al., 2024 Fernandez et al., 
2024

Budhiraja et al., 2024 Groothuijsen et al., 
2024

Cambaz & Zhang, 
2024

Husain, 2024

Humble et al., 2024 Jošt et al., 2024

Nguyen et al., 2024b Kuramitsu et al., 
2024

Nikolic et al., 2024 Liao et al., 2024

Pan et al., 2024 Prasad & Sane, 2024

Quille et al., 2024 Shibani et al., 2024

Richards et al., 2024 Xue et al., 2024

Sağlam et al., 2024

Tang et al., 2024

Xu et al., 2024

Zeng et al., 2024
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training data that may have licenses could also have ethical implications when it comes 
to GAI (Becker et  al., 2023; Prather et  al., 2023). Further, the consumption of energy 
can be significant when training AI models, which have implications for sustainability 
(Becker et al., 2023; French et al., 2023). Included papers also highlight the threat of GAI 
for future work (French et al., 2023; Jacques, 2023; Jamieson et al. (2023); Sakib et al., 
2023; Sánchez-Gordón et al., 2023). Research notes that certain work that involve, for 
example, processing of information or being repetitive, could be reduced in the future 
due to automation with GAI (Sakib et  al., 2023), which could also include some aca-
demic fields (Jamieson et al. (2023)). It is also suggested that GAI could have a negative 
impact on students’ well-being, making them feel uncertain and anxious about future 
job prospects (French et al., 2023).

Lastly, included papers highlight concerns about potential loss of skills due to 
increased use of GAI technology (Frankford et al., 2024; French et al., 2023; Groothu-
ijsen et  al., 2024; Haindl & Weinberger, 2024; Husain, 2024; Kizilcec et  al., 2024; Lyu 
et al., 2024; Sheard et al., 2024; Shue et al., 2023; Singh et al., 2023). Research points out 
concerns about erosion of students’ cognitive skills, creativity, critical thinking, commu-
nication, and collaboration due to increased use of GAI technology (French et al., 2023; 
Groothuijsen et al., 2024; Husain, 2024; Kizilcec et al., 2024; Lyu et al., 2024; Shue et al., 
2023). Students have also voiced their concern about GAI use having a negative impact 
on their learning, skill development, and work proficiency (Frankford et al., 2024; Haindl 
& Weinberger, 2024; Singh et al., 2023).

Discussion
In this study, a total of 19 strengths, weaknesses, opportunities, and threats with genera-
tive AI for computing education have been presented. The identified themes that GAI 
can solve many CS assignments in higher education (S1) and support producing learn-
ing material (S3), but often struggles with more complex tasks (W1) and have issues with 
accuracy (W3), are important to note. However, these themes should not be considered 
surprising due to the many reports of similar findings in recent years. The same could 
be said about potential biases (W4) and lack of transparency, or the black box nature 
(W5), of GAI. These are important topics for continuing ethical discussions and have 
been raised as concerns since before the release of ChatGPT in late 2022 (Chiu et al., 
2023; Humble & Mozelius, 2022; Zhang & Aslan, 2021). The many identified opportuni-
ties with GAI can serve as inspiration for educators in computing education, such as that 
GAI can be used as a teaching and learning assistant (O1), induce students’ motivation 
(O2), provide personalized learning (O3), and enhance students’ knowledge (O4).

Some interesting findings of the study are the user-friendly and perceived human-
like interaction design (S2) with many GAI systems and its relation to soft skills (W2) 
in computing professions. A human-like and user-friendly interface could poten-
tially explain the popularity of GAI among students, even though many are aware of 
the associated weaknesses and threats such as accuracy problems (W3), ethical issues 
(T3), becoming over-reliant (T2), and potential loss of skills due to excessive use of 
the technology (T5). Related to this, educators should consider the educational align-
ment, or lack thereof (W6), in many GAI systems. Many of these systems have not been 
developed with education in mind and may not be trained on data that are suitable for 
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learning. Highlighting the need for fostering soft skills (W3), such as communication 
and teamwork, in computing education is also important, since development of these 
skills could ensure students a place in future job market with GAI. The author suggests 
that further research should be conducted on topics investigating GAI in relation user-
friendly design and development of soft skills in computing education. These are impor-
tant factors for educating future professionals in computing and were not addressed in 
included papers to the same extent as, for example, the opportunity of GAI as a teaching 
and learning assistant (O1) and its potential threat to assessment (T1). This suggest that 
there is more work to be done, investigating GAI in relation to user-friendly design and 
development of soft skills in computing education.

Developing a risk management strategy

Following the outline presented by Dandage et  al. (2019), it is possible to elevate the 
SWOT analysis by formulating a risk management strategy based on identified strengths, 
weaknesses, opportunities, and threats. Based on the findings presented in this paper 
and the different types of strategies that can be formulated from the SWOT framework, 
the author suggests the following strategies for GAI in computing education:

1)	 utilize the strengths of GAI at solving CS assignments (S1) and producing learning 
material (S3) to optimize GAI as a teaching and learning assistant (O1)

2)	 utilize user friendly GAI tools (S2) to maximize student motivation for learning (O2)
3)	 utilize the opportunity of GAI to lower the threshold of interacting with high level 

algorithms and challenging problems (O4) to minimize the effects of GAI’s limited 
ability to handle complex tasks on its own (W1)

4)	 utilize the opportunity of GAI to introduce new educational methodologies and 
technologies (O5) where students and AI complement each other to minimizes the 
GAI weakness of soft skills (W2)

5)	 utilize the opportunity of GAI to develop skills (O4), such as critical thinking skills, 
to minimize the effects of GAI’s limited accuracy in generated content (W3)

6)	 utilize the strength of GAI to support development of innovative teaching and learn-
ing materials (S3) that reduces the risk for cheating (T1) or make cheating less likely

7)	 utilize the strengths of GAI, such as solving CS assignments (S1) and producing 
learning material (S3), to teach effective use of GAI, which hopefully can mitigate the 
threat for future work prospects (T4)

8)	 highlight the GAI weakness of accuracy in generated content (W3) to minimize the 
threat of overreliance (T2)

9)	 highlight biases (W4) and lack of transparency (W5) in GAI to foster critical use and 
potentially minimize the effects of ethical issues (T3)

10)	 highlight the GAI weaknesses of handling complex tasks (W1) and soft skills 
(W2) to minimize the threat of humans losing important skills (T5)

The risk management (RM) strategy, which is summarized in Fig.  4, should not be 
viewed as a complete strategy plan for GAI in computing education. New risks and pos-
sibilities of GAI are bound to be discovered as technology develops and they can also 
vary depending on context. The RM strategy presented here should instead be viewed as 
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a set of recommendations based on the specific research included and analyzed in this 
study. The RM strategy could also serve as a steppingstone for discussions on the risks 
and possibilities of GAI in computing education.

Limitations and future research

There are limitations with this study that should be noted when interpreting the 
results. This study only encompasses research published after the release of ChatGPT 
in late 2022, that is 2023 and the first half of 2024. There were of course research pub-
lished on generative AI before the release of ChatGPT and more important research 
will likely be published in the years to come. Future research could therefore increase 
the included years and present a more comprehensive analysis of conducted research 
in the field. Another alternative could be to conduct a comparative analysis on AI 
in education, investigate potential similarities and differences in research before and 
after the release of ChatGPT. Further, this study was conducted as a scoping litera-
ture review, which could be considered limited compared to, for example, a system-
atic literature review. However, since this study explored an emerging topic in recent 
research, the scoping review was deemed an appropriate approach. Future research 
could expand on the findings presented in this study and conduct a systematic litera-
ture review. Such a study should incorporate a wider span for data collection, includ-
ing several databases and follow the PRISMA guidelines (http://​www.​prisma-​state​
ment.​org/).

The SWOT framework was applied to guide the (theoretical) thematic analysis con-
ducted in this study, but the framework has previously been criticized for being naïve 
and lacking theoretical ground (Puyt, Lie & Wilderom 2023). However, because of its 
long history of being applied in academia to analyze complex situations and identify-
ing both the internal and external (Helms & Nixon, 2010), it was deemed an appro-
priate framework for supporting analysis in this study. However, there are also other 
limitations with the SWOT framework that should be mentioned, such as:

SO strategy WO Strategy ST strategy WT strategy

#1 Use S1 and S3 to 
maximize O1

#2 Use S2 to maximize 
O2

#3 Use O4 to minimize 
W1

#4 Use O5 to minimize 
W2

#5 Use O4 to minimize 
W3

#6 Use S3 to minimize 
T1

#7 Use S1 and S3 to 
minimize T4

#8 Address W3 to minimize 
T2

#9 Address W4 and W5 to 
minimize T3

#10 Address W1 and W2 to 
minimize T5

Fig. 4  Risk management strategy for GAI in Computing Education

http://www.prisma-statement.org/
http://www.prisma-statement.org/
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1)	 that SWOT analyses can present an overly simplified picture that lacks important 
details

2)	 that SWOT analyses can be contextual and miss important stakeholders
3)	 that SWOT analyses only present the current state and can miss the evolving nature 

of technology and education
4)	 that SWOT analyses does not prioritize between the different strengths, weaknesses, 

opportunities, and threats or offer guidance

To address the potential issue of presenting a too simplistic picture of generative AI 
in computing education or missing important stakeholders, this study has strived for 
presenting a comprehensive analysis of research in the field, including 129 published 
papers. However, the study is still limited by its timeframe, databases, and potential 
investigator subjectivity. Future research should address this by conducting a sys-
tematic literature review with a wider timeframe and include more databases in the 
search. The systematic literature review should further apply investigator triangula-
tion in effort to mitigate potential subjectivity in the analysis. Future research should 
also investigate generative AI in computing education with a more rigorous theory for 
analysis. Studies could for example investigate teachers’ technological, pedagogical, 
and content knowledge concerning GAI by applying the TPACK model or investigate 
potential teaching and learning activities with GAI in computing education by apply-
ing the idea of constructive alignment. This could to some extent address the poten-
tial issue of missing the new trends and evolution in the field. However, the risk of 
findings becoming outdated is always present.

To address the issue of SWOT analyses not prioritizing between different strengths, 
weaknesses, opportunities, and threats and not offering guidance on how to handle 
these; this study presents a risk management strategy for GAI in computing education 
(Fig.  4). This risk management strategy relates the different strengths, weaknesses, 
opportunities, and threats identified in this study to each other and recommends 
strategies for utilizing strengths and opportunities and minimizing weaknesses and 
threats of GAI in computing education. The RM strategy provides guidance for insti-
tutions and stakeholders affected by the introduction of GAI in education and could, 
as highlighted above, serve as a steppingstone for further discussions on the risks and 
possibilities of generative AI.

Concluding remarks
This study was conducted as a scoping literature review, supported by the SWOT frame-
work, to investigate the potential strengths, weaknesses, opportunities, and threats of 
generative AI in computing education, as these have been highlighted in research pub-
lished after the release of ChatGPT. Findings from the analysis are summarized in Fig. 3 
and encompasses the following:

Strengths with GAI in computing education: S1) Solving CS assignments, S2) User 
friendly, and S3) Producing learning material.
Weaknesses with GAI in computing education: W1) Complex tasks, W2) Soft skills, 
W3) Accuracy, W4) Bias, W5) Black box, and W6) Educational alignment.
Opportunities of GAI for computing education: O1) Teaching and learning assis-
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tant, O2) Motivation, O3) Personalized learning, O4) Knowledge enhancement, and 
O5) Transformation.
Threats of GAI for computing education: T1) Assessment, T2) Overreliance, T3) 
Ethical issues, T4) Future work, and T5) Loss of skills.

Findings from the SWOT analysis have been discussed and compared to each other 
and a risk management (RM) strategy for GAI in computing education has been sug-
gested (Fig. 4). The RM strategy provides 10 strategies or recommendations, based on 
the conducted SWOT analysis, for how to utilize the strengths and opportunities of GAI 
while minimizing the weaknesses and threats. The RM strategy provides guidance for 
institutions and stakeholders on educational use of generative AI and could serve as a 
basis for further discussions on the future role of GAI in higher education.
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