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ABSTRACT KEYWORDS

This study investigates the learning outcomes of a classroom-based intervention Media literacy;
designed to help upper-secondary students verify the time and location of war-related misinformation; fact-
photographs, thereby improving their ability to navigate visual disinformation, specifi- checking; educational
cally concerning the war in Ukraine. The intervention engaged 192 Swedish students ~ ntervention; overconfidence
(ages 15-19) in three parts: (1) a teacher-led introduction featuring a video on war-

related disinformation, (2) student activities with video-based modelling of lateral read-

ing and reverse image search, and (3) a follow-up discussion to review correct answers.

Using a pre-test-post-test design with both closed and open-ended survey items, the

study assessed changes in students’ fact-checking abilities, use of digital tools, and

confidence in their judgements. Results show that students improved in identifying

both in-context and out-of-context images and increased their use of reverse image

search tools. However, the study also identified an important side effect: while high-

performing students became more metacognitively aware, some low-performing stu-

dents showed increased confidence despite unchanged or low performance, a pattern

consistent with the Dunning-Kruger effect. These findings underscore the importance of

designing educational interventions against disinformation that address both cognitive

skill development and metacognitive calibration, particularly for students at risk of

developing unwarranted confidence in their evaluative abilities.

1. Introduction

Various scholars underscore misleading online information as a threat to democracy (e.g Ecker et al., 2024).,
Similarly, the World Economic Forum (2024) has identified misinformation and disinformation' as the
most significant short-term threats to contemporary societies across the globe. Visual disinformation is
particularly potent due to its emotional appeal and perceived credibility, reinforcing the notion that “seeing
is believing” (Iyer et al., 2014). While deepfakes produced with generative Al have gained attention, research
and practitioners consistently report that simpler manipulations, such as mislabelled or decontextualised
photos, are more widespread and impactful in wartime communication (Suarez, 2023; Toler, 2019).
Consequently, in times of war, the spread of misleading information may intensify, which can have dire
consequences for swaying public opinion and diluting public discourse with false information.

The importance of learning how to verify photos enters a more complex terrain when the problem of
wartime mis- and disinformation can also be exaggerated with Al In an era of generative Al it is possible to
generate and spread (dis)information rapidly, but the AI models have shown limited capacity in verifying
photos (Chandrasekar & Jazwinska, 2025). Today, all citizens need to be able to verify misleading images as
part of a democratic self-defence - to not be manipulated and be able to make well-founded judgements
about hot topics (Caulfield & Wineburg, 2023; Nygren, 2019).

The significance of teaching students how to identify dis- and misinformation similar to professional
fact-checkers is today stressed by scholars (e.g. Caulfield & Wineburg, 2023; Ecker et al., 2022; Guess et al.,
2020; Roozenbeek et al., 2023, 2024) and international organisations like the EU and UNESCO (Carlsson,
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2019; European Commission, 2022a). More specifically, Wineburg et al. (2022) assert that students would
benefit from mastering skills like “reverse image searches” p. 906). To counter manipulation, professional
fact-checkers frequently employ open-source tools and reverse image search engines like Google, TinEye,
Yandex, and Bing to determine the origin and temporal context of images (Aprin et al., 2022; Nygren et al.,
2021). Previous research has highlighted how conducting reverse image searches can be part of successful
educational interventions to support teenagers’ fact-checking abilities (Axelsson et al., 2021) and older
adults (Moore & Hancock, 2022). Conversely, interventions teaching reverse image strategies may also have
little or no effect on people’s evaluation of misinformation when using infographics to inform participants
in online web panels of how to conduct reverse image searches (Qian et al., 2023, p. 12). Nor may
interventions displaying reverse image searches against political misinformation in home settings affect
participants’ “ability to identify misinformation” (Badrinathan, 2021, p. 1337). Therefore, teaching students
to utilise reverse image search like fact-checkers may be possible, but also challenging.

Adding to the challenge of ineffective educational interventions is the challenge of potential side effects
from education against disinformation. Scholars identify that educational interventions against disinforma-
tion may make people overly critical of real news (Guess et al., 2020; Modirrousta-Galian & Higham, 2023)
and make students cynical rather than critical and constructive (Haider & Sundin, 2022).

In response to the surge of misleading imagery during the early stages of the Russian invasion of Ukraine,
we developed an educational digital resource informed by previous classroom-based media literacy research
(Axelsson & Nygren, 2024; Axelsson et al., 2021). The digital resource included videos modelling expert
practices, exercises encouraging lateral reading, and structured classroom discussions. This resource was
designed in line with the principles of cognitive apprenticeship, offering students opportunities to observe,
practice, and reflect on expert fact-checking strategies in an authentic classroom setting. By March 2022,
more than 6,000 students had engaged with our digital resources, demonstrating a strong demand for
practical and accessible tools to navigate wartime information. The present study builds on this outreach,
systematically evaluating the intervention’s impact on students’ performance and metacognitive calibration.

Against this backdrop, the present research focuses on learning reverse image searching to evaluate visual
misinformation related to armed conflicts. To better understand the potential and challenges of education
against visual misinformation in relation to the contemporary context, our analysis centres on images from
the ongoing war in Ukraine. We see that teaching students to evaluate misleading images from war is
important, but also a challenge, where it is necessary to use a design that supports a cognitive apprenticeship
(Axelsson & Nygren, 2024) and pay attention to unwanted side effects (Tay et al., 2023).

1.1. Framing of the study

This study aims to explore the potential and limitations of teaching secondary school students to evaluate
visual disinformation using reverse image search, a method commonly employed by professional fact-
checkers (Suarez, 2023). The educational intervention was designed within a cognitive apprenticeship
framework, providing modelling, guided practice, and reflection to support students’ fact-checking skills
in an authentic learning environment (Collins et al., 1989). Drawing on recent concerns in the literature
about both the efficacy and unintended consequences of disinformation education, this study also inves-
tigates a critical metacognitive dimension: the alignment — or misalignment — between students’ actual
performance and their confidence in evaluating war-related images. Specifically, the study addresses two
key challenges. First, it examines whether students can improve their ability to identify contextual variables
(e.g. time and location) of manipulated or decontextualised images through a structured classroom
intervention. Second, it assesses whether such interventions might unintentionally lead to increased over-
confidence. In doing so, the study contributes to research on effective skill development while also attending
to potential psychological side effects, including unwarranted scepticism and inflated confidence.

By focusing on real-world examples from the war in Ukraine, a conflict marked by intense visual
disinformation campaigns, this study provides insights into how fact-checking education can be both
empowering and problematic, depending on how it is designed and for whom it is implemented. The
decision to use this conflict as a focal point stems from its documented prominence in visual disinformation
campaigns targeting European audiences (Wenzel et al., 2024). Although geographically distant, the
Ukraine war represents a pedagogically relevant and empirically rich context through which students
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encounter real-world examples of manipulated images. The spread of misleading videos and images has
been a persistent problem in both past and present wars, where, for example, photos of suffering victims,
war crimes, or battlefield victories are taken from unrelated contexts to support false claims (e.g.
Héggstrom, 2022; Lytvynenko & Silverman, 2020). This use of decontextualised visuals to deliberately
mislead continues in recent wars, including those in Ukraine and Gaza (Haggstrom, 2022; Khaldarova &
Pantti, 2020; Seitz & Klepper, 2022; Suarez, 2023). These often include cheap fakes, such as out-of-context
photos repurposed to provoke emotional responses or spread false claims (Fazio, 2020; Suarez, 2023).

2. Theoretical framework
2.1. Digital civic literacy

In this study, we build on the concept of media and information literacy (MIL), broadly defined as the
knowledge and skills required to access, evaluate, analyse, and create information in digital environments
(Aufderheide, 1993; Eshet, 2004; Hobbs, 2010). Following recent scholarship, we use MIL as an umbrella
term encompassing multiple forms of digital literacy, including photo-visual literacy, lateral reading, and
information literacy — competencies increasingly considered essential for meaningful civic engagement in a
digitised democracy (Bateman & Jackson, 2024; European Commission, 2022b; Nygren & Guath, 2022).
Critically evaluating digital content is often considered a foundational “survival skill” for 21st-century
citizens.

From this perspective, MIL is not merely a technical skillset but a core component of digital civic literacy,
which refers to the ability to responsibly and effectively navigate digital public spheres. This includes
recognising and resisting disinformation, engaging in democracy with diverse perspectives, and verifying
sources before sharing content. As such, teaching MIL is also an investment in civic agency, critical
thinking, and democratic resilience (Nygren & Guath, 2022; Roozenbeek et al., 2023).

2.2. Cognitive apprenticeship in disinformation education

In designing educational interventions for digital civic literacy, this study draws on the theory of cognitive
apprenticeship (Collins et al., 1989; Dennen, 2004). Cognitive apprenticeship emphasises the importance of
making expert thinking visible and gradually transferring responsibility for complex tasks to learners.

In the context of digital fact-checking, this approach means helping students reason and act like
professional fact-checkers. This includes demonstrating expert techniques such as reverse image search,
guiding students through practice in authentic tasks, and supporting their reflection on both process and
outcome. The cognitive apprenticeship model has shown promise in digital civic literacy interventions that
enable learners to adopt expert-like strategies such as lateral reading, which involves verifying claims by
consulting multiple independent sources rather than staying within the original site (e.g. Axelsson &
Nygren, 2024; Wineburg et al., 2022).

While the full cognitive apprenticeship model includes elements of modelling, scaffolding, coaching, and
reflection, this study concentrated primarily on two of these dimensions: modelling and reflection. The
intervention featured video demonstrations where an expert fact-checker performed and verbalised the
steps involved in using reverse image search tools to evaluate war-related photographs. This approach made
tacit knowledge, specifically using reverse image search, explicit and observable to students. In this way,
expert reasoning was modelled to students in a manner consistent with the principles of cognitive
apprenticeship.

After completing their tasks, students were encouraged to reflect on their own verification process and
learning, linking their experiences to the modelled strategies. However, unlike more scaffolded or teacher-
led approaches, the intervention provided minimal real-time coaching or interactive support during the task
phase. Instead, students engaged in self-regulated practice, applying the modelled strategies on their own in
a classroom setting.

This selective implementation of cognitive apprenticeship, focused on exposure to expert strategies and
post-task reflection, was designed to be scalable and feasible within regular classroom constraints. At the
same time, this design choice may help explain the observed increase in overconfidence among some
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students, particularly those who struggled with accuracy yet reported higher confidence post-intervention,
as discussed further in the paper.

2.3. Metacognition and overconfidence

A central concern in this study is the role of metacognition—students’ awareness and regulation of their
own cognitive processes — in shaping how they engage with disinformation. Self-regulated learning
involves setting goals, monitoring progress, and evaluating outcomes - processes generally associated
with improved academic performance. However, when learners lack accurate self-assessment skills, self-
regulated learning can inadvertently reinforce overconfidence (Bjork et al., 2013). While fact-checking
strategies can be taught, students may not accurately assess their own competence, leading to either
underconfidence (which may discourage engagement) or overconfidence (which may reinforce poor
judgement). The latter is of particular concern in disinformation education, where students may believe
they are effective fact-checkers without actually demonstrating the necessary skills (Nygren & Guath,
2019).

This phenomenon is related to the well-known Dunning-Kruger effect, which describes how individuals
with lower ability tend to overestimate their competence (Kruger & Dunning, 1999). Such overconfidence
can undermine efforts to promote responsible information practices and may be common among people
with low levels of information literacy (Mahmood, 2016). Addressing these metacognitive challenges
ensures that educational interventions against disinformation do not unintentionally foster a false sense
of mastery among students with limited fact-checking abilities.

3. Previous research
3.1. The challenge of digital civic literacy among teenagers

Although MIL has received growing attention in policy and research, young people often struggle to apply
these skills in real-world contexts. Large-scale assessments have shown that many students find it difficult to
distinguish between factual and opinion-based claims or verify digital content’s reliability (Breakstone,
Smith, Wineburg, et al., 2021; Ku et al., 2019; OECD, 2021).

Furthermore, the challenge is not only technical, but also civic. A lack of digital civic literacy can
weaken democratic resilience by leaving citizens more susceptible to manipulation and disinformation.
Despite growing awareness of this issue, schools struggle to integrate effective instruction against
disinformation into regular classroom practice, particularly outside controlled research settings
(Roozenbeek et al., 2024).

3.2. Successful interventions based on cognitive apprenticeship

Despite these challenges, a growing body of research points to promising educational strategies to
improve students’ ability to evaluate online content. Interventions grounded in cognitive apprenticeship
have been shown to help students adopt expert-like habits of verification, particularly through model-
ling and practising lateral reading strategies (Axelsson & Nygren, 2024; McGrew, 2020; Wineburg et al.,
2022). Interventions that allow students to “see and do” fact-checking in ways that mirror real-world
practice tend to yield better outcomes than abstract or information-based approaches (Nygren &
Axelsson, in press).

Several studies have demonstrated the effectiveness of these interventions across age groups — from
middle school (Artmann et al., 2023; Nygren & Axelsson, in press) to high school (Axelsson et al., 2021;
Wineburg et al., 2022), university students (Breakstone, Smith, Connors, et al., 2021), and older adults
(Moore & Hancock, 2022). Reverse image search, in particular, has been identified as a practical and
impactful skill that can be taught across these contexts (Nygren et al., 2021; Qian et al., 2023).

Yet not all interventions succeed. Studies relying on infographics or one-off home-based activities have
shown limited impact, especially on participants’ ability to apply fact-checking strategies in politically
charged or emotionally salient contexts (Badrinathan, 2021; Qian et al., 2023).
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3.3. The problem of overconfidence in disinformation education

In the Swedish context, Nygren and Guath (2019) have found that high school students who expressed
strong confidence in their digital source criticism often performed poorly on objective tests. This mirrors
findings in other studies pointing to a general pattern of miscalibration, where low-performing individuals
rate their abilities highly (Mahmood, 2016). These findings suggest that educational interventions should
not only focus on skill acquisition but also support students in developing accurate self-assessment and
intellectual humility (Prike et al., 2024; Tay et al., 2023).

4. The present study

Building on the theoretical perspectives of digital civic literacy, cognitive apprenticeship, and metacogni-
tion, this study investigates a classroom intervention aimed at supporting students’ abilities to verify the
authenticity of war-related visual content. We focus specifically on reverse image search to evaluate how
students engage with visual disinformation related to the war in Ukraine.

The study focuses on two interrelated components of digital civic literacy: Students’ ability to correctly
identify the time and place of authentic versus out-of-context war images; and the alignment between
students’ confidence in their answers and their actual performance. We recognise that such alignment is
crucial for supporting intellectual humility, an important disposition in democratic digital engagement
(Nygren & Guath, 2019; Prike et al., 2024). At the same time, overconfidence, especially among low-
performing students, may undermine critical information practices, contributing to poor judgement and
false certainty (Bjork et al., 2013; Mahmood, 2016).

This leads to our guiding research questions: RQ1: To what extent does a short educational intervention
improve students’ ability to identify the time and place of war-related and out-of-context images using
reverse image search? RQ2: How does the intervention affect students’ confidence in their responses to
visual disinformation? RQ3: What is the relationship between students’ confidence and actual performance,
particularly among high- and low-performing students?

We hypothesised that the intervention would enhance students’ reverse image search skills and lead to
greater alignment between confidence and competence. However, we also explored the possibility that
improvements in self-reported confidence may diverge from actual ability, especially among confident students.

5. Methods

The intervention design in this study was grounded in insights from prior classroom-based interventions
addressing misinformation (Axelsson et al., 2021). It was tailored to align with both the Swedish national
curriculum, which mandates that students develop the ability to critically assess digital information (Swedish
National Agency for Education, 2011), and with international guidelines from the EU and UNESCO that
emphasise media and information literacy as a civic competency (European Commission, 2022a, 2022b;
UNESCO, 2011). A central component of the intervention was a video modelling expert use of reverse image
search, developed in line with research on digital cognitive apprenticeship and the benefits of demonstrating
expert practices to support students’ lateral reading skills (Axelsson & Nygren, 2024; Axelsson et al., 2021).

Given the documented prevalence of misleading images in online war reporting, the intervention
included explicit instructions on conducting reverse image searches using freely available digital
tools. Importantly, the intervention was implemented in authentic classrooms to test its effectiveness
in real-world educational settings. This approach responds to the call for more ecologically valid
research that acknowledges the complexity of classroom environments (Anderson & Shattuck, 2012;
Brown, 1992; Shavelson et al., 2003) and aligns with recent appeals for rigorous classroom-based
studies on educational interventions targeting misinformation (Roozenbeek et al., 2024).

5.1. Context and participants

In Sweden, media and information literacy have been part of compulsory schooling since 2011 (Sundin,
2015). The civics syllabus, which these participants study, underscores how all students should be able to
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evaluate information from different sources and media formats (Swedish National Agency for Education,
2011). The Swedish Schools Inspectorate (2018, 2024) has criticised schools for not teaching students to
scrutinise visual online information critically.

We recruited 234 students aged 15-19 across five different schools in three cities located in mid-Sweden
(see Appendix F for more details about the participants). Due to time constraints, student absenteeism, and
challenges in managing pre-test/post-test codes, we have completed and matched pre- and post-test scores
from 192 students. The pre- and post-test assessments were conducted as part of the intervention, focusing
on immediate outcomes rather than long-term effects. The teaching occurred in regular classroom settings,
ensuring the intervention was integrated into the standard educational environment. All participating
students had internet access to computers, providing a consistent digital infrastructure to support the
intervention.

5.2. Lesson design

The lesson plan for teaching included: (1) a teacher-led introduction about the war in Ukraine and
disinformation with a short video about the war, (2) student activities with a short introduction (Figure
1) and hands-on exercises (Figures 2 and 3) where students investigated a mix of authentic and misleading
news with images from Ukraine and watched our modelling video on reverse image search, and (3) a
teacher-led discussion about the tasks, including reviewing the correct answers (material available online in
Swedish” and English?).

5.3. Intervention design and measures

We employed a pre- and post-test design, combining basic knowledge questions, photo identification, and
self-reported measures (Appendix D). Inspired by pragmatism, we used a mixed-methods approach to
conduct an exploratory study to better understand the potential effects of a new kind of intervention
(Creswell & Creswell, 2022; Johnson & Onwuegbuzie, 2004). This study design allows for exploring the
intervention’s impact on student performance. The instructional intervention was designed to support

Focus: Ukraine

Introduction to the educational material
Evaluating news about the war in Ukraine

During World War [, it was expressed that "truth is the first casualty in war.™
Knowing what is reliable information during a war is difficult due to two
primary reasons: (1) the warring parties want to spread their portrayal of the
war, and (2) it is difficult to determine what transpires when people and

journalists cannot remain in areas where fighting is taking place.

To understand what happens in war, it is essential to:

1. Stay informed about what happens through credible news channels
that convey factual and accurate information. Serious media have

particular ethics and source criticism that they work according to, to

present news objectively and factually. v

Figure 1. Introduction for students. Screenshot from the English version of the website.



EDUCATION INQURY (&) 7

Exercise 1: On the way to the war?
Exercises: War in Ukraine

Numerous people have shared this image of a Ukrainian soldier on her way to

war. Is the information in this tweet posted on February 27th correct? Please

To practice source criticism, it can be helpful to operate as a fact-checker. watch this video to get some guidance on how to examine the picture. Is this
There are different types of misleading information, and it is always useful to accurate or misleading information (misinformation or disinformation)? In
think about who is behind the data, what evidence is presented, and compare what ways can the news spread be good and/or bad?

with other independent sources. It can also be a good idea to ask the following
questions in a world of information disorder: e Reza Rahimi

Approximately 4,300 Russian troops were killed so far,
says Ukrainian Defense Ministry. The ministry also said
the wrong context? 706 Russian APCs, 146 tanks, 27 planes, and 26

2.1Is it fabricated content? [s it false evidence in the form of, for example, helicopters had been destroyed between Feb. 24-26
-The Kyiv Independent

1.Is it a false context? Is it, for example, a video, image, or statement in

a video, image, or text?
3.Is it a deliberate spreading of disinformation or unconscious
dissemination of misinformation?

4. In what ways can the spread of news be good and/or bad?

Here are some examples of news about the war in Ukraine that has circulated

in the media.

Task

Your task is to examine whether the information is correct or misleading.

Figure 2. Exercises with instructions to students with a link to a video with an expert showing how to conduct a reverse
image search. Screenshot from the English version of the website.

students’ knowledge about the war, ability to fact-check images, and confidence. The intervention was
limited to one and a half hours.

The pre-test and post-tests surveyed participants’ background information, as well as measured their
reverse image search ability, self-rated confidence in their response, and attitudes towards information
credibility (Table 1). In the pre-test, we collected background information about media habits in relation to
the war and trust in different types of information. In the pre-test and post-test, we asked the participants
when and where four images of war were taken (similar but different in the pre-test and post-test), their
confidence in their responses, use of digital aids such as reverse image search tools, and if they perceived that
they had learned something new from the educational intervention (the latter concerns post-test only).

5.3.1. Reverse image search to fact-check visual (mis)information
As our main measure of reverse image search ability, students were asked to identify the dates and locations
of four images before and after the intervention. Hence, we assessed students’ ability to verify information of
visual content by scoring their responses based on accurately identifying when the image was first posted
online (date) and in what context (location) - in line with how fact-checkers do at times of war (Suarez,
2023). The scoring rubric was designed to reflect core fact-checking practices and to serve as a proxy for
students’ effective use of digital verification tools, specifically reverse image search. Since identifying specific
dates and locations without such tools is generally difficult, successfully verifying the date and location of
images out of context was interpreted as an indicator of digital tool use and a skill to identify disinformation.
To assess students’ ability to verify the date and location of war-related visual content, we developed a test
consisting of four matched image pairs (1a/1b, 2a/2b, 3a/3b, and 4a/4b), each depicting thematically similar
content across different contexts. The image pairs were selected to reflect types of visuals commonly found
in online disinformation and included: hospitals in Mariupol, murals by Banksy, destroyed buildings in
Gaza, and destroyed buildings in Kyiv (Appendix D). Two image pairs represented authentic, in-context
content (Mariupol and Kyiv), while the other two (Banksy and Gaza) were out-of-context examples with
images from other conflicts. All images were reviewed for thematic relevance, visual comparability, and
technical quality to ensure difficulty and cognitive demand equivalence.

To control for order effects and balance exposure, students were randomly assigned in clusters to one of
two test sequences. Circa half of the students (N =91) in the a-groups received im ages 1a—4a in the pre-test
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Exercise 8: Bombing the maternity clinic?

On March 9th, Mariupol was bombed in Ukraine. Among other things, a
hospital with a maternity clinic was seriously injured in a Russian robot attack.
The Russian Foreign Minister Lavrov subsequently made a statement about
the incident. In the message (in the video below) shared on Twitter by the
Russian embassy in the UK, Lavrov claims that it was a bombing of a haunt for
radical military groups, not a maternity hospital with pregnant women. On
Twitter and Facebook, the Russian embassy also wrote that the pictures of

pregnant women were faked, with women pretending to be injured.

Is the information correct, or is it misleading information? In what ways can the

dissemination of this information be good and/or bad?

DIPLOW™
FORUM

#MEET

Figure 3. Instructions and exercises for students with a video to identify disinformation.

Table 1. Overview of the questionnaire in pre-test and post-test.

Measured variable Question category (number of items in pre/post)
Background variables Gender (1/0)

Grade Level (1/0)

Upper-secondary school program (1/0)

News consumption and media habits (4/0)

Self-reported categories Yes/No (1/1)

Use of digital tools Fact-checking certainty (5/5)
Confidence in own response (after test items of cognitive ability) Yes/No (1/1)

Perceived learning (0/1)

Cognitive ability Date and location of image (4/4)

Reverse image search to fact-check visual information

and 1b-4b in the post-test; the other half in the b-groups (N =101) completed the reversed sequence. This
counterbalanced design enabled us to ensure fair comparisons. The image items were presented in a
randomised order for each student to further reduce ordering bias. Importantly, all images were used solely
as test items and were not included in any instructional materials, allowing us to isolate students’ ability to
apply fact-checking strategies without risk of recall or prior exposure. The design aimed to simulate
authentic disinformation scenarios while assessing students’ development in reverse image search and
contextual reasoning under controlled classroom conditions.

To assess whether the image-based test items were comparably difficult across student groups, we
analysed pre-test scores for students from the two clusters (a and b). Results showed similar performance
at baseline, with a mean pre-test score of 2.25 for the a-groups and 2.01 for the b-groups (getting the images
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Figure 4. Image item difficulty based on pretest scores.

in reversed pre-test-post-test order), suggesting no substantial difference in initial task difficulty across
cohorts (Figure 4).

For images from Ukraine, where familiarity due to ongoing media exposure could make identifying the
country easier even without verification, we included an additional scoring dimension: correct identifica-
tion of the specific city (e.g. Mariupol or Kyiv). These items allowed for a maximum of 3 points (date,
country, city), while out-of-context images (e.g. Banksy murals and images from Gaza) allowed for a
maximum of 2 points (date, country). We computed a composite score (0-10) of their ability to reverse
image search by summing the scores of correctly identified date and location (pre-test w = 0.595, post-test w
=0.796).

The scoring system was pragmatically developed for this exploratory study, drawing on procedures used
by professional fact-checkers at organisations such as Bellingcat, AFP, and B.B.C. Verify. By rewarding full
points only for precise identification (particularly city-level accuracy in “in context” items), the rubric aimed
to reduce the influence of guessing and increase the validity of inferences about actual digital tool use and
reasoning processes. While the approach has limitations, it was designed to approximate real-world
verification tasks and provide an objective yet practically feasible measure of students’ digital civic literacy
in visual disinformation.

5.3.2. Confidence in their fact-checking

Following each question about the identification of date and location in the test images, students were asked
to self-assess their confidence in their response. This was measured using a 0-10 Likert-type scale, where 0
indicated “not at all confident” and 10 indicated “extremely confident”. We computed a composite score
(0-40) of their confidence to reverse image search by summing the scores of their self-rated certainty in
their stated response to identifying the date and location of images (pre-test w = 0.861, post-test w = 0.821).
This measure was used to assess students’ metacognitive calibration, that is, the alignment between their
perceived certainty and actual performance. Including confidence ratings for each item allowed us to
explore patterns of overconfidence or intellectual humility concerning task difficulty and accuracy.

5.4. Statistical analysis

Because performance scores on the reverse image items and its composite scale did not follow a normal
distribution (Shapiro-Wilk, p <.001), we used the non-parametric Wilcoxon signed-rank test (Field, 2017) to
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investigate the interventional impact on reverse image search ability. Similarly, the confidence composite scale
did not follow a normal distribution (Shapiro-Wilk, p <.001), warranting a non-parametric test (Appendix A).

Multiple linear regression was used to investigate the factors contributing to students’ performance and
confidence following the intervention. This statistical approach moves beyond simply establishing a statistical
difference between pre- and post-test and allows for an in-depth examination of which predictors can be
attributed to the potential change observed in the Wilcoxon signed rank tests. Variables were chosen based on
the theoretical relevance of the key mechanisms at play in the intervention. In the first regression model, the
post-test performance of reverse image search was set as the outcome variable, with post-test confidence,
using digital tools as predictors and controlling for relevant covariates, such as baseline performance. In the
second model, post-test confidence was regressed on post-test performance and use of digital tools, including
covariates such as baseline confidence. By switching the dependent and independent variables in models 1
and 2, we can probe the relative effects of digital tools on post-test performance and post-test confidence,
respectively, while also controlling for performance and confidence as well as covariates. In a third model, we
regressed students’ overconfidence, computed as the standardised difference between post-test performance
and post-test confidence, on their use of digital tools in the post-test, baseline performance and confidence
levels, performance group, and covariates. We created a factor based on the performance group, splitting
participants by the median of the post-test performance score (Low, n =106; High, n = 86), setting high-
performers as the reference group. Accordingly, model 3 targets calibration by regressing an overconfidence
index — defined as the difference between post-test confidence and post-test performance — on digital-tool use
and performance group, with the same baseline controls as tested in models 1 and 2. These regression models
(see Appendix C) were used to assess the relationship between performance scores and confidence levels,
particularly among high- and low-performing students, while also controlling for relevant explanatory
variables. Thus, this model setup tests isolates miscalibration of confidence relative to performance from
different complementary angles. For details about the respective test values, see Appendices A-C.

6. Results
6.1. Impact on students’ abilities to fact-check visual (mis)information from war

A majority of the participants correctly identified the country of origin when asked to locate photos from
the war in Ukraine in the pre-test. Still, we saw a significant increase in locating the city when determining
the origin of images from Mariupol post-intervention (Figure 5).

A Wilcoxon signed rank test revealed that the intervention significantly impacted students’ performance
in identifying photos from Mariupol (p <.001, r = .68; Appendix A). In contrast, the impact on students’
ability to identify photos from Kyiv was non-significant (p =.11). While out-of-context images were
generally more challenging for students to identify, the intervention significantly affected students’ ability
to detect the origin of these images. Improvements were statistically significant for both the images of
Banksy murals (p <.001, r=.93) and destroyed buildings in Gaza (p <.001, r =.85). Still, only a third of the
students correctly identified when and where the out-of-context photos were taken after the intervention.
Overall, we found that the intervention positively impacted students’ total scores on the four test items with
a large effect size (p <.001, r=.75).

6.1.1. The use of digital tools

Only a few students used digital tools to identify when and where the photos were taken pre-intervention,
but this number tripled post-intervention (r,,. =34, 18%; 1y, =110, 57%). To assess the statistical
difference between this descriptive change, a Wilcoxon signed rank test was conducted to compare students
use of digital tools before and after the intervention. The difference was confirmed to be statistically
significant, p = <.01 with a strong effect size of r=0.86.

6.2. Confidence change and overconfidence among low performers

The boxplot illustrates that confidence level change from the pre-test to the post-test (Figure 6). As reflected
in the boxplot’s median differences and distribution, a Wilcoxon signed rank test revealed that the
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Figure 5. Students’ identification of photos from the war in Ukraine and out-of-context images (n=192).

intervention significantly impacted students’ confidence in their abilities to identify the date and location of
the prompted images (p <.001, r=.70; Appendix A). Thus, the intervention significantly and positively
affected students’ confidence in their responses to visual disinformation.

To futher investage this confidence change, we probed the relationship between students self-rated
confidence and their ability to identify the date and location of images. While confidence increased for
many students post-intervention, these gains were not always aligned with improved performance. Based on
participant scores in the pre-test regarding identifying the origins of images from the war (scored 0-3) and
out-of-context images (scored 0-2), we found that the impact of the intervention varied between groups of
low- and high-performing students. 108 students did not improve their accuracy between the pre- and post-
test. These students still reported increased confidence on at least one post-test item, despite performing no
better — or worse — than before (see Table 2). This pattern of overconfidence among low performers suggests
that some students developed a false sense of mastery after engaging in the intervention.

In comparison, top-performing students, scoring the max of 2 out of 2 or 3 out of 3, showed decreased
certainty across three out of four test items, hinting at increased intellectual humility (see Figure 7 and
Appendix B, Table B2-B4). Most students in the middle groups grew more confident in their answers
(Appendix B).

Figure 7 illustrates how students’ confidence changed across image sets and performance levels. A clear
pattern emerged: students with the lowest pre-test scores (Score 0) consistently reported increased certainty
after the intervention, even when their post-test performance remained low or only slightly improved. In
contrast, students with high pre-test scores (e.g. Score 2 or 3) often reported stable or even reduced
certainty, particularly on the out-of-context (Mariupol and Banksy) items. This divergence highlights a
possible overconfidence effect among low performers and increased metacognitive calibration among top
performers. Certainty increased most among low performers, even in cases where performance remained
low, indicating overconfidence. In contrast, some high-performing students showed decreased certainty
post-intervention, possibly reflecting greater metacognitive awareness or intellectual humility.
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Figure 6. Box plot of students’ confidence in pretest and posttest.

Table 2. Students with increased confidence in relation to incorrect responses.

Confidence Changes N %

0.00 The student did not increase his/her confidence in any incorrect answer 86 44.8%
1.00 The student increased his/her confidence in one question, even though the answer was incorrect 78 40.6%
2.00 The student increased his/her confidence on two questions, even though the answers were incorrect 26 13.5%
3.00 The student increased his/her confidence on three questions, even though the answers were incorrect 1 0.5%
4.00 The student increased his/her confidence on four questions, even though the answers were incorrect 1 0.5%

6.2.1. Reasoning among overconfident low-performers

To better understand this problematic relationship, we qualitatively analysed the responses from low-
performing students who became more confident without improving their performance. Following our
exploratory mixed-method approach, we further triangulated our findings, indicating a boost of over-
confidence through a thematic analysis of responses from students who consistently scored low on a specific
test item (Op to Op) and those whose scores declined (e.g. 1p to Op) but reported increased confidence in
their answers.

Inspired by Braun and Clarke (2006), we identified three themes in the evolution of low-performing
students’ responses. (a) From vague to elaborate: In the pre-test, students provided vague responses, such as
“in a hospital” or “last week”. In the post-test, they transitioned to more detailed answers, though still
incorrect, which may indicate overconfidence. (b) From hesitant to assertive: Some students moved from
uncertain, hedged responses (e.g. “I think this picture ...”) to direct, confident and incorrect statements,
which could reflect overconfidence. (¢) From guessing to acknowledging limitations: This group replaced
guesses with admissions of not knowing, reflecting a deeper understanding of the complexity involved in
identifying the origins of an image. This change likely does not indicate overconfidence. The adverse effect
indicates that our intervention led to overconfidence among students with poor results.

6.3. Perceived, but not always actual learning

81% of the students reported learning something new from the educational intervention. They wrote that
they, for instance, learned how “easy it is to be fooled”, “how images and videos are easily used for the wrong
purpose to support a claim”, and “how to check a picture or video to see if it is accurate or not”, and how to
conduct “image searches” and use digital tools like Tineye. Students also stated that they learned to identify
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Figure 7. Changes in students’ self-reported certainty by pretest performance group and image set. Note: Each line
represents a subgroup of students categorized by pretest performance (e.g. Score 0—1). Blue circles indicate pretest
certainty levels; red squares indicate posttest levels.

different types of misleading information. Although many perceived learning, 65% could not identify out-
of-place images post-intervention. Further statistical analysis reveals that perceived learning had no
statistically significant effect on post-test performance scores, p =.21, suggesting that the participants’
perception of learning and actual learning were not aligned. This misalignment between perceived and
actual learning contributes to understanding the observed overconfidence effect.

6.4. Predictors of individual differences in performance, confidence, and overconfidence

To identify which variables contributed to the change identified in the Wilcoxon tests, multiple regressions
were conducted to examine the relationship between students’ abilities to identify photos from the war and
out-of-context images (performance scores) and confidence levels, particularly among high- and low-
performing students, to gain deeper insight into the observed changes in performance and confidence
(Table 3).

In model 1, we explored whether differences in post-test performance scores were associated with post-
test confidence levels and digital tool use, controlling for baseline performance score, gender, and perceived
learning. The results showed that confidence was a significant predictor of performance, B =0.04, p =.004,
indicating that, on average, students with higher self-perception of certainty in their performance tended to
achieve better outcomes, suggesting alignment in students’ metacognitive awareness. The regression results
from model 1 also showed that using digital tools had no statistically significant effect on the post-test score
of image corroboration, p = >.05. Hence, although the intervention significantly affected the use of digital
tools for image corroboration, it did not affect the accuracy of their responses, on average. Among the
control variables, baseline performance was the only significant predictor of post-test performance, B =
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Table 3. Regressions of specified outcome variables on determinants.

Variable Model 1: Performance Model 2: Confidence Model 3: Overconfidence
Constant 3.63*%* 14.20%* —-0.61
(0.50) (2.61) (0.24)
Performance - 1.06* -
(0.36)
Confidence 0.04* - -
(0.01)
Digital tool use 033 6.09%* 0.49*
(0.30) (1.42) (0.16)
Perceived learning 0.26 -1.01 -0,16
(0.26) (1.29) (0.15)
Baseline Performance 0.36%* -0.04 —0.09*
(0.06) (0.34) (0.04)
Baseline Confidence 0.01 0.23** 0.02*
(0.01) (0.06) (0.01)
Performance Group - - 0.74*%*
Low - High (0.16)
Gender 0.11 -0.33 —0.06
Male — Female (0.23) (1.17) (0.14)
Adj. R? 0.78 0.51 0.16
N 190 190 190

Note. *p < 0.05; **p < 0.01. The table reports unstandardised regression coefficients with standard errors in parentheses.

0.36, p = <.001, indicating that students with better skills to identify images entering the intervention also
maintained higher performance after the intervention, showing a cumulative learning effect.

In model 2, we tested whether post-test performance scores and digital tool use predicted post-test
confidence levels, controlling for gender, perceived learning, and baseline confidence (Table 3). Post-test
performance score was a significant predictor, B=1.06, p =.004. This result shows that students who
performed better also expressed more certainty in their answers, aligning with the results from model 1
about students’ metacognitive awareness. In addition, digital tools had a statistically significant and positive
effect on the post-test score of image corroboration, B=6.09, p = <.001, suggesting that students who use
digital tools felt more confident in their ability to identify images, even though the results from the model 1
revealed that using digital tools had no statistically significant on their actual performance. Among the
control variables, baseline confidence was the only significant predictor of post-test confidence, B=0.23, p
= <.001, showing that students with better self-perception of their abilities to identify images entering the
intervention also maintained higher confidence in their abilities after the intervention.

In model 3, we evaluated how performance group and digital tool use predicted students’ overconfidence
(Table 3). The performance group was a significant predictor, B=0.74, p= <.001, showing that low-
performers reported higher confidence than the high-performers after the intervention while controlling
for pre-test confidence. Thus, relative to their actual skill level, low performers systematically reported
inflated confidence in their image corroboration accuracy compared to high performers, indicating over-
confidence. Furthermore, using digital tools was positively associated with increased overconfidence, B =
0.49, p =.003. Aligning with the direct effect of digital tool use on confidence and no significant effect on
performance observed in the prior regression models, these results suggest that tool use made students feel
more accurate, although their performance did not improve accordingly. Regarding the control variables,
baseline confidence was positively associated with post-test overconfidence, B=0.02, p =.003, indicating
that existing misalignment in metacognitive awareness prior to the intervention carried throughout the
intervention. Conversely, baseline performance was negatively associated with post-test overconfidence, B
=0.09, p = .01, suggesting that students who performed better on the pre-test were less overconfident in the
post-test. This result shows that low performers, based on pre-test scores, were more overconfident in the
post-test. Hence, baseline performance and confidence predicting post-test overconfidence suggest that
early signs of low performance and low metacognitive awareness of image corroboration skills correlate
with poorer metacognitive accuracy even after learning how to reverse image search.

In sum, the series of regression models demonstrates that perceived and actual performance were
positively associated at the group level but that these signs of metacognitive awareness were conditional
upon not splitting the sample by performance group. Model 3 contributed with nuanced insights into
the relationship between performance and confidence, showing a disproportionate overconfidence
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pattern among low performers when factoring in performance level. Additionally, the use of digital
tools was not significantly associated with increased performance (model 1) but instead positively
associated with confidence (model 2) and overconfidence (model 3). These results highlight the
potentially problematic aspects of introducing new digital tools without making sure students under-
stand how to use them correctly, which, as shown in this study, contributes disproportionately to
confidence relative to performance. Together, our findings show that overconfidence peaks among the
lower-performing students and that high-performing students have more accurate metacognitive
awareness.

7. Discussion

This study set out to explore not only whether students could learn to verify the date and location of war-
related images using reverse image search, but also how well their confidence in doing so aligned with their
actual performance. This dual focus bridges cognitive skill development and metacognitive self-awareness
in digital civic literacy. In a contemporary high-salience war context where dissemination of mis- and
disinformation constitutes a significant threat to contemporary societies (World Economic Forum, 2024),
this study has shown how a low-resource intervention can improve students’ photo-verification skills.
However, the regression results (Appendix C) also indicate a calibration risk. While post-test confidence
predicted performance, digital-tool use predicted confidence more than corroboration accuracy, and a
pattern of overconfidence was observed among lower performers. Our regression results thus highlight a
complex interplay between the relative contributing role of digital tool use in improving performance and
calibrating confidence. Methodologically, the study contributes a paired in/out-of-context item design, a
fact-checking intervention grounded in professional practice, and a useful overconfidence index that
teachers can use to track confidence alongside accuracy, clarifying when tool-supported instruction helps
and where additional metacognitive scaffolding is needed. Our design, informed by cognitive apprentice-
ship and classroom experiences, enabled us to observe both cognitive and metacognitive outcomes in
relation to a complex and socially significant task.

In line with RQ1, we find that a brief intervention rooted in cognitive apprenticeship can significantly
enhance students’ ability to verify the origin and context of visual content — a core component of digital civic
literacy. Improvements were observed across both in-context and out-of-context images, with large effect
sizes, particularly for less familiar or deceptive content. We also observe changes in confidence levels (RQ2)
among students concerning their abilities to fact-check visual images from war. However, while most
students reported greater confidence post-intervention, this growth was not uniform across groups. Our
findings show that for many low-performing students, confidence increased even when performance did
not, which we interpret as a pattern suggesting overconfidence (RQ3). The mismatch between students’
actual and perceived ability, especially among those who started with low performance, highlights a critical
metacognitive blind spot. In contrast, high-performing students often showed increased intellectual
humility.

7.1. Learning to verify images with digital tools

The wars in Ukraine and, more recently Gaza, highlight the urgent need to protect citizens from both
misinformation and disinformation. In this context, our study shows that an educational intervention,
including instructional materials, modelling videos, and fact-checking assignments using digital tools, can
improve students’ abilities to verify visual content through reverse image search. The combination of
instructions, modelling videos, and hands-on assignments appears to have provided students with a
structured framework for evaluating the credibility of images. This aligns with research emphasising how
cognitive apprenticeship may support students’ ability to fact-check (e.g. Axelsson & Nygren, 2024).

Our findings contrast those of Qian et al. (2023) and Badrinathan (2021), who reported limited or no
effects of reverse image search interventions on misinformation evaluation in other contexts. Qian et al.
(2023) conducted online panel studies where the interventions relied primarily on infographics as the
method of instruction. While infographics can raise awareness, they lack the modelling and interactive
elements necessary for skill development, which were essential in the present study. Badrinathan (2021)
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examined interventions conducted in home settings, where challenges such as ensuring comprehension,
engagement, and motivation likely diminished their effectiveness.

The educational intervention had the most significant impact on out-of-context test items, which
included out-of-context photos. This finding highlights the usefulness of lateral reading with reverse
image search, especially when one’s prior knowledge is limited. However, the benefits of lateral reading
are more restricted when the information to evaluate contains well-known facts, such as identifying a
familiar image or the start date of the war in Ukraine. However, lateral reading and reverse image search can
still improve confidence in correct judgements.

We find that digital tools and trustworthy information can form a constructive combination when
navigating misinformation. One needs to be able to corroborate news with something trustworthy to make
sound judgements.

Combining skills with subject-specific knowledge and informed trust seems constructive. Noting how
students rarely use digital tools to evaluate information, even in a classroom setting where they are supposed
to think critically, underscores the importance of incorporating these practices in classrooms and consis-
tently applying them to foster a habit among students. Knowing what sources to trust and following credible
news outlets may be a central aspect for navigating (mis)information (Altay et al., 2023), and the importance
of news in classrooms needs to be further investigated in future research. Correct and updated knowledge,
in combination with an informed trust in sources, may also be key to not going down a problematic rabbit
hole when using lateral reading on new and hot topics. What we see in this study is that proper knowledge
and source trust may be key, especially since only a few students seem to have a spontaneous habit of
conducting lateral reading (Axelsson & Nygren, 2024; Axelsson et al., 2021).

7.2. Confidence gains, potential miscalibration, and problematic side-effects

Additionally, the intervention seems to have boosted overconfidence among students who were poor at fact-
checking. We define overconfidence here as a metacognitive mismatch: when students report increased
confidence without corresponding performance gains. This pattern, which affected more than half of the
low-performing students, echoes findings in cognitive psychology on the Dunning-Kruger effect (Kruger &
Dunning, 1999). It also aligns with research on self-regulated learning, which warns that surface-level
familiarity can create an illusion of competence (Bjork et al., 2013). In this context, the intervention may
have given students some experience evaluating images without sufficient depth to achieve accuracy, leading
to misplaced confidence. While this study was informed by the cognitive apprenticeship framework (Collins
et al., 1989; Dennen, 2004), it employed only selected elements, primarily expert modelling through
instructional videos and reflection following task completion. This limited implementation likely contrib-
uted to uneven outcomes. In particular, the absence of scaffolding and real-time coaching meant that
students received little guided support as they attempted to apply complex verification strategies indepen-
dently. This may have left lower-performing students vulnerable to misapplication of strategies and
metacognitive miscalibration, as evidenced by the rise in overconfidence among some subgroups. These
findings underscore a broader challenge in education against disinformation: without structured opportu-
nities for feedback and dialogic support, modelling alone may be insufficient to foster both accurate
performance and calibrated self-assessment. Hence, educational interventions against misinformation
may induce problematic side effects requiring consideration in research and practice. Without clear
benchmarks or corrective feedback, students may confuse task completion with task mastery.

In contrast, students who obtained higher scores became less confident about their knowledge and skills,
indicating increased intellectual humility. This may be interpreted as a positive impact in light of research
linking intellectual humility to people’s abilities to evaluate (mis)information (Prike et al., 2024). This
outcome may reflect an adaptive calibration process, in which students gain not only knowledge but also
insight into the limits of their knowledge.

Our findings emphasise the need to thoroughly evaluate interventions to support students’ media
and information literacy to avoid adverse side effects. Previous research has noted potential challenges
of unwanted effects from interventions against misinformation (Guess et al., 2020; Haider & Sundin,
2022; Modirrousta-Galian & Higham, 2023). Here, we identify another crucial challenge for education
against misinformation in practice: lessons on lateral reading techniques may boost overconfidence in
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groups of students struggling to navigate out-of-context images. This side-effect must be noted since we
know there is a problematic divide in people’s abilities to navigate misinformation (Nygren & Guath,
2022), and overconfidence may be a real problem among some students (Mahmood, 2016; Nygren &
Guath, 2019). However, the specific factors influencing students’ overconfidence remain unanswered.
We see some clues in the transition to more detailed or assertive responses among students who
develop an inflated sense of competence. This aligns with research indicating that surface-level
engagement with skills or concepts can create an illusion of competence (Bjork et al., 2013). The self-
regulated nature of fact-checking tasks, such as identifying misleading images, may contribute to
overconfidence. These tasks typically require students to make independent judgements, monitor
their reasoning, and assess the credibility of visual content without immediate corrective feedback. In
the absence of clear benchmarks or external guidance, students may rely on superficial cues, such as
task familiarity or intuitive plausibility, rather than rigorous verification strategies. This can lead to an
illusion of mastery, where learners feel confident because they completed the task, not because they did
so accurately (Bjork et al., 2013).

7.3. Implications for teaching and learning

Our findings highlight the need for future research to refine interventions that not only improve technical
skills like reverse image search but also cultivate critical self-awareness and reflective thinking in the face of
misinformation. Interventions against misinformation should be empirically investigated, with a particular
focus on students who are most vulnerable to false information. This may help us better understand this
challenge and make targeted adjustments to lateral reading interventions to support underperforming
students.

Guidelines and teachers must ensure that low-performing students are identified and that they learn to
acknowledge and appreciate their misunderstandings. This is a complicated balancing act since we want
students to become confident in their abilities but not overconfident. It is central to support students’
metacognitive processes and not support illusions of learning (e.g. Bjork et al., 2013). Teachers must pay
attention to and support struggling students, and interventions may need to be tailored to vulnerable
groups.

The results suggest that effective instruction for digital civic literacy, particularly when addressing
complex tasks such as reverse image verification, requires more than expert modelling. While videos can
inspire and inform students, many learners may struggle to internalise and apply strategies without
interactive scaffolding and formative feedback. To mitigate the risks of overconfidence and misapplication,
instruction should ideally incorporate guided practice, peer collaboration, and real-time coaching, allowing
students to articulate their reasoning and receive targeted support. Teachers may also consider using self-
assessment tools or structured reflection prompts to help students evaluate not only the correctness of their
judgements, but also the basis for their confidence. In this way, instruction can better cultivate both the
technical skills and the metacognitive awareness needed to navigate visual disinformation in emotionally
and politically charged contexts.

It is evident that simply asking students if they learned what they were supposed to learn cannot be used
as evidence that they did learn more complex skills. Thus, we suggest that teachers include test questions in
low and high-stakes testing that evaluate students’ abilities to fact-check online information (using, for
instance, out-of-context images) and combine them with ratings of how confident the students are in their
responses. This will give the teacher insights into individual students’ abilities and (over)confidence.

8. Limitations

One important limitation of the study is that McDonald’s omega for the reverse image search scale in
the pre-test fell below the conventional threshold for acceptable internal consistency. The suboptimal
reliability suggests that the results should be interpreted cautiously and warrants a recommendation
for future research to refine the scale further to strengthen the internal validity. However, while
McDonald’s omega was relatively low in the pre-test, it reached acceptable internal consistency levels
in the post-test. Hence, the variability in internal consistency suggests that participants’
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understanding of the target construct got clearer post-intervention, aligning well with our efforts to
develop students’ understanding of how to use reverse image search to verify information from war-
based images.

As this quasi-experimental study lacked a control group, the identification of causal inference is limited.
While the intervention was novel and brief, reducing the likelihood of maturation effects, changes in
performance and confidence cannot be definitively attributed to the intervention. Still, the observed
covariance offers a valuable first step towards establishing causal links.

Moreover, this study does not provide insight into how common the associated issues with over-
confidence are from interventions against disinformation, nor does it offer any explanations regarding
how effective this intervention is with other groups and types of misinformation, tools, or in the long term.
We would need multiple studies across diverse settings to determine these effects better. How to best
support and sustain intellectual humility is also a question for future research. The transfer of knowledge
from school to the world outside the classroom remains a challenge, so future research should be conducted
in naturalistic environments and try to link learning in schools to students’” habits at home. Still, this study
highlights the potential of implementing a new educational design with tools for fact-checking in a
challenging situation and the importance of considering students’ (over)confidence and paying special
attention to vulnerable groups.

Notes

1. In line with Wardle’s & Derakhshan (2017) typology, we distinguish between misinformation, which refers to
false or misleading content shared without intent to deceive; disinformation, which denotes deliberately false
information spread to mislead; and malinformation, which involves genuine information used to harm, often by
taking content out of context.

2. In Swedish. Information for teachers: https://nyhetsvarderaren.se/ukraina/larare/, introduction: https://nyhets
varderaren.se/ukraina/, excercises: https://nyhetsvarderaren.se/ukraina/ovningar/.

3. In English. Information for teachers: https://nyhetsvarderaren.se/ukraine/teachers/, introduction: https://nyhets
varderaren.se/ukraine/, https://nyhetsvarderaren.se/ukraine/exercises/.
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